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METHOD, APPARATUS, AND DEVICE FOR TRAINING
RISK CONTROL MODEL AND RISK CONTROL

TECHNICAL FIELD

[0001] The present specification relates to the field of information technologies, in
particular, to a risk control model training and risk control method, apparatus, and

device.

BACKGROUND

[0002] In many industries, the importance of risk control is self-evident. For
example, in the financial industry, risk control work of banks can be identifying a
transaction suspected of money laundering from accepted transactions.

[0003] Specifically, a certain amount of historical data (service data that has been
identified as legal or illegal) can be collected first. By analyzing the historical data, a
risk control person can summarize risk control rules used to identify whether service
data is legal.

[0004] The risk control person can also design feature types (such as a credit
amount in the last 90 days and a ratio of a credit amount in the last 30 days to the
credit amount in the last 90 days). Then, for each piece of historical data, the risk
control person can determine a feature value of the historical data corresponding to
each feature type based on the historical data. Finally, the risk control person can use
the feature value of each service feature of each piece of historical data as a sample, to
train a risk control model used to identify whether service data is legal.

[0005] Based on the existing technology, a more accurate risk control method is

needed.

SUMMARY

[0006] Implementations of the present specification provide a risk control model
training and risk control method, apparatus, and device, to alleviate a problem of poor
accuracy of the existing risk control method.

[0007] To alleviate the previous technical problem, the implementations of the
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present specification are implemented as follows:

[0008] An implementation of the present specification provides a risk control
model training method, including: obtaining historical data in a specified time period,
and dividing the specified time period into sub time periods; for each sub time period,
determining respective features of the historical data in the sub time period based on
the historical data; sorting respective features of the historical data in the sub time
periods based on a specified sorting rule of the sub time periods to obtain a feature
sequence; and training a risk control model by using the feature sequence as a sample.
[0009] An implementation of the present specification provides a risk control
method, including: obtaining service data in a specified time period, and dividing the
specified time period into sub time periods; for each sub time period, determining
respective features of the service data in the sub time period based on the service data;
sorting respective features of the service data in the sub time periods based on a
specified sorting rule of the sub time periods to obtain a feature sequence; and
identifying whether the service data is legal by inputting the feature sequence into the
risk control model trained according to the previous risk control model training
method.

[0010] An implementation of the present specification provides a risk control
model training apparatus, including: an acquisition module, configured to obtain
historical data in a specified time period, and divide the specified time period into sub
time periods; a determining module, configured to: for each sub time period,
determine respective features of the historical data in the sub time period based on the
historical data; a sorting module, configured to sort respective features of the
historical data in the sub time periods based on a specified sorting rule of the sub time
periods to obtain a feature sequence; and a training module, configured to train a risk
control model by using the feature sequence as a sample.

[0011] An implementation of the present specification provides a risk control
apparatus, including: an acquisition module, configured to obtain service data in a
specified time period, and divide the specified time period into sub time periods; a
determining module, configured to: for each sub time period, determine respective
features of the service data in the sub time period based on the service data; a sorting
module, configured to sort respective features of the service data in the sub time
periods based on a specified sorting rule of the sub time periods to obtain a feature

sequence; and an identification module, configured to identify whether the service
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data is legal by inputting the feature sequence into the risk control model trained
according to the previous risk control model training method.

[0012] An implementation of the present specification provides a risk control
model training device, including one or more processors and one or more memories,
where the memory stores a program, and the one or more processors are configured to
perform the following steps: obtaining historical data in a specified time period, and
dividing the specified time period into sub time periods; for each sub time period,
determining respective features of the historical data in the sub time period based on
the historical data; sorting respective features of the historical data in the sub time
periods based on a specified sorting rule of the sub time periods to obtain a feature
sequence; and training a risk control model by using the feature sequence as a sample.
[0013] An implementation of the present specification provides a risk control
device, including one or more processors and one or more memories, where the
memory stores a program, and the one or more processors are configured to perform
the following steps: obtaining service data in a specified time period, and dividing the
specified time period into sub time periods; for each sub time period, determining
respective features of the service data in the sub time period based on the service data;
sorting respective features of the service data in the sub time periods based on a
specified sorting rule of the sub time periods to obtain a feature sequence; and
identifying whether the service data is legal by inputting the feature sequence into the
risk control model trained according to the previous risk control model training
method.

[0014] It can be learned from the previous technical solutions provided in the
implementations of the present specification that, in the implementations of the
present specification, in a risk control model training stage, historical data in a
specified time period can be obtained, and the specified time period can be divided
into sub time periods; then, respective features of the historical data in each sub time
period can be determined, and respective features of the historical data in the sub time
periods can be sorted based on a specified sorting rule of the sub time periods to
obtain a feature sequence; and finally, the obtained feature sequence can be used as a
sample to train a risk control model. Because the feature sequence obtained through
time-based sorting can more comprehensively and accurately represent a change
process of the historical data than homogeneous feature values in the existing

technology, the risk control model trained by using the feature sequence
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corresponding to the historical data as the sample can more accurately identify

whether service data is legal.

BRIEF DESCRIPTION OF DRAWINGS

[0015] To describe technical solutions in implementations of the present
specification or in the existing technology more clearly, the following briefly
describes the accompanying drawings needed for describing the implementations or
the existing technology. Apparently, the accompanying drawings in the following
descriptions merely show some implementations recorded in the present specification,
and a person of ordinary skill in the art can still derive other drawings from these
accompanying drawings without creative efforts.

[0016] FIG. 1 is a flowchart illustrating a risk control model training method,
according to an implementation of the present specification;

[0017] FIG. 2 is a flowchart illustrating a risk control method, according to an
implementation of the present specification;

[0018] FIG. 3 is a schematic diagram illustrating a risk control model training
apparatus, according to an implementation of the present specification;

[0019] FIG. 4 is a schematic diagram illustrating a risk control apparatus, according
to an implementation of the present specification;

[0020] FIG. 5 is a schematic diagram illustrating a risk control model training
device, according to an implementation of the present specification; and

[0021] FIG. 6 is a schematic diagram illustrating a risk control device, according to

an implementation of the present specification.

DESCRIPTION OF IMPLEMENTATIONS

[0022] In the existing service data identification method, both risk control rules
summarized by a risk control person and feature types designed by the risk control
person are homogeneous feature values obtained by the risk control person by
analyzing historical data, and therefore cannot comprehensively and accurately
represent a change process of the historical data. For example, in a money laundering
scenario, a debit amount in the last 90 days (a predetermined feature type) is merely a

homogeneous feature value, and therefore cannot represent a change process of a
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debit amount in each of the last 90 days.

[0023] A core idea of the present specification is as follows: To enable a sample
used to train a risk control model to represent a change process of historical data as
much as possible, the sample can be determined based on feature distribution of the
historical data in terms of time to train the risk control model.

[0024] To make a person skilled in the art better understand the technical solutions
in the present specification, the following clearly describes the technical solutions in
the implementations of the present specification with reference to the accompanying
drawings in the one or more implementations of the present specification. Apparently,
the described implementations are merely some rather than all of the implementations
of the present specification. All other implementations obtained by a person of
ordinary skill in the art by using the implementations of the present specification
without creative efforts shall fall within the protection scope of the present
specification.

[0025] The technical solutions provided in the implementations of the present
specification are described below in detail with reference to the accompanying
drawings.

[0026] FIG. 1 is a flowchart illustrating a risk control model training method,
according to an implementation of the present specification. The method includes the
following steps:

[0027] S100. Obtain historical data in a specified time period, and divide the
specified time period into sub time periods.

[0028] The method can be executed by a device configured to perform at least one
of risk control model training or risk control (briefly referred to as a risk control
device).

[0029] In this implementation of the present specification, the historical data in the
specified time period can be obtained. The historical data is service data that has been
identified as legal or illegal. For example, in an anti-money laundering scenario, the
historical data can be account records of 1,000 users.

[0030] It is worthwhile to note here that, a ratio of an amount of legal data to an
amount of illegal data in the obtained historical data usually should be between a first
specified value and a second specified value, where the second specified value is
greater than the first specified value. For example, the first specified value can be 10

and the second specified value can be 100.
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[0031] The specified time period can be specified as needed. For example, when a
risk control model needs to be trained (assume that the current time is June 1, 2017),
historical data in the last three months can be obtained, that is, historical data from
March 1, 2017 to May 31, 2017 can be obtained. A time period from March 1, 2017 to
May 31, 2017 is the specified time period.

[0032] With reference to the two examples, the obtained historical data in the
specified time period can be account records of 1,000 users from 0: 00 on March 1,
2017 to 24: 00 on May 31, 2017.

[0033] In this implementation of the present specification, the specified time period
can be divided into the sub time periods. Still with reference to the previous examples,
the specified time period from March 1, 2017 to May 31, 2017 can be divided into 92
sub time periods: 0: 00 to 24: 00 on March 1, 2017 (namely, full day of March 1,
2017), full day of March 2, 2017, ..., and full day of May 31, 2017.

[0034] S102. For each sub time period, determine respective features of the
historical data in the sub time period based on the historical data.

[0035] In the present step, the risk control device can specifically determine, for
each predetermined feature type, respective features of the historical data
corresponding to the feature type in the sub time period. For example, the feature type
can be a debit amount, a credit amount, a quantity of account operations, etc.

[0036] Table 1 shows features of an account record of user A in each sub time
period, according to an implementation of the present specification. As shown in
Table 1, for example, three features of an account of user A in full day of March 1,
2017 (sub time period) are 20, 000 RMB in debit, 80, 000 RMB in credit, and 5 in

quantity of account operations.

March 1, March 2, May 31,
2017 2017 2017
Debit amount 20,000 50,000 80,000
Credit amount 80,000 90,000 200,000
Quantity of account 5 6 8
operations
Table 1

[0037] S104. Sort respective features of the historical data in the sub time periods
based on a specified sorting rule of the sub time periods to obtain a feature sequence.
[0038] After determining the respective features of the historical data in the sub

time periods, the risk control device can sort the respective features of the historical
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data in the sub time periods based on the specified sorting rule of the sub time periods
to obtain the feature sequence. The sorting rule can be a time sequence of the sub time
periods.

[0039] Specifically, the risk control device can sort, for each feature type, features
of the historical data corresponding to the feature type in the sub time periods to
obtain a feature sequence corresponding to the feature type.

[0040] Table 1 is still used as an example. In this case, feature sequences obtained
by the risk control device can be as follows: a feature sequence corresponding to the
debit amount: {20,000, 50,000, ..., 80,000}; a feature sequence corresponding to the
credit amount: {80,000, 90,000, ..., 200,000}; and a feature sequence corresponding to
the quantity of account operations: {5, 6, ..., 8}.

[0041] It is worthwhile to note that, here, a method for obtaining the feature
sequence corresponding to each feature type can be alternatively as follows:
performing normalization processing on the features of the historical data
corresponding to the feature type in the sub time periods; and sorting processed
features to obtain a feature sequence corresponding to the feature type.

[0042] Normalization processing needs to be performed on the features
corresponding to each feature type because features of the historical data
corresponding to different feature types may be of different orders of magnitude. For
example, in Table 1, an order of magnitude of each feature of the debit amount is
10,000, and an order of magnitude of each feature of the quantity of account
operations is 1. If normalization processing is not performed on features of different
feature types, some feature types of greater orders of magnitude play a leading role in
model training effect, resulting in low accuracy of a trained risk control model.

[0043] Specifically, for each feature type, a sum of features of the historical data
corresponding to the feature type in the sub time periods can be calculated; for each
feature of the historical data corresponding to the feature type, a ratio of the feature to
the calculated sum can be calculated; and the ratio corresponding to the feature can be
used as a processed feature.

[0044] For example, in Table 1, for the debit amount, values of features of the
feature type in the sub time periods can be processed. Specifically, 20,000 can be
processed as 20,000/(20,000 + 50,000 + ... + 80,000), and 50,000, ..., and 80,000 each
can be processed similarly.

[0045] Further, sometimes, even though the previously described normalization
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processing is performed on the features corresponding to each feature type, the
obtained processed features may still have the following problem: For example, in
three sub time periods, features of an account record of user A corresponding to a
specific feature type are "0, 10,000, 0", and features of an account record of user B
corresponding to the feature type are "0, 10, 0". Results obtained after the two groups
of features are processed by using the normalization method are both "0, 1, 0", but
obviously, the two groups of features represent different risk information.

[0046] Therefore, the previous normalization method can be further modified as
follows:

[0047] For each feature type, weight values respectively corresponding to features
of the historical data corresponding to the feature types in the sub time periods are
predetermined, and a sum of the features of the historical data corresponding to the
feature type in the sub time periods is calculated; and for each feature of the historical
data corresponding to the feature types, a ratio of the feature to the calculated sum is
calculated, the ratio corresponding to the feature is multiplied by a weight value
corresponding to the feature to obtain a calculation result corresponding to the feature,
and the calculation result corresponding to the feature is used as a processed feature.
[0048] For example, assume that in the previous example, weight values
corresponding to the first group of features "0, 10,000, 0" are "0, 5, 0", and weight
values corresponding to the second group of features "0, 10, 0" are "0, 2, 0". The two
groups of features can be processed by using the modified normalization method, to
obtain a processed first group of features "0, 5, 0" and a processed second group of
features "0, 2, 0". As such, the two groups of features are distinguished from each
other.

[0049] S106. Train a risk control model by using the feature sequence.

[0050] In this implementation of the present specification, any algorithm that can
train a model by using a feature sequence as input can be used to train the risk control
model described here.

[0051] Specifically, a convolutional neural network training algorithm can be used
to train the risk control model by using the feature sequences corresponding to
respective feature types as the training samples.

[0052] For example, for an account record of each user, feature sequences
corresponding to three feature types of the account record can be used as samples.

Assume that samples corresponding to user A are as follows: a feature sequence
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corresponding to a debit amount: {2, 5, ..., 8}; a feature sequence corresponding to a
credit amount: {8, 9, ..., 20}; and a feature sequence corresponding to a quantity of
account operations: {5, 6, ..., 8}.

[0053] Obviously, because the feature sequences have the same quantity of features
(namely, the same quantity of sub time periods), the three feature sequences can be

combined into the following n*m feature matrix corresponding to user A:

25 ... 8
8 9 ... 2
56 ... 8

, where n is the quantity of feature types and m is the quantity of sub
time periods.
[0054] As such, 1000 feature matrices respectively corresponding to 1000 users can
be obtained, and the 1000 feature matrices can be input into a convolutional neural
network model.
[0055] The following briefly describes a training process.
[0056] For example, in an anti-money laundering scenario, assume that 1000
feature matrices respectively corresponding to 1000 users are obtained as samples by
using step S100 to step S104.
[0057] The convolutional neural network model can be trained by using mini batch
stochastic gradient descent (mini batch SGD), and the following steps are used:
[0058] 1. 100 samples are randomly selected from the 1000 samples (n*m feature
matrices), and are input into an input layer of a neural network.
[0059] 2. The input layer inputs each sample (n*m feature matrix) to a
convolutional layer for convolution. For each sample, a convolution kernel quantity
and size can be specified as needed, and there can be s convolution kernels. Because
feature types are not continuous, the convolution kernel does not need to be scanned
in a distribution direction of each feature type, and at least one of a row quantity or a
column quantity of the convolution kernel can be a predetermined quantity of feature
types. For example, a size of each convolution kernel can be n*j, where j is a positive
integer less than m. As such, because the row quantity of the convolution kernel is the
same as the row quantity of the feature matrix, the convolution kernel only needs to
be translated in a horizontal direction to perform convolution calculation (a step can
be specified as needed, for example, the step is 1). After convolution calculation is

performed by using the s convolution kernels for the sample, s feature graphs (also in
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a matrix form) can be obtained. Because the 100 samples are input into the
convolutional layer, the convolutional layer can output 100s feature graphs.

[0060] 3. After the obtained 100s feature graphs are processed by using an
activation function (such as the RELU function), processed feature graphs are
transferred to a pooling layer for pooling (for example, the maxpooling method can be
used for pooling). During pooling, a pooling matrix size and a translation step can be
specified as needed.

[0061] 4. The previous step 2 and step 3 can be repeated multiple times. After a
combination of the convolutional layer, the activation function, and the pooling layer
are used for processing multiple times, "small feature graphs" (a quantity of small
feature graphs is usually greater than s) can be obtained. The obtained small feature
graphs are input into a fully connected layer. In the fully connected layer, the small
feature graphs are concatenated into a long vector in a unit of row. Then, the fully
connected layer inputs the long vector into softmax for classification, to obtain a
two-dimensional vector, where the two-dimensional vector represents the probability
that the sample is legal and the probability that the sample is illegal, for example, (0.2,
0.8).

[0062] 5. A training effect representation value that represents the current training
effect is calculated based on the two-dimensional vector and a loss function (such as
cross entropy). If the training effect representation value satisfies a specified threshold
(for example, the training effect representation value is convergent), the training ends.
If the training effect representation value does not satisfy the specified threshold,
parameters (such as the convolution kernel in the convolutional layer) of the neural
network are adjusted based on the training effect representation value, and then step 1
is restarted, that is, the subsequent training iterations are performed until an obtained
training result representation effect value satisfies the specified threshold.

[0063] FIG. 2 shows a risk control method, according to an implementation of the
present specification. The method includes the following steps:

[0064] S200. Obtain service data in a specified time period, and divide the
specified time period into sub time periods.

[0065] S202. For each sub time period, determine respective features of the service
data in the sub time period based on the service data.

[0066] S204. Sort respective features of the service data in the sub time periods

based on a specified sorting rule of the sub time periods to obtain a feature sequence.
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[0067] S206. Identify whether the service data is legal by inputting the feature
sequence into a risk control model.

[0068] In the method shown in FIG. 2, the risk control model trained by using the
method shown in FIG. 1 is used to identify whether the service data is legal. It is
worthwhile to note that:

[0069] First, "specified time period" in the process shown in FIG. 2 is usually
different from "specified time period" in the process shown in FIG. 1, and the
specified time period shown in FIG. 1 is earlier than the specified time period shown
in FIG. 2.

[0070] Second, in the process shown in FIG. 2, similar to the process shown in FIG.
1, the feature sequence corresponding to the service data also needs to be determined
as input of the risk control model. For a specific method, references can be made to
the previous description, and details are omitted.

[0071] According to the risk control model training method shown in FIG. 1 and
the risk control method shown in FIG. 2, in a risk control model training stage,
historical data in a specified time period can be obtained, and the specified time
period can be divided into sub time periods; then, respective features of the historical
data in each sub time period can be determined, and respective features of the
historical data in the sub time periods can be sorted based on a specified sorting rule
of the sub time periods to obtain a feature sequence; and finally, the obtained feature
sequence can be used as a sample to train a risk control model. Because the feature
sequence obtained through time-based sorting can more comprehensively and
accurately represent a change process of the historical data than homogeneous feature
values in the existing technology, the risk control model trained by using the feature
sequence corresponding to the historical data as training samples can more accurately
identify whether service data is legal.

[0072] Based on the risk control model training method shown in FIG. 1, an
implementation of the present specification further correspondingly provides a risk
control model training apparatus. As shown in FIG. 3, the apparatus includes:
acquisition module 301, configured to obtain historical data in a specified time period,
and divide the specified time period into sub time periods; determining module 302,
configured to: for each sub time period, determine respective features of the historical
data in the sub time period based on the historical data; sorting module 303,

configured to sort respective features of the historical data in the sub time periods
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based on a specified sorting rule of the sub time periods to obtain a feature sequence;
and training module 304, configured to train a risk control model by using the feature
sequence as a sample.

[0073] Determining module 302 is configured to determine features of the
historical data for more than one feature type in the sub time period based on the
historical data.

[0074] Sorting module 303 is configured to: for each feature type, sort features of
the historical data for the feature type in the sub time periods based on a specified
sorting rule of the sub time periods to obtain a feature sequence corresponding to the
feature type.

[0075] The risk control model is a convolutional neural network model.

[0076] At least one of a row quantity or a column quantity of a convolution kernel
of a convolutional layer in the convolutional neural network model is a predetermined
quantity of feature types.

[0077] Based on the risk control method shown in FIG. 2, an implementation of the
present specification further correspondingly provides a risk control apparatus. As
shown in FIG. 4, the apparatus includes: acquisition module 401, configured to obtain
service data in a specified time period, and divide the specified time period into sub
time periods; determining module 402, configured to: for each sub time period,
determine respective features of the service data in the sub time period based on the
service data; sorting module 403, configured to sort respective features of the service
data in the sub time periods based on a specified sorting rule of the sub time periods to
obtain a feature sequence; and identification module 404, configured to identify
whether the service data is legal by inputting the feature sequence into a risk control
model, where the risk control model is trained according to the method shown in FIG.
1.

[0078] Based on the risk control model training method shown in FIG. 1, an
implementation of the present specification further correspondingly provides a risk
control model training device. As shown in FIG. 5, the device includes one or more
processors and one or more memories, where the memory stores a program, and the
one or more processors are configured to perform the following steps: obtaining
historical data in a specified time period, and dividing the specified time period into
sub time periods; for each sub time period, determining respective features of the

historical data in the sub time period based on the historical data; sorting respective
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features of the historical data in the sub time periods based on a specified sorting rule
of the sub time periods to obtain a feature sequence; and training a risk control model
by using the feature sequence as a sample.

[0079] Based on the risk control method shown in FIG. 2, an implementation of the
present specification further correspondingly provides a risk control device. As shown
in FIG. 6, the device includes one or more processors and one or more memories,
where the memory stores a program, and the one or more processors are configured to
perform the following steps: obtaining service data in a specified time period, and
dividing the specified time period into sub time periods; for each sub time period,
determining respective features of the service data in the sub time period based on the
service data; sorting respective features of the service data in the sub time periods
based on a specified sorting rule of the sub time periods to obtain a feature sequence;
and identifying whether the service data is legal by inputting the feature sequence into
a risk control model, where the risk control model is trained according to the method
shown in FIG. 1.

[0080] The implementations in the present specification are described in a
progressive way. For same or similar parts of the implementations, mutual references
can be made to the implementations. Each implementation focuses on a difference
from other implementations. Especially, the devices shown in FIG. 5 and FIG. 6 are
basically similar to method implementations, and therefore are described briefly. For
related parts, references can be made to some descriptions in the method
implementations.

[0081] In the 1990s, whether a technical improvement is a hardware improvement
(for example, an improvement to circuit structures, such as a diode, a transistor, or a
switch) or a software improvement (an improvement to a method process) can be
clearly distinguished. However, as technologies develop, current improvements to
many method processes can be considered as direct improvements to hardware circuit
structures. Almost all designers program an improved method process into a hardware
circuit, to obtain a corresponding hardware circuit structure. Therefore, a method
process can be improved by using a hardware entity module. For example, a
programmable logic device (PLD) (for example, a field programmable gate array
(FPGA)) is such an integrated circuit, and a logical function of the PLD is determined
by a user through device programming. A designer "integrates" a digital system to a

single PLD through self-programming, without requiring a chip manufacturer to
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design and manufacture a dedicated integrated circuit chip. In addition, at present,
instead of manually manufacturing an integrated circuit chip, such programming is
mostly implemented by using "logic compiler" software. The logic compiler software
is similar to a software compiler used to develop and write a program. Original code
needs to be written in a particular programming language before being compiled. The
language is referred to as a hardware description language (HDL). There are many
HDLs, such as the Advanced Boolean Expression Language (ABEL), the Altera
Hardware Description Language (AHDL), Confluence, the Cornell University
Programming Language (CUPL), HDCal, the Java Hardware Description Language
(JHDL), Lava, Lola, MyHDL, PALASM, and the Ruby Hardware Description
Language (RHDL). At present, the Very-High-Speed Integrated Circuit Hardware
Description Language (VHDL) and Verilog are most commonly used. A person
skilled in the art should also understand that a hardware circuit that implements a
logical method process can be readily obtained provided that the method process is
logically programmed by using several of the previously described hardware
description languages and is programmed into an integrated circuit.

[0082] A controller can be implemented in any appropriate way. For example, the
controller can be in a form of a microprocessor or a processor, or a computer-readable
medium that stores computer-readable program code (such as software or firmware)
that can be executed by the microprocessor or the processor, a logic gate, a switch, an
application-specific integrated circuit (ASIC), a programmable logic controller, or a
built-in microcontroller. Examples of the controller include but are not limited to the
following microcontrollers: ARC 625D, Atmel AT91SAM, Microchip PIC18F26K20,
and Silicone Labs C8051F320. A memory controller can be further implemented as a
part of control logic of a memory. A person skilled in the art also knows that, in
addition to implementing the controller by using the computer-readable program code,
method steps can be logically programmed to enable the controller to implement the
same function in forms of a logic gate, a switch, an application-specific integrated
circuit, a programmable logic controller, and a built-in microcontroller. Therefore,
such a controller can be considered as a hardware component, and an apparatus that is
included in the controller and configured to implement various functions can also be
considered as a structure in the hardware component. Alternatively, the apparatus
configured to implement various functions can even be considered as both a software

module implementing a method and a structure in the hardware component.
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[0083] The system, apparatus, module, or unit illustrated in the previous
implementations can be specifically implemented by using a computer chip or an
entity, or can be implemented by using a product having a certain function. A typical
implementation device is a computer. Specifically, the computer can be, for example,
a personal computer, a laptop computer, a cellular phone, a camera phone, a
smartphone, a personal digital assistant, a media player, a navigation device, an email
device, a game console, a tablet computer, a wearable device, or a combination of any
of these devices.

[0084] For ease of description, the previous apparatus is divided to various units
based on functions for description when the previous apparatus is described. Certainly,
when the present specification is implemented, functions of the units can be
implemented in one or more pieces of software and/or hardware.

[0085] A person skilled in the art should understand that the implementations of the
present specification can be provided as a method, a system, or a computer program
product. Therefore, the present specification can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. In addition, the present specification can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a magnetic disk memory,
a CD-ROM, an optical memory, etc.) that include computer-usable program code.
[0086] The present specification is described with reference to the flowcharts
and/or block diagrams of the method, the device (system), and the computer program
product according to the implementations of the present specification. It is worthwhile
to note that computer program instructions can be used to implement each process
and/or each block in the flowcharts and/or the block diagrams and a combination of a
process and/or a block in the flowcharts and/or the block diagrams. These computer
program instructions can be provided for a general-purpose computer, a dedicated
computer, an embedded processor, or a processor of another programmable data
processing device to generate a machine, so that the instructions executed by the
computer or the processor of another programmable data processing device generate
an apparatus for implementing a specified function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[0087] Alternatively, these computer program instructions can be stored in a

computer-readable memory that can instruct the computer or another programmable
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data processing device to work in a specific way, so that the instructions stored in the
computer-readable memory generate an artifact that includes an instruction apparatus.
The instruction apparatus implements a specified function in one or more processes in
the flowcharts and/or in one or more blocks in the block diagrams.

[0088] Alternatively, these computer program instructions can be loaded onto the
computer or another programmable data processing device, so that a series of
operations and steps are performed on the computer or another programmable device,
thereby generating computer-implemented processing. Therefore, the instructions
executed on the computer or another programmable device provide steps for
implementing a specified function in one or more processes in the flowcharts and/or
in one or more blocks in the block diagrams.

[0089] In a typical configuration, a computing device includes one or more
processors (CPUs), input/output interfaces, network interfaces, and memories.

[0090] The memory may include a non-persistent memory, a random access
memory (RAM), a nonvolatile memory, and/or another form in a computer-readable
medium, for example, a read-only memory (ROM) or a flash memory (flash RAM).
The memory is an example of the computer-readable medium.

[0091] The computer-readable medium includes persistent, non-persistent, movable,
and unmovable media that can store information by using any method or technology.
The information can be a computer-readable instruction, a data structure, a program
module, or other data. Examples of the computer storage medium include but are not
limited to a phase-change memory (PRAM), a static random access memory (SRAM),
a dynamic random access memory (DRAM), another type of random access memory
(RAM), a read-only memory (ROM), an electrically erasable programmable read-only
memory (EEPROM), a flash memory or another memory technology, a compact disc
read-only memory (CD-ROM), a digital versatile disc (DVD) or another optical
storage, a cassette magnetic tape, a magnetic tape/magnetic disk storage or another
magnetic storage device, or any other non-transmission medium. The computer
storage medium can be configured to store information accessible to a computing
device. As defined in the present specification, the computer-readable medium does
not include computer-readable transitory media such as a modulated data signal and a
carrier.

[0092] It is worthwhile to further note that, the terms "comprise” and "include", or

any other variants thereof are intended to cover a non-exclusive inclusion, so that a
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process, method, product, or device that includes a list of elements not only includes
those elements but also includes other elements that are not expressly listed, or further
includes elements inherent to such process, method, product, or device. Without more
constraints, an element preceded by "includes a ..." does not preclude the existence of
additional identical elements in the process, method, product, or device that includes
the element.

[0093] A person skilled in the art should understand that the implementations of the
present specification can be provided as a method, a system, or a computer program
product. Therefore, the present specification can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. In addition, the present specification can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a magnetic disk memory,
a CD-ROM, an optical memory, etc.) that include computer-usable program code.
[0094] The present specification can be described in the general context of a
computer executable instruction executed by a computer, for example, a program
module. Generally, the program module includes a routine, a program, an object, a
component, a data structure, etc. executing a specific task or implementing a specific
abstract data type. The present specification can also be practiced in distributed
computing environments. In the distributed computing environments, tasks are
performed by remote processing devices connected through a communications
network. In a distributed computing environment, the program module can be located
in both local and remote computer storage media including storage devices.

[0095] The previous descriptions are merely implementations of the present
specification, and are not intended to limit the present specification. A person skilled
in the art can make various modifications and changes to the present specification.
Any modification, equivalent replacement, improvement, etc. made without departing
from the spirit and principle of the present specification shall fall within the scope of

the claims of the present specification.
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CLAIMS

What is claimed is:

1. A risk control model training method, comprising:

obtaining historical data in a specified time period, and dividing the specified
time period into sub time periods;

for each sub time period, determining respective features of the historical data in
the sub time period based on the historical data;

sorting respective features of the historical data in the sub time periods based on
a specified sorting rule of the sub time periods to obtain a feature sequence; and

training a risk control model by using the feature sequence as a sample.

2. The method according to claim 1, wherein the determining respective features
of the historical data in the sub time period specifically comprises:

for each predetermined feature type, determining respective features of the
historical data corresponding to the feature type in the sub time period;

the sorting respective features of the historical data in the sub time periods to
obtain a feature sequence specifically comprises:

for each feature type, sorting features of the historical data corresponding to
the feature type in the sub time periods to obtain a feature sequence corresponding to
the feature type; and

the training a risk control model by using the feature sequence as a sample
specifically comprises:

training the risk control model by using the feature sequence corresponding
to each feature type as a sample.

3. The method according to claim 2, wherein the sorting features of the historical
data corresponding to the feature type in the sub time periods to obtain a feature
sequence corresponding to the feature type specifically comprises:

performing normalization processing on the features of the historical data
corresponding to the feature type in the sub time periods; and

sorting processed features to obtain a feature sequence corresponding to the
feature type.

4. The method according to claim 2, wherein the risk control model is a
convolutional neural network model.

5. The method according to claim 4, wherein at least one of a row quantity or a
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column quantity of a convolution kernel of a convolutional layer in the convolutional
neural network model is a predetermined quantity of feature types.

6. A risk control method, comprising:

obtaining service data in a specified time period, and dividing the specified time
period into sub time periods;

for each sub time period, determining respective features of the service data in
the sub time period based on the service data;

sorting respective features of the service data in the sub time periods based on a
specified sorting rule of the sub time periods to obtain a feature sequence; and

identifying whether the service data is legal by inputting the feature sequence
into the risk control model trained according to the method in any one of claims 1 to
5.

7. A risk control model training apparatus, comprising:

an acquisition module, configured to obtain historical data in a specified time
period, and divide the specified time period into sub time periods;

a determining module, configured to: for each sub time period, determine
respective features of the historical data in the sub time period based on the historical
data;

a sorting module, configured to sort respective features of the historical data in
the sub time periods based on a specified sorting rule of the sub time periods to obtain
a feature sequence; and

a training module, configured to train a risk control model by using the feature
sequence as a sample.

8. The apparatus according to claim 7, wherein the determining module is
configured to: for each predetermined feature type, determine respective features of
the historical data corresponding to the feature type in the sub time period;

the sorting module is configured to: for each feature type, sort features of the
historical data corresponding to the feature type in the sub time periods to obtain a
feature sequence corresponding to the feature type; and

the training module is specifically configured to: train the risk control model by
using the feature sequence corresponding to each feature type as a sample.

9. The apparatus according to claim 8, wherein the sorting module is configured
to perform normalization processing on the features of the historical data

corresponding to the feature type in the sub time periods; and sort processed features
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to obtain a feature sequence corresponding to the feature type.

10. The apparatus according to claim 8, wherein the risk control model is a
convolutional neural network model.

11. The apparatus according to claim 10, wherein at least one of a row quantity
or a column quantity of a convolution kernel of a convolutional layer in the
convolutional neural network model is a predetermined quantity of feature types.

12. A risk control apparatus, comprising:

an acquisition module, configured to obtain service data in a specified time
period, and divide the specified time period into sub time periods;

a determining module, configured to: for each sub time period, determine
respective features of the service data in the sub time period based on the service data;

a sorting module, configured to sort respective features of the service data in the
sub time periods based on a specified sorting rule of the sub time periods to obtain a
feature sequence; and

an identification module, configured to identify whether the service data is legal
by inputting the feature sequence into the risk control model trained according to the
method in any one of claims 1 to 5.

13. A risk control model training device, comprising one or more processors and
one or more memories, wherein the memory stores a program, and the one or more
processors are configured to perform the following steps:

obtaining historical data in a specified time period, and dividing the specified
time period into sub time periods;

for each sub time period, determining respective features of the historical data in
the sub time period based on the historical data;

sorting respective features of the historical data in the sub time periods based on
a specified sorting rule of the sub time periods to obtain a feature sequence; and

training a risk control model by using the feature sequence as a sample.

14. A risk control device, comprising one or more processors and one or more
memories, wherein the memory stores a program, and the one or more processors are
configured to perform the following steps:

obtaining service data in a specified time period, and dividing the specified time
period into sub time periods;

for each sub time period, determining respective features of the service data in

the sub time period based on the service data;
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sorting respective features of the service data in the sub time periods based on a
specified sorting rule of the sub time periods to obtain a feature sequence; and

identifying whether the service data is legal by inputting the feature sequence
into the risk control model trained according to the method in any one of claims 1 to

5.
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