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Extract a plurality of knowledge graph triplets from the network data of
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Generate a knowledge graph of the target network based on the plurality
of knowledge graph triplets
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When a fault occurs in the target network, obtain abnormal events
generated in the target network
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Identify, on the knowledge graph of the target network, abnormal
network entities that generate the abnormal events in the target network
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Determine one or more root-cause fault network entities from all the
abnormal network entities on the knowledge graph of the target network
based on a fault propagation relationship between network entities
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Identify the one or more root-cause fault network entities on the
knowledge graph of the target network

\

FIG. 2

Network
device 1

10GE1/0/6

FIG. 3



g 901A0p
SHOMION

¢/0/€dD01

v 'DId

vITICITT

¢/0/19D01

ITTETITT

V 901A9D
SIoMION




4/7

Data processing apparatus

First obtaining module

Extraction module

Generation module

\

501

‘\

5

S

2

‘\

5

S

3

‘\

FIG. 5

Data processing apparatus

First obtaining module

Extraction module

Generation module

Second obtaining module

Identification module

\

501

\

502

\

503

\

504

\

505

\

FIG. 6



5/7

\

Data processing apparatus
p g app 501

\

First obtaining module  [—

502

\

Extraction module —

503

\

Generation module —

504

\

Second obtaining module [—

505

\

Identification module —

506

First determining module

FIG. 7



6/7

Data processing apparatus

First obtaining module

Extraction module

Generation module

Second obtaining module

Identification module

Third obtaining module

Second determining module

First determining module

\

501

‘\

502

‘\

503

‘\

504

‘\

505

‘\

507

‘\

508

‘\

506

‘\

FIG. 8



7/7

90
902 901
Memory Processor
Communication 9(3
bus /
904
Communication _/
interface
FIG. 9
100
Fault root cause locating apparatus
1010
Obtaining module
1020
Determining module ~——/
1030

Identification module

FIG. 10



