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DYNAM CALLY DOANLOADI NG AND EXECUT SERVI CES ON A W RELES ,WIQ@IES
BACKGROUND [0001] Typically, syst m@%&mﬁmﬁm“ i ncl udi ng virtual majhi nes,
vi ewers andv@hegorsss; need to be | al'l'ed on a device PATASHEP08¥4be used
by ot her objects or applications that 'r‘@éfﬁi re them For exanple, Java
applets run on a device that has a Java _virtual machine | oaded.

Consequently, a device that intends tolexecute the Java applet wll
install the Java virtual machine on the device. Typically, because the
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content  OffeRdhA includlir RE0HIEE RRELSard printiey Fredtve ibgilatie and phth cantlippotessingni n
on the devi ceba[ 0004]" I'n one enbodi ment, the 8r esent invention invol Vef}’ )
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aut omat i cam a\7\cﬁ|en %tﬁe applrcation i _s’ downl oaded wi t hout _user interyvention.
Unfortunately, on these constrained devices, system services are required to be installed or
loaded into memory and take up valuable resources even when not used. Furthermore, users who
want to use applications on devices that do not already have the application’s supporting system
services are hampered or prevented from doing so because the system services were not already

installed on the device.

SUMMARY OF THE INVENTION

[0003] The present invention satisfies the shortcomings in the art by providing a system and
method for dynamically downloading and installing system services, such as virtual machines,
viewers, plug-ins, flash-players, other executable content or data, in a device based on the needs
of the application running on the device.

[0004] In one embodiment, the present invention involves downloading a system service onto a
wireless device to be used with an application also being downloaded. The system service may
be downloaded automatically when the application is downloaded without user intervention.

[0005] In yet another embodiment, the present invention also detects whether a virtual machine
is present when an application is loaded into the device’s memory for execution and loads and
executes the virtual machine, if necessary, so the application may run in the virtual machine’s

environment.
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[0005] In yet another embodi ment, the present invention al so detects

whet her a virtual machine is present when an application is |oaded into
the device's nmenory for execution and | oads and executes the virtual
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illustrated in the acconpanying drawi ngs, in which |ike reference
characters designate |ike or correspondi ng parts t hroughout the several

drawi ngs. The nature, v, 'ra of present invention
wi |l becone nore apparen?@%@ﬁhﬁ&l@g ‘g{l‘g&%ter consi dering
t he [0006] owi ng Rmx-andeewxmiem Ibptmﬁxlb i det@nntecmeolsremfﬂb ER@npl1 A5 CAIPRRYL R

draw ngs. acco drawi ngs, which are |ncorporat ed 1n and
consti tut é‘[‘bé’%ﬁﬁ ts 8 ﬂ?%Bwngtb‘?é{ FPfSﬂ i, ithe acsampaayivecdrawings, isr whishrlie
enbodi Menkferdbe tigactdly @ekidnar [XaG: cbRGBbRE LD

gi ven above and, t he det al%n@d desércl t?on ﬁ%r%@u%?%og??@%é%ﬁ%%ﬁﬁﬁ%fsﬂgﬁ ven
bel ow, sdtAEC.1ORissUpsANd adKantages qE ﬂméeseetf mt/mlon (Wil rbecame miore agperedt amhugs

[ 0008] Figgiled ih nV| ronnent.

whi ch t he prees1 erﬁ?éaatt%vmernte @%h&#g égf%lr" gétgﬂ# 6%%5‘}&% ucroém?tlagpv?'lg} g‘et he
process iagcampAapingdraviagswnl oadi ng an application which uses a system

servy consi nbodi nent o the present invengion;
and [P%(glO] Fi 31’??“%‘3"\4&%4}‘?’ ﬁq%s&?ﬁ' S’r ﬁlgg %fnclog%fa?tﬁ in, AR SQustite gpagt 9# theual
maclhl ne ispedifadatien) musttataepres'mﬂebﬁmadeambﬁﬁmhdmtsf ﬁ&ﬂ@&ﬁf@ntg\lh drAaei &%(IGE‘BI\/IE’III_ KIISY
application S chi ne | PTI
EMBODI NEl%?“Trﬁl\(I)HJ]?i‘j“pl‘—m% ghgn g‘b"&ﬁ“ﬁt’]}? 45 e%ﬁ%%?ﬁl’%%" %B@f%ﬁtﬂﬂ@ﬂdlﬁwets given
enV| ronmhetow servhioGRplalith pesedples ofithe/iaidotion. e BRAWACticed. In this

3%0 nt, e de ice 100 com‘ru{u cates, with the server 105 using a

net 18ere f%‘ep*?ﬁew&e‘iﬂe@e a0 BRedimeat %F e reayisenmang i whichithe prasent

transmt inRAtdOMay BCRaMRedat a and/ or voice. The wirel ess device 100 may

request vari:ous pieces of information fromthe server, including
app! (P8t i ons YroraAdepiptt mpsegess merglvmsvxﬂswma@wg v lappla:latlommtuhmseiﬁo

used by f anr@’%ér%'c? Schsflfhl &fh ah Q)Qeé;@slaég gmb %Hrﬂé}? teo%%hedpergsegte inden foflthg CONt ain a

processor menory, primry
[0010] Figure 3 depicts the process of loading and executing a virtual machine installed on the

wireless device in response to loading an application, which uses the virtual machine.

DESCRIPTION OF AN EXEMPLARY EMBODIMENT

(0011} Figure 1 depicts one exemplary embodiment of the environment in which the present
invention may be practiced. In this embodiment, the device 100 communicates with the server
105 using a wireless network 125. The device 100 may be a wireless device that may transmit
and/or receive data and/or voice. The wireless device 100 may request various pieces of
information from the server, including applications 110 and system services 115, such as a virtual
machine 120, used by the wireless device.

[0012] The wireless device 110 may contain a processor and memory, primary and secondary,
(not shown) used to store, load and execute the applications 110 and system services 115
downloaded from the server. These applications 110 and system services 115 may also interact
with a software platform located on the wireless device used to simﬁlify interfacing with the
wireless device, such as by providing generalized calls for device specific resources. Such a
software platform is the Binary Runtime Environment for Wireless™ (BREW™) software
developed by QUALCOMM, Inc., San Diego, California.



(not shown) used to store, |oad and execute the applications 110 and system
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[001 Figure 2 depicts the process involved with downloading an application which uses a

system service consistent with an exemplary embodiment of the present invention. A device,
such as the wireless device 100, requests an application from the server 105 (Step 200). This
request may have been initiated because a user requests a specific application, such as a game,
from the wireless device. The device may be configured such that the applications available to
the user are not all resident on the device itself, but a representation of those applications that the
USer may access.

[0017] This request, however, may be non-user initiated and may include those tasks for system
maintenance and for tasks not involving direct user interaction. In addition, the request may be
for types of files other than applications, including data, system services, or other types of
information.

[0018] The device then receives the application from the server and stores it (Step 205). In one

embodiment, the server sends the requested application to the device. As stated above, however,



user may access. [0017] This request, however, may be non-user initiated
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system service(s)
proceeds to download the system service (Step 220). Following the above example, if the Java

virtual machine used by the downloaded application is not installed in the device, then the device
makes a request to the server to download the Java virtual machine. Additionally, if other system
services are needed, they may also be downloaded to the device.

[0023) It will be recognized by those skilled in the art that the downloading of system service(s)
used by the downloaded application can be performed without any action by the user. Other than
some possible transmission delays or indications, the user may be completely unaware that these
downloads are occurring. It may, however, be desirable to inform the user that additional
downloads are taking place. This is an implementation preference left to those practicing the
present invention.

[0024] It will be further recognized by those skilled in the art that the downloading of a system
service may be independent of whether the application was downloaded or not (i.e., the
downloading of the system service may be initiated because of applications installed at the

factory or otherwise transferred onto the device).



used by the downl oaded application can be performed w thout any action by
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machine services (Step 310). In one embodiment, the loader may perform this using an

Applications Programming Interface (API) mechanism built in the software platform, described
above, identifying the virtual machine using a unique class identifier.

[0001] For example, the application may be a Java applet requiring the use of a Java virtual
machine to execute on the wireless device. A loader loading the Java applet on the device for
execution may request Java virtual machine services by using a Brew™ API mechanism
identifying the Java virtual machine by a unique identifier. In one embodiment, this identifier is
a 32 bit class identifier.

[0030] The device then determines whether the virtual machine system service is loaded into
memory (Step 315). The device may do this by checking the object classes loaded into memory.
It is preferable that an identifier associated with each object class be used in order to track those
system services, applications, executable files, data, other data types or object classes that are
loaded.



[ 0001] For exanple, the application nay be a Java applet requiring the use
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interface from the application to the wireless device, the virtual machine passes system services’

requests made by the application or the virtual machine to the software platform (Step 330).
[0036] It will be recognized that while figure 3 discusses an application using a virtual machine

during execution, that this is for exemplary purposes and the dynamic loading of other system

services, other than the virtual machine, other executable content, and data used with

applications, are considered within the scope of the present invention.

CONCLUSION
[0037)] The present invention allows for the dynamic download and execution of system services
on a device. In one embodiment, an applet requiring a virtual machine is downloaded to a
wireless device. A software platform on the device determines that a virtual machine is used by
the applet during execution. Without additional user interaction, the virtual machine is
downloaded to the wireless device. This allows those applets requiring a virtual machine to be

used with devices that don’t have the virtual machine already installed.



[0036] It wll be recognized that while figure 3 discusses an application
using a virtual machine during execution, that this is for exenplary

pur poses and the dynam c | oadi ng of other system services, other than the
vi rtual nackonen2/ooistrer execut abl e content, and data used@CR{USR002/008394
applications, are considered within the scope of the present invention.
CONCLUSI ON [ 0037] The present invention allows for the dynam c downl oad
and execution of system services on a device. |In one enbodi nent, an appl et
requiring a virtual nmachine is downl oaded to a wreless device. A software
pl at 0638 on t Heotteviembodiaent nf thepresentt invention taliatvs nieciymami¢ foadimgbrysystehe
appl et durl cution (t hout additional user interaction, the virtual
nmachi ne isgr&%og\néﬁ oéajsd%éilrfugwmg R r e @8@?%@7‘ “ﬁlﬁeg‘gglf’?%ﬁstg?tﬁﬁg%t (RIS
requi ri ngsesvioel lh tiid embadinest, it & feeformebbing 4 inigeMvdeaTict habcisted with iav& stehe
virtual nachi r’h«;,\ %hr ea&% [ nstal(i?ed. ) %002/ 075527 7 PCT/ US2002/ 008394
[0038] ArSEYiREthat a{iows the devigs tordsterming dithe systepeserviemis adeghs t he dynani c

| oadjopg) of a %&tf&@goilﬁg ngcgﬁtior§b‘lce{h iﬁ}“pl&rl]e‘ﬁ'tefti%ﬂ%lf KPR don h‘ﬁ@ﬁ%nﬁﬂ%?sgnted for

application is being | oaded that uses the system service.
enbodi meriurpases 9fsllpsiation ardidesstiptipna Itisingtiexhatssiveiahi doesass diviitthe dnwention tohe
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t he descrj . inplementation i.ncludes software but one embodi nent of the

present i g?ﬁﬁ“@ﬁp'ﬂ%ed;@% :bf’r{??l ‘g’ﬂreé’ﬁ‘f”_éﬁutﬁa’g W‘?Féﬁ‘&’_ﬁteﬁpf%%mﬂéw%&
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obj ect - orj ent g{j and non- _iéect -oriented progranm n s%qut ens. itrondlly,
al t hough tBessekilled dn thergrt Wil apprecinigibsitthesn agpestsorsacalsoplaistaredisai otherdypesed i n

menmory,  cbhpaRr-adakibiethed, s a_§¥sEcdﬂdL ARREL AR ltll&aﬁaétlﬁ gfsﬁg U@ng?sis,co%n '

al so be stored on other types o co uter-readag’l e ne
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their equivalents. W claim WD 2002/ 075527 PCT/ US2002/ 008394

We claim:




8 CLAIMS [ci] 1. A nethod for receiving a virtual machine at a wirel ess
devi ce conprising: sending a request to downl oad an application using the
virtual nmachine on the wirel ess device; receiving the application and an
associ at ed wofemm®ntse’ from a server, wherein a reference PCRAIS2WRB3Hhat t he
application uses the virtual machine; using the reference, determning

whet her the virtual machine is |oaded onfjo the wireless device; and in the
event the virtual machine is not | oaded onto the wirel ess device, sending a
request to the server and downl oading the virtual machine onto the wrel ess
device. [c2]2.The nethod of claim1 fGLARMS conprising receiving a request
for the application. [c3]3. -The nethod of claiml1,.wherein the application

is ] code and the vjrtual machine i§ a java virtual, pmachine. [c4]4. The
net h@% of claim 1, %\H‘@h‘@{a ﬁortrﬁ‘?wé‘ﬂﬁﬂ Y‘Eﬁ?ﬁi%ar‘fh@géga ‘_tVH81°§Fi WG&F"%’H e when
executing. [ cokididy aedqaed todovleuaas shplafia! @ikhake PBta mAhFRONALEHirS¥St em
service, conprising: determ ning which systemservice is associated with
the data; "(Yé’_F'er m ning whether the systemservice is accessible by the

Wi rel ess devi Gggeivifiglthl RppItatiGY fldlanaiBcittel L BRACEENh G SeNAE WhBRin I 13N eRECESS
to the service, gaining access to the systemservice vid a wreless

net wor k. indisytes thattherpnmhisatiogruse the wirtgal ingl n the data is executabl e code.
[c7] 7. The met i . e V] j i vt ual
rachi ne and. t ReTETie; ST ek hdhf uRASASTIABN £ladBd Tub B
execut i ngdevicednd. The net hod of claimb5, wherein a reference is associated
with the data.and further. c risin term ni whi ch . system,service is
associ ated wi th eheger&éﬁeavwﬁg%ghﬂ?? P%m? f?ége Oélf%&'gﬁf’d@{lesﬁl@%o?}’ekﬁg@f%um
PCT/ 1. JS20@E 20839 SowitSididy thdVieusmidehile ohtochawiteilbssfagricher conpri si ng
receiving the systemservice into the wreless device via the wirel ess

network. [010]. 10. The methaod of claim5 further conpri si ng recei ving the
dat al?ht o t he i r e|T®€ fethod of claim 1 further comprising receiving a request for the application.

[¢3] 3. + The method of claim 1, wherein the application is java code and the virtual

machine is a java virtual:machine. R AR

[c4] 4, The method of claim 1, wherein the application uses the virtual machine when
executing.
[c5] 5. A method of processing data having an associated system service, comprising:

determining which system service is associated with the data;
determining whether the system service is accessible by the wireless device; and
in the event the wireless device does not have access to the service, gaining access to the

system service via a wireless network.
[c6] 6. The method of claim 5, wherein the data is executable code.

[c7] 7. The method of claim 6, wherein the system service is a java virtual machine and

the executable code uses the java virtual machine when executing.

[c8] 8. The method of claim 5, wherein a reference is associated with the data and further
comprising determining which system service is associated with the data by checking the

reference,



device via the wireless network. [cl |I] 11. A nethod of receiving a system
service on a wireless device, conprising: storing a data object onto the
wi rel ess device; determ ning whether the data object has a system service
associ at ed wé tdezb13827dat a obj ect; det erm ni ng whet her t RETAFHOLMBIdEr vice i s
| ocated within the wireless device; in the event the systemservice is not
| ocated within the wirel ess device, sending a request to a server for the
system servi ce; and receiving the systel% service fromthe server via a
wireless network. [cl2] .12. The nethod of claim 11, further conprising
recqesfi ng a reguestThd Methbl6f dlahes fbthecdompaiking Bezeingahessteeserdee infoctha] 13.
The met hod of gl aim,211, wherein d(f(;ern‘i ning whet her the data object has a
syst em s&YEAERITHE TS V151855598 ™a ref erence associated with the data
object and containing an indication of the systemservice. [cl4] 14. A

met ho@y; of proggssi e MBtheR B disiat § ﬂ?t_hierrboﬂlp‘ﬂishg h&3FvirdaUs 88 iftOIRNifRIeRe:
receiving a request for an application; checking the wrel ess device to

det er m nelevibeviadlhre wielesspptwotlat i on is accessible by the wireless device; in
the event the application is not accessible, requesting access to the

applFORt i on add o AIFEPAEAIUEL B Fabeh oo VR RIER SRR o (e

ref erence i ndstosihgs data ohjatiomete wireksf devicese Wi th t he application; checking
the reference ,and .deternini ng whether, the system servi.ce is, accessible by
the  wi r el ess CHEVIBEE Wi 0 dRfa oenhes f R Siries sapsirted mita Heslaphisstsi bl o
by the wi rel egstefigiMingvhetliREIhE SstdhdserGic€RBJocated willn Sy HiRless @dwidege from a
server using a wireless network WD 2002/ 0&55 7@0 PCT/ US2002/ 008394 c 15]
15. The met hod BF e¥quhfhasysien sevice s %%ﬁﬁtﬁ iWHgmr CUIrGletTSierice: SapHng & ap

from a segyedverthAhd sytdneiedvise;agd Wwork. [c 16] 16. The nmethod of claim 14
further conprising receiving the systemservice froma server via a

wi rel ess net werckivifecha ystenrservags fzqp theseryst Yinp Wirelsergwak- an appl i cati on,
conpri si ng:

 [c12] 12, The method of claim 11, further comprising receiving a request for the data object

at the wireless device.

[c13] 13.  The method of claim 11, wherein determining whether the data object has a
system service includes analyzing a reference associated with the data object and containing an

indication of the system service.

[c14] 14. A method of processing an application in a wireless device, comprising:

receiving a request for an application;

checking the wireless device to determine whether the application is accessible by the
wireless device;

in the event the application is not accessible, requesting access to the application from a
server using a wireless network;

receiving the application and a reference associated with the application, wherein the
reference indicates a system service for use with the application;

checking the reference and determining whether the system service is accessible by the
wireless device; and

in the event the system service is not accessible by the wireless device, requesting access

to the system service from a server using a wireless network



a wirel ess device having a storage and a processor; the process configured
to determne a system service associated with data, to determ ne whether
the system service is accessible by the wireless device, and in the event
the w rel esgo 20t@0rs3g7 does not have access to the servi c@CTFRR02/0633BESS t O
the systemservice via a wireless network. [ci8] 18. A conputer readable
medi um cont ai ni ng conputer executable instructions that when executed,
performa method for receiving a virtualOmachine at a wirel ess device,
conprising: sending a request to downl oad an application using the virtual

machicng on thelsw r ethe sfetithd\of 6Rim 1 £68thét AngridfgabRiviediht applRBGorARorA 3 5a& kAt ed
reference froma server, wherein a reference indicates that the

appl i cat | Ya2 Jdelest BEWOEk t ual machi ne; using the reference, deternining
whet her the virtual machine is |oaded onto the wireless device; and in the
event the virtual machine is not |oaded onto the wirel ess device, sending a
requisstl to t Hé. serfhemetiod of elaim &4 dirthgr eamprigingirensiving:ibp syrtero parvice fiem a

wirel ess dewl 68 2 Witk ndtdorl® Systemto receive a virtual machine at a
wirel ess device, conprising: means for sending a request to downl oad an

application using the virtual machine on the wreless device; neans for
recetgﬁqng t he { ppligcation a?d an associ ated reference froma server,
ina

wher r ef dr end B (PRI LU PrOOFINNE MLPRIHIPRSOPBH g es t he virt ual
machi ne; neans wisélesdelevige hdving i@t L. fi@desyoli Ni ng whet her the virtual
machine is | oagded onto the wreless device; and neans for in the event the

a [
virtual machi rf8® Pecesseo 4 do defergning,a sygieppicrace asermiated W'élé%i‘=ﬁ%d§em%ugst
to the sefnakerachystleMnbRRRiNsbctdamlety the MireMBCIVRE, MALR HeRGeiiBh RS devi ce.

device does not have access to the service, gains access to the system service via a wireless
network.

[c18] 18. A computer readable medium containing computer executable instructions that
| when executed, perform a method for rec_eivling a virtual maciﬁne at :a wireless device,
comprising:
sending a request to download an application using the virtual machine on the wireless
device;
receiving the application and an associated reference from a server, wherein a reference
indicates that the application uses the virtual machine;
using the reference, determining whether the virtual machine is loaded onto the wireless
device; and
in the event the virtual machine is not loaded onto the wireless device, sending a request

to the server and downloading the virtual machine onto the wireless device.

[c19] 19. A system to receive a virtual machine at a wireless device, comprising:
means for sending a request to download an application using the virtual machine on the
wireless device;
means for receiving the application and an associated reference from a server, wherein a
reference indicates that the application uses the virtual machine;
means for using the reference, determining whether the virtual machine is loaded onto the
wireless device; and

means for in the event the virtual machine is not loaded onto the wireless device, sending a

request to the server and downloading the virtual machine onto the wireless device.



