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Initial registration
of the authenticator
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400

User logs in to a personal
administration page
using his username / password

402

hd

User selects option to
register a new authenticator

~— 403

l

Server asks the user to follow
the browser instructions

—404

l

User follows an authenticator
specific registration process

~— 405

l

Server receives and stores a public
key information from authenticator

—406

Registration of
authenticator device )
complete

Fig. 4
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Associating an unique identifier 115; 215; 315
with an identified data set 110; 210; 310,
the unique identifier 115; 215; 315 representing
a network address for accessing the identified —~501
data set 110; 210; 310 via the digital communication
network 90, wherein the unique identifier 115; 215; 315
is specific to the identified data set

Validating an authentication information 172; 272; 372
provided by an authenticator 170; 270; 370 of
a client 160; 260; 360 requesting access to one or
more data sets via the unique identifier 115; 215; 315

—502

Selectively providing the client 160; 260; 360

with an access right to one or more data sets,

if the authentication information 172; 272; 372 identifies |_——~503

the authenticator 170; 270; 370 as being associated
with a registered user

Fig. 5
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Obtaining 601 an unique identifier 115; 215; 315
of the data set 110; 210; 310, the unique
identifier 115; 215; 315 representing a network
address for accessing the data set 110; 210; 310 —601
via the digital communication network 90,
wherein the unique identifier 115; 215; 315
is specific to the data set 110; 210; 310

Using 602 the unique identifier 115; 215; 315 for
sending a request for accessing a server 100; 200; 300 }—602
hosting the data set 110; 210; 310

Providing 603 the server 100; 200; 300 with an
authentication information 172; 272; 372 of an
authenticator 170; 270; 370 for authenticating the
client 160; 260; 360 against the server 100; 200; 300,
wherein the authenticator 170; 270; 370
is associated with a registered user

— 603

Fig. 6
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Request for
analyzed data

Open unique URI

for analyzed data |~ 702
Server asks for
authentication — 103
User authenticates himself
) . ——~704
via authenticator
Server denies no
acces 705
707 yes
Server responds with 706

the analyzed data item

Fig. 7

SUBSTITUTE SHEET (RULE 26)



