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METHOD AND APPARATUS FOR CONFIGURING ALARM RULE

OF 10T DEVICE, DEVICE, AND STORAGE MEDIUM

TECHNICAL FIELD

[0001] The present disclosure relates to the field of Internet, and in particular, relates to a
method and apparatus for configuring alarm rules for an Internet of things (IoT) device, and a

device and a storage medium thereof.

BACKGROUND

[0002] With the development of the IoT technology, IoT devices have emerged. IoT
devices are devices connected to the IoT for unified monitoring and management. When an
IoT device triggers an alarm rule, for example, if the IoT device fails or a parameter of the IoT
device reaches a hazardous range, the IoT device may issuc an alarm to indicate that the IoT
device is in a hazardous state.

[0003] In the related art, since various performances and parameters of the IoT devices of
the same type or similar types are similar, the same alarm rules are uniformly configured for
these IoT devices. Exemplarily, IoT devices of the same type or similar types include at least
one of the following devices: devices of the same model, devices of similar models, devices
of the same model but of different production batches, and devices of the same model, of the
same production batch but of different service ages. However, even for the same type of IoT
devices, due to differences in the use environment, service age, frequency, geographic
location, or the like of the IoT devices, the IoT devices may be different in performance or
parameters. If the same alarm rules are set, the alarms for some IoT devices are not sensitive,

and potential safety hazards may be present.
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SUMMARY

[0004] Embodiments of the present disclosure provide a method and apparatus for
configuring an alarm rule for an IoT device, and a device and a storage medium thereof,
which can solve the problem that for the same type or similar types of IoT devices, due to
differences in the use environment, service age, frequency, geographic location, or the like of
the IoT devices, the IoT devices may be different in some performance or parameters such
that if the same alarm rules are set, the alarms for some IoT devices are not sensitive, and
there are potential safety hazards. The technical solutions are as below.

[0005] According to one aspect of embodiments of the present disclosure, a method for
configuring an alarm rule for an IoT device is provided. The method includes:

[0006] configuring at least two groups of alarm rules for a plurality of IoT devices of the
same type in an IoT;

[0007] obtaining n usage categories of the plurality of IoT devices by categorizing the
plurality of IoT devices according to usage characteristics of the plurality of IoT devices;
[0008] calculating a correlation between the at least two groups of the alarm rules and the
n usage categories, and storing a corresponding relationship between a target usage category
and a target alarm rule whose correlation is higher than a condition; and

[0009] when an IoT device belonging to the target usage category is newly added,
configuring an alarm rule of the newly added IoT device as the target alarm rule.

[0010] According to another aspect of embodiments of the present disclosure, an
apparatus for configuring an alarm rule for an IoT device is provided. The apparatus includes:
[0011] a configuring module, operable to configure at least two groups of alarm rules for
a plurality of IoT devices of the same type in an IoT;

[0012] a categorizing module, operable to obtain n usage categories of the plurality of IoT
devices by categorizing the plurality of IoT devices according to usage characteristics of the
plurality of IoT devices;

[0013] a calculating module, operable to calculate a correlation between the at least two
groups of the alarm rules and the n usage categories; and

[0014] a storing module, operable to store a corresponding relationship between a target
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use category and a target alarm rule whose correlation is higher than a condition;

[0015] wherein the configuring module is further operable to: when an IoT device
belonging to the target use category is newly added, configure an alarm rule of the newly
added IoT device as the target alarm rule.

[0016] According to another aspect of embodiments of the present disclosure, an IoT
device is provided. The IoT device includes a processor, and a memory storing at least one
instruction, at least one program, or a code set or instruction set therein. The at least one
instruction, the at least one program, or the code set or instruction set, when loaded and
executed by the processor, enables the processor to perform the method according to the
above aspect.

[0017] According to another aspect of embodiments of the present disclosure, a
computer-readable storage medium is provided. The computer-readable storage medium
stores at least one instruction, at least one program, or a code set or instruction set therein.
The at least one instruction, the at least one program, or the code set or instruction set, when
loaded and executed by the processor, enables the processor to perform the method according
to the above aspect.

[0018] The technical solutions of the embodiments of the present disclosure at least
achieve the following beneficial effects.

[0019] By configuring at least two groups of alarm rules for a plurality of IoT devices of
the same type in an IoT, alarm rules related with some usage characteristics are acquired
based on the usage characteristics of the IoT devices. When a new IoT device is added, a
proper alarm rule is configured for the new IoT device according to the usage characteristics
related with the alarm rules. Alarm rules can be configured differently for the same type of the
IoT devices, such that the alarm sensitivity of the IoT devices is improved, thereby reducing

potential safety hazards.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] To describe the technical solutions in the embodiments of the present disclosure

more clearly, the following briefly introduces the accompanying drawings required for
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describing the embodiments. Apparently, the accompanying drawings in the following
description show merely some embodiments of the present disclosure, and persons of
ordinary skill in the art may still derive other drawings from these accompanying drawings
without creative efforts.

[0021] FIG. 1 is a block diagram of an IoT system according to an exemplary
embodiment of the present disclosure;

[0022] FIG. 2 is a flowchart showing a method for configuring an alarm rule for an ToT
device according to an exemplary embodiment of the present disclosure;

[0023] FIG. 3 is a flowchart showing a method for configuring an alarm rule for an IoT
device according to an exemplary embodiment of the present disclosure;

[0024] FIG. 4 is a schematic diagram of category results according to an exemplary
embodiment of the present disclosure;

[0025] FIG. 5 is a flowchart showing a method for configuring an alarm rule for an IoT
device according to an exemplary embodiment of the present disclosure;

[0026] FIG. 6 is a flowchart showing a method for configuring an alarm rule for an IoT
device according to an exemplary embodiment of the present disclosure;

[0027] FIG. 7 is a schematic diagram of category results according to an exemplary
embodiment of the present disclosure;

[0028] FIG. 8 is a schematic diagram of category results according to an exemplary
embodiment of the present disclosure;

[0029] FIG. 9 is a flowchart showing a method for configuring an alarm rule for an ToT
device according to an exemplary embodiment of the present disclosure;

[0030] FIG.10 is a schematic diagram of category results based on the currents category
according to an exemplary embodiment of the present disclosure;

[0031] FIG. 11 is a block diagram of an apparatus for configuring an alarm rule for an IoT
device according to an exemplary embodiment of the present disclosure;

[0032] FIG. 12 is a structural block diagram of a computer loT device according to an
exemplary embodiment of the present disclosure; and

[0033] FIG. 13 is a structural block diagram of a server according to an exemplary

embodiment of the present disclosure.
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DERAILED DESCRIPTION

[0034] For clearer descriptions of the objectives, technical solutions and advantages in the
present disclosure, the present disclosure is described in detail below in combination with the
accompanying drawings.

[0035] Firstly, the terms involved in the embodiments of the present disclosure are
described below.

[0036] The Internet of things (IoT) refers to real-timely collecting various required
information such as sound, light, heat, electricity, mechanics, chemistry, biology, location of
any object or process requiring monitoring, connection, and interaction by any information
sensor, radio frequency identification technology, global positioning system, infrared sensor,
laser scanner and other devices and technologies, so as to implement the ubiquitous
connection between things and things, things and people, and implement the smart perception,
recognition and management of things and processes by various types of possible network
access. The IoT is an information carrier based on the Internet and traditional
telecommunications networks, and allows all ordinary physical objects that can be
independently addressed to form an interconnected network.

[0037] An alarm rule is a generation condition or trigger condition of the alarm. When an
event that meets the generation condition occurs, the device detects the event and generates an
alarm message. For example, the generation condition may be that an alarm is generated when
one or several parameters of the device meet a threshold.

[0038] Referring to FIG. 1, FIG.1 is a schematic diagram of an IoT system according to
an embodiment of the present disclosure. The IoT system may include a server cluster 101, an
IoT device 102, and a computer device 103.

[0039] The server cluster 101 is a cluster that integrates a plurality of servers for
computing and storing data information. In the embodiments of the present disclosure, the
server cluster 101 includes at least one server. In the embodiments of the present disclosure,
the server cluster further includes an IoT platform which stores an alarm rule of an IoT device
102. The IoT platform is capable of receiving alarm information of the IoT device 102, or

receiving other information of the IoT device 102 and the computer device 103. Optionally,
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the ToT platform is also capable of recommending an alarm rule for the IoT device according
to the information sent by the IoT device. The IoT platform may be deployed in one or more
servers, which is not limited in the embodiment of the present disclosure.

[0040] The IoT device 102 refers to a physical device with an lIoT communication
capability. The IoT device may include fans, transformers, production equipment, monitoring
equipment, processing equipment, air conditioners, refrigerators, computers, or the like.
Optionally, each IoT device 102 includes an alarm rule recommending module. The alarm
rule recommending module is operable to recommend an alarm rule for the IoT device
according to the characteristics of the IoT device.

[0041] The computer device 103 refers to a device capable of processing and storing data,
such as a personal computer (PC), a server, or any electronic device with a computing
capability, which is not limited in the embodiment of the present disclosure. The computer
device 103 can be registered in the IoT platform in the server cluster 101 to perform
subsequent operations and management of the [oT device 102, for example, controlling the
IoT device 102 to start or stop operating.

[0042] The IoT device 102 and the computer device 103 are connected to the server
cluster 101 over a network. The network may be either a wired network or a wireless network.
For example, the IoT 102 and the server cluster 101, and the computer IoT device 103 and the
server cluster 101 can be connected to each other either in the way of IoT device to IoT device
(Ad-Hoc), or under the coordination of a base station or wireless access point (AP), or a
gateway, such as a Zigbee gateway, which is not limited in the embodiment of the present
disclosure.

[0043] FIG. 2 is a flowchart showing a method for configuring an alarm rule for an IoT
device according to an exemplary embodiment of the present disclosure. The method is
applicable to the server cluster 101 as shown in FIG.1. The method includes the following
steps:

[0044] In step 201, at least two groups of alarm rules are configured for a plurality of ToT
devices of the same type in the IoT.

[0045] The server sets at least two groups of alarm rules for a plurality of IoT devices of

the same type in the IoT.
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[0046] Exemplarily, the server may cither configure unified alarm rules for a plurality of
IoT devices, or configure a single alarm rule for some IoT devices. Exemplarily, the server
may configure unified alarm rules for a plurality of IoT devices, and may also configure a
single alarm rule for some loT devices. Exemplarily, the alarm rule of the IoT device may be
manually modified on the IoT device.

[0047] The same type means that at least one of use, function, model, version, or
production batch of the IoT devices is similar (the difference is less than the threshold) or the
same. For example, vertical air conditioners and wall-mounted air conditioners belong to the
same type of IoT devices, and speakers and headphones belong to the same type of IoT
devices, or, the first-generation air conditioners and second-generation air conditioners belong
to the same type of IoT devices, or, the IoT devices with the model No. 0010 belong to the
same type of IoT devices.

[0048] An alarm rule is the generation condition or trigger condition for alarming the ToT
device. When the IoT device meets the conditions for generating an alarm, the IoT device
often fails, is in the state of danger, or has a hidden safety hazard. Alarm rules can be
configured for various aspects of the IoT device, for example, for real-time parameters of the
IoT device, for the working status of some components on the upper part of the IoT device,
for the status of products being processed on the IoT device, for environmental parameters on
the surround of the IoT device, and for the status of the sensor on the IoT device, or the like.
For example, when the infrared sensor of the IoT device senses infrared rays, the IoT device
meets the alarm rules and therefore generates an alarm; when the environmental temperature
is higher than 30°C, the IoT device meets the alarm rules and therefore generates an alarm;
and when the current on the IoT device is higher than 10 amps, the IoT device meets the
alarm rules and therefore generates an alarm. Exemplarily, different alarm rules for the IoT
device may generate alarms corresponding to the alarm rules. For example, an alarm rule
configured for the current of the IoT device may generate a current alarm.

[0049] Exemplarily, a group of alarm rules includes conditions for generating at least one
alarm. For example, a group of alarm rules includes conditions for generating two alarms. For
example, the first group of alarm rules is that the oxygen concentration in the environment is

lower than 21% and the voltage of the IoT device is higher than 220 V. Exemplarily, one type
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of alarms corresponds to a group of alarm rules.

[0050] Exemplarily, at least two groups of different alarm rules are configured for a
plurality of IoT devices of the same type.

[0051] In step 202, n usage categories of the plurality of IoT devices are obtained by
categorizing the plurality of IoT devices according to usage characteristics of the plurality of
IoT devices.

[0052] The server obtains n usage categories of the plurality of IoT devices by
categorizing the plurality of IoT devices according to usage characteristics of the plurality of
IoT devices.

[0053] The usage characteristics are the distinguishing characteristics of IoT devices in
use. Exemplarily, the usage characteristics include at least one of usage habit characteristics,
usage environment characteristics, usage geographic location characteristics, or real-time
usage characteristics of the IoT devices.

[0054] The usage environment characteristics are the characteristics of the usage
environment that are generated when a plurality of IoT devices are located in different
locations in a region; the usage geographic location characteristics are the characteristics of
the usage environment that are generated by regional differences when a plurality of IoT
devices are located in different regions; the real-time usage characteristics are a part of the
parameters of the IoT devices in the use process. The usage habit characteristics include at
least one of the usage way, frequency, usage peak period, and types of other IoT devices used
in conjunction with the IoT device. The usage environment characteristics at least one of
temperature, humidity, altitude, noise, interference, power supply voltage stability, natural
wind, or oxidation speed of the IoT devices. The usage geographic location characteristics
include at least one of the latitude and longitude of the location, region, solar elevation angle,
climate, air quality, or radiation of the IoT devices. The real-time usage characteristics include
at least one of real-time current, voltage, wind speed, or power of the IoT device.

[0055] The usage category includes a plurality of category results obtained by
categorizing the IoT devices according to usage characteristics. Exemplarily, the usage
category categorizes the IoT devices based on usage characteristics in one or a plurality of

dimensions. For example, according to the first usage characteristics, the IoT devices are
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categorized into two category results that are greater than or equal to a first threshold, and less
than the first threshold.

[0056] Exemplarily, the IoT devices may be categorized into a plurality of usage
categories according to one usage characteristics of the IoT devices. For example, according
to the usage frequency of the IoT devices, the IoT devices may be placed into three categories:
usage frequency of less than three times a week, usage frequency of four to twenty times a
week, and usage frequency of more than twenty times a week.

[0057] Exemplarily, the IoT devices may be categorized into a plurality of usage
categories according to a plurality of usage characteristics of the IoT devices. For example,
according to the geographic location of the IoT devices and the type of power supply of the
IoT devices, the IoT devices can be placed into four categories: Beijing with AC power supply,
Beijing with DC power supply, Shanghai with AC power supply, and Shanghai with DC
power supply.

[0058] In step 203, a correlation between the at least two groups of the alarm rules and the
n usage categories is calculated, and a corresponding relationship between a target usage
category and a target alarm rule whose correlation is higher than a condition is stored.

[0059] The server calculates a correlation between the at least two groups of the alarm
rules and the n usage categories, and stores a corresponding relationship between a target
usage category and a target alarm rule whose correlation is higher than a condition.

[0060] Correlation is an evaluation index for judging whether the alarm rule correlates to
the usage category. Exemplarily, the correlation is used to describe the degree of correlation
between the alarm rule and the usage category. Exemplarily, the correlation means that the
configuration of the alarm rule is related to the usage characteristics corresponding to the
usage category. For example, after the IoT device is used for a long service time, the current
of the IoT device will increase due to its aging circuit, i.e., the normal current of a normal IoT
device is 6 amps, after the circuit is aging, the normal current of this IoT device becomes 8
amps. Correspondingly, the alarm rule of the current needs to be adjusted to generate an alarm
when the current exceeds 8 amps, which shows that the current alarm rule correlates to the
service time of the IoT device. Exemplarily, a causal relationship is present between a part of

correlated alarm rules and the usage categories, or the usage category affects the alarm rule.
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[0061] Exemplarily, the correlation can be obtained through a quantitative calculation
method, or the correlation can be judged according to the logical closeness of the causal
relationship, or the correlation can be obtained through experiments. For example, a usage
category of the IoT device may be used as a variable, and changing the usage category. If the
alarm rule still applies to the IoT device after the usage category is changed, the usage
category does not correlate to the alarm rule. If the alarm rule does not apply to the IoT device
after the usage category is changed, the usage category correlates to the alarm rule.

[0062] The condition is a criterion for judging whether the alarm rule correlates to the
usage category. A target usage category and a target alarm rule whose correlation is higher
than a condition is that the target alarm rule correlates to the target usage category. The
conditions can be configured according to the calculation or judgment of the correlation. For
example, when the correlation is obtained by quantitative calculations, the condition may be
that the correlation is greater than or less than the threshold. For example, when the
correlation is greater than the threshold, the correlation is higher than the condition.

[0063] When a group of alarm rules correlates to a type of usage category, the alarm rule
is the target alarm rule, and the usage category is the target usage category corresponding to
the target alarm rule.

[0064] Exemplarily, the server will store the one-to-one corresponding target usage
category and target alarm rule.

[0065] Exemplarily, the server will find out from the n usage categories in step 202 at
least one corresponding usage category for cach group of alarm rules according to at least two
groups of alarm rules in step 201, and store the alarm rule and the usage category.

[0066] In step 204, when an IoT device belonging to the target usage category is newly
added, an alarm rule of the newly added IoT device is configured as the target alarm rule.
[0067] When an IoT device belonging to the target usage category is newly added, the
server may configure an alarm rule of the newly added IoT device as the target alarm rule.
[0068] Exemplarily, when an IoT device belonging to the target usage category is newly
added, the server may find out the target usage category corresponding to the usage
characteristics according to usage characteristics of the newly added IoT device, obtain the

target alarm rule corresponding to the target usage category according to the target usage
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category of the newly added IoT device, and configure the target alarm rule as the target alarm
rule of the newly added IoT device.

[0069] Exemplarily, the newly added IoT device is an IoT device that is newly connected
to the IoT, or an IoT device that already exists in the IoT.

[0070] Exemplarily, when a newly added IoT device is an IoT device that is newly
connected to the IoT, that is, no alarm rule is originally configured for the newly added IoT
device, the one-to-one correspondence between the target alarm rule and the target usage
category can be used to configure alarm rules for the newly added IoT device.

[0071] Exemplarily, when the newly added IoT device is an IoT device that already exists
in the IoT, that is, at least one group of alarm rules are originally configured for the newly
added IoT device, the one-to-one correspondence between the target alarm rule and the target
usage category can be used to re-configure alarm rules for the newly added IoT device.

[0072] Exemplarily, the server may recommend the alarm rule for the newly added IoT
device according to the stored target alarm rule and the target usage category in step 203.
[0073] Exemplarily, the server can also distribute one-to-one corresponding target alarm
rules and target usage categories to the alarm rule recommending module of each IoT device,
and the alarm rule recommending module recommends the alarm rule for the current IoT
device according to the category results of the current IoT device.

[0074] In summary, in the method according to this embodiment, by configuring at least
two groups of alarm rules for a plurality of IoT devices of the same type in an IoT, alarm rules
related with some usage characteristics are acquired based on the usage characteristics of the
IoT devices. When an ToT device is newly added, a proper alarm rule is configured for the
new IoT device according to the usage characteristics related with the alarm rules. Alarm
rules can be configured differently for the same type of the IoT devices, such that the alarm
sensitivity of the IoT devices is improved, thereby reducing potential safety hazards.

[0075] Exemplarily, the present disclosure further provides a method for configuring at
least two groups of alarm rules for a plurality of IoT devices. Exemplarily, the present
disclosure further provides a method for obtaining a one-to-one corresponding target alarm
rules and target usage categories.

[0076] FIG. 3 is a flowchart showing a method for configuring an alarm rule for an IoT

11
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device according to another exemplary embodiment of the present disclosure. The method is
applicable to the server cluster 101 as shown in FIG.1. The at least two groups of the alarm
rules according to an exemplary embodiment as shown in FIG.2 include m groups of alarm
rules; and an i category in the n usage categories includes x; types, wherein m is an integer
greater than 1, and 1 and x; are integers greater than 0 respectively. The method includes the
following steps:

[0077] In step 2011, an initial alarm rule is configured for all or part of IoT devices of the
same type in the [oT.

[0078] The server sets an initial alarm rule for all or part of IoT devices of the same type
in the IoT.

[0079] Exemplarily, the same alarm rule is initially configured for a plurality of IoT
devices in the IoT.

[0080] Exemplarily, the initial alarm rule is the same alarm rule configured for IoT
devices of the same type or similar types.

[0081] In step 2012, a changed alarm rule is obtained by changing the initial alarm rule
for part of the plurality of IoT devices according to an accuracy degree of the initial alarm rule
during use, wherein the changed alarm rule includes one or more alarm rules.

[0082] The server changes the initial alarm rule for part of the plurality of IoT devices
according to an accuracy degree of the initial alarm rule during use to obtain a changed alarm
rule.

[0083] Exemplarily, during the use of the IoT device, the alarm rules of some IoT devices
can be individually adjusted. For example, when the alarm of an IoT device does not match
the actual situation, the alarm rule of the IoT device can be manually adjusted to obtain the
changed alarm rule.

[0084] Exemplarily, the changed alarm rule can be an adjustment either to the initial
alarm rule, or to the newly added alarm rule, that is, the IoT device with the newly added
alarm rules possesses two groups of alarm rules: the changed alarm rule and the initial alarm
rule.

[0085] Exemplarily, the accuracy degree refers to the degree of conformity between the

alarm rule and the actual situation of the alarm. When the alarm rule can accurately alarm the
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abnormal situation of the IoT device, the accuracy degree of the alarm rule is high. On the
contrary, the accuracy degree of the alarm rule is low.

[0086] In step 202, n usage categories of the plurality of IoT devices are obtained by
categorizing the plurality of IoT devices according to usage characteristics of the plurality of
IoT devices.

[0087] Exemplarily, the usage characteristics include at least one of a use duration, a
geographical location, a use scene, a topological relation, a use frequency, an average load, or
a peak load.

[0088] Exemplarily, the usage category includes: less than 1 hour per day, 1 to 8 hours per
day, and more than 8 hours per day based on use time of a plurality of IoT devices; the
northern hemisphere and the southern hemisphere based on geographic location of a plurality
of IoT devices.

[0089] In step 2031, for a j™ group of alarm rules in the m groups of the alarm rules, the
plurality of IoT devices are categorized into y category results according to at least one type
under each of the n usage categorics, where y=x1x2x3"'Xn.

[0090] For a j" group of alarm rules in the m groups of the alarm rules, the server
categorizes the plurality of IoT devices into y category results according to at least one type
under each of the n usage categories, where y=x1x2X3 Xy,

[0091] Exemplarily, in one usage category, the IoT devices are categorized into at least
one type according to one usage characteristic. For example, according to usage
characteristics of use scene, the IoT devices may be categorized into those used in the
environment of high temperature and pressure, and those used in the environment of normal
temperature and pressure.

[0092] Exemplarily, the i'" category includes x; types; wherein xi is an integer greater than
1, and i is an integer greater than 1 but less than n.

[0093] Exemplarily, the category results are defined according to a plurality of types of
the n usage categories. Exemplarily, categorization is performed according to the tree diagram,
the first layer has x1 types of the first usage category, each type of x1 types in the second
layer corresponds to x2 types of the second usage category, and each type of x1¥x2 types in

the third layer corresponds to x3 types of the third usage category, such that y category results
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can be obtained, y=x1x2x3""'xn. For example, as shown in FIG.4, the first layer 301 of the
tree diagram has one type 3.1 of the first usage category; the second layer 302 has two types
2.1 and 2.2 of the second usage category corresponding to one type of the first usage category;
the third layer 303 has three types 3.1, 3.2, and 3.3 of the third usage category corresponding
to two types 2.1 and 2.2 of the second usage category respectively.

[0094] Exemplarily, a plurality of IoT devices can be categorized into y category results
according to n usage categories, wherein, y=x1x2x3"""xn. For example, the first category
includes x1=3 types, the second category includes x2=5 types, and the third category includes
x3=2 types. The IoT devices can be categorized into 3*5%*2=30 category results according to
these three categories.

[0095] Exemplarily, there may be any integer number of IoT devices in each category
result. For example, no IoT device is included in one category result, while 100 IoT devices
are included in another category result.

[0096] For example, as shown in Table 1, the 9 IoT devices are categorized according to
service time, production batch, and location, such that the category results shown in Table 1
are obtained.

[0097] A first category result: less than one year, produced ten years ago, northern
hemisphere: device 1, device 2.

[0098] A second category result: less than one year, produced ten years ago, southern
hemisphere: device 3.

[0099] A third category result: less than one year, produced in the recent ten years,
northern hemisphere: device 4.

[00100] A fourth category result: less than one year, produced in the recent ten years,
southern hemisphere.

[00101] A fifth category result: more than one year, produced ten years ago, northern
hemisphere: device 3, device 6, device 7.

[00102] A sixth category result: more than one year, produced ten years ago, southern
hemisphere.

[00103] A seventh category result: more than one year, produced in the recent ten years,

northern hemisphere: device 8, device 9.
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[00104] An ecighth category result: more than one year, produced in the recent ten years,

southern hemisphere.

Table 1

Service Less than one year More than one year

time

Production|Produced ten years ago| Produced in the recent| Produced ten years ago | Produced in the recent

batch ten years ten years

Location | Northern | Southern | Northern | Southern | Northern | Southern | Northern | Southern

hemispherelhemispherelhemispherefhemisphere| hemisphere |hemispherelhemispherethemisphere

Device | Device 1 | Device 3 | Device 4 Device 5, Device 8
and device device 6, and| and
2 device 7 device 9

[00105] In step 2032, for each of the y category results, a number of IoT devices

configured with the j!

group of alarm rules among the IoT devices belonging to a current
category result is calculated.

[00106] For each of the y category results, the server calculates a number of IoT devices
configured with the j group of alarm rules among the IoT devices belonging to a current
category result respectively;

[00107]  Exemplarily, for the j group of alarm rules in the m-groups of alarm rules, the
number of ToT devices configured with the j™ group of alarm rules in the y category result is
calculated. For example, in the y category results, 5 IoT devices in the first category result are
configured with the j™ group of alarm rules, and in the second category result, 10 IoT devices
are configured with the j' group of alarm rules. In the third category result, no IoT device are
configured with the j" group of alarm rules, until the number of IoT devices configured with
the j group of alarm rules corresponding to each of the y category result is calculated.
[00108] Exemplarily, as shown by the category result of Table 1, the number of IoT devices
configured with the j group of alarm rules in the first category result is calculated. For
example, if the device 1 is configured with the j™ group of alarm rules, the calculating result
h

of the first category result is 1; similarly, the number of IoT devices configured with the '

group of alarm rules for each of the second category result to the eighth category result is
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calculated.

[00109] In step 2033, for the y category results, a category result in which the number of
IoT devices configured with the j® group of alarm rules is the largest is determined as a target
usage category corresponding to the i group of alarm rules.

[00110] For the y category results, the server determines a category result in which the
number of IoT devices configured with the j" group of alarm rules is the largest as a target
usage category corresponding to the i group of alarm rules.

[00111] For example, in three category results, 5 IoT devices in the first category result are
configured with the j™ group of alarm rules; in the second category result, 10 IoT devices are

configured with the ji

group of alarm rules; and in the third category result, no IoT device is
configured with the j'" group of alarm rules, the number of IoT devices configured with the j®
group of alarm rules in the second category result is the largest, i.e., the second category result
is the target usage category corresponding to the j™ group of alarm rules.

[00112] Exemplarily, in the v category results, a category result in which the number of IoT
devices configured with the j™ group of alarm rules is the greatest and greater than the
threshold is determined as a target usage category corresponding to the j™ group of alarm
rules. For example, the threshold is the value obtained by dividing the number of IoT devices
with the j" group of alarm rules in all IoT devices by y.

[00113] Exemplarily, one thousand devices are categorized into eight category results
according to the categorization method as shown in Table 1. The number of IoT devices
configured with the j group of alarm rules from the first category result to the eighth
category result is 10, 10, 5, 30, 800, 1, 74, and 70 respectively. Then the number of IoT
devices configured with the j™ group of alarm rules in the fifth category result is the largest,
and the fifth category result is the target usage category corresponding to the j™ group of
alarm rules. That is, the target usage category corresponding to the j™ group of alarm rules is:
more than one year of service time, production batch produced ten years ago and the location
in the northern hemisphere. Then, if is an IoT device that has a service life of more than one
year is newly added to a production batch produced ten years ago and is located in the
northern hemisphere, the j™ group of alarm rules is recommended for the ToT device.

[00114] In step 2034, the usage category corresponding to cach group of the m groups of
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alarm rules is obtained by repeating the above steps.

[00115] The server repeats the above steps to obtain the target usage category
corresponding to each group of the m groups of alarm rules.

[00116] Exemplarily, steps 2031, 2032, and 2033 are repeated to obtain the target usage
category corresponding to for a (j+1)® group of alarm rules of m groups of alarm rules until
the target usage category corresponding to each group of the m groups of alarm rules is
obtained. That is, a one-to-one corresponding target alarm rule and target usage classification
is obtained.

[00117]  Exemplarily, the j group of alarm rules is any one of the m groups of the alarm
rules.

[00118] In step 204, when there is a newly added IoT device belonging to the target usage
category, an alarm rule of the newly added IoT device is configured as the target alarm rule.
[00119] In summary, in the method provided in the present embodiment, the alarm rule of
some IoT devices is manually fine-tuned after a unified alarm rule is configured for the IoT
devices, and the real-time data characteristics corresponding to the alarm rule according to the
fine-tuned alarm rule and the real-time data characteristics of the fine-tuned IoT device are
obtained. When the newly-added IoT device has this real-time data characteristic, the same
fine-tuned alarm rule is configured for the newly-added IoT device, such that more suitable
alarm rules can be configured specifically for the same type of IoT devices according to
different use scenes, thereby improving the sensitivity of the alarm rules and reducing
potential security risks.

[00120] A plurality of category results are obtained according to a plurality of usage
characteristics of the IoT device, and the number of IoT devices configured with a group of
alarm rules in each category result is calculated to calculate the correlation between the alarm
rules and usage categories so as to obtain the usage category corresponding to the target alarm
rules.

[00121] Exemplarily, the present disclosure also provides another method for obtaining
target usage category and target alarm rules.

[00122] FIG. 5 is a flowchart showing a method for configuring an alarm rule for an IoT

device according to an exemplary embodiment of the present disclosure. The method is
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applicable to the server cluster 101 as shown in FIG.1. At least two groups of the alarm rules

includes m groups of the alarm rules; and an i

category in the n usage categories includes x;
types, wherein m is an integer greater than 1, and 1 and x; are integers greater than O
respectively. Different from the exemplary embodiment as shown in FIG.2, in this method,
step 203 is replaced by the following steps.

[00123] In step 2035, a theoretical configuration proportion of a j group of alarm rules in
the m groups of the alarm rules is calculated, wherein the theoretical configuration proportion
is a ratio of a number of IoT devices among the plurality of IoT devices configured with the j
group of alarm rules to a total number of the plurality of IoT devices.

[00124]  The server calculates a theoretical configuration proportion of a j

group of alarm
rules in the m groups of the alarm rules.

[00125] The theoretical configuration proportion is the ratio of the number of IoT devices
configured with a group of alarm rules in all ToT devices to the total number of all ToT
devices.

[00126] In step 2036, an actual configuration proportion of each of xi category results is
calculated, wherein the actual configuration proportion is a ratio of the number of IoT devices
among the plurality of IoT devices configured with the j' group of alarm rules to a number of
all IoT devices belonging to a current category result.

[00127] The server calculates an actual configuration proportion of each of x; category
results.

[00128] Exemplarily, for the xi category results under one category obtained in step 2306,
the number of IoT devices configured with the j™ group of alarm rules in cach category result
is calculated, and the actual configuration proportion of the number of all IoT devices in the
category result is calculated.

[00129] The actual configuration proportion is, after the category result is obtained by
categorizing the IoT devices, the proportion of the number of IoT devices configured with a
group of alarm rules in a category result accounting for the total number of all IoT devices.
[00130] Exemplarily, if the actual configuration proportion in each category result is not
much different from the theoretical configuration proportion after IoT devices are categorized

into x category results by using a usage category, the IoT devices configured with the j®
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group of alarm rules are evenly distributed in each category result, that is, the usage category
does not correlate to the j group of alarm rules. On the contrary, if the actual configuration
proportion is very different from the theoretical configuration proportion, then the IoT devices
configured with the j group of alarm rules are centrally distributed in a part of category
results, that is, the partial category results are the target usage category correlating to the j®
group of alarm rules.

[00131] In step 2037, a category result, in which a difference between the actual
configuration proportion and the theoretical configuration proportion is the largest and the
difference is greater than a threshold, is determined as a target use category corresponding to
the j" group of alarm rules under the i category, the threshold being a decimal greater than 0
and less than 1.

[00132] The server determines a category result, in which a difference between the actual
configuration proportion and the theoretical configuration proportion is the largest and the
difference is greater than a threshold, as a target use category corresponding to the j™ group of
alarm rules under the i™ category, the threshold being a decimal greater than 0 and less than 1.

[00133] Exemplarily, the difference between the actual configuration proportion and the
theoretical configuration proportion is the value of the actual configuration proportion minus
the theoretical configuration proportion. When the actual configuration proportion is greater
than the theoretical configuration proportion, the difference is a positive number; when the

actual configuration proportion is less than the theoretical configuration proportion, the
difference is a negative number.

[00134] Exemplarily, a difference between the actual configuration proportion and the
theoretical configuration proportion is the largest, i.e., if the IoT devices configured with the
j™ group of alarm rules are the most centrally distributed in this category result, the category
result is the category result most correlating to the j* group of alarm rules.

[00135] Exemplarily, under the premise that the difference between the actual
configuration proportion and the theoretical configuration proportion is the largest, whether
the category result correlates to the j group of alarm rules can be further judged by judging
whether the difference is greater than the threshold. For example, the threshold is set to be 0.5;

when the difference between the actual configuration proportion and the theoretical
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configuration proportion is the largest, and the difference is greater than 0.5, the category
result is the target usage category corresponding to the j™ group of alarm rules.

[00136] In step 2038, the above steps are repeated to obtain the target usage category
corresponding to the j group of alarm rules in each of the n usage categories.

[00137] The server repeats steps 2036 and 2037 to obtain the target usage category
corresponding to the jM group of alarm rules in each of the n usage categories.

[00138] For a plurality of types in each of the n usage categorics, whether there is a
category result correlated to the j™ group of alarm rules in each category is identified, the j®
group of alarm rules and the category results correlated to the j'" group of alarm rules are
stored as corresponding target alarm rules and target usage categories.

[00139] In step 2039, a target usage category corresponding to each group of the m groups
of alarm rules is obtained by repeating the above steps are repeated.

[00140] The server repeats steps 2035, 2036, 2037, and 2038 to obtain a target usage
category corresponding to each group of the m groups of alarm rules.

[00141] Exemplarily, for each group of alarm rules in the m groups of alarm rules, the
category results corresponding to each group of alarm rules in n usage categories are
identified, and each group of alarm rules and its corresponding category result as the
corresponding target alarm rule and target usage category are stored.

[00142]  Exemplarily, the j" group of alarm rules is any group of alarm rules in the m
groups of alarm rules, and the i category is any one of the n usage categorics.

[00143] In summary, in the method according to the present embodiment, according to
each usage characteristic, the correlation between each category result under each usage
characteristic and the alarm rule respectively is obtained so as to obtain a one-to-one
correspondence between a category result under a usage characteristic and a group of alarm
rules, and obtaining and storage of target alarm rules and target use categories are achieved.
[00144] FIG. 6 is a flowchart showing a method for configuring an alarm rule for an IoT
device according to an exemplary embodiment of the present disclosure. The method is
applicable to the server cluster 101 as shown in FIG. 1. The method includes the following
steps.

[00145] In step 401, the IoT devices are categorized from different characteristic
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dimensions, and the same initial alarm rules are configured for all subcategories.

[00146] The server categorizes the IoT devices from different characteristic dimensions,
and sets the same initial alarm rules for all sub-categories.

[00147] Exemplarily, as shown in FIG.7, a plurality of IoT devices 505 may be categorized
into a plurality of sub-categories from different usage characteristics. For example, the IoT
devices may be placed into a first category 501 and a second category 502 according to the
first usage characteristic, and a third category 503 and a fourth category 504 according to the
second usage characteristic. That is, four sub-categories are obtained: the first category
combined with the third category, the first category combined with the fourth category, the
second category combined with the third category, and the second category combined with
the fourth category.

[00148] Exemplarily, the sub-categories of the IoT device can be obtained according to the
topology structure of the IoT device. For example, according to the wind field, wind turbines
can be categorized into the topology structures as shown in FIG. 8. The first group of IoT
devices 701 is a subcategory. When a newly added IoT device 702 belonging to this
subcategory joins the IoT, an alarm rule is recommended for the newly added IoT device 702
according to the alarm rules of the first group of IoT devices 701 recommends.

[00149] Exemplarily, for all IoT devices, no matter which subcategory thee IoT devices
belong to, the initial alarm rules are configured for them.

[00150] In step 402, the alarm rules or thresholds of individual IoT devices are adjusted
during the operation of IoT devices.

[00151] The server adjusts the alarm rules or thresholds of individual IoT devices during
the operation of IoT devices.

[00152] Exemplarily, during the operation of IoT devices, the alarm rules are individually
adjusted for some IoT devices with inaccurate alarms to the alarm rules to obtain the changed
alarm rules.

[00153] In step 403, the adjustment of the alarm rules is applied to the same subcategory of
IoT devices.

[00154] Exemplarily, according to the embodiment shown in FIG. 2, FIG. 3, or FIG. 5,

according to the one-to-one correspondence between the usage categories of the I IoT devices
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and the alarm rules and the IoT and, the alarm rules are re-configured for some IoT devices.
[00155] For example, both IoT device A and IoT device B belong to the first category
under the first usage category. The alarm rule of IoT device A is adjusted to obtain the second
alarm rule during the operation of the IoT device. If the second alarm rule is correlated to the
first category by calculating the correlation between the alarm rule and the usage category, the
second alarm rule is also configured for the IoT device B.

[00156] In step 404, a plurality of iterations are performed.

[00157] Exemplarily, the server repeats steps 402 and 403, and after a long period of
iterative adjustment, finally obtains a one-to-one correspondence between the target alarm
rule with higher accuracy and the target usage category.

[00158] In step 405, different alarm rules and thresholds are configured for each
subcategory.

[00159] Exemplarily, after step 404, the server obtains the one-to-one correspondence
between the target alarm rule with high accuracy and the target usage category.

[00160] In step 406, when a new IoT device is connected, alarm rules and thresholds are
recommended based on the characteristics of the IoT device.

[00161] When a new IoT device is connected, the server recommends alarm rules and
thresholds based on the characteristics of the IoT device.

[00162] Exemplarily, when a new IoT device is connected, the server recommends an
alarm rule for the newly added IoT device according to the one-to-one correspondence
between the target alarm rule and the target usage category in step 405.

[00163] In summary, in the method provided in the present embodiment, the alarm rule of
some IoT devices is manually fine-tuned after a unified alarm rule is configured for the ToT
devices, and the real-time data characteristics corresponding to the alarm rule according to the
fine-tuned alarm rule and the real-time data characteristics of the fine-tuned IoT device are
obtained. When the newly-added IoT device has this real-time data characteristic, the same
fine-tuned alarm rule is configured for the newly-added IoT device, such that more suitable
alarm rules can be configured specifically for the same type of IoT devices according to
different use scenes, thereby improving the sensitivity of the alarm rules and reducing

potential security risks.
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[00164] FIG. 9 is a flowchart showing a method for configuring an alarm rule for an IoT
device according to an exemplary embodiment of the present disclosure. The method is
applicable to the server cluster 101 as shown in FIG.1. The method includes the following
steps.

[00165] Instep 4011, the same initial alarm rules are configured for all the subcategories.
[00166] The server sets the same initial alarm rules for all the subcategories.

[00167] In step 4012, the IoT devices are categorized according to real-time data
characteristics of the IoT devices during the operation of IoT devices.

[00168] The server categorizes the IoT devices according to real-time data characteristics
of the IoT devices during the operation of IoT devices.

[00169] Exemplarily, the real-time data characteristics are the real-time usage
characteristics. Real-time data includes the current, voltage, resistance, power, wind power,
processing speed of the ToT device, or the like.

[00170] Exemplarily, the categorization is performed according to the current of the IoT
device. As shown in FIG.10, the IoT devices are categorized according to the different
currents of the IoT device. The IoT device with the first type of current 801 belong to Type A
803, and the IoT device with the second type of current 802 belong to Type B 804.

[00171] In step 402, the alarm rules or thresholds of individual IoT devices are adjusted
during the operation of IoT devices.

[00172] In step 403, the adjustment of the alarm rules is applied to the same subcategory of
IoT devices.

[00173] In step 404, a plurality of iterations are performed.

[00174] In step 405, different rules and thresholds are configured for each subcategory.
[00175] In step 4061, when a new IoT device is connected, an alarm rule is dynamically
recommended for the IoT device based on the real-time data characteristics of the IoT device.
[00176] When a new IoT device is connected, the server dynamically recommends an
alarm rule for the IoT device based on the real-time data characteristics of the IoT device.
[00177] Exemplarily, as shown in FIG. 10, when the newly added IoT device 702 also has
the second type of current 802, an alarm rule is recommended for the newly added IoT device

702 according to the alarm rules of the type B of IoT device 804.
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[00178] In summary, in the method provided in the present embodiment, the alarm rule of
some IoT devices is manually fine-tuned after a unified alarm rule is configured for the IoT
devices, and the real-time data characteristics corresponding to the alarm rule according to the
fine-tuned alarm rule and the real-time data characteristics of the fine-tuned IoT device are
obtained. When the newly-added IoT device has this real-time data characteristic, the same
fine-tuned alarm rule is configured for the newly-added IoT device, such that more suitable
alarm rules can be configured specifically for the same type of IoT devices according to
different use scenes, thereby improving the sensitivity of the alarm rules and reducing
potential security risks.

[00179] The followings are apparatus embodiments of the present disclosure. The details
not specified in the apparatus embodiments may refer to the corresponding record in the
above method embodiments, and will not be repeated herein.

[00180] FIG. 11 is a schematic structural diagram of an apparatus for configuring an alarm
rule for an IoT device according to an embodiment of the present disclosure. The apparatus
may be practiced as all or a part of a server or an alarm rule recommending module by
software, hardware or a combination of the two. The apparatus includes:

[00181] a configuring module 901, operable to configure at least two groups of alarm rules
for a plurality of IoT devices of the same type in an IoT;

[00182] a categorizing module 903, operable to obtain n usage categories of the plurality of
IoT devices by categorizing the plurality of IoT devices according to usage characteristics of
the plurality of ToT devices;

[00183] a calculating module 902, operable to calculate a correlation between the at least
two groups of the alarm rules and the n usage categories; and

[00184] a storing module 906, operable to store a corresponding relationship between a
target use category and a target alarm rule whose correlation is higher than a condition;
[00185] wherein the configuring module 901 is further operable to: when an IoT device
belonging to the target use category is newly added, configure an alarm rule of the newly
added IoT device as the target alarm rule.

[00186] In an optional embodiment, the at least two groups of the alarm rules include m

groups of the alarm rules; an i™ category in the n usage categories includes xi types, m being
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an integer greater than 1, and i and x; being integers greater than 0 respectively; and the
apparatus further includes a determining module 905; wherein

[00187] the categorizing module 903 is further operable to: for a j™ group of alarm rules in
the m groups of the alarm rules, categorize the plurality of IoT devices into y category results
according to at least one type under each of the n usage categories, where y=x1x2X3"Xu;
[00188] the calculating module 902 is further operable to: for each of the y category results,
calculate a number of IoT devices configured with the j™ group of alarm rules among the IoT
devices belonging to a current category result; and

[00189] the determining module 905 is further operable to: in the y category results,
determine a category result in which the number of IoT devices configured with the j group
of alarm rules is the greatest as a target use category corresponding to the j group of alarm
rules;

[00190]  wherein the j™ group of alarm rules is any one of the m groups of the alarm rules.
[00191] In an optional embodiment, the at least two groups of the alarm rules include m
groups of the alarm rules; an i category in the n usage categories includes x; types, m being
an integer greater than 1, and 1 and x; being integers greater than 0 respectively; and the
apparatus further includes a determining module 905; wherein

[00192] the calculating module 902 is further operable to calculate a theoretical
configuration proportion of a j™ group of alarm rules in the m groups of the alarm rules,
wherein the theoretical configuration proportion is a ratio of a number of IoT devices among
the plurality of IoT devices configured with the j™ group of alarm rules to a total number of
the plurality of ToT devices;

[00193] the calculating module 902 is further operable to calculate an actual configuration
proportion of each of x; category results, wherein the actual configuration proportion is a ratio
of the number of IoT devices among the plurality of IoT devices configured with the j* group
of alarm rules to a number of all IoT devices belonging to a current category result; and
[00194] the determining module 905 is further operable to determine a category result, in
which a difference between the actual configuration proportion and the theoretical
configuration proportion is the greatest and the difference is greater than a threshold, as a

target use category corresponding to the j' group of alarm rules under the i™ category, the
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threshold being a decimal greater than 0 and less than 1;

[00195]  wherein the j™ group of alarm rules is any one of the m groups of the alarm rules,
and the i category is any one of the n usage categories.

[00196] In an optional embodiment, the usage characteristics include at least one of a use
duration, a geographical location, a use scene, a topological relation, a use frequency, an
average load, or a peak load.

[00197] In an optional embodiment, the configuring module 901 is further operable to
configure an initial alarm rule for all or part of IoT devices of the same type in the IoT; and
the configuring module 901 is further operable to obtain a changed alarm rule by changing the
initial alarm rule for part of the plurality of IoT devices according to an accuracy degree of the
initial alarm rule during use; wherein the changed alarm rule includes one or more alarm
rules.

[00198] FIG. 12 is a block diagram of a computer device 1200 in accordance with one
embodiment of the present disclosure. The computer device 1200 may be such a portable
mobile display device as a smart phone, a tablet PC, a Moving Picture Experts Group Audio
Layer III (MP3) player, a Moving Picture Experts Group Audio Layer IV (MP4) player, a
laptop, or a desk computer. The computer device 1200 may also be called a user equipment
(UE), a portable display device, a laptop display device, a desk display device, or the like.
[00199] Generally, the computer device 1200 includes a processor 1201 and a memory
1202.

[00200] The processor 1201 may include one or more processing cores, such as a 4-core
processor and an 8-core processor. The processor 1201 may be formed by at least one
hardware of a digital signal processor (DSP), a field-programmable gate array (FPGA), or a
programmable logic array (PLA). The processor 1201 may also include a main processor and
a coprocessor. The main processor is a processor for processing the data in an awake state,
and is also called a central processing unit (CPU). The coprocessor is a
low-power-consumption processor for processing the data in a standby state. In some
embodiments, the processor 1201 may be integrated with a graphics processing unit (GPU),
which is operable to render and draw the content that needs to be displayed by a display

screen. In some embodiments, the processor 1201 may also include an Artificial Intelligence
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(AI) processor operable to process computational operations related to machine learning.
[00201] The memory 1202 may include one or more computer-readable storage mediums,
which can be tangible and non-transitory. The memory 1202 may also include a high-speed
random-access memory, as well as a non-volatile memory, such as one or more disk storage
devices and flash storage devices. In some embodiments, the non-transitory
computer-readable storage medium in the memory 1202 is operable to store at least one
instruction. The at least one instruction is operable to be executed by the processor 1201 to
implement the method for configuring an alarm rule for an IoT device according to the
embodiments of the present disclosure.

[00202] In some embodiments, the computer device 1200 also optionally includes a
peripheral device interface 1203 and at least one peripheral device. For example, the
peripheral device includes at least one of a radio frequency circuit 1204, a display panel 1205,
a camera component 1206, an audio circuit 1207, a positioning component 1208, or a power
source 1209.

[00203] The peripheral device interface 1203 may be operable to connect at least one
peripheral device associated with an input/output (I/O) to the processor 1201 and the memory
1202. In some embodiments, the processor 1201, the memory 1202 and the peripheral device
interface 1203 are integrated on the same chip or circuit board. In some other embodiments,
any one or two of the processor 1201, the memory 1202, and the peripheral device interface
1203 may be implemented on a separate chip or circuit board, which is not limited in the
present embodiment.

[00204] The radio frequency circuit 1204 is operable to receive and transmit a radio
frequency (RF) signal, which is also referred to as an electromagnetic signal. The radio
frequency circuit 1204 communicates with a communication network and other
communication devices via the electromagnetic signal. The radio frequency circuit 1204
converts the electrical signal into the electromagnetic signal for transmission, or converts the
received electromagnetic signal into the electrical signal. Optionally, the radio frequency
circuit 1204 includes an antenna system, an RF transceiver, one or more amplifiers, a tuner, an
oscillator, a digital signal processor, a codec chipset, a subscriber identity module card, and

the like. The radio frequency circuit 1204 can communicate with other display devices via at
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least one wireless communication protocol. The wireless communication protocol includes,
but not limited to, the World Wide Web, a metropolitan area network, an intranet, various
generations of mobile communication networks (2G, 3G, 4G, and 5G), a wireless local area
network, and/or a wireless fidelity (Wi-Fi) network. In some embodiments, the RF circuit
1204 may also include near-field communication (NFC) related circuits, which is not limited
in the present disclosure.

[00205] The display panel 1205 is operable to display a user interface (UI). The Ul may
include graphics, text, icons, videos, and any combination thereof. When the display panel
1205 is a touch display screen, the display panel 1205 also has the capacity to acquire touch
signals on or over the surface of the display panel 1205. The touch signal may be input into
the processor 1201 as a control signal for processing. At this time, the display panel 1205 may
also be operable to provide virtual buttons and/or virtual keyboards, which are also referred to
as soft buttons and/or soft keyboards. In some embodiments, one display panel 1205 may be
disposed on the front panel of the computer device 1200. In some other embodiments, at least
two display panels 1205 may be disposed respectively on different surfaces of the computer
device 1200 or in a folded design. In further embodiments, the display panel 1205 may be a
flexible display screen disposed on the curved or folded surface of the computer device 1200.
Even the display panel 1205 may have an irregular shape other than a rectangle; that is, the
display panel 1205 may be an irregular-shaped screen. The display panel 1205 may be a liquid
crystal display (LCD) panel, an organic light-emitting diode (OLED) panel or the like.

[00206] The camera component 1206 is operable to capture images or videos. In some
embodiments of the present disclosure, the camera component 1206 includes a front camera
and a rear camera. Usually, the front camera is placed on the front panel of the display device,
and the rear camera is placed on the back of the display device. In some embodiments, at least
two rear cameras are disposed, and are at least one of a main camera, a depth-of-field camera,
a wide-angle camera, and or telephoto camera, so as to realize a background blurring function
achieved by fusion of the main camera and the depth-of-field camera, panoramic shooting and
virtual reality (VR) shooting functions achieved by fusion of the main camera and the
wide-angle camera or other fusion shooting functions. In some embodiments, the camera

component 1206 may also include a flashlight. The flashlight may be a mono-color
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temperature flashlight or a two-color temperature flashlight. The two-color temperature flash
is a combination of a warm flashlight and a cold flashlight and can be used for light
compensation at different color temperatures.

[00207] The audio circuit 1207 may include a microphone and a speaker. The microphone
is operable to collect sound waves of users and environments, and convert the sound waves
into electrical signals which are input into the processor 1201 for processing, or input into the
RF circuit 1204 for voice communication. For the purpose of sterco acquisition or noise
reduction, there may be a plurality of microphones respectively disposed at different locations
of the computer device 1200. The microphone may also be an array microphone or an
omnidirectional acquisition microphone. The speaker is then operable to convert the electrical
signals from the processor 1201 or the radio frequency circuit 1204 into the sound waves. The
speaker may be a conventional film speaker or a piezoelectric ceramic speaker. When the
speaker is the piezoelectric ceramic speaker, the electrical signal can be converted into not
only human-audible sound waves but also the sound waves which are inaudible to humans for
the purpose of ranging and the like. In some embodiments, the audio circuit 1207 may also
include a headphone jack.

[00208] The positioning component 1208 is operable to locate the current geographic
location of the computer device 1200 to implement navigation or location based services
(LBS). The positioning component 1508 may be the global positioning system (GPS) from
the United States, the Beidou positioning system from China, the Grenas satellite positioning
system from Russia or the Galileo satellite navigation system from the European Union.
[00209] The power source 1209 is operable to power up various components in the
computer device 1200. The power source 1209 may be alternating current, direct current, a
disposable battery, or a rechargeable battery. When the power source 1209 includes the
rechargeable battery, the rechargeable battery may support wired or wireless charging. The
rechargeable battery may also support the fast charging technology.

[00210] In some embodiments, the computer device 1200 also includes one or more
sensors 1210. The one or more sensors 1210 include, but not limited to, an acceleration sensor
1211, a gyro sensor 1212, a pressure sensor 1213, a fingerprint sensor 1214, an optical sensor

1215 and a proximity sensor 1216.
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[00211] The acceleration sensor 1211 may detect magnitudes of accelerations on three
coordinate axes of a coordinate system established by the computer device 1200. For example,
the acceleration sensor 1211 may be operable to detect components of a gravitational
acceleration on the three coordinate axes. The processor 1201 may control the touch display
panel 1205 to display a user interface in a landscape view or a portrait view according to a
gravity acceleration signal collected by the acceleration sensor 1211. The acceleration sensor
1211 may also be operable to collect motion data of a game or a user.

[00212] The gyro sensor 1212 can detect a body direction and a rotation angle of the
computer device 1200, and can cooperate with the acceleration sensor 1211 to collect a 3D
motion of the user on the computer device 1200. Based on the data collected by the gyro
sensor 1212, the processor 1201 can serve the following functions: motion sensing (such as
changing the Ul according to a user's tilt operation), image stabilization during shooting,
game control and inertial navigation.

[00213] The pressure sensor 1213 may be disposed on a side frame of the computer device
1200 and/or a lower layer of the touch display panel 1205. When the pressure sensor 1213 is
disposed on the side frame of the computer device 1200, a user's holding signal to the
computer device 1200 can be detected. The processor 1201 can perform left-right hand
recognition or quick operation according to the holding signal collected by the pressure sensor
1213. When the pressure sensor 1213 is disposed on the lower layer of the touch display panel
1205, the processor 1201 controls an operable control on the Ul according to a user's pressure
operation on the touch display panel 1205. The operable control includes at least one of a
button control, a scroll bar control, an icon control, or a menu control.

[00214] The fingerprint sensor 1214 is co operable nfigured to collect a user's fingerprint.
The processor 1201 identifies the user's identity based on the fingerprint collected by the
fingerprint sensor 1214, or the fingerprint sensor 1214 identifies the user's identity based on
the collected fingerprint. When the user's identity is identified as trusted, the processor 1201
authorizes the user to perform related sensitive operations, such as unlocking the screen,
viewing encrypted information, downloading software, paying, and changing cnfigurations.
The fingerprint sensor 1214 may be provided on the front, rear, or side of the computer device

1200. When the computer device 1200 is provided with a physical button or a manufacturer's
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Logo, the fingerprint sensor 1214 may be integrated with the physical button or the
manufacturer's Logo.

[00215] The optical sensor 1215 is operable to collect ambient light intensity. In one
embodiment, the processor 1201 may control the display brightness of the touch display panel
1205 according to the ambient light intensity collected by the optical sensor 1215. For
example, when the ambient light intensity is high, the display brightness of the touch display
panel 1205 is increased; and when the ambient light intensity is low, the display brightness of
the touch display panel 1205 is decreased. In another embodiment, the processor 1201 may
also dynamically adjust shooting parameters of the camera component 1206 according to the
ambient light intensity collected by the optical sensor 1215.

[00216] The proximity sensor 1216, also referred to as a distance sensor, is usually
disposed on the front panel of the computer device 1200. The proximity sensor 1216 is
operable to capture a distance between the user and a front surface of the computer device
1200. In one embodiment, when the proximity sensor 1216 detects that the distance between
the user and the front surface of the computer device 1200 becomes gradually smaller, the
processor 1201 controls the touch display panel 1205 to switch from a screen-on state to a
screen-off state. When it is detected that the distance between the user and the front surface of
the computer device 1200 gradually increases, the processor 1201 controls the touch display
panel 1205 to switch from the screen-off state to the screen-on state.

[00217] It will be understood by those skilled in the art that the structure shown in FIG. 12
does not constitute a limitation to the computer device 1200, and may include more or less
components than those illustrated, or combine some components or adopt different
component arrangements.

[00218] FIG. 13 shows a structural block of a server according to an embodiment of the
present disclosure. The server cluster formed by the servers can be used to perform the
method for configuring an alarm rule for an IoT device according to the above embodiments.
For example, the server may be the server in the application environment shown in FIG. 1.
[00219]  Specifically, the server 1300 includes a processing unit 1301 (such as a central
processing unit (CPU), a graphics processing unit (GPU) and a field programmable gate array

(FPGA)), a system memory 1304 including a random access memory (RAM) 1302 and a
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read-only memory (ROM) 1303, and a system bus 1305 connecting the system memory 1004
and the central processing unit 1301. The server 1300 further includes a basic input/output
system (I/O system) 1306 which helps transmit information between various components
within the server, and a high-capacity storage device 1307 for storing an operating system
1313, an application 1314 and other program modules 1315.

[00220] The basic input/output system 1306 includes a display 1308 for displaying
information and an input device 1309, such as a mouse and a keyboard, for inputting
information by the user. Both the display 1308 and the input device 1309 are connected to the
central processing unit 1301 through an input/output controller 1310 connected to the system
bus 1305. The basic input/output system 1306 may also include the input/output controller
1310 for receiving and processing input from a plurality of other devices, such as the
keyboard, the mouse, or an electronic stylus. Similarly, the input/output controller 1310
further provides output to the display, a printer, or other types of output devices.

[00221] The high-capacity storage device 1307 is connected to the central processing unit
1301 through a high-capacity storage controller (not shown) connected to the system bus
1305. The high-capacity storage device 1307 and a server-readable medium associated
therewith provide non-volatile storage for the server 1300. That is, the high-capacity storage
device 1307 may include the server-readable medium (not shown), such as a hard disk or a
CD-ROM driver.

[00222] Without loss of generality, the server-readable medium may include a server
storage medium and a communication medium. The server storage medium includes volatile
and non-volatile, or removable and non-removable media implemented in any method or
technology for storage of information such as a server-readable instruction, a data structure, a
program module, or other data. The server storage medium includes a RAM, a ROM, an
EPROM, an EEPROM, a flash memory or other solid-state storage technologies; a CD-ROM,
DVD, or other optical storage; and a tape cartridge, a magnetic tape, a disk storage, or other
magnetic storage devices. It may be known by a person skilled in the art that the server
storage medium is not limited to above. The above systtem memory 1304 and the
high-capacity storage device 1307 may be collectively referred to as the memory.

[00223] According to the various embodiments of the present disclosure, the server 1300
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may also be run through a remote server connected to a network via a network, such as the
Internet. That is, the server 1300 may be connected to the network 1312 by a network
interface unit 1311 connected to the system bus 1305, or may be connected to other types of
networks or remote server systems (not shown) with the network interface unit 1311.

[00224] The memory includes at least one instruction, at least one program, or a code set or
instruction set stored therein. The at least one instruction, the at least one program, or the code
set or instruction set is stored in the memory, when loaded and executed by a processor,
enables the processor to perform the method according to the above method embodiments.
[00225] An embodiment of the present disclosure also provides a terminal. The terminal
includes a processor; and a memory storing at least one instruction, at least one program, or a
code set or instruction set therein. The at least one instruction, the at least one program, or the
code set or instruction set, when loaded and executed by the processor, enables the processor
to perform the method according to the above method embodiments.

[00226] An embodiment of the present disclosure further provides an IoT device. The IoT
device includes a processor; and a memory storing at least one instruction, at least one
program, or a code set or instruction set stored therein. The at least one instruction, the at least
one program, or the code set or instruction set, when loaded and executed by the processor,
enables the processor to perform the method according to the above method embodiments.
[00227] An embodiment of the present disclosure further provides a computer-readable
storage medium storing at least one instruction, at least one program, or a code set or
instruction set therein. The at least one instruction, the at least one program, or the code set or
instruction set, when loaded and executed by a processor, enables the processor to perform the
method according to the above method embodiments.

[00228] It should be understood that the term "and/or" only describes an association
relationship between associated objects and indicates that there may be three relationships.
For example, A and/or B may indicate that there are three cases where A exists separately, A
and B exist at the same time, and B exists separately. In addition, the character "/" herein
generally indicates that an "or" relationship exists between contextual objects.

[00229] Those skilled in the art can understand that all or part of the steps of the above

embodiments may be completed by a computer program to instruct related hardware, and
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the program may be stored in a computer-readable storage medium. The storage medium
may be a read-only memory (ROM), a magnetic disk, an optical disk, or the like.

[00230] The foregoing descriptions are merely exemplary embodiments of the present
disclosure, and are not intended to limit the present disclosure. Within the spirit and principles
of the disclosure, any modifications, equivalent substitutions, improvements, and the like are

within the protection scope of the present disclosure.
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CLAIMS

What is claimed is:

1. A method for configuring an alarm rule for an IoT device, comprising:

configuring at least two groups of alarm rules for a plurality of IoT devices of the same
type in an [oT;

obtaining n usage categories of the plurality of IoT devices by categorizing the plurality
of IoT devices according to usage characteristics of the plurality of IoT devices;

calculating a correlation between the at least two groups of the alarm rules and the n
usage categories, and storing a corresponding relationship between a target usage category
and a target alarm rule whose correlation is higher than a condition; and

when an IoT device belonging to the target usage category is newly added, configuring

an alarm rule of the newly added IoT device as the target alarm rule.

2. The method according to claim 1, wherein the at least two groups of the alarm rules
comprise m groups of the alarm rules; and an i category in the n usage categories comprises
xi types, m being an integer greater than 1, and i and xi being integers greater than 0
respectively; and

calculating the correlation between the at least two groups of the alarm rules and the n
usage categories, and storing the corresponding relationship between the target usage category
and the target alarm rule whose correlation is higher than the condition comprise:

for a j group of alarm rules in the m groups of the alarm rules, obtaining y category
results by categorizing the plurality of IoT devices according to at least one type under each
of the n usage categories, where y=x1X2X3"'Xp;

for each of the y category results, calculating a number of IoT devices configured with
the j™ group of alarm rules among the IoT devices belonging to a current category result; and

in the y category results, determining a category result in which the number of IoT
devices configured with the j™ group of alarm rules is the largest as a target usage category

corresponding to the j group of alarm rules;
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wherein the j group of alarm rules is any one of the m groups of the alarm rules.

3. The method according to claim 1, wherein the at least two groups of the alarm rules
comprise m groups of the alarm rules; and an i™ category in the n usage categories comprises
xi types, m being an integer greater than 1, and i and x; being integers greater than 0
respectively; and

calculating the correlation between the at least two groups of the alarm rules and the n
usage categories, and storing the corresponding relationship between the target usage category
and the target alarm rule whose correlation is higher than the condition comprises:

calculating a theoretical configuration proportion of a jh

group of alarm rules in the m
groups of the alarm rules, wherein the theoretical configuration proportion is a ratio of a
number of IoT devices among the plurality of IoT devices configured with the j group of
alarm rules to a total number of the plurality of IoT devices;

calculating an actual configuration proportion of each of x; category results, wherein the
actual configuration proportion is a ratio of the number of IoT devices among the plurality of

IoT devices configured with the j®

group of alarm rules to a number of all IoT devices
belonging to a current category result; and

determining a category result, in which a difference between the actual configuration
proportion and the theoretical configuration proportion is the largest and the difference is
greater than a threshold, as a target use category corresponding to the j™ group of alarm rules
under the i category, the threshold being a decimal greater than 0 and less than 1,

wherein the j group of alarm rules is any one of the m groups of the alarm rules, and the

i category is any one of the n usage categories.
4. The method according to any one of claims 1 to 3, wherein the usage characteristics
comprise at least one of a use duration, a geographical location, a use scene, a topological

relation, a use frequency, an average load, and a peak load.

5. The method according to any one of claims 1 to 3, wherein configuring the at least

two groups of alarm rules for the plurality of IoT devices of the same type in the IoT

36



10

15

20

25

30

WO 2021/096431 PCT/SG2020/050658

comprises:

configuring an initial alarm rule for all or part of IoT devices of the same type in the IoT;
and

changing the initial alarm rule for part of the plurality of IoT devices according to an
accuracy degree of the initial alarm rule during use to obtain a changed alarm rule;

wherein the changed alarm rule comprises one or more alarm rules.

6. An apparatus for configuring an alarm rule for an IoT device, comprising:

a configuring module, operable to configure at least two groups of alarm rules for a
plurality of IoT devices of the same type in an [oT;

a categorizing module, operable to obtain n usage categories of the plurality of IoT
devices by categorizing the plurality of IoT devices according to usage characteristics of the
plurality of IoT devices;

a calculating module, operable to calculate a correlation between the at least two groups
of the alarm rules and the n usage categories; and

a storing module, operable to store a corresponding relationship between a target use
category and a target alarm rule whose correlation is higher than a condition;

wherein the configuring module is further operable to: when an IoT device belongs to the
target usage category is newly added, configure an alarm rule of the newly added IoT device

as the target alarm rule.

7. The apparatus according to claim 6, wherein the at least two groups of the alarm rules
comprise m groups of the alarm rules; an i category in the n usage categories comprises Xi
type, m being an integer greater than 1, and 1 and x; being integers greater than 0 respectively;
and the apparatus further comprises a determining module; wherein

the categorizing module is further operable to: for a j' group of alarm rules in the m
groups of the alarm rules, obtaining y category results by categorizing the plurality of IoT
devices according to at least one type under cach of the n usage categories, where
Y=X1X2X3""Xn]

the calculating module is further operable to: for each of the y category results, calculate
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a number of IoT devices configured with the i group of alarm rules among the IoT devices
belonging to a current category result; and

the determining module is further operable to: in the y category results, determine a
category result in which the number of IoT devices configured with the j group of alarm
rules is the largest as a target use category corresponding to the j group of alarm rules;

wherein the j group of alarm rules is any one of the m groups of the alarm rules.

8. The apparatus according to claim 6, wherein the at least two groups of the alarm rules
comprise m groups of the alarm rules; an i™ category in the n usage categories comprises Xi
types, m being an integer greater than 1, and i and x; being integers greater than 0 respectively;
and the apparatus further comprises a determining module; wherein

the calculating module is further operable to calculate a theoretical configuration
proportion of a j™ group of alarm rules in the m groups of the alarm rules, wherein the
theoretical configuration proportion is a ratio of a number of IoT devices among the plurality
of IoT devices configured with the j™ group of alarm rules to a total number of the plurality of
IoT devices;

the calculating module is further operable to calculate an actual configuration proportion
of each of x; category results, wherein the actual configuration proportion is a ratio of the
number of IoT devices among the plurality of IoT devices configured with the j group of
alarm rules to a number of all IoT devices belonging to a current category result; and

the determining module is further operable to determine a category result, in which a
difference between the actual configuration proportion and the theoretical sett configuration
ing proportion is the largest and the difference is greater than a threshold, as a target use
category corresponding to the j" group of alarm rules under the i" category, the threshold
being a decimal greater than 0 and less than 1;

wherein the j™ group of alarm rules is any one of the m groups of the alarm rules, and the

i category is any one of the n usage categories.

9. An IoT device, comprising: a processor, and a memory storing at least one instruction,

at least one program, or a code set or instruction set therein, wherein the at least one
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instruction, the at least one program, or the code set or instruction set, when loaded and
executed by the processor, enables the processor to perform the method for configuring an

alarm rule for an IoT device as defined in any one of claims 1 to 5.

10. A computer-readable storage medium storing at least one instruction, at least one
program, or a code set or instruction set therein, wherein the at least one instruction, the at
least one program, or the code set or instruction set, when loaded and executed by a processor,
enables the processor to perform the method for configuring an alarm rule for an IoT device

as defined in any one of claims 1 to 5.
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