<PC 1-04.0111'W | NFORVATI ON ENCRYPTI NG TRANSM SSI ON AND RECEPTI ON METHOD
TECHNI CAL FI ELD The present invention relates to an information encrypting
transm ssion and reception nmethod which is substantially a perfect nethod
havi ng' no danger that information is decrypted by a persofCEOHO11EWran a
sender and a receiver of the information in transm ssions and receptions of
pl ai ntext information of wvarious contents in use of conputers connected to
a web network. BACKGROUND ART As conventional, an information encrypting
transm ssion and reception nethod is |nplenented by vari ous proposed

crypt osyst eRBFORHRT beNt ENABWAT ENGpT BAYEH EREION BNBS%EﬁEbﬁb@ﬁdME§§§DenE is an
RSA(Rirest -Shamr-Adl eman). In the RSA, sender'’ information is encrypted
in use of receiver' s "public key" before transnitting, and al so, the
sender and the receiver transmt and receive their electronic signatures so
t hat the MECeINEAL ¢EEION i es the identification of the sender and the
validity of the transmtted information. Such double processes are

required in theTRSA dntexAtPheion e 142RANRSEN RAFSRna tappld st ﬁ;éamq
| ai d- open No. H11-353280 and No. 2001-052125). DI SCLOSURE OF THE | NVENTI ON

1 <PCl ~04+QLHWh s RREBIEM 1Q R 30V tBY o i il NVENTISON sHi ATL88N ta

i nvention has an object for providing an
perfect method having no danger that information is decrypted

by a person cther than a sender and a receiver of the information
in transmissions and receptions of plaintext information of

various contents in use of computers connected to a web network.

BACKGROUND ART

As conventional, an information encrypting transmission
and reception method is implemented by various proposed
cryptosystems. The best known cryptosystems of those proposed
systems is an RSA (Rirest-Shamir-Adleman}. IntheRSA, sender’s
information isencryptedinuse of receiver’ s “public key” before
transmitting, and also, the sender and the receiver transmit
and receive their electronic signatures so that the receiver
certifies the identification of the sender and the validity of
the transmitted information. Such double processes are
required in the RSA (for example, see Japanese patent

applications laid-open No. H11-353280 and No. 2001-052125).

DISCLOSURE OF THE INVENTION



information encrypting transm ssion and reception nethod in transm ssions
and receptions for exchangi ng encrypted informati on between a sender and a
receiver. I'n the nmethod of the present invention, it is not necessary to
transnmt and receive electronic signatures separately fren¢tReOLHVT nati on
to be exchanged as the above described conventional cryptosystem
Accordingly, in the nethod of the present invention, the sender and the
receiver are not required to disclose their key information to each other,

and further, it is very difficult or substantially inpossible for a third
person to interpret tHFOBIREY ThEdr i VorP &Y {THE dABENRIEN i nf or mati on whil e
the information is 100% reproduci ble by the receiver. MEANS FOR SOLVI NG
PROBLEM An i nf ofTigt ipoe semdr yiptviend: itomahsis sgi o Jand fege pricon dimst lsod
according to the present invention has the following structure, as a first
char act er iistfiooyma tiirrareriarfygrinetg orr atrrsamissrd is81 @mdanck degdeptri ore trretdvairrk
conposed of a plurality of senders and receivers having conputers being

connect ed tarth seUFERIRireatd ) wasdptaldiery A exdRihgieigwncrytkda data center
havi ng a server conputer for receiving electronic key data of bit data

fornmed by itne rsRRARTS baltcbacsi i Eer ANd REF SO e Hat IrsUBR AStREAIESS
corresponding to each 2 <PUP04-0111W- electronic key data to register the

sg; egng?ngga;egﬁr@g@n@%%ax&eﬁ, itthes geRdRS saRd e FeeshYeLsidvddr Bach
pers ,

electronic signatures separately from the information to be
exchanged as the above described conventional cryptosystem.
Accordingly, in the method of the present invention, the sender
and the receiver are not required to disclose their key

information to each other, and further, it is very difficult
or substantially impossible for a third person to interpret the

key information or the encrypted information while the

information is 100% reproducible by the receiver.

MEANS FOR SOLVING PROBLEM

An information encrypting transmission and reception
method according to the present invention has the following
structure, as a first characteristic,:

in an information transmission and reception network
composed of aplurality of senders and receivers having computers
peing connected and communicating each other via a web network
and a data center having a server computer for receiving
electronic keydataofbitdata formedbythe senders andreceivers

and personal data such as address corresponding to each



conprising: by one of the senders, firstly decrypting bit data of original
i nformati on such as plaintext to be transmtted to one of the receivers by
perform ng an exclusive OR operation in use of the bit data of the

regi stered electronic key of the sender and transmitting<PGEORNIIIWY
encrypted data attached with personal data of the sender and the receiver
to the receiver; by the server conputer of the data center, decrypting the
bit data of the electronic key of the sender by perform ng an exclusive OR
operation on the transmtted firstly encrypted bit data in use of bit data
of the keyldmttarwfia heysetdero cegipfeedhanatey hempersorald cetti Hyinge
sender, secondly encrypting the decrypted data by perform ng an excl usive
OR oper at itdre tdenders used ofhditecateend wieh regitstmressbredlecdatoni ¢ key of the
receiver certified with transmtted personal data of the receiver so as to
form secordinpreincitkpt ed bit data, and transmtting the secondly encrypted
bit data to the receiver; and by the receiver, receiving the secondly

encrypted bit dajy ofd oif the: dadraddcant efirAnd, dRGI R gy thie seeandd
encrypted bit data in to the original information such as plaintext by

per form ng,an; @yl YsirkenGRiepes@th QR bhavs€eRf R bedata ffidhes tel &gdronic
key of the receiver. According to the above encryption transm ssion and 3

<PC D04- Old4 Vo ££CePtEPR TPLBOYoSh: hiS PRIk sHRVER 2SI e gl ige Sender

of the bit data of the registered electronic key of the sender
and transmitting the firstly encrypted data attached with
personal data of the sender and the receiver to the receiver;

by the server computer of the data center, decrypting the
bit data of the electronic key of the sender by performing an
exclusive OR operation on the transmitted firstly encrypted bit
data in use of bit data of the key data of the sender certified
with the personal data of the sender, secondly encrypting the
decrypted data by performing an exclusive OR operation the in
use of bit data of the registered electronic key of the receiver
certified with transmitted personal data of the receiver so as
to form secondly encrypted bit data, and transmitting the
secondly encrypted bit data to the receiver; and

by the receiver, receiving the secondly encryptedbit data
from the data center, and decrypting the secondly encrypted bit
data in to the original information such as plaintext by
performing an exclusive OR operation in use of bit data of the
electronic key of the receiver.

According to the above encryption transmission and



the receiver are directly connected via the server conputer formng a data
center provided on the web network, a congestion of information traffic
maybe caused when encrypted transm ssions from senders are concentrated.
Accordi'ngly, in order to cast aside such concern in advansBCT-O#t9alp¥esent
invention is provided to include the followng structure, as a second
characteristic,: in an information transm ssion and reception network
conposed of a plurality of senders and receivers having conputers being
connected and conmuni cati ng each other via a web network and a data center
havi ng a s@csnticonpetépdior theckivsemnt igvectiom,cs kege ddtcasendpirtantat a
formed by the senders and receivers and personal data such as address

corr espondilng ter-adasir atectimticl keyordaa ¢d vieyitStersdhes s er@npcomput er
and providing the data only to a person who is certified his or her
validity fiormisey afddthe deegiest predidatiaorasheetdd Mictatork) datengeotnisn Si ng
provi ding a sender server conputer for transmtting and receiving data of

the sendersst afth fnd €LEH ¥R fFEEYRIY DOPUE €4 whEAlenordptd i ik I&¢€i Vi ng
data of the receivers that are connected to the web network; firstly

encrypti nrF it dati0f od ddedddardmt i on such as plaintext to be
transmtted fromone of the senders to one of the receivers by performng

an exclusive OR QREAH AN, | Ih WeBerGfo Bhlt datidefu sl £6HEQPH G nkeyvicd he
sender and transmtting 4 <PUF04-0111 Wb

the present invention is provided to include the following
structure, as a second characteristic,:

in an information transmission and reception network
composed of aplurality of senders and receivers having computers
being connected and communicating each other via a web network
and a data center having a server computer for receiving
electronickeydataofbitdata formedbythe sendersandreceivers
and personal data such as address corresponding to each
electronic key data to register the serer computer and providing
the data only to a person who 1s certified his or her validity
inuse of the registered data as certificationdata, comprising:

providing a sender server computer for transmitting and
receiving data of the senders and a receiver server computer
for transmitting and receiving data of the receivers that are
connected to the web network;

firstly encrypting bit data of original information such
as plaintext to be transmitted from one of the senders to one
of the receivers by performing an exclusive OR operation in use

of bit data of electronic key of the sender and transmitting



the firstly encrypted bit data attached wth personal data of the receiver
to the sender server conputer; by the sender server conputer, receiving bit
data of the electronic key of the receiver by submtting personal data of
the receiver to the data center, secondly encrypting the fR¢B04P111&cr ypt ed
bit data by perform ng exclu5|ve OR operation in use of receive bit data of
the electronic key of the receiver, and transmtting the secondly encrypted
bit data attached with personal data of the sender and the receiver to the
recei ver server conputer; by the receiver server conputer, receivi t he
secondl y t@ﬁcfyﬁﬁééYbEPCHﬁPéedr%%@ﬁ#ﬂﬁbaﬁﬁﬁc@éﬁawéthtMQr%®@@ir%#ﬁ@‘k%y of
the sender by submtting personal data of the sender to the data center,
thirdly erdreypeiasg vielre toe ddred |9 nalear ystrerd: thicongatte r ;by per f ornmi ng excl usi ve
OR operation in use of receive bit data of the electronic key of the
sender, and i nf bynthg tdedeeceirwer cabputetrhersceeptinoicf dehe ¢thittdd y
encrypted bit data or transmtting the thirdly encrypted bit data to the
recei ver,; eland doyitth&elyec€i vies ,reafiddiaiay by themettghfabetrndosaediton sfich  as
pl ai ntext fromthe sender by perform ng an exclusive OR operation on the

thirdly erclypiesibit tdatide datuserdfet heebbhdl gatrt Bfpitiiey eheatinanic, key of

the receiver. Mire preferably, in the present Invention, the server

comput er @ RPrdat Bicend€f Hisparebert hgnicokey: dlalok sgbrAYi8aCHN Be
of receive bit data of the electronic key of the receiver, and
transmitting the secondly encrypted bit data attached with
personal data of the sender and the receiver to the receiver
server computer;

by the receiver server computer, receiving the secondly
encrypted bit data, receiving bit data of the electronic key
of the sender by submitting personal data of the sender to the
data center, thirdly encrypting the secondly encrypted bit data
by performing exclusive OR operation in use of receive bit data
of the electronic key of the sender, and informing the receiver
about the reception of the thirdly encrypted bit data or
transmitting the thirdly encrypted bit data to the receiver;
and
by the receiver, obtaining the original information such

as plaintext from the sender by performing an exclusive OR
operation on the thirdly encrypted bit data in use of the bit
data of the electronic key of the receiver.

More preferably, in the present invention, the server

computer of the data center uses electronic key data set by each



<PCT04-A 11 W sender and receiver as el ectronic personal seal data for

aut hentication and as information hiding data for hiding data transmtted
and recei ved between the sender and the receiver. Further, chaos inage data
or fractal inage data is used for the electronic personatp@rad-0tgWE- and/ or
the information hiding data. It is further preferable that the i nage date
is nmoving data. The main reason of enploying such particular kind of inage
data is that the data can be reproducible with 100% accuracy at a practical
| evel of information security when chaos inage data (still inmage or noving
i mage) andehdact and mege idatra a(ssteilldct riomE ge perr someallng dalag)t aarferused si nce
the inventor of the present invention enploys an encode techni que

(i nvi si bl aupheeessiand ort a@alns §uie) £ cdich iegoda dieehakguer ¢+ M &idd elg=pcessi ng
technique) in order to be prepared for a case that a trouble happens and

re-cal cul atr:eRmas tegahd( POEECTEN VeI HLRER k8ndERUMhA ethd rdda ddture. In
t he encode technique and the decode technique, an analysis visible

process'ngu&%%%&‘qeﬁa&é-fﬁﬁéﬂﬂdat@p8£'f¥§dﬂﬁl &ﬁﬁ%&dﬁﬁga tihd %sE@CP@£QHﬁa'S
going to be fil mai ntaining a cal cul ati on accuracy, sinply based on

th t I
mat hemat i ¢aly cttrgm@ B SI%%‘Qafd‘é@5‘5?1’31/%&494%}&‘?%%59?088%#5'93%% %ing f1ow

engi neeri ng e processing tec reversely
of e Br qgesses ol pLhe RLACeSR! 0chEChLOUR L opgos LASH), s | oyed as
a conpl ement ati on syst el “Further, € 'niensi encryptl ‘accuracy

of evidence can_be maxinmally i rove usi.ng_t ove .descri,bed

nonl i near iteraF?@ém%E?éﬁpéépo emp oylnésmnﬂlgarplcuPar%UJmfof1H@ge
data is that the data can be reproducible with 100% accuracy
at a practical level of information security when chaos image
data {still image or moving image) and fractal image data (still
image or moving image) are used since the inventor of the present
invention employs an encode technique (invisible processing
technique) and decode techniqgue (invisible processing
technique) in order to be prepared for a case that a trouble
happens and re-calculation as legal (objective} evidence 1is
required in the future. In the encode technique and the decode
technique, an analysis visible processing technique (a patent
application regarding this technique is going to be filed}
maintainingacalculationaccuracy, simplybasedonmathematical
theories, beyond a common practice in the computing engineering
and an “invisible processing technique” reversely applying flow
of the processes of the processing technique (process task) are
employed as a complementation system. Further, the intensity
of encryption and accuracy of evidence can be maximally improved

by using the above described nonlinear iterative calculation



6 <PCT-04-0111W image data based on a calculation logic (algorithm which
cannot be easily generated by a third person. Further, according to the
present invention, the original information such as plaintext is
prelimnary encrypted by performng an exclusive OR oper 8P¢BR4OALINY> | east
each bite of the original information in use of random nunber bit data in
advance of firstly encrypting of the original data in use of bit data of
the el ectronic key of the sender. After that, data nay be firstly encrypted
in use of the electronic key data of the sender. The bit data of the random
nunber i s Egssdatadpastid anauthbedlehi PR cdaral DI HE ehiBE chameeser ver
conputer of the data center and provided to an authenticated person.

Accor di ng ko aasd I esavrratadedty on, thaiet yystiissm.nay be  preferably perforned
in the sane way as the above described prelimnary encryption in any
encryption w th Feadhhesl, eetcondtng Keythéprekent iieematen ot heher pyistda Ini nary
el ectronic key may be used as data of an el ectronic envel op. EFFECT OF THE
| NVENTI ON iActeomditnigert asudie o esleniintienatenitd qite lelneictagniendweys-aed byeach
sender and receiver are registered in a data center on a web network. In
the data gemf@rmirnprsimektedsdataORNSpypd€bn 3h thelsasdeeatn WSee 3£ own key

is decrypted with the sender's key and then encrypted in use of receiver's
key. Accortien@niginal information in use of random number bit data in
advance of firstly encrypting of the original data in use of
bit data of the electronic key of the sender. After that, data
may be firstly encrypted in use of the electronic key data of
the sender. The bit data of the random number is registered
with authentication data of the sender to the server computer
of the data center and provided to an authenticated person.
According to the present invention, encryption may be
preferably performed in the same way as the above described
preliminary encryption in any encryption with each electronic
key.
Further, the data of the preliminary electronic key may

be used as data of an electronic envelop.

EFFECT OF THE INVENTION
According to the present invention, electronic keys of
each sender and receiver are registered in a data center on a
web network. In the data center, transmitted data encrypted
by the sender in use of own key is decrypted with the sender’s

key and then encrypted in use of receiver’s key. Accordingly,



7 <PCT-04-0111Ws authentication of the sender and the receiver and
encryption of the transmtted data addressed to the receiver are

si mul t aneously perforned. Therefore, as a conventional public Kkey system
the process of separately transmitting the sender's el ecef@hP¢0sl}¥rature to
the receiver in order to authenticate the sender is not required so that

hi gh- speed processing in transm ssions and receptions of encrypted docunent
can be achieved. Further, since transm ssion and reception of key
information are not perfornmed between the sender and the receiver, it is
superi or iaRtdEsdicariom odt Kee fepdsr ardokll Nl tee Pre ST YahAdt i on,
"doubl e processes” of electronic signature validation as shown in the
convent i odl tihef drmsesivgrt teghndatiec atddnessad o 46 dedeiPeis anes because, as

conventi onal docunment exchanges involving "notary office, " an objective
| egal evi demed tadmcssillyi pet fomsed. " dilgintaflorenotaraycohfenelionay msthorie
processing history (CRl --> CR2 --> CR3) of information conmmunication

simlar t&eyheyptespnte pftocthe afesepdrafel gegirsiramad tiergsonalseaeidr’and tally
i npression (obtain as a conmunication record) Further, in the encrypted

i nformati enechaviond d edghadut-Bensdioad imdrdfiurat Lanc{ At afd zattiHaht Mdtde
obj ectivity beyond conventional arts, "disturbance process of infornmation”

l'i ke shuf fdhenG Rl NG A’ AR iirel isD RPRRS 3R s &N RIdNAIn LGS Ypti on
process iIs
transmissions and receptions of encrypted document can be
achieved.

Further, since transmission and reception of key
informationarenot performedbetween the sender and the receiver,
it is superior in security.

Inotherwords, according tothepresent invention, “double
processes” of electronic signature validation as shown in the
conventional information communication can be avoided. This
isbecause, as conventional document exchanges involving “notary
office,” anobjective legal evidence admissibilityasa “digital
notary office” may store processing history (CRl1 --> CR2Z -->
CR3) of information communication similar to the presence of
the record of registered persconal seal and tally impression
(ocbtain as a communication record). Further, in the encrypted
information having legal authentication function
(notarization) with objectivity beyond conventional arts,
“disturbance process of information” like shuffling playing
cards which is necessary in conventional encryption process is

replaced with hiding of information (exclusive OR operation of



replaced with hiding of information (exclusive OR operation of 8
<PCT-04-0111Ws particular inmage data and information data, which has an
el ectroni c personal seal (personal seal or registered personal seal) )by
chaos image (still inmage or noving image) and fractal i nef&r04011IW= nage or
noving i mage) . Therefore, according to the present invention, a
information security network system can be established, that is not
requiring "double process" while 1|egal evidence adm ssibility having an
objectivity beyond that of public key encryption within shorter period of
ti me thanpekéicydavenmagsaldagemand ke ognetypni oataandhdlcso hasawirng an
advant age of steganography encryption. BRI EF DESCRI PTI ON OF THE DRAW NGS
FIG 1 iscadebtookidi pgrarmmahesialg (pefsamelfsambrofeqi st ened messicoraland
reception systemand a manner of transmitting and receiving in a second
struct ur esaeddn thynghtostivagr dsentll imzgatdmomovEnG iRags) amne fplaanatlor y
table showing a relationship between a transm ssion source and a

transm ssieAagdeskthali Diagée rom rovdmgnisagen . anthé eseptd pradmihbih@aeor di ng
to the present invention; and FIG 3 is an explanatory diagram show ng a

frame formae pebsanpaihvehc@sah Biinfadmat NoRrseiutia ex@idtia syaltld onship
anong a plaintext, an electronic key, and an encrypted text in the

transm ssi.gn Kdst8eeRthen, MBidodsatRordingr i By MR uNeSERbcess” while
legal evidence admissibility having an objectivity beyond that
of public key encryption within shorter period of time than the
conventional common keyencryption, andalso, havinganadvantage

of steganography encryption.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing a frame format of a
transmission and reception system and a manner of transmitting
and receiving in a second structure according to the present
invention;

FIG. 2 is an explanatory table showing a relationship
between a transmission source and a transmission destination
in a transmission and reception method according to the present
invention; and

FIG. 3 is an explanatory diagram showing a frame format
cf a part of each bit data in order to explain a relationship
among a plaintext, an electronic key, and an encrypted text in
the transmission and reception method according to the present

invention.



i nvention. 9 <PCT-04-0111W BEST MODE FOR CARRYI NG QUT THE | NVENTI ON There
w Il be detail ed bel ow an enbodi nent of the present invention with
reference to the acconpanying drawings. FIG 1 is a block diagram show ng a
frame format of a transm ssion and reception system and <®(iaiher1Iér
transmtting and receiving in a second structure according to the present
invention; FIG 2 is an explanatory table showing a rel ationship between a
transm ssi on source and a transm ssion destination in a transm ssion and
reception nmethod according to the present invention; and FIG 3 is an

expl anatory di agram showing a frame format of apart of each bit data in
order to explain a relationship anong a plaintext, an electronic key, and
an encrypted text iBEST IMODE afsAn GSHRNT OO UECEHR i INVEREL e according to the
present invention. In FIG 1, "1" represents a web network. To the web

network 1, a dahareeniler b2 détcd Ukd el oifdn cRIoEmGapititHe Pheis®nt
connected. The main server conputer 2A is configured to register electronic

key or thenkikeieh RiSBNHEFePEndel €66 VENacMMEHh Y hd!$8iQlgs 2 Eransm ssion
and reception nmethod of the present invention, or authenticate the sender

or the regejyes pikR-| RE MBRPEHWRIKg &) £RalE Ufc?llrhé'é’lcfﬁ facgqg%ﬁri%sqfonusers as

senders and receivers are also connected. In Fl or the sake of

conveni enggf e b AYALn IS HEhndr WAV EDEnEnE CURHEIn PR A rigeCel ver

in a second structure according to the present invention; FIG.
2 is an explanatory table showing a relationship between a
transmission source and a transmission destination in a
transmission and reception method according to the present
invention; and FIG. 3 is an explanatory diagram showing a frame
format of apartofeachbitdatainorder toexplainarelationship
among a plaintext, an electronic key, and an encrypted text in
the transmission and reception method according to the present
invention.

InFIG. 1, “"1” represents awebnetwork. Tothewebnetwork
1, adatacenter2includingamainserver computer 2Aisconnected.
The main server computer 2A is configured to register electronic
key or the like of a sender or a receiver, which is used for
a transmission and reception method of the present invention,
or authenticate the sender or the receiver. To the web network
1, a plurality of computers of users as senders and receivers
are also connected. In FIG. 1, for the sake of convenience for
explaining, a sender 3 having a computer 3A and a receiver 4

having a computer 4A are shown. To the web network 1, a server

10



havi ng a conputer 4A are shown. To the web network 1, a server 10

<PCT~04- 0111 W+ conputer 5 (hereinafter, also referred to as a sender server
5) for communi cations by the sender and a server conputer 6 her ei nafter,
also referred to as a receiver server 6) for communicatigHsI'"ByOIHE > ecei ver
are connected. The sender 3 and the receiver 4 register electronic key data
used for encrypting and/or decrypting their transmtting or receiving
docunents, personal data such as their residence, and addresses of the
sender server 5 and the receiver server 6 to the server conputer 2A of the
dat a cent éPMPUtREcesshryeinathcrs ptovi Heliepar@dtors & SREARr fSegHeF per son
who is authenticated by checking with each data registered in the server
comput er 2A. IPhecpagiusicationsobyedble dgndetoanieaseevdercoepudier A of the
data center 2 is inplemented with bit data. After registering electronic key
data and rlésirgénedterespdspi velfgrred: he dat a cenedwve2, selwegsemderfod and t he
receiver 4 send and receive information encrypted as described bel ow via

t he senderoseunécabiand blye theceievern veer vee Gonespeetl.vel y. The encryption
wi |l be described below. In the follow ng exanple, for the sake of

conveni ence of trhe sender,3 tdral peleseBakidatas &g Expd AidiesttdonRsikdgnce data
(address) , however, the personal data according to the present invention

is not |igktadubsd f&SIGRNGH A AandNe rSea8eypBihd ald i eRehRlit g
perform ng an excl usive

or receilving documents, personal data such as their residence,
and addresses of the sender server 5 and the receiver server
6 to the server computer 2A of the data center 2. Necessary
data is provided based on a request from a person who is
authenticatedbycheckingwitheachdata registeredinthe server
computer 2A. Theregistrationofeachdatatotheserver computer
2h of the data center 2 is implemented with bit data.

After registering electronic key data and residence
respectively to the data center 2, the sender 3 and the receiver
4 send and receive information encrypted as described below via
the sender server 5 and the receiver server 6 respectively. The
encryption will be described below. In the following example,
for the sake of convenience of the sender, the personal data
is explained as residence data (address}, however, the personal
data according to the present invention is not limited to
residence data.

The sender 3 firstly encrypts by performing an exclusive
OR operation on bit data FD of plaintext to be transmitted in

use of bit data BP of own electronic key. The sender 3 adds

11



OR operation on bit data FD of plaintext to be transmtted in wuse of bit
data BF of own electronic key. The sender 3 adds 11 <PC P04-01l1 W
residence data tag 3ad and receiver's residence data tag 4ad to the firstly
encrypted data CR1 and transmits the firstly encrypted dRE-ERO11TIW>t he
sender server 5. The sender server 5 transmts the tag 3ad of the sender 3
and the tag 4ad of the receiver 4 in the received data to the server
conputer 2A of the data center 2 for an authentication of validity of the
sender 3 and the receiver 4 and obtains electronic key data and address
data of thesideeceedasertvey Badwmahrearel veyistmreididncd iatreedsigvdadd. The
sender server 5 secondly encrypts by perform ng an exclusive OR operation
on the fikpsthy enesypiyedndatyatEBRldaeaercreédahionrthemiendehel fiimstuse of the
bit data CS of the receiver's electronic key obtained fromthe data center

2. The seaderypee@i vatascaddsot hesendaersseresirdence data tag 3ad and the
receiver's residence data tag 4ad to the secondly encrypted bit data CR2

and transmts thge fahdeLRPeifet N tr@GRMMRS SBEVEEGE3adISN HiRCQlYRG t he
secondly encrypted data CR2, the receiver server % transmts the tag 3ad of

the sendeg §n<§m&1€% r11%g E S8 d rteE%;%%?:e t%e P geevaar GQImyier 2A of

the data center aut henti cati on o e va obt al ns

el ect roni g r%rdgsagﬁrer% SgdsLe & tlghser@gg'yeforsearver Rentliag enerypt s

by perform ng an asrve opera i"on-on

of validity of the sender 3 and the receiver 4 and obtains
electronic key data and address data of the receiver server 6
which are registered by the receiver 4. The sender server 5
secondly encrypts by performing an exclusive OR operation on
the firstly encrypted data CR1l received from the sender 3 in
use of the bit data CS of the receiver’s electronic key obtained
from the data center 2. The sender receiver 5 adds the sender’s
residence data tag 3ad and the receiver’s residence data tag
4ad to the secondly encrypted bit data CR2 and transmits the
data CRZ to the receiver server 6.

When receiving the secondly encrypted data CRZ, the
receiver server 6 transmits the tag 3ad of the sender 3 and the
tag 4ad of the receiver 4 to the server computer 2A of the data
center for and authentication of the validity and obtains
electronic key data or the sender 3. The receiver server 6
thirdly encrypts by performing an exclusive OR operation on the
secondly encrypted data CRZ in use of the bit data BP and forms
thirdly encrypted bit data CR3. The receiver server 6 notifies

to the receiver 4 that the thirdly encrypted bit data CR3 is

12



secondly encrypted data CR2 in use of the bit data BP and forns thirdly
encrypted bit data CR3. The receiver server 6 notifies to the receiver 4
that the thirdly encrypted bit data CR3 is 12 <PCT~04-0111Ws received. This
notification may be inplemented by directly transm ttingREE04 AWy
encrypted data CR3 to the receiver 4. Wien the receiver 4 perforns an
exclusive OR operation on the transmtted data of the thirdly encrypted
data CR3 in wuse of bit data CS of own electronic key, the thirdly encrypted
data CR3 becones the original plaintext so that the plaintext information
transm tt 88CBy VEHe sEhtiernNStERRCHelODtARNE TRRlARVEC ALY AbBAChtBcess in
which the plaintext transmtted formthe sender 3 is encrypted by the
server cofRpanemit2Angt hiee Sérideatl wenpavetes, dapal QRve tpetle vigcaioiputier 6,
transmtted to the receiver 4, and changed into the original plaintext by
the receiver 4 Wheh bbeeexptaived 4indr fefer encexalosd v &f ampeshdviong a
frame format of bit data in FIG 3. Each bit data in FIG 3 is shown in
dat a anpbunh shéficapahitoedxphtnnof ertos yWiti ot varchadegriyget idataCRy dinng to
the present invention. In FIG 3, FDis an exanple of a part of plaintext

bit datausknof g thbktdat®.ofabwhnend &f ©sh i kefgpteseMiSrd 0y calg v ted
bl ack-colored bit represents "I." Wen an exclusive OR operation is

per f or nedqaRat BR3 phaddhexte Y brdatidalnpusenebxbi o Wt tBR efi atih@eltectronic
key of the sender 3, a firstly encrypted bit data CRI shown bl ow the data
BP is obt @ P8dmation transmitted by the sender 3 can be obtained.
The above described process in which the plaintext
transmitted formthe sender 3 is encrypted by the server computer
27, the sender computer 5, and the receiver computer 6,
transmitted to the receiver 4, and changed into the original
plaintext by the receiver 4 will be explained with reference
to a diagram showing a frame format of bit data in FIG. 3. Each
bit data in FIG. 3 is shown in data amount sufficient to explain
encryption and decryption according to the present invention.
In FIG. 3, FD is an example of a part of plaintext bit
data. In the bit data, an uncolored bit represents “0” and a
black—-colored bit represents “1.” When an exclusive OR
operation is performed on the plaintext bit data in use of bit
data BP of the electronic key of the sender 3, a firstly encrypted
bit data CR1 shown blow the data BP is obtained.
When a further exclusive OR operation is performed on the
firstly encrypted data CR1 inuse of bit data CS of the electronic

key of the receiver 4, a secondly encrypted bit data CRZ shown

below the data CS is obtained.
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When a further exclusive OR operation is performed on the firstly encrypted
data CR1 in use of bit data CS of the electronic Kkey of the receiver 4, a
secondly encrypted bit data CR2 shown below the data CS is obtained. 13
<PCl ~04- 011TW+ Next, an exclusive OR operation is perforfRMehOtH® >secondl y
encrypted data CR2 in use of bit data BP of the electronic key of the
sender 3, a thirdly encrypted bit data CR3 in which the sender's key data
BP is decrypted is obtained, Here, an exclusive OR operation is perfornmed on
the thirdly encrypted data CR3 in use of bit data CS of the electronic key
of the receiverNgxtyhanr ggeilveivesEReoPrEALECReySdREETCEMEE paNBYED and t he
thirdly encrypted bit data CR3 is decrypted into a plaintext bit data FD.

I n the abeeeocadplyarmntechdaba ¢82 igonpadrbitsdebapbsedthet liekd roaviver
conputer 2A of the data center 2, the sender server conputer 5, and the
recei ver seyvef tonperelers3,aadtleacdly dreryviseshbieddbyat GR3 sier wéyiatonput er
2A of the data center 2 and the server conputers 5 and 6. However, in the

i nformati @he eaadygpt snielyr dasa 8P 8 dedrieecedt ienobebhaddaccording to the
present invention, the roles of the sender server conputer 5 and the

receiver sever gemBYtLlefcMybes PRIJmRd diyis bergertel ot eRRYtar24 of the
data center 2. As described above, according to the information encrypting
transm ssige-3pdcteqasphi @3 Bl hed oF Bhe fI8eSedt or the electronic key
of thereceiver 4, thereceiver’'selectronickeydataCS isremoved
and the thirdly encrypted bit data CR3 is decrypted into a
plaintext bit data FD.
In the above explanation, a server computer is composed
of the server computer 2A cf the data center 2, the sender server
computer 5, and the receiver server computer 6, and each role
is shared by the server computer 2A of the data center 2 and
the server computers 5 and 6. However, in the information
encrypting transmission and reception method according to the
present invention, the roles of the sender server computer 5
and the receiver sever computer 6 may be performed by the server
computer 2A of the data center 2.
As described above, according to the information
encrypting transmission and reception method of the present
invention, encryption of transmitted information and
authentication are performed simultaneously and inseparably by
implementing the following processes serially via the server

computer 2A as an authenticator in the dater center 2. The

processes are:
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i nvention, encryption of transmtted informati on and authentication are
performed simultaneously and inseparably by inplenmenting the follow ng
processes serially via the server conputer 2A as an authenticator in the
dater center 2. The processes are: 14 <PCT-04-0111W t h@Sender v
transmts information which is firstly encrypted with the sender's

el ectronic key data to the sender server conputer 5 via the web network 1
t he sender server conputer 5 is authenticated by the data center 2,
secondly encrypts the firstly encrypted information, and transmts the
secondl y encryptkd sahdemaBi obnatemihe irfermetiosewkich6iwi &itrheélweb net work
1; the receiver server 6 is authenticated by the data center 2, thirdly
encrypts thergpteddiytlendiy pleedidrifsopiatt@bniict ke hdat serwemhe3setidelrect roni ¢
key data, and inforns the receiver 4 about the reception of the thirdly
encrypt edskpfermabinpater brananths wkbBentbibdkyiencrypted information to the
receiver 4; and the receiver 4 receives the thirdly encrypted information

and decrypts thentfidmt 5aRveRt Qombdd ot 6xf s Wilchdrte J8ERI Mot 1e dgl@ct ronic
key. As a result, according to the transm ssion and reception mnethod of the

present ipygption, s%é%aagihéehgcvgg(%é %lhes%?9?&9&%cd1§§5ﬁ’&?@ntfg§m§%ﬁgﬂr, and the

i Ity e sen I's not required as

receiver to authenticate
shown in 598t&%@@ﬂ¥€§%@%sggéndlyencryptedinformationtothereceiver

server 6 via the web network 1;

the receiver server 6 is authenticated by the data center
2, thirdly encrypts the secondly encrypted informaticon with the
sender 3's electronic key data, and informs the receiver 4 about
the reception of the thirdly encrypted information or transmits
the thirdly encrypted information to the receiver 4; and

the receiver 4 receives the thirdly encrypted information
and decrypts the information into plaintext with the receiver’s
electronic key.

As a result, according to the transmission and reception
method of the present invention, exchanging digital signatures
between the sender and the receiver tc authenticate the validity
of the sender is not required as shown in the conventional RSA
system and such trouble can be avoided.

However, in the method of the present invention, when a
chaos image or a fractal image (still image or moving image)
is used as data of electronic key, the receiver cannot determine
whether the received information is correct information,

information with viruses, falsified informaticn, spoofed
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system and such troubl e can be avoi ded. However, in the nethod of the
present invention, when a chaos inage or a fractal imge (still image or
noving image) is used as data of electronic key, the receiver cannot
determ ne whether the received information is correct infPCTagiooHWw:>
information with viruses, falsified information, spoofed 15 <PCrP04- OL1l Wb
information, or just a noise. Accordingly, in the present invention, the
receiver 4 is informed by so called an electronic envelop function fornmed
of a still inmage or noving imge with sound that the receiver server
conput er Gmfegwiatdomuidr fjnorh & heisendeRc8orWheglyheisenter p3eardtt he
receiver 4 register their encryption keys data to the server conputer 2A of
t he data demnesrtic?y, bhe miatea wsed Ffointbemetést Eoriadl levehafl damnedriion i s
regi stered as one of the above descri bed personal data (including address

or the |ikglelotheuhegiisheredmbit cfad adis 1atiackedrt Rodahg Dhag&ammini cation
docunent and transmtted to the receiver server conputer 6. Then the

receiver SRAMRI thaltr anenirbsctie bt rdatacchputbe &ecsiyefed r@e'?lP-rEJ%I@Ct ronic
envel op. The data used for the electronic envelop function nay be

regi stereqp0 dhgdata center 2 as a common key of particular sender 3 and
receiver 4. | NDUSTRI AL APPLI CABI LI TY As descri bed above, according to the

encrypt ed When the sender 3 and the receiver 4 register their

encryption keys data to the sexver computer 2A of the data center
2, bitdatausedfortheelectronicenvelop functionisregistered
as one of the above described personal data {including address
or the like). The registered bit data is attached to data of
communication document and transmitted to the receiver server
computer 6. Then the receiver server 6 transmits the bit data
to the receiver 4 as an electronic envelop. The data used for
the electronic envelop function may be registered to the data
center 2 as a common key of particular sender 3 and receiver

4.

INDUSTRIAL APPLICABILITY
As described above, according to the encrypted
transmission and reception method of the present invention,
processing speed is fast since the number of bits in the original
information such as plaintext and the number of bits in the
encrypted information do not change no matter how many times
the information is encrypted. Further, since the encryption

processes are performed in use of apluralityof electronic keys,
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transm ssion and reception nethod of the present invention, processing
speed is fast since the nunber of bits in the original information such as
pl ai ntext and the nunber of bits in the encrypted information do not change
no matter how many tines the information is encrypted. RpdTie4-p1HWrEE the
encryption processes are perforned in use of a plurality of electronic
keys, 16 <PCT~04-0111W- there is an advantage that security is nore robust
in the present invention. According to the nmethod of the present invention,
when a chaos image data or a fractal inmage data of noving inage is used as
key dat a, thieeckiy adad dvaats de tahangsdhaist yranyndrdaresbuas ineedegmaieravery
comuni cation but every small period of tinme such as 1/100 second. Thus, it
i s virtualinhyentpessi ble for a third person to do something di shonest.
Further, since the receiver is informed in advance, by the electronic

envel op functiofcchbRating ¢onMiuel gakhed decyieNbre8BetYRHeEnitAckse of the
above noving image data as key data is to be transmtted to the receiver,

any probl gmesughphat 5 %ge asesialegf @gﬁéegﬁsirﬁ&fe daka wgtrkb@f ' nfigfed or

does not recognize the reception e comuni cation docunment w |1 not

e Shod, W50 4ES SO CSREOCHOEE o LATSMLEA L0 AR, nagplyer 1
as needed not every communication but every small period of time
such as 1/100 second. Thus, it is virtually impossible for a
third person to do something dishonest.

Further, since the receiver is informed in advance, by
the electronic envelop function, that a communication document
encrypted in use of the above moving image data as key data is
to be transmitted to the receiver, any problem such that the
receiver confuses the data with other data or does not recognize
the reception of the communication document will not occur even
when the communication document transmitted to the receiver is

highly encrypted data by the decryption method of the present

invention.
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<PCT-04-0111W+ CLAIMS 1. An information encrypting transm ssion and
reception nethod in an information transm ssion and reception network
conposed of a plurality of senders and receivers having conputers being
connected and conmuni cati ng each other via a web network <RO@-0d-(datsi>cent er
havi ng a server conputer for receiving electronic key data of bit data
formed by the senders and receivers and personal data such as address
corresponding to each electronic key data to register the serer conputer
and certifying the senders and the receivers with each personal data,
conpri si ngcLAMBHNe of the senders, firstly decrypting bit data of original
i nformati on such as plaintext to be transmtted to one of the receivers by
perform ng an exclusive OR operation in use of the bit data of the

regi stered el ectronic key of the sender and transmitting the firstly

encrypted data at!aghefrwrhBtipersonaypidd® tofarldhia ssangehnandet 8L i66€i Ver
to the receiver; by the server conputer of the data center, decrypting the

bit data gl el £Ci oM £o ke Mn thea sandes; By oI f ALY AN nexebHgi ve OR
operation on the transmtted firstly encrypted bit data in use of bit data

of ne keyosighanal okhe fender. oot Iy betbevastsonalndlatontethe |

sender, sec y encrypting t ecrypted data by performng

rcﬁcgip\ejre?t il:%;iﬁé]%cjn@lec%se% 8£dbé5m91%fc§€ir%é]%arc%ggﬁﬁgftegie?laevcvtekoﬁ'égwl<§§¥ of the

and a data center having a server computer for receiving
electronickeydataofbitdataformedbythe sendersandreceivers
and personal data such as address corresponding to each
electronic keydatatoregister the serer computer andcertifying
the senders and the receivers with each personal data,
comprising:

by one of the senders, firstly decrypting bit data of
original information such as plaintext to be transmitted to one
of the receivers by performing an exclusive OR operation in use
of the bit data of the registered electronic key of the sender
and transmitting the firstly encrypted data attached with
personal data of the sender and the receiver to the receiver;

by the server computer of the data center, decrypting the
bit data of the electronic key of the sender by performing an
exclusive OR operation on the transmitted firstly encrypted bit
data in use of bit data of the key data of the sender certified
with the personal data of the sender, secondly encrypting the

decrypted data by performing an exclusive OR operation the in

use of bit data of the registered electronic key of the receiver
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<PCl ~04-0111W certified with transmtted personal data of the receiver so
as to formsecondly encrypted bit data, and transmtting the secondly
encrypted 'bit data to the receiver; and by the receiver, receiving the
secondly encrypted bit data fromthe data center, and de®Ci4-0ditvhe
secondly encrypted bit data in to the original information such as

pl ai ntext by perform ng an exclusive OR operation in use of bit data of the
el ectronic key of the receiver. 2. An information encrypting transm ssion
and reception systemin an information transm ssion and reception network
conposed oértipleadatitly tafarsenddresl padspeetiders dfathagreonput erso alsei ng
connected and communi cati ng each other via a web network and a data center
havi ng a serYermceapuhdlyf encrgpeedi hit dkee}randctkeysdataioty bht data f
ormed by the senders and receivers and personal data such as address

correspongdengniidyeanbrypteat booi aakeytdatnet ectegireterahfie server conputer
and providing the data only to a person who is certified his or her

validity in usgyehethecspgs ecedidahs @ §85bhd1 ¢ahiceypialiayi€aaREl Si ng:
provi ding a sender server conmputer for transmtting and receiving data of

the sendeesofnchdneseluitie SCLYR dEOMPYE Bhg ch sLEBRARY A0, A begel Ving

data of the receivers that are connec the web networKk; firstly

encr ypt | “S%E’%tlga% QB O%%EHL 'EB?{;?RE’c%n gﬁéh a3 B!LQ&HE@%EE b9 be

transmtte romone o e sen ers

performing an exclusive OR operation in use of bit data of the

electronic key of the receiver.

2. An information encrypting transmission and reception
system in an information transmission and reception network
composedofapluralityof senders and receivers having computers
being connected and communicating each other via a web network
and a data center having a server computer for receiving
electronickeydataofbitdata formedbythe sendersand receivers
and perscnal data such as address corresponding toe each
electronic keydata toregister the server computer and providing
the data only to a person who is certified his or her validity
inuse of the registered data as certificationdata, comprising:

providing a sender server computer for transmitting and
receiving data of the senders and a receiver server computer
for transmitting and receiving data of the receivers that are
connected to the web network;

firstly encrypting bit data of original information such

as plaintext to be transmitted from one of the senders to one

19



<PCWMI- 0111W+ of the receivers by perform ng an exclusive OR operation in
use of bit data of electronic key of the sender and transmtting the
firstly encrypted bit data attached with personal data of the receiver to
t he sender server conputer; by the sender server conput er<POTe@edMIWG bit
data of the electronic key of the receiver by submtting personal data of
the receiver to the data center, secondly encrypting the firstly encrypted
bit data by perform ng exclusive OR operation in use of received bit data
of the electronic key of the receiver, and transmtting the secondly

encr ypt edobitthalataecatveashed pairtflornpergsenad xdatsi v ORhepseamdeon anmdutke
receiver to the receiver server conputer; by the receiver server conputer
recei vi ngof hiei s edotrall yf elnertypirect bidy dat aher eeaideirngnhbi trdataietinhe

el ectronic key of the sender by submitting personal data of the sender to

the datatkenterstlfigriyyeied YAt agthher secnadlwithgaiathbidatdabd by
perform ng exclusive OR operation in use of received bit data of the

el ectroni gnkeyeobithe senegre, sandeknEerybpgcbhgut&eei ver about the
reception of the thirdly encrypted bit data or transmtting the thirdly

encrypted bit d@%%ﬁ& steta@e&eg@w@kcom&y tREHGGRIVEL ¢ @ﬂé"cﬁ' Rget he

original information such as plaintext fromthe sender by perform ng an

excl ust ve. OR. 0BRLALLOD 6 ibhe LALIILY. DCryRlad Al AR kot he DI

dat a of t%e € € receiv

the receiver to the data center, secondly encrypting the firstly
encrypted bit data by performing exclusive CR operation in use
of received bit data of the electronic key of the receiver, and
transmitting the secondly encrypted bit data attached with
personal data of the sender and the receiver to the receiver
server computer;

by the receiver server computer, receiving the secondly
encrypted bit data, receiving bit data of the electronic key
of the sender by submitting personal data of the sender to the
data center, thirdly encrypting the secondly encrypted bit data
by performing exclusive OR operation in use of received bit data
of the electronic key of the sender, and informing the receiver
about the reception of the thirdly encrypted bit data or
transmitting the thirdly encrypted bit data to the receiver;
and

by the receiver, obtaining the criginal information such
as plaintext from the sender by performing an exclusive OR
operation on the thirdly encrypted bit data in use of the bit

data of the electronic key of the receiver.
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20 <PCl ~04- 0111w+ 3. The information encrypting transm ssion and reception
nmet hod according to one of Clains 1 and 2, wherein the original information
such as plaintext is prelimnary encrypted by perform ng an exclusive OR
operation on at |east each bite of the original informat®&T40UEW>of
random nunber bit data in advance of firstly encrypting of the original
data in use of bit data of the electronic key of the sender. 4. The

i nformation encrypting transm ssion and reception nethod according to Caim
3, wherein bit data of the random nunber and/or electronic key is a password
random nunber of the n bit including 6 to 10 digits of 64 bits, a pseudo
random nunber based on the random nunber, a chaos random nunber, or a
fractal random Burfber inBorhblonfaorgmtitomehcayphni agidonarshirsseot iand
reception systemaccording to one of Clains 1 to 4, wherein the server
conput er oéthbe datardéngetouses efeCiadtmsclkeyddat awhseéihy each sender and
receiver as electronic personal seal data for authentication and as

i nfor mat i eRe hbdi ggndat anformht dbAgsudnt ast passntékedi angregcivedybet ween

the sender and the receiver. 6. The information encryption transm ssion and
recepti onengiysPdl My PeldA¥rnisyplemeaetakdiyBdok Ld @th én oMharelBast
each bite of the original information in use of random number

bit data in advance of firstly encrypting of the original data

in use of bit data of the electronic key of the sender.

4. The information encrypting transmission and reception
method according to Claim 3, wherein
bit data of the random number and/or electronic key is a password
random number of the n bit including 6 to 10 digits of 64 bits,
a pseudo random number based on the random number, a chaos random

number, or a fractal random number.

5. The information encrypting transmission and reception
system according to one of Claims 1 to 4, wherein
the server computer of the data center uses electronic key data
set by each sender and receiver as electronic personal seal data
for authentication and as information hiding data for hiding
data transmitted and received between the sender and the

receiver,

6. The information encryption transmission and reception
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chaos image data or fractal image data is used for the electronic personal
seal data and/or the information hiding data. 7. The information encrypting
transm ssi'on and reception systemaccording to Caim6, wherein the inmge
data in aim6 is noving i mage data. 8. The infornmati on <®AdrOARI1RY>
transm ssion and reception system according to one of Clains 2 to 7,
wherein the receiver server conputer inforns the receiver with an

el ectroni c envel op data that encrypted conmmrunication docunment s received.
9. An information encrypting transm ssion and reception nethod, conprising:
form ng fFYSERY enepypled HataleOr by Peef®iming an excl usive OR operation
on bit data (A) of original information such as plaintext to be transmtted
in use ofchapgdmagict daba #r {B)ckabimage daseadersahdoa texeleekrohideni ng
secondly encrypted data (E) by performng an exclusive OR operation on the
data (O parsseadfsbat data é¢bDi/ooftha ehéctmanicnkeydbhyadaed.only by the
sender and receiver; formng thirdly encrypted data (G by perform ng an
exclusive OR operation on the data (E) in use of bit data (F) 22

<PCl ~04-0111W of an electronic envel op registered by the sender or the
receiver; and 1| gmenthtbhRgat hentdhddipe ienRct yph edi 83t an (@d aBdepbecdat a

system according to Claim 6, wherein

the image data in Claim 6 is moving image data.

8. The information encrypting transmission and reception
system according to one of Claims 2 to 7, wherein
the receiver server computer informs the receiver with an
electronic envelop data that encrypted communication document

is received.

9. An information encrypting transmission and reception
method, comprising:

forming firstly encrypted data (C) by performing an
exclusive OR operation on bit data (A) of original information
such as plaintext to be transmitted in use of random bit data
(B) known tc a sender and a receiver;

forming secondly encrypted data (E) by performing an
exclusive OR operation on the data (C) in use of bit data (D)
of an electronic key obtained only by the sender and receiver;

forming thirdly encrypted data (G) by performing an

exclusive OR operation on the data (E) in use of bit data (F)
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(F) of the electronic envelop to the receiver. 10. The information
encrypting transm ssion and reception nethod according to Claim8, wherein
bit data of the random nunber, bit data of the electronic key, and bit data
of the electronic envelop are registered to the data cerPEIT@ro1iw>ser ver
conputer set as an authenticator so as to be readable only by an valid
person. 11. The information encrypting transm ssion and reception nethod
according to one of Clainms 9 and 10, wherein bit data of the random nunber
and/or electronic key is a password random nunber of the n bit including 6
to 10 di gofancfl ek hirtis; enae pspueo isardemmuniesehdsed roth4 heceandam nunber,
a chaos random nunber, or a fractal random nunber. 23

and

transmitting the thirdly encrypted data (G) and the data

{F) of the electroenic envelop to the receiver.

10. The informationencrypting transmission and reception
method according to Claim 8, wherein
bit data of the random number, bit data of the electronic key,
and bit data of the electronic envelop are registered to the
data center or the server computer set as an authenticator so

as to be readable only by an valid person.

11. The information encrypting transmission and reception
method according to one of Claims 9 and 10, wherein
bit data of the random number and/or electronic key is a password
random number of the n bit including 6 to 10 digits of 64 bits,
a pseudo random number based on the random number, a chaos random

number, or a fractal random number.
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