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TRANSCODI NG DATA TRANSM TTED BETWEEN COMPUTERS
Background of the Invention 5 ' This application clains the
benefit of U S. Provisional Application No. 60/041,366, filed March
25, 1997. Field of the Invention The

present invention relates generally to the field of data 10 conmuni cati ons
for personal conputers (PCs), and in particular to a systemfor
dynami cally transcoding data transmtted between two conputers over a

comuni cations |ink. Rel ated Art 15 . The
Internet is quickly becom ng the preferred data conmuni cati ons medi um
for a broad class of conputer users ranging fromprivate individuals to

| ar ge mul ti-national corporations. Such users now routinely enploy the
Internet to access I nformation, distribute information, correspond

el ectronically, and even conduct personal conferencing. An

ever-grow ng nunber of individuals, organizations and 20 busi nesses have
establ i shed a pr esenS¥STEM FOR MYNAMIGALDY(ERANSCODING DATA he
Worl d- Wde Wb (VWW . TRANSMITTED BETWEEN COMPUTERS | ety of reasons,
it may be desirable to mani pul ate data transmtted between a | ocal
client computer and a network server conputer. For

Background of the Invention

5 This application claims the benefit of U.S. Provisional Application
No. 60/041,366, filed March 25, 1997.

Field of the Invention _
The presént invention relates generally to the field of data
10 communications for personal computers (PCs), and in particular to a system for
dynamically transcoding data transmitted between two computers over a

communications link.

Related Art _

15 - The Internet is quickly becoming the preferred data communications
medium for a broad class of computer users ranging from private individuals to large
multi-national corporations. Such users now-routinely employ' the Internet to access
information, distriﬁute information, correspond electronically, and even conduct
personal conferencing. An ever-growing number of individuals, organizations and

20 businesses have established a presence on the Internet through “web pages” on the
World-Wide Web (WWW).

For a wide variety of reasons, it may be desirable to manipulate data

transmitted between a local client computer and a network server computer. For
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PCT/ U898/‘193?99é 177 exanple, in certain instances it my bg&Q0y@Rhaegous to
dynam cal I'y "add, nodify or del ete content retrieved froman Internet
server conputer before that content is provided to a client conputer.
Conversely, étaniphe) ibCerfifity MsfaBSRGt fhay be Sddhiagesus to dynamically add; suoaiifly orr om a

client conputer prior to transmtting the request to an Internet 5 server

conput er. \Whi¢lete sontentietrigved fipmmanpinternetserver computes beforsifat canfentdes i s

desirable, 1§ I8 l0pr |,C e ' :

I nfrastruct uﬁrgvfdgd %P?ﬁ%‘@t C%h‘phpeéh)aé%gg&f %}igg@éggggg@dgéﬁ{ %q?\‘%%ﬁcaapabi lity.
For this reagsitentirbqiest f#6mia cehiccdnsputer prior 6o transmiittirng the reywesttopalinteiriet es i n
a way that does not require changes t.o either, exi Stié‘lgj client

conput er sSor sarvercomputere While sughgymamig mapipulation of requests and fesponseg 15; 5 known

to depl A t . ST P ' bet

e or oY o Bhetbe i lpractballR I RBLCH o8 Gblngi P Tolinet infraskilo A T bty Dot e

| nt ernet. Nei:m%k t& hevongRodAtEsuth Aqtembeapabilitye 'R lthis réasomy it iS desirablestsy  HTML
nmp

Source Book: A lete Guide to HTM. 3.0 403 (2d ed. 1996). One, conmon 15
appl i cati on implemens;sygly new copabilities ina way thag dpesrpt requirs,gianges tagher n t he

proxy server _i.s,. . bl e f l.cations with the outside
world. In ot ﬁ)g?u%?l{?gf:8%&?&%%&@1;%%{%%&%g ot permtted to communi cate
directly p¢ith external network conputers, such as Internet servers.

| nstead, each |ocal device directs requests for network- resident data
to the proxy server. Witis knowngp@gploy @prexy sesves; Qruetwokpraxy.a§@8st, it 20

f ds the. t t he | | ' h
response  inteigiary ittt ofRBF ARk Biche FOhItAA anf A RMIeFIn nbieRk Yt &S0
to the |ocal thigHitéfet. M&twork proxivsiafy deabriedgedemlly idlad S)@ralm, AiDMiedge of

.the local devices. In this way, the |ocal devices are protected from
potenti al darhpuree Books AxCompiete Grde to 630,403 (2ded. 1996). One common

Exi sting Jyoxy _servers do not rrai ula € PSS .

them In s@ﬁeé‘fanﬁflg%f grgﬂé?xgeralpgs ﬁﬁﬁ_s'gfﬂg/e Iﬂ?‘%ﬁk Oﬁ@g;}epgt h%%? equwég % and
responses.  respondibleYot Alltdrmbifibatitns Withsthe Batsideavdrld: Envither werds, loedls t hese
devi ces from being used to full .advant age when facilitating

comuni cat i ordevises sfeawt permittedito,conamunieate diseqtly with externaljusjwodsCompuiess, s
therefore a need fpr_a so- I . B Tyl 30 the
dat a passi ng ?ﬁll"d%‘ﬁf m'f‘?t,s%eg%' h@g‘e?@r%éﬁ %’cfae%éése?%igﬁt?léﬁwgg s?or anblg{gt er nal

net wor k residatit @atado the pruxy Iserven t When i proxy sdruerreckives sach o cegjuesteiti ce,
and dynam cal ly acting ; . - 2-
20 forwards the equest to the appropriate external computer, receives the response

from the external computer, and then forwards the response to the local device. The
external computer thus has no knowledge of the local devices. In this way, the local

devices are protected from potential dangers such as unauthorized access.

25 Existing proxy servers do not manipulate the data passing through’
them. In essence, proxy servers are merely blind conduits for requests and responses.
This limitation of existing proxy servers restricts these devices from being used to full
advantage when facilitating communications between local devices and network
devices. There is therefore a need for a so-called “smart” proxy capable of examining

30 the data passing through it, whether it be a request intended for an external network

device or network content being returned to a local device, and dynamically acting
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PCT/ US98/ (wB™8/43177 upon that data. Such a device can be useRCI/US98/05304
transparently provide a w de range of services that were heretofore

'Sgpng;f'yb'ofe Y“h@‘qn ;j,@% f§ 8% §Xic danBe thdem'lngWﬂ@,ﬂ{@a rafC‘ .m%%?r’f
i nvention rel é&ﬁcés%wére HeretSEbre ifiFossWIE without ﬁsatmg ekivfing Iémeodi ng

information transmtted between comnputers, such as” a het wor k server
conput er and infrasttucture. cl i ent conput.er. 10 According to
one enbodi nent, an apparatus for use in transmtting data between a '

network server and a network client over a conmunications |ink

i ncl udes a5pag§ﬁgn;ﬁlmltﬁglm@ngoﬁranscode service provider. The parser is
configured Selfectively nvoke the transcode service provider in
response to a predet er rfEmbgdiments cfthepresent invention relate to Hevices, sﬁtcms and
Description o emati c

f
di agr am | |1 usTieEhoRR B pascAsinenfnomation, rapmitied betwel compHIsRy S5 S e

present i nvenphisars Q“%oﬁ'ﬁﬂiér dan rkchentco uterr H 0. 2 is a schematic
diagramil | ustratl ng a trariscoder e 20 accc?rdl ng to an enbodi nent of

the present invention. Fig. 3 is a schematic diagram

illustrati Irdg an enbodi mznt r% ngttrcl) oneembggmzep%ﬁgnépﬁvem @Pegﬁfmggqngom enabl ed

network cl¥ent.

11ustrating asa®eArh RiwdditAler and a nktWotk AGR over a BomMiuflicRord link

non- enabl ed net l'ient wth control over transcoding 25 functionality.
Fig. 5 is a siichues a pasteagpupleditblatsnseidersgrvice probides. "l par‘sertlheonﬁgured
present |nvent|o for. an bl ed nefwork cli Fig. 6
R achermt | E0 SReRVeh SRYOKA Lhe GRTAGIeSPRa RIRIET IneieePanse o 2 bredeterminedogt ng
functional i tysél@étﬁ)ﬂrcﬁiéﬁn' n a browser according to an enbodi nent of the 30
present invention. -3 -

WO 98/ 43178
PCT/ US98/ 0530

%rief Desecription of the Drawin

Fig. 1 is a schematic diagram illustrating an environment in which
embodiments of the present invention may be applied.
Fig. 2 is a schematic diagram illustrating a transcoder module
20 according to an embodiment of the present invention. |
Fig. 3 is a schematic diagram illustrating an embodiment of the
present invention for a non-enabled network client..
Fig. 4 is a schematic diagram illustrating an example of a user
interface for providing a non-enabled network client with control over transcoding
25 functionality. |
Fig. 5§ is a schematic diagram illustrating an embodiment of the
present invention for an enabled network client.
Fig. 6 is a schematic diagram illustrating a network client with
transcoding functionality integrated in a browser according to an embodiment of the

30 present invention.



Figs. 7-9 are flow charts illustrating logic for presenting a requested
URL obj ec twork client according to an enbodi nent o nt .
i nventi on%égm%lgﬁet ail ed Description 5 Errbfg&ltlﬂefs% s of the
present invention provide the ability to dynam cal |y transcode '

information transmttedgj ;ﬁtm%éﬂcf\ﬁbhﬁmmming I6EE €61 presenting & PéqiREted
conputer and a network client conputer. As used herein, the term

"transcode" ARl iobjsctto amatwatk ¢lienhagcording puamembedinrentiof the praseatdnysgtionut

not limted to, addi ng, nodifying or deleting data. 10

Referring nowto Fig. 1, which illustrates an environnent in which

enbodi ment s qhethiléd DesRition nventi on may be advantageously applied, a

net wor k server manages the transfer of data fromthe Internet 18 to
a network &lient 12. Embpdimgatsiof the prasent invepsjomproxide the abilityde havi ng

21 ent. 12 conRARLEa:RASinhamalBR Bk betyees, forgrampl, a pewer o "

i nformation fsepfr compier Kt\dsﬁﬁbtﬁ\forl&@li@ﬂ%mgutf&i AR usehefein, ﬁiéft?mili cati olns
rraX conpri se or exanmple, a

link 14. dient/server comunications |ink 1 C . ¢
so-cal | ed 20 “trasseosiehapnliss ko vidaaliyany manipylatien ef davomsiyding, but mytdimitaddenone

System dial - |!@. li@ﬁ I 0 i rel ess connections. Alternatively,
client/server® | E@ﬁg&?ﬁ;ﬁ(&atw 14 may conprise a so-called "fast
net wor k, "gguch as a LAN or WAN (W de Area Net wor k), which is capable

of operating at nuch higher'speeds than are possible with sl ow

net wor ks. Conbi nati ons BeferringsnovataFigs 1nwhichdilustnatesainsovisonmaens imwhichr 25
exanple, network glient 12 may use a. POTS .or wirel ess,dial.-up connection to
a  nodem ed’é‘?ﬂﬁ'ﬁﬁ'ﬁﬁ?ﬁ&ﬁé’&e%w ‘&H‘*’}%‘gﬁ ey, Readyaptageously.ap F‘?f\ﬂ'&g?'?& whi ch
s inturn  servérQ0MMRAaBEs the tRARMOSKIaSLIrsAY the BnteMRE 18 td Aetvhditk \MREdt 1261 Ver
10 communi cates with conputers resident on Internet 18 through

ser ver / net wor Netvaoarkghiént 42imaysbe anyicotrputer havingisuitdblerdsta compnininatiansy sui t abl e
conmuni cat Lons rr@f%m known in the art. 30

- 4- oBPAY | |

PCT/ US98/ 05304 " According to a first general enbodi nent

of the present invention, . o . .
B Network client 12 communicates requests for information to, and

receives information from, network server 10 over a client/server communications
link 14. Client/server communications link 14 may comprise, for example, a so-called

20 “slow network” using, for example, POTS (Plain Old Telephone System) dial-up
technology or wireless connections. Alternatively, client/server communications link
14 may comprise a so-called “fast network,” such as a LAN or WAN (Wide Area
Network), which is capable of operating at much higher speeds than are possible with
slow networks. Combinations of these access methods are also possible. For

25 example, network client 12 may use a POTS or wireless dial-up connectionto a
modem bank maintained by an ISP (Internet Service Provider), which is in turn
connected to network server 10 over a LAN. Network server 10 communicates with
computers resident on Internet 18 through server/network communications link 16,
which may comprise any suitable communications medium known in the art.

30 R



Il lustrated schematically in Fig. 2, a transcoder 20 includes a parser 22
and a pl uabiosm3r77 of transcode service providers 24.  Par sper/2898/05304
configured to act upon data received by transcoder 20, such as a
request for a network oRj ect, generated by a client device 5 or areply to
such a request provi dedAgserdingdoadirst geapiabembadiment of the pressntiavention ar

o | i . ! . .
of 0 o A Btet hbmaf GHT R e 27 et B E Inkficks b BYBE BERRIEPRINEY, 7,
criterion.  oftranscode service providers D42 P st @2 ig Comfidur&ito 4t LpoE dataFecdivid

exanple, as a software 10 nodule installed in a network proxy, in a client
device, in a bydranseades@Pysuchasairequestfor a netwprk objedsigenerateddy\actliedtdevice | n

one parti cul i e} illusteated i g, 3, . rranscoder 20 is
i nstal | edcﬁjnaéf q%ﬁ@%ﬁ%@%&c@n&ﬁé&?@;@@y a?&"&?kzﬁ%ﬁ?od%?mé%#’s partic t wor k
client 12 ancephtditht] parSer 2 is AespOALible foredeletivaly ilkinpWHe driflore®f be a part
of, a network server, a stand-al one conputer in comunication with a
network 15 seranseodexerviceiproviderad4cbased ypomn predeterminedrselectiemotiterionanscodi ng
server 34 may be coupl ed, for exanple, to an I SP's network, a
corporate network, or anywhere on I nternet 18, and may provide

mul tiple users (i.e., ciridsésder 20 TR | on

| nt ernet 18. 20 rte mmﬁ?the%ﬁ?@?ﬁéﬁgx&%gfﬁgm I'l'lustrated
in Fig. 310t rmoddednstedled én 3 setwork proey, ina tlient device, iff I Retwirkseivex devicgosf er
Protocol ) renpte pr capahl e of . accessi n% Infernet 18 over

36
server/ net wor'R 'ﬁ%%ﬁrﬁ?‘f % i HPHEG?“H?‘PP“FWEta on, illustrased indFig; 3.t or s
from known neiyiREEdd 201t Btalldli d rARE Hahdcb e ellel S GriRES bR |
I'nternet resources, in

conduit for requests to, and replies trom externa

that it is 25netwapatlient b2 andhitgrnef 18 xTranscoding steVer3Amstomprist, 6ebe¢ 4 part but
al so of acti\rll\ﬂg%upon commands .in the requests by, for exanple,

det er mi ni ng pmetwork seryer, astandaleng epmputer incomrawnication,vith a netwesk ng

transcodegg 20 TR I 36 | b LN nt ent
ComeCOs bkl 15 £ SRR S LpRaC er oo RO B0
network cli end:t}ubl’ed, for exampleptamISP’s vetwirk, HDedrpvratsSfetwork, or anywhere on

- 5- WO 98/ 43177 ) . . . .

PCT/ US98/ 05304iternet 18, and may provide multiplgpsess Grsr.cclientsk with agneans éo ebtaindi ment
in Fig. 3, tr r | coupled to HTTP renote proxy 36. Parser 22
manages t he t%ﬁ%@%&lﬁﬁ#ﬁgata to be transmtted fromtranscodi ng
server 34 to network client 12. To this end, parser 22

20 In the particular embodiment illustrated in Fig. 3, transcoding server
34 includes an HTTP (HyperText Transfer Protocol) remote proxy 36, capable of
accessing Internet 18 over server/network communications link 16. HTTP remote
proxy 36 differs from known network proxies, which generally are little more than a
conduit for requests to, and replies from, external Internet resources, in that it is

25 capable not only of examining such requests and replies, but also of acting upon
commands in the requests by, for example, determining whether or not to transcode
content. Moreover, uéing transcoder 20, HTTP remote proxy 36 is capable of
changing content received from Internet 18 prior to returning it to a requesting

network client 12, as is explained further below.
30



controls transcode service providers 24 to selectively transcode content
based- on g egpiiffiet ernmined selection criterion. For exanpl ger/@Ressed™r €
transcode service providers 24 may provide the capability to conpress
and/ or scale different types of data content, such as inage, video, or
HTM. (Hyper Text Mar kup Leokingoe cléselytat the emhm&mmtnnl*ﬁbﬁctﬁahmbdéum Iser in
co- pendi ng U. S. ‘L;atent applications Serial . 08/ 772,164 Egtlt
"System f or dito Qe ROy 3fc P a§¢%ﬂ?&%ﬂh%ﬁ@s§@d‘“ﬁpﬁ 13190y on

Decenber 20, 19

Appar at s fortre ?@ftf%&%ﬂi&‘ah&ssﬁ% sefUft $25p SeaspBEbicht 75, T30 oo 2,

which are  confioRs tBiiScbdeGetviteroviden 2 ad s&lécthI;'rtrmcmmwni badeldumtzr at| ng
certain features of the present _invention, a nunber of enbodinents are

descri bed 5)elmdetmmm1°&tl0%9m%m For examplg, PﬁgPEM%WB# se¥iRBver, as
o explal e, PRI LRI S oY oy B il Wil o 2 1 Y

of transcodi

transcodiNg S@sty 8éntddt, STY a8lihisRe, Oﬁbb'dﬁ'mwa-%r perText Mams{emmhgemmhy 30
managed by a server-side cache i nterface 28 erver -si d cache nenory

30 may be useuases aresteseribet dutthesiin go-pendiag .S patent emétfams‘i%Nef 20

Corretrieve 1072 P CHEASSPlphd EiER e Pl Abeelf OV S PhimhiifcalERY 1 ©

content. 10 Link,” filed on December 20! PooR; afkd Serial Do/ ©8/789,654 eafitiéd ‘dethodad wor k
client 12 by client/server comuni cations |ink 14. Network client 12

i ncl udes a br Appamatug for Scaling Imagedata’ ﬁlmlsE%hmaTMd\h 47 both of whigh ateser

(al though the inve n.sn ted in t

manages t he p?’@@ﬁ&iﬂ f‘ﬁﬂ (iﬂ"p?fé{‘%’t“ r% TPYIRRSES otﬁluftﬁ?tg'ge‘ﬁ SﬁﬁﬁékaSWtﬁy
network cli enprelent ifvenfio] aGimite o embRIARERS afeOde%&qs‘ddaJelowﬁ\ fefra§ 6E eotiteid
software is prel oaded on network client 12.

Parser 22 nmy sealing/compression;|hewiever, gs isienplaiped,transende ﬁenﬂ@mrawets@“ may

-6-

PCT/ US98/ 3021'0“&"aWF‘PﬂaPsﬁéfcﬂfémB?ﬁ?Qg"gsz““‘é’ﬁa may provide an API

(Appl i cation Progranm ng Interface) for transcoding data received by
HTTP renote proxy 36. Parser 22 manages one or nore transcode service
providers 24 that are adtwehewd in Fig3gtranscoding senvendd By alssincludea sresrt der

| nter face). | rslidterrlzlac epr%éntulargrtéoantlanage gl gggr&/ér- e caclixe m%erface 28. Server-side

cache memory 30 may be used to store both original and transcoded versions of
20 content for later transmission to network client 12 without the need to re-retrieve the

content from Internet 18 or to re-transcode the content.

Transcoding server 34 is coupled to network client 12 by client/server
communications link 14. Network client 12 includes a browser 32, such as the
25 Netscape Navigator v.3.0 browser (although the invention is not limited in this
respect), which manages the presentation of data to a user. In this embodiment,
network client 12 is “non-enabled,” meaning no specialized transcoding software is

preloaded on network client 12.
30 Parser 22 may comprise a relatively simple, uniform interface to
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5 1is designed in conpliance with the Wndows Open Systens Architecture’
(WOSpA), .wosmat7ray be inplenented as a Wn32 DLL (Dynam c piomvisosossoary) .
The WOSA architecture, described in Readi ngs on M crosoft W ndows and
WOSA (M crosof t Corp. 1995), enables additional transcode_ service
proovi ders 24mwﬁm’@a§ﬁ gnd may P&Q}G@QMOPI fApplicatienProgrammingde new

ot e e B chfiRBSER Syt A SERTP rdflorebdPad! ke 277 U1 e

not requiring i'ng or I ng ot software in the
system Thi s rifapes éhel ¢r moreeinsddde sb@itﬁfprswdérs\ﬂﬂﬁhﬁ dré accessedith@ughaver 34
al so |nteracts with "enabl ed" network clients equi pped with

speci al i zed toomnSi?Ir@emcePrmmgpr) Inbisi partiqulas embodiment, passes 28f t he

f d b d.
non- enabl i 0 Pesmed o SRPRIATEE tﬁh@%ﬂ%&ﬁ%?ystargé”‘@?%tg%am WA, 34
nmay advant ag%usﬁay&%imi WM'IDLE(D? Fgacmbmﬁ)ssrhewos&quests

from bot h non-enabl ed and enabl ed net wor k
Li ke parser mchlmrdesttlﬂndma gst on Vi

dard Get/ f si de .cache mem Ly "owns"
o e e iy s e AR “ﬁhﬁﬁagggwﬁs gﬁ%ﬁ%ﬁ ?9 é§ gsﬁﬁ't‘%'?'sﬁ ge of
the objects amemme systeint6 Provlaé fevi RaniedadddoritteP Baftodig alfbiithd®:

however, the actual fofmat of any given cached object I's known only by
par ser 221@in dwhilesat 4be sametingel not requiriog changing oreretesting pﬂ)@vswm znmpmnts for

Server - si de AL, Jstratest soscbHrmRUA i antopfpESpaer 34 950 25

Server-si de Gg e 2 S efBotki
Creat eEntry( URﬁ?&éEﬂ%tﬁyE%&d A kcﬂEAtk'@ﬁnﬁﬁEﬂ it E%gitag%%&é%&lﬁ%ﬁd‘ §4Ent ry);

Cr eat eSt r ean(sofitwaye. RShowld mEmbtqd that sojnie of the features of parser 22 described below
Cet St Ent t d Ent Ent ;
d os erS;a ?gg n‘nEn‘%‘%/X/Pé’f?\aé&afﬂE 9 %he non-enabl?éd client embodiment of Fig. 3; gv%eyerr y(Entry)

-7-

PCT/ US98/ xg?’gtgén%g&r; Zg server 34 may advantaée?nlgg O%ee?qnﬁgufegnt}e?nkly gfgru h to r%cgss )
Set Pr oper t i esfefjuéstyfroifsotiprorn-endbled and)enabled network clients.

Read(StreankEntry, &utStream ...); _ Wite(Streantntry,
& nStream ...). 5

4

Like parser 22, server-side cache interface 28 may be modeled after a
standard Get/Set interface. Server-side cache memory 30 essentially “owns” all
20 cached objécts, in that it manages the properties and storage of the objects and may
invalidate any non-locked object at any time; however, the actual format of any given
cached object is known only by parser 22 and its associated transcode service
providers 24. Thus, for data integrity and transcoding efficiency purposes, all access

to server-side cache memory 30 in this embodiment is through parser 22.

25 . Server-side cache interface 28 may include the following calls:
CreateEntry(URL, &Entry, )
GetEntry(URL, &Entry);

CreateStream(Entry, &StreamEntry, ...);

GetStream(Entry, &StreamEntry, ...);
30 CloseEntry(Entry);

CloseStreamEntry(StreamEntry);



Unl i ke nost cache nenories, server-side cache interface 28 and server-side
cache woBgy? 30 ‘enabl e mai ntenance of nultiple represe?é%'h%&fﬂ a

gi ven cached object, wi th descriptive information about eac
representation included in server-side cache menory 30. In addition,
server-si de cache i nt erGetPmpeftiesfEntryc&Peopestiete..)ache 10 nenory 30 serve as
a synchroni zati on poi ntSefRropenties(Entri\r &PebpartReCoyses to cached obj ects.
I't should be noted thatRéaliStidaimEntryo&EOutSedaadli pnt does not require any

particul ar confi gurat i OrifepStraiBiitfy, RIASr&ALNS) | Nt erface 28 and/ or
server-si de cache menory 30. I'ndeed, functionality attributed to these

conponents in the various enbodi nents descri bed herein may be readily

i npl enent ed Unlike Ineost eache arenibries, servep-8ide icache interface 28 and server-side cachié€
CreateEntryO call creates and returns a cache entry for a specified
hypert ext objssRory $fiiesable maintenance plcmultiplesepresantations of a given cached wbjegt, nal

version of t . . Qb imlarly., th t.EntryO.cal | , obt ai ns
a cache ent reﬁ *hodres%n%%@%n%b%g{ﬁaggg ég&F%@%V"é%?‘éﬁaﬁﬁ ST réﬂ@%‘éachgnor y
30. Both t he nignsary 38N In uddition] seier5ide ¥ahe interfictl 28 aritierefGide @fheaSSOCI at ed
cached objects until a CloseEntryO call is invoked. Once a lock is

set, the ¥acmamey30servigias p syrphronizatiop paint foronultirthegadethacsdssoy tacached
i nterf . 28 Vi . t d ' .ovid 24 t
saf ol y'por f or°bic 1PoRld Bd ey e ibiued Srbiinen SBE n TeliERaYr c1 | eval

and/ or st or agarticafar configuration for server-side éch€intéfic8 28 an8/at Servbrssi d or
opened by a eat eEnt rygg or Get EntryO (?al I thenCr eat e%t srlgéa%hgr

Get St reanD canemony3). Andesd functinnalityrattribatedrto these components imthe variduseam entry
for the cached,ohject. . .EFach extra stceamentry is ) ssociated with a

di ff erent trmggmﬁiwgnfwﬁﬁf?‘? H@yhﬁﬁ@rdﬁlé%{‘glﬁﬂfﬁ@g In %%FEWSFP&V be 30
retrievedi®r copponéisd to by one of transcode service providers 24.

St ream based processi ng of cached objects nakes it possible for
transcodi ng. server 34 to begin transmtting a transcoded version of a

f‘é?er text V\%bjggfz 3t1$7é r'fh%%rsé%tie.ﬁgtr?(?tca E:ll(eatcels Iau'(?tg| }et\.:ms a cache. entry for a'§peciﬂed
PCT/ US98/ 0530:9F¢rtext objéc VEHis ¥l 41§ LreABs E:P&ﬁrysﬁfe‘éhg@r Bh Biégﬂﬁfve?s‘i%ﬁ of the

appendi ng additional transcoded content to t sane-versi o
Advant ages ofhypertext objectarSimiledy) the GetEnsiy(call wbtainiea cache entrlyiformghypereext

| at ency tdyough increnental painting of gbjects, and ayoi ding
unne_ce_ssairlgl ili%’e {gﬁﬁ(@ygﬁ's@% g‘rﬁ“%%’?‘%‘@?'ymgé? &ﬁ?éég%ﬁtw and GetRatry@y
providing 5 cdbi€set 1otk Bn dssteiafed QSR SHjacts urt? 8! CloseEntry() call is invoked. Once

alock is set, the cached object will not be replaced or invalidated by cache interface

28, permitting one or more transcode service providers 24 to safely perform any
required cache operations, such as object retrieval and/or storage.
25
After a cache entry is created or opened by a CreateEntry() or
GetEntry() call, the CreateStream() or -GetStreamO calls may respectively create or
open an extra stream entry for the cached object. Each extra stream entry is
associated with a different transcoded version of the hypertext object, which may be
30 retrieved or appended to by one of transcode service providers 24. Stream-based
processing of cached objects makes it possible for transcoding server 34 to begin

transmitting a transcoded version of a hypertext object to a requesting network client

-8-



The Get PropertiesO and SetPropertiesOcalls retrieve and store
i nf or mat i 30 8MMT7 cached obj ects, including information nai RERUSEH05394
t ranscode service provider 24 used to determ ne transcodi ng properties

A LR N N e e e
conpr essi on lEf) @%Sthit%m%%}sﬁﬁ dvane| Péﬁéﬁhﬂ;’l@ream-baséd In%flhélﬁa@nts-

The ReadO ca s data froma speciTied cached object data stream 15

For exanpl e, mdwmgwdelateacwtlmmghnwemﬂtwyaxm;gwﬂnbgﬁcesaﬂdwowng and tunnel

stream datathro h HTTP te 36 direc 0 wor.k. client
12. The Wi té‘@i“&ﬁary’ “‘E%S’P.&‘?“gn %‘“ﬁaéwnﬁﬁ'f‘%héa"ﬁ‘ﬁmgy PEXAP&hi s cal |
w |l appenrgd %%Wﬂgrmgﬁnswenfegpf eam received from for exanple, a Wb
server or transcode service provider 24, to an opened cache stream
whi ch may be concurrently read using the ReadO call. 20 In

o o Sex (LRt anktsaPiogeaied S SE bages) bl et uhdcre
Cet Scal edObj ggrbtrhition Jrl%%ﬁ%a%[i@d lff&g{i Fn’ﬂél 1&&%@0&%&&&% transcode
Put Cbj ect (URL, I nParanttruct t'r eam OJt Par ans,

&Qut Stream service provnderm ubed & Hetdrmhiee quodmgemoﬁémemd trarseading btatust o
cont.e

h d ; | 2.
The Gt b6 (GbRSAHHed lssh o Branspads siviss FROMSEH LB U8 FehenPURAHER B 20 anc
rEUUrnS & Oy RSEARAEniRe Grren? EdfhlBldn e Torenf ER&%Eésﬁ‘lﬁﬁyper text

obj ect. ScO g-server assunes that each
HTTP request stapedaefinementsni que thread that may be bl ocked until the request
is sati.sfied. Accordingly, the

- 9- WD 98/ 43177

PCT/ US98/ 05304 blqnag%%ﬂ esufﬁ.&#' %eb’iﬂ%%kaéh%d% jg@f&atﬁ s t he

request ed data st ream or a caus obj ect

does not BXi SHor.exdiple, rimscode/service provider 24 sy invoke i cAlbghdsfunnelatdam
hypertext object is advantageous for_ conpatibility reasons, enabling

embodi nment s ¢iata teoughdd TEP remote proxn3e diresaly to agtwark elienti12; i The Write 6als t hat
do not- 5in t t
advanced dat a"l'a%& &%{) ﬁp‘?‘easrtseg‘r ﬁ?% d%k#] %egﬁ\n ?ﬂgg E@g@%@% &g%{c%uerf%?daﬁ%t rieve
non- t r anscodegiredfy retéiveéd from, for example, a Web server or transcode service provider 24, to
an opened cache stream which may be concurrently read using the Read() call.
20 In the present embodiment, parser 22 includes the following calls:
GetObject(URL, InParams, &OutParams, &OutStream, ...);
GetScaledObject(URL, InParams, &OutParams, &OutStream, Stage,
) S
~ PutObject(URL, InParamStruct, &InStream, &OutParams,
25 &OutStream, ...).
As detailed below, parser 22 uses these calls to manage the provision of requested
content to network client 12.

The GetObject() call is used to service non-enabled client requests,
30 and returns a non-transcoded (i.e., original) version of a specified hypertext object.
In this embodiment, transcoding server 34 assumes that each HTTP request has a

unique thread that may be blocked until the request is satisfied. Accordmgly, the :

-9-



The Get Scal edObjectO call is simlar to GetOojectO, and is al so used

to r-eques“,ogg,éﬂlqj,ect from server-side cache menory 30; howgedmsdslosddS
support for requesting a particular version of that object, such as a

hi gh-quality rendition. Unlike tradi tional caching proxies, transcode
servi ce provGelbjech) calhwilliblock antildt eithier eetamsithe requesteddata gtrédmioo st or e

several different yersiopns of an object to support .ents with

different comfighies ilupewith 4 gause %&@mépw i ﬁLh'% Q@l.?tymgt}l%so-

addi ti onal . § s Walal ' j on of
t he cached o%a]ng((l:fg t§|h§&tact)1 ngi&ggwré gtt lgra %%ngﬁggﬁﬁgféﬁp E{i’gﬁﬁe teﬁng\kkﬁ‘\éﬁﬁe@
transcode seembadimpntsof therprésent mventivhi tglbeaded with existing btfewseet that do nont ent

it may use thi araneter to request_ a.version of a gache obj ect

navi ng, 8¢ BXRABPUSPOR e CEA SABSOLRBBRIORgIRY 1c o RHEIEn it o
better-quali PR ST Y | . o NRE ek i : 20

In this enbo%idlhn%rr??ilon&h&e'ﬁ! %?%i%ﬁgﬁltegq% {aégﬁ%%t S a@ﬁx;gée‘drq[ﬂe\%?sxons.

obj ect, HTTP renote proxy 36 uses either the Get ObjectO or GetScal edOoj ectO
cal | (depending op,if . network. client,12 is cagpalRle of receivin

scal ed/ t ranscoded qbﬁ%%&%ﬁﬁ"&“b s&i }sesygfla(rﬁg%&y,eg@(@nggﬁ alsq “&fjom
parser 22. | ' il f r he
CreateEntry O{ ocfgﬁﬁeét? gﬂ g?fggﬁogﬁbﬁﬁ% r$ ilf/ié f ?%heer?ﬁf;}g% ,ﬁé':ﬁgge%,l g%gﬂ%%&’ g ?ﬁ?‘l){’]
server - silde remobstingmparticld viecsion bfthasobjedy] sich as Athighaquuligntendition. Unlike

returned to HTTP renote proxy 36, which requests the hypertext gbject from
I nternet 18. traditignal gaching proxies; tsanscede sepyies provideshedean ysg seeverrside gacharTp

hto this calemohy38 S RoresevBiap ety Uisiods bEfn GBEEbRGbINF Bidms BRR™, 09
pl aced into differecommunivations 2hd/crirésehtatich caphbilities OThistak atditieaslode

service provider 24 based, for exanple, on the content type L.
-10- VO ‘Stage3parameter may be used to indicate which version of the cached object is to

PCT/ US98/,@5304 %IQ% A rﬁﬁg i t . ter ent
type enc&%paggg'smrarlleglﬁg ypé, %fét%ﬁb’ E"“%P%‘%da%l ﬁeg)ﬁttr’%gés% l%t% 8’r%néf% Il
Ext ensi ons) ty cle etwork edtitert Ot FRY us@this farameter €dlreqhibt aS@kh6d 6fla tdchBgcode
service provider 24 uses a separate thread tqg read_the i ncom ng dat a

stream tran8bisetchaving, farexpmpleca idefaylt sealed quality girefinement & ¢ betterr-qualibliche 5
menory 30. T r | | ' returns to HITP renote proxy 36,
whi ch once aggﬁsﬁ’%béfﬁtseo%@gg?%gg%e‘%ﬁ%&%or CetbjectO. This case wll

al ways result in a cache hit: This thread then works simultaneously

with the separate thread in the PutCbjectO to tunnel data (either
ori gi nal 4 tr anscoded)Inthis gmbpdimeat avhey networkdientel2 requesss  BYRESIERt c| i ent

12. object, HT TP remote proxy 36 uses either the GetObject() or GetScaledObject() call
(depending on if network client 12 is capable of receiving scaled/transcoded
datatypes) to retrieve the hypertext object from parser 22, If the hypertext object is
not found, parser 22 uses the CreateEntry() call to create an entry (in effect, a

25 placeholder) in server-side cache memory 30 for the new object. The new entry is
returned to HTTP remote proxy 36, which requests the hypertext object from
Internet 18. As a data stream for the hypertext object is returned, HTTP remote
proxy 36 calls parser 22 using the PutObject() call, passing into this call the new
entry and the handle to the data stream to be placed into the entry. Parser 22 selects

30 an appropriate transcode service provider 24 based, for example, on the content type

-10-



10 : Mul ti pl e-thread processing inproves the efficiency
of the pr®xIW43177  enbodi nent by not waiting for a hypertePCTAH9%88%3040 be
received in its entirety by HTTP renote proxy 36, or added in its

entirety to sgrver-si C ' LY 430 fore beqginnin e tHe
object to ne?%?%at@] sl"%ﬁ'ln ?ﬁ%iﬁﬁﬁf ﬂbeetﬁgP F?"tﬁgﬁegﬁﬁ?ﬁfﬁ-ﬁ?&%%
processi ng i HTYPAIVEE Qdiltipdrpoey Irtérnet MRl ExyerRiodSPype, £6biftérit Fointdt, drdkso
sanme hypertext object frommultiple network clients 12. The_ hypert ext

obj ect need on. Thesslectedtranscode service provideri2druses a sepasaie shreathtp egepthdpri at e
ver si ons may. be transmtted Q, such, nulti.pl.e network.clients 1
concurrent | yePH ﬁ'%%?éﬁéeﬁbﬂ_ Blace jty n.the eq\go %rcﬁeﬂ@ 'tsglsé(??gl} e
present i BVepehidy 58 THE chifett IHRAE FHmdkiiateffetifb td PITTH fehiRA¢!prity 36

processi ng. . As noted above, parser 22 ma}é sel ectively
i nvoke one ofvhichamse again calls GetScaled@bjpetd)/(ost £esObject)s dhisigase wathalveayact i on
of a predetermned selecti .CLlterion. . ch sel ection criterdon,my
compr s, 1 ofu Ak Feene i e fret BEh rarkntmpliincotly SHR e seRRsreE AR
data packet pfheiPuRObjBot(f forlifedd dufad efRer\Griginaf or friikdtod&d)Frdvh Manscodingt YPe, a
URL (Uniform Resourceé Locator), a last nodified tinme indicator and so on.

Al t er nat i vel gerver¥4 fornetwork clientl2.sel ection criterion may conprise

i nformati_gn contained in a data portion of such.a data packet, such as
parti cul content, key words, structures (for exanple, heading _
oy combr se a condi i orUIpIHERY prbORsidlp ibIONES Bie BRGACTIFRA gt L C1 1 O
PCT/ US98/ 053@émbodiment by notswaiting forsehypertestiotijectito be a¢debatd (i its entiratyye, a

current proc I.ng | oad), ondi.tion of a device to, which transcoding
server 34 | siﬁﬁ%mﬁtearoqa%ﬁaaﬁ n e egtirety to SeaYRTANSSACHE MEMOry 30,
Transcodi ng é]"q% ' : q,tgb' Lo ddeli N updat e
such predet er%ﬁqfoxgéeée € ¥(f %ﬁﬂé&??@%&?o biietief £4/ M&g‘lt%eﬁ%%ffol | owi ng
di scussi &% pmaulfipleshread procassing iexkarpacser 22 nidpeffici@rly prbeess requiests dsmehei on
whi ch may be used to dictate which of transcqde service providers 24 are

i nvoked. |t SaBehypestexhebieet fromprultple netyarkchents 12y dhehyperigxs objestnesdd by

way of [ | n | « L1 4 L0ay the
Seope of t he Pl Bt eich8d o tone Bt £ ha AHrGHREE vhAior: By et
criterion natogachmuktiple detworlcélishts<12 concubitBitIt $Hould be Rofed, Rowevep) thit

di nensi on, resoql ution, nunber of colors, processor t menor y/ di sk

! . ! A pe .
confi gur at i orembedimgntsef the present invensionanay hefmlemm“éw;tb@naa@nph-tbmﬂds
(for exanﬂ e, rg rsngl\gre conpr essi on/ deconpressi on), software configuration
(for e, availability of pre-installed software deconpression
nodul es), physi cal

As noted above, parser 22 may selectively invoke one of transcode
service providers 24 based upon satisfaction of a predetermined selection criterion.
Such selection criterion may comprise, for example, information contained ina

25 header portion of a data packet received by transcoding server 34, such as a MIME
type, a URL (Uniform Resource Locator), a last modified time indicator and so on.
Alternatively, the predetermined selection criterion may comprise information
contained in a data portion of such a data packet, such as particular content, key
words, structures (for example, heading levels), and so on. Still further, the

30 predetermined selection criterion may comprise a condition of the device on which
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15 location/proxinmity (for exanple, as deternined by a tel ephone area

code), andw@oRfgzzyy 1dentity; (2) characteristics of transgﬁyﬁgsﬁg_ﬁxer 34
or sone other network server, - including systemload and identification

information (for exanple, the owner of the server); (3) content
char act eri st i transcading)sexveri 34dis itatalied (forexample; acfurrent prosessongj load)canpr essi on,

I ze, d di Lon; (4 t k,ch teristics, i ' 20,. .best.- ,
wor <1 - case. arPPRBRSE dexlE A8 YHITANATE PYeF 9B e, o7 BEORion Skarp! o
for wreless &hﬁﬁb’:ﬂéﬁ%kgﬂé) T%Eé’&ﬁ%t%ﬁk\“@ﬁ‘fnag‘eﬂr%heh?e a%lrx‘rl]ﬁxg%ﬁ i calgnd/ or

bet ween. a proxy and a server IS may predet er

guar ant eed bauystiatedsuoh Ipredeterired selectionAfitériadsynchr onous Transfer Mode), or
dynami cal Ig measur ed/ predi cted for so- called "best effort” links |ike
many | P (Ifternet Protocol) links); (5) proxy 25 characteristics,

i ncl udi ng system | oad, (8(@'{31@%%g%&{sggﬁgrmisﬁﬁmdrgg%ﬁé@ggr %tggi?g;ewf

and identity (owner); user erences, 1nc ng pr nt ent
qual i t y/ speedinformation whithafdy, bd used tadietate whichof transdodg servicelproviders Rd sire

inclusion list, data type-specific preferences (for exanpple, "never
downl oad" i na@&gl;e?d- T sk b oted, oviewe ek thesg examples arg proiyidecpy Way ef t i si ng
desired, of f efikia: har: ' Is :

| ear ned pref eirﬁgl?‘lﬁé%s&nag ’%ggéfeﬁgﬁgﬁﬁgﬁg&?&naﬂ%#?%%%f g?nogg{eedsw%y%

-12- 100 él8imed hérein. The predetermined selection criterion may comprise: (1) network

PCT/ US98/ 05304, prograps, for fi]tering/transgodi ng/ processing data,
and shared pr €8 %é@ghﬁf%a‘sﬁlﬂ' Himension, regelption number obgolorsgproagesser typeer s

(any of the f | e . I O] e ] r
Syst em prodi oY B b5 e ifont HSRAR D BB intertacetifl, bl 881k BEHP
tine); (7) gr(fopexungiiemarivete complesdondedotpression, softwacs tonlfiguaation ¢forat i ng
systens, 5 whether manual (for example, a prior user manual|y assigned a
rating to a \\rmpleavailability of pre-ipstaligd sgitmare dacompressionimodules), Rhysisa)l e,

given a | g=ge : | Ly e, the
pr obabi | i fi)g o*d%g{r@%ﬁ#{e‘%‘% e‘fe’ééﬂﬁ’éeeaﬁ‘éerf?’lq‘?/‘g&?wa ?%H“%‘me %%a?ﬁﬁ%l ?‘F%E%g (8)
content provi ifentigf f)eharacreistidsHE trdflicodingRervée 84 of sérhe other né@wiogk sérver)

desired for if{s ,content, the prioritization for downl oad and di spl a%eof 10
nAtther s _

di fferent coninshdingsystem lpad and identification informatipp (for iexample, the opae
such as updat . Lenl e the types of
users to targg ,erl)’u?gég%rgﬁ%?‘éﬁa?%ﬁéﬁ& ﬁﬁﬁ{;gﬂ%ﬁlg{af Eé’gﬂ‘get%fm zing content (for
exanpl e, news encodipyeoniprassivg, siee|hd dichensipna@®) networktchanstesistic)inehidingar e)
based on user or client characferistics, desire for receiving certain

types of er best-case, worst-nase andl vsrage datencyy bandavidthandior emror sates dor exampleess

15 patterns) =18 . ' C !
i nformati on; g%@ﬂﬂelééé%?gﬁuﬁ%ﬁg}?%ﬁb/g{ er e#g%vgérkﬁzﬁ%ﬂufmg&s%}? ?%}Pé%\}-gﬁﬁgr n
rul es or progagpexy aid ayenadri(this iy be predetbeniliedfrepaiantied badbidth kiriks like
di stributed u_siTrﬁiunaut hori zed software and conpani es' desire to

enforce cor r ed¥TMdAgmchroneus Transfer Minds), or dynamically meapuredipredicted for setenar ks
called “best effort” links like many IP (Internet Protocol) links); (5) proxy

25 characteristics, including system load, available storage, physical location/proximity,
and identity (owner); (6) user preferences, inclﬁding preferred content quality/speed
tradeoff, language, content rating, exclusion list, inclusion list, data type-specific
preferences (for example, “never download” images), include/exclude advertising,
amount of advertising desired, offensive language removal, whether the user’s

30 defined or learned preferences may be disclosed (and to whom), custom rules or
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and | ogos). 20 Appl ying the above-listed sel ection
criteri aWQP8/43Ti nati ons t her eof enbodi nent s of t h@®QIVERHENSI04
i nvention may be used to provide a virtually limtless range of

T ox ity PRl e e aRng dith B HETCEaey SRR e
25 target e%gﬁ%;?ﬁie‘r o gsgfpomse&\(sﬁ,t bf5thB $or&B¥ink As@efrdntesiy BONt ent

passi ng through’ roxy, for €xanple, or Some other nechanism This
can in turn esplicitly defined o system predicated; sucly asthasedion psage statisticssompiled

il t .0l d I Sing. h d i C.. . inf tion,
25 vl | s e ipeE (7] Eropb presiteReed, indlon TS 3R CaRBbiaivo etine SRk s
revard the WiiRlthdrharRal (foCéxamipled B pridPuser manually assigned a rating to a Web page

- 13 - WD 98/ 43177 ] )
PCT/ US98/ 05 3fkér viewing it) or automatic (for azatmplti, given 2 large mhmben efusars whovent i on may

be advant I d to . . t of dat hat

Cr ansm £t od HEEHEL Rk OB ity PaBS. 7 Brcbaiify iy ften 1SS subSEHEN M ol oadi ng
and renderi : . j i ; ' e

| ossy conggg%‘r?ggﬂ%qﬁ%ﬁgg%%@%é$ﬁ: ?i %%*%ﬁ ?ﬁ?%ﬁg:%%flﬁ%gs not

i dely 5 sgiterationddesif its spmentf itizationt pwalvadiasd dsplayefni | ar | vy,
VI—\IATTI?’ ?/e 62 0X 36 maé/ggg conf.i c’ﬂ‘red t.Q "predigest” b si {nesa(r)ry

gr oups. o0 < dHEErefitoqnten f¥Rss, cache EeSiFICtint Py PEGHIRANOD FAERAISSS SYEh A5rundafeye
amount s of GGhRALy &f RplaBkAd pfefernbdsCihe types oFubelS b afeet PRAR O Yirbfai| Y

first-level or first- and secOnd-|evel headi ngs, thunbnalls of pages,
or only par tte roh for atpenizing sontent (fior exasple, obws gead eitining, chetomdanguege ast

isit). 10 S r | t 1 b i,al | d t f
R i RS A T T
(Personal  Di Qirfaf ofiisePbr %roﬁk Q4@ doflbGed (for e é,%ﬁfo@@hfc@ drl3Bcdaer f or med

on a wel | - connect proxy sefver wth an abundance conput at 1 onal

power, ab§l tpatterus)camidypeefpaymeatirdnard effeded inl exchiangeifod sacihdinformatioratidr ed on
the nore |limted devigce. 15, ) Enbodi nent s of the present
i nventi on na"{95 QFd‘FérPﬁ%fF’ievé?symﬁ'@deéBﬁWﬁe vendor gifes-0f RFopTAmE £pry B a,
such as Veb Gageing chitefit Lrested Sr Airiblfed VAR AAthorized (IRY&E Hhd EfmBinitss o1
pref erence or aut gr(r:aﬁeca I?E%yrt he p’lySlIﬁC ocgtnlzon dg@bnet woregmp client
12 or transcdesirego enfoveer cadrert usdge of certaimtyipes of gonpert {for examplp) tridepmarkshe t ask
of 20 makin ontent truly global, as well as reduces storage and

mai nt enance 8'5@85? d at the content provider (that is, only one copy
of the ceggtent need be maintained, rather

Applying the above-listed selection criteria, or combinations thereof,
embodiments of the present invention may be used to provide a virtually limitless
range of dynamic transcoding services. For examplé, client and/or proxy physical
proximity, in combination with demographic data, may be used for extremely

25 targeted advertising. Such advertising may be added to any content passing through
a proxy, for example, or some other mechanism. This can in turn be tailored even
further based upon the user’s willingness to tolerate ad§ertising or share demographic
information, as well as the advertiser’s ability/willingness to subsidize or otherwise
reward the user for participation.

30

-13 -



than different copies for each of a plurality of different |anguages).
Enbodi mewiosesafzgdhe present invention may be used to bl ock menisshsita * t ypes
of content or to automatically censor offensive |anguage (simlar to a -
"beep” used for tel evision broadcasts). Only the particul ar of fensive
parts of the content Emhodlmentsmhaptmntm@oammwbdsﬂvm&ggebeslyumﬂﬁed or

tire Vieb sit be | 34
be. cont | qur R EaHosat ok 4 Bt s trasmifie o detvlork HEHYR. by 3ForRhng. o

that tradenpyies d8imlod@ing afd Ferldefiftl 68¢dnEént ! su{cmé trse@mh tecnﬁxqae@ﬁcluaeur ce
Identifier rather than generic product designation) feature may be

of fered as lossecompressian andrtyraséagingsto aomgreéfficientdand pwhapam!n\’dddnppl y a list

(9); / 2/(3) r1(7j$ 5 supported) format specifically for the transmission. Similarly, HTTP remote proxy

PCT/ US98/ 0538 fhay be coﬂﬁ%tﬂ' gesft’*%bsﬁ@bl”gﬂoéﬁs 6084HaPtd pladuesul d be used
to automati cal l y insert links in the content upon detection of

certai n wor estremely bordeased dverviewsioflarge ammmts of cont@ot (for example, aitpget want to
automatically add a link. to,i or por bsi t ene he, name
Tinter ! F ! badne, Pagenavth sk sl RO 16 4 dscoprievs] beadines, pmbagils

i nventi on, | $t4aht adqgg@ t [y aTel] it is
di spl ayed toygx%ser Ifnﬁde}l‘t%ﬁ. r%gﬁ{h&tmecﬂn%ﬁ dnsg%f of s?ﬁgl%r?gggﬁt

i nvent i di® m8yclbapplicationssuay he&spwailyfadwammnfortpmlymanmtehomd or
di stri buted using.unlj ﬁ.ens d sof tway e re n&ﬁ be i | ement ed

usi ng speci §PMpUtptionally W%ﬁ‘?&ﬂﬂ?ﬁ’%‘r@éﬁaﬁﬂfﬁ ﬁ'ta‘i Assistapp), $ipcR or
headers put k&n%b%ﬁ&f‘%:ﬁ?‘é%mﬁ{(%ﬁta'm- G184 pidRy'ses Wt aabGindahbe 10

scanni ng Io or taking a pre eter responsive action, such
as denyf ngmputatmnai& powepandl theconcisaresuit gan bagasiptownlwhated &re suppl i ed by
t he vendor of dt E reg in question or configured into transcoding
server 34, Ten ered on the more Jimit deyirs, Bfbodi ments of the present invention may
al so be ysed to scan 15 content for conputer viruses prior to sending such
content to network client 12. For exanpl e, an existing virus scanning
routine nmay be inst al |IEmbadiments of thediresgnsiavergion3vay alternatively betmised fox a

pl ug-in nod . Jranscqdi ng, serv . t hen be gonf,igured to i nvoke
Phe vi rus. s SIRHTISGARSERoH L dais SHak P Wah Phgtom (b ioe FAUHF (RGP0 net wor K
cl.ient ehﬁm%]d Ef%&fr pleféreRé&Sor aﬁt&h&fb'aﬁ# 6 e e@ﬁmems’&aon LPUENRAL DY such

an enbodlnent I'S VI rus scanni ng Sso only be nmail ntained
on t r anscodidligntsk?r ardransedingaseimear 34). Suchhmcrpahility grleaﬂsaslmpkﬁesfthelmskmfk
clients . In.this way, .the henefit of .upgrades t vi rLu§ checki ng
cof twar o2y ARARFOE E GIo0IcoS ok s ediey Fipceen o mptgenssnst g et

users, thus gy ebiteProRBerEiRR i Bhig ond R¥ppaf iheTohfRht M be mRlidtafded FastRYt dat ed

Vi rus

than different copies for each of a plurality of different languages).

Embodiments of the present invention may be used to block certain
25 types of content or to automatically censor offensive language (similar to a “beep”
used for television broadcasts). Only the particular offensive parts of the content (for
example, obscene words) may be removed, or entire Web sites may be blocked.
Similarly, transcoding server 34 may be configured to scan content for certain words
or phrases to ensure that trademarks or logos are used correctly (for example, as a
30 source identifier rather than a generic product designation). This feature may be

offered as a service to companies or organizations, who would supply a list of words
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scanni ng software. 25 - Enbodi nents of the present
i nvent i onwm9s/481¥b be used to produce cust om cont ent BPOTAISHREEI0E N
accordance with user-specific preferences and/ or associations with.

O e S oo TR S8 SR B oo
cl i ent 30 1 GBhent AKHesbckRA of Qertaifi WUrBSbr pHrfthI¥r Surkfleimtele dynar c

content generation ca - 15
WOCefpotaioh/might want to automatically add a link to 1ts corporate Website

PCT/ US98/ 0530 at the t ent W se proxy

provi der (foW%SR%‘(ﬁbrh@na%? r‘%lé"ted ina Web pagcy i m(‘.r\tgéf) can

col | ect agd | coch as
PRtk BRtiEH shich EniGsih B8 dyfinl ﬂ%fsaedt e cdnfa‘n%emre RS

user pref ere at’a access st at as cont ent
provi der sped:splayedstoedusst i Irsa §ifndlar wm,rmlembddnnentmﬁyheqn'esmt inventian may be

region or a I ven profile accesse I C Iar Si and at what
e it heutsdie sﬂgh&%ﬁfg cent th wig (ERaten Pp ARG pated SpBaS

appl i cations k bedd
Enbodi nment s g?ﬂqﬁae present mventia%ltrl\g“?a%l&]rt s(b (aaryubsxte%[attems)em edded in
aut omat i cal | yhectontdnt bhbeadetsi piit iry by theldontest cneatmn abqllmlbutlansbﬁxweed‘heor

lid .1 t 1 Iti t t t k
o Tont 120" TstapningJagie pd [peitfpr SAking a DredetsiREd BebPORSTS Siamch she. o
1 I

ot et | on” QehyihE sdic bEotin dSwiHithe fihy BBGnall) B THOVIied by the véidof Br iR ©

del et ed. sdftware in question or configufed inty triasscoding seiven34 t he gener al
operation of the enbodi nent illustrated in Fig. 3, assune a user of
network client 12 wi shes to access a particul ar Wb page, or URL

(Uni form Resource Locat yérgs that the
desired URL resides on ﬂmoql@&g&g}eg{sﬁmﬁ“aﬁ rmfohnﬁ{'rans I'ng server 34.

Net wor k c18 ercbntkat foricomputereiruses priot toamdhgmdncdﬂféﬁﬁ t6 aatwask client 12h&or
hypert ext 20 object to transcodjng server 34 over client/server

communi cat i oré¥amplgiam existipgevirus scanning ropfingmay bainstalledran transcodingserver der net

13,1101 g R SRR B4 b BRTAIR 1 2011

configurati Oﬁnwﬂﬂ&ftﬁﬁvihfsﬁscalﬂﬁn% foutine o &iaydar gn:ohtm frahsmitted 06 REtwdek blent
actual ly transmt a plurality of additional HTTP requests

cor r espondi nd%is free efivissses.a A significanpaivantage pravidegdur sush an gmbediment isthatnay
be embeddggl 1§ hgan%% BRAGGte Adda% “@%eamg ftifried on transcoding server 34, rather

than on a plurality of network clients 12. In this way, the benefit of upgrades to the

virus checking software may be efficiently and timely provided to large numbers of
users, thus avoiding the problem of any particular user relying on outdated virus
scanning software.
25 |

Embodiments of the present invention may also be used to produce
custom content on demand in accordance with user-specific preferences and/or
associations with collaborative rating systems. In a variation on such an embodiment,
transcoding server 34 can collect preferences and append them as part of a client

30 request transmitted to a content provider so that the dynamic content generation can
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transcodi ng server 34 may process each such request in the manner descri bed
bel ow.  wo 98/43177 According to this enbodi mreglcradsbifssognot e -
proxy 36 is capabl e of di stingui shing between a non-enabl ed networKk
client 12 and an enabl ed network 30 client 12. This may be acconpli shed,
for exanpl ebe denaat the pententtservsr.oLikewiise; @ proxy provider (for example, an Internet

- 16- 98/ 431 7.7 . .

PCT Usos/ 05 S61eS PHOVEL (SPY; can callechen e AElabl g SORteEh BEPiE et wor k

client to tinFoxmedtidnacls 8 Wsef prefereiRs and dith abcdsh Statisties Ods WellEs cnbeéit

communi cations protocol indicates network client 12 is _  non-enabl ed.

Thi 5 et hodegVé e 1speaiic statistics (foe exaneple how mnr_uettams; ﬁemu?ven gl

renote proxy. | Sey@0 I Dr.Ovenen r .a regi Lon.type process. e

over hoad % BV SrPUE ardeoara magtcites Wb it aRR BT o hRLARE 0 MR PR o on o

per request shainfornfation maytlded ¥ot! appBichtiohs sudhl dsQar?é@H ladidHfisiag s gni fi cant

%vant ag](ca. be;:aus;a |tkadfllrestse3.the t Si tgatlon or I—FI'T(F; re{mtekprlo?(y 5,6
ere a first network client disconnects and a second network client,

likely with different ni cat bans _and/or _present ath o capabilities,

reconnects using the éﬁggqil'ﬁe'ﬁgarg'f££$ mvelﬁlonmayﬁmlhepbeuse%Sn

det erm ni ng ahib&iatiﬂﬂg/ﬂfekk e vauliBityl Sf lirtks'i Bn 6bjeEY, RAd coifelt or removedfidlid pPr oxy
36 may record the I P address of network client 12 in a client preference

t abl e 26l0hmllinks:iprierte tragsmitsingitheiobjectdo metwarkiclientt12 'Bfiveapabilitt may be 26 may -
| mprove. rf armance, of this. or other, emhqdi ments: but, is hot

oqui rod) . B, R AT s & BeriieS o hplgbl TR EREH VIR DAY PRLVBREEs o
parser 22. IghkB-daedMEsmiakion ¥n WebthYs they Gre linked k&' WhidR HA0E RRfved 6r BéendNY
appl i cabl e user preferences (e.g., fromclient preference table 26)
Upon bei ng ideletsded, parser 22 first calls cache interface 28 with the
request ed hypertext object to determ ne whether a copy of the required
version already resides in server-side cache menmory 30. For purposes
of illustgation, aSSU”‘Poﬂﬁﬂ@?llfu%trﬁé'tiﬁ;éhgen%ﬁlbBeﬁﬁBH%fth%'eﬂ%oﬁﬁﬁéiﬁ menory 30
for the requested hypertext object. P renbte __proxy 36 then invokes
a call to rdllustrated infRig.I3 pssumexa ussbpEuetworlodlienh 12 wishes i@aesessa particular

/ net uni cat lipk 16. _As | t he - ted h t ext
obj ect 15 " Web gk Ui e esgreie g osaionh piatseraet 4, FAGher AHAD> it o
Stream r epr. ffthé Besired URL P&idRY BRI 65K lacQR4iBIE fthr '?rz[n‘éczﬁz&iﬁg 8rier3436 passes

the handle for this incomng 25 data streamto parser .
Parser 22 dyNetwiocktlient d21da broveser 32, ardnsmits hp HETR reguest don tha hiypdriexs

20 object to transcoding server 34 over client/server communications link 14. Where

browser 32 normally accesses Internet 18 through a proxy, browser 32 is configured
to pass user requests through transcoding server 34 via browser’s 32 standard proxy
configuration procedures. As is well known in the art, browser 32 may actually
transmit a plurality of additional HTTP.requests corresponding to each of various
25  distinct hypertext objects that may be embedded in the Web page. In such a case,

transcoding server 34 may process each such requesi in the manner described below.
According to this embodiment, HTTP remote proxy 36 is capable of

distinguishing between a non-enabled network client 12 and an enabled network |

—30- client 12. This may be accomplished, for example, using a private protocol to
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any applicable predeterm ned selection criteria. For exanple, where
transcodeVO 98/43K@r vi ce providers 24 are configured to scal ePCBUSIAN5304
di fferent types parser 22 may 30 determine the content type for the data

_sar7_eam (e gy rrggg/ grﬂergQuels{mEpoer{\ g{\fehabled network client to transcoding server 34, so

PCT/ US98/ OS¢ the pse o‘fbﬁlrﬂeloﬂié?%mm(midﬁﬁsﬁi d %}hd?cagés'\ﬁt\kaﬂecllbﬂt ii‘%

content -type header record that appears eginning of th
i ncom ng HTiéh-enableds t Thismethod of sesding & prisratequrotocal in eaclnadquhstftorH’BTP
predet erm ned sel ectg cri,terion, the HITRP stream handle ig given to the

appr opr i at eTEMOIEPECKYSGis apimprayepientRyer asegisiration tyne Pacess. cEheRpvsiheadr 24

then 5 t gan | Rt nin 'We?r@:ﬁ%gf roxy 26
transmt§ tﬁmmlﬁtran tg@edgﬁddbﬁ E ﬁg% %E) neta\g\lg{ragmc I en .&3& i¥
A non- enabl eelativetysmdll, ehile providing e significanhadvantage bpeause itesdddsses thdie
ability to acti velfy‘E control aspects of the transcoding process, or_indeed

whet her or Eigpationdor HTTP remotriproxy 36 avheseia fostmevorkiclignt discpgnests gidie t hi s

R

transm t t i ngapdbilities,yecomicetd usingahe sansslP dduresst wor k cl i ent 12. These
enbedded i nstructions may be inplenented, for exanple, as JavaScri pt
codes, W8 scri pt codes or Java Appl et codes. As browser 32 of network

client 12 15 1 ecel vesyldiradahinikiad Teohlik SEREEHEhohaskbus Pt ||

automatically execute rowser I'S equl pped support
them For exandlegroky 36 hayeedoed deiP address dFhetwidrk @lientaRdn Ialmhﬂrﬁ?efe@éixcas
JavaScri pt codes, browser 32 may be a JavaScript - enabl ed browser such
as a Net scafeble@6 mgpintained ina bcdrdaémtoze (shentpaeterence table 26 may émprove.

Expl b .b .32 d f h
v 20 schepim et ihe SRRL smbodRRiE Bl i ool falied "M B Rapespre e
browser ' g5 336 thénPasses the hgpafestssbje&toqﬁrs%mb I fénfotd prodyc36 MRy aRb! Y
configured to ignore any data they annot interpret.

The enbeddemfpnumacsst 22 nE any applicatie vstr poeforences (e.g: framcliarm preferenbe tableabl e
the user to

erver 54, AD LRGEBFREIkR e 22 TR Fan eRa oA 1, bR SR roOEHE  ve o

user ' "Hygérfté&%bjeﬁt H&t&ﬂﬁﬂ@ %eﬁep@eowome @letwuéa vbfs%n dlfealy PRiRYEd at
the top of a browser w ndow 38. Pop-up w ndow 40 includes a

t hree-state mwwghsxdezcaahe imemorg§0:' For purpb@Fs:ofxaumatxAnumumemmmgy exiatsd may
al'so i ncidl dg S&é 821( elnllerr]rll(orﬁgo\?hr t(ixe requeste%eimypertext object. HTTP remote

proxy 36 then invokes a call to retrieve the hypertext object from Internet 18 over
server/netwofk communications link 16. Assuming the requested hypertext object is
found, HTTP remote proxy 36 begins receiving an HTTP data stream representing
the hypertext object. HTTP remote proxy 36 passes the handle for this incoming

25 data stream to parser 22.

Parser 22 dynamically determines whether the data stream satisfies
any applicai)le predetermined selection criteria. For example, where transcode
service providers 24 are configured to scale data of different types, parser 22 may

30 determine the content type for the data stream (e.g., image/jpeg, image/gif,
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30 may follow to downl oad specialized client software supporting, for

exanpl e, Ry 6843177 WO 98/ 43177 PCT/U898105304 )
PCT/ US98/ 05304 sophi sticated transcodi ng functionality (i.e., becone
“enabled"). The initjial setting.of three-state switch 42 may be based

upon a pri orM&lmwmmtlmammwmthemytmb&adeltfmﬂwr

net wor k cllent 12 h an es shed for eptio
transcoded cBRReAMH: ‘%le‘be w&@ﬁﬁfrﬁﬁﬁﬂ? gg glgfr ﬁ)deteﬁs.a i f
not, three- Haschisst Ep?éﬂefeﬁhméa sélBtidacritétion the IPETP’ stréatﬁ(l’ﬁhdleﬁs givetd gt ure

S to provi de the user sone neans for communicating a reference
to HTTP re rmapprppwy tiagsonide hervnce praxider @4t d‘raeqsed@ seryice pravider 24

t di t h . t d wh
the. 1 ansSoclAteCibe S48 Hdtm Spbipratl 8 HIRE o ihai 26 gaa"’s‘w%a Cin
the art w "g&ﬁé&@&éﬂ&ﬁawé&ni@ﬂetwemaienmns for providing this capability

are 10 possi and such ot her neans could enable the user to comuni cate

pr ef erences” beyond sinply a yes/ no indication for transcodi ng.
In the illustrated in Fig. 4, ndow 40 enable he user,to
change his or her pr ef & BORCEN ‘O(ﬂ‘xémtmt 12 5y optienp 8 e(?l"‘?\jg‘?fiawnbém ent

:33 pdﬁz' \r,\,,eﬁ doévﬁ Aﬁdacﬁm&t%%cm Eﬁﬂn%ﬁﬂmgn‘brﬁg%ﬁ d’r‘?x'iHHe wheheY op 0

not I nteract rowser 2 meani ng the
user's pri8f e netioetranstddemeqyestediomntent at af fBe providecthisability, HT TR remotet at e

switch 42 and clic he,. bronwser's, 32 46 t cause
browser 32 tarwcﬁéwg en@eff glauctionsat the begmmngr?? WB forf or
presentationg I:mp e DGR may

t hen be rendelﬁ eghl n accor ancZ‘S}\jﬂ\‘nEl N fiE atsbcls I'ng O#t?é&h}t%%ﬂ\%@ﬁ?él&ﬂt

the€ new set ee-state swtch

42 wi thout faet Mheseanbedded mstractions mayBedmplententyd forldkdmpleeapIavaPeripty 36
may update user preference table 26 accordingly. As an alternative,

pop-up wi ndofede, VB Script godes erdaya éﬂpléﬂch@sa@ts&ﬁﬁWFQ! | of netwerkclienicl2
TELOAD PCI AR il flta § tP{anggg?é emphedded BlBBAGR Hin WIAMGIcERY Blbc &

XD

I

flipping ree-state sw bro

JavaScri pt - enéiy fbrowesr32'is edulppedtol sapp mﬂtdhucmmamplbsmhedmbyddﬂw renot e
proxy 36.i'n the HTM. docunent maé '"POST" the state of three-state
switch 42 t o ingtrpetions are mpiementpd esJava8criptcodes; browises 82 may heca Iae'gsercpt-

non ool ed’ SERIES Blowdkhsich as aNetscape Nayigatos v2.Q ok abgvelttS S Sr bPLftmdl! 2 )

0 2 . net wor k clExpldrerdv.3 @Cdr%évﬂbiofvisﬂf EIfPeSHied 32 iPhot equtpped for such HTML
. 20 scripting, the embedded instructions will not interfere with the browser’s 32 normal
processing, as such browsers 32 are typically configured to ignore any data they

cannot interpret.

The embedded instructions transmitted to network client 12 may
25 enable the user to manipulate some of the transcoding capabilities of transcoding
server 34. As illustrated in Fig. 4, the embedded instructions may drive a user
interface in the form of a pop-up window 40 that is displayed at the top of a browser
window 38. Pop-up window 40 includes a three-state switch 42 having “ON;,”
“OFF” and “AUTO” settings, and may-also include a hypertext link 44 which the user
30 may follow to download specialized client software supporting, for example, more
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WD 98/ 43177
PCT/,USO8/- WXB®M3177 . browser 32 using what is known in the aPCT/HS9%05304
"cookie." In-other words, a cookie = my be used to store the state of.

R s S L T R e S
client 12 armmaﬁ%,a%éf@a&clbxzhi%gbé%x&'aqmoatamge{emﬁﬁﬁwsyﬂm&mgi nni ng of

5 the HTM. docunment) to HITP renote proxy 36 before any content for the
request ed hyprexyt 36 as toowhether netwotkuclient/12kastantestablished picefetencerfor téceptibn s wi | |

O ol oA SRR e Ll SR SRCRS T ot (1
Cobods mor ! é%ﬁ@@ﬂﬁﬁ}l%@tﬁ{ﬁ ‘Wrﬂgg&lg %%%%rggﬁﬁﬁa?gya%e% e proxy

enbodi nent, the state 1nformation may

36 each ti nmewith gopmemehiis for somamnieatingla preféremvesto HBPP rebhote pravtyl 3Givithw
network client 12 to resggj ve.‘;tME]ﬂé correct Ity-transc ded content even if the
HTTP r J%Eard tp asnastsf Regiqiar dransqoding feaurss oWk ag 4 seatent qualiy/lateacy

exanple, a | : fﬁﬁ'ﬁs | : Eﬁﬁ?@k ' : or
net wor k | oag?%faé Pg‘rﬁ:]%ﬁ%thg r%%g%@_% gé H&iﬁ%ﬂlﬁré},gxo% hgélégr?ﬁgg?rrent
shown i n Fi dn the srewilhrecoghiee time thahp ovthee insats€oe preaidiag this caphBilitynare al r eady
access Internet_ 18 t rngh a standarg paré)zé%e JavaScr i pt - enabl ed

br owser s182 mybéue@sqc othegmgans pould gn USEIIO GOPMunicate preferenges » posT
this [ - T The HTTP header of this

" POST" mss%e&ﬁﬁ@&hﬂ&%?e%nﬁgcﬁ grﬁ{gﬂﬁgﬁl&s of the standard proxy,
which will now be different from20 the |IP address of network client 12

(which is included in the contents of the _rressa%e). A conpari son of
the two | P addresses winthedlustiatadin Figid nep-upayindow 40 enables theyserto esj des

behi nd a st r | . .

nf or mat | on {AAEBNR oL b areletene R ) ARG fadlRadd ot kbhvdas is degired, |
user 15pr siddonitfienitated such@hantles to HTTP remote proxy 36. POpAY Windewi4® mawpt her
enbodi nent of the present invention, illustrated In Fig. 5, network

client 12 megr way netinterasy withduawaer 2 measing thel useed peeferenes wilk anly take

t, f anpl : | Sti d scodi f eat th
or ovi ded by A8t aRyierdti Gre il SvER Z d HIRERTS: AR OREERor m sore or
al | of the t *REBSOAN™tiA 460Xt BroRRer 32tobinfist b (Hansobiied bf Wi T at ed,

network client 12 includes an HITP | ocal .
-20 - transcoded) content for presentation to the user. Subsequent pages in the current

20 session may then be rendered in accordance with the new setting of three-state switch
42 without further user intervention. Upon receipt, HT TP remote proxy 36 may
update user preference table 26 accordingly. As an alternative, pop-up window 40
may be configured to automatically invoke the “RELOAD” operation when the user
indicates a change (such as by flipping three-state switch 42). Where browser 32isa

25 JavaScript-enabled browser, JavaScript instructions inserted by HTTP remote proxy
36 in the HTML document may “POST” the state of three-state switch 42 to HTTP
remote p;oxy 36 and also cause browser 32 to “RELOAD” the current URL.

It is possible to allow a non-enabled network client 12 to save the

30 state of three-state switch 42 on network client 12 across multiple sessions of
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WO 98/43177
PCT/ US98/ Q33 9¢ha3177 Proxy 48 coupled to a client-side parsepcppsydissss
simlar to parser 22 of transcoding server 34, controls one or nore
client-side transcode service providers 52. Each transcode service
provi der 52 brewserc32 usitig whatdsikndven incthe aytlas 2 “cookie X nkuather wonds,emcookie bef ore
it is rendered {o a user or, to performa counLe part tr n%di ng?function

t

(e.g., 5 dePaybaysediastars thastats of thips-prateswitch A2 persistently. WVBeR 388Wor med by
dj L RABS P RGiAS e b6 & WO | 34,

As T tr anocssifion of bichABSSER nifled b & Bt it GhucftpbinadrPinar B AR V€1

client-side figtooek disiibl1? ahd“POSTe bytthe JavaStrpticode (insertedeat thecteginnigeoff ace

54. Cdient-side_cache interface 54 may be an al ready-exi stin facility
suppor t edSoythedETMEdacument) 39 HTIR T@WK%P%Y\?\FMQ@W aE)éF‘Pﬂje‘&rfmg‘}‘Pst ing 10

caching facilJj ' S | oaded to
net wor k : H&“‘%ﬁf%&i%ﬁ@g@n%%ﬂlyfﬁ?@qé%dﬁﬁﬁﬁ lghc}‘%‘?@ a W;ws ot her
appl i cat i onsHTIPCfemidte proxy 36it6 apduieQiet priferenserable 260with tifeccoereckestiteif de
cache nmenory 56. HTTP | ocal proxy 48, client-side

6 A
parser 50 anthree-laterswiichd2; andhhenge sendzorreatly,transcoded, cantens to netwask chient; vel v,
the client sftywarel my.be. do ogded to . ne pEnt on denmand,
such as by c??ci‘?%“@ﬂ eﬁgyagwegwk??taéxﬁfgnmté%wgh%dﬁfu ‘%m wi ndow 38
i [Tustratgd péndteProxd 36°4acR tiftla %i@érb’URLhQr(fqhéﬁed by Bfowier $2.CPhis Gvil} allow
distributed to users'on a portable storage nmedium such as a diskette or
CD-ROM or netwark client 1240 peceivedbicbroacthmtrapsdodes sontient dvep éfitho BITR. onput er .
In the enbodi nent of 2% Fi\?ﬁi 5, .t he f' i %nt softwarge i s sp§$ar te from
browser 32 FONAGEHTOXY, 3P tpoWhich,ifiis,cqupled changss dye ioufor eXAMRlE: 2LRENEHN: var e may
be i ntegratedad : : L & R : enabl ed
cli ent enbod%ﬁ%%?@ilmﬁaggg of 8ok djenb12 o network load balancing proce airg. ooy ty

for rendering hypertext objects. As in the non-enabled client 25
enbodi ment s descri bed ahove, rk cliepnt 12

bl ed ' .
transcodetd data st é‘ﬁbP?iM'Pel ge3 piay oé‘:@qsﬁér}ix}gﬁﬁé{ e‘f‘gnatﬁ i s
| ready sup ' ndery f
br ower 32 ( 2Tl edyiopss Intgpied 18 Mebbifs SaRled gFOAE OSBRI ©

exanpl e, t he bréwsess32iinag qpeyahsivcalPalddesds afitkitworiocliene12 and POSKY this to
the hypertext object. |n addition, HTTP renote R)rpoxylo’;w,rrg%qéranscode a 30
hypert ext objiefermationtodiT EP samets prowndon glhe BEHP header of this B messpgere the

= 21 = 3 ol 7 X . . -
PCT/ US98/ 0 S\é\&lxﬂ%/oﬁléﬁx the IP address of the standard proxy, which will now be different from

20 the IP address of network client 12 (which is included in the contents of the

message). A comparison of the two IP addresses will determine whether network
client 12 resides behind a standard proxy. HTTP remote proxy may then use this
information to update transcoding information about network client 12 in user
preference table 26.

25

According to another embodiment of the present invention, illustrated

in Fig. §, netWork client 12 may be "enabled," containing speciaiized software to
support, for example, more sophisticated transcoding features than are i)rovided by
the above-described embodiments, or to perform some or all of the transcoding

30 functions on the client side. As illustrated, network client 12 includes an HTTP local
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transcodi ng process conprised écaling or data conpression, in which case a
client- «WOS843¥ transcode service provider 52 could be prRUT/HFEPA5304
convert the data stream back to a MM type supported by browser 32.

F e, HIT XY 3 d. t i f ] d -
sl g hon PEPRY AR PRI el i persor A1 En, SR I ppfhet 14 SLARRRGRREC .,
al gori t hm t QeRRE 38 donfrblsie of foré Blknt-sidRAfanSediR skFvidd T 8WBers 52. BRRVi Ce

provi der 52 coul d ‘'unconpress the file back to its original format. This
appr oach hadranseodesenficetproviders32 may bejcomfipRred, forl exampley toiBariscode bententy t o
provi de a user interface, and elidnnates restrictions | sed by

Pl tat 1 ons beBorE 1t Rogtan 30 AJisecDr fo PeriONTR AsPRRISTIYY ERSHAUTE BHCHPR (¢8rs vay,
the transgocaeesdm%h%ea_{:?eaao QTR s t%ﬁ'ﬁﬁ%ﬁﬁ%ﬁ&ﬂné&%‘f&oﬁ%@%&h and

Wb servers even en 1t 1 nvol ves changl ng content 'to differen
dat at ypes. transcode service provider 24 ofttednscoding) serverdik | As inittanscodinghservenddy| ed

network client 12 includes pn . or .pore, add-i ns_46 spec,i.ficall

Cont L gur od. twpH igakLE e falBre o iRz caEhe BIRTofy 56 MEnbEARN AL net vor k
client 12. r d ferfRY sBE chigml : : ' _exict t scape
pl ug-ins or%?d&gg(ﬂ'cont rgP's Q‘%r%%%%ﬁggéﬁcﬁ?j@n%ymﬁ?ﬁg%fﬁs}% as

part of the fatilitysupportedby the operatihg systemtsach as WANINET, Using an exjstiriged wi t h

el R R AR CAT I KON M
a different n%i@ﬂ?ii’fb #’ﬁlﬁ%‘f h?g&ﬁsocﬁmeﬁe hyd ai8d alléﬁ?é@éﬁ%?ﬁhs, Afilasns 46

are al so be I cla ey appeaf to a user
i ntegrated vditdonhe@ud browders, ivhary dliefteside yachp grienstaflSbe. Conbi nations of the
above- described presentation facilities are also possible.

I n an advant ageous optional application of add-ins 46, network client 25

12 may be configured tq e A Qpria i oynl oaded
from _ HTTP renote Wgﬁtpr‘ﬁ?gﬁ?eg@?}@%ﬁeﬁ%ﬁ?ﬁgﬁﬁgg&"@ﬂ%&{%‘i&w

det er mi n@s i ervige provitless $D(collectivelyothe CHieltt softhard) nfdy tRf dovafiedaeddo dat a _
stream HTTP renote proxy 36 could then downl oad the necessary add-in

46 or, alternetworletlient 12 ondemand; such as byt dlickingion hypertext link il gresenteddynat .

This facilit rovi.des Ly aut omat Le extensi on of .th ystke 30 nsuri ng
Thae or ent  BerRRdi SRR BTR Pl 3 aileristiiet o Yhedt $3hte colia B8SU" N6
-22 - Viis@ibuted’é Gsers on a portable stora%e medium, such as a diskette or CD-ROM, or

PCT/ US98/ 05304 In The enbodi nent of Fig. 5, browser 32
i s confi gur eit may beqeloaded on an offthershelf peesonal computerh Intheren eprafxy 48,
thus all %' nﬂigﬁ?ﬁelcﬁgﬁl software'is As'gpatraﬁe from browser 32; however, in yet another

embodiment the client software may be integrated in browser 32 (see Fig. 6).

The enabled client embodiments provide network client 12 with

expanded flexibility for rendering hypertext objects. As in the non-enabled client

25 embodiments described above, enabled network client 12 may receive a transcoded
data stream from HTTP remote proxy 36 in a format that is already supported by the
standard internal rendering software of browser 32 (e.g., JPG, GIF). This would be
the case where, for example, the transcoding process involved adding or deleting text
to the hypertext object. In addition, HT TP remote proxy 36 may transcode a

30 hypertext object to a data stream having a new MIME type, such as where the
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I nprove retrieval and rendering of requested hypertext objects. For

exanpl e, Ska3177 HTTP local proxy 48 receives an HITP reqp@fisdgidsog
br owser 3 or a hypertext 5 object associated with a Wb page, it passes
the URL to client-side cache interface 54 to check whether a copy of

t he hyper t-extransopding pracesseapmprised scaling or date compression,dan mehich case aglienty 56. | f
the h t ext, ject i hed P | | . 48 th hed -
b ect "t o br ENRHRIS90q ViR RRideh 52 oppld R proUteH o nveT Dl strenp bagk | o
not CacREMMIVE! &jp%gﬁﬁdor&a%}rxb&s&r&ﬂmbﬁmﬂﬂe,ﬁﬁ hEAHEYrokP36

transcodi ng server 3 for processing. HITP l'ocal proxy 48 ndy use a
cust om Get O comiditransniiva filendompressed psing @ aenistandardphat welbsuppodedbuser ver 34

RIC AR ChE G e
server 34 w éf'gviE%vafﬂe? si%ﬁ‘ldﬁanSﬁB}eE?fhfgﬂfgé}tXﬁ%gri{s;%wli‘i?ixﬁpfo?ﬁﬁt.tﬁléikrr P

| ocal proxy r ustrate t features
and benef i t sapproschiins thebunefindf relieving HT TPrlecat ptoxy48didm having ke pfdvide £ har t s

provided in Figs. 7-9 il]Juystrate the logic for,apn . . enbodinent of a
met hod by wh¥Seh INEFraseaan mmbmtr@mwmv{ bseﬂ%@ﬂ%sm%ﬂme a types

obj ect resi d%{)&%ﬁiﬁpﬁr&p&?ﬁﬂeh %‘E{;ﬁa)\;’lﬁ%&ﬁﬁwiﬁ%%%ﬁg | Bihginded to be 20

conpr ehensi v processi ng S perforne rather are intended
to descriBe transpatenttotsersyblovidersrandfWelb servertsleoeh whet iniidvetived ehariging | ons of
t he various processes_have been provi ded above with reference to
various di scFoéen te difrentdatatypedper o practical, the follow ng
description includes reference nunbers for previously- descri bed
structural elenents, although the nethod is not limted to those

structures. 25 Yet another possibility 8rthatrepatled\nétovobic Client 12 fxichedes ohe
begi ns when a user on network client 12 requests a hypertext object

f r om br ows er oBmopsddsing #6)specifically configuresbto transcode, render o playirack certgblest f or

i i T kB, TebeRR By abotRicey 33, Aoy e ik ipleeR Rt Bt pmmple NS D
30 2l r eady_bongapl Pl st AGCRECoHROls. 16R0R! adficas hey BRI & (0

pass all HITP . . . . - -
98/ 43177 part of the client software, as illustrated in Fig. 5, or integrated with browser 32.

PCT/ US98/ 053Q4 . reguest s t.hrou TP | ocal praxy 4 sQ . HITP.] ocal

or oxy 48 may S a9k e benehOafities ey pendiilly sy ForisyBR 0 Bomits o

110). user to click on a spedific 68jédt t6 dblairCa iifferedbVadIoNTE b, hightPqhgie@ proxy

48 first checks 5 whether the requested hypertext object exists in

client-si2fe tcepsesentations Yddeing 46 are also beneficial in that they appear to a user to be well-
integrated with browser 32, and are easily upgradeable. Combinations of the above-

described presentation facilities are also possible.

In an advantageous optional application of add-ins 46, network client
25 12 may be configured to request that an appropriate add-in 46 be downloaded from
HTTP remote proxy 36 in the event that network client 12 determines it is unable to
transcode a particular received data stream. HTTP remote proxy 36 could then
download the necessary add-in 46 or, alternatively, resend the data streamina -
different format. This facility provides for automatic extension of the system,

30 ensuring that client software is as current as possible.
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120). To do this, HTTP | ocal proxy 48 may invoke client-side parser 50
using a WO9SMaIFLal edObj ect (URL) call, which in turn issuePCrna3osiis3osy
call to client-side cache interface 54 to open a stream for the cached

bj ect. Thi ffecti "retri " hed j ect, f
) ent st de. cach. mencithe SRbPURETE of kigs S baowsern b conmbmese sl o oxy
48 then passgrTbh Ms%?ﬁm\ﬁ%ﬂp?&y!ﬁl'tﬁu%&ilo%ﬂh%?@}ﬁ%%ﬁfgﬁgée“ .

to - the user (Step 150 i lg. 8,
i f the requdspeeveurtrieyal andirenderingtof feuested hypertext objectst For deample/wherenor y

56, HITP | 48 t ]t r e t f h bj 1 t
Cr anscodi ng HLTRApeabRrciry 48 JeSetiss so beh P ssuastiam bopwieraz.tor a ppeorert
St age=0) 5 ob;é@%mgﬁmghw%%, ﬁsfsbpfheqﬁnt% ggg:gui e Ein"t;@%e pr oxy

36 invokes pafser 22, rnrssues a cal'edCojectOcCall to
server - si de Stwhcheclwhethers c@gy ofithe hypertbat objoctrudrealiy txists imclient-sidezasteoded

version of the re d hypertext object al ready exists in the
server-si de ’E%feﬂ'é’%g%%}f’ @ég’(t jecy iy)cached, HIT R losak proxy 48 passes thep i s
cached, sery, ' | s ]S - | L.t0.0pen a
ctroam o cohed (et 36 Ryl 32 e Budiined TEER PolidbokeeR ohidel 5" 0,

i ssue a Get Rrached, HEER Idehl proxy 48 trangmitssdn HTTPIequeat tosirahtscoding Serves 34 f ace 28
to retrieve jnforma{ion_about the transcodi ng roperties and

tr anscod% sé"é?i&ceisé'l& PHEEPK‘PF@ PW@M“$MS§O%GDq®éemmdtbbj ect. 25
| f parser 2 r [ ed, hvpertext, gbj doe ot

exi gt inth \&E{:s\%t?eg [ %Uéggccﬁgﬂ%esﬁﬁ%gg%oWm&e&ﬁhg%a%@ﬁ%?gues an

HTTP I eRgifstinirigthe pradessing BdieribedDsbiowe Withaefedérceftb QMher Rhibolfentd (St ep.
190). If the object is not found, HITP renote proxy 36 returns an

error to netttnsroding sarveri3# will return a datastreamdior g hyipettextabjectte HITAR 0 t he
user (Step %ﬁg)l ifn‘ﬁ:e object is found, HITP 30 renote proxy 36 passes the
handl e for t PR, g data streamto parser 22, which

-24 - 15 WD 98/ 43177

PCT/ US98/ 05304 in turn initiates caching of an original version of the
retrieved hypertext obfedertiiesillystrate the &@}ures and benefits of embodiments of¥hker r i ng
nowto Fig. 9. once the reqguested hypertext_object, _has 5 started to be

obt ai ned, - paEAHE Byenfinm, Mg e clgris piEyided g, -Silusiete hedogo fopan

obj ect bef or@nbddifientiofta méthdd by Vhith'atUnkbled hEtWork Lliémiily refider a pehtetti S

deci si on-

object resident on the Internet. The flow charts are not intended to be
20 comprehensive of all processing that is performed, but rather are intended to describe
the overall flow of the method. Detailed descriptions of the various processes have
been provided above with reférence to various disclosed embodiments. Where
practical, the following description includes reference numbers for previously- '
described structural elements, although the method is not limited to those structures.
25 '
Referring now to Fig, 7, processing begins when a user on network
client 12 requests a hypertext object from browser 32 (Step 100). This could be in
the form of a request for a specific Web page, in which case a plurality of hypertext
objects will likely be displayed to the user, or in the form of a click on an image

30 already being displayed to the user. Browser 32 may be configured to pass all HTTP
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maki ng process and exenplary transcodi ng processes are described in detail
above. wo 98/@s17pur poses of the present illustration, assunpCIrEgsRs3042
determned that transcodi ng was appropriate and therefore generated a
transcoded version of the 10 requested hypertext object (Step 250). HITP
rempt e proxye@@sisithrough FEIEP logalproxy 48,soEERRP lanal prexy d8 anaydipteseephtheer t ext

object to-n ent tep 2 U recei pt, HTTP | ocal proxy
48 initiat emm r8ﬂ“75%§°h%§8§’88r2@d(§§§|83p?)ext obj ect (Step 270). In
addition, client-side parser 50 determ nes whet her any further

processing is required before the hypertext object is rendered (e.g., a new

M ME 15 type has been laghisipartioulay empodiment, JEETH docabproxy 48 first(cbeeks 280).

| f ddj ti t i ng | i red.  HTTR | ocal 48

he handi b rfeinershe BRERYRd rieftekCotied: SRtst U Hicns i Bt SEIRER | e
user (Step 120). F8Qb thisf Hltml“15&&3?6@4&5&9&52&&&1&@8lﬁhfsgﬁlso gsihgat - si de

parser 50 passes the handle to 2 an appropriate transcode service

provi der 52 G&ScaledDjpct(URE) calk whichdh turiniissubsie GetEntry callspslientssidacachg be a
hypertext ohjec | ch browser 32 can r iy displ Lto.the .  user
(Step 320), 'Mﬁ%g‘iﬁ?ﬂ"t"”f\g% °5&W@§$‘€%J¥‘bei’&%ﬁwqm TRRygS s’?‘ﬁndard
M ME type, 'déicl{@l! SHjech Huin ERANARE ciche Timbiy SY4F it Ulftd (Se4P140). HPPP Ral N

obj ect . (Step 330). 25 According to anot her

enbodi mretd giroxy48 thengpasdes itheystreaimoto, bratskrt32omaich displays dbet cacbed pbjectrtans need
not necessart'hl Xxsbe I ns ed as part of a response to a client

request. Rat'fig ,er.(ﬁf“a? - prograns nay be transparently "pushed" to network
client 12 without the user or. the browser-32 software's detection or
i ntervention. One 30 advantage of this approach is that transcodi ng server
34 is able to detect wReferring now to Fig. 8, if the requested URL object is not found in

-25 - WO 98/ 43177 . _ .

PCT/ US9/ 0530elient-side caghe apamary 5§ HTIE Jacal peaxyi 4hisansmits argquest fordbe obiest zed,

ter ror Mg W RetIb sl s il R dinble, #R0ut Ao Sge R R

| npl ement at i giit (Se€}5160). (HioniredeiptasTahis RAPITTPRéftte Ry 36 Ivbkes parser 225 own
requests (rather than_being user-driven) to content providers or networked
5 proxy ser vwhich imturn issegs\acGetbsaledObjeet() enllita sprvetrside cachietinterfaes 2t net wor k.

The | ocal r.OX tore the . data Jn client-side cach Lnstall it
2 4 pr ogr anfetant SRER § pSHfranctatd Visiop o s shles Sl BReRBE b hany
potenti al Usﬂﬁeaﬁ?éxi%tsqﬂi't%emmem&me méfory 30 (S8 170). af tHeHypertattidbfect an
advertiser of software products or mnusic can prel oad network client 12

with tridf visrcathedssesverpsidaicashe inerfase 283suap2 GetEntnecallseopen aistragm for
the cached object (Step 200). In addition, parser 22 may issue a GetProperties(URL,

...) call to server-side cache interface 28 to retrieve information about the transcoding

properties and transcoded status (such as the refinement level) of the cached object.

25 If parser 22 determines that the requested hypertext object does not
exist in the server-side cache memory 30, HTTP remote proxy 36 issues an HTTP
request to retrieve the hypertext object from Internet 18 (Step-190). If the object is
not found, HTTP remote proxy 36 returns an error to network client 12 which
browser 32 will communicate to the user (Step 220); if the object is found, HTTP

30 remote proxy 36 passes the handle for the incoming data stream to parser 22, which
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10 advertisenent, thus enabling instant playback capability w thout the

. user, haviwo9sa317?7 wait for a deno.to be downl oaded (and pPRCEIUBIBHOSBWEI ng
interest in the neantine). A nunber of different
confi gur atlons ar e.nossi d| rren .of he
resent | nvahRritgies cheRing.of 3h sHEPR{YERP AE theretsisF RuRetient ohisse (BB
appar at us rgggj red Is a renote proxy. That is, no new softvvare needs to be

install ed on network client 12. The renote proxy may resi de anywhere
on a suitable network, such as the Internet, including at particular
content provider site fernatively, the may be | ocated
at ISP |l ocal POPs (PoithfeingBoR:to \rﬁ'gjg %Ft@(%?%e ‘t’)ﬁ’ept  dbject has

| ocati on &5%3 r ??Eé:'c?.? Stk eSel ection
criteri a§OS Qg%&?@éﬁﬂeﬂ I'n oé&mat | or? ca gﬁ?ﬁf‘e&?ﬁ% met hods
as wel |, sumlbjeesbefsmtransnuttmgltabmemm'k diemttlz@epuez)s Bathithg dec:ston-

| ocat i on speci,fi c domai n_nanes to ox .es. In a nd.co ftgurat i on,

a new pi ece 'Fﬁk“lﬂ Profess apd exgpplany, Brocgssf ”ﬁr@i’i’ﬁ’ﬁaw Q%ta‘ a

i nstall ed, l;insytdati %ﬁdﬂ' fhBen point the
client |cat|§En ng)ér%g'%}“to tlﬁlgvai oca iyﬂ‘gst %% nati1ons of these

exenpl ary 2 Eransmﬁngywasaappmmae end tHeﬂafmmegepmdtﬂ eansaodede&drsnas of the
si mul t aneousl y havi.ng multiple nod tive (for_exanple, a |ocal

proxy ackl ngequestedhypectext robmgh(step 2§%JITEB {Femete RTAWY 36 transmits a data

t hr,
Uner & mert vor o (0 fe gt Bbert RFUbiEE: (GBI Genft (8T8 268 Wity 5
slzgw comun {/r\%é%%t})z%l‘iﬂ%mlﬁal proxy @9/ inktixtdsasathifg Ioatﬂeytraaﬂumaagpmfoajdcﬂpl enment

PCT/ US98/ 0538tep 270). n addition)i dligntaside parser madqtm»esowwmr nny Sithesnot e -
Pore of i or PORHBRaE bt BRtRR she huftfli S8t ifeteted (£ B o TRRCMIVEE ' ¥

aut omat i p5 daypé ﬁéﬂ%ﬁ%ﬁﬂ?@é&@fﬁ&ﬁiﬂg@é@e& BYX(Stepl28®) ayi ng
p

predi gested content. O her applications, such ‘as transl ation and trademark
5 enforcenent, can be done efficiently on |ocal proxies alone, but may be

oS o e A OB B el Bl o b ™

requests. Stent hattle &r tRERickived dXaStresi 6 bicwser 32 fot Hisia} {OREWRAASIG S, are

generally better i1nplenented on a | ocal proxy because there are nore .
resour ces avafl)alfif additional trgnscoding & required, dlient-sidegrarsea S0 passes thiedrangleitoacy 10

reason
SONS- 29 an appropriate transcode service provider 52 (Step 300). The result of this latter

processing may be a hypertext object which browser 32 can readily display to the
user (Step 320), or the result may be a hypertext object having a non-standard
MIME type, in which case browser 32 may invoke add-in 46 to display the object
(Step 330). '
25

According to another embodiment of the present invention, additional
data or programs need not necessarily be inserted as part of a response to a client
request. Rather, data and programs may be transparently “pushed” to network client
12 without the user or the browser 32 software’s detection or intervention. One

30 advantage of this approach is that transcoding server 34 is able to detect when
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In view of the foregoing description, it should be apparent that it is
possi bl e r e to be nore than one so-called "smart" p : ed
bet ween a‘LBgs}éﬁgi ent device and ‘a content server device. ?@‘i‘)ﬁlgﬁ/ﬁﬁﬂﬂ
unchecked, such a conditiqn can 15 fesult _i_n content being altered
excessi vel. ycﬁmswmmumm@nﬂhmlhmmmhzddmdmthmpus aéatmssy

dec; To add hi
B Ee! O SeliaH P b SR BASH AR PR ] SRS A
pr oxy- t 0- pr @¥pecially adviinfigeey mtplaien%'bﬁ%@& attllas%lo%hll pexy, w&%émﬁs@wse

structures to indicate whether and sort of transcoding ha
al r eady beentSpmrequmts (mharhbamhﬁmgamer-dm tacmentapevdam q_re&tvmr&;:d)col in

addi tion & o_ot her rox rox | e nted on
an as- neéélear?ﬂsﬁe gf)“ﬁ‘%’ ‘%"FﬁE‘iéﬁg V\@ to g ‘%‘ffﬁ‘%‘lﬁw 3%r §logal,

yet still t 'p?é)@ﬂﬁ&}ﬂsibx‘e)thé Batd %104 Slienflside thcheQinktaf ias aﬁp’rb dnﬂEbr p‘i&:ﬁ éd
proxi es and content servers. ccordi ng yet

anot her enbas¢ntetakesometfartherastion. mnypotmwmmrmwmdmemmy be used

d I all ed
W1 BVt REOIe; Beh Ryl pEVHHiSt Af SEare AR Pt ean oo payment

or ba%@ﬁb&ﬂ cﬁéﬂfflz%ﬂ?ﬁ'laﬁﬁérﬁﬁhé S prodhdtebéfere prSH@Bng"‘%eﬂi%E?Gﬁth% usage)

to have a hi gher priority when conpeting with other users for proxy
resour celel) Beivertisament,ithusgnabling mstanta;la)é)aq:hgaplahlléf wshomrtbe(usas haviug t@r vers,
?Z?r_s are ser V edé%at? oi)e(anw%loagedj &% 85ssf|bly Fosmg mteresm?l tLe ;nsétant%%tre)ved baS| S
PCT/ US98/ 05304 In one particular inplenmentation of
such an enbodi ment, transcoding server 34 may be configured to extract
user | P addresses frorAnm}he's:fshﬁ'eremrconﬁsEeﬁons are pessiblerfor implementidgr mat i on

h h f f wh t
par i cul ar FERPeRs bR presf o Tt testifon P snly st " °
"frequenis b ta?}ﬂ&‘ifus Feduired iP4 repddth gwéya"mwﬁa N AEF so&ﬁﬁ'r”e%eﬁd’d’totﬂéqﬂstﬂfed

rewar ded wi faster response fimes for subsequent visits to the site,
or the site Qnmewmkmlllent 12h dDeeremote progy maysesitlet dnywhererona smtabhmetwm&,

per f or mance o |tes r ed thro h the same anot her
possi bi ity 'g‘fP &H“ESP’evfé’P’F’éas'?ér \fﬁt‘%ﬂ 43'

assigned a ,‘y\ﬁ,ga geso PPk Yet
anot her 10 gg'?gﬁrﬁl ty fgeﬁ?éteﬁgat\%l’gw& lﬁﬁ]ﬁé’?ﬁgn paﬁl&gs%?g%npgolfn der to

i mprove t he locationispedific clananteristicaare tobe used/dsmreﬂetcrsuuadmglebhm crifecia. ©fsite.
I'n anot hf(f %gﬁ'slecéﬁlc rmijorrmatleorr{%g}x %Ea Igg [}]uéred Oorthngtnlxe(moésdaes IQaztrelllf gucrﬂgasl{xssgrr-s to
preference settings or assigning location-specific domain names to proxies. Ina
second configuration, a new piece of client software acting as a local proxy may be
installed, for example, on a client device. The user would then point the client
application’s proxy to the local host. Combinations of these exemplary
25 configurations are likewise possible, as well as simultaneously having multiple modes
active (for example, a local proxy acting as a pass-through for some requests and a

non-pass-through for others that require the use of a remote proxy).

Where network client 12 connects to a remote proxy over a relatively

30 slow communications link, it may be particularly advantageous to implement e
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be given VIP treatnent may be passed to transcoding server 34 in the form
of a Wb IWo9smgyy? Upon recei pt of such a Web page, the proRCTAISS/05304
subsequent |y all ow servicing threads to performwork for requests

Donet 2t oy o transcating R ik Veidi ebeckitg o femote praily KeaTahinations of jardi, T oy
the VIP i i j " i ’ d h
e serv 1oc§*yggﬁ3§ﬁz§e§gmwn{£gm mhére y&%@w\ﬁkmmaaan@&yce&%ea (that

i's, no user shoul access entire P users). In addition,
transcodi ng applicationsgsuch4santonaticrdata/proglfagy downlaad eud imtergctively displayingil ar

Wb sites and re a ssive, pte-fetching for VIP usgers., Still
further, t raﬂ?@fﬁ?ﬂ °§BW€?6§‘Er ﬁ%@“’ » SuC %%ESI?%@)WE@‘#% sive
compressi @n Wﬂﬁmﬁeﬂoﬁémﬁﬂy 61910%1%4'bﬁ'i€s Ql%h&,q{ut may beGhstei ty content

for the sanme |atency at the expense ‘of slow ng down accesS for non-
VI P users. 23dvantageously done on remote praxies begause thisl resultsaan be caclied fovusedyt

Bl Ter o | n” Aok SRY selie HHONgRey orserURNE SH ofher spplicaf i g s
i nventi on MayLatredh RAHEHS, Afe %elEh befterimplénitditeddn H%capﬂ'alkfgéca%@tﬂeﬁer S

or users are given the CapabiTit 0 override any potentia

cont ent - al t earemoreesausess available ﬁl)cally to the individual user, and also for privacy
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pCT/ US98/ H536%50M8.  Thi s may be acconplished, for exanple, using a
pass-through techni que triggered by a special tag enbedded within the
content. As the foregoing description denonstrates,
enbodi ments of the 5 Invieveaoftheforegoingdescaiption, itisheld be appavent] ¢hat itdy st em

for inproving t 0 ni cati ons capapi ] ities of conputers accessing
net wor ks SucposEDie i IFeP R mOTE MRS SARaIG 'smar R FTRBSE PERVERRY. be
advant ageous!oheahict nd § GAEHYERYS dBAKLH 148 Tiebked, suckPEBHCEEONS

bandw dt h aval such as nobile conputers or personal conput ers
accessi ngl& mesulidn kontent beinghaltbeed exassoetyi (for. exaimple, voamany adstinsertedpf 10

such enbodi nent,s enhance the .abili of .these ¢ ut er cess .data on

Che ot THRPIE oS Eompressiom RN AR BLR ITEEPy 19 FOE% Mibrc, o0

t her eby enably : ' hi f ear
y éjrrgﬂsmmt gn %xlﬁgﬁugl@ﬁt M@@?ﬁft ‘?anﬁf?&Fﬁﬁﬁ LLER s ﬁf&crg}[l’llb neﬂ;

that only us phisticated data conmu s and
di spl ay capalprbiocokthatcexteradstiee ¢xdstingjrequest/response strndtors ne indicatd whéthempands ent

" addi 1 on (Rt 3B E MAG-ORIE 18g vy bentipesBEld h dettento Sug Arpl 0.

20 specialized protocol, in addition to other proxy-to-proxy messages which may be
implemented on an as-needed basis, enables multiple proxies to work collaboratively,
yet still transparently to users, client software, existing “standard” proxies and
content servers.

According to yet another embodiment of the present invention, a

25 proxy server may be used to provide certain Internet proxy or server users with so-

| called “VIP” treatment, identifying users who are entitled (either through payment or
Based on some other selection criterion, such as extent of usage) to have a higher
priority when competing with other users for proxy resources. By contrast, with
existing Internet proxies and servers, users are serviced either on a random or first-

30 come/first-served basis.
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converting color images to greyscale inmages for users |acking a color

di spl ay; wblosasi?9 and/ or deleting undesired content, pgygalesds3os’
por nogr aphy; addi ng content, such as adverti sing; and | anguage
transl ati on. 20 Al t hough the present invention has been

described with refer erIu@nemrticularimniedemainmoﬂsuch an embedimgnt] tmansdoding t he

I nternet, perso ski e art wl ecpgnize that it is equally
hppl | cabl o S6VER R be Gopghned B Sreotiven TR, addeesss BOM réguasitprosessit ront s
of the presaaamamfﬁpwaﬂnméaehu@mmﬂ 9NGiSFof Wt duration AIREFEsCat i Ons
bet ween a network client conputer and mirane "“An I ntranet 25
typically i brmwsngapmtmnlapwmsaen&mbmfommdeh edxldﬁrbased tocdeteriminen et

architecture, and eperally in rrec i sns . fo cating with
ot or nal e TSt BiRorsehER it piricafar SEAbies. Ustrs can then be Fewarded wathng
foregoi ng i fasferdipiinkéAmeSr shbiehéht Qfsxtpﬁﬁhb%l{é 6Jr tRIGRUWIRS Buld chd8sd he

present invention. The iInvention enbraces al alternatives, nodifications

and varte aewzrdsthe hm' withl impréveld iperfomance 'on all sitexcreaghied |through thessamieai ns,
?Z 9W_E| | as aI l / ii ?her possibility is that users may pay for such preferred service, being

PCT/ US98/ 05%% gned a p %Ew&gﬁwﬁbﬁhgg%eﬁ&h to%&@&dm{ %F\{)y’&ﬂ”ﬁi’e?anétﬂgie or all

of the features descrtb ve as |ng provi a renote proxy may
be i npl ekfentpossibilitydis that adMeb siteroveser can pa;La pmw:mowécrrm improzelitheof t he

features descrj bed a as b rovj de a | ocal proxy may be
i npl ement ed Heﬁé \ﬁgéﬁué"ﬁf) ?‘tlﬁg*sgﬂgd?fe?% SUE ||ed in the art will 5
recogni ze fromthe foregoing detail ed description that nany ot her

al ternatives, nmodi fications and variations are possible.
In another particular implementation, information identifying users to

be given VIP treatment may be passed to transcoding server 34 in the form of a Web

15 page. Upon receipt of such a Web page, the proxy may subsequently allow servicing
threads to perform work for requests generated by VIP users first. To do this, -
transcoding server 34 may boost thread scheduling priorities (within the operating
system) for the VIP service, while ensuring there is no starvation of any thread (that
is, no user should be denied access entirely by VIP users). In addition, transcoding

20 server 34 may permit preferential caching for particular Web sites and more
aggressive pre-fetching for VIP users. Still further, transcoding server 34 may use
more resource-intensive compression algorithms, for example, to provide better
quality content for the same latency at the expense of slowing down access for non-
VIP users. '

25 |

It is possible that certain content providers or users will not wish to

have their content dynamically altered in any manner. Accordingly, embodiments of
the present invention may be implemented in such a way that either content providers

or users are given the capability to override any potentially content-altering service.
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PCT/ US98/Wb 3843177 ~VWhat Is dained Is: 1 1. An aRCIGI80530r
in transmtting data between a network server and a 2 network client over

a communi Catl,o nnsxayll e adcompilg'neg & lare:?;[nltjﬁe, usi graI ;?als?. augﬁl{ecﬁmque triggered by

10

15

20

30

a special tag embedded within the content.

As the foregoing description demonstrates, embodiments 6f the
present invention may be used to provide a system for improving the communications
capabilities of computers accessing networks such as the Internet. Embodiments of
the invention may be advantageously applied to computers having limited
communications bandwidth available, such as mobile computers or personal
computers accessing a network over a modem connection. The unique features of
such embodiments enhance the ability of these computers to access data on the
network in a timely fashion with reduced user-visible latencies, thereby enabling
content authors to produce rich content without fear that only users with highly-
sophisticated data communications and display capabilities are able to enjoy it.
Embodiments of the present invention may also be advantageously used for purposes

other than, or in addition to, reducing latency. Such purposes include, for example,

converting color images to greyscale images for users lacking a color display; filtering

and/or deleting undesired content, such as pornography; adding content, such as

advertising; and language translation.

Although the present invention has been described with reference to
embodiments for accessing data from the Internet, persons skilled in the art will
recognize that it is equally applicable to other nétworicing environments. For
example, embodiments of the present invention may be used to enhance data |
communications between a network client computer and an “intranet.” An intranet
typically is a secure corporate network modeled after the Internet architecture, and

generally includes mechanisms for communicating with external networks such as the
Internet.

The foregoing is a detailed description of particular embodiments of
the present invention. The invention embraces all alternatives, modifications and

variations that fall within the letter and spirit of the claims, as well as all equivalents

-20.
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3 coupled to a transcode service provider, said parser being configured to
sel ecti V@loogdi1tnvoke said transcode service provider in rgRepHpsssosiey 2
predeternlned selectlon 5 criterion. 1 2. The apparatus of claiml1,
wherein said _predeterm ned selection criterion 2 npri ses

char act er i sPf theglaimpé sehiedt mastengFer efample, seme or all Pfﬂ!F feat“"ﬁh’ésmbsdr at us of

I 1, wh
char act eri s Apoveds Rin AtGAHEd B ZrRfbte Sk Be hbibbheBliy £oSREM LARE O,
claim 1, whiilewises sorfle pr emafﬁretfhamés aedoabéd dﬁweraistberdgcpaowaecbbﬁmo@bs a .
characteristic of the network server. The a paratus of claim1,
wher ei n sai 8rqIyanet ke implergented mbrewserraméwm Pzrs%ﬁﬁklﬁ edin the art will

h f cl 1,
Char act e1g S pdbeffze 6o 8 AREIAE!defllbd descriiof that mall BuRPRALALNESOT © @1 M

wherei n Sai rses a uske

pr ef er ence. modxﬂcatx&ns and vafiatiomsdre passitde.of claim 1, V\/ner ein data is
transmtted fromthe network server 2 to the netmnrk client in response to
a request by the network client, said 3 predeterm ned selection criterion
being included in said request. 1 8. A method for providing a
network client with a data object residing on a 2 network server, wherein
the network client and the network server are coupled by a 3

comuni cations |ink, said nmethod conprising the steps of:

-31 - WO 98/ 43177
PCT/ US98/ 05304 4 receiving a data object fromthe netwrk server,
5 selectively transcoding the data object according to a

predeterm ned sel ection
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6 criterion; and 7 providi bject to the network
client. WO9883177 The nethod o ' erei n said tranBEGWSHHISZM4Ep
further conprises 2 conparing H,ﬂmmm&m”muof the received data object
to the predeterm ned sel ection 3% CeélTErTOMs il 10. The nmethod of claim
8, wherein said step of selectively transcoding the data 2 object further
conpri ses deyphsd BiCldindbEeldier the data object includes content created 3

Wi th an unregi stered software product. 1 11. The net hod of claim 10,
wherein said step of selectively transcoding the data 2 object further

det bct 1 on Lot eont At SEpRRRpe 5% usd fo SRSRinREk A RGO R oBO Tordi® ° |
12.  The 2mehbRebrRicliedtaiver 8 comtihivhfiomsdink, Sdid Rpperatus cemibtisifig ¥ parsenscodi ng

the data 2 object conprises conpressing a portion of the data object. 1
13.  The3nechupledto & transeode semise provider; snid parserdseing-candignred) tp seleetivedivdi ng

 firet | ahgisEe st 3R e Ans bR ofRhd (L oRyplofind e ginl - 1y 6
wherei n s& dchtepionof sel ectively transcoding the data 2 object further

conprises determ ning whether the data object includes offensive 3
content. 1 15. The nmethod of claim 14, wherein said step of

dat & ob] edt 2o pr ATBARBERE R ncT, et hoid Bl esblem iR REIsR i B  ne "
net wor k clj ertomprises a characteristic of the data being transmitted. -32 - WO
98/ 43177 PCT/ US98/ 05304

.

3. The apparatus of claim 1, wherein said predetermined selection criterion

2 comprises a characteristic of the communications link.

1 4 The apparatus of claim 1, wherein said predetermined selection criterion

2 comprises a characteristic of the network server.

5. The apparatus of claim 1, wherein said predetermined selection criterion

2 comprises a characteristic of the network client.

6. The apparatus of claim 1, wherein said predetermined selection criterion

2 comprises a user preference.

1 7. - The apparatus of claim 1, wherein data is transmitted from the network server
2 to the network client in response to a request by the network client, said |

3 predetermined selection criterion being included in said request.

8. A method for providing a network client with a data object residingona

2 network server, wherein the network client and the network server are coupled by a

communications link, said method comprising the steps of:

W
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1 16. The met hod of2| ' “ (rH iap sai d step of selectively
t ranscodi 4@ sgig1Pat a- j Hﬁ H ﬂ ?“Forrpri ses addi ng adv InSd 04"
information into the d objecmn. s 1+ 17. The net hod ofq{:"{fgér%%%%"

wherein said advertising information is selected in 2 accordance wth user

profile idfornati &ereivinga datg objectifiem et edwrorki secvexj m 8, wherein said step of
sel ectivelgy trans ' t.he data obj-ect further conprjses, deternining
whet her tr% dat a g@%g@lyitﬁaasgﬁgg éeFFWI?%ﬁ‘ft aecer 'E%E‘bﬁgp'iﬂlﬁteémﬁl? dglection 7

19. The erethitesionf andl ai m 18, further conprising the step of validating the

link to 2_ a second data object. 1 20. The nmethod of claim19, wherein
sai d step7of sel e®rowiding therdatasohjent o thenetwiankaclignt. obj ect further conpri ses
correcting an invalid link. 1 21 The net hod of claim8, wherein said

step of selectively transcoding the data 2 object further conprises

communi catli ng. i nf hewietissy dsf&ilaaﬁlimgvhbmﬁi&uhﬁs@a&ﬁg%ﬁ%ﬁﬂe&ongdgﬁe&et wor K
server. 1 22. The nethod of claim8, wherein said st ep sel ectively

transcodi dy CPREP#IALA charagtgristie of theirpesived slata object tol thepredetemminedhseldutiont he
network chi e%tite'?gnpr econfigured to 3 receive preferential treatnent of
requests.: .. A set of instructions residing on a storage mnmedi um for
execution by a 2 conputer, the conputer being coupled to a device for
rendering a data gobject to a 3 user, said set of instructions conprising

i nstructi dns 1Por ; The method of claie & whgrein said step bf salectivelydmnseodiey the data det ect

?oggef\t corr Sﬁﬁ%hﬂ& éo?npa}isés d&ét%gr%ge (:v@e&%rd thsé%ateacct)tlajgcq il?crhluieg rci)r?tréx;lt created
3  with an unregistered software product.

11.  The method of claim 10, wherein said step of selectively transcoding the data
2 object further comprises adding a message to the data object corresponding to said

detection of content created with an unregistered software product.

12.  The method of claim 8, wherein said step of selectively transcoding the data

2 object comprises compressing a portion of the data object.

13.  The method of claim 8, wherein said step of selectively transcoding the data
2 object comprises translating a portion of the data object from a first language to a

second language.

14.  The method of claim 8, wherein said step of selectively transcoding the data

2 object further comprises determining whether the data object includes offensive
content.

15.  The method of claim 14, wherein said step of selectively transcoding the data
2 object further comprises modifying the data object to prevent offensive content from
being rendered by the network client.
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Pr LoamasweTs \\||\||H“l\\«||l\t\\||ll\\l“\ ranscoding the dat RCAOJSSYESIA

response to said detection gritor *t0°7 rendering the data . object. - 1 24,
The set of instructions of claim23, wherein the storage nmedi um conprises a
2 nmagnetic storage device. 1 25. The set of instructions of claim 23,

wher ei n the 1%t or 2Tl Meklbd oF Clakws, Wherein sdid SH8p BT sklectivelpiraRoliig Ihe @ARUL €T .
2 object further comprises adding advertising information into the data object.

1. 17.  Themethod of claim 16, wherein said advertising information is selected in

2 accordance with user profile information.

1 18.  The method of claim 8, wherein said step of selectively transcoding the data
2 object further comprises determining whether the data object includes a link to a
3 second data object.

1 19.  The method of claim 18, further comprising the step of validating the link to
2 asecond data object.

20.  The method of claim 19, wherein said step of selectively transcoding the data
2 object further comprises correcting an invalid link.

21.  The method of claim 8, wherein said step of selectively transcoding the data
2 object further comprises communicating information relating to said transcoding to
the network server.

1 22. Themethod of claim 8, wherein said step of selectively transcoding the data
object further comprises determining whether the network client is preconfigured to

3 receive preferential treatment of requests.

23. A set of instructions residing on a storage medium for execution by a
computer, the computer being coupled to a device for rendering a data object to a
user, said set of instructions comprising instructions for:

parsing a data object to be rendered to detect content corresponding to a

Wn H W N -

predetermined selection criterion;
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6 selectively transcoding the data object in response to said detection prior to
7 rendering the data object.

1 24, The set of instructions of claim 23, wherein the storage medium comprises a
2 magnetic storage device.

1 25 The set of instructions of claim 23, wherein the storage medium comprises a
2 memory installed in a computer.
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