WD 2005/ 038641 PCT/ US2004/ 033068 DATA SECURI TY FIELD [0001] This

di sclosure relates to data security. 5 BACKGROUND [0002] In one
conventional data storage arrangenent, a conputer node includes host
processor shodsdseels bus adapter (HBA). The HBA i s couple@iusmomoszegundant
array of independent disks (RAID) that include a plurality of data storage
devices. I n accordance 10 with conventional RAID techniques, in response to
data storage and retrieval requests fromthe host processor, the HBA stores
data in, and retrieves data froPATRA SBOWRITY003] If an intruder physically
accesses and renoves data storage devices fromthe RAID, the intruder may be
abl e to use conventional RAID techniques to reconstruct the data stored in
the RAID. This nmay make the data storgg pn the RAID | ess secure than may be
15 desirabl e. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0004] Features and
advanit@fts cfhiedisdelunerstatesdd dataseairigi. mned subj ect matter will becone

apparent as the follow ng Detail ed Description proceeds, and upon reference
to thes20 Drawi ngs, wherein |ike nunerals depict like parts, and in which:

[ 0005] Figure 1 is diagramthat ié@@ﬁﬁ&a syst em enbodi nent. [0006]

Figures 2 and 3 are flowharts th e operations that may be

per f Opﬁﬁﬂ AaGRE gbﬁ@nt‘i&aﬁﬂht@ﬂ?@fh‘ég a%a%% &OQZ&mﬂt&ﬂ}mg hdiiRs hedt! owi ng

Det ai | ed Description wll proceée ference being nmade 25 to

H T ustrat bye SBPAdiSTRRE SusQlaftBS e A T3 }ﬁswis%%ple@w SledufBRY afly! @' Nat i ves,

independent disks (RAID) that include a plurality of data storage devices. In accordance
10  with conventional RAID techniques, in response to data storage and retrieval requests
from the host processor, the HBA stores data in, and retrieves data from the RAID.
[0003]) If an intruder physically accesses and removes data storage devices from the RAID,
the intruder may be able to use conventional RAID techniques to reconstruct the data
stored in the RAID. This may make the data stored in the RAID less secure than may be

15  desirable.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004]) Features and advantages of embodiments of the claimed subject matter will become

apparent as the following Detailed Description proceeds, and upon reference to the
20 Drawings, wherein like numerals depict like parts, and in which:
[0005]  Figure 1 is diagram that illustrates a system embodiment.
[0006] Figures 2 and 3 are flowcharts that illustrate operations that may be performed.
according to an embodiment.
[0007]  Although the following Detailed Description will proceed with reference being made
25  toillustrative embodiments of the claimed subject matter, many alternatives,

modifications, and variations thereof will be apparent to those skilled in the art.



nodi fications, and variations thereof will be apparent to those skilled in
the art. 1 WD 2005/ 038641 PCT/ US2004/ 033068 Accordingly, it is intended
that the clainmed subject matter be viewed broadly, and be defined only as

set forth iwobheoiesonpanyi ng cl ai ns. DETAI LED DESCRI PTip@¥usdods@94agsl Fi gure
1 illustrates a system enbodi nent 100. System 100 nmay operative circuitry
110 that nmay conprise, for exanple, a host processor 12 coupled to a chipset
14. Host processor 12 may conprise, for exanple, an Intel (r) Pentium(r) IV
and/ or |t An¢andiigly, it is inteogedatbashbeoelainted tsubjsct amtterbaviawed breadly) atdlte from t he
Assi gnee of the subject 10 application. O course, alternatively, host

processor dditiedBlyce sgrfosie innthe hdvemphysgs €lhimsm cr opr ocessor, such as, for
exanpl e, a mcroprocessor that is nmanufactured and/or comercially
avai l abl e from a source other than the Assignee of the subject application,

wi t hout departing fromthis enbodi ment, [0009] Operative circuitry 110 al so
may conprise, for exanple, to%%ﬁﬁ@ﬁ@iﬁ@in 15 reader 54, user
interface system 16, bus system 22, circuit card slot 30 and circuit card
sl ot 0. Chipset 14 nmay conprise a bridge/ hub systemthat may coupl e host

proce9o0s] 1ZFigursysihetrateravysyern?dmbadintentd@0. Spstanflac enagppemiivd Grduitryeach ot her
and to bus system 22. Chipset 14 nmay al so include an input/output (1/0)

bri dge/ hub) et @4 Ediliriss oyeraniplat hempro&mph@ccm@eedh@atchgfsétdm.e/}mss systemto

bus 22. Chipset 14 may conprise one or nore 20 integrated circuit chips,

avai 1 bl e PR KAEE Cortirl APbHIER B ALP Pohdyc? IPRRYS: LARETE ™ ohi o
im; »[ne)g?/ a? ggli%éﬁgr)egﬁ%?grrtﬂt Iise crorrt]rgé)rci%m/ E&a?lggl)e ’fro?rl tthQ %léggnf%no% t1(1)er su%})erc%e ot her
10  application. Of course, alternatively, host processor 12 may comprise another type of
microprocessor, such as, for example, a microprocessor that is manufactured and/or
commercially available from a source other than the Assignee of the subject application,
without departing from this embodiment.
[0009]  Operative circuitry 110 also may comprise, for example, token memory 50, token
15 reader 54, user interface system 16, bus system 22, circuit card slot 30 and circuit card slot
70. Chipset 14 may comprise a bridge/hub system that may couple host processor 12,
system memory 21, and user interface system 16 to each other and to bus system 22.
Chipset 14 may also include an input/output (I/O) bridge/hub system (not shown) that may
couple the host bridge/bus system to bus 22. Chipset 14 may comprise one or more
20  integrated circuit chips, such as those selected from integrated circuit chipsets
commercially available from the assignee of the subject application (e.g., graphics
memory and I/O controller hub chipsets), although one or more other integrated circuit

chips may also, or alternatively be used, without departing from this embodiment. User

interface system 16 may comprise, €.g., a keyboard, pointing device, and display system



chips may al so, or alternatively be used, without departing fromthis
enbodi nent. User interface system 16 nmay conprise, e.g., a keyboard,

poi nting device, and display system 2 WD 2005/ 038641 PCT/ US2004/ 033068 t hat
may perrﬁtagolfﬂ%% Hser to input commands to, and nonit @erhlReePRBha@t i on of
system 100. f Token nmenory 50 and token reader 54 each may be coupl ed
to chipset 14. Token reader 54 nay be capable of receiving, at least in
part, renovabl e token nmenory 52. For 5 exanple, renovable token nmenory 52
may be caphiiinmyqferhie iahgmian sear teghputabnineads to, amduaoniforitid epetrasioant,sgaear 54,
and after being so inserted into token reader 54, nenory 52 may be renoved
token readgn. 54. When nenory 52 is so inserted into token reader 54, nenory
52 may becone electrically coupled, at least in part, to token reader 54.

[ 0011}io @K ENTHRIREIMGY SHBKd Skeh RalitS4QhcHBEELE QKBRS 18 hipkdtKEWrsEen t Oken
menory 52 may 10 conprise one or nore tokens 58" As used herein, a "token"

Teans one QlackBl 5 HE LGB of AR NP G BbAE S LABK ool V0o

menory 52 ‘each” may” cO se one or’nore of OW ng menori es:
sem conductor firmaar nor rogrammbl e menpr.y, . non-vol.atile _nmenory,
read o%dy %%?yl,emé’l"%@? ?q‘?(f’é e{”%’r g%%’h]%%%ﬁpgblﬁﬂﬂg‘?%% INSEHto A IS B e nor y . 15
flash menory, magnetic disk npry, .and/ or optical  disk nmenory. Either
addi t i onallip tefen Teader rhand gRenpemgspdisyrieinto ol repe S NEDOTYE\ A RSr i se
other and/or |ater-devel oped types of conputer-readable nenory. [0013] Bus
22 may conpmpys takanrsaden . Bdepmeawraiiisee ssrtedbiniratioken kaddr Of, meraoPer i pher al
Conmponent Interconnect (PCl) ExpressTM Base Specification Revision 1.0,
publ i shed SPuhyy be26mg 2lec2R8Ry cawpkeid) & idast i ipar tb hekeRP@tadSpiti al | nt erest G oup,
Portl and, Oregon, U S A

[0011] Token memory 50 may store one or more tokens 56. Likewise, token memory 52 may

10 comprise one or more tokens 58. As used herein, a “token” means one or more strings,
symbols, and/or values.

[0012] Memory 50 and memory 52 each may comprise one or more of the following types of
memories: semiconductor firmware memory, programmable memory, non-volatile
memory, read only memory, electrically programmable memory, random access memory,

15  flash memory, magnetic disk memory, and/or optical disk memory. Either additionally or
alternatively, memory 50 and/or memory 52 may comprise other and/or later-developed
types of computer-readable memory.

[0013] Bus 22 may comprise a bus that complies and/or is compatible with the Peripheral
Component Interconnect (PCI) Express™ Base Specification Revision 1.0, published July

20 22,2002, available from the PCI Special Interest Group, Portland, Oregon, U.S.A.
(hereinafter referred to as a “PCI Express™ bus”). Alternatively, bus 22 instead may
comprise a bus that complies and/or is compatible with the PCI-X Specification Rev. 1.0a,
July 24, 2000, available from the aforesaid PCI Special Interest Group, Portland, Oregon,

U.S.A. (bereinafter referred to as a “PCI-X bus”). Also alternatively, bus 22 may



(hereinafter referred to as a "PCl ExpressTM bus"). Alternatively, bus 22
instead may conprise a bus that conplies and/or is conpatible wth the
PCl - X Specification Rev. 1.0a, July 24, 2000, available fromthe aforesaid

PCl Speci a'Wb?zﬁfﬁ{j’g’?%%“ G oup, Portland, Oregon, U S A ({%12{6%@(542@@8%? erred

to as a "PCl - Also alternatively, bus 22 may 3
PCT/ US2004/ 033068 conpri se other types and configurations of bus systens,
wi t hout departing fromthis enbodinent. [0014] System enbodi nent 100 nay

conpri se shRpA@HR2 types BhAEhB3rafiBYs GHIPEystensRMtbbut@partiy Rofdniay conpri se
mass storage 86 that may conprise a plurality of storage devices 88A ...

88N. Storage gexhces 88A ... 88N each nay be or conprise one or nore
respective nass storage devices. As used herein, the ternms "storage" and

"stor evj.ce" .be d intercha b o _Ne one or . ppar at us
i nt o, ﬁgﬁé?oréWﬁe{ﬂﬁr&ﬁ%ﬁgﬁ?mgﬁ gmayézﬂgx/pgﬁe %%ﬁg%é}%sétﬂ%e gg“??’ 8?%13“%‘;%‘&1 etrieved,
respectively 0, as used herein, t terns "nmass staorage”" and "nmass

st or age d%\‘)i Bé’%ﬁaﬁflﬁecoﬁ?é’de iwseﬁt@ﬁéﬁgétgﬁtlr?aﬁ??nﬁﬁﬁa@ alit@i%gFm%?e st or age
devi ces capabl e of non-vaolatile storage of data and/or commands, and, for
exanpl &, HEYicesiSAude 38N Skege davieps 34 on S8Dfaclomaybe er pRIBREEOBE OFPTeCal |
and/ or sem conductor storage devices. [0015] Dependi ng upon, for exanple,
whet her bussp@Qive oraps $terage devP@is. BspsakteTiin isteons Zstorpe”-axd Hsterage devdesi’t car d
slot 30 may conprise, for exanple, a PCl ExpressTMor PCl-X bus 15

conpat i bl engrbecsedintedtiiangepBts intdan ShObr Moreiappithaneo,30d/ot fivarildes dda may
conprise a bus connector 37 that may be electrically and nechanically mated

with a matghfgr Rism&Re mt@rstor&ﬂaﬂdhe&ievaym@gecﬁoap.r A€ ad #ked hBYeM, BPansi on
slot or interface 35 in'circuit card 20. [0016] Al so, dependi ng upon, for
exanpl e, VOGEPGHsWG g2 LAPRRESES G &FlceHRY B8 39 iR R hIgeably to mean one
10  or more storage devices capable of non-volatile storage of data and/or commands, and, for
example, may include, without limitation, one or more magnetic, optical, and/or
semiconductor storage devices.
[0015]  Depending upon, for example, whether bus 22 comprises a PCI Express™ bus or a
PCI-X bus, circuit card slot 30 may comprise, for example, a PCI Express™ or PCI-X bus
15  compatible or compliant expansion slot or interface 36. Interface 36 may comprise a bus
connector 37 that may be electrically and mechanically mated with a mating bus connector
34 that may be comprised in a bus expansion slot or interface 35 in circuit card 20.
[0016]  Also, depending upon, for example, whether bus 22 comprises a PCI Express™ bus or
a PCI-X bus, circuit card slot 70 may comprise, for example, a PCI Express™ or PCI-X
20  bus compatible or compliant expansion slot or interface 72. Interface 72 may comprise a
bus connector 74 that may be electrically and mechanically mated with a mating bus
connector 76 that may be comprised in a bus expansion slot or interface 78 in circuit card

&0.



a PCl-X bus, circuit card slot 70 may conprise, for exanple, a PCl ExpressTM
or PCl-X 20 bus conpatible or conpliant expansion slot or interface 72.
Interface 72 may conprise a bus connector 74 that nay be electrically and
mechani cal lyo sk th @ mating bus connector 76 that pgryudis e i sed in
a bus expans?on slot or interface 78 in circuit card 80. 4 WD 2005/ 038641
PCT/ US2004/ 033068 100171 As used herein, "circuitry" may conprise, for
exanpl e, singly or in any combination, analog circuitry, digital circuitry,
har dwi[perr] Ci @ ubdd Bereid @A @IIAILS cohpigdd] fof ¥xanFll@siigly®GhiafE cehbigatidnl ¥,
and/or nmenory that may conprise programinstructions that may be executed
by progr armﬁ%%iremf&,tuigiw cirbllry MaPdvAPIQS B  programethble GRUAZRatdBY CONpri se
5 operative circuitry 38. I/O controller circuit card 80 rmay conprise
operative ¢jheul try. 31 i i T i rn..exanpl e,
fhd g%@léé{cﬁr{rle ,%nyd/c%l?érﬁ%g\ﬁ%t ﬁ{a?%bﬁgg%%ﬁggrQﬁXn%@ﬁ%sstﬁ?t Bt‘ be

conput er-rea nmput e € menory rocessor 41,

" adabl € erory 43" compuer-reddatt & m j .
2 phyer ool TANECrY Raeobitta Gie-8n sl bRl Rk A8hey a0 o

processor 41, and, tanp tection circui 42 may .be 10 .physically

cont ai ned WEHVA C’(S%‘ﬁlﬂgé-yﬂ@(ﬁonfﬁlg’{@]m}“/ “@‘{)}E%‘E‘@é%‘&m P Oﬁ’ﬁﬂﬁ“g%g‘ﬁ“i‘@’eél'f or
exanpl e, one or nore Intel(r) 10P331 I/O processors,Intel(r) 10P321 |1/0O
pr ocessor sOpersve(aipuigy 38angy erseriar axample| eommua raadablormememi3chi ps,

Intel (r) 80312 I/O conpanion chips, Intel(r) 80303 I/0O processors, and/or
Intel (r) i@6GHpuRvreddablS men®rpAcléS porcsssotvil, amt empendatection kirguitty 42.1 bl e from
t he Assignee 15 of the subject application. O course, alternatively and/or
addi t i onal fhys enfboaeHs @ard4) By coramie hipigsich enperin® deeaidadouhdapes0,ahd
processors and/or integrated circuits, such as, for exanple, one or nore

processor syaRghars, hidk8ey 1, §ebcsisof i, lafid HRbef @SH6R dir@le a0 may be

10 physically contained within boundary 40.

[0018] /O processor 41 may comprise, for example, one or more Intel® I0P331 I/O
processors, Intel® IOP321 I/0O processors, Intel® 80200 processors, Intel® 80314
companion chips, Intel® 80312 I/O companion chips, Intel® 80303 I/O processors, and/or
Intel® 1960 RM/RN/RS I/O processors that are commercially available from the Assignee

15  of the subject application. Of course, alternatively and/or additionally, processor 41 may
comprise one or more other types of processors and/or integrated circuits, such as, for
example, one or more processors and/or integrated circuits manufactured and/or
commercially available from one or more sources other than the Assignee of the subject
application, without departing from this embodiment.

[P919] Memory 21, memory 43 and/or memory 44 each may comprise one or more of the
following types of memories: semiconductor firmware memory, programmable memory,
non-volatile memory, read only memory, electrically programmable memory, random
access memory, flash memory, magnetic disk memory, and/or optical disk memory.
Either additionally or alternatively, memory 21, memory 43, and/or memory 44 may

25  comprise other and/or later-developed types of computer-readable memory.
5



commercially available fromone or nore sources other than the Assignee of
the subject application, without departing fromthis enbodi nent. W191
Menory 21, nenory 43 and/or nmenory 44 each may conprise one or nore of the

fol | ow ng tywBesseisENDri es: sem conductor firmare nMemydmudbRdsaaeabl e
menory, non-volatile nenory, read only nenory, electrically programuable

menory, random access nenory, flash nenory, nmagnetic di sk nenory, and/or
optical disk nmenory. Either additionally or alternatively, nenory 21,

menor j0046, aviadie-rRBedabie/prédrafibiyistAftioRady tesstatd rmanoly@1 dndlog inctiRvie! oped
types of conputer-readable nmenory. 5 WO 2005/038641 PCT/ US2004/ 033068

[0020] Maghi MRest @adast s Bla9 Bk B ds A0 H 61dcBRE b BYerBveSdiutel, 18) prReRbY 21
and/ or menory 44. These inStructions maybe accessed and execuped by

operative 1§iJix%HftEyr8\{y§}§1g)or¥%ﬁklfég§§§8{ additfomalil Gty tch B?%"rdyi%%‘gﬁv%%ﬁ?ﬁ?ﬁnd/ or

additional "circurtry c I'n operative Circ

execut ed, e instructions may result in card i rcuifor card 80, 5
e rou try S0 Wl LTt 30 MR ey g B Pl e b 3 Yoo Ty
conpriged jn.citeuitr 0 perform the .operations described herein as
bei ng per FH?W%E)PI%CQ%/ r%%,an&%? 8@‘?& ?‘&%ré ,ltl%‘gﬁ?ﬂlr%t}'y EPPREEA Y, S - g cessor
12, and/or other and/or additional circuitry conprised in circuitry 110.
10021] Sl dt0 perfardnectie aporetions gessaibedhaseip g béng Batamed Y sadAl Clgdiity 20 to be
inserted into slot 10 30. Wen card 20 is properly inserted into slot 30,
connect or $83arddY cBFuitm g1 jyeocessor 18] andtor pthat 4nd/andditrendl antwity cymposedl ed t o
each other. When connectors 34 and 37 are so coupled to each other,
circuitry iB8rowtyy be@cone el ectrically coupled to bus 22. Likewi se, slot 70
and card 80 nmay be constructed to permt card 80 to be inserted into slot

70, Wyan1) cagid 8andafl R4 be ¢dnSRidiekol a8 tPpetmflcardR0 0 DR AR mtd’dotand 76
may becone el ectrically
10 30. When card 20 is properly inserted into slot 30, connectors 34 and 37 may become
electrically and mechanically coupled to each other. When connectors 34 and 37 are so
coupled to each other, circuitry 38 may become electrically coupled to bus 22. Likewise,
slot 70 and card 80 may be constructed to permit card 80 to be inserted into slot 70. When
card 80 is properly inserted into slot 70, connectors 74 and 76 may become electrically
15 and mechanically coupled to each other. When connectors 74 and 76 are so coupled to
each other, circuitry 81 may become electrically coupled to bus 22. When circuitry 38 and
circuitry 81 are electrically coupled to bus 22, circuitry 38 and circuitry 81 may change
data and/or commands with each other, and with, for example, system memory 21, host
processor 12, token memory 50, token reader 54, user interface system 16, and/or card via
20 bus 22 and chipset 14.
[0022]  Alternatively, without departing from this embodiment, some or all of operative
circuitry 38 and/or operative circuitry 81 may not be comprised in card 20 and card 80,
respectively, but instead, may be comprised in one or more other structures, systems,

and/or devices. These other structures, systems, and/or devices may be, for example,

25  comprised in motherboard 32, coupled to bus 22, and exchange data and/or commands
6



15 and nechanically coupled to each other. Wen connectors 74 and 76 are so
coupled to each other, circuitry 81 nay becone electrically coupled to bus
22. When circuitry 38 and circuitry 81 are electrically coupled to bus 22,

circuitry %ﬁo@ﬂﬁm gycuitry 81 may change data and/or copmndsikioks each
other, and wth, for exanple, systemnenory 21, host processor 12, token

menory 50, token reader 54, user interface system 16, and/or card via 20
bus 22 and chi pset 14. [0022] Alternatively, w thout departing fromthis
enbodi mentwitiseih@ ddmpahéntOfsuchad] fok Exnpl€,isysterh tniemodB 2 AribsOprocgssora] oken
circuitry 81 may not be conprised in card 20 and card 80, respectively, but

I nstead, ByiePs4, GUERMh&RSty 50, W88, BR/Sr REBferBbd HeleH B6).in §)6neNg0. and/ or
devi ces. These other structures, systens, and/or devices may be, for

exanpl e, i i I I 22 hange
R s s R R S e s
conponent s.(such.as, for _exanmple, systemnmenory.2l, host. processor,,l2, token
r eader 54,01%161%3%1%%9%00%,“35 lgrogagyglﬁr,e 13%872% cﬂfg‘éfrts ?Ompélrsgcglélec é%?giiled'm 16) in
system 100. or exanple, wthout_ departing fromthjs, enmhodj nent, me or

al | ofld} cuﬁfwlt%atawéy,af)me er fibof ity Ltpee C@ére?ﬁw?ds@ocnicwr{@- Sfallror e
integrated circuits conprised in chipset 14. [0923] Also alternatively, sone
or all of dficireuiiry 8y igpmpsigedia ciswigyidSeetrd A0 elay bartiminapd, and cigpitry 3§f
circuitry 81 is conprised in circuitry 38, card 80 nmay be elimnated, and

ci rcuitry 18& benmypled tegopeed2.t 0 st orage 82. [0024] Processor 12, system
menory 21, chipset 14, bus 22, circuit card slots 30 and 70, and token
menor Y03 maprobess6ioIP) sy st methogy 31, 0hipset A4 yigi2R, dinaltdardsiveh3@snd TR endxanpl e,

a 10 system not herboard 32. The nunber of storage devices 88A ... 88N may

vary wi t hagken @RGS0 M8y YeQthiphibed i@ Bhald @it bOhraOsuth hiFo exdBPRL 1 ng from
t hi s enbodi nent, token
10 system motherboard 32. The number of storage devices 88A . .. 88N may vary without
departing from this embodiment. Also without departing from this embodiment, token
memory 50, and/or token reader 54 and token memory 52 may not be comprised in
circuitry 110.
[0025]  The RAID level that may be implemented by RAID 84 may be 0, 1, or greater than 1.
15 Depending upon, for example, the RAID level implemented in RAID 84, the number of
storage devices 88A . .. 88N that may be comprised in RAID 84 may vary so as to permit
the number of storage devices 88A . . . 88N to be at least sufficient to implement the
RAID level implemented in RAID 84. Although all of the storage devices 88A ... 88N
are shown in Figure 1 as being comprised in RAID 84, without departing from this
20 embodiment, one or more subsets of storage devices 88A . . . 88N may not be comprised
in RAID 84.
[0026] Depending upon the particular configuration and operational characteristics of the
circuitry 81 and storage 82, circuiiry 81 and storage 82 may exchange data and/or

commands in accordance with one or more of a variety of different communication

25  protocols, e.g., a Small Computer Systems Interface (SCSI), Fibre Channel (FC), Ethernet,
7



menory 50, and/or token reader 54 and token nenory 52 may not be conprised
in circuitry 110. [0025] The RAID |l evel that nmay be inplenented by RAID 84
may be 0, 1, or greater than 1. 15 Dependi ng upon, for exanple, the RAID

| evel inpl epphisMsdsiy RAI D 84, the nunber of storage dewGass:&3M3306s S8N
that may be conprised in RAID 84 may vary so as to permt the nunber of
storage devices 88A ... 88N to be at least sufficient to inplenent the RAID
| evel inplenented in RAID 84. Although all of the storage devices 88A ...
88N are SeawAdvancdddiycindlogsAbsha@gno@ART AR add/onTiRAsRIsddn Cohtrélout departing
fromthis 20 enbodi nent, one or nore subsets of storage devices 838A ... 88N

may not ber&esaMMhte@et PlofocBNTIORR) chilfdfibatidaRendidg OfRe R sé, ARemativelyc ul ar
configuration and operational characteristics of the circuitry 81 and

storage B%nce} £d_%fti¥?]&n'é}{y,%c St0030ER32 1Y eﬁ?&?.?&f‘?ﬁa dad/ér dRthfls it ommands

i n accordan W one or re of a variety o rent conmuni cation 25

(Fo) & mapfuthae G o BRH oA ot Hp BLABREb Sopt s Rl

Techn tachnent (.S-ATA), and/or. Transm ssion Control |, .

b ot QBT nt BraeR PRGBS CRERTSPL CirSfe PR EORBER W hishur se.
alternatively and/or additionally, circuitry 81 and storage 82 may exchange
data and/ circigmnbdnad siorrge S2 cenyeapkeagaiath anl oreomsnandt may s6mbly 956t ocol s,

wi t hout departing fromthis enbodinent. [0271 In accordance with this

enbodi nmentcomphtiblS@Bh the pioteeol deiserited droAnharicaa Nationalitergdardsdistivate (ANSB1 and
storage 82 nmay exchange data and/or commands may conply or be conpatible

w th the BEmlicCahpasisidaadnierfade(IES112) NASI 013213 119590 dpecifcdtioat {ft ut e (ANSI)
Smal | Conputer Systens Interface-2 (SCSI-2) ANSI X3.131-1994 Specification.

| f circuitry 81 and storage 82 exchange data and/or commands in accordance with an FC

10 protocol, the FC protocol may comply or be compatible with the protocol described in
ANSI Standard Fibre Channel (FC) Physical and Signaling Interface-3 X3.303:1998
Specification. If circuitry 81 and storage 82 exchange data and/or commands in
accordance with an Ethernet protocol, the Ethernet protocol may comply or be compatible
with the protocol described in Institute of Electrical and Electronics Engineers, Inc.

15 (IEEE) Std 802.3, 2000 Edition, published on October 20, 2000. IF circuitry 81 and
storage 82 exchange data and/or commands in accordance with S-ATA protocol, the S-
ATA protocol may comply or be compatible with the protocol described in “Serial ATA:
High Speed Serialized AT Attachment,” Revision 1.0, published on August 29, 2001 by
the Serial ATA Working Group. Also, if circuitry 81 and storage 82 exchange data and/or

20 commands in accordance with TCP/IP, the TCP/IP may comply or be compatible with the
protocols described in Internet Engineering Task Force (IETF) Request For Comments
(RFC) 791 and 793, published September 198]1.

[0028]  Circuitry 81 may be electrically coupled to storage 82. Circuitry 81 may be capable of
exchanging data and/or commands with storage 82 that may result in circuitry 81

25  controlling and monitoring operation, at least in part, of storage 82.
8



circuitry 81 and storage 82 exchange data and/or commands in accordance with
an FC 10 protocol, the FC protocol may conply or be conpatible wth the
protocol described in ANSI Standard Fi bre Channel (FC) Physical and

Si gnal i ng kg efobassgs3 X3. 303: 1998 Specification. |If ci rpegidshinsBsoasnd
storage 82 exchange data and/or conmmands in accordance with an Ethernet

protocol, the Ethernet protocol may conply or be conpatible wth the
protocol described in Institute of Electrical and El ectroni cs Engi neers,

I nc. 10920] EEF]th SéfdreBOZnady bARR thalielid Figire 2 papetatiohe2D0thatGaipbetardé] o?A0. | F
circuitry 81 and storage 82 exchange data and/or comrands in accordance

Wi th S- ATAydR 106 dcordikietoam etbOdRidat KPbe dBMtieMAIRr, Fbr bAnpRTRAsehdfe Wi th
the protocol described in "Serial ATA: H gh Speed Serialized AT

At t achnment,,, . b S i rial ATA
Gr i1 g ey T aflyioRUISAY, PRAHINE! (nEPuhoRBPhabkendrll T | ) ATH

commands . ] /.| P P I tible
wtn the Br5uSRERe IR S e el B S e b S
Reques% For Comment s RFC%} 7q91 aarc%d 79@., uﬁ)ubi%shed Sept enber 1981, [00281

Gi rcui try PETOTRRSRARS T8 ER9UPHe] PRPEONNI EPHY & BRAGWCeE5 et @ 85 y 81 may be
capabl e of exchangi ng data and/or commands with storage 82 that may result
in circui tikystrated by opgAkeHFAZ IRFig#I2noni t ori ng operation, at |east in part,

of storage 82. 8 WD 2005/038641 PCT/ US2004/033068 [0029] Wth reference
now b&i038] malerespons®; ghirast i paotptar rgedipby coGiry R8of reqypess €014V prasdssout! i n syst em
100 according to an enbodinment will be described. After, for exanple, a
reset of msaysieeminiidCyhedaer dn@6r, mevediital ccddentinls ary rebh@ed,as Mlluseateddgr ( not
shown) may generate and issue, using user interface system 16, a request 60

to circui tgpyraBén 2EOMESHIre 0. BRAbedHepsiAGE cibdeliaPBhbalsBnoBEmOYe J1BE, I equest ed
operations. Crcuitry 38 may recei ve request 60, as
10  symbols, and/or values based, at least in part, upon which a decision may be made, at least
in part, as to whether to permit an operation to be performed, such as, for example, in this
embodiment, one or more tokens and/or user-supplied passwords. For example, as part of
operation 204, in this embodiment, processor 41 may examine the contents of memory 43
to determine whether one or more credentials 46, one or more keys 48, and/or one or more
15  partition and/or address mapping tables (not shown) for use in accessing storage 82 are
stored therein. As used herein, a “key” means one or more strings, symbols, and/or values
based, at least in part, upon which data may be encrypted and/or decrypted, at least in part.
If processor 41 determines that no such credentials 46, keys 48, and/or partition and/or
address mapping tables are stored in memory 43, processor 41 may determine, as a result
20  of operation 204, that one or more initial credentials are required. For example, in this
embodiment, the absence of such credentials 46, keys 48, and/or partition and/or address
mapping tables from memory 43 may indicate that storage 82 has yet to be initially
configured to permit data storage and retrieve from storage 82, and/or a system

administrator has yet to be assigned. In this instance, the one or more requested operations

25  are likely to comprise one or more administrative operations, such as, for example,
9



illustrated by operation 202 in Figure 2. 100301 In response, at least in
part, to receipt by circuitry 38 of request 60, 1/O processor 41 may
determ ne whether one or nore initial credentials are required, as

i Il ustrat edwlbysgomBgdsati on 204 in Figure 2. As used hereiper/gsro6d@6Ret i al "
means one or nore strings, 10 synbols, and/or val ues based, at least in

part, upon which a decision nay be made, at least 1in part, as to whether to
permt an operation to be perfornmed, such as, for exanple, in this

enmbodi ment gpepdtdnoOthatterdsolk & iahidl emfigeeie Fuppidest tppssMDU4lSs to Fedstorekanpl e,

as part of operation 204, in this enbodi nent, processor 41 nmay exam ne the

contents of JiB@Hidved Iront Qo8 82,MHn0 AlsWRRY Rt HEerRfatidR R SoAHE R dt@hge 46, one
or nore keys 48, and/or one or nore 15 partition and/or address mappi ng

t abl ' i g in. As
abl es (nog, 5129%%?4 Smptrtng %r%ﬁ@ﬁ@g‘r}ﬂ%ﬁh?{d@%s ﬁéﬁﬁéﬁ &bgé%‘fﬂ‘?gr fehgiei n

used herein, ans -one o e strings, or val ues

based, at | east..in,part.. upon i gh. dat.a be e t nd/ or_,decrypt ed,
ot Least i Tt HROG HUGTE R el SOSURBL B PO i e 2 e,
keys 48, and/or .partition and/or address ppi.ng. tables are stored in
memory 43, C%ﬁ&%&ﬁiﬁ%%%ﬂ%fﬁ?ﬁﬁsﬁ or %f?“g?ev B’%Pﬁ‘cm %S%%Pkk’on 204, that
one or nore initial credentials are required. For exanple, in this

embodi nent Partifien, agdiesscandgir oshes and preageitional R Isconfigyratig parameiesrinpar t i t i on
and/ or address nmapping tables fromnenory 43 may indicate that storage 82
has yet t ostbegé BZ andddrRAIIXShfi gured to pernit data storage and retrieve from
storage 82, and/or a system admnistrator has yet to be assigned. In this

i nst anj0@31jt héf, aneresult oboperatiog 2041 rocesqoe b detomsn@Shatroae lor k@kre/inital conpri se one
or nore adm nistrative operations, such as, for exanple, 9 WD 2005/038641

PCT/ US2004¢(,Q330161 ardRQiiAddl froSessbtet] mmBYobtAs bhd stbrd iR hebddiry bigd orGAdtE ifitidli ng of
storage 82 to permt data to be stored in and retrieved from storage 82,

and al 30 B L EEN! s iifudRAS, FpkRRATSh RFMUrdY. For XaRHRYS this embodiment,

as part of operation 206, processor 41 may signal user interface system 16. This may
result in user interface system 16 prompting the human user to supply one or more
passwords and/or one or more tokens 58, and by signaling token memory 50. The human
user may supply and issue one or more passwords to processor 41 via user interface

15  system 16, and/or may insert token memory 52 into token reader 54, As used herein, a
“password” may, but is not required to comprise, a key (e.g., a public or private key) of a
human user. The token reader 54 may read one or more tokens 58 and may supply one or
more tokens 58 to processor 41. The signaling of token memory 50 by processor 41 may
result in one or more tokens 56 being supplied from memory 52 to processor 41.

[D®32]  After, and in response, at least in part, to receipt of one or more tokens 50, one or more
tokens 58, and one or more passwords supplied by the human user, processor 41 may store
in memory 43, as one or more credentials 46, one or more tokens 50, one or more tokens
58, and/or these one or more passwords. Processor 41 also may generate one or more keys
48, based at least in part upon one or more tokens 50, one or more tokens 58, and/or the

25  one or more passwords, and may store one or more keys 48 in memory 43. For example,
10



82 of netadata conprising, for exanple, partition, address mapping table,
and/or related information describing and/or enbodying this configuring of
storage 82. This initial 5 configuring of storage 82 may conprise, for

exanpl e, i%mg’P g data stripe, block, partition, aggrgssessegéor ot her
and/ or additrona | D configuration paranmeters in storage 82 and/or RAID

84. 100311 If, as a result of operation 204, processor 41 determ nes that
one or nore initial <credentials are required, processor 41 may obtain and
store in rneowssor dheagrcalonlat, iging o or mdde predetemiined lashiag aldoritizny, atedt by
operation 206 in Figure 2. For exanple, in this enbodi nent, as part of

oper at i on R&6 onPmag ashes ofsbritry aHiof bAd orthdE ciedbmialsote asd sl Blotthe dhd S may
result in user interface system 16 pronpting the human user to supply one or

nDre  passyeidis haney i8masty A8 afBhCorl kB REysofB. Aa1kaRiplesdtalshing algek@m menory
50. The human user may supply and i ssue one or nore passwords to processor

41 via us Batinghbrq;ekg&? i&%cﬁyﬁhm&}@thiféggfogfmémXO icglélﬂﬁ 0:119!6?910([;?@?5 18 Iréz i nto

t oken reader uised herein, a ssword" nmay, but is n equired to

conpri se, ke N ubl i c..or, private.ke a man..user. The token
reader 54 %ﬁlﬁreﬁaggAg%?élt%P%ﬁﬁtoéeqlgkggﬁ © S%%W%ﬁ‘%r%ﬂ%ﬁﬁ f;?/l%l%'ﬂlémg? nor e tokens
58 to processor, 41. The_sjgnali of .t oken . ry.50 b ocessor 41 may
result in JJREESHRE %@P‘Lrggk H@tl%@gﬁhbgoéﬁﬁﬁf" & rQ)trSﬁOH@ﬁD(%e@?a/t%B pr ocessor
41. 11321 After, and in response, at |east in part, to receipt of one or
nor e t okenasidB®naldnehing algprithmsmaydsisghio caledlatsrme OF Mopt keyp 48 Nibvdls suppl i ed
by the human user, processor 41 may store in nenory 43, as one or nore

credent i al depding diom tbis eminodinank eAs sta@d pensusly, memeryt4keascomi@iseam/ or t hese
one or nore passwords. Processor 41 al so nmay generate one or nore keys 48,

based at |gagile mBmpBl IONHR IndT8 EredéntiiBI4S dndkBOSr rhbhe keNe4dmabe stotedkens 58,
and/ or the 25 one or nore passwords, and nay store one or nore keys 48 in
menmor y1 43. thiQfon SHBAR BemordGn memory 43.
[0033]  Conversely, if processor 41 determines as a result of operation 204 that one or more
initial credentials are not required, processor 41 may determine, based at least in part upon
one or more credentials 46 stored in memory 43 whether to permit the one or more
operations requested by request 60 to be performed by storage 82, as illustrated by
15 operation 208 in Figure 2. For example, in this embodiment, as part of operation 208,
processor 41 may signal user interface system 16 and memory 50. This may result in
system 16 prompting the human user to provide one or more credentials to authorize
performance of the one or more operations requested by request 60, and in memory 50
providing one or more tokens 56 to processor 41. The user may then insert one or more
20  token memories (e.g., token memory 52) into token reader 54, and/or input one or more
passwords via system 16 to supply, as one or more of the requested credentials, one or
more tokens and/or one or more passwords to processor 41. Processor 41 may receive
these one or more tokens and/or passwords, and may calculate, using a predetermined

hashing algorithm, a one-way hash of some or all of one or more credentials 46 stored in

25  memory 43, and may compare this one-way hash to another one-way hash, calculated by
11



WO 2005/ 038641 PCT/ US2004/ 033068 processor 41 may cal cul ate, using one or
nore predeterm ned hashing algorithnms, one or nore one-way hashes of sone
or all of one or nore credentials 46, and may store the one or nore hashes

i N Menory 430 80s/0336410r nore keys 48. An exanpl e of a hag@rng@uessoés hm t hat
may be used, in accordance with this enbodi nment, to cal cul ate one or nore
keys 48 is 5 Secure Hash Al gorithmdisclosed in Secure Hash Standard,
Federal | nformatjon, Processing Standard Publication (FIPS) 180-1, April

1995. Of BOGFSY, {gingthe raePmiae s ha R AIEORGEN P e dsgbredoRfEr BT be used to
cal cul ate one or nore keys 48 without departing fromthis enbodi nent. As
stat ed pr tokpesedpr passiverds. I3herdyo kashesrmaieh, pesessobf iy detsapipe,as aceslior nore
credentials 46 and one or nore keys 48 may be stored in 10 this

non- vol at iof epenation 28 i thatriesparfordiBnce[b@GRBIgeG3rof dresumie\or mioke ppesgimsor 41

determ nes as a result of operation 204 that one or nore initial

credent i ak@uest&l Byakqiestis0 i adthofizeds asasy determine td@eenibitegerfoasade 8y | east in
part upon one or nore credentials 46 stored in nmenory 43 whether to permt

the one oL Rk 82 09@1@§@6ﬂe%%&@9%€?§d0%§1 @b!nvre%‘éllgeﬁ_tthe@@{ot&sﬁ@ deelof pated by
storage 82, as illustrated by 15 operation 208 in Figure 2. For exanple, in

this enbog}orgg{;ér nﬂ'li’@a)gﬁ%'gmnggn% ?5%%@%@69%3“ 288 c’:ﬁ%ﬁﬁ%erﬁ&mﬁﬁéé &E}%@%L ouser

i nterface*sys y ré€su system npting

the human user to provide one Qr .nore cre tials to authorize perfornmance
of “the ongher P eBuRtEs Silefloptet Frbiel SRt Tuged o BHREbH n° neror y 50
provi di ng or%e orw@re tokgns 1“-'1>6 to processor .41. The user may then insert
one or noPEIHAREAISIRAEDES ¥idhess oge o MGIEARCREMY y 52) into token reader 54,
and/ or input one or nore passwords via system 16 to supply, as one or nore
of t h0B3Hquetitasertiyelds additiprallyorsepagrof opgrieon 298eprocesser/ Urmaheetymirmor e
passwords to processor 41. Processor 41 nay receive these one or nore

t okend0ana/hethepsmasvarai ©f oanor meng comlentidls4tenatals bmgorangeedatgponding d

credentials supplied to processor 41 from memory 50, reader 54, and/or system 16. If
such a match exists, processor 41 may determine, as a result of operation 208, that the
performance by storage 82 of one or more operations requested by request 60 is
authorized, and may determine to permit the performance by storage 82 of the one or more

15 operations requested by request 60. Conversely, if such a match does not exist, processor
41 may determine, as a result of operation 208, that these one or more operations are not
authorized, and may determine not to permit the performance by storage 82 of these one or
more operations. If processor 41 determines not to permit the performance by storage 82
of these one or more operations, processor 41 may signal system 16. This may result in

20 system 16 indicating to the human user that the performance of these one or more
operations is not authorized.

[0035]  After either execution of operation 206, or a determination by processor 41, as a result
of operation 208, to permit the performance of the one or more operations requested by
request 60, processor 41 may determine whether these one or more operations are one or

25  more administrative operations, as illustrated by operation 210, in Figure 2. If processor
12



hashi ng al gorithm a one-way hash of sone or all of one or nore credentials
46 stored in 25 nenory 43, and may conpare this one-way hash to anot her
one-way hash, calculated by 11 WO 2005/038641 PCT/ US2004/ 033068 processor
41 using theoRLRASEEL M ned hashing al gorithm of the recgiygsdoNBsRs Nore

t okens and/or passwords. If the two hashes match, processor 41 may

determ ne, as a result of operation 208, that the performance by storage 82
of the one or nore operations requested by request 60 is authorized, and
may det er Al defembngsedsd tesulhef qperation Abth dleat Bygsoonstasmagye OB aiidnstaneens ane or nor e
operations. Conversely, if the two hashes do not match, processor 41 may
det er m nemoessadministsaiive opératipres; pocemsor2)8nayt geatratehrmdptré ormemowy 43f t hese one
or nore operations is not authorized, and may determne not to permt the

per f or manggda Ha0trageodespohd iltEsenMoey e cobfigirapardisiovds, 2480 3d¢b
Alternatively or additionally, as part of operation 208, processor 41 may

det er m ne oo lPBRAGHOSE: fRER Xy s@érh%@éz F M5O bnd W Bore RBAENEAve of@atisch one or

nore corresponding “credentiadls supplied to processor 41 from nmenory 50,

et or i et Base 1 AXHETA Sty nEH o R e o AR el age 82
f . ' d 60, i hqr i d
et or mi ne Lo BeF b PhC AR TS e iy oSl v bime f M i g 15

operations requested by request, 60. Conversely, if such a match does not

exi st [008bloc &8 % embodimgyt, encrarted wet,adaé%9%111%5%@%%%%?@9?85% 4108, that these
one or nore operations are not authorized, and may determ ne not to permt
t he perf orerardacehpt lsashimappet, $2thone phmere medstesminegdypryenpena symmstricl f processor
41 determines not to permt the performance by storage 82 of these one or
nor e oper ahdrpon ajpotidess osing is opeyarsl grahesygiteihmé@datd hndomay maskéys i n 20
system 16 indicating to the human user that the performance of these one or
nmore 10 48. Inthis embodiment, one or more keys 48 and these one or more symmetric encryption

algorithms may comply and/or be compatible with, for example, Data Encryption Standard
(DES), FIPS 46, dated January 1977, Advanced Encryption Standard (AES), FIPS 197,

November 2001, and/or other and/or additional encryption algorithms. Also, additionally,
without departing from this embodiment, depending upon the one or more communication

15 protocols in accordance with which circuitry 81 and storage 82 may exchange data and/or
commands, one or more packets exchanged between storage 82 and circuitry 81 may be
encrypted in accordance, at least in part, with one or more predetermined symmetric
encryption algorithms compatible and/or in compliance with, for example, “Security
Architecture for the Internet Protocol,” RFC 2401, IETF, 1998, Satran et al., “iSCSL,”

20 draft-ietf-ips-iscsi-20, Internet Draft, IETF, IP Storage Working Group, January 19, 2003,
one or more security protocols compatible and/or in compliance with FC protocol, and/or
other and/or additional encryption protocols. As used herein, a “packet” means a sequence
of one or more symbols and/or values that may be transmitted from at least one sender to
at least one receiver, Circuitry 81 and storage 82 each may be capable of encrypting one

25  or more packets prior to transmitting them from circuitry 81 and storage 82, respectively,
13



operations is not authorized. 100351 After either execution of operation
206, or a determ nation by processor 41, as a result of operation 208, to
permt the performance of the one or nore operations requested by request
60, processgo 2608y det erm ne whet her these one or nor e @EP§HRdl95Es ar e one
or 25 nore adm nistrative operations, as illustrated by operation 210, in
Figure 2. |If processor 12 WD 200/038641 PCT/ US2004/ 033068 41 determ nes,
as a result of operation 210, that these one or nore operations are one or
nmor e adni nnd tlsatiay de opmblt dfclesrypinpaess ororeifackety afjenteceaviag theeth, st ore i n
menory 43 netadata that may correspond and/ or enbody the configuration of
st or age 82céddddnce &ithQuctr @@Wrimdré outhteharypionfeotoesise by storage 82 of these
one or nore admi nistrative operations. 5 Processor 41 also may encrypt this
net ad ?60%,7{ ang rgondd, aNedtt In RS tdfecd B o oREEKARE® pAdket094 HiddiUhd diynaBiagt hat may
conprise the encrypted netadata 96, and/or may signal circuitry 81. 10036]
In this e i Yot : . i sor 41
;93 bRk 41 RAEHND 8@%@%&%@%&@82}%}{&9&9@&%&% s%fag%r&c&é

in accord e, at |east par e or nore predeterm ned conventi onal
symet r.i ¢ __encr i | gor.i s o WS a C nmet adat a
and oné& or” HOT eeg‘%}é%/tg ﬁlaﬁ@ggéf)&lg{\{&t%??p%ﬁbn%gﬁd% t6; ﬁ%zseél%}r?regr@?gl ﬁi‘%@éﬁ%s and

these one or_ nore _symmetric encryption.algorith may .¢o and/ or. be
compat | bl SOHPEHAE 00 S5 MSFrepsslH BRI GPP o oAt AR PY OpFIkony g
dated January 1977, Advanced Encryption Standard (AES), FIPS 197 Novenber
2001, and/2dR lpFigare 2antor §xaraple; torafa82 machappme spnfigugest inpeeardanse ath
additionally, wthout departing fromthis enbodi nent, dependi ng upon the
one or noraadiooanemhasized byrentsypisd anadetatasd6, andedssometastors inioné oxmprsHoeskipesui try 81
and storage 82 may exchange data and/or conmands, one or nore packets
exchanged deffwesnsisiage 8¢ endScr maeord pottioasiof engryPfednmetadaen 96 rirugpinelds i n
accordance, at least in part, with one or nore predeterm ned symetric

10  embodiment, metadata may be stored in storage 82 in an encrypted state. Advantageously,

this may make the metadata stored in storage 82 unintelligible to an intruder who may
physically access and/or remove one or more mass storage devices in storage 82, and may
prevent such intruder from determining the configuration of RAID 84. After operation
212 has been executed, system 100 may await the generation and issuance of another

15 request (e.g., for storage 82 to perform one or more additional and/or other operations).

[0038]  Conversely, if as a result of operation 210, processor 41 determines that the one or
more requested operations requested by request 60 are not one or more administrative
operations, processor 41 may determine whether the one or more requested operations
comprise a request to read data from storage 82, as illustrated by operation 214 in Figure

20 2, If as result of operation 214, processor 41 determines that the one or more requested
operations comprise such a read request, processor 41 may examine request 60 to
determine therefrom one or more locations in storage 82 that may be specified and/or
indicated in request 60 from which to read data. For example, request 60 may specify
and/or indicate one or more logical block addresses, stripes, and/or addresses in storage 82

25  from which to read data. Based at least in part upon these one or more locations specified
14



encryption algorithns conpatible and/or in conpliance wth, for exanple,
"Security Architecture for the Internet Protocol," RFC 2401, |ETF, 1998,
Satran et al., "iSCSI," 20 draft-ietf-ips-iscsi-20, Internet Draft, IETF, IP

St or age WWOR¥ Bghs¥sempP. January 19, 2003, one or nore S%‘”Hﬂsg%daﬁs% cols
conpati ble and/or in conpliance with FC protocol, and/or other and/or

addi tional encryption protocols. As used herein, a "packet" nmeans a sequence
of one or nore synbols and/or values that maybe transmtted from at |east
one sendeand/or indicateé astequasetl ackehe ertadsdh storadtin yneBbrnsd pso@sagd] &Ayeach may
be capabl e of encrypting one 25 or nore packets prior to transmtting them

from ci r cuhhdiate thk caBdr flbfy 18gRio8Lspet s ad/bMBlNated hedMRsREDMIDSRAA 1
PCT/ US2004/ 033068 and al so nmay be capabl e of decrypting one or nore packets

after recgiofl BdrdshGiding ﬁysi@ﬁ%ﬁ&@?&%ﬁaﬁ"ﬂo&iﬂioﬁ? b QB8 0P Ind@loRatfiS BoGNCT YPLi On

protocols. [0037]" In response, east In part, to receipt of one or nore

packets 9 ngglﬂlé?%rsléoqg e e%@s'é th%)ég gl%pﬁgfgéa%h%%ss&%ﬁ%wr%%ey&g]Prg%ﬁls[o?i gnal

storage 82, ransm or-ag re’packets that

may coppri.se encrypted.netadata.96. This may result in stor .82 performng
the one: o Y Eer g ass BRsaune el vae Bgprcraies Gust ArdEFid el by
operation_ 212 in Figure 2. For exanple, storage 82 y beconme confjigured in
accor danc &OW 91§ or Y7 [caticns dR9BE PEROPORIES Phereay et &Eaaﬁtareéef} Stgidge & so may
store in one or nore locations 91 of mass storage 86 one or nore portions
of encr ypthad ma cadespand®. onFlons10rd Tespehtive podtiensiod therdatarequasted datrequestyObe
stored in storage 82 in an encrypted state. Advantageously, this may nake
the met adadbe stdred in storage 82 unintelligible to an intruder who may
physi cal |y access and/ or renbve one or nore nass storage devices in storage

82, a[M3gRy InREHwER! atdetshini pattiie eReipt 60Hesd @he bnblegqiels fvpnplogassatdlpn of
RAID 84. After operation 12 has been executed, system 100 nay await the
gener api on;aNdy 8 2 HaBsRf tANYRBES2 one or more packets that may request that storage
82 read and retrieve these one or more portions of encrypted data from one or more
locations 90. This may result in storage 82 reading and retrieving this encrypted data from
one or more locations 90, as illustrated by operation 216 in Figure 2. Storage 82 may
transmit to circuitry 81 one or more packets 112 that may comprise the requested one or
15 more portions of encrypted data 114. Circuitry 81 may transmit this encrypted data 114 to
processor 41.
[0040]  In this embodiment, after receiving one or more portions of encrypted data 114,
processor 41 may decrypt each respective portion of encrypted data 114, based at least in
part upon ohe or more keys 48 and the one or more encryption algorithms in accordance
20  with which encrypted data 114 may have been previously encrypted by processor 41, as
illustrated by operation 218 in Figure 2. Thereafter, processor 41 may return the thus
generated one or more portions of decrypted data to the user in satisfaction of request 60,
as illustrated by operation 220. For example, processor 41 may generate and transmit to

user interface system 16 and/or system memory 21, via chipset 14, one or more packets 98

25  that may comprise these one or more portions of decrypted data 102. After operation 212
15



15 request (e.g., for storage 82 to performone or nore additional and/or
ot her operations). [0038] Conversely, if as a result of operation 210,
processor 41 determines that the one or nore requested operations requested

by request 6@ :@5R3989f one or nore adm nistrative operatd@igsoRfpessor 41
may det erm ne whether the one or nore requested operations conprise a

request to read data fromstorage 82, as illustrated by operation 214 in

Figure 20 2. If as result of operation 214, processor 41 determ nes that the
one or nohes reegeesied, sysper Hiimaysavairtpe geeratios Andisswade paqodst reqpesbcessor 41°
may exam ne request 60 to determne therefromone or nore locations in

storage 8Z.g.hfvh stobageld3e t6 patirin odd oan@tecadditional andioe dthienopestivesy. 60 from whi ch
to read data. For exanple, request 60 may specify and/or indicate one or

nor e tmucalc&lv@fgklyaﬁqg ) of@&dtﬁﬁ%m%?Qée@s‘orﬂ@%t@ﬁﬁﬂés fhBt the Bh@Ge 82 25
fromwhich to read data. Based at |east in part upon these one or nore

| ocati ons i cated
in request %8%&%&(1}?091% éqmst ad@p%éé{ggre%n ne#%geodor%@%gr oc ;g&ggéogm hﬁg

transl ate ;the . Q0 Io ns..s |f| equest 60
nto one SFTRGT e AL a?ﬁﬁﬁsep JeoR B R el Y S BRI T one
or nore |locations 90 in or m)re ora evi ces 88 t.hat actyally may
e addr es gt T4 Segmiyeauss! b0 deBeRtr Ry G oHar JBIUD CORRSREE ¢ 5
circuitry 81 one or nore requests to read and retrieve fromone or nore

| ocat i ons tg0 mesde specifindangior indinated d regnest §P toevhightaawsiteslatasspesified Br age 82
that nay correspond to one or nore respective portions of the data requested
by requestred®st 600 Foeexapaik, r¢q0e3 9] nlay spedfyand/er indicateems tor morghgical ockecei pt

of these one or nore requests from processor 41, 10 circuitry 81 may
transmt ta@digéses,3gHeSandoLadiicshBrie storugk 82 $o Whizh tomyiter shahidsth. Bagdd ast or age 82

read and retrieve these one or nore portions of encrypted data from one or
MOre€ 10 leastin part upon these one or more locations specified and/or indicated in request 60, the
metadata stored in memory 43, and conventional RAID techniques, processor 41 may
select one or more locations in storage 82 into which to write one or more respective
portions of encrypted data that may correspond to one or more respective portions of the
data requested by request 60 to be written into storage 82, as illustrated by operation 222
15 in Figure 2. For example, in this embodiment, as part of operation 222, processor 41 may
translate the one or more locations specified and/or indicated in request 60 into one or
more corresponding physical and/or logical locations (e.g., one or more locations 90 in
one or more storage devices 88A) that actually may be addressed in storage 82. Also as
part of operation 222, processor 41 may decompose the data requested by request 60 to be
20  written into storage 82 into one or more respective portions of such data to be written into
one or more respective locations 90. For example, depending upon the particular RAID
level implemented by RAID 84, one or more locations 90 may comprise a plurality of

locations distributed among two or more storage devices comprised in one or more storage

devices 88A.

16



| ocations 90. This may result in storage 82 reading and retrieving this
encrypted data from one or nore locations 90, as illustrated by operation
216 in Figure 2. Storage 82 may transnmit to circuitry 81 one or nore

packets 11Z3yvd babosgey conpri se the requested one or 15 nypicgyaedolisoss Of
encrypted data 114. Circuitry 81 may transmt this encrypted data 114 to

processor 41. [0040] In this enbodi nent, after receiving one or nore
portions of encrypted data 114, processor 41 may decrypt each respective
porti 00437 eProrssperet et enctyps eachad it cat of mast partionspditiie daprofioromequest 6ipr e keys
48 and the one or nore encryption algorithnms in accordance 20 with which
encr ypt ed bdsddat kehdt impyrt hpoteordeee mope Bayis 48 ahy therae ypiete: pydgrodegsor 41, as
illustrated by operation 218 in Figure 2. Thereafter, processor 41 nay

return theng n JeAethitk dekcAbal BEvITRIE ap Qlubir@BE bPbpdgtdnyRued Fiatep t 0 the
user in satistaction of request 60, as illustrated by operation 220. For

eXaNpl e PIBREASODidssiion HENENEIE GRd, braNSklohAnubRERATDIERERGE, Syt em 16

and/ or system ne 21, via chipset 14, one nore packets 98 25 that may
conprise t . r{ions. of I r ration
212 13 i SEhef 88 TR RRh A et R Sl Bl e e BRI 0
o per for oS BF4 HBFE: SER K J0hareean bl eSO Ehel FORG) mRegRey
Conversely, if as a result of operation 214, processor 41 determ nes that

the one orsecargdatagpd figm whish thepgendsatagyay kegaeaieratty & deapidh PabnBrthiSe a read
request, processor 41 may 5 determne that request 60 conprises a request

to wite catbadiment dspandingerpe? theRAldklsvdimniemehisd birRABKSMiHecheekidast 60 to
determ ne therefromone or nore |locations in storage 82 that may be

speci f i ed maydontprise)RiAdBtpadtyi data: ddppesdin®OpdnchevbartitulbrdR M) teseldadplenspeedi fied in
request 60. For exanple, request 60 nay specify and/or indicate one or nore
| ogi calp bli@RAID 84, processor 41 may select one or more locations (e.g., one or more locations 92
in one or more storage devices 88N) into which to write one or more portions of the check
data generated as a result of operation 226. Although in Figure 1, one or more locations
90 and one or more locations 92 are shown as being in one or more storage devices 88A
and one or more storage devices 88N, respectively, depending upon the RAID level
15 implemented in RAID 84, one or more locations 90 may comprise a plurality of locations
distributed and/or interleaved among some or all of storage devices 88A . . . 88N, and/or
one or more locations 92 may comprise a plurality of locations distributed and/or
interleaved among some or all of storage devices 88A . .. 88N. For example, if the RATD
level implemented in RAID 84 is equal to zero, the check data may be absent from RAID
20 84, and locations 90 may be comprise, for example, addresses and/or block locations in
one or more devices 88A of one or more stripes (not shown) corresponding to the one or
more portions of encrypted data generated as a result of operation 224. If the RAID level
implemented in RAID 84 is greater than one, the check data may comprise parity data, and

locations 90 and 92 may comprise, for example, addresses and/or block locations in

25  devices 88A ... 88N of one or more stripes (not shown) of such check data and/or
17



addresses, stripes, and/or addresses in storage 82 to which to wite such
data. Based at 10 least in part upon these one or nore | ocations specified
and/or indicated in request 60, the netadata stored in nenory 43, and

conventi onglo Re¥d3stA4chni ques, processor 41 may sel ect @pgR%eoiBY;6ss! OCat i ons
in storage 82 into which to wite one or nore respective portions of

encrypted data that nmay correspond to one or nore respective portions of the
data requested by request 60 to be witten into storage 82, as illustrated
by oper at ererypRixlatlh Alterfatiyalygifzhe FaID kxelnpipmentedtin RAIDRddsl quamhto, onas part of
operation 222, processor 41 may translate the one or nore |ocations

speci fi ed(ian@/AdD S4rigiptoaicaes daf menpriag), tHe@Ghedk datpingy osmpriselaccopPbf @ghondi ng
physi cal and/or logical |ocations (e.g., one or nore |ocations 90 in one or

nore st or gaeyeNdaeLmd3RAL 1&&3@6nsaﬁ5y@hﬂfyism SRemPRILRESREL dnd/c?bRicRge 82. Al so
as part of operation 222, processor 41 may deconpose the data requested by

request 6fdoliRab8r 40 U6 i LA akid by b ARG By VDR Med B £ eSPEC i Ve

portions of such e witten into or espective | ocations

90. Fo exa%gge%fdég?g@n%F%ﬁgpﬁ%%%ﬁiﬁg ar RAID Ilevel inplenmented by

RAI D 84, O y conpri'se a plurality of |ocations
distriﬁu ed _anong t or re storage devi conprised in one or nore
st or ad “:"Hde\ﬂ1 ﬂgggr@@ﬁ?mgrg, p ’iatlig@%?%@?fé’ 5/00225@8’ eRe827d pr ocessor
41 may encrypt each of the one or nore portions of the data fromrequest 60,
based at {renssit tpgirpity 8l e oomercgequests &0 Walpdntedng AHMEoeriions PO thgoae
predeterm ned encryption algorithns described previously, as illustrated by
oper at i ono2@dreiportioing of the 2ncryfiteé data geweratedasccresgioof optratiay 22reael; at e check
data, using conventional RAID techniques 5 and based at |east in part upon
t he one odependifg epwr tipRedD{ev impismerited MR AIRY 84, falso 0 weitiiast one@d mofss used
herein, "check data" neans first data generated based at |east in part upon
10  locations 92 the one or more portions of the check data generated as a result of operation
226. Inresponse, at least in part to receipt of these one or more requests from processor
41, circuitry 81 may generate transmit to storage 82 one or more packets 104 that may
comprise these one or more portions of encrypted data 106 and, depending upon the RAID
level implemented in RAID 84, these one or more portions of check data 108, One or
15 more packets 104 may request that storage 82 write these one or more portions of
encrypted data 106 into one or more locations 90, and depending upon the RAID level
implemented in RAID 84, also may request that storage 82 write into one or more
locations 92 these one or more portions of check data 108. As illustrated by operation 228
in Figure 2, this may result in storage 82 storing in one or more locations 90 these one or
20  more respective portions of encrypted data 106, and depending upon the RAID level
implemented by RAID 84, also may result in storage 82 storing one or more locations 92
these one or more respective portions of check data 108. After operation 228 has been

executed, system 100 may await the generation and issuance of another request (e.g., for

storage 82 to perform one or more additional and/or other operations).
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second data and from which the second data may be regenerated at |east in
part. In this enbodi nent, depending upon the RAID |l evel inplenmented by RAID
84, this check data nmay conprise RAID parity data. Dependi ng upon the

parti cul ar 2 | inplemented 10 in RAID 84, proces el ect one
or nore Ioc‘:Ngf‘lioo?{[sr’%{@.g., one or nore locations 92 in o g&géﬁ%"/?%fso t or age

devices 88N) into which to wite one or nore portions of the check data
generated as a result of operation 226. Al though in Figure 1, one or nore

| ocat fO@Etﬁ 90 1ANEBEmER:, BRE RoqhOG&th BB Svrithén & &qﬁ@%nﬁ%b@@édbﬂlﬂo’é’ed)”e or nore
storage devices 88A and one or nore storage devices 88N, respectively,

dependi ng; E SHEM BGkel PRSA{ . nor e

| ocat i onsmgg&%a{gtﬁg%%%agg?g&tﬁs% gfr{é% of | ocgtsfIll NS o[%ﬁ??%g%ogge and/ or

i nterl eav Q al |l of stor | C N - and/ or one or
nore | oca?t ?%‘%ggg%narﬁg&c@r%? ?nsee"(%émg% B?rggﬁ?sﬁ%}é‘%e rl%gfgﬁ‘l%cl) S pglF\l(;l but ed and/ or

i nterl eav anon 0 or.,all of stora evi ces 88A .. 88N.. For_exanpl e,
T Che. RARBYaTREIOHTY TEPEIA PR 1 FERUE B4 P OB parosrs! BaER OABRCHERK Hat
may be absent from RAID 20 84, and |ocations 90 may be conprise, for

exanpl &, Haweed3dhis ad/rsrmirplyie SnEeMpEAYTIss device SHRAlAR be #E0iseess BBA of one
or nore stripes (not shown) corresponding to the one or nore portions of
encr ypt edcaatquegendisatied das reedr dbisintaycficregse that dataac2dss spdel in yestdRALD | evel

inplenented in RAID 84 is greater than one, the check data may conprise

parity dateémpaéedio th©dai hevass Peedihst ightm@ywdothprdageeqiested exipptliten iaddr esses
and/ or block locations in 25 devices 88A ... 88N of one or nore stripes (not

shown) of ;&uEd 60 RREKt0BRleAcHPRE @5 o whdle WRAZROG BRI 6 4 WRSROGERISHOES
encrypted data. Alternativély, if the RAID |level inplenmented in RAID 84 is

el 9 Qbgybletion ALPRRE LIPL TRl /8 LRt el 2
For i} nplth%’nu?n%grr P o%%rsati%rrllsd r/eatrliretg 3 (r:ekad and decrypt the data.

[0045]  Although not shown in the Figures, system 100 may comprise a remote user interface
system communicatively coupled to chipset 14 via a remote network link that may permit
a remote human user to issue commands to and/or monitor operation of system 100. The
operation of this remote user interface system may be substantially similar to the operation

15  ofsystem 16.

[0046)  System 100 may be capable of performing a hot restore and/or rebuild operation. For
example, in response to hot plug replacement of a failed storage device with a new storage
device in RAID 84, storage 82 may signal circuitry 81, In response to this signaling by
storage 82, circuitry 81 may signal processor 41. In this embodiment, depending upon the

20 RAID level implemented in RAID 84, this may result in processor 41, in accordance with
the above teachings of this embodiment, successively reading from RAID 84 each
respective user data and check data stripe comprised each respective logical RAID block
that comprised a respective user data or check data stripe in the failed storage device,

decrypting each such read stripe, using conventional RAID techniques to reconstruct the

25  unencrypted version of the respective user data or check data stripe in the failed storage
19



| ocations of such encrypted data and the redundant copy of the encrypted
data in 5 respective mrrored volunes (not shown) in RAID 84, [0043] In this
enbodi ment, after perform ng operation 226, processor 41 may generate and
transmt to circuitry 81 one or nore requests to wite into one or nor

| ocations ¥® OB or nore portions of the encrypt ed P HHVIGUMP4t edeas a

result of operation 224 and, depending upon the RAID | evel inplenented in
RAID 84, also to wite into one or nore 10 | ocations 92 the one or nore

portions QfyitenGiitfls iHatRokeNBEALE e, 3Rd theh SShbitindlthARBCALY BT re?é§ | N
response, at least in part to receipt of these one or nore'requests from

processor 61}??'%%1@& ?Tg wéc %ﬁ%&?@% ﬁé;c&%%&@d L0 heliRwSh A 20% RE, One or nore

packets 1 Se one or nore portions”of encrypted data
106 and, dependi upon the RAI | evel, il enented.in RAID 84 hese one or
nor e port irGH§>8¥ Bﬁﬂ%‘@?aﬁﬁ?lgoarﬁaéaywgﬂﬁhefgaﬁﬁae&%rgg I?éfngmfﬁyfﬁﬁv tEleequest t hat
storage 82 wite these one or nore portions of encrypted data 106 into one
or nore |@é%fwt5<§gle@§§taa¥?aeddl@a@%ﬁeﬁg 1R fsh I haccRupiing roval ?fﬁ% GilEhted i n RAID

84, also may request that storage 82 wite into one or nore |ocations 92

t hese &ne sigragadpechd thoMsiting of Reterorghvded ogrypred data apsy orarely sypeser at i on
228 in Figure 2, this may result in storage 82 storing in one or nore

| ocat i ons tnewhaaregoodryicr 20 nore respective portions of encrypted data 106,
and dependi ng upon the RAID |l evel inplenmented by RAID 84, also may result

in storagep SWithtretieng: Mvebeihg Matdetd Figat B ookerQdd/ot hdtitornhep«itio®Be0 r espect i ve
portions of check data 108. After operation 228 has been executed, system

100 may avgittnal e 816188 batih QPst@nd 00 BRUAINEE0 @h cABOdRRNt FalbESdscritRdg. . for
storage 82 to performone or nore additional and/or other operations). 18 WD

20051038644 G 150044 093P HIU eak . Bl FRRR R anfi Auiigpest ed o

be witten 1 mreque onposed

10 circuitry 42 may detect whether an attempt to tamper with one or more keys 48 and/or one
or more credentials 46 has occurred, as illustrated by operation 302 in Figure 3. For
example, as part of operation 302, using conventional techniques, circuitry 42 may be
capable of detecting a physical breach of conventional physical tamper resistant boundary
40, such as, for example, by an intruder attempting to gain physical access to memory 43

15 for the purposes of unauthorizedly modifying contents of memory 43, such as, for
example, one or more keys 48 and/or one or more credentials 46. Also as part of operation
302, in response at least in part to detection by circuitry 42 of the physical breaching of
boundary 40, circuitry 42 may log the occurrence of the physical breach to non-volatile
memory (not shown) comprised in circuitry 42. Additionally, as part of operation 302,

20  upon a subsequent reset of system 100, card 20, and/or circuitry 110, tamper detection
circuitry 42 may examine this non-volatile memory to determine whether such the
occurrence of a physical breaching of boundary 40 has been logged, and if circuitry 42
determines that such a breach has occurred, circuitry 42 may signal memory 43. This may
result in the erasing (e.g., the overwriting in memory 43 with one or more arbitrary values,

25  such as, for example, a plurality of zeroes) of one or more keys 48 and/or one or more
20



into one or nore portions corresponding to one or nore stripes to be witten
into the storage 82, and each of the one or nore portions may be
respectively encrypted. Advantageously, dependi ng upon the anount of data

bei ng acceggeRodiisdyr €ad of data from5 storage 82, thigcpRY00H63dc8 Only a
singl e mass storage device spindle to be accessed as a consequence of such

a data read. This may increase the data access speed in system 100 conpared
to the data access speed that might occur if the data requested to be
written i nredemsiplec®; asilluseated boopseation 3P4 phewmniageeusivh dhie magmepke fle encr ypt ed
data, as a whole, were to be deconposed into one or nore stripes to be
witten tesshtiallygmp8@iblesfonthe intrider ta dgotypt the cestsits of Sotage 8Athdreby of

operations required to read and decrypt the data. 10045] Al though not shown

in the Fi gumamtingihetliemde0 abillyy 1©08qnitaRt Mtdllesibly ehdicientdfREdraee2, syst em
comuni catively coupled to chipset 14 via a renote network |ink that may

perm t adoﬁV&Ee@y,hf‘Hﬁ:‘ﬁi&yS@Z ddt@mliSR Wieut RO BPRRERce T aBREH R 0f BRRHdER 400RET at i on of
system 100. The “operati'on of this renote user interface systém may be

subst ant i %le%rf/ log%efr(rii il‘l ?1{1? B(?n—gr&gtilg Qrﬁeg'lfbﬂ%g ui?rg 42{%1;3(@5@%&? Fndlnggrd'&)l ,EIRS){St em 100

may be capabl e pertformng a 0 peration. For
exanpl e, in respgnse to hot plug replacengnt of a failed storage device with
a new st oP5geh V@g\?%‘ﬁaﬁl%%ﬂl"%’tﬁ%{s °§’?‘8‘?‘8’§er2%82 may signal circuitry 81. In
response to this signal i(ggl by storage 82, circuitry 81 nmay signal_ processor
41. | HOUR] s Shibelicmative t 5@%‘6%915&@39@1056&9@1% IhelsEeach ApAUsHERtBY i n RAID

84, this may result in processor 41, in accordance wth the above teachings
of this emoddinmnee of epamation i veorageBaasitutprized ritRygach ssetaishistemd §p.<erd ve user
data and check data stripe conprised each respective |ogical RAID bl ock

t hat conpr0sad/a ciresfredi 0, \peoaessr 4tlatag deternsine ekettiert the atxtispeh tequdstis f ai | ed
storage device, decrypting each such read stripe, using conventional RAID

t echnijguesyiherif&ic INsotdssdr 41NRteZMindd BRESVRIRMe & HitlNiz0d, fréRsdoedparyi ve user
data or check data stripe in the failed storage
permit subsequent such requests to be performed by storage 82, until a subsequent
resetting of system 100, card 20, and/or circuitry 110, without determining whether they
are authorized.
[0049]  Thus, one system embodiment may comprise a circuit board that comprises a circuit
15  card slot and a circuit card that is capable of being inserted into the circuit card slot. The
circuit card may comprise circuitry capable of encrypting, based least in part upon at least
one key, one or more respective portions of input data to generate one or more respective
portions of output data to be stored in one or more locations in storage. The circuitry may
also be capable of generating, based at least in part upon the one or more respective
20  portions of the output data, check data to be stored in the storage, and/or selecting the one
or more locations so as to permit the one or more respective portions of the output data to
be distributed among two or more storage devices comprised in the storage.
[0050]  The circuitry in this embodiment also be capable of decrypting, based least in part

upon at least one key, one or more respective portions of input data from storage to

25  generate one or more respective portions of output data. The circuitry may also be capable
21



19 WD 2005/ 038641 PCT/ US2004/ 033068 device, encrypting the reconstructed
stripe, and then requesting that circuitry 81 request that storage 81 wite
the encrypted reconstructed stripe into the new storage device. Processor
41 al so maywPRREEREqately nodi fy the netadata stored i npggfRicgs/ds3o@nd the
encrypted netadata stored in storage 82 to take into account the renoval of
the failed 5 storage device and the witing of its reconstructed encrypted
data and/or parity stripes in the new storage device. [0047] Wth reference
now bei ng afedecratingribgek datgto hetstared ity goragelatid/oronticviogdrctneonsn®®0 t hat may
be carried out in system 100 according to an enbodi nent will be descri bed.

Af t er, f orrespeetingl pertiansroé getinmft dstg Stoana lof)itycaltstor2gr, dearivdé oommised i they 110,
tanper detection 10 circuitry 42 may detect whether an attenpt to tanper

Wi th one aforf@y. ETHeaYsclAdhtaney BE g@i@fﬁted@asd@t&a@tﬁﬁ@@ﬂ%@i fhe4fe BagoRcCUr red, as
illustrated by operation 302 in Figure 3. For exanple, as part of operation

302, usi NG GRMRIPI-RARlrHRGAMAHGS, Circuitry 42 may be capable of

detecting a physi'cal breach of conventional physical tanper resistant
bound 40, f . ! ' gai n
physi dstheAgRudeliy, Blsq SRR Ghnif BBt APl Pk SERIRE A0 0% D i ng
contents qf .nmenory 43, such as, far . exanple, .one ot. nore ke 4 nd/ or one
o tror e or BT 4opstikE S Soresdh theioTE if BROSSBHRL Fye b ielehy f eant
in part to _detection by circuitré¥42 of, t he physi cal breachjng of boundary
40, ci r cuiRyically spggsseandirpROvsS slorace dedcesthatpray sy compairedindhg forpge.
non-vol atile nenor gg( not shown) conprised in circuitry 42. Additionally, as
part of opkdaniageoh2thivnayipoke the ot storpdan thersterege off thisegbedineodmorsar d 20,
and/or circuitry 110, tanper detection <circuitry 42 may exanmne this
non- vol at i deeuradrmriypdssibthedcesndingao Weetrloesrt.such the occurrence of a physica
breachi ng of boundary 40 has been |l ogged, and if circuitry 42
[0®52]  The terms and expressions which have been employed herein are used as terms of
description and not of limitation, and there is no intention, in the use of such terms and
expressions, of excluding any equivalents of the features shown and described (or portions
thereof), land it is recognized that various modifications are possible within the scope of
the claims.
[M053]  Additional modifications are also possible. Accordingly, the claims are intended to

cover all such equivalents.

[0054] What is claimed is:
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determ nes that such a breach has occurred, circuitry 42 may signal nenory
43. This may result in the erasing (e.g., the overwiting in nenory 43 with
one or nore arbitrary values, 25 such as, for exanple, a plurality of
zeroes) of one or nore keys 48 and/or one or nore 20 WD 2005/038641

PCT/ US2004/ 033068 credentials 46, as illustrated by operation 304.

Advant ageously, this may nmake it essentially inpossible for the intruder to
decrypt the contents of storage 82, thereby elimnating the intruder's
ability to reconstruct intelligibly the contents of storage 82. Conversely,
if circuitry 42 deternines that no ockdMsSce of a breach of boundary 40 has
5 been logged in this non-volatile nenory, circuitry 42 may continue to
nonitor for such breach, without erasing the contents of nmenory 43. [0048]
As an al ternati vk A method cooipeigingng, i nstead of determ ni ng whet her each
request for the performance of operation by storage 82 is authorized, after

each reset of sygb@ms dQ6ast 6@ ieky Within AREURF d&tbdtioriboliNdatyl Of a BirQfERREPT 41 may
determ ne whet her the next such request is 10 authorized, If processor 41

det erm nes Eﬂ@%ﬁﬁH%QZ§5ﬂ%ﬁ§BBAEOQ'%Qg&hged’ processor 41 may permt

subsequent s requests to be performed by storage 82, until a subsequent
resetting of system 100,, card 20 dlor circuitry 110  w.thout. detgerm ning
whet her Chey  ar SRS FS8LSP s Bl R e ke R R R
conprise a circyit board that conprises a circuit 15 card slot and a
circuit car ¥TiheAta 10s2eRSRaANE B MAseieRFClHSRITHERS eperyPicd Wit defpto Bard si ot .

The circuit card may conprise circuitry capable of encrypting, based |east
in part upostored ih @agor moredodasipns mrresterrgansupled s hesysten bparthd enesynsdd i nput
data to generate one or nore respective portions of output data to be
stored i n omeitodatapererdtatiat aroinput/cutmit (1YY probhssocon theicircyit cay; al so be
capabl e of generating, based at |least in part upon the one or nore
respective generating, based upon the one or more respective portions of the encrypted write

data, check data to be stored in the storage; and

selecting the one or more locations so as to permit the one or more respective

portions of the encrypted write data to be distributed among two or more storage devices

comprised in the storage.

2. The method of claim 1, wherein:
the storage comprises a redundant array of independent disks (RAID); and

the check data comprises one of parity data and a copy of the encrypted write

data.

3. The method of claim 1, further comprising:

in response-to an attempt to tamper with the at least one key, erasing the at least
one key.
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20 portions of the output data, check data to be stored in the storage,

and/ or selecting the one or nore |ocations so as to permt the one or nore
respective portions of the output data to be distributed anong two or nore
storage devices conprised in the storage. [0050] The circuitry in this
enbodi ment al so be capabl e of decrypting, based least in part upon at |east
one key, one or nore respective portions of input data fromstorage to 25
generate one or nore respective portions of output data. The circuitry may
al so be capable 21 WD 2005/038641 PCT/ US2004/ 033068 of generating check
data to be stored in the storage and/or retrieving the one or nore
respective portions of the input data froma plurality of storage devices
conprised in the4. Bicomabel of ldemch) dwkheladraprigiyg:be gener ated based at |east in
part upon the one or nore respective portions of the input data. [00511

Advant ageously, §418%fnihgMaséRspoafont bi o dedHnEIt whaRlYer 6 BMBNE ex@Butiontoruder
from being able to reconstruct data stored in the storage of this

enbodi nment , Ogev&r}n%xfg o%gﬁtij)ﬂltiﬁﬁﬁ_@irngt (%%éral | y accesses and renoves storage

devi ces that may onprised in"the storage. Advantageously, this nmay make
the data stored in the storage of this enbodi ment nore secure than is

possi bl e according to the prior art. [D(r)521 The ternms and expressions

whi ch have been enpl oyed herein are used as terns of description and not of
limtation, and PHePEthod cemPisNgntion, in the use of such terms and
expressions, of excluding any equivalents of the features shown and

descri bed (or porectiving a redrbregudsy fromrechdst prosess@cogni zed t hat vari ous

nodi fications are possible within the scope of the clainms. [153] Additional
modi fi cations ar getridviiy @Rssindre respative gomtighyof dnbs peddajatsfran @ phirhlended to

cover all such equival ents.
storage devices comprised in a storage coupled to the host processor; and
decrypting, based upon at least one key stored within a tamper detection
boundary of an encryption device coupled to the host processor, one or more respective
portions of the encrypted read data retrieved from the storage to generate one or more

respective portions of read data, the read data generated by an input/output (“I/0”)

processor located within the tamper detection boundary of the encryption device.

6. The method of claim 5, further comprising:
prior to the decrypting of the one or more respective portions of the encrypted

data, determining, based upon one or more credentials, whether the request is authorized.
7. The method of claim 6, further comprising:

generating the at least one key based upon at least one of one or more tokens and

one or more passwords.
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[ 00541 What is claimed is: 22 CLAIMS 1. A nethod conprising: storing at

| east one key within a tanper detection boundary of a circuit card coupled
to a system bus of a host processor; encrypting, based upon the at |east one
key, one or nore respective portions of wite data to generate one or nore
respective portions of encrypted wite data to be stored in one or nore

| ocations in a storage coupled to the system bus, the encrypted wite data
generated by an input/output ("1/QO') processor on the circuit card,
generating, based upon the one or nore respective portions of the encrypted
wite data, check data to be stored in the storage; and selecting the one
or nore locations so as to permt the one or nore respective portions of

t he encrypt ed wd.The detlodtad chémdi, stheiebut ed anong two or nore storage devices
conprised in the storage. 2. The nmethod of claim1l, wherein: the storage

conprises a reduhéaviagahlsaytoads maaes aehé mdihal SuBAtEhpri@edncriftthgdheck data
conpri ses one of parity data and a copy of the encrypted wite data. 3. The

met hod of %@tgggtg.basgghhm%egpréggtio%ng,’ in response-to an attenpt to tanper
with the at | east one key, erasing the at |east one key. 23 4. The net hod

of claim1, further conprising:

9. The method of claim 8, wherein:

the metadata comprises partition information.

10. An apparatus comprising:
circuitry to encrypt, based upon at least one key stored within a tamper detection
boundary, one or more respective portions of write data to generate one or more
respective portions of encrypted write data to be stored in one or more locations in
storage;
the circuitry also being capable of:
generating, based upon the one or more respective portions of the
encrypted write data, check data to be stored in the storage; and
selecting the one or more locations so as to permit the one or more
respective portions of the encrypted write data to be distributed among two or more

storage devices comprised in the storage.
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determ ni ng, based upon one or nore credentials, whether to permt execution
of one or nore operations involving the storage. 5. A nmethod conpri sing:
receiving a read request froma host processor; retrieving one or nore
respective portions of encrypted data froma plurality of storage devices
conprised in a storage coupled to the host processor; and decrypting, based
upon at | east one key stored within a tanper detection boundary of an
encryption device coupled to the host processor, one or nore respective
portions of the encrypted read data retrieved fromthe storage to generate
one or nore respective portions of read data, the read data generated by an
i nput/output ("1/0") processor located within the tanper detection boundary
of the encrypti ohl.déeiapparatfis ofitieinl, lwddredd: cl ai m 5, further conpri sing:

prior to the decrypting of the one or nore respective portions of the

encrypted dat a, thd@iorid¥ JdipeisestAe@chddQitrad BE indepdHiae@ diskeRAIDRLAI Whet her
the request is authorized. 7. The nethod of claim®6, further conprising:

generating the af.l.gast da%&n%%e?@rﬁe%}t pgm%%tanh%ac%gy g?ﬁg ?gﬁ:r%d er\}r%ém re

tokens and one or nore passwords. 24°8. "The net ho erein: the
storage als Stores met adat a; andthe nmet hod further conprises encrypting the
net adat a baS¥h upon the at | east one key. 9. The nethod of claim8, wherein:
the netadata conprises partition information. 10. An apparatus conpri sing:

12. The apparatus of claim 10, wherein:
the circuitry is also capable of storing the at least one key in memory; and
in response to an attempt to tamper with the at least one key, erasing the at least

one key from the memory.

13. The apparatus of claim 10, wherein:
the circuitry is also capable of determining, based upon one or more credentials,

whether to permit execution of one or more operations involving the storage.

14. The apparatus of claim 10, further comprising:

circuitry to receive a read request, retrieve one or more respective portions of the
encrypted data from the plurality of storage devices comprised in the storage and
decrypting, based upon at least one key, one or more respective portions of the encrypted
read data retrieved from the storage to generate one or more respective portions of read

data.

15. The apparatus of claim 14, wherein the circuitry is also capable of:
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circuitry to encrypt, based upon at |east one key stored within a tanper
detection boundary, one or nore respective portions of wite data to
generate one or nore respective portions of encrypted wite data to be
stored in one or nore locations in storage; the circuitry also being
capabl e of: generating, based upon the one or nore respective portions of
the encrypted wite data, check data to be stored in the storage; and
selecting the one or nore locations so as to permt the one or nore
respective portions of the encr ed wite data to be. distributed gnong two
or nore storagePd&P gl?s‘léﬁﬁ’ﬂ?ﬁ?g gg‘&'e PHE PTHBOE 1 BiPSEfEVe POEIONg .O%ﬁl"r‘?ee“&'ﬁ’ﬁé?aat us of
claim 10, wherein: the storage conprises a redundant array of independent

di sks ( RAI Djatadetermiries, bpeediupgarae elgnpreickdsntile Wirthsatergquest: is agtherizedcopy of
the encrypted wite data. 12. The apparatus of claim 10, wherein: the
circuitry is also capable of storing the at | east one key in nenory; and in
response to an attenpt to tanper with the at | east one key, erasing the at

| east one key fq@nmkhg AFRIO bV claiks 15, WRreappar at us of claim 10, wherein: the
circuitry is also capa Fe of determ ning, based upon one or nore
credentials, wh 19 ! [00: - Of, raki

i nvol ving the stg%g§§9&?4?9%ﬂ%b§§§§§g%ﬁ@ﬂgg“gﬁg?ﬁﬁﬁ%gn%ﬁ$@ﬁ§#ﬁ%g%g§?§ing:

circuitry tg receive 8 LeRdd SAUSEL: mbS! f&Y§qQne or nmore respective
portions of “Ph& P '

17. The apparatus of claim 14, wherein:
the storage also stores metadata; and the circuitry is also capable of encrypting

the metadata based upon the at least one key.

18. The apparatus of claim 17, wherein:

the metadata comprises partition information.

19. An article comprising a storage medium having stored therein instructions
that when executed by a machine result in the following:

storing at least one key within a tamper detection boundary of a circuit card
coupled to a system bus of a host processor;

encrypting, based upon the at least one key, one or more respective portions of
write data to generate one or more respective portions of encrypted write data to be
stored in one or more locations in a storage coupled to the system bus, the encrypted

write data generated by an input/output (“I/O”) processor on the circuit card;
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encrypted data fromthe plurality of storage devices conprised in the
storage and decrypting, based upon at |east one key, one or nore respective
portions of the encrypted read data retrieved fromthe storage to generate
one or nore respective portions of read data. 15. The apparatus of claim
14, wherein the circuitry is also capable of. 26 prior to the decrypting of
the one or nore respective portions of the encrypted data, determ ning,
based upon one or nore credentials, whether the request is authorized, 16.
The apparatus of claim 15, ere(n: the circuitry is, al sQ _capabl e of,
generating the agﬂpgggg}%ﬁgfggyt ﬁggﬂmUB@ﬁrﬁ?“ﬁ@é§?““ﬁﬁ8?8?e FHIPSH Wit e

t okens and one or nore passwords. 17. The apparatus of claim 14, wherein:

t he st or age dathsdheel datato beettergdimthe siomraehandci rcuitry is al so capabl e of
encrypting the netadata based upon the at |east one key. 18. The apparatus
of claim 17, whesdéatingttineomet adat cadonsrsb ae® gramitithd @re drmice napecdive 19. An
article conprising a storage nedium having stored therein instructions that
when execut @grtis af tRBehiristed 85 dath b B BstFiBhte@UMBRE twidl RThéYe s@kade@Rbitesone key
within a tanper detection boundary of a circuit card coupled to a system
bus of a ho§$m§§§§§§§gghng Crypting, based upon the at |east one key, one or
nore respective portions o wite data to generate one or nore respective
portions of encrypted wite data to be stored in one or nore locations in a
storage coupled to the systembus, the encrypted wite data generated by an

i nput/output ("1/.0" rocessor. on the circuit card;
P P ( 20. "Rhepartcl)cle o? claim 19, where?m:

the storage comprises a redundant array of independent disks (RAID); and
the check data comprises one of parity data and a copy of the encrypted write

data.

21. The article of claim 19, wherein the instructions when executed by the
machine also result in:

storing the at least one key in memory; and

in response to an attempt to tamper with the at least one key, erasing the at least

one key.

22. The article of claim 19, wherein the instructions when executed by the
machine also result in:
determining, based upon one or more credentials, whether to permit execution of

one or more operations involving the storage.
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27 generating, based upon the one or nore respective portions of the
encrypted wite data, check data to be stored in the storage; and sel ecting
the one or nore locations so as to pernmt the one or nore respective
portions of the encrypted wite data to be distributed anong two or nore
storage devices conprised in the storage. 20. The article of claim 19,
wherei n: the storage conprises a redundant array of independent disks
(RAID); and the check data conprises one of parity data and a copy of the

encrypted wite ta. .21. The .article of clajm.19 rei.n.the jinstructions
when” execut ed by2§ A inidEispRBNsitg b sets et hEYEE e THEe BinTRsi S one. key
in nmenory; and in response to an attenpt to tanper wth the at | east one
key, erasi nat wherngxerwad by agpashipgyesulin thedellowyipg:cl e of claim 19, wherein the
i nstructions when executed by the mnmachine also result in: determ ning,
based upon one orecewing aceatieqbésafrom aliwst procest@; permit executi on of one or
nore operations involving the storage. 28 23. An article conprising a

st orage medi um hadii¢ugnSorerandrbedspediive poitiotcs il envs ptddhiata fréiea p@)f@l@tﬁfoﬁd by a
machine result in the followi ng: receiving a read request froma host

Processor; &@idok Q¥iBG @RfritEd Y SorhESRRBlH SR RERsRE; SHacrypted data from
a plurality of
decrypting, based upon at least one key stored within a tamper detection
boundary of an encryption device coupled to the host processor, one or more respective
portions of the encrypted read data retrieved from the storage to generate one or more

respective portions of read data, the read data generated by an input/output processor

located within the tamper detection boundary of the encryption device.

24. The article of claim 23, wherein the instructions when executed by the
machine also result in:
prior to the decrypting of the one or more respective portions of the encrypted

data, determining, based upon one or more credentials, whether the request is authorized.

25. The article of claim 24, wherein the instructions when executed by the
machine also result in:
generating the at least one key based upon at least one of one or more tokens and

one or more passwords.

26. The article of claim 23, wherein:

the storage also stores metadata; and
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storage devices conprised in a storage coupled to the host processor; and
decrypting, based upon at |east one key stored within a tanper detection
boundary of an encryption device coupled to the host processor, one or nore
respective portions of the encrypted read data retrieved fromthe storage
to generate one or nore respective portions of read data, the read data
generated by an input/output processor |ocated within the tanper detection
boundary of the encryption device. 24. The article of claim 23, wherein the
i nstructions whep executed t he chine al.so result.in: prior, to the
deorypti ng. of |t nEeGHEEISRamEn BEu b BefREHR Bl i enBiopiisy data,
determ ni ng, based upon one or nore credentials, whether the request is

aut hor i zed. MmetagatapasedHpep et dfasiqngikey 24, wherein the instructions when
executed by the machine also result in: generating the at |east one key
based upon at | east one of one or nore tokens and one or nore passwords.
26. The article of claim23, wherein: the storage al so stores netadata; and
29 the instructi OnsThetaeticlexedaiie?b, whetelre nmachi ne al so result in encrypting
the nmetadata based upon the at |east one key. 27. The article of claim 26,

wherein: the net ghafhdade@IhpiRSs Paifidd infiimbhiidOr mation. 28. A system
conprising: a circuit board conprising a circuit card slot and a circuit

card that is capable of being inserted into the circuit card slot, the
circuit card conprising circuitry, the circuitry

28. A system comprising:

a circuit board comprising a circuit card slot and a circuit card that is capable of
being inserted into the circuit card slot, the circuit card comprising circuitry, the circuitry
being capable of encrypting, based upon at least one key, one or more respective
portions of write data to generate one or more respective portions of encrypted write data
to be stored in one or more locations in storage,

wherein the circuitry also capable of:

generating, based upon the one or more respective portions of the
encrypted write data, check data to be stored in the storage; and

selecting the one or more locations so as to permit the one or more
respective portions of the encrypted write data to be distributed among
two or more storage devices comprised in the storage,

wherein the circuit comprises:

an input/output (I/O) processor, and
non-volatile memory that is capable of storing the at least one key,

wherein the circuitry is capable of detecting-an attempt to tamper with the
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bei ng capabl e of encrypting, based upon at |east one key, one or nore
respective portions of wite data to generate one or nore respective
portions of encrypted wite data to be stored in one or nore |locations in
storage, wherein the circuitry al so capable of. generating, based upon the
one or nore respective portions of the encrypted wite data, check data to
be stored in the storage; and selecting the one or nore |locations so as to
permt the one or nore respective portions of the encrypted wite data to
be distributed anobng two or nore storage devices co riseg iq t he storage,
wherein the oi rouit cBriBrF SRaKeYapnd FIERPPBtR e FIMB) SHisHtEcas aeash e

non-vol atile nmenory that is capable of storing the at | east one key,
wherei n the circuitrykesfrempabmemery. det ecting-an attenpt to tanper with the
30 at | east one key, and in response to the attenpt, erasing the at |east
one key fromthe nenory. 29. The system of claim 28, wherein the circuit
board al so conprises: a host processor coupled to the circuit card slot via

a bus; one or none TikeheMBITRIAAD S Rh&LRItRe SRR HoalDA dkRREs: and
additional circuitry to read one or nore additional tokens stored in a

renovabl e tokenarﬂg%rrgceggog%ur;l&ptortﬁgay&glcgrésq&% Ipery is inserted into a

t oken reader. 31

one or more token memories to store one or more tokens; and
additional circuitry to read one or more additional tokens stored in a removable

token memory after the removable token memory is inserted into a token reader.
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