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[0001] The present invention relates to the field of
communi cations systens, and, nore particularly, to
comruni cati ons systens using nultiple operating
protocol s for data access operations and rel ated

met hods . Background of the Invention [0002] Software
clients operating on or in conjunction with a conputer
systemare often used to access data stored at a
server with which the conputer system can establish

L ggﬁi’gﬁogi&?&ﬁ%’ﬁ G erobtRon- riEkence
on aPBYL&Es FROYAPLNC,ENEETNEFP  OFREAS PG PROGPSPL SELECTION
protocol that is EEPPURESIANY RELACEPeMETHOBRever

some data storage devices are al so accessi bl e through
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provi dé more advanced features than POP, may be
desired when anot IBuclodtemd i sf uses, Irorembhison nul ti pl e
mai | boxes that support different protocols are to be
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appreRghes fave Jueen devalered fQfstRiPWd REten used to
comunicati ons between syStens and devi ces using
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local area network (LAN). Clients are typically
configured so that data on a data system is accessed
using a particular protocol that is supported by the
client. However, some data storage devices are also
accessible through other protocols, each of which may
support different features.

[0003] In an electronic mail (e-mail) system, for
example, in which users have respective mailboxes on a
mail server, a mailbox might be accessible using
Outlook Web Access (OWA), Internet Mail Access Protoccl
(IMAP), or Post Office Protocol (POP). Although a user



to Dutta et al., in which a transcodi ng proxy server

recei ves a request for content froma client nmachine.
wab@sorsanscodi ng proxy server retrieves the coPCENE2004/005730

froman originating server. The retrieved content is

provided inafirst format type. In response to a
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in the first format type prior to transcoding the
content into a second format type, the transcoding
proxy server sends the content to the client in the
first format type.

[0005] Furthermore, in response to a determination
that the client does not have content processing
software for processing the content in the first
format, the transcoding proxy server sends content
processing software for the first format type along
with the content in the first format type to the
client. The transcoding proxy server then transcodes
the content from the first format type into the second

format type and sends the content in the second format

to the client.



mul ti pl e operating protocols. The system may al so

include a plurality of nobile w rel ess comruni cati ons
waleasoeHed or accessing the at | east one data SPOF/E§H04/005730

devi ce, and each may use at |east one of the plurality

of operating protocols. [0009] Mor eover, the system
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[0009] Moreover, the system may further include a
protocol interface device. The protocol interface
device may include a front-end proxy module for
communicating with the plurality of mobile wireless
communications devices using respective operating
protocols. The protocol interface may also include a
protocol engine module for communicating with the
plurality of data storage devices using respective
operating protocols. The protocol engine module may
also select a desired operating protocol for
communicating with the at least one data storage device
from the multiple operating protocols.

[0010] More particularly, the protocol engine module

may select the desired operating protocol based upon a
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mobile wireless communications device. Thus, the
protocol engine module may not only base its selection
of the desired protocol upon the protocol ranking, but
it may also do so based upon the capabilities of a
given mobile wireless communications device.
[0012] Furthermore, the front-end proxy module and
the protocol engine module may advantageously
communicate using a common interface protocol able to
represent a desired number of protocol-supported
elements for a desired operating protocol. More
particularly, the common interface protocol may be able
to represent all protocol-supported elements for a most
capable operating protocol. Thus, using the above

example in which OWA is the most capable protocol, the



al so include a wide area network (WAN) (e.g., the

Internet) connecting at |east one of the nobile
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interface device. Such a wi de area network (WAN) may

al so be used to connect at | east one of the data
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mnn s [0017] FIG 1 is a schematitc block diagram of

RicOat-i dHg thpsmenei nthec opdanse catinncheypresenay

also include a wide area network (WAN) (e.g., the
Internet) connecting at least one of the mobile
wireless communications devices with the protocol
interface device. Such a wide area network (WAN) may
also be used to connect at least one of the data
storage devices with the protocol interface device.
[0015] A method aspect of the invention is for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices. The mobile wireless communications devices and
the data storage devices may each use at least one of a
plurality of operating protocols, and at least one data
storage device may operate using multiple operating
protocols. The method may include providing a front-end

proxy module for communicating with the plurality of



invention. [0018] FIG 2 is a schematic bl ock diagram

illustrating the protocol interface device of the
w@ommsmieat i ons systemof FIG 1 in greater deP@i/uS2004/005730

[0019] FIG 3 is a schematic bl ock diagram
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Brief Description of the Drawings

[0017] FIG. 1 is a schematic block diagram of a
communications system in accordance with the present
invention.

[0018] FIG. 2 is a schematic block diagram
illustrating the protocol interface device of the
communications system of FIG. 1 in greater detail.
[0019] FIG. 3 is a schematic block diagram
illustrating the extensible front-end proxy module of
the protocol interface device of FIG. 2 in greater
detail.

[0020] FIGS. 4 and 5 are schematic block diagrams
illustrating an alternate embodiment of a
communications system in accordance with the invention
implementing an extensible proxy architecture similar

to that of FIG. 3.



[0029] FIG 14 is a flow diagramillustrating
operation of the protocol interface nodule of FIG 6.
WO o®30)814 G 15 is a flow diagramil |l ustrati ngPCT/US2004/005730
operation of the protocol engine and interface
connector nodules of FIG 7 . [0031] FIG 16 is a flow
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interface device of FIG 10.[0033] FIG 18 is a
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SCOo the | ent.ign to those, ski Ied | .the ar
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| ncligdasia Praiecoh o nketf aca fevieepiackhal phay desyer

access to a plurality of data storag evi ces “or
systenghtd, al8er2@teTlkabodimenitcatfi dhs pystemolOinterface
illustrativ ¥‘|ncludes a plurality of comrunications
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[0027] FIG. 12 is a flow diagram illustrating

operation of the front-end proxy module of FIG. 3.
[0028] FIG. 13 is a flow diagram illustrating
operation of the communications system of FIG. 5.
[0029] FIG. 14 is a flow diagram illustrating
operation of the protocol interface module of FIG. 6.
[0030] FIG. 15 is a flow diagram illustrating
operation of the protocol engine and interface
connector modules of FIG. 7.

[0031] FIG. 16 is a flow diagram illustrating
operation of the protocol interface device of FIG. 9.
[0032] FIG. 17 is a flow diagram illustrating

operation of the protocol interface device of FIG. 10.



used in accordance with the invention, such as

personal data assistants (PDAs), cellular tel ephones,
wet@s/os16exenpl ary nmobile w rel ess conmuni cat i BEIEUS2004/005730

device 11 suitable for use with the present invention

is described in the exanpl e provided bel ow with
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protocol interface device 14. Those skilled in the art
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wirel e ommuni cati_ons device 11, its software client
com%ulor]fisczla es ev:\L/int'h%taﬁg‘eﬁr’ ot%X1 5° ieﬁ]ib&dflg'@él%ée\?ir@epfgv\}ggd SO
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access to a plurality of data storage devices or

systems 16, 18, 20. The communications system 10
illustratively includes a plurality of communications
devices, namely a mobile wireless communications device
11 and a communications device 12 connected to the
system via a wired connection. By way of example,
various mobile wireless communications devices may be
used in accordance with the invention, such as personal
data assistants (PDAs), cellular telephones, etc. An
exemplary mobile wireless communications device 11
suitable for use with the present invention is
described in the example provided below with reference
to FIG. 18. Moreover, examples of wired communications

devices include personal computers, telephones, fax



and the data storage devices 16, 18, 20 are preferably

via a wide area network (WAN) such as the Internet.
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communi cate with the protocol interface device 14 via

the Internet, as noted above, and so too nmay
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briefI% abo&e.tgbre Ea ticularl.\F/h,3 on co str.ainedl
el eGPPSR 3GEVIECES SHER SS™HBBbiPESWAFELEss also
COMMRI gakl @hréewiCeokhbonRh@Eessal oROWRE it wARBE kY dules,

resources, and conmmuni cation channel characteristics
may VPiE8 hadet Reti Rseal rabilésiand eperat iionFéf. 1 for

SOfEW%%%t 'Egnﬁﬁl %%EQQiER? %@%ﬁ %@Bg@hkikbe%hés LRese
conmonly used on desktop and [aptop computer syst eis,
f or wexaiplke. commaddiceitdonswhielré ceha i, nital kaffitearef client

['tipl f clients f [ dat t ,
devi GRS 380t ot 64 i CHCAPFRLPERL APbERtore Fevice 14 via

f easi hliechessdeskinepiand ibaphepweerPuBer as¥Shefhaps other
providing nmultiple -protocol support on such

congertgonked dsvivedd ey dnet abpupdési Bwétched telephone
network (PSTN) or the Internet), as will be appreciated

by those skilled in the art.

[0036] The various functions and operations of the
protocol interface device 14 are preferably implemented
in software operating thereon, or in conjunction
therewith. The protocol interface device 14
illustratively bridges the software clients of the
communications devices 11, 12 and the data storage
devices 16, 18, 20. Communications between the protocol
interface device 14, the communications devices 11, 12,
and the data storage devices 16, 18, 20 are preferably
via a wide area network (WAN) such as the Internet.
That is, the communications devices 11, 12 may
communicate with the protocol interface device 14 via

the Internet, as noted above, and so too may the



[0039] The data storage devices 16, 18, 20 are
accessi ble using different operating protocols or
waecwssssischemes. As such, the protocol interfaP€r/us2004/005730
devi cel4 accesses the data storage devices 16, 18, 20
via an operating protocol supported by respective data
storage deyices, and provides data to fhe .
conRafEE5bLons CABIREE 997145 GPATANT B3pRcribe EhPeite
- supperLed gperatkngsprogpcob. The protocol conversion
functionality of the protocol interface device 14
pro¥PB83la unPfi edusppr oakher olBpppoentaciens ape also
mul t.i of t m S L bed. |
fur PREF by BERaberBe, SratPbeor 51 PF AFarh Bt hBs 2 14
pr odetdéscamd" aay bet tmpaayénbeddie bepweeatdi héewenk that

protocols o cce schenes 0040]. The protoc

8 Facindevice Te) SSEF | SkoFaved FRLrar ABr B¢ o7 the
i N EbfanudicafisnBobiegiabovel, the, ppot peeh tRtegbagestorage
device 14 bridges different types of communications

devilewsceist Andi ther earmuppestopngdatavicosrade - devi é@sa

0 hgg) L rbstraked gIbdi IRty afal A SLRLAgR ARYLERS  on is
24, ; "28 are systens/ Servers tor storirng electronic

mai kn( esaivky lidowedeto khyshautdcheamotednthatohher
present invention is not limted to mail system
accESEMUEAERTHPNt RENRRET systenms 24, 26, 28 supports a

di febaBYy operati RdtRr 9069k c0h3¢688518CNeRE. 20DEEore
particularly, the mail systéem 24 supports Qutl ook Wb

Accdssa( ©Ape, athesmadl byyshens26twapporisenter oSothe

Me [ . [, ' . P P
VeSSSRLE AL 8L, PLOSEaT g Lot Eclgpe (AP Lh s

protogehrssueld asnthatirubed by AteeccayOakcses(AGk)rain
for exanple. [OO41L The protocol interface system 14
i || GyPest PEerytaneladagecadevoRes  ehBeyr 8%X§ RBAGReS3H2

The < | RE QX k| kvel Vi
T s
suppoitfilye alibrvel. eNsrdppkirtationrPyet oookof PR ineHe

Post . Of fice,P | (POP), _the, | et Me
Ao BAERGE0LE SETVRRT, SARD o PpBFPeAT TEACPEr

Proteg@linication device 11, processor power, memory
resources, and communication channel characteristics
may preclude the installation and operation of software
clients having the same capabilities as those commonly
used on desktop and laptop computer systems, for
example. In addition, while the installation of
multiple software clients for accessing data storage
devices associated with different protocols is feasible
for desktop and laptop computer systems, providing
multiple-protocol support on such constrained devices
may not be possible.

[0039] The data storage devices 16, 18, 20 are
accessible using different operating protocols or

access schemes. As such, the protocol interface device
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(HTTP) for comunication with clients. [0042] The

front -end proxy 30 al so comunicates with a protoco
weepgsnsinodul e 3 . The protocol engi ne nodul e BRI/US2004/005730

transl ates OM, MAPI, the proprietary protocol of the

mai | system 28 (and other protocols, if desired) into

f f
30. WoCPRFS BAACIE PELROEErBIPnTGTFGe0 PBnnER( o0 V12 an

”Dd@b@rﬁﬁin@opr$%OEERG%uEboE@eQOBQ|@@sb@ctheepﬂ@t@09torage
engi ne nodule 32 for each of the ogeratlng protocol s
usedeljCele ABA PEPILERS Q@tazeo B8e gempppficpeions device

di sqyssed @uatae&eggbe%%vgn 35 BheLehbBdy PENOLERRL ng

font -end prox prot ocol eng
nodpketBEo&reTbEtpmstbbelocoexpaadabléuhotaonahmbgabé the

addi ti onal erati_ng pr,ot ocol s they becone, ..
vaPEREPEO At hAFESEr SHCoch J4uB58H Fart RePTbalsh:
[Ooéﬁbrbﬁcﬁpﬁbaghﬁﬁor@ HEEEsBCEBSHAStApMBI LhPXs0BFfoABta
of the mail systens 24, 26, 28 through client software

on BYSteBrmASAi 6asranbedetncEurkberesanple, balwap the
brﬁﬁ%@%o@@lalﬁﬁg Sc@“@%&?éé Eﬁnggggﬁgééoﬁndeghg:to any”

ni cates mnt t he proxy 4 to ac
t hebmradbespeteredddiAceesatcpmmandsler ornstrasti snsemes.

recei by t rox 34 are converted to a

{ or HRbIRA MY at B PaPERCE e LpFBFSECE RGLAE MBdbFe 32
Communi,catheas bat waenntheqbrgnt iandrproxy ABAHbLEed0
and the protocol engine nodule 32 are preferably

achﬁb@§§,v¢§eapé@ﬁﬁ§ﬁllﬁﬂéﬁﬁﬁééepﬁéﬁé§él14mhréﬁgﬁﬁy be

I I
o beaesr LAY ARRS RS shrBRiPetTdhRe tesaBHE K thhen
tr agsifgeeentheyaeeess danﬁaedSregelﬁ&vﬁuebloma the

received fron1the front -en roxy nodul 30 intg.a
or of e F tAE6E: STBAMPER Y hE2Nai PLeyePnfiesipgs 24, 26, 28

accgsged %%e&s/s@@%e&@rfEQeg@b&lﬁﬁséﬁgb%ﬂbnchﬁEQl (e—
recei ved fron1the mail system (e.gd., e-mail nessages,

a | metl 1of. H@Wﬁﬁégsag§ssh@aﬂénbarn@bsdlﬁhﬁﬁntbe pasksnt

etclhven%?gglg% not $mited to mail system access. Each of

the mail systems 24, 26, 28 supports a different
operating protocol or access scheme. More particularly,
the mail system 24 supports Outlook Web Access (OWA),
the mail system 26 supports Microsoft Messaging
Application Programming Interface (MAPI), and the mail
system 28 supports a proprietary protocol, such as that
used by America Online (AOL), for example.

[0041] The protocol interface system 14
illustratively includes a front-end proxy module 30.
The front-end proxy module illustratively includes
proxy modules 34, 36, 38, 40 which respectively support
the Wireless Application Protocol (WAP), the Post
Office Protocol (POP), the Internet Message Access

11



particular mail systen) , the features that its access

prot ocol supports, and the nature of the access
weommsamsiear e transl ated i nto the common i nt er f BCEUS2004/005730

protocol and transferred to the front -end proxy.

[ 0045] The active proxy nodule (i.e., the MAP proxy

nmodul e 34 in the present exanpl e). the for

r ecRF Ve at BEMAR) ataldddte ﬁgg ]%}}%Xqi % rcfeci?COl
requestpyn gf&élé‘&ﬁmuf%é@ﬂn %mmrailslérr@nthe cl i ent
are also transl ated by the protocol interface device

14.[0@425s cdimmntisotionditieexy R alio Genisieates with
ﬁlla:’%lélrl)%/ cg%fces erg r&odﬁ‘e éj bﬁlé‘%f&égﬂ Imodule

e accesse In response to a ng e

acc;ezStﬁm@bs vdex e mm,ertm;sgmmmaobmlpﬁqmcmol of
mai | box access t hrough the pr.otocol rface_device

14, THOUAB L THES bt o D e R Gl Sy 4 o1 )
al | oyg,chi P@fﬁ?@sé&ﬂaéi&{gfé %twp&a@tff&tpra{@cﬁ&q; 0

access the mail systens 24, 26, 28, which al so use
di frhedehe b@er%@|t@p®r©m@co$sream%@gsv%dﬁﬁ%%@%a%ﬁch as

nove, delete, cre d e
exanpPracC T ht erFﬁaeSFePgd at ECP%I ?Qntky%f%céﬂ%%eto the
dat gr st €6 @lﬁgiﬂﬁ@ Ifll@clhhléy;‘m efr 24aciR6of 28he rrspeam“cxrﬁg

copi es of the data. Through the protoco
devPERta201 8 %?@%n@yc%%azﬁ%les A on%E ? ps will

Pr oxy HPQJfJugﬁeé“fuf-é;e?Sbewi' STRI 9 %P@?e@ﬁ&@sén},%@dﬂﬁ&qt

or nore o e mal ystens 24, 26, 28. The client
i t sehé ﬁdwahfe@@oms¢yyn@@@uh©t3@u@@@rthQh@r@t@©@% engine

pr ot o schene sso ted w S

to %gg%i%eééeﬁrfoﬁﬁgfnﬁi @% The™h ng é@%@ en1p%%%oco§§gte
andafher ebh 8Nt opELLOLRY PLEELBSL s bes CDM@yltbé)d:@me

feature suEgort bet ween the protocols ma

di f fEpbheblEoraexanpl eal 8o Pep @1 FERESHOe uﬁ%?e§u$%%?Y
LQS&E Lgatfﬁegg ? aWy,, TQeuéQ%eééé&§s@£0&0ﬁ9£1y§§don
prot otol engi he nodul e 32 and the front

-endnaroiythedmhelS@ysBems 24, 26, 28 through client
software on his communications device. For example, a
WAP browser on a mobile wireless communication device
communicates with the WAP proxy module 34 to access the
mail system 24. Access commands or instructions
received by the WAP proxy 34 are converted into a
format compatible with the protocol engine module 32.
Communications between the front-end proxy module 30
and the protocol engine module 32 are preferably
achieved via a common interface protocol, which may be
a proprietary protocol or an established public
protocol.
[0044] The protocol engine module 32 then translates
the access commands or instructions received from the

front-end proxy module 30 into a protocol associated

with the mail system to be accessed (e.g., OWA for the

12



preferably designed to be able to represent a desired

nunber of protocol -supported elenents or features for
w@2eemis1ed operating protocol. Mre specifical PgT/US104/005730

common interface protocol is preferably able to

represent all protocol -supported elenents for the

nost _".capabl.e" pr.otocal (WA i.n th resent exanmpl e

Lo BPoY A0%CFE BrladCarapossrirets earlr & Supon Systen

Furtker . st ebhaiiheceermen,i at eikace rphetioaels saBys,

support a full feature set across all supported

pr olCee6TSlaTi APRESNBENTFO048PkBy ®AY - of JERERFIEI PRethe
comunn.ii; YgLhage s Br By e (A RLOBGT €hARY irs o

pro ocgﬁ%ggggd&%ﬁ t%gg&%b)-bﬁggd %Fstrl uﬁégEA&FﬁoFFSSSS
and pvertsicodi sgprEYeliBAVEnpr athec oktuAenoéxahpl ecoksancommand

aut henti_cati on, request i ng such a_co n interfac

or oPGColt PESIPEST dal s BrogPRICr: SPTRE AT BEPGRCCL nd
Thi ¢ rexemel-aey adt Rest ifeadhi-cendeguest, .routine al | ows

the protocol interface device. 14 to be authenticated

by 0045 systém astageargosy MQEHLeEf i(ér cand thas ¥MEr groxy
pr oy died by ad s Sy ehal gLhi eues &

f ol 8% and baéﬁc cgpgggFF%Fe§§%p5a earggﬁ n§%&%35 gﬁe

t he remicli veyistiama , [ 6848 Araexepplraipnsnbbrreequesbri nhe

accordance with._a bDAV -based co ninterface .

o oR6EOE L e 1R6PE BUFbRERS CHTOGRAM 10 hyorsLipnt are
accenganeeawstihthi $yr euki RRotbesPORsiee rhecalelibex14.,
request, the capabilities of the inbox in a target

mai Psersar eogmerided frand othen itypesortentseate are
q“eEh%E1§§ﬁ%hE§%c%é% [egkfgﬁgﬁibdﬁg Rﬁk%@ %%a?r%%%égél

l'isting chi's tor er search reques
accardancgswietils thheg akonerestiednaed YebPAWsebased single

comon interface protocol. Here, a list of subfolders
HE ?e

f or 35GiPPeFOFBPAEr MESLEt Gr HEGTI RePeSPERsES BUL Al

reqyestipokt aWcklssbenaBpiecikaked By obbasenskirkbed WRvice
the art that nunerous other requests and operations
may We used as well. [0050] It should be noted that

the %%E%W@neaﬁbgegE%tg%%q E%EeE%EEEaESVQQEalﬂc%%%% allows

rquests
clients using different operating protocols to access

the mail systems 24, 26, 28, which also use different
operating protocols. Access commands such as move,
delete, create, send, fetch, and view, for example,
that are generated at a client affect the data stored
at the mail systems 24, 26, 28 instead of copies of the
data. Through the protocol interface device 14, a
client compatible with any one of the proxy modules 34,
36, 38, 40 is provided access to one or more of the
mail systems 24, 26, 28. The client itself
advantageously need not support the access protocol or
scheme associlated with the mail system(s) to be

accessed.
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enbodi nents. For exanple, in sonme enbodi nents the

protocol interface device 14 may include (or
weeommsieate with) a polling or aggregati on enpCTI®@S2004/005730

nodul e (not shown) that pronpts the protocol engine

nodul e 32 to aggregate nessages for respective users

fro mai | _syste 24, 26, 28 at predeterm ned )
intgbbgﬁg, asS&%FF b Cafipr- c?ﬁ?@@mb9gPHB§le§Pﬁléﬁeiﬁllent
t hepabtochhenpeat ae@l pengbRgaFRduLe %éaﬁayédshpsert
cooperate with the front -end proxy nodule 30 10

pr oPRdecERethggpegaredlaensigbs toifheentspori esample, a
sof re.clLi.en a e ' ve. Additional
the%p?oﬁ%gghgnggsﬁo§§gn%§ébggg0%§§e aﬁgtggﬁhﬁﬁﬁﬁcéFeOWA‘

di r ebel ynwetrhiatbepeonsunilcaseanseteweneshdlprdotplakhgine
enbodi, nment but. it may instead conmuni cate therew th
viamSHgﬁﬁté?v@ﬁﬁnﬁhﬁaﬁFo§§§?€ﬁ1BF°§§rW@PPlﬁoP°ek§nple.
ThU§refergbﬁycaégi6ﬂ@aetanbeggﬁﬁgaEbOEeﬁgegQﬁt”Qdaégired
is used, the aggregated nessages may be first

t r angheeredfbprohechiontppentedr exgmandal er3fetbuans for a

i nter ' mai | . server, which jn_turn pravid t he
es 85568 SHo P RE- BRBP oBF PAPEOLonMORT cAPP oS Hevide, Chg
wi | bominsn betappresi predobylt hesprskil-hpdyi apthecart.

Here again, the_front -end proxy nodul e 30 woul d use
t heTSBPFOBTF at el pPEPEEEPLSFURBRPHBPE cBlBPeBEENTOr the most

I Nt eLY8QL NG~ NBI er r s ROpRUN] |
therem?th.[Oggﬁ%tisﬁ%tégﬁgféﬁ g?%VPg?%%HgC%E%%p%%)é ko

pl upabvigeothdabaocsteshgeodevbtesfestuehe asuphertmi Further
systems, 24,. 26, 28, usi he protocol _interface
Syarbin 1 RS FPOREPat BHOF e Fr G 150 Bboh ki Abae=t @ Full
Bl ogkaldbe 88tagees5sCOMMBEGpObreadiaptstbbbst, if desired.
received, at Block 111. The access conmand or data is

trah@P48Ld | nBY VAE eBnABATPhAEer tiag cCorBPRCBRtenface

o6k 13201 egosess smmIULs DegLianslated (P onk

dat eyt eatlt D1 ber dlogess eytisochn@sa W é os 1 dhengmaiWebDAV)

Sységg%géblfQ£neé§g££fe'of an authentication request using
such a common interface protocol is provided as program
listing #1, below. This exemplary authentication
request routine allows the protocol interface device 14
to be authenticated by a mail system using a user
identifier and password provided by a user, and it also
retrieves a root folder and basic capabilities of a
target mailbox on the mail system.
[0049] An exemplary inbox request in accordance with
a WebDAV-based common interface protocol is set forth
below as program listing #2. In accordance with this
routine, responsive to an inbox request, the
capabilities of the inbox in a target mailbox are
gqueried, and then its contents are queried. Another

example is provided below as program listing #3, which

14



[0052] On the other hand, data is translated into the

client protocol, at Block 113. Dependi ng upon the
w@arosiocsibar features supported by the client pPCL/OSINN4/005730

only those portions of the data corresponding to

el enments of the interface protocol that are supported

by the_clien r.ot oc e_trans| ated IS,

ot eB S TRE Br SEUCOF FREEET aEEUdBy Fod 12N OQBAEY S Bhafine

erraforespansobvedt @eBDAVAbasEppebiREnopatakifAge protocol.

protocol. More particularly, non-supported interface

pr ot!6E6 éléﬁﬁﬁt@faﬁébﬁpéﬂéFabﬁ9ri@n@ﬁ@énoﬁoéﬂééeé§ed

aCCQE@hQQgholﬁ Q%EgBhEeogseEEQE rB&Q%E%S'@Q #E0eMBe

Transl at ed access conman or data are
traagpeecedthd dydahassyskémled ancthenartathBtooumerous

h | udi the il trated t hod (Bl k
L1epthaes sESReHd A REcrakutbh ok, B8 B2BneEsovsun-

exenpbsoy enbodi geAL1af bEhBote@nthaendnpr exyimedl 8186nts
I's now described. The front -end proxy nodul e 30

i | | bsefanPielpitaetadeatehacprary rRAVAFES 38, 236, 38,
40, | t b
| cALbRIHERES  Mady Sgégp%§2L$§ €BAkL Eﬁbééih@ﬁggfkge

anguage t'ransf of 1t i engi ne nodul e
nenpmptocoﬂeuptatéaseodevdee 34f mew c¢onfindel édornodul e
50, and handl ers gée %0054% As not ed, above, each
pr oYY e s WL §8p°i 1BEf EtF98F§gaFF8Ht§ng%ﬂ8

pr oteaah eenabre sApeH! etﬁataggoﬁpeeskﬁbeerbeeee@tbM@lne
oper ating protocols or different client types. For

exaffpralea 3gapopregy cABiEEl BEpFaUPdes OFnFEFREETNS users
rett %%e@h% &%EQ Qk BT 840 sghe,gand| Eéd?%@rﬁ%ﬂean

t he Ofﬁ]O dGrments “TAr g efe for |sp
devieesrsutlb aascehﬂlpbenappaedlaﬁée.b& EﬁBsprekylled in

makes use of at | east sone of the sa r ox

comiBReRts. TREI BAPRGCPhecTRONPCBACHOEI 88 HEHuFetBEm
andcbeee&eeeewe&hweﬁeleréﬂttenaegge&ydﬁbauue BbetgoFﬁbVLde
required by the POP protocol 55] One particul ar

advahEageemegbeﬁéfmeseﬁgeﬁetplthetreseecﬁﬁaﬁtSOéhuare
proxX1en%%Lea%OdE%cEg% eggove Additionally, the front-

end proxy module 30 need not communicate directly with
the communications devices 11, 12 in all embodiments,
but it may instead communicate therewith via an
intervening mail system or server, for example. Thus,
in the case where an aggregation engine module is used,
the aggregated messages may be first transferred by the
front-end proxy module 30 to an intervening mail
server, which in turn provides the messages to the
appropriate communications device, as will also be
appreciated by those skilled in the art. Here again,
the front-end proxy module 30 would use the appropriate
protocol (s) supported by such intervening mail server

for communicating therewith.
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proxy nodul e 34, 36, 38, 40 nmekes use of the sane core
services to route traffic, access data, and render

waela10a/014109 ot her words, the renderer nodul e 44, PXBLI2004/005730
engi ne nodul e 46, tenplate nenory 48, flow controller
nodul e 50, and handlers 52a-52n provide a connDn core
ser%lﬁ duI for t £ 0X %pdules 34, 36 ﬂ 11t
The dlfferghces etme S ﬁgﬁgﬁaffﬁﬁ§sb§otﬁep urality
dlfEﬁTeﬁﬁapEQﬁwa@@dWEﬁic%é" %@chs&s 40 evaulid bgsikBmkhes,
configuration of the flow controller 50, the handlers
52a262n 28an iSRG XEE PEMPPECes 1nsed frGer passrat a4t e

dat%ﬂﬂﬂé%ﬂﬁﬁxf'@@%ttpfﬁh I c@ses shide SQEE
handl ers 52a-52n will be re-: Sgg§%6 ween be 3 roan
vana@m§5§r@xymwwdubesdaia 36, f38§t4®ec&svwdllabeBlock 111.

iated by th Ki | the 005 i
oporlE G R SPATBAdoSE FeqRedt FREMFYAEoRtEPstne

passetmion tihe caFRiceppbiratecploXutmdul-e 342.30n 38ce4d
usi ng standard nechani snms for the client protocol. For

a WEPTEENENn S ﬁ@@ne%éﬁﬁﬁéatﬁéréﬁé@éﬁslaﬁé aa§§eé drkaa
quer, [ rf abl. e

oaats gt BT g S e A S h R B S AER iRt o e
i dentcickisesda ﬁan@e65|0@ﬁ|§ochtas aafdi syktkdel},, fan
action igentifier (which identifies an action to be

per ', and any paraneters based on data in the
reque®ss21i n the easeceheWARanthe qa@BPeReRt-aaBd s26ki 9Ato
identifiers are passed in the query string or form
Clhépepﬁﬁ&ﬁﬁﬁep§0tﬁcpﬁe glie Py OStkr LA -oPepgpMiageupon the

packaotd i 2-BR03MR! Shbbited 805 fhe 186E! Kotocol,

en cal ow cont’r ol
passmﬂg ahom@ pbethdentbﬁiehs dadapapateteontiaty. tdhe
fIOM/controII gooks u the a proprlate handl er vi a
thee&8WﬁBE§nP ﬁ Cachits PG@nP Prerslaftiatorser gepported

thephandker 1RagspRgtbhe1Pak-a8Mmeighs 188 car AUFBALSth9sastep.
constructor (not shown) . Using the handler 52a as an

exaﬁbﬁeprpﬁp§0ﬂaﬁ@¢érfﬂéaldeﬁﬁééeééegawhéenéqaégt@n error
us'Q%s@o%%&%e'%%eE Qgh§%u5£029ed operating protocol. More

particularly, non-supported interface protocol elements
are preferably ignored or processed according to a
default or error-processing scheme. Translated access
commands or data are then transferred to a data system
or a client, at Block 114, thus concluding the
illustrated method (Block 115).

[0053] Turning now additionally to FIG. 3, an
exemplary embodiment of the front-end proxy module 30
is now described. The front-end proxy module 30
illustratively includes the proxy modules 34, 36, 38,
40, a renderer module 44, an extensible stylesheet
language transformations (XSLT) engine module 46, a
memory or template store 48, a flow controller module

50, and handlers 52a-52n.
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gat her information needed for a response. [0058] For

mai | system access, for instance, the data | ayer
w@eommsmicat es with the protocol engi ne nodul e BRT/U82004/005730

any information related to the contents of the user's

mai | box, cal endar, or address book, for exanple

Co i.gationg with ather conponents may

oot ABPEa e f B horrS: BRPVEY pEeCh RRR) FACHOR, 3gcRS, 38
as iof erratierncngl arednte”avhBeptbeatb0nNesgivbCRSIANE 32
a user' e-mail account. The handl er 52a then deci des

wheﬁﬁértﬁﬁésﬂéé§§s€e§ﬁ§GFéV§eOpéﬁﬂﬁﬁﬁédpfétaﬁ@ﬂﬁefor

han i f r S ende 9
Chosade, LSSl R B0 baPBtndiag gk 80 hocune
|s pmehedablyninrmacmnnometQEHHEd suwoh ase or more of the

org, xm . sax utSour.ce, . for. exanpl a ,provider of

ot BASFBEE S aPR” 528 ahhEaGeTtxiE) Tk SECHEREs, Fogoeted
proxprmeddbe aihen eakheckhgurander et1MmdHb8ed44and PDAs. A
passi ng al ong the Input Source, |ocale information, the

nameO8f prR&yYt Bapkeat éseoocheatendeprédsompadointhe same proxy
XSL%BR?%E%% There ggﬁﬁgrtﬁgdEh%wﬁéonﬁ?ﬁiﬂgrUESdﬁﬁetBS and

o] ne renders -t he
CUtphbStead&mefhmoﬁuﬂpUHStteaﬁenﬁethdatprQM|dhé forthe
client hy the acklve r oxy l e using the client

pr o£§88f-*eF0BEOT 2P EC b8€8t§§§#en1provides a generic

appubeesuon fbaQEPQ&k1E9h59wyngdbaﬁtsbeéﬁscbeneflt of the
nodel / vi ew contro MVC) architecture that

|npuéﬁﬁﬁﬁgaﬁﬁétfépnthéndppmpéatm@duﬂﬁfBas@suéhateeaehe
| mpat %%g Po %r§4'53%habsa R8SHaEl 8% ﬁ@CEhgnéggéycore
may e n

for sinm’lar’services an ext e

to Qé@wudesthe $6UVECEra$ﬁQCIfaccEB@CHaﬁﬁa|ahM render
required to fully inplenment a given service.

glvgﬁtﬁnpﬁénﬁﬁF§F|Hﬁrdﬁhetpﬁo BEREFEI eAUSE, 4t4heXSLT

handlefi$c5833u28N46andLRp1LRE Q@h@rgcﬁgssfh@MeEoﬁEﬁoller
fully “extensi bl e or replaceable Wth this in

n1nmodyappéﬂv|ngdahbndﬁérﬁeﬁeseﬁﬂncQrgwmﬁeya|nvmmvescore

defining and joplemsnting LA, o roquies 34, 36, 38, 40.

The only differences between translations by the
different proxy modules 34, 36, 38, 40 would be in the
configuration of the flow controller 50, the handlers
52a-52n, and the XSL templates used to translate the
data into its final form. It many cases, the same
handlers 52a-52n will be re-used between by the wvarious
proxy modules 34, 36, 38, 40, as will be appreciated by
those skilled in the art.

[0056] During operation, a data access request from
a client is passed to the appropriate proxy module 34,
36, 38, 40 using standard mechanisms for the client
protocol. For a WAP client, for example, parameters are
passed via a query string and/or form variables. The

WAP proxy module 34 determines a component identifier
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data | ayer, defining the control flow and discrete
actions within the system(i.e., the flow controller

wor@dloes169) , and defining and inpl ementing t hBCT/US2004/005730
interface with the service (i.e., the renderer nodul e
44). On the other hand, supporting a new type of

I Ki
o N 0 S I ALes R BT W e,

Conta‘mldcﬁndmdldemti&"lw’id hﬁﬁdﬂ}ﬁﬁf‘de'iﬁﬁf'l%%n dr0 aFHARRN ko be
additional client - required functionaljty, and

def iIBFHP HRH i mpTEhdi G TeHe haite lrscs I5&t Wed? time the
cli % lﬁgqi t hﬁl % %@S@ O% ’WPI et %n%lin? qlug%fg%%cglon

[ 0062 Cperatlon of the front -en pr ox | _
per f tp;fateo@blarter aasisad dm ithef ueher sdedoni ed fairtth
res t to the ock d| ram of Fl . 12. Certain of

| hoRfier BAn T tsae A e B bt 1G5 o7 e fre

strate oper

det @dc]@g@&,lrm@d at Ipla&ameltlequl@Qscrl bed only briefly
belom1toav0|d undue repetition. %lnnlng at Bl ock

120,087 éccesgh@e&%ﬁ’eopr@mw@ Ule theai ¢edlat the flow
pr O@bdﬂ%ll'l%ﬁé,o 362538 nA%1 Ay Bheck gk2l- ¢ f{%‘isa%%%ss

request is translated |nto t he “common 1 nter
pr ottegeimeprodd sor. e fabwt wenhandlers 1624s- G2n that

Bl ock 122. 06 ais received froma ven mai
syst@%;ffrl%% %% Bﬁefegﬁgngg SOPHQHFEEUégﬁ agt18Pock
1231 dEmits fdatra, anldl ebnkasuakkeady h@ﬁ@lteﬁ:anéla@s@gg' Aha
the common interface protocol by the protocol engine

nodfeEaFeters pendepsaenBotR B24PngRdUEEPEr Hagtt shole) .

clientin Eh@lg%%dl%§ 5§QU§§CQHCEQQhEQeth%hh lﬂgﬁdﬁggdwould
met hod (Bl ock 126) . Dependi ng upon-t

feapup@§8§@§pmh5edeqweshe ubuegtapdatacmbyeanuyle. 5) to

f the dat ding to el ts of the
Com#o" FFi 6PTAEBo! BroB6P SERRECR! 8 £BRRONFED by the

cli goisgot ocebranginengeres aectkanskatednsMNafce, the
-supported interface protocol el enent s may be ignored

or PPdéeds¥gracenrdnhgatesavdéhathe proepecol engine module
Pr 0g9S$LR9,56Ne B A5+ 181 He20QY8 to the contents of the

user's mailbox, calendar, or address book, for example.
Communications with other components may be established
for different types of information, such as information
related to authentication services and a user’s e-mail
account. The handler 52a then decides whether the
request should be forwarded to another handler, or if
its results should be rendered.

[0059] All information passed back by the handlers
52a-52n is preferably in a common format, such as
org.xml.sax.InputSource, for example, a provider of
extensible mark-up language (XML) data. The active
proxy module then calls the renderer module 44, passing
along the InputSource, locale information, the name of

the template to be rendered, and an OutputStream. The
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[0064] It should be noted that the extensible, common

core service architecture of the front -end proxy
wor@sloes189 . may al so be used for a variety of PCT/US2004/005730

applications. One such application is to address

vari ous shortcom ngs of the disparate nmethods used to

respond to HITP req sts roma Web_application
o SRPARGSROMP 1 6, B2kha05us8 96 Hat XoHEcBagine 46,

systenyd0Q Pﬁ¥'ﬁgﬂénlﬁﬁéeﬂﬁébbﬁtﬁﬁﬁbtk@&hur@hén
accordance with t resent invention i s now

des@ntbgustrhemcmﬁpbh@ntprgvldﬁd Yebthat alaesesby the
syste 100_communi e hi-dir a y
|IIus£}a?|9eP§ |%8§u%e uSln rggéqggg%hﬁogfggoégg'
seryeosh92, aThéoaboﬁér§§Etéﬁ4praﬁddaﬁ exgensrbte
controll er system 106. 0065g More particularly, the
useﬁppéaeégﬁo@oirﬁ@F@ngt50 1g¥ergushRgchafgblhr onser

or WeReapphLGAbbAPrH@1LEAYRTE) aaeRi PEEEULE: Bnatfrom a
PDA or personal conputer) . Chce the request is made,

t heivmpbenenterm¢o2 pfotbssegpﬂheatequesnfrahérpcbxye One
server ssists the erver 102 oces
Cheifeatlar R ERat Eehnge Bt ohy Boesaset ne b PERC SL Baui £

104mher sef UBELhEBSFSIkNELAL 180 EBevRpeesoant thear éatended
devi ce 14 di scussed above, and the extensible
contPoPFeVidgsthf $06ViearaPee-f il sHBAEANAS1IRY required

SOfEﬁaEﬁlﬂgdthléﬁéht'é HQeHnSQEtheCOWhHHEE'QngT%EH

the proxy server, as Wl be appreciated by thosée
ski iinpdemanthéiant . tOe €dowseponinosdae BAbodhaehegdihes

CouPA=bE2 P BRARE oo P AL FT B GRESpAGSPEar LB PEtY or

serversnshpleceyanpkplab0868E. The proxy server 104
provi des a process of providing cached or storage

i t edB08%Ai | ablétBntbiReinsBipdr sSRAPERtARE 8| BR8RdAoReW
”DfEeE@§88r§%EET§eﬂﬁ%¥§vbg ag%?ﬁﬁngTQﬁdp$ﬁEXeﬁgﬁ¥§5g the
ST Wt nit

104 "accepts a specia
recdawaslayeequdsflhmngsubb aoURtpllflSWrapd diicthee

g;i%éélgggf%gﬁgln gkgég§p eSU|t[ng Ughe ?1B%Sc28%%211er
module 50), and defining and implementing the interface
with the service (i.e., the renderer module 44). On the
other hand, supporting a new type of client with an
existing service involves making minor changes to, and
extending actions within, the flow controller module 50
and handlers 52a-52n to support additional client-
required functionality, and defining and implementing
the interface between the client and the system (i.e.,
the renderer module 44).
[0062] Operation of the front-end proxy module 30 to
perform protocol translation is further described with
respect to the block diagram of FIG. 12. Certain of the
illustrated operations have been described in detail

above, and thus will be described only briefly below to
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the docunent imedi ately, otherwise it fetches it from
the renote server, saves a copy in the cache, and

WO ea08/0m69t to the requester. The pages ret ur nedI/Dg20041605730
proxy server 104 can be either static or dynamc in
nature. The proxy server 104 nmay communi cate with
application _servers O%ﬁdat servers

d_i hj
speeVPid BHEYAI AERECITHE ex %ﬂ%?%?%gc%ﬂtﬁ%gFg i§95t%ﬂ1

106acEQQ§7Le&@é§tp@EtbéﬁhéﬁﬁylstfgcéﬂﬁEQnﬁﬂt§ phokPemodule
proxy server 104 |IIustrat|veI¥ I ncl ude an aggregate,
i

serdéy 2362, 3§,réﬁdeﬁ§r3hﬁﬁblé2 2Thgpageeys request is
engkgsngggg AP AHRABRY 1 ALE- FOLaSPOELBOAR by one or

series o S|n1 ar to oseée Cri
ThemcﬁﬁpOﬁeﬁhs hénﬁmerSXEEassbhe gbnBiotkel28yst em 106
|nclude an action map 20 ad a series of hanglers

206199P3d si nPRER 8 FﬁS?éva sthS8ed ADBTR. "RO66EYSTRE 24

agopegabg $Ar¥eEpdR3ePenl OnBBrEHRePEPCEESENECRf 123, This
I ncom ng |nforna?|on and passes it onto other

conpehent shich hssi siapsdy Thenrehdesdrtagdineéo2tpe common

B

r ender &f s use o

nodubﬁdaiédamalany mEGESSﬁﬁyrEEﬂphaﬁeSofth]théenEnDay
216 _to render the page.  [Q069] The igg gate server
202B4efds1dar atPBst ReNGLEFORINRRE 26 ehefalfit&PHs

the EQBEkthébOM®@5€nB§Hg ﬁéohh€hQU§hB€§§uh99'§ebﬂu£8§
system The action map 204 interacts with a series of

handlbippsr268. bThehhandhentZQBOUchlzegnﬂhepdataOhay@f the

208 t retrieve tion fromother.data saqure

r0ab A St e ¥ b AGTR b Bl ebE R TR B aHo L BnR B €8Rer face
exappbeoc¥M that web dabpor8etnbyetBal cphexy b@btaﬁyl are
information related to the contents of user

appFragersfsofetganséanart, Near8RBBPT 6P SREGELTCS or
aPpey ﬁbeﬂ'egeﬁght%0ﬁa9UBaeeghee%aoersskgbegéeangccordlng

ating to a user accou The system
f untbi enseliguhavomgearoseprsendsing scheme, as noted

above.

[0064] It should be noted that the extensible,
common core service architecture of the front-end proxy
module 30 may also be used for a variety of
applications. One such application is to address
various shortcomings of the disparate methods used to
respond to HTTP requests from a Web application.
Referring now to FIGS. 4 and 5, a Web data access
system 100 having an extensible architecture in
accordance with the present invention is now described.
The components of the Web data access system 100
communicate bi-directionally, and they illustratively
include a user request 101, a Web server 102, a proxy

server 104, and an extensible controller system 106.
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a URL as a user request 101. This request is received
at the Web server 102, which passes on to the proxy
W@ 03181894 f or processi ng using standard nechBOi/ERR04/005730
for the protocol. For exanple, a WML request woul d
pass a WAP paraneter query string and/or form

vari . The, aggr egat.e_server 2 conponent of
pr o@w ssgjﬁver %i%dé)tagr&rﬁcﬁgg r¥LI¥é gtg‘ﬁpélﬁgﬁt rEuestt ﬁ@ﬁ
| D ardeany tRabamgier sshased erbdatawisert ke rRMUeShlication

Usi ng the sanme WAP_exanpl e, the conponent and action
| Ds & €S53SSEd & iche PGFEr i S3Brirnd re PoFA AT perenal

Par QRLAe 1 ChecNery Skne ot hauw, Ake-Paekaged lp 102

into a paraneter |ist. 1] The aggrégate serv

t hewroaldss etshehac tricouesgp 204 pfrotxlye sextvensilflde assists the
con ller s s&%$|106 and passes Ion% t he | and

par &t EFTVCEt 10%ha Ta bR SRap 9264 SERESES -t heT
apprRipiaatie mapdiebsd86 ¢ha bhexgorperent 1aadnacki on

I Ds and constructs the handler, passing the paraneters

as &MGEreRDS BéMiRarcsRsthecPsPLoThe Rangirdacgogevice 14

Pr 0CESSES Ll AhpquestinuehRd Lhe data | aver 208 o Osystem
5e§ % D %%ﬁe ata

gat her i nformation nee or a response.

| ayd062@®uiid loer empilewenitetiorsati e fimameotloeluldattaat is
sources 210 | qcated within the ge%gprk or external to

t he TH&t ROr RF e SHAAGRET 1986 "iién CGEc PFELYWRELNEE 1t RE Will
requesppheuid ke Lor wacded sig1arat her thandher 2@6co8kse,
if its results should be rendered. [0072] If the .
syst@msSQeei §Bboddmeafdethehergstaserierddld psdpgssensible

fro%b%%%oﬁ%%@'%&s%%ﬁf1%%C§8%9g¥%%hg%%h%ﬁe%%%dZQ%’fggﬁerent

back to aggregate server F'OXY Server
The paggiegadt eleseiceer o202etrhremsgalfbs thamperder er

duyl 2, which invokes the XSLT ] dul e 214
and 1905 cce s thy PEaHS 68§ Eo 1PanEEP ILAE a8 RIS aoF
Vi ewable deulyPuh chER %rO'é‘i:B'ngbs 1tBea 5%%@%;1& ent Beher

Web server 102 to serve the data as a viewabl e web

pagéeayey sr #bdlch efret Bdowser orefgoest re8durfe0i8kenkeve to

Var%%%%s%te%%eig&%&&egeEge@rgﬁﬁsgkg%pggbURLs with a
special prefix. When it receives a request for such a
URL, it strips off the prefix and looks for the
resulting URL in its local cache. If found, it returns
the document immediately, otherwise it fetches it from
the remote server, saves a copy in the cache, and
returns it to the requester. The pages returned by the
proxy server 104 can be either static or dynamic in
nature. The proxy server 104 may communicate with
application servers or data servers, and in this
specific embodiment, the extensible controller system
106.
[0067] More particularly, the components of the
proxy server 104 illustratively include an aggregate

server 202, a renderer module 212, an XSLT engine
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data using the extensible controller system 106 w ||
now be further described with reference to FIG 13.
woReos/opsse i cul arly, this diagramillustrates i PCOUSZD€005730
detail the processing and interaction of the proxy
server 104 and the extensible controller system 106.
The _system_fl.ow begins with ser request 101. This
¢ eqUELE LS 2081t 25 EhBHEB s RPer OF02  Sqnreh pasZess OF
t heiRf@nARLisON stigitiBe RLOXY%oser ek k94 Honpphacessny.
The proxy server 104 invokes the aggregate server 202
f or CoRPeaSHtRg Of] GhP4EXTRESA§ILe §ONE rOéd¢ar sSygLem 106
det ' e I t [ vai l.abl.e, I
302 PR URR BA°0TR, AR Bl 3oBL R LBRues B HoBffers
nexRost, epltso miime lkbhle tbDshpBeodk s306ked kboive.i s not

avai l abl e, the systemw || first create the context,
o B0BBE 500, T S0RGReGR PROTSGNPOR: R TS0ER 6o he

t he phB3.e sali nBl @ek 1306mifRe 1a¢bi-aRthBrand cerranent +! Bnto
are al so m ned out of the system These |IDs, along

wi t ethiee coqpesengsr vt essiandngry Toemréadgrear module
pac ed _intg_a nvel d h 0 q.a
A AR XS B AR, LU o
pas Shehe ctaica cfrr adune 24gr egake seever 202 KSLrhengine
action map_204 of the extensible controller system

106T°tHE RhPoREDPEYeBGFESRAIY HEEE1PAFEST rEPilof e memory

per baighickd @ dehe tervelore, an action code, the
conponent I D and context info to the action map 204.

The [8869dn nmafh204d0oeks tep sekyeac08n seadsBdetk 300the
and detiet i nes et her he agti.on exiat so.at B ggky ang

312. , then 1t noves tothe next step

det eafidne swheichef: stihe sactliogh cf eguithes sgdtheant ireat kerion
at Block 316. If the action does not exist, the_system
r et FPev €94 HE TSt Wadti 8nSeat el 6k hapdlezsd 20RenThe

ae! SRS Y s s ot gngy aied e,

not iméguined imnt Hewi odhieon datthe soygstrem @d0er Ffhresother data

anys%% %%%t§10 may include, for example, XML for web data,
a universal proxy for any information related to the
contents of user applications (e.g., e-mail, calendar
or contact), or a provisioning API for authentication
services and data relating to a user account.
[0070] The system functions by having a user send in
a URL as a user request 101. This request is received
at the Web server 102, which passes on to the proxy
server 104 for processing using standard mechanisms for
the protocol. For example, a WML request would pass a
WAP parameter query string and/or form variables. The
aggregate server 202 component of the proxy server 104
determines the component ID, action ID and any

parameters based on data in the request. Using the same

WAP example, the component and action IDs are passed in
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are pending, at Block 320. If the action does require

aut hentication, the systemthen determ nes whether the
w@omsmxgl6d s i n an authenticated state, at Bl ocRCBUS2004/605730

the context is in an authenticated state, the system

then determni nes whether a request is pending, at

Bl ock320. Ho ft t t a
aut i PBA A SSEdDE OFheoZyst S G DPRS PPRETERGRESLR: She

t he ety eveigef au torat beB, patkByeekudldntvnti barameter
aut hentication is accepted. FOO??] At Bl ock 320, the
systldmtdet ernmines if a request is pending. If a
requeelyits Perdin S e e endi.ng
reqjgét gnd Jrﬁil ggggg§§?gs%§qg%édgpgrEF%gnégwﬁgtﬁgF a

pr oeess ons map qOduef aheBb&¢bn3461eltonmrDQQGeSByBSem 106

pendi t he system executes o the action_and
val & 8§S§ﬁstéi°8ﬁvgﬁ8péDﬁaF8 RETBIGERT322Standhe action

pasgep oat nebxkoubhenBangherpr208tbonaheate bbe ashi @Re
handl er, at Block 324. Once tﬁe action handler is

cre@P@@Onﬁptl§ndnﬁﬁﬁapnzé@8 andBpQ@ﬁt326tS[@OESPamﬂéer,
SyS %@%&% tﬂ%t &ggﬁgg FE Bﬁﬁgg%gu@g RE Cﬁé%égguctor

Ilome ackgroun
|s @heahaﬁdl&t Bbﬁcprsééssaedthbersgséen1daé&hglnes data
aher a ess E ggeue at Blocg 346. However,
ﬁg?ﬁr Br@@& SNt STREE 18P BREFSCt ReTsPstERPONSE -

the@h@r@@%§8q5 %BGZGQtWQ@lh§€@E§éveaEn@bQﬁEt§§g £3Bf other
then returns the result, at Block 332. Revisiting the

sysPefp aruBcesk 2386 1phetsgsvakhdat shai neswankt her egternal
pro%%S%PlsPﬁ@w%g% q%ﬁgehah g?hZB%oﬁﬁéﬁ chaﬁgh%hether

gueue, et erm nes e ac S

Conmhet&sqabsBl@hbuEﬁObelEokherﬁédCESSahSth@k hantiher 20s,
gueue, then it submts it _to the queue, at Bl ock 348,
andOFhdr d&ferAPHESSWRBPHAR Pﬁeréeﬁﬁéﬁdhandler is

Fg"@g@b@q at §E0%5e3§9stE90&%L13EstES §QEBQE g@dhgﬁa, the

n’pete t he systemreturns t he action handl er

resdieta as Beeskd352om| thehbandler 206, back to the action
map 204, and back to aggregate server 202 of the proxy
server 104. The aggregate server 202 then calls the
renderer module 212, which invokes the XSLT engine
module 214 and any necessary templates to render the
data into a viewable output. This output is then
returned to the Web server 102 to serve the data as a
viewable web page as a result of the user request 101.
[0073] The various steps involved in processing Web
data using the extensible controller system 106 will
now be further described with reference to FIG. 13.
More particularly, this diagram illustrates in greater
detail the processing and interaction of the proxy
server 104 and the extensible controller system 106.

The system flow begins with a user request 101. This

request is sent to the Web server 102, which passes the
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action handler is not conplete, the systemreturns the

pendi ng render result, at Bl ock 354. The output of the
waet@sm181b9 ustrat ed at Bl ocks 352 and 354 PCT/US2004/005730

(returningeither an action handler result or pending

renderer result) will be used to determ ne whether to

render_ the result, at Block 334. [0080] More

par EPEQFRRALYONt ke FBSUPESXYf SEK¥est &P4 fPrustPspeaing- The

Blo%%%x§3%e§5@ u364r§ﬁvbkés’tﬁézaQBEEHEEeaQEkQQr 202 for

result) and 354 (return péending render result)
ar epusedssandet er ni ne mhether to render the result

(Bl ..Lf the s em deci de nder th

oo aBBTAT) LpbbonoERt R e P P B R G pe A Bpb e 2
contbakkatr syskemil@bito EBEBQBQXVBBEEV@E 404iandvailable,
renders the data, at Block 340, at the renderer nodul e

212thehevaher WilihBAvpassedhennexthetpebteemiee the IDs
to displ-ay3bBs. r§§UEE tn§k095a§ﬂ%ﬁlés @héeéggﬂé§e§911

t he ‘user request mever e systen1 ec
notfumsmendeatéhéheesuhteand hasBilnskeadf4deendedhen

f th t h t d
o7 OBBEG IC PROSS)EPoRTER: FPoDSect hE%I BOReyes BLOBKoRRS:

336 rneektiewas tbhangnvehppacdat ap ateBhosk B38egqabdt of
then | ooks up the appropriate action, at Bl ock 310.

The tépsseatai. | Thesp &PSunalandt Hilshpshat raALEsta

deci gl r t ul e t
B o€e 33 20081 10¢ nove FatcrrBon retaed Hugl o0s
usi rgvelspergbadsgutbertdr tdgkichemg theBtonpgoBeRts
within_the system this particular

Sout08753 an S TrPBe BrpoBaHGP Lor RALLCEokPPBES ULt
as walkh, rasmWchk Bgg2RBEeEI atedeky2bhose skil kedibA map
the art. This source woul d define the code that

han@l0ds ofth&heegeesnsibhe antgyﬁﬂﬁx aiatpar R6t efBis

e 3155 BB R OpHBIEL LS e LEORRRE 190

reqa@&ten&@&opéanpheac&QQ&Zhoabe chdecvhabnbandiesahhe

req%%%%ex%lgg%o to the action map 204. The action map 204
looks up the action, at Block 310, and determines
whether the action exists, at Block 312. If it does,
then it moves to the next step to determine whether the
action requires authentication, at Block 316. If the
action does not exist, the system retrieves the default
action, at Block 314, and then determines whether the
action requires authentication, at Block 316.
[0076] At this point, if the action does not require
authentication, the system determines if any requests
are pending, at Block 320. If the action does require
authentication, the system then determines whether the
context is in an authenticated state, at Block 318. If

the context is in an authenticated state, the system

then determines whether a request is pending, at Block
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the paraneter definition, is used by the system
tocreate the action handler, pass the correctly typed
w@aroanesley s, and pass control to it for procesBCTYS20041605730
paranmeters include type information allow ng for
strongly typed data. The paraneters may al so be
defi tlonal | ate or
t enpl“a e%ﬁg'vegge&ftgaﬁ %Pg t HE P@%p& s@nféPtPﬁgtlcated

requesite, |Eh@ns@%&%ﬁpkéﬂ%rﬁﬁdﬁh%or@%ﬂ%%%t%oath%sﬁ%%%ﬁeve
other than to what was defined an error is gener at ed.

[ 0088IEaTHE S6i o8 wal &laicko 3déni Hatife apsbientgcation is

i nf or A F; p_for the request. Often tines, it is
desirab or a handler to performwork withinits
scod®0arid theﬂth@d@c&fﬁZ@onthelsyetamoﬁbeerman@benfta

allowit to.,performits rk. Howeyer, if the hand
att&ﬁﬁ??S% 1FaREn 9&H9roﬁ@?8 §8ﬁ€?ﬁ|nésngﬁn§éﬁgme&h SYStem

t he sx@UiGRs 3R ehe0bengigenecateds HAA8 hmggh%b next
vari ations are al so possible. For exanple, the source

may SE&Jgsedeleerépanggehertaeirng DROCS SSoi suga wiehien at
the s3%leiiy VDOUS! - I BAUeSL of QULLAAIBY e s3apaal ed

fromthe actual proces ng o ose r duests r ol
fIowxe@wthenohamﬁbeéchyo@nandowadmdateefohh&h&y&h@@uope
not each The E andl er wou [

[ he BT Gl B OCS PoRIARI A PRea68s COPb aothof hB haidter

handlogr +oTheeaticnean agrdahanamyibe, kapt ghbcq KBAWNOnce
state for the life of a particular request [ 0085] Yet

anoﬁh@raﬁﬁpp@a@ﬁndﬁvélu§30éﬁﬁ§ﬁdungtc@ﬁtﬁ@utﬂaéwzed at
thr%ﬁg gsysten1mhere one handl er does not cal
another 'er directly to do its work. Still another

appﬂ@@GB]lnvoﬁhess&eeemnghbhedbaedh&h%srQhéthéel%ackground
smal |l and sinple. That is, limt the

han@rQFesﬁ&Pﬁo§§ éﬁ&o¥€§peaF0398€5|§?ﬁg féq§8st & and

cal biapg EB%n@DE%%B&b@tgsb%§bﬁ%%% Igglglhekgguheraheethe
desired resu ts. Another variation involves

keeﬁWﬁg@mcﬁehaMQHQESfw@a&@@ron pmeceaskisand gpeme, at
n é§é|o§4%f h%%e%%%5 1%' QW oung %%%%E%%l%% 9% not

allowed, the system then processes the action handler,
at Block 330, and then returns the result, at Block
332. Revisiting the system, at Block 346 the system
determines whether a process is in the queue. If the
process is in the queue, it then determines whether the
action is complete, at Block 350. If the process is not
in the queue, then it submits it to the queue, at Block
348, and then determines whether the action handler is
complete, at Block 350.
[0079] If the action handler is complete, the system
returns the action handler result, at Block 352. If the
action handler is not complete, the system returns the

pending render result, at Block 354. The output of the
steps illustrated at Blocks 352 and 354 (returning
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forwarded on to the next handler. [0086] A further
vari ation involves providing an extensi bl e nmechani sm
wo erosloss1ad | ng requests that can handl e | mredi aPE€T/NEWAE)05730
as well as grow over tine w thout becom ng overly
conpl ex. Wien | oading the system the user is able to

specify a primary and secondar ction map,, In this
nay S A5 B s g HRFenEiRol SRRt R e
speciddiad )byyitihe H iRy F tdedr MBRMIHR 1Y o render the

providing the user with a nethod of adding or
modiT8FHG t & Bt d34-ity. Another approach is to
pr ovy he d oper...\w engri_c chani sm for
o1 QUi B TS S g GUGate 15 dug §oops
generldtisigaadd rEo®locky S3@ndhlegsirmhecdeMel)gpes2t Qreturn
speci fy. background pro sin ei ther a hand| er
I ev@c,t_ylc?rn g}a%dﬁ?rer%%@%yﬁgm%%ﬁpdgﬂtuﬁ% PEHG\Eg render
- des@ded extensidd e £Lopieidisl R ¢ alder the
advag;gaggus for addressing shortcom ngs in Wb or
HTTE dBdmsiki EB4)ons.f Ohecowsden ideadidds Be alesoler the
appr.eci at.ed t.h skilled.in the art th this sa
arcﬁ%%%@%ﬁrgg%hfy%ggg&ggﬁ gdtP% gﬁ%ﬁoﬁ%°8i%&ﬁ {3 ggsgﬁle
non-ddhtR ddsed saplanc atdieons ahewpldoxy] @@88krTwoa rad

al ternate enhodi nent of the protoco

now t o IG.&&; gp

i nt & EtR BE FoRCdeséOrbéd. the frederer module
1T yatr atfed enhediiertheralda Js@GUESES 02 1l 855252492 o
device, such as the mail systens 24' , 26" , 28 , are

def iHe® liay ¢ovef irgeatt,-omtf BlesksBdRed aisn aa response to the
conf j t file.store or menory.31' . . ln this way
forug%%{%gﬁ%csﬁe%?lca Sagﬁﬁf'ag%aﬁﬁﬁi€§FF§W'9€6%P85ePOt to

can reagidry thequestilenlaynd hese ipkepadt des ideduitked ok@ard
support the client for which it was witten. [0089] A
r es Gec & SAREGe O WRICER Sfaf Clhd OpaRENEE efth & Ot PFOCEERENT

Pr oy dmadule 3 ¥e 0% FSERALANS gaqRonant B3biNg 36,
protocol “interface device 14" advantageously allows a

userretta ispyesi fyrea eprviedepy dadaseedtndBaoygks888pf and then

Conﬁ%%%ga%ko%h%i%%%IOEEi%t%e%%QQ%%¥ %%”Eﬁ%%&?%ﬁ%q Ehge
system will loop around at this point until a decision
to render a result is ultimately accepted, at Block
334.
[0081] The above-described method involves using a
single source for defining the components within the
system. In this particular embodiment, the source is an
XML file, but other formats could be used as well, as
will be appreciated by those skilled in the art. This
source would define the code that handles the request,
the URL syntax and parameters, templates or code used
to generate the response for the request, and the
routing information for the request, for example.
[0082] The code that handles the request, along with

the parameter definition, is used by the system to
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is specified, any resources defined in it wll
override those specified in the primary configuration
wo 2008/018k¢ s al | ows the user to specify a core BEL/USI004/005730
resources and then tweak themto fit a particul ar
i npl enentation. [0090] Moreover, configuration files
may be stored for proceSS|n% op eratlons at different

net WOFR tRafEfs 2 CEdPrre RaRpILE: '08ﬁ§§gGP§tF8ﬁrﬁFFé§ fgped

dat@a&%%%%e%@er%th%%ssOth@E%&f%%'EQ EB% E&%EEss@H% The
proxy nodul e 30" and protocol engine nodul e '

st oPedame telre n@@dmﬁeSrype as fpeik tiion aQQQWlnetﬁomk

| ay Q eratlons r.far b f ow contr .
e Rg Bra- aRer ESTeteor fant FaaPabroigTined
fileasg 6pylbaausad asqiehled.ashe kbm@&a&@prCtéhpdabﬁs are
those skilled in the art . [0091] A configuration file

al sy SFfefer S5y rapEcithres S ERETSRpfefeihat F6AUEPAss 1T an

t hap thgnpheakede %%n%%%eEE%er%Sngg%n%% %tﬂb%e@han to

request. "This nakes it "a sinple matter to sl
chamyjett wesbekdined eh smrolyj ést geneaadata nodel or

eve lete repl ace i behavi

ot r 0SB o1 “aheh SPLEEESronal arsy Het Rk, Fheadoniias
confinget-akitannf ifoe. tWet heguesrhi naEteantafekhese two
properties, a devel oper _can have nmuch greater contro
ove e #aPy ec REuRPLPEA 18R] LPe BFSHEERY WQtéstrithin its

per%grggn%%d 9092} iy @%Q'EbQQFOSOQE'gﬂ%@th”h%hhﬁér to
ti or a

al so alflow a user to specify nu l'e requests

gi ved lpogsatr te. pEmiformakes wbr&osﬁbhbgemo sdippoet hdatider
systens _with different e t/resp se formats.

e RTEPYEont Poarar SRTEELE 16 SrDRCaedoboPbwBELAed in
pr oghamsblustieNd ath erIbirs ig0gkhaukatigon file is

suitable for a data store that supports a WbDAV

Unt 400843, s O4beE.gSE42aBEVE, 28F PASEhECESSELST FRE
Pr oo 1'”&2@%3%%u?%%'®%glﬁe usBaPLALAEYL - @%hg§aEEﬁg
COU

support AV I nt er However, 1t
forU@Lherfbyp@selwuehﬁacehédayatemorMsrasvwelIrequest

routing may be separated from the actual processing of
those requests. Control flow is then handled by one
component of the system, not by each handler. The
handler would then simply ask the controller to forward
a request to another handler. Thus, incoming data may
be kept in a known state for the life of a particular
request.

[0085] Yet another approach involves enforcing
control flow through the system where one handler does
not call another handler directly to do its work. Still
another approach involves keeping the handlers
relatively small and simple. That is, this will limit
the handler’s purpose and scope to receiving requests
and calling the appropriate business logic to gather

the desired results. Another variation involves keeping
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[0093] It should also be noted that, in addition to

the content class specified for the resource, a user
woreysalsae speci fy a conmand to further identifRCHU§:00€005730

resource. This allows the user to performnultiple

different operations on a given resource type, as wl|

be appreciated by those skilled in the art. [0094]

Cpe?éFPoﬁaﬁﬁlﬁﬁefﬁFB?@éoPnlﬁP@rFéé& d&prcEpen CB@Pﬁﬁtlon

contirgynat lt%kf' @éowlhg RAW %sqg%gr ltBegef %hh@&ew bh

reference to FIG . Beginning at Bl ock

accé@gwaeQstpnotocbhﬁanextshaedéeved at a proxy

B N T R RS

52aes2@nsablBl eekhdd2smwirbh nehenenge rbgueBesOEhABl 8an
configuration files. Data that is_received fromthe

dat 828¢dedrBrdeke188FdEn PESPBASe2F0IERE PEGHesEMS
and h d te t 0 n
PP B P8 Y virey  PERBLeR el 2e5derE SEE "
|s SgsﬁanmedhenUSea uespbmsetandpeemdgredpramaByoahd
reference to one, or

galn g, &A g re
conF PSFanaF HSE m?ﬁe BnGBr8d"PrEspRRETISE PHéﬁness
retmb@@@ tadt henehkbent16Bl ge é5k§ec&hm§dcg ckudi Bgimary
the illustrated nethods, at Bl ock 0095

Ref @Fting m@w yaéﬁﬁléﬁéﬂﬂypﬁ@VFﬂGpg7th?héssﬁoWéEBIa method
engi.pe 2 ur

det§?I G$ e p?%tg@%hkgggﬁ%gﬁﬁogéﬁékgggaggs deéﬁgEher

f r apppworkcho isntor papatdevaheodsviehbeetrageth a generic
connec&ornndules 70- 77 that co wi th various

_ ni%ati
mai *°§ §PéﬁE~SSFnéeﬁPPPSFBthBFS &oi*8. ~?Ph8 protetd

engi-aguendidl € 33valigogpheyhdesgaaCermeBukNt ehfacenXMes
and WebDAV, for exanple, that the clients, through the

f r ofthe- éﬁaeép@%y tredgrec3by béékgéoa@de§§ovasﬁ@a§ A

acc e Lgns he
e g L T

pr egensagjand ShéeabbvanaebﬁEbéé mktbﬁuﬁbdeWﬁbﬁadbm@er is
then1are hl% efficient. Al operations are

perPSF &u advantageous for addressing shortcomings

in Web or HTTP-based applications. Of course, it will
be also appreciated by those skilled in the art that
this same architecture may be extended to support other
types of non-HTTP based applications as well.

[0088] Turning now to FIG. 6, an alternate
embodiment of the protocol interface device 14’ is now
described. In the illustrated embodiment, all requests
to a data storage device, such as the mail systems 24/,
26’ , 28', are defined in configuration files stored in
a configuration file store or memory 31’. In this way,
for a given client category, an application developer
can easily request only those properties required to

support the client for which it was written.
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directly on the source, and only the essential data is
retrieved. [0096] The protocol engine nodule 32 uses
wa@poodgppsiepri ate one of a plurality of interfackCT/US2004/005730
connector nodules 70- 77 to access a mail account. Al
of the connector nodules 70- 77 preferably support a
onmun application progranmm ng i nterface (API), such

thaﬂogégﬂtlngAtH@sBPéFécﬁﬁnéﬁﬁFmewﬁéﬁﬁl@agzb?opéﬁﬁpB?tthe

a n%Wo%EQ%%@Qbr%quﬁbauﬁ@ sopby addipdratBeWomponent of
i nterface connect or nodul e. The connector nodul es 70-

77 g beolocttleanitpriage, devd cexadpl epdabnhsgghusiier

suitahl e | an r 0co sed.

e P Sy & SREderPorRERCE AR A aEF dires §ohahdEy set of
| npreved gufrert iexafplies. by fpeokdbngatiyl toplf@guration file

dynam cal ly | oad - bal anced protocol engi ne machi nes.

[ 0097 SRESHITES Y c@BYVEGSBYLERE PESELHEE lendgFn¥ikddgrerride

32 fhQl @bt%%e%ﬁ%ﬁeﬁyﬁhe%ﬁezérl%grgzgoﬁEg ﬁkgkhe?o¥lle This

translated into the conmon i nterface protocol
t r ardllatisorrhientisea thi epecisypporbee pedt ofokespfirces and

nec ar and, transm on to client. The results

co SA AR Bon ek, anPoE LRI e JPREPREESbHTY -
datqobb@q was Moeguest-ed cby rtiherekient fiPakamay be stored
correspondlng to features that are supported by a nmai

systtém PreceesinBurPREBthyna ot AEIFrenscBRtayk layers.
bet | t t
et sl %5%%1%0 gﬁg?ggﬁ gﬁgand?Eg%%a?%rpBQEQCQEXe?U

it my a be’i according t
def@@bmamnoasrdprpno¢e$§angngcheﬂefraatﬁenddpabayemodule

pr ot ocol translgklon us

f he . .
progg]oPngngF%gO%S&uFggéﬁeawaduﬁFe ac@ago 88%8$ed in the

Mdea®ril 3177 ks Rewideser ubgd rWhkRwoekenagee bgekh&ions
15. Beginning at Bl ock 150, an access request or

conﬁﬁﬁ orgefebyi o8, farvwBreskredierTReddéee89  r éghest

5, BB R0 qoRtoL ool SURgarL oy L el et

dat assylstemwied 1, eaporsé 1t bet hepregiesed aty Bhoek 3%31led
in the art.
[0091] A configuration file also preferably
specifies the implementation class that is created to
handle the response to a given request. This makes it a
simple matter to slightly change the behavior of an
object in a data model, or even completely replace it.
Caching behavior and strength for each request may also
be specified in a configuration file. With a
combination of these two properties, a developer can
have much greater control over memory consumption and
response/request performance.
[0092] In addition, configuration files also allow a
user to specify multiple requests for a given resource.

This makes it possible to support data systems with

different request/response formats. An exemplary

29



and it is translated into the conmon interface

protocol, at Block 154. Further translation of the
wa@ai0a/018160 a client protocol may be perforned, PCT/US2004/005730

necessary, at Block 155, and the data transmtted to

the client at Block 156, thus concluding the

illustrated nethod, at Block 157. [0100] Agai n, o

dep&REItAGUERSA P E 1p&r Lisc BRIV 1Pe4t BFéSVsappBFPEgaRy L1Sting

the#qhi%ﬂ'sp%gh%gghraeﬁb% E?&%iQBSsaﬁthBﬁedQE? a data
corresponding to €lenments of the common I nterface
pr otstogle thatt svepsupport B#e¢bPRVt hetelkrifent, prot déeskuased

transl ated. A.s scri bed aboye, non -supporte .
|t PP, BFotbeof SoraREnbe piy BeoRgRol oy bpEtace device
progassed aeoebdongehgiacdehat! kuppbotEOR WEBORFSI NQ
schenme. [0101] Turning nowto FIG 8, an alternate
enbdditradeces tikeciBsve ifdeseridbbe pE6toéBK E6RGEr SYBRS

”Ddﬁh%e%%%%kg9&%%%esk%r%%“%@e%%&hbed- Here, the

protocol engine nodul e takes the formof a
uni [@088l] proXy cbBulserntket bepdoled8@haandiraehdition to

i nterface connector nodul e 81, 82, and a respective

o 0FFGar Rt BR8P Be Pl A6kobhs: BISRPERS, & user
di f rerent sepepatifg Br ebagahs. tbhrukenkk! dgbhated a given
exanple, the different protocols are OM, |MAP, and
POPrepgiiiger Bhdist Pélens Rt 866Ics trapebéostppdténlpy

corr L. 0g Provi l.cannect.i. pai L b ;
e g N e S SR
c omiven aipptrecfiatedpbgt atolke skdhlas tthetpeopricet ary

i nterface protocol describ above, the,UP servlet |
0% | akESERCORNG CoaRroRIPLPREL. FBGaSERESaREvice
tr anglrat s ngheshirabe redlibs, rusieBgwtihe deli Beddescribed
interfaces, to the interface connector nodul es 81-83.

The fuptsery Wathnegdeaesgealtso Filgked 4t hBepesuling et Block

couadts TEACH Conton T ornat FSUUBLE TRer odee 8 rathdd

rGQ@ES&yémddalpatbtimlbh& fidam aheaadRessl remaysal 46

' el de AT Ay RS TR LA PLovLIes 2ddilional by a
handler 52a-52n, at Block 142, with reference to one or
more configuration files. Data that is received from
the data system (Block 143) in response to the request,
and which has already been translated into the common
interface protocol by the protocol engine module 327,
is formatted into a response and rendered, at Block
144. Again, this is done with reference to one or more
configuration files. The rendered response is then
returned to the client (Block 145), thus concluding the
illustrated methods, at Block 146.
[0095] Referring now additionally to FIG. 7, the
protocol engine module 32 will now be described in

further detail. The protocol engine module 32 provides

a framework to incorporate various interface connector
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paranmeters for the request. [0103] Conceptually, bel ow

the UP servlet nodule 80 there is a provider nodule
W@200588160r each supported mail system prot ocoPCT/URmM04/005730

provi ders take care of handling the calls nade by the

UP servl et nodule 80. As shown, each provider has a

connection, _which takes care of comruni cating with_the

soureguHRF| BBx7AcEBaht CORMENLGREBt ViR | VPR mail
|0 Bysthts LbgnGonneeLion. kb BLs 0, borkDepREENEAE! cngine

[01 I nterfaces use e UP servliet 80
i nphenehted2bylehepprovider anoduines 84te8fadef KME and

condBbPakY | £ah SECROTEr | bBet of br CLAPTBE(: BRECEPD the

i t efBonARehtiepreal Redalaesenadeseatbohdeessoadious mail
contact, for exanple, or any other data itemto be
r epRESERNEA: Ea@mont@ﬁﬁﬁa§l9naei#h@drﬁyﬁéevéng onkyj fhe

conLact . 30p0LaLABIL) or AL ALEET 368 HOL-LAL; LYPEND'
PYGePTRaL Ph ; RaibY

I'nes the properties and actions that ar
avapkabbecéoanﬁhaﬂzéypé attatkmenAsf elitkoutt downloading

i ncl.udes aco i on it ens, d provides nethods to

e BFa: 8 Ena  EOLHe R L AR Bl ooPDEFBEbeRS TRES Dor Eormed
conpeeter1iNbar tacesandubesald- o83ypeRYi d8sa@n€@AMMAata is
way for the UP servlet nodule 80 to conmunicate with

dlfﬁétéﬁ?VEﬂOV|der nodul es/i nterface connector

b%%s SOWETﬁgn estar and%Hb?ﬁe”ﬂ%d ALysbnpkegent, a

subiet o t he oco may on y support a
S|ngbprbpkdete(onbleftaopluoélntgnsf astenfthe caseeofor

0 SIC flow for an exenpl ar n
For eroraeuaBrTa Eaeaaeeat Fomrins SoeMB e aEPUPer the
nmodubandBrhecrRb¥esethgorequestreaBdlit sebbBeE a common
retri eves or creates the approprlate

pr ovbgeitedhnacpiroaramangPiséevifacembBal e, 8eurhehhat
Cal 5300, 3BPEARM L3LE ot SOOL A noBly 81 B 86 LUBELLENa new

aSSOCI nter e COﬂﬂEC or
pa3§mﬂgoaouaagehnﬁalko simply adding a new 1nterface

connector module. The connector modules 70-77 may be
written in Java, for example, although other suitable
languages or protocols may also be used. Overall system
performance and availability may be improved, for
example, by providing multiple dynamically load-
balanced protocol engine machines.

[0097] Results received by the protocol engine
module 32 from the mail systems 24, 26, 28 are
similarly translated into the common interface protocol
for translation into a client-supported protocol, if
necessary, and transmission to a client. The results
communicated back to a client preferably include only
data that was réquested by the client. Data
corresponding to features that are supported by a mail

system protocol but not by a client protocol may be
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systemidentifier, such as a URL that was included in
the common fornmat request. The interface connection
wor@sloesiset urns a reference to sone obj ect thaPCT/US2004/005730
i mpl ements the folder interface and represents the
requested folder. In its sinplest inplenmentation
a. single object could be the interface

.g., P
ggn%éepéﬁa%ﬁéuﬂetanahﬁ|§emm@5ré§5ﬁrfeﬁ@ RaPEBERL, but it
fol dat 2BQ30AL ThaoLBao8EVhehaTRAULE BOqURESLNE degault

returned fol der reference to nmake additional cal
sat psf grrrhe ponneasﬁognathamquess.nﬁbﬁdexhnpbe, |f the

1 oAPOB Ty fi PEE 08 Frabs GoPCPOl HEFESTaRCERoR nS the

paS@magotb@ éﬁguﬁétﬁédUBé 3andndfﬁﬁtekfabéscbhﬁector
folder, it will then call a "get itenf function, again
pasBPAGLeRe TURI7 FRe PHsHPESToPefhWithl FEépraneet henkLG.

forﬁﬁttEQthhQnéﬁa%pEEBBk'EBS fgﬁnﬁkfeégcpeage§PLora”d

returned in an response. [ 0108 e up to
theCpmmandensnmdubeﬁedteataBéochnhéit|BheanQESStoequest
interp pas [ turn_th ppropriate

ot epehcanBAreoba Rt st PpRRCGhp) FRRPRACRRLBYSEhFRaT TSt
promadarsyedehe/aatBubaﬁelsann@ataomsnaaub@veaovkdﬁSthe
the URLs 1n the first place. The only URL that any
|ntéﬁFacéY§6ﬁWeéﬂuéﬁSﬁ@a@?et@AFhebéeﬂeaﬁtreatt819ﬁ6mﬂ53

aboyt i " . t@%hs?%@%@ Eﬁ%é BhE %gﬂﬁ&ftﬁﬂtgﬁfggg

provi er connectl on as t s wthin the

hlepapthybéolhécBﬂonk abé. uﬁuthertheapsmatden wifl thbedata

able to resglve to t grrect |ten1£henﬁ§ ge%"

funéPrendi §TEaPFedr® 8?8 ] " ePBr BYF 48F ifduf es" 84S S8BT

andat“B@bEQCQSSQnBﬁ@ttﬁe apell es5aBdmi8Behr ebetnabl ¥1ient at
Eort a root folder. If only a root folder is

sup

6PEEd15fhehhnfAbeRNCE A dREaEheandlBshratedi erbogdasat
appggggkagg» should be itenms within that folder if
they are t0 be accessible through a protocol engine.

[0100] Again, depending upon the particular features

supported by the client protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
translated. As described above, non-supported interface
protocol elements may be ignored or processed according
to a default or error processing scheme.

[0101] Turning now to FIG. 8, an alternate
embodiment of the above-described protocol conversion
module architecture is now described. Here, the
protocol engine module 32 takes the form of a universal
proxy (UP) servlet module 80, and each interface:
connector module 81, 82, 83 and a respective provider
module 84, 85, 86 are associated with different
operating protocols. In the illustrated example, the

different protocols are OWA, IMAP, and POP. Further or

32



[0110] In accordance with one aspect of the invention,
a single, advantageous nechanismto access vari ous

WO yem18169 prot ocol s i s provided. This nechani SPCT/US2004/005730
supports the full functionality of each data system
protocol for simlarly capable client protocols, and
degrades when a specific data system protocol feature
i s ﬁé€f§aﬁaérPé@t8§0éScmﬁ@nPepﬁépaeétedﬁﬁqué§r§espondlng

' eCBLKGY dbl /BAGATHRE HOLHRL SAr 851 (203! BLedobibiBted by

prOV|§er protoco speci ornat |ng
thetheqeesklémer1nhEheeattnation server. Responses
nation server,

f dest
roTbagRI e ot EBa e BeRfbhe ipsErEE e abE ot Paaly apagtpasthe

i nt groheieermpniheckEbce pRdLdboA ABEhanbLEM EBbvA, the UP
client to query sug@orted functionality for a speC|f|c

pr oPE4EA ehoBgrElegBYi hgkre éPremingr ealBPNcSRETEL BpEHeStS
ho“’hgeggagﬁﬁg%ésf%ﬂ%ﬁ?&ﬁtgocgﬁﬁspregaﬂsfthbsdékiﬂed

ent witten to sl
prountekféceﬁattodmhecuhyemfathrougheatpromydudas 81-83.

easi ovi de.acces ore t hout
ot PR e 1R TR R R BB alah s3kRSs e mF it s, of
provihdee padukeibproteeakbis[ QhdA] iRebeEbhRE8NNeWrmat
additionally to FIG 9, another enbodi nent of the

Pr of6EBE TRt ePRabe CaBTPBe fOAMAt FSHEWEdéBEABEd. a method
Her§e€H§§E Snﬁab'ga%ﬁoﬁﬁtth@fEEEﬁ b%”ﬁaéﬁﬁc'ﬁkeﬁagﬂgﬁso
rou {

accounts to be accesse e protocol
|ntehbaodedaMIXHleocumEﬁtsthaedpmnvaddatadﬁt@ﬂenﬁ&

" The -ac oun% i nformat i on preferably includes an
i ndPE&t ﬁeSF @€e§§qBP5 ocol s supported for each

e- Mygh 08gcountonkb@bidh1Records olynthBevdatarstieremddule 80
may be arranged by an account identifier, such as an

e- nﬁh?rﬁddﬁe§sPr@Wlﬁ?ramgééﬂen§ﬁe3§s§@é|&ﬁéb wpRotrked
b ohace! DLl posSxioopld propyl tha,dlLgaral!

t hehdatiaiatoraes9e 11sfmadexayptee Weeserateessodule 80. As
progggg%lsggggr£rOVlder has a connection, which takes care
of communicating with the source mailbox/account on a
target mail system. Initially, the connection will also

be the provider.

[0104] The interfaces used by the UP servlet 80 and
implemented by the provider modules 84-86 define a
loose folder hierarchy. In fact, it may be
conceptualized as a collection of collections of items.
An item can be a message, a folder, or a contact, for
example, or any other data item to be represented. Each
item has a defined type (e.g., mail, contact,
appointment). An interface for each type of item

defines the properties and actions that are available

for that type of item. A folder item includes a
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iIs the sane for all e-mail accounts on each of the
mai | systens 24' ', 26" ', the per -account
WO ndosionEb? on may i ncl ude mail system i nf or mat i PET/US2004/005730
i ndicating the operating protocols supported by each
mai | system [0114] A data store 91" stores a list of

al | Eeratlng prot ocol s supported by the protoco
engFRéLREEEPE 3% LeRfd éBFrE§68ﬁ€?ﬁgmﬁEPPﬁéstPleEumerate

ranki,ng) +LERr §Senthng pLoOLAcol preferences. These
metrics are calcul ated based on capability criteria,

sucli0z85fhe dégeeeonnemhpchlﬁéar@aes wbdedeh B&iB3 provide
systen124' A p ort b col and
ShebeBefitop, vgogprofhg HPDBRELES PoRREoRBCtE e
crlb@mmanmamtal&chedm5e5r@ﬁd pkbblﬁéraﬂﬁaﬁﬁéb/ﬁﬁterface
those skilled in the art. Inthe data store 91' ' oM

WOUFENREEIeal MPHAGE - aSRIGhEPRREEEPE BPCOHARRI GVt ABAY
MAPL gepre I k Lgher t

por "E2ER=BF s HACS Srords BonrotRT AHazpoNEhy! bRy

i npkepentéda Badngérafplderi tcaldlatabhase ofi atkmsal as in
harg di sk or %tESE menory at the protocol interface
devi-B& £4s€ © nafile server with which the

proqgggb]lnte@hacgaggwl@@oﬁomaynaﬁabgémp&9$%5boﬁﬁ@n format
prot ocol engine nodule 32' ' determnes to whic

mai FBEXEES) PsPcgeesune £9)1PHe - cdhfmHE é?rvﬁ§Fr@@@Péﬁ 80
rel§gg§ @gdthgeﬁgagggﬁsegn&hﬁs gﬁtBQECQQEEleveS or

i nf 6r mati ata store determn
mhetheat&erehéhappmnpréatesprpvmdemﬁbonseshmpnrt@ﬂerP

h nt to.b f | w
o7 OPBEST SFametBher Pla REReH>hat S FPBEOPELe Sol BEFed.

WergiaBRe LhaBiARgaaCERASLRHA BEQbck 8t8HPROERedrEOr
the account, then the protocol engine nodule 32' '

accéssestene @anae§t@¢em9@uletopaéﬁeﬂﬁlﬁet%ﬁg@h mail
SUPB r%gg Rl @%i? t%ﬁ?ﬁegreghgg%dﬁékEegasagchESea in

OCO rc or rankin
IS sﬁbecbmdonFﬁbrmhe mragliesyst ene24nhterf@AA cénnection

preferably sel ected over MAPI, and for the nalk syst em
26' mOdU#ﬁAPetgrBFePeF§5P§e§€PeEPe608€ePbﬁ€Pt tha

implements the folder interface and represents the
requested folder. In its simplest implementation (e.g.,
POP), a single object could be the interface connector
module and also represent the mailbox folder.

[0107] The UP servlet module 80 uses the returned
folder reference to make additional calls to satisfy
the common format request. For example, if the UP
servlet module 80 needs to retrieve a specific item, it
may first call a “get folder” function, passing the
requested URL, and after it has the folder, it will
then call a “get item” function, again passing the URL.
The results of the call(s) are then formatted into an
appropriate format, such as XML, and returned in an

HTTP response.
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[0116] The protocol interface device 14" ' thus allows

access to the mail systens 24' , 26" ' using a nost
weapablsaesupport ed protocol. Through the prot oRGI/US2004/005730
interface device 14" ', a client conpatible with any

of the proxy nodules 34'', 36'', 38 "', 40'' is
access to.qne or nore of the mail systens 24

P,rO\Zlféﬁeq he dif éhtld PSelWP A&edHfoP V6™ the access
Pr OtRER11 Of: RGHEIR AI3RGIRLED Wi hiRe Rl 13y $hem GShrt

to be accessed. [0117] A nethod of data system access
pr otfeEEe ks dire @ricorr afgingg thie apratopedla tientrerffeaca caev iThe s

14" . .isno escri i,.th reference.to FIG, 9.
Begi g ok B ceRtiasteet RRceLE X St o s Pace ved

f r omcaiudld /antt eatf aBleo o nb@ k.t 1And lcefuilin @iricen des WREE URLs in
(Block 162) as to whether each data systemto be

accésSed ittt &df6se THE ORe Yo IRtairdadumpor e tesiecehan
one RGELERIT IIPRRI1e M&lﬂobetQ%%uﬁq%an§;k@%@agb%ut is
supported protocol 1s selected, at Block 164.

O héY\Wi-s& 11t tod here URipp @iree gepreatdes] biys tel ect ed, at

Bl ock 163 ch data system.,i s accessed i ng.the

sel &8 d&rrggé’é‘é’le,c%o% i LoB8 “Eh i ce SRy %il%gllflh the

i 1] gstaratreth yiyeidlo@ctdlonBl aglke 1668 quderdareviBar qRel be
data_systemis to be accessed, the protocol selection

st P18 Hs thesCed Catt OBILHEK $O¥E 264 tafe viHEat @r AR

repeated ifQr ;eachdata system [0118] It should be
noted that the protocol and netric data store 91' ' is

but [®3&dxanplTécepaeplidey obdalpsoBdedl6 pnef encrcdace

(ELDS LSl quaha ek Ppuat g, mesg datce ek

I nhetarte d.n ttthenorder ird@+0ff o deirsti sOs uppRReEHed then inbox,
protocols, for exanple. [0119] Further criteria than
et FRESTGR Yoy 818 ICOptareér REBS rMay aPPsopsiesasi aepedd be

e SREGNg 2 80 g5gber IS 0E ALLCLESTL CEAMLcone

pr otthwolughelae pirictwcchenginke access command i s

rec%h&i%]fron&% gg@o%hg%g%’with one aspect of the
invention, a single, advantageous mechanism to access
various types of protocols is provided. This mechanism
supports the full functionality of each data system
protocol for similarly capable client protocols, and
degrades when a specific data system protocol feature
is not supported by a client protocol. Requests
received in a common format are translated into a
provider/protocol specific format before forwarding the
request on to the destination server. Responses from
the destination server, which are in provider/protocol
specific format, are translated back into the common
format.

[0111] A mechanism for a client to guery supported

functiocnality for a specific provider module, giving
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for exanple, many of the enhanced features supported
by OM cannot be represented in POP for transfer to
wo b@sdesibce. |f a user has only one type of clPenuUS1004/005730
accessing the protocol interface device 14" ', then
the per -account information may be adapted to reflect

the type of client or to limt the |ist of supported
pr ot 0CoICIHESEd IERAERE CPPETOL OVPENTOVOLhePRIEE2TES

furE@%ﬁe%%%ptbntB%OFQQQEd%§|eg%'%ﬁs%a BSik@d. Any client
deternm net he t client fromwh an access

I equestt tieg rt@c@ru\p@@rt[ @h20fomnper pabiteeby, farmast, directly
capabl prot ocal orted by a.data systemto
accessgﬁ' % R &é ggpeg¥g&lyaﬁaog%§e 2et8s8%0 any

|ncaﬁpatsmdﬁetwlmabwee@ohb@r&@hgche@e&@casﬁhptﬁéoaghalls
and the protocol supported by the client is handl ed

dur ofg thcafsiiat SERTEF PERVAJES TREVEEY BEPLEESLoCOI .
POV%bﬁﬁ%JOf d@%%e%QrﬁngQQd Halkgoﬁhgﬁgnké ercth8  another

i nterface protocol are supporte y the client
pr oroboidiaeatt cdnshat edotwiededstrofiaseppertied 14'’ is now

terf t | el t ' d
aCoQFOTAG RS o BaFauPE b PRGN BrOGBSL: nG BERERED]

[ 012kkccanrerkal ki tapeaking, aekbants eﬁt@e aaeégged through
servers through proxies. Al so, the Iatency is often

positticy a%ytégpﬁeﬂaﬁéafﬁeetH§Vé5ﬁdﬂﬁa|.ﬂy gForpe in a data
CO'%%%&%O@Obe'n@h@C%%§3§@cgﬁng 1n?8g95%18£ Eggfgfﬁb%g

nmessages in the mai I'box being accesse
eV|d@nﬂuﬁﬁ@ﬁﬁhhenﬁmbb@angode$h5|ptbess phetpredent
i nventi on, pr.ovi des a aggah tus and technlque t hat may

be GSEK E§eﬁh§°§r8iﬁ EHEERFent the il1usion

t hatpotthgjcol | eetbelsbehnghaceessedtbsesovl F enathpe it
really is. For exanple, a proxy may show only the 100
mosBIFEsERE h¥s SRgeSCPHNA EENbéKiewhi Pachhasnanl boxail

'gigLI;%%% 2%90 Sﬁggﬁsnaﬁgeag aaeat 5”%?QE'QHF protocol

geously a ¥ Gws i Foxy to elect a small

subset: egff atclee deolikcecl4on sbah taatbalmresmaﬁédatoouhe
information for particular users 1s grouped in the data
store 90'’, for example. Where access protocol support
is the same for all e-mail accounts on each of the mail
systems 24’’, 26’'’, the per-account information may
include mail system information indicating the
operating protocols supported by each mail system.
[0114] A data store 91’7’ stores a list of all
operating protocols supported by the protocol engine
module 32’’, and corresponding metrics (i.e., ranking)
representing protocol preferences. These metrics are
calculated based on capability criteria, such as the
degree to which features of each mail system 24’’, 26’
are supported by a protocol and the security level of a
protocol, for example. Other criteria may also be used

and will be apparent to those skilled in the art. In
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client in lieu of the entire collection wthout a
significant inpact to the user experience. [0122] More
w@agosiocsibar |y, turning nowto FIG 10, anot herPCT/US2004/005730
advant ageous enbodi ment of the protocol interface
device 14" '' is now described. Cenerally speaking,

when a data access request is received fromaclient,
t he tBFofBERI SEREEr PALE: dBURCHORAd tyRéERsL¥shaNE Brhigher

nDrﬁeQEiEh%rdégﬁk§¥gt%EﬁnzﬁAPi;’agg'IMAP W@ﬁ@&? gné?ally
sone cases accessing the data Ssystens and providing a
r espensenkedt héegbkirenham §hP.oEhehwpSetbaudetti rtoues

for jqertain,¢lient. protocol s, and lLonger _than desired
wai P11 @2 or "&YUBEr 1P IETEPEERL APer APLduest Ras
beegasepbseYeh, al Noaetondanceaivikt Brt Behpresenbrgspecthe
of the invention, certain data nay be stored at the

pr oPEOEPCPAt pfaséagevreEics 14/ "whPEnORay bélasEarver
red%ﬁ%hr%ﬁﬁeﬂsﬁhgl ?to%%i?EhB%FFSCBaBEVQHEaEE%muBEéates.

protocol engine nodule S the data systens
24' '[011236' ' ' fbedptetnicné whgther mpHeyec8lf éntleyesmones to

dat a Ltsns ai ociatgd with use£§ ihgh have begn
confP§GPederoPCEE84s OrhaFEsr tSer £ 8 6°UBRPPgGFed i n

t he 1 p@keeliohntrenkaee, davdCendd’ acceb¥eestabl pshi-pgcaunt
user account associated therewith, for exanple.

Pol Lnggrinatppef dpabhy ééFﬁoﬁﬁééeiﬁoéécBPnggérWﬂPﬁ yhether

pol %@% Eﬂé%r%ﬁg:azggsBOFEEQQCEEtEEfEEE g§¥ege 8r each
stat1c predeterm ned pol fing interval, oF an a aptive
pol kicegunnt eovak thatsead.b&fadhlst edebasedsenprotocol is

operating, conditions or the occuyrrence.of rticul ar
everCBPoRE S| FIEE SpEebratad oty ehossoSkrrr ediFAeL RTe
art +nE8124k bockesppReecte1aiBoklipbbeftiheopr ehecakcount,
engi ne nodule 32''', a given data system?24''', 26'"'"’

ret thes darariroersoloenatneeastudst 42 { erFraenesf fepsdata

(nabs30 B8 Loed LOLELILeIprAn deLaeligiEpontle o

I demptrieffieetredape thenrstor eddbyhtheuppotoedl pengbnel with
the highest metric or ranking is selected. For the mail
system 24’’, OWA is preferably selected over MAPI, and
for the mail system 26’’, IMAP is preferably selected
over POP.
[0116] The protocol interface device 14’’ thus
allows access to the mail systems 24’’, 26’' using a
most capable supported protocol. Through the protocol
interface device 14’’, a client compatible with any of
the proxy modules 34’’, 36’’, 38’’, 40'’ is provided
access to one or more of the mail systems 24’'’, 26''.
The client itself need not support the access protocol
or scheme associated with the mail system(s) to be
accessed.
[0117] A method of data system access protocol

selection using the protocol interface device 14’’ 1is
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nodule 32' '' in the data store or nenory 92' ''.
[0125] In particular, the protocol engine nodule 32

WO 2005@¥816et er mi ne whet her new data itens for aPCBEER2084/@05730
stored in any of the data systens 24" '', 26" ''.Were
the data systens 24''', 26''' are e-mail systens, for
exanpl e, the protocol engine nodule _32' '' queries
na|PBUx€§S§§§g€ﬁaWéthF€ eé§8ﬁ8u§8rFE§ﬂfPgugéalﬂﬁﬁng at

enaghoggcggg tEBOH%EeE@ecBﬁHBBQOEs'EE@EE@%Q @e¥ICE client

4' 7" "For each mail'box query, a mail systen1returns
at atnBaoglnml 63 . IEsdeaermmnqueondeﬁtmﬁderéBQUbEs}GZ as to

asso ed wt - mai | ssages. stored in . the nail box.
(o198r et Bk Sof ryaEeRatEhER Shasarid’ I FogpoRte to
pr e¢heusoldnBnbi &ﬁb@&t@hﬁoﬂélkh@ﬁ bRet BectkP pterec82’. 1f
"' to determ ne et her new nessages have been stored

in ERe iBFENb&Realotke CRRPP1SY SLBRPIFEANBHORESSAgES are
det%%ﬁ%@teén gkent oi-g E%ﬁfebﬁﬁé¥g§$g§3%ﬁe,pH%ﬁEupported

client by the protocol engine no
coopepabicoit wist keflketbdontt- Bidcpr 8% . mBduhedad®a system is

(o oaneLhsr, SOTRONERL o B o avel ot o6 goscsse

NMEs$ages coacstianed toet he1UkPrstesem82hod), . ak0824Lk0On66.
of the nobst commopn data access operations is V|eMAng ath
e

| i stihggeomodst Ahpneppecdpitenslyytsioiedtat bgapgcesse
SVSF?gﬁocgipggiékaowh%E%pghgéﬁﬁgﬁggggasa@f%1€§%§agg§ -164

stored on mail systens Scri above
pr oba@eobrefigiraelyodebeal2d forpekks dataosysbea.of the

dat ens 24 6 ''" to detect new data i
bacd8LiRIa T 3 ghobiAcbe; BPEGS Rheket BRDPERGPECsoaRd.
Therghore, gtkhe @&@&@cgh'vnagrB@@eoa@nggméée exeh@sady of
local listing of UDs of data itens that were stored

at ah@r@§p§0§y§¢@ﬁ§rgm@9'razﬁlng thehpaguet thatt hay be
dat%s%éSE%”Ec“%E%FBQ %ﬁth[Q%%S#regeggcgﬁggﬁgﬁoﬁﬁtErotocol

t he preséent aspec nAVen the

engpmef@méubQSBaay ber éhhkevas hhetsé0bedebhaglb§ta list

fromthe UDstore 92''' when a
of supported protocols, for example.
[0119] Further criteria than metrics or overall
preferences may also be considered when selecting a
protocol. The type of client from which the access
command is received may also affect protocol selection.
Where the access command is received from a POP client,
for example, many of the enhanced features supported by
OWA cannot be represented in POP for transfer to the
device. If a user has only one type of client for
accessing the protocol interface device 14’’, then the
per—account information may be adapted to reflect the
type of client or to limit the list of supported

protocol based on the type of client. Otherwise, a

further step in protocol selection may be to determine
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"view itens" or simlar access request is received.
This stored UDIlist, which is accurate to within

wo b@sutsient polling interval, is then returnedP€DUSIDE4/005730
requesting client. This provides a nuch faster
response tine than accessing the data systens 24" "',
26" ' when the request is received, as wll be ,
appkBei byed By FhoSRTskiPPedirltRe AFFSSFOISITCFh the
case-.0fL:8.HOP client, for exanple, the client tines
out If no response to a request is received within 30
secH0d20] Wher 2lthenPOPvelyventd mesopeaptibhg pnotoawbi |l e
Wi reless co ni cati pns device, latency within_ the
o+ SrERE-ERIR fanrbhesEYRE to oBn Tarettad Bok "Fhupys ve
ar esgigptébicanhdr ghat iMeohpPatibsllit i bedweespbRSeselected
time. The faster response tine associated with

pro?fErAy Bretered ene® FhetPTAtpesponderestaddarathe
aCCS§§e§€qH§SBah§lQ§rBhfyhﬁr%%Eﬁg%éﬁigﬂGQ?SdégﬁtPssﬁhe

types of scenarios. Even | sence of such tine
consitanht srotiotasdt ePorespoaseft daktaenbanessohfitngser

experience at _a client by reduci the wajt _tine

o GeReE e R o B ke b el H P bttt et  abhibrmgosted
resppnsge £013At Arstdestribedcabayeatéhp sheredsUnbh-
list is accurate to within the polling interval. Wen

t hesspppelcdl bnEpsfars provPaed eéc@eRIpepte| agnored or
i .
res ?gégiggdaag@%§d§g§e§8 %Fg@?ﬁélgagf 8£959ﬁ§%§859§fﬁg

nmod preferably po ta syste
24' sthe26.'' to determ ne whether the stored U D Iist

is il accurate. new i ft ens haye been ored at

t he BLeL1 Syt BRpeFasar sbeshShE, (PhEenFRooTLSE porFes
t hegeavBew YhPolibht pk6x868t A0sbhetgbi eAtendhi $s often
further polling of the data sgstens 24" ' 6''"" is

per PoFibivelvhepraedataiingot bReheapdinahgtyneér Ve or

initlated, b ntﬁg'ﬂgtg actssy &4 ?StanBéglbf'&m )
be appreciated hat the préceding Hescription relates
to me¥kewgekem" the mbfibakx daiagceessseedueshs. wll hebe

types . of data access _requests

evident from the following description, the present
invention provides an apparatus and technique that may
be used by the proxy to give the client the illusion
that the collection being accessed is smaller than it
really is. For example, a proxy may show only the 100
most recent messages in a mailbox, while the mailbox
itself has 2000+ messages. The present invention
advantageously allows this proxy to select a small
subset of the collection that can be presented to the
client in lieu of the entire collection without a
significant impact to the user experience.

[0122] More particularly, turning now to FIG. 10,
another advantageous embodiment of the protocol
interface device 14’’’ is now described. Generally

speaking, when a data access request is received from a
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may be processed by other conponents or nodul es of the
protocol interface device 14' ''. For exanple, such

wala00a/08816€8sS requests are translated, if necesBEr/yYs2004005730
the front -end proxy nodule 30"'', as described above.
[0132] The protocol interface device 14" '' thereby

allo ce to t a stens 24' '' 6' ', and

pr ovi 5&f eﬁfé)gt gsr}é'ﬁ%v%ftal%§efvdfceva% ous AFFEses
of dalad ACERN® IEUe! BatBhQuakni@Prrot 0eQr » + | pHoyever,
interface device 14" '', a client conpatlble wi th any

of tJHJe S @@(ﬂ@ r@mﬂsaan@y thige dartents y-sdreahsp reavdy prov:Ld:Lng
e.re?é onse qq,q_%n%h ?n?%ﬁmtt %t%netq:wg.lrsfenoﬁ:réagl&%n gtlme outs

data systens 2 [ ent

sup et delletaaﬂneﬂ&qmrcot;ﬂ@cﬂodmrl&sclaeim lagsea aheth Welkh red
the data . s steg%é) 24''', 26''' to be accessed, as
not &b 3P ASFSt RSd 2o it g Srespaisaest has

ti rr%%efnorseqﬁtay@tst OM ACLRIMLLUGSLS UI) 'n%ﬂe@% t aspect
pr ot ocol interface device 14''" is now desérib 3 ﬁ

r esécttheo iRventipn, B@@wﬁ@ﬂ@gdatth@kaE7®toaedaaa the
accg}n1QQ%HQ%%t%%f%%%ﬁB%&qc%tgﬁlqu 61 Hgg'Pg used to

det natron 1s th Bl ocK
wheuhemc@at@s@emben&ﬁmebo the data access request
UDIlist) is locally stored. Where such data

|s |91§3]ocalN@F@r@a§§QCU¢ar Nen tife PEOSOE@ 1dgRging module

progpded tR1the thequestl RGstkienba-at Bheek 173, A LeHine
the stored data has been fransnmtted to the client, or

i f wheshehr &@@a lrag readd vs stoee, delie daﬁmsswssenﬂaﬁed with

24" " 28 h he dat,
S5RA AT BPRk PR CEUTSAP AR GREI GUAECEt Graror

IS poIIed

det@%@mﬁlﬁgethhﬁagu&%a pel ked gabaocceqeiivedrifice device
response to a poll is different fromthe stored data

may Hnen BY ﬁéF@@ﬁ&éHléﬁ Bl §éRT125CoPNts @S SPRLgtREANS
that Hlhers ths Bew @gﬁa skoreden,phe .d "r@f%x%%g( 8Lrformed
24 , 26 , and the g 0] tﬁe

ata recei védin response
polﬁniQCppmdhae@ wothhe pbilénhg antBroek .1T6e bblildng

177 R e o G A=t RESET FuberapaaEnined bol1ifg® ™"
g%t u

interval, or an adaptive polling interval that can be
adjusted based on operating conditions or the
occurrence of particular events, as will be appreciated
by those skilled in the art.
[0124] In response to a poll from the protocol
engine module 32'’’, a given data system 24’’’, 26’’’
returns data items, or at least data item identifiers
that can be used to retrieve the data items, to the
protocol interface device 14’’’. These data items or
identifiers are then stored by the protocol engine
module 32’’’ in the data store or memory 92777,
[0125] In particular, the protocol engine module
32’’’ may determine whether new data items for a user

are stored in any of the data systems 24777, 26’77,
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met hod (Bl ock 178) . [0135] By way of exanple, data
access systens and nethods according to aspects of the

WO pwsois§ien nay be applied to other types of daP@r/us2004/005730
storage devices than mail systens, and ot her protocols
and access schenes than those specifically described
above and .shown .in the draw ngs . J0136] Additignal
feameése cﬁ%et GBI %)gbe fiﬁj#d i Sc & Perdi Fystems,
applicaatd:eigm It itHe e GAMIN CATIONS rSUSTEMABROVI QNG o s
REDUCED ACCESS LATENCY AND RELATED METHODS, attorney
doc st linaissr a5-s w4t edOvMIN GATIHONS eQY STENMI oNTGIedDIfNG e

P E TLP RATI.NG PROTQCOLS
ANDH%_%A%&I%QH% %ég{lren ?f%gé’gé’e%t 131;1} re‘:flr::;“ﬁ Fg3ce
COVMIANI CAT|EONS BY-ST EMiRROW BRNGyYUEThaiIA¥ERERB returns,

EXTENSI BLE PROTOCOL _I NTERFACE AND RELATED NMETHODS
at t G &y THOCEE™  n Gnider® DO%0 3 1 GEMVIIICEATEARS SSYEFER)

PRO@é@dﬂ%d%%EEM&E%L%—EB@EOQQSéE@%@S%%BE@H E%A{HBE§aéNBox.
RELATED METHCODS, attorney docket™ nunber D-507;
COVNIOH2@ATI ONS SYSTEMEWITR DAFA SEORAGE DBEVIPEEed with a

I NT - PRQE% @Oﬂg S_AND. RELATED, VE
attgr@r?e?)cli%élgcket AuTber %ngR & bmg%ﬁg%étore
SYSERM'PROA DAING X hENShBIER cPROEGCH: sSERANSL ARSNLHANR
CONFI. GURATI ON . FEATURES AND RELATED METHODS, attorney

dockéh thesgeilps @bt ithe gieddl 6988 - of TwRErh

ar e eialye J RGN pRtaleddhenel nikyr elerenee o EXAMBLE +o &
[0137] An exenplary hand -held nobile wreless
comwassiré &t icdasndewyc a he0@Tottivar lcanodecusedule 32’’’ in

L NeRRRRNL iBYeOLLoN s T ReL AeGtl ool ENgor (o

O,
exanp oOwWw th reference to evice

100@nottletdesmponeusi o tRE0pratheyhoandci40ecandvane
out lit”o,levi ce 1600. The out EUt device shown is a
di s@ﬂ ay 180G WAEh SR TEREF BBy s& Lol ugiaghitbeLepw

O:h'%_@stg%é@%% ofs QuiREl devicges yrpy saltergatirvel y be
utililtil z .

[0127] One of the most common data access operations
is viewing a listing of data items currently stored at
data systems, especially where the data items are
messages stored on mail systems. As described above,
the protocol engine module 32’’’ polls one or more of
the data systems 24'’’, 26’’’ to detect new data items
based on a list of UIDs stored in the UID store 92777,
Therefore, the protocol interface device 14’’’ has a
local listing of UIDs of data items that were stored at
the data systems 247’’, 26’’’ the last time the data
systems were polled.

[0128] In accordance with the present aspect of the
invention, the protocol engine module 32’’’ retrieves
the stored UID list from the UID store 92’’’ when a
“view items” or similar access request is received.

This stored UID list, which is accurate to within the
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processi ng device 1800 is contained within the housing
1200 and is coupl ed between the keyboard 1400 and the
waole@plos164600. The processi ng device 1800 contPCI/ES100€005730
operation of the display 1600, as well as the overal
operation of the nobile device 1000, in response to
actuation of keys on the keybgoard 1400 by the user.
[0198FTTRE RBUSIRG 1PDOTHAY’ béSeFBRBareblvReei Eal Fie

or g@ﬁué?%?n@”c?ﬁgﬁﬁ.sTﬁ§§ §99v§a@96§ £h86! B5PEr response
cl anshel | hodsing structures) . The keyboard nay

i nckdde shapdecsebethgohhkegatar spshemshadtiivar e26f’’ when
sof re for switching,between te ntry and,

Lol GBRongIBRERy Lo 63391 VPR adi i on £6 FHREproBks Ry
devigees389Q;:i10thernpantksaet.the nobil e device 1000 are
shown schematically in FIG 18. These include a

comtAAR8at i onsnstiB8yseem 2602; PAPsRbEENLr afigE example, the
co apcat i S ystem,1 . ybo 0: and

e utehray 1850 15 sho i thBPhE Fapat)drpur 2
devireesi$660witb80, 30166cands11®berastihel PORscireantyis
devi ces %160, 1180 and varLoui ot her device subsyatens
120PPSFRE REbPPe dBIP LS 186651 §5pr 6PETEBF G2 R PHE SWAYCS
RF camBHBLCatiAnNs €R¥i GerBa¥kBgc¥ahthiandigatanetwork can
communi cations capabilities. |In addition, the nobile
devpéésfod@léwéfégaﬁl?rﬁa§lgﬁéfé§935iF?@?t%Ee to this
comyuni e W het co e e j he.

ST e B LB e P g Lot 2y Sor Lar 2 ekebiTed by

t heapsoceaserdgwdelti peot88OngsapesebeedblyDsibsedinnresponse

apersistent store, such as, the flaﬁg nEnnéy 1é60, but
may "Be?st'd @daFﬁeﬁFhE?qP§EEslafpﬁE_ FYLaeyy cBEVaghgReous
as anreadsankypBBMBEY sCBOM 165 . SE¥khainStREAEBsence of
element. In addition, system software, specific device

appblicht tons, conspapisteherebpStRuyTBEPPBAPOEATE| gnhances
| . 8 '
| oadgd LIEe SbalaLhle SLOLeciSUED 85 LDR.EARGOThe wais

receiivedbbywebha sehidliagdevieeamaygcaksorbgustor eddi n

t he RAM 1180.
recelving a response.
[0130] As described above, the stored UID list is

accurate to within the polling interval. When the
stored UID list is provided to a client in response to
a data access request, the protocol engine module 32777
preferably polls the data system(s) 247’7, 26’’’ to
determine whether the stored UID list is still
accurate. If new items have been stored at the data
system(s) 24'’'’, 26’’’ since the last poll, then a new
UID list is sent to the client. This further polling of
the data systems 2477’, 26’’’ is performed either
according to the polling interval or initiated by the
data access request.

[0131] It will be appreciated that the preceding

description relates to “view items” or similar data
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[0141] The processing device 1800, in addition to its
operating system functions, enables execution of

W@ ofosmesied appl i cati ons 1300A- 1300N on t he deviPET/LISN4/005730
A predeterm ned set of applications that control basic
devi ce operations, such as data and voice
comuni cations 1300A and 1300B, may be installed on

thea§§@P§erf@@§S&§rlQﬁhﬁéhﬁﬂ§€FuP§ dphaadgicessn reguests

per seRalbel Pirejd@Rlslen KR RRGER: E%h%%n%&@%l%éth%@uﬁ%% B& the
installed during manufacture. The PIMis preferabl
capaBicd s lorgasirfiong sedivenddi g -ddra exemplesuchcasdata
e- maj al r..events, Voi Qi_nt. nment

e s R S AR i ton s R8s e e PAb
cap&hkateknﬁemdm&q alndiulecasiovirng dat deistei®ed abave.
MAreI3§§Inetmork 1401. Preferably, the PIMdata itens

are less| yf enPEGERCET, l@}ﬁ&ﬁ@&ﬁl?@Hléﬁdléédétééereby

Vi aihe neless net wakk gh4Ql s g%kgmkh94deV'096user gnd
corresponding data items stored or associated with a

hos e reorhgigtse £ ogy seemced0 Y42 oGsrentiineat ifom framdbusnsypes
|ncI%ddaqad%%%e%%dxyohpetco Qb%aé %E arg eﬁfor%edf

t hr Sight St Re SCSITTNIFCRTSTS *sUbS S EEm 160 ChRgoL tnterface
possiehliyet Hdough thelskort compage btemMmumrhc ahyoBs the
subsystem _The caonmuni cati ons subsysten11001 i ncl.udes

a r ECaNPEPLE56G 1% o0 Bis rihet ér o526 daRd OENe oA UkSr 80 7

ant%@n%§o¥§ﬁ%da%@c%§§0tol%n@d@'thgge E%ethe data systems
comuni cati ons subsystem 1001al so i ncl udes

pro@déélngZﬁéduleTh@u@ﬂlagta1dﬁgﬂﬁahe§dgnat pu@pesgomhe

1580, _and | ocal illators
Spo@CrER dBE LN Ra OB, AOPGR 6F cPgLch the-data
comyyiitedi(isong4subsy gisem’ 1801 bies adeperdant agpaptkhe above.
communi_cati ons network in which the nobile device 1000
i s ilflSdded t & Bpébate ofFsedicadnpl EeSRORSRI Féngsyvifes data

100%g%§§m?%%b%@% ?e&%ﬁ%%%‘%%Eb%”%h%uF%%%E%g%%gg#ié{ace

desi to operate th the bi't ex
or Gewércal 1RACKet sRadiwo dSercribed( GRRB) reebeke dat &IG. 17.

comgnl ¢ati,gns (gL WaLk,3Ng 8leg desianed Lo gperate
received at Block 171. A determination is then made, at
Block 172, as to whether data pertinent to the data
access request (i.e., a UID list) is locally stored.
Where such data i1s in a local store 92’’’, then the
stored data is provided to the reguesting client, at
Block 173. After the stored data has been transmitted
to the client, or if no such data has been stored, the
data system(s) 24'’’, 26’’’ to which the data access
request relates is polled, at Block 174.
[0134] An optional step of determining whether the
polled data received in response to a poll is different
from the stored data may then be performed at Block
175. If so, this means that there is new data stored on

the data system(s) 247'’, 26’’’, and the data received
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with any of a variety of voice conmunications

net wor ks, such as AMPS, TDMA, CDMA, PCS, GSM etc.
wa@xdwsnigiypes of data and voi ce networks, both BEpaESZN€005730

and integrated, may also be utilized with the nobile

devi ce 1000. [0143] Network access requirements vary

dependi ng upon the type of comuni cation system  For
exaﬁﬁléespﬁnﬁﬁetﬁbﬁh?eﬁoéﬁd1BaP§?K€dﬁ@tﬁﬁr be pppepE, at

devigges xaf gl egistar ad <en1bha1net WebkeUSkRItAURLEHCstore
personal identification nunber or PIN associated with

eacB2déVi.cet BAoGRR3E7et works cohowedeng neewdilkuatcesed
is as C|at%g W?t? ? subscri ber or user of a device. A
GPR§ V|cé R g é requires a subscriber identity

nqubQSSQOHWDBbywégf@Eféﬁah91é$ dabhMaeakds kRs@EHSr and
to operate on a GPRS net worKk. 0144% When required
net WEEROFEGRSEPAELBA 6P a6PPF¢ASI 6 pREcéBuraslravBaY be

bee%;@@ﬁghe%%dothg§ %ng o%e&hEE é@@%a&@ydé%ﬁgeénghan

recefve communicatio signal s over the“comuni cation
net madk $4@Iem§bgaaﬁsomheelpedtbcomsthadceaneﬂscachemss

twork 1401 th t 1540 ted tg t ,
Fecepabr L1886, SRRTeRLraur deE 27 DefgRgpve 2nd SBSum in

anphhglggbwgﬁgsfrequency domn conversion, filtering,
channel sel ection, etc. may al so prOV|de anal og
to diogséal coﬁ@éﬁ§ﬁ@ﬁalAﬁﬁﬁ§§restéé LHet An¥entérsi BAY be

of %@%n&eﬁﬁ'%%dﬁnégﬁggt?EEQW§aE98nQS€n%§§9eHO perform

nmore conplex co unctions, such as
denﬁ@MMﬁNEGATé@NSdé@S@EMgPRDWI@IﬁGnRE@ﬂCE@nA@CESS LATENCY

sig S t itted to the rk 1

o oeBbs epBEp! MBIRTL e thRanan. BRcHE oy T RE DB~ £846
and carmguitheATRORY SeLTES th@LUb@N@npkb@bc®§2@N&QRFACE FOR
digital to anal og conversion, freqguency up conversion,

fl|N§ﬁTﬁ§LEa@ﬁEBﬂﬂé§§|8@05@§Oﬂﬁaﬁ§ﬁlgg@aﬁEpoMﬁﬁ§ODS
conmuai, %?%gggoF%%go?ﬁp%égé&boﬁ9@et@8&&%&1&%%16&% SYSTEM

ant enna Itron to process

COMPROVEBINGNYUSTJrARY EFREDe ERSENEEB0EPp PROIIESLf ANTERFACE

Cont&%lR%EA&%D METHODS, attorney docket number ID-503;
COMMUNICATIONS SYSTEM PROVIDING EXTENSIBLE PROTOCOL
TRANSLATION FEATURES AND RELATED METHODS, attorney
docket number ID-507; COMMUNICATIONS SYSTEM WITH DATA
STORAGE DEVICE INTERFACE PROTOCOL CONNECTORS AND
RELATED METHODS, attorney docket number ID-506; and
COMMUNICATIONS SYSTEM PROVIDING EXTENSIBLE PROTOCOL
TRANSLATION AND CONFIGURATION FEATURES AND RELATED
METHODS, attorney docket number ID-502; the entire

disclosures of which are hereby incorporated herein by

reference.

EXAMPLE
[0137] An exemplary hand-held mobile wireless

communications device 1000 that can be used in the
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recei ver 1500 and the transmtter 1520. For exanple,
gains applied to conmmuni cations signals in the
WO e@sioveas9 1500 and transmitter 1520 may be adapeT/vusiop4/005730
control |l ed through automatic gain control algorithns
i npl enented in the DSP 1580. [0146] In a data

communj cat,i ans de, a received sjgnal, such as a text

mes S4ge it \Rlébv%gcdémdd\%l &?ﬁqrs dﬁ%&%@seéjd 1Py Hige example
combglicgatdians refsysicemt0Tand .S TH WetiQd A® 00
processi ng device 1800. The received signal is then
furt%luage&@smswlq A& 4% 0 @e dsivinp adiel iLlA9 01 800G faor carfput
out ; t [ a , .al t ef, ively tQ sqne
SrhRHES Wl ottt BRI 48 X IR0 1sco,

al sorhdarpdse pdatfz dabdiys a2 Sudh @3apmﬂd1m?ssmw§%%$§®@@ of
the keyboard 1400 and/or, some qt her auxiliary
devict 6@%Wﬁﬁﬁﬁ 1&Ya 3LEGERGad Y ed Y bek &t idilizegh, Pa

t humdr cosheghg @%vﬁ@%el@hheﬁstﬁ%%t%ﬁn%@p%Et@ﬁﬁj%%etﬁg%sing

conposed data itens may then be transmtted over
conh?®i0c &idoris ﬁ@mélevay begveena thise keylmanidc 44i06nsnd the
sub a l 711 i.C isGat i on de
ovor AP aseree0sn o bre it e Bevdtha Rt srry o1 ene
si moparat-d onhedat-aec diwpiiagallico0s sedecslexeepththaterall
received,signals speaker /1100, and

\ to, _
si gh&FE 3P P£n§§%§?§§ﬁggﬁée§é%§r 088 by na rRSEPBEROKE

112Qcthbtebhabirveeval 68 eheatidiBokh@ SUBBYSLETE. SUCh
as a voice nessage recordi ng subsystem nay~al so be

i npll&dB8ded oﬁh@h@ouéénge12890maanadeaphgapedheertically,
di splay .16 al e _utilized in_voice, .
con%ﬁn%@gt?%%gaﬁgdgigF%rSé%SﬁpFE t838P§6|3§nFﬁ8dlég
idenﬂbmyheﬂlahoabﬁhggspaubyurbhe.dmh@tk@ybgéra MmaLCenclude
call, or other voice call related information. [0148]

The 2sRBFE- PEAGELEBRANERY caPoRs8HLEFEABATENAE| 68ftware for

comayaieathgnoBelusancehe upbLle davice 1000, ang:opher

proxi mate systens or devices, Which need not

necé833Plly bénskdiliaiodetbcebe Popcerampbedevhee 1800,

Sho%&hgggSarts of the mobile device 1000 are shown
schematically in FIG. 18. These include a
communications subsystem 1001; a short-range
communications subsystem 1020; the keyboard 1400 and
the display 1600, along with other input/output devices
1060, 1080, 1100 and 1120; as well as memory devices
1160, 1180 and various other device subsystems 1201.
The mobile device 1000 is preferably a two-way RF
communications device having voice and data
communications capabilities. In addition, the mobile
device 1000 preferably has the capability to
communicate with other computer systems via the
Internet.
[0140] Operating system software executed by the

processing device 1800 is preferably stored in a
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comuni cati ons subsystem may include an infrared

devi ce and associated circuits and conponents, or a
w@kashesabh(t n) conmuni cati ons nodul e to provi deCT/082004/005730

conmuni cation with simlarly -enabl ed systens and

devices . [0149] Many nodifications and ot her

enbodi nents of the invention will cone to the mnd of

one P@!%‘lsljis&?qtn S Car SUFAY iBfy e THeser mempryt A4 60, Dbut
tea‘ﬁﬁ'gg%% RA& a4, 'o'%hteli_?_ﬁf I 9%'f”9neql%i§§/r Rt QRS a%‘ach as

t he associ ate rawi ngs. efore, It undérstdo
t hate tdead wdit im@moiry n&OM) o olre slimdilted sttorttlye element. In

speci fi,c .enbodi nents discl osed, and that, nodi fications
and RISd N tY “FE. ISRIEHACE 1 FPRE e GBId R thin ¢ he
scopepafi dohta carpergesaehal fhe rCRMULRK Beogkaorarily

Li stings Program Listing #1 - Exenplary Authentication
Reqtl@@tdeldR@g:ION@ N@gg tHTePSLorepestish @Br itéfe: rendom access

Pra : -g@me tent.- ; [ X1, I.P. N

Svr = og(])ilﬁgo(scar. élo F’gc'oIa Bﬁ@gffi%gs%ls:g'& c%ll:saélegilggg* by

*x % R Hepipe XAJPaS¥NChef aftoeed in the RAM 1180.

X _UP ERESH CHE: f X UP N 1 User - .

Vo IO O (S ariobres LHEr Eo5 65 WPIGond INFg L on to

Cbnﬁﬁ%ﬂﬂ?@ra %@'%g%%%mHQ%hth%%%Lh%%bbgggoexecutipn of
e

Content - Length: 664 <?xnl version="1.0"?> <D: propfind
xm e ibwepgyapplications 1300A-1300N on the device 1000. A

O3 R eI, TS R R o paic

xm pevdpe’ vhkratienss: coach: wei datsalaproxyice <D: prop>

<hn£%%3&%ﬁk%&ions 1300A and 1300B, may be installed on the
device 1000 during manufacture. In addition, a personal
information manager (PIM) application may be installed
during manufacture. The PIM is preferably capable of
organizing and managing data items, such as e-mail,
calendar events, voice mails, appointments, and task
items. The PIM application is also preferably capable
of sending and receiving data items via a wireless
network 1401. Preferably, the PIM data items are
seamlessly integrated, synchronized and updated via the
wireless network 1401 with the device user's
corresponding data items stored or associated with a
host computer system.
[0142] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The
communications subsystem 1001 includes a receiver 1500,

a transmitter 1520, and one or more antennas 1540 and

1560. In addition, the communications subsystem 1001
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<hm cal endar/> <hm j ourmal / > <hm not es/ > <hm i nbox/ >
<hm out box/ > <hm sendnsg/ > <hm sentitens/ >

waebosdetier edi t ens/ > <hm drafts/> <hm nsgf ol der PODUS2804/005730
<up: corporatecontacts/> <h: maxpoll/> <h:sig/>
</ D: prop> </ D:propfind> HITP/ 1.1 207 Mul ti-Status
Set - Cooki e: | JSESSI ON , o
D=C766D1 AEDYPEBE22 0B32PRSEYATTBOdsL e pas Rl upg @ digital

CD”E?BhaIYBEbcEEé&éxgbsigaﬂ§§6r Engodbagi ggeﬂrfgtors
Dat e: “Wed, 06 Aug 2003 18:20: 28 GMI Server: Apache
Coydt:€£1. 160%ni Ther spentficOdeshgndang=tuflegentbation of
<D: pultistatus x

U AT GRRaRRS: CBPBY RFUchQQF phaxgependent upon the

xm asm@EniEAtsehemastgakendarwhich the mobile device 1000
xm ns: a="um schenmas: contacts: "

xn1ﬁ§ ﬁﬁﬁeaﬁﬁécﬁ@nﬁ§eﬁat9naFP¥"ﬁﬁﬂﬁglﬁr"@rm@ééh%nﬁgv%ﬁe
”h ; g8 0 Sg3 i cati tem 1001
< 0P ed TP B3EPROEBmypncat ions spbeystem 100
<D ﬁespghad>téDopEaaUs>WﬁP/ thd ROD1iOKx!D: Baha USEC™ or

SRR R PRRLPF I BRdiRoSErBE8) LRRRT NEERP L RriF iBox>

<hnmespndasezht bRs/ hkerakhest 208891 ups4é&k LS sSt
| ON URL/</hn1se§3nsg> Pta o GOl Lt SUBME SSt e

<hn¥éEht PRENBShAt FaFlEbFaPho¥PiongoPupsNSeptions networks,
Ite Lg/ it
gﬁséf %Pdé?lr@%bt iﬁﬁ'tib FP%caFﬁoétGS%So?ups/ <1/:]‘P1er 2 F5° ot

Idedaoatand volice networks, both separate and integrated,
may also be utilized with the mobile device 1000.
[0143] Network access regquirements vary depending
upon the type of communication system. For example, in
the Mobitex and DataTAC networks, mobile devices are
registered on the network using a unique personal
identification number or PIN associated with each
device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPRS network.
[0144] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna
1540 are routed to the receiver 1500, which provides
for signal amplification, frequency down conversion,
filtering, channel selection, etc., and may also

provide analog to digital conversion. Analog-to-digital
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</ D: prop> </ D: propstat > </ D:.response>
</D:multistatus>Program Listing #2 - Exenplary | nbox
woe@aesticuery Fol der Capabilities: REQUEST: QORTT/OBIED04/005730
[ups/ INBOX/ HTTP/ 1.1 User-Agent: Mzilla/4.0
(conpatible; MSIE 5.5; Wndows NT 5.0) Connection:
Keep- Al i ve Host: | ocal host: 9080 Cooki e;
JSESSPERFB-e7r0eb1 tREDYEPBEY $6B84003F7AEDBY85Ehe DSP 1580
Con - h: : K
CPTF%NE?k%%%%FFﬁ%?R%éggyégEféiégﬁéﬁétégg? Eﬁ%ﬁ%¥6ns’ sueh
SEAREHddasHulation and decoding. In a similar manner,

h X ;uni : [
Cont SRS TIpE0 PP BNET R CEBL Ehi CLengehroBrokeat e,
06 Augcd83dl8e28. 28 abenvend ApacbedCoyot ehd pOp 1580

Li st messages in | NBOX: REQUEST: PROPFI ND /ups/ | NBOX/
HTTPRE, 2rRafifen PEREZEed4tpephR: L12RSTOBECEr 18RO for

X OB BERESE CACPE 1 GPRLLREP™ Agbir KBSy P/ §oBTersion:

(cotfpatiebtiey, Mgl f5ca ndovadNErBnehiE€shoect bohhe

Keep- Al i ve st: local host:; 9080 Cooki e: :

)SERaENI BT b AR DT BB BEbEBRaAB SRTALEBbSS 12 the

ContemtnkangtBo. 586
[0145] In addition to processing communications
signals, the DSP 1580 provides for control of the
receiver 1500 and the transmitter 1520. For example,
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented
in the DSP 1580.
[0146] In a data communications mode, a recelved
signal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received
signal is then further processed by the processing
device 1800 for an output to the display 1600, or
alternatively to some other auxiliary I/O device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.
[0147] In a voice communications mode, overall

operation of the device is substantially similar to the
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<?xm version="1.0"?> <D: propfind
xm ns: D="DAV: "xm ns: hm="ur n: schenmas: httpmail :"
woedos®181s9 ur n: schenas: mai | header : " PCT/US2004/005730
xm ns: up="urn: schemas: cor p: uni ver sal proxy"> <D: pr op>
<D: uid/> <D:isfolder/> <D:ishidden/> <hmread/> <h

:hasattach ent/> <hminportance/> <mfronl > .
<m §abpeCOrBURfahLeNS BePSy sG8FePEdFBat received signals

<D: getcaptent! € ngh/éeéQegoﬁﬁgﬁtchﬁaSéi fhPsprEER>
</ D: propfi nd>RESPONSE: HTTP/ 1.1 207 ?I - St at us

Oonttgansmaﬁgeonr ews Qe8grotedl p9 Gontentpippe: 1120.
xtLxm__Transfer-Encodin

P b Ty o T et L

v§{&bqgg"%2@ agicedichgdi WEFs8b3ys€bnmuhbi;shakySbe
Xm ns:
xm AEPEEReRERIs CReirhS: E61pCENiL08Psalpr 8ggition, the

X"‘@ﬁsgIagrﬁﬁ%@hﬁ%gsaﬁgbeﬁgaﬁtlllzed in voice

rn: sche contacts
xm eesmhumicehisckemnaseht tpmaekatple to display the
xm n chemai;lmal | heade

<D QORPEHEaRge30 8L B BoRE Y afh 58> LFRFS8RoREed Toioe

<D keef>hbkpothkecabhest <9080, upsat EHBOXE6ER3063N .
K/ D href > <D ropstat> <D:status>HTTP/ 1.1 200
OK</[B1483t us>Tkp: pheps-range communications subsystem

enables communication between the mobile device 1000
and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated circuits and components, or a
Bluetooth™ communications module to provide for
communication with similarly-enabled systems and
devices.

[0149] Many modifications and other embodiments of
the invention will come to the mind of one skilled in
the art having the benefit of the teachings presented
in the féregoing descriptions and the associated
drawings. Therefore, it is understood that the
invention is not to be limited to the specific
embodiments disclosed, and that modifications and
embodiments are intended to be included within the

scope of the appended claims.

Computer Program Listings

Program Listing #1 — Exemplary Authentication Request

PROPFIND /ups HTTP/1.1
Depth: 0
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<D: ui d>3ac59b38c08ad3356435ef eal44660e3</ D: ui d>

<D: i sfol der>0</ D:i sfol der> <D: i shi dden>0</ D: i shi dden>
webeoses1690>0</ hm r ead> PCT/US2004/005730

<hm hasat t achment >O</ hm hasat t achnent >

<hm i nmportance>1</ hm i nportance> <m fronrMail| Delivery

Sub%¥sftfem &I t ; MAlI LER- DAEI\/[]\I@OI conkp</ mfronp

rned mai | : User unknown</m subj ect >
<m q;% I'E>T23 12: 487</ m dat e>
<up:x gpl >O< up: i sdel et ed>

svﬁlg@%ts&é@abl%ﬁm&mﬁma45&ifc3—%&lﬁm’t*ef§d\nﬁﬂﬁf*h& wp=
<D: xouPesNNG: &g8=>um cont ent - cl asses: message</ D cont entc
| as ¥>UR/RERRESH>CACBEPpoRSt at > </ D r esponse>
<D: PeYPoMEHESON: 1
<D Mserf&%t o7ijla/4@ trmeaticle WEH 44H YYindmeN T6593954;
P%ﬁw B@t at> <D status>HTTP/ 1.1 200

e oL
<D Ui aég%ggﬁéa%c2820115b080d42e806ec</ D: ui d>

<D |<§)(r9|\,g,%ﬁgﬁ_/0@\>| sfol der> <D: i shi dden>0</D: i shi dden>

<hm<peashids/ hm ne@ae>="pav:" xmins:h="http://schemas.microsoft.com/hotmail
xmiFBiias@édhamBsTRpRD kIR bgsahsaehizetbs: universalproxy" >

<hm ipgoweg>ance>1</ hm i nport ance>

<m f r oty @htastet h@eno. conx/ m from> <m subj ect >Re:

Test #1shmqalengarench t enpl at e</ m subj ect >

<m dat@3uemRls- 05T23: 10: 30Z</ m dat e>

<up: i s} E];i gé>>0</ up: i sdel et ed>

<D: get u engt h>1577</ D:. get cont ent | engt h>

<D: cont g rﬁg%gum cont ent - cl asses: nessage</ D: contentc

| ass> 4@69{@9 -~ </ D:. propst at >

<hm:deleteditems/>
<hm:drafts/>
<hm:msgfolderroot/>
<up:corporatecontacts/>
<h:maxpoll/>
<h:sig/>

</D:prop>

</D:propfind>

HTTP/1.1 207 Multi-Status

Set-Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935; Path=/ups
Content-Type: text/xml

Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D:multistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
xmins:c="urn:schemas.calendar:" xmins:a="urn:schemas:contacts:"
xmins:hm="urn:schemas:httpmail:" xmins:m="urn:schemas:mailheader:">
<D:response>
<D:href>http://localhost:9080/ups/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<hm:inbox>http://localhost:9080/ups/INBOX/</hm:inbox>

<hm:sendmsg>http://iocalhost:9080/ups/AOL_MAIL_SUBMISSION_URL/</hm:sendmsg>
<hm:sentitems>http://localhost:9080/ups/Sent Items/</hm:sentitems>
<hm:msgfolderroot>hitp://localhost;9080/ups/</hm:msgfolderroot>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>
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</ D. response> <D: response>

<D: href>http://1 ocai host: 9080/ ups/ | NBOX/ 6623926;
wagobroksied > <D:. propstat > <D: stat us>HTTP/ 1. 1 20BCT/US2004/005730

OK</ D: st at us><D: pr op>

<D: ui d>b072c3748cef f 1320f 9f a746f 797e64b</ D: ui d>

<D: i sfol der >0</ D: i sf ol der> <D: i shi dden>0</ D: i shi dden>

<hm r ead>1</ hm r ead>

<hm hasat t achnment >O</ hm hasat t achnent >

<hnPirpgoepmahdesiaghii npbreandersy Inbox Request

<m f ronrj ohnsm t h@eno. conx/ m fr on> <m subj ect >Re:

XXX BuBy FRider Capsbilities/ m subj ect >

<m dat €>2003- 08- 05T23: 07: 18Z</ m dat e>

pR QHEFEL ed>0x/ ua i sdel et ed>

ggg%l& IN%% Q@B%CE&‘QS%I é% l@@ﬁ%ﬁng cont ent

cI aﬁgﬁ IO ogtréggg </ D:. propstat > </ D: response>

0§|§§S|0N|D =C70CD1AED7D2BE210B34D93F7ACDB935
<D baﬁgmﬂ_@ﬁ@h Io/ | ocal host : 9080/ ups/ | NBOX/ 6623922;

1</ D: href > <D: propst at > <D: stat us>HTTP/ 1.1 200

OK<RESBOBSES> <D: prop> <D: ui d> f1c8e69555d33971aeal

2c08HEBOARODOOK d> <D: i sf ol der >0</ D: i sf ol der >

<D PEPM QEEPNS<PROPEINDIMENE, RiFR TEe BBEUETH) RIVMIOYEJSEARCH
s<é {W%E?m%ﬁﬂo%@%ﬁ?'ﬁ%%éﬁ%?ﬁf@ﬁt >

YRIgIP | nport ance>
XXX g)%'r

Tya
iy F% Ut m from> <m subj ect >Re:
. )% fbm subj ect>

<m dat e'>2003 08 05T23: 06: 45Z</ m dat e>

List messages in INBOX:

REQUEST:

PROPFIND /ups/INBOX/ HTTP/1.1

Range: rows=0-24

Depth: 1,noroot

Brief: t

Pragma: no-cache

Content-Type: text/xml

X_UP_REFRESH_CACHE: force

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 586

<?xml version="1.0"?>
<D:propfind xmins:D="DAV:" xmins:hm="urn;schemas:httpmail:" xmlns:m="urn:schemas:mailheader:"
xmins:up="urn:schemas:corp:universalproxy">
<D:prop>
<D:uid/>
<D:isfolder/>
<D:ishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<up:isdeleted/>
<D:getcontentlength/>
<D:contentclass/>
</D:prop>
</D:propfind>
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<up: i sdel et ed>0</ up: i sdel et ed>
<D: get cont ent | engt h>1930</ D: get cont ent | engt h>
wanosomient cl ass>ur n: cont ent - cl asses: nessage</ BLT/OR10841005730
cl ass> </ D:. prop> </ D: propstat > </ D:.response>
<D: r esponse>
<D: href>http://1 ocai host: 9080/ ups/ | NBOX/ 6623915;
K/ D: href> <D: propstat> <D: status>HTTP/ 1.1 200

OK<LB Hs> <D pr op>
<D Wy g %6 él,[[J 66f 3d11b0416c82b701</ D: ui d>
tg,l“ t&gldgw <D: i shi dden>0</ D: i shi dden>
<h ”bbﬁt@ >r Rrﬁlﬂ >
<hnwmsfapg.mh|ﬁ@r¢haﬂ<éd hm hasat t achnent >
<hnDetpokt a6cey 2edhra.2008NBNCE>
<m BewearApdohs Coydie@eno. conk/ m from> <m subj ect >xxxFWD:
Re: Test #1</m subject>
<m dRfel vorsion="a 8- WQ’BQFOQT'?@’Z%/ m dat e> _

ngjl f@f’%d>0< /) ssta-é? xmins: up— ‘um:schemas.corp:universalproxy"

r@ é’FﬁCSE‘é’faES

irr?nllgn ”&Lg% %cgc & u F% th éﬂ'ﬂj}sﬁg—"um :schemas:httpmail."

Tudn g/%g&ﬁgnggﬁ Gl asses: rressage</ D: cont ent
Ci assp). rgg nsp_:r>8p> < propst %> </D response>

<Dir € SPHRESAttp://localhost: 9080/ups/lNBOX/6623963 1</D:href>

<D: hr efohbpsgt? / | ocal host : 9080/ ups/ | NBOX/ 6623910;

K/ D: hr efDestatisHTa psit 15200 CB<e:stbius>HT TP/ 1. 1 200

OK</ D: stlaprag> <D: pr op>

<D: ui d>0%dﬁ2@§@®ﬁ@‘é@ﬁ@?§@ﬁ3§€f§%@d§®ﬁﬁﬂﬂd® ui d>

<D i sf ol EF%F@H@ >r9<1'Ds'Ff ér> <D: i shi dden>0</ D: i shi dden>
<hm read<>[i§71 'a?%] en>

mrea m: read>

<hm.hasattachment>0</hm,hasattachment>
<hm:importance>1</hm:importance>
<m:from>Mail Delivery Subsystem &lt; MAILER-DAEMON@aol.com></m:from>
<m:subject>Returned mail: User unknown</m:subject>
<m:date>2003-08-05T23:12:48Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>3247</D.getcontentlength>
<D:contentclass>urn;content-classes:message</D:.contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:2080/ups/INBOX/6623954;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>51073b222a28c2820115bc80d42e8c6ec</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from=>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All -French template</m:subject>
<m:date>2003-08-05T23:10:30Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1577</D:getcontentlength>
<D:conteniclass>urn:content-classes:message</D:conteniclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623926;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
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<hm hasat t achnment >O</ hm hasat t achnent >
<hm i nport ance>1</ hm i nport ance>
waposH09 ohnsm t h@eno. conk/ m from> <m subj ecPCRES2004/005730
Test #1-All </ m subject> < m dat e>2003-08-05T23: 04:
Z</ m dat e> <up:isdel eted> </ up:isdel et ed>
<D: get cont ent | engt h>1258</ D: get cont ent | engt h>

zPagggt?gg?w a%z% ﬁcﬁﬁg@{aé{éﬁz?@r )@E%%ﬁggil D: cont ent

<D re
0</Djshidd
<D hrof >mn; ,@aﬂf R IRee8™ 9080/ ups/ | NBOX/ 6623909

K/ D: hr ef annfhdsh-RRsbat o/ Abhshtddmah® TP/ 1. 1 200

OK</ D: st gimiigiporddc@riamm:importance>

<D: ui d>0e7.9a8588258H@8<ad@of<@d86873f 498</ D: ui d>

<D: i sf ol shesuifect-Bei ekiolVBeRe: Tef)#1s/hi.slbieet>0O</ D: i shi dden>
<hm r eadSM:4atETA0PEAFB5T23:07:18Z</m:date>

<hm has aTLtP W@H t ac
h % nﬁ?ﬁ@%ﬁ ntr?lgtk
ity gp ol e Eefaﬁ e i B

Test #g;l‘fg Lbj ect >

<m dajera §e>08 05T23: 04: 13Z</ m dat e>

<up: kpgedpehRe>0</ up: i sdel et ed>

<D: get<Daméfelitipt/foegihbet $@80Mps/IN B3O M I Bhgt>h >

<D: cormbamopstates s>um cont ent - cl asses: message</ D: content c
| ass> <7D}t?iﬂ%’¢BTE/ﬂU:2}99@pK§tDi$tatu&>/ D: response>

<D: r espohes”

<D: hr ef > k"g 171|°6§§ 13397 dera0 P HS87IOREOR BB 05 332;
i

|
K/ D: hr ef DIS 1d §en§6{ idden>

<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23.06:45Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1930</D:getcontentlength>
<D:contentclass>urn;content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>hitp:/Mlocalhost:2080/ups/INBOX/6623915;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>55bc30adfb4fh66f3d11b0416c82b701</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>1</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>xxFWD: Re: Test #1</m:subject>
<m.date>2003-08-05T23:05:27Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>3254</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623910;1</D:href>
<D:propstat>
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<D: status>HTTP/ 1.1 200 OK</D: st atus> <D: prop>

<D: ui d>6060b944e60256¢c814498af 29e5f 0e47</ D: ui d>
wabossisabeer >0</ D: i sf ol der > <D: i shi dden>0</ D: i RtI/U82037005730

<hm read>0</ hm r ead>

<hm hasat t achment >O</ hm hasat t achnent >

<hm i mpg¢ rtance>1</ hmj rt ance>

<m fr on® ?tﬂﬁr"gggﬂrl%%? <|/D§t8?’h?7mfrom>

s R

<up: i sdek®iR YB:idhrieh-et ed>

<D: get comirgrbbenrgintirad37</ D. get cont ent | engt h>

<D: cont esinth&sgatmenteOiireRasatthavdals: message</ D: cont ent
cl ass> <#Hm:jmpopences B/hom:opsttatce> </ D r esponse>

<D: r espomsEom>johnsmith@demo.com</m:from>

<D: hr ef >WFWJ¢¢?%CE¢%@§6”%8W&@%NBOX/ 6567082;

1</ D: href@éﬁep@&é P-9p L2304 TP/ 1.1 200

OK</ D: st | delete

<D: ui d>f

<D:i sf oi, 1S ofder> 3} en> r? i dden>

<hm re@@t ' th read>

<hm h@a;sp@egment >0</ hm hasat t achnment >

<hm i<bpesdoasese>1</ hm i nport ance>

<m f r ciiaed hitptieaihost S @0 ps (NBEX/AG T3P 0frE=</D:href>

<m subjlreps@&ini ng Soon - AQL 9.0 Opti nmi zed</ m subj ect >
<m dat esIBEgS O DL TLRD0 OK<Iistaiufy dat e

.f'D

<
S ger cofll E RS s ip R Engt -
<D: conte ig§égblg,5 Ié;]%aag,%nt cl asses: nessage</ D: cont ent

cl ass> <Lk RE@PR/hm:read>

<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1</m:subject>
<m:date>2003-08-05T23:04:13Z</m.date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1241</D:getcontentiength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>hitp://localhost:9080/ups/INBOX/6605332; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>6060b944e60256¢c814498af29e5f0e47</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:.importance>
<m:from>aolmbrsecurity@aol.com</m:from>
<m:subject>Security Notice to AOL Members</m:subject>
<m:date>2003-08-01T23:00:58Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>5137</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6567082;1</D:href>
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</ D: propstat> </ D.response> </D:nultistatus> Program
Li sting #3 - Exenpl ary Fol der Search Request
w@aaloidise i es of fol der: REQUEST: OPTI ONS / upsp&iliURZ004/105730
User-Agent: Mozilla/4.0 (conpatible; MSIE 5.5; Wndows
NT 5.0) Connection: Keep-Alive Host: |ocal host: 9080
Cooki e: . JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935

Cont en FL *h TP/llZOOKaIIow
OPTI ONS, g@%&ﬂ%ﬁ%@&s&i BDELETE, BMOVE,
SEARCH 35 |d>f47b7208c1aa91458r40f81fce3 5e05</D:uid>

<um schesmsirei-p<Miivgssal proxy: basi csearch>
Cont ent - IyieRdddnsod/dDhabsh-Cont ent - Lengt h: 0 Date: Wed,

06 Aug 24Hd3redB020m28adSMI Server: Apache Coyote/ 1.
Sear ch fom:fisshbittehsentREQUERESattSRARGH / ups HTTP/ 1. 1
Dept h: 1shmoimpotanBest lefhm:impPtangera: no- cache

Cont ent - Wﬁ@“>q0@ﬁmbﬁﬁmfo@§@' /éhffomﬁme I la/ 4.0
(conpat i BI" JQ9BI[§3?)E”‘5‘9§°°W'?@ ebierdet i on:

Keep- Al ﬁf@ 122 @aESokl e:
J SESSI ér@grﬁl, 935
X c?ﬁ t— ad: lﬂé‘ssai ) o>ntentclass>

Cont ent - ;
tcl n.c

<D seauq;b & yest X s

DAV: ")%B@p tat> U scherras cor p: uni ver sal proxy"><t: basic

sear &ltrresponse>
</D:multistatus>

Program Listing #3 - Exemplary Folder Search Request

Capabilities of folder:

REQUEST:

OPTIONS /ups HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6G935
Content-Length: 0

RESPONSE:

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

Search for folders:

REQUEST:

SEARCH /ups HTTP/1.1

Depth: 1,noroot

Brief: t

Pragma: no-cache

Content-Type: text/xml

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 922

<?xml version="1.0"7?>
<D:searchrequest xmins:D="DAV:" xmins:t="urn:schemas:corp:universalproxy">

55



<D: sel ect > <D: prop><D: ui d/ ></ D: pr op>
<D: pr op><D: cont ent cl ass/ ></ D. pr op>
waosnogaskD: di spl ayname/ ></ D: prop> </ D: sel ect >PRDUS1004905730
<D: scope> <D: href>url </ D: href > <D: dept h>1</ D: dept h>
</ D scope> </ D:from <D: where> <D: eq>
<D pro D cont ent cl ass/ ></ D: prop>

<D | it r content classes:mailfolder</D:literal >
</ D: e 2/ asi csearch> </ D: sear chrequest >
RESP E@Z/EQIBHO Status Content - Type:
text/xniDﬁrrB REASH £B:or bunked Date: Wed, 06 Aug
2003 18p-28eat8 erver: ,Kpache Coyote/ 1. <?xm

ver si aibfich=0" encodi ng="UTF-8"?> <D: nmul ti st at us
xml ns: GO f0Ake>

xm ns: upsD:tmef>ad+Brimad> cor p: uni ver sal pr oxy"

xm ns: c=lifeptedréxaeptreal endar : "

xm ns: a2P§FWe3chenns: cont act s: "

°'U?>n schemas: htt pmai | :

: schemas: mai | header "> <D: response>

<D: hr ef >L{. p;jd anahhasti 98 r?;ypgps/ | NBOX/ </ D: hr ef >
<D: pr opst@ t@raﬁa'n%ﬁt%h'tsc?d@-e-g MokieOhieks/ D st at us>
<D:. pr opD:eq>
</D:where>
</t:basicsearch>
</D:searchrequest>

RESPONSE:

HTTP/1.1 207 Multi-Status
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D:multistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
xmins:c="urn:schemas:calendar." xmins:a="urn:schemas.contacts:" xmins:hm="urn:schemas:httpmail."
xmins:m="urn:schemas:maiheader:">
<D:response>
<D:href>http://localhost; 9080/ups/INBOX/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>c90d66b2362a1a0bc3df1852021a6f63</D:uid>
<D:contentclass>urn:content-classes:mailfolder</D;contentclass>
<D:displayname>INBOX/</D:displayname>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/VOICE-MAIL/</D:;href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D;uid>cabbce34709ab79d2ad2d5334d998272</D;uid>
<D:.contentclass>urn:content-classes:mailfolder</D:contentclass>
<D:displayname>VOICE-MAIL/</D:displayname>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>
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<D: ui d>c90d66b2362al abc3df1 852021a6f 63</D: ui d>

<D: cont ent cl ass>urn: content -cl asses: mai | f ol der </ D: cont
wenisharsy> <D: di spl aynanme>l NBOX/ </ D: di spl aynanecT/us2004/005730

</ D:. prop> </ D: propstat > </ D:.response> <D:response>

<D: href >http://1 ocal host: 9080/ ups/ VO CE- MAI L/ </ D: hr ef >

<D Er opstat> <D:status>HTTP/ 1,1 200 OK</D: st at us>
FegLan Listing #4 - Exemplary Configuration File

<D: ui d>cabbce34709ab79d2ad2d5334d998272</ D: ui d>

<D: CERPUERf cl ass>urn cont ent - ¢l asses: nai | f ol der </ D: cont
ent cl &9@5“@?3;3& @%’ rPi /D di spl aynane>
</ D prY Easérrshé‘ aeg%‘yQ?tE)"P dirplgsd

</ D m{ He§ .d> ;ogr am Listing #4 - Exenpl ary

Conf| gurati o Fl |l e <resource

cont ergqgés@mmogw-ppqupwu -cl asses: mai | f ol der”

j avacl<as&fer eama=tBramon. pyameyitdat @ i npl . Mai | Fol der | npl "
I esporsesiac haokH Gdnteanb HR" \ahieRtst/xrelvgt h="0'> <r equest
met hocheRROMMaINDeptkhead@tuendmerdoBl~i ef val ue="t" />
eader <haﬁiﬁ§tﬂmﬁ Range' Ty pevalyes! Fe\é!&-ﬁfmﬁtﬂm-&ﬁﬂgih&éer
name="" hnanyes 'ﬁfé@”"i nor"é@?“ nscaghigder nane="Range"
val ue= %&@“? SlolgeAder

name= "Bj’ i Pﬁgj‘gﬁ ;,-"no cache"/> <header
name="Xr Eé CACHE" val ue="force" />
<body><!T oYM version="1.0"?> <D: propfind

xm ns: D:"m}{s :hm="urn:schemas:httpmail:"
xmins:m="urn:schemas:mailheader:"
xmlns:up="urn:schemas:teamon:universalproxy">

<D:prop>
<D:uid/>
<D:isfolder/>
<D:ishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<up:isdeleted/>
<D:getcontentlength/>
<D:contenticlass/>
</D:prop>
</D:propfind>
1>
</body>
</request>
</resource>
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xm ns: hm="ur n: schemas: httprail : "
xm ns: m="ur n: schenmas: mai | header : "
wOoRd0ss181p=" um schemnas: t eanon: uni ver sal pr oxy" > RCI/PRIIPF005730
<D: uid/> <D:isfolder/> <D:ishidden/> <hmread/>
<hm hasattachnment/> <hm i nportance”™ <mfronf >

<m subj ect/> <m dat e/ > <up:isdel et ed/ >
<D: get cont ent | engt H@'&[‘ﬂ*&ﬁﬁ et GLREP IS5 pr op>

</ D propfind>4]]> 4/ *&%ﬁﬁ‘nﬁnﬁ LHRquest sy%lt%%S%Bh ?‘c{g‘i'ﬁ-'é
VWHICH IS CLAINED I'S: 1. A communi cations syst

conpr|5|ng aappdmab&uyyobfdda&asﬁapaggeddewaess eaakh
usin ast _one of a.p eratln .
prof%%ﬂ%%a‘ i a@%s?“&n@ dgtg 3 ESrggépgting

usi pgofdddlRl, e adpekalki-n@npr ekheeo |s%or&gl@| uéallbtey opkrating
nobil e w rel ess_conmuni cati ons devices for accessi ng

sai @549 exdtiphe @E@éa§ﬂ@€a@éoaéﬁpé§ and each using
at |east one %T Hﬂ%a 1% gft%ogll%p%ﬁﬁgi@gsprghﬁﬁgkﬁaaions

and a protocol fnter evice conprising a front-en

proﬂwvnm@@Iéoﬁoaccewwungcaaﬁdgamﬁﬂbasaidnpldaahlsyomége

rrDbide%ice and each using at least one of the plurality of
operating protocols; and

a protocol interface device comprising

a front-end proxy module for
communicating with said plurality of mobile
wireless communications devices using
respective operating protocols, and

a protocol engine module for
communicating with said plurality of data
storage devices using respective operating
protocols and selecting a desired operating
protocol for communicating with said at least
one data storage device from the multiple
operating protocols.

2. The communications system of Claim 1
wherein said protocol engine module selects the desired
operating protocol based upon a ranking of the
plurality of operating protocols.

3. The communications system of Claim 2
wherein the ranking is based upon protocol-supported
elements.

4. The communications system of Claim 1
wherein said protocol interface device further
comprises a memory connected to said protocol engine

module for storing per-account information associated
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Wi rel ess comruni cati ons devi ces using respective

operating protocols, and a protocol engi ne nodul e for
w@eormsmieat ing with said plurality of data storPEmEsS2004/005730

devi ces using respective operating protocols and

sel ecting a desired operating protocol for

communj cating with said at | east one data staqrage

dovheBh! BRI REDALEL MPFEL 8PS SOTHENBFBE 6eBPsAeTLCTheand

CO”HH@&%§5'99§d5F§B€BEBE Chaime 1nwher el pysahdrpPEREQE0L the
engi ne nodul e selects the desired operating protoco

basddsuped apﬁanknng ptOth@Oblbaaedtypgﬂ bperaerngccount
proto%oks E conmuni cat % a ce

r& R PﬁElPBn Phg® |§l%88eglrﬁ %S%rS?%%8Pl9%u%88Ft%%Vl '
el ements . 4.5The chanuybimahiensisyst eps0emChai 0ldim 1
wherei n said protocol interface device further

confiPEE8sNaSAeApEYORENARBEL BHOKY BafHlpr 8hdcsriengrAkocol
nDchSlBQrméhﬁﬁbngoﬂﬁﬁgﬁegggnﬁshﬂgoén@EhﬂBn interface

associ at edw t h each I'e wirel eSs communi cati ons
devpcetoana whéeein sapdepentoaoﬁeemgedennmUakeof

furth ts th d t t b
upoh* BHEZRAT SHEBBARE. %#%ﬁﬁﬁ??ergrBEQ BStben wpParbias

COHﬂMBt@@b&QnS devi ce. . The communi cati ons system
of aiml wherein said front -end proxy nodul e and
sai d protocol engi ABensaUMBREEARLANEaBESISTINgTaCeahioh

'”t%EE?%EanQHSCghuéggﬁtbooEGBB€§e§Eo§ag§?§§ggc@HUbgéld

of protocol -supported elenen or a
opep&Uraglpyobﬁcmbbilé.thelesanunmmahﬁoaSisystéﬁvmﬁes,

Caim.1l rein, sai luralit f data_stora .
devFBEs S50 - PEaran L T6F ERGi PEvAEFoPeggeEs electronic
conﬁgmucQELQQ§1Qemé§g§gegnd said protocol interface

devi ce process electronic mail (e- mail) messages.

7 The communications system of Claim 1
wherein said mobile wireless communications devices
send access requests; and wherein said data storage
devices send data responsive to access requests.

8. The communications system of Claim 7
wherein at least one of said data storage devices is
for electronic mail (e-mail) messages; and wherein the
at least one e-mail storage device responds to an
access request with a root folder and target e-mailbox
capabilities.

9. The communications system of Claim 1
wherein said protocol interface device generates an
error responsive to at least one non-supported
operating protocol.

10. A protocol interface device for
interfacing a plurality of mobile wireless

communications devices with a plurality of data storage

devices, the mobile wireless communications devices and
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The communi cations systemof Caim1l wherein said
nobil e wirel ess communi cati ons devi ces send access
WO e@aestls) and wherein said data storage devi CRBCT/E82004/005730
data responsive to access requests. . The
comuni cations systemof Claim7 wherein at | east one

of §ﬁ%q?d€5as§%95 Qedg$¥§§53e£§hf Lif e?ErQQQQt”Bhé of a
(e- [ ? nessages; and erein the a east one
e- npihrslbotagefdepecetiagppndsotolan acdess tegagsone data

ith a root fold dt t e-nmail biliti .
o THETESRMURTESE! GHECS5 AP AntSI e FAT AP RACPBPRA5AT g

proLogebchnter taeepde¥bes19eneEate8caneQLESN comprising:
responsive to at |east one non-supported operating

protocol . 10. aAfppotoest prpsyfmedudevies fepmunicating
i nt et faci a.plurality_.o Ll e.w S : ‘
B
st ogagecdeviueeag rbepaphilve wperehesagcpmunioasi oasd
devi ces andt he dat a storage devicgs ea%h usi

e

, L .
| east one of & BIFGESFPLycSBEBFelafrhg P6t88§ﬂ§318ﬁaln9

at |.eagt +QRe4aL313%9" ageqdeyi seoPRgeakicRecUsi D8ing
mul ti1 pl e operating protocols, the protocol interface

deviceepeoiprisppgrasifgoprospdoprorypdnsaleetips a desired
communi cating wi th the_pluralij . mhbi i e
conﬁﬁﬁféﬁ%?gngrgéefgésfﬁgiﬁéhbééﬁggFggg gg%ﬁg%ﬁ%g§§ least
pr obaeohsraard oz apeotiectkeetigbne thedubié tiple operating
conmuni cating with the plurality of data storage

devP&@§°G8ilRg respective operating protocols and

sel ecting a desiredn@peratbRg1Pratesehckobevice of Claim
communi cating with the at | east one data storage

devil@evwheominheaidl pirgitocopecaviing prdudeoksslects. tike
D OL8S8 o LB RS oL 880, LR MIELe LA B30 o e
pr oboeeh 1hased fuper ra tiark prgtokolle phdr ahietyiaf the
Opeggakg%gpggt%%%g%fu%g% g@%@%hgltgipported elements.
12. The protocol interface device of Claim
10 further comprising a memory connected to said
protocol engine module for storing per-account
information associated with each mobile wireless
communications device; and wherein said protocol engine
module further selects the desired operating protocol
based upon the per-account information for a given
mobile wireless communications device.
13. The protocol interface device of Claim
10 wherein said front-end proxy module and said
protocol engine module communicate using a common
interface protocol able to represent a desired number

of protocol-supported elements for a desired operating

protocol.
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ranki ng i s based upon protocol -supported el enents.
12. The protocol interface device of Claim10 further

W@ oimsiEmg a nenory connected to sai d prot ocoPCEO§I004005730
nodul e for storing per-account information associ ated
with each nobile wireless comuni cations device; and
wherein said protocol engine nodule further selects

the desired pﬂératﬂﬁ& @ﬁﬂﬁﬁﬁﬂl@%ﬂ%&%ﬁﬂﬁﬁwqgﬁice of Claim
per -13€ Gt e i frofd TRty f Al Hoven dIM;rel @ss o

[
communi cations device. 13. The protocol interface
devixse usfs el taiach 11 @ neiiercsi I sswripab rtreon te-lesmet npprso i rmad moes t

and sai d -protocal _.engi ne noduyl e communi cate using a
com%%a%n eerofpaeé:é_’ltplrng?ggéﬂtogﬂlie to represent a desired

number of protigcol Tsuppeded Al amerirgder @vdesl edclaim
operating protocol .14. The protocol interface device

of GlaheEidhdhe PiRelddamod idater FAcaageotsadicsiss the
abl &1t J16RMLSEN R3] P m&%&%'ss;)fc%ﬂ%g&%%%gﬁ'o%%e SR,

a nost capabl e operating protoc prot oco
i nt etfeade cddvHenel gfr oBlyaimmdl0 ewhemel nhisherpltocalli tygahe

dat a st arage devices, the plural,ity of ile wireless
o ER e S dss TIORB Marc: SRITBLgy RoTareS:

and the protoqd. engimeenhdadulee RHeCeFHEhechr PGBk of
(e- mail) nmessages. 16. A nmethod for interfacing a

pl uPEIithP &L TiegisisISe CRPERESS tdemrurieyacieony igdvpced urality
il 2 Rl Al ahiacst ongge lgnhees, Lhe ool | e

Wi rel ess communi cati ons devi ces an e data s or age
devicossuedch tisnsg datv ilceastnonehef datpl ytakbby devices
operating proto d at | east _.one_data storage

l.s, d .
devie@Ehoglegr‘"Etgi ﬁ‘%o&éiaﬁ ey PPl 8 BpErating B.fopaégrag,lng

t he prethed 169MBhGS R0 cBEOV beikNgad af E@BL260dREOXY
modul e for communicating with the plurality of nobile
wi r OPEFStdaImysiedt NS Leeei opsrasiing pespecpilee the

operathng, comprising:

providing a front-end proxy module for
communicating with the plurality of mobile wireless
communications devices using respective operating
protocols;

providing a protocol engine module for
communicating with the plurality of data storage
devices using respective operating protocols, and for
communicating with the front-end proxy module; and

causing the protocol engine module to select
a desired operating protocol for communicating with the
at least one data storage device from the multiple
operating protocols.

17. The method of Claim 16 wherein the
protocol engine module selects the desired operating

protocol based upon a ranking of the plurality of

6l



protocol s; providing a protocol engine nodule for

communi cating with the plurality of data storage
wa@leasoeH6USi Ng respective operating protocol s, PErnuS1004/005730

conmuni cating with the front-end proxy nodul e; and

causi ng the protocol engine nodule to select a desired

operating, protocol for comyunicating wth the at, | east

oncOEt A bP% REECORYT Be Tr o PRe HAL L pl B2 UbEPAt T hgooo=d

pr o468l sroddecoTheuppb hodd of 1&manty 16 wherein the

protocol engi ne nodul e sel ects the desired operating

prot ocol baseH8upohha PARERPHPCHICEIE pl Grupergin the

Of 9PELaLEDY BEO1OCOh S AOUEMPELEL oL NEcf Nl 004 91 rea

based upon protocol -suppor enent s.
nmet tper ot 111G ap miécahebasad t ipoprot veat cemyt nen fodud eion

further selects,the desired operatjn rotocol , based
UpOR® BRFLAETOURE R nf oF HEFR O RS bt AT dbohF 1 BLEF bers
onecofmtihe-Pbbhe Metetess communi cations devices. 19.
The method of Claim 16 wherein the plurality of data

storage devi ce8; tHeepherlrit9yf oflabhile wWperebrsthe
' ' devi f -end ,
gggﬂ??ﬁ}é&gﬂ NSt dgYE £eSe o L8 f 4 oM s £ Pﬁ?glﬁrf’sgﬂ%?f

rot ocol engi ne nodul e process e tronic
(e-momilg wesshges. c@imuii conpouterdevieadapl ehaefiramt-end

havi ng co ter-execut abl e nodul es conprising; a front
RS EGOTBEl oA ROr CRONRERTLSE T i i IR BORIEF aPFESesS
of apbLteoMiEehgss ¢OMADI rahbossgdeyi ces using

respective operating protocols; and a protocol engine
modul e for cofPuni BatPhguvtrhreaprikal regieyn aybng

S LA 051 RSPk A0 FERELL S AReIAL4B0 pr ot ocol s

nodul e; at | eastrone-dad apsdoy ageddeyi £er openmtnhgating

S DS PPEL AL N BT P 001 81 e 2D SR L OE s
devices using respective operating protocols; and

a protocol engine module for communicating
with a plurality of data storage devices using
respective operating protocols, and for communicating
with the front-end proxy module;

at least one data storage device operating
using multiple operating protocols, and the protocol
engine module selecting a desired operating protocol
for communicating with the at least one data storage
device from the multiple operating protocols.

21. The computer-readable medium of Claim 20
wherein the protocol engine module selects the desired
operating protocol based upon a ranking of the
plurality of operating protocols, and wherein the
ranking is based upon protocol-supported elements.

22. The computer-readable medium of Claim 20

wherein the protocol engine module further selects the
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engi ne nodul e sel ecting a desired operating protocol

for comunicating with the at | east one data storage
walenwsoes1by om t he nul ti pl e operating protocol s. PCI/USZ00€005730

conmput er -readabl e nmedium of C aim 20 wherein the

protocol engine nodul e sel ects the desired operating

pro a 0 nki of the plurality of

el S Phe T ettt B AN et iy 1Mt

upoin Ho ahacdbn - Segpot 4 e eb effend Sgivdeh die €O afiobile

-readabl e nmedi um of C aim 20 wherein the protocol

engf FeS ot €O R Hed t 5t 4%V 1 FR¥lesi red oper at i ng

protocol basegh Upof, dekorAGCOMM o d MIOT B PNim of Claim 20

associated with a given one of the nobile wreless
cormei et i ons plevilsty 280 ddiee conpaes dewlath] eche

medium of . . aim 20 wherein the plurality of dat .
St P AGE LY et TORB bl T 113° OfOWBBT A% W 98 cericess
conthi Ladhionsndlevt &es, mddield F oid efite @B W yine

and the protocol engine nodul e process el ectronic mail
(e_rh%ﬁhp%e MRSRERTS. © ectronic mail (e-mail) messages.
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