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BACKGROUND

[0001]  The presently disclosed embodiments relate to data security and, in

particular, to user authentication.
Brief Description of Related Developments

[0002] A computer system may provide various applications or services for
users. In general, access to the system may be limited o authorized users. One
example of user authentication is a login process where a user is required to

enter a user name and a password.

[0003] In spite of new developments in technology, the combination of the
user name and password remains one of the most common access control
devices. However, passwords may be disadvantageous because those that are
easily remembered are the easiest to determine and those that are complicated

and hard to determine are easily forgotten.

[0004] The integrity of these types of systems is generally based on keeping
the password secret. However, there are many known ways of determining a
password, including guessing, applying a dictionary of common passwords or
even all known words, brute force attempts including applying all combinations of
characters, monitoring network traffic for passwords during exchanges with the
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[0008] One method of access control and authentication is the use of one

time passwords (OTP), where a user uses a different password each time they
log in, thus rendering many of the above-mentioned attack techniques useless.
To intercept, keylog, or otherwise determine a password offers no advantage

because the password obtained can't be reused.

[0007] Most generally available OTP systems share more or less the same
protocol. As part of the login process, the server sends the user a so called
challenge, which may simply be a large random number. The user enters this
number into an OTP generator, for example, a special physical device or
software that generates an OTP. The user enters the OTP. The server also
enters the challenge into its own OTP generator. [f the server OTP and the user
OTP match, the user is authenticated.

[0008] Where the OTP generator is a physical device (e.g., smart card, token,
biometric device, etc.), the cost and inconvenience of a lost, broken, or stolen

OTP generator may be of concern.

[0009] In instances where the password-producing algorithm is the same for
all users, each user is assigned a secret key in order to make the outcome
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a presently entered user nane and password with a stored user nane

and passweppfication. This is typically accomplished by the standard login process
described above, where the server maiches a presently entered user name and

password with a stored user name and password.

[00011] It would be advantageous to provide an authentication system that is
robust and resistant to dictionary applications, brute force attempts, traffic
monitoring, shoulder surfing, key logging, and various other type of attacks.

SUMMARY

[00012] In one embodiment, a method of authenticating a user for access to a
device, service, application, function, or system, includes creating an
authentication key in the form of a user formula selected from a set of variables
and operations provided by the authentication system, storing the user formuia in
the authentication system, and utilizing a display to present the user with an
arrangement of variables generated by the authentication system, inciuding the

variables of the user formula, each assigned a value. The method also inciudes
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BRI EF DESCRI PTI ON OF THE DRAW NGS [ 00015] The foregoi ng aspects and
ot her features of the enbodi ments are explained in the foll ow ng

descri pti oo Jogdi@egkN connection with the acconpanyi ng gEpie08%82088
wherein: [00016] Figure 1 shows one exanple of a user authentication
system according to the disclosed enbodi nents, [00017] Figure 2 shows
a flow chart of the operations associated with the authentication
system [00018] Figure 3 shows an exanple of a user interface screen

for use with the user authentication S}/st_em [00019] Figure 4 shows
an exanpl dhevadablagin He arrapgeynesicioe@alohing varmblgs i theelses dprmula and

authenti cablcomRKsd fid ré&momgﬁgn%mkfoﬁ%g@ﬁet e iRIRE B raB RO By ©

as utiliz I'n an enterprise n ure ustrates
anot her ertmdhanenters of thedirst reisblif @t sgeyingf tbe fiesteesuibwitb tha siddiiesal

transacti Charatlers B ME difhentication system, wherein the authentication system
authenticates the user if the number of additional characters conveyed with the
first result is below a predetermined threshold and the first result matches a
second result of a separate and independent calculation of the user formula

calculated by the authentication system.

BRIEF DESCRIPTION OF THE DRAWINGS

[00015] The foregoing aspects and other features of the embodiments are
explained in the following description, taken in connection with the accompanying

drawings, wherein:

[00016] Figure 1 shows one example of a user authentication system

according to the disclosed embodiments;

[00017] Figure 2 shows a flow chart of the operations associated with the

authentication system;

[00018] Figure 3 shows an example of a user interface screen for use with the

user authentication system;

[00019] Figure 4 shows an exampie of an administration screen for use with

the user authentication system;

[00020] Figure 5 shows the present embodiments as utilized in an enterprise

network;

[00021] Figure 6 illustrates another embodiment in a distributed system for

electronic business transactions or e-commerce;



[ 00022] Figure 7 shows an enbodi nent for securing data sent by a
message; [00023] Figure 8 shows a bl ock diagram of an exenpl ary

message; [ QRePxdddwnsogure 9 shows anot her exanpl e of a usgridbelikace
screen for use with the user authentication system [00025] Figure

10 shows a flow diagramillustrating an enbodi nent utilizing target
| ocations; [00026] Figure 11 shows a flow diagramillustrating
anot her enbodi nent utilizing target |ocations; and [00027] Figure 12

shows a flow diagramillustrating an enbodi nent utilizing decoy
char act er 400@52i Al tigeDESTRYPIN ENDOHIMeE fPREFUERREDaENVBaIbYVENTESSage;
[00028] Figure 1 illustrates a user authentication system 100
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(00027] Figure 12 shows a flow diagram illustrating an embodiment utilizing
decoy characters,

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

[00028] Figure 1 illustrates a user authentication system 100 incorporating
features of the disclosed embodiments. Although the embodiments are described
with reference to the drawings, it should be understood that they may include
many alternate forms and any suitable size, shape or type of elements or

materials.

[00029] As shown in Figure 1, the system 100 generally includes a user
interface function, shown in this example by user interface 110 and an

authentication control function, shown in this example as controller 115,

{00030] The disclosed embodiments include creating an authentication key in
the form of a user formula. Upon initiation of an authentication session, a user is
presented with an arrangement of variables, each assigned a value. The user
applies the values associated with the presented variables to matching variables

in the user formula and enters the resuit.



[ 00031] Explained in nore detail with reference to the flow chart of
Figure 2, a user formula is generated as shown in block 310. The user
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[ 00037] Using the exenplary fornmula 3"(2*Q+3*T) nentioned above, a
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this exanple, each cell includes two conmponents, a variable and a
value. While the variable is described in the context of letters and
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440. A usgjooRBy @@t %erﬂioHﬁéraifJ&{ dTuba baft Sl 9 | AGNEARARo NEogii, aBh es
and vari ous operators 'For ‘exanple, a user may type a user
fornmul a usirangaresticd variallgs (mrayglm preﬁ)antedstomesers ekn ey@opletarearigemant a
it may be; S 4 r y
use a poi 'ﬁﬁhﬁ’?"ﬁéﬁﬂ L(ja'%t% E@%ﬁf‘% on gle ﬁggé 'ﬁve@éaﬁéﬂﬁogétaegﬁd 385, afl™
vari abl e, area fopemtating aaser cAmek378, andian died forenteriny & password @768rthkey
to select. the desired character bl e operat.or.. The

el ect | o8 apetdanep e AScidtsd s Ebadmerts & Emo0k Rk 2peba bR sBtes

until thejoungk. fmdvyﬂn@sbas»s hegid [posrsddlly deed whsrdleath eell mwg% ddrpreger
formula is co | ete, the user é@ﬁlhen activate the "save” button 430

to store @ha lelar arjetternranipinatiqradaispresensing & HeeidiorBHIR, vatiagiser Eagly
be provi dgg Wlet R é’ssﬁgﬁ’ﬁa’d' & WAIJO3P AL HE iR &ovBDHR ué(jﬁé@'&hm ed fo

operators OI’ exa one of the op erators my |nc e an O
functi on,eanlhle\raélabfeemﬁu isoanem eagh am@dbe aurr@dgwneht i prasenrtbd do naruaene In

user for

that is g(ﬁe 561 Ba crﬂg'ﬂ?n t‘hggcasso fi%@qocfurg? aD?fI %%%Me{ hq%n%cétspﬁg‘rﬁ
be exprestm@ltlﬁsarfﬁg@eént(ypreﬁbme’dhere x refers to an x axis of fset
and y refers to a y-axis offset. An exenplary user fornula that

i ncl ud ff f
rgure 3,085 Olbar BT eRo I oM EHE daE RE ™ bt SRR 1d, el °
vari abl e wyul@rtkanng dr@hgémbhneea@rmawcegﬁze kbt waridisle (G 8s lRSighad ue

fromvariable Mwhich is offset r¥ the coordinates (1, 1) in this
aut hent i v&{Ues?f 65.and yaylable T is assigned a variable of 49. The user would apply the

formula and enter the resuit.



[ 00045] A user nmay use any offset desired so |long as the offset
points to a variable present within arrangenent 365. In one exenplary
i mpl ement aigPyedsysu8r enters the offset function by sinpbyudNeidRshss
"(OFfset (x, y)" where desired in the user formula. In another

exenpl ary inplenentation, one of the non mathematical functions 420
may include a button |abeled "Ofset." Pressing the Ofset button may
initiate a dialog box that requests a user to enter the offset

coordi nates. Upon entering the coordinates, an offset designation,

f or exanpl[@Q038} flpehis(axample.negchapplebnciidestte agmponestsna wariibiphag ed

in the us or iyl 440.. e Lvatj f the
of fset fu SféHeo nmggstﬁé ?lgﬁ‘?é]gf'? ggggﬁ@‘%ﬁk‘e{hg e@% rf)zci%&gréfaz\ar tg'g ueag's
an | X f unclesorbedlimethib X dniten tof arumbldrs,i it éRotiliebev ahdersddabanthedvarablesa
vari abl e as coordinates that point to the upper |eft hand portion of
the arr anGBRERUSSHBRY BS ShPWVB aSANYSEFOgRizARIR FRKSYIROLTI08Ref or nul a
2*B and may wi sh to designate variable K as specifying the upper |eft

hand cor nggogdo] t NAs@ i mROSxERAble e arfiigemdit 6F SambiédR Holweds Hubten,

in response to the request for coordinates, the user may respond wth
| X(K) or d8rkelariskr Hapgrenhtharerangsmghhmaynhavsr amhehapreandimays nghide

and the dgﬁbggg{depgfc [gocg}{}g&aﬁgﬂg_sequently, when the user is using the

arrangenen to determine the result of the user fornula, the user
woul d observe that variable Kis assigned the value "43" and then
woul d conHif40] t Hdeosser frrmulamaydncligde asy mathenateal and daniathematical

i abl . 5. . . : i ;
oo fpe SAEAPE? e ol AGRTONR A FOE kb o
| ocati on tomcatematapki. Canctncay bisionipclude parboihesks iwoaliah that sequehce ),

the user fornmula 2*B yields. "104" ich woyld then be entered in. the
Dassvor d GpeRteSs” TReREMsafiSn SySeh Ay A pie BysBE PRI thala
per f or m agjovy anedelr 46 Rgﬁaﬁ‘ﬁ alnly GOnctdn Gt Raldbs 6 the YbEHUIQMSatthay be

operations. [00049] anot her exanple, adm nistration screen 400 may

i ncl ude adewladdq.i on for creati ng a custom function that operates on
one or nore variables. The custom function could include any nunber

of mat h_eﬁmbba«'q &F'igﬁﬂéol SN aPRxarfPR ofhS abrtikisORRREEEES 400 that may

statistical, e %/pes of operations. A user may be presented wt
one or noP@ pRsenircio aasenay PaE aldkeladminidmivatsecess:  thaadminigrative
custom fu | ' ' r LI ns
or oy | DORESY YRR TR A RaRB 0t 1B ot gl £ PRI to ik
usi ng t hewaltst oserfthraughoreschi siepoéa User sel us prdce69501d J fiermatd buidertto

create custom functions,is advan ous hec i l ],0 t. to

e’ cust ord o 4 HRSE oBRuhg By AR R SHRC BBBaimart, IR Ry By LY s

pur chasercofld bhsvidey atuger withphewigl etivavidoied hed apetatdng tbahousé hem and
assist the user with compiling a formula unigue to that user.

[00042] Administration screen 400 may include an arrangement of variables
405, a numerical keypad 410, keys for mathematical 415 and non mathematical
functions 420, and keys for testing 425 and saving 430 a formula. Administration
screen 400 may also incilude areas for entering a user name 370 and a user
formula 440. A user may enter a user formula by selecting among the variables

and various operators.



enhance the security of the systemby creating customfunctions and
operators not available or known to other system purchasers [00051]

The aut hen{igcabdvesyst em may of fer a greater neasure Oﬁcﬁﬁﬁdé'ﬂﬂfs)’os?y
providing a function that creates a formula within a fornu

referred to as an Autol oken(tn) function. A user invokes the

Aut oToken(tm function, for exanple, by selecting an AutoToken(tm
key 435 (Figure 4). The Autol oken(tm function pronpts the user for a
user forrmula which the user enters in the user fornula area 440.

[ 00052] THEOMA]o Tadreatamplef wncs@romaautyperea iusat fgrrmud@atsiyy keyboard 145

f or mul as, eferr d to.as a loca a rmul a
respect vaFBURELEn A 1 uShrolEe e ot 4 PRy el G5 8o rormuta
vari abl es,arepn30 anlisrrnsly opasat ma?@sé agointing deviderdsaditorss cesoe dvand
randonly ordered so |long as the¥ orm an rrgerah onal formula. The

vari abl es,d FHAHERNTIARR. BpePeRIasAE RIGK ATBPUSRDIAN abPIESS PRARteTeY
arrangere it Sliectalred BeSited Hardcten! GRRIME lof GpRraiser ¢l QRSRRNS 0%

provi ded by e adm ni stration proces and remote fornulas
may be of vednipl usertfgrrauid dreadidl. ahlde aser g@ﬁmuaslqntlt the saerefoemulapt

resul t of "BREeSESPTFuRrR FEreR | B o S Py Ryl TR B% bt
renot e useiay ihemaktivate theltkaset bettars430 foostord and n@aaihfe.fo[rﬁﬂaSS] The
renmote forrmula may be stored at any | ocation designated by the

aut henti cat{.on,system a ocal for

Mocati o Ao £ R oRE Siadment, & es mibibh Brdect Btk aaf e dnstriat,
be storedoak oarmo;‘eommrﬁrop@wbwamdemmplel 864 ofityopdratdrs @fiay include

[ 00054] The Iocal formul a na¥h%$utransportabl e for use jn accessing a

devi ce, s8PRItE! THIGHIPNC#NPEH heofunclipr i SRSOGatathwthyRrYastable In Bieatsein,
For_exandidimud ind Qdlies HidTvaeFin REVAIAIE th ¥ bRahgdhehfinaPid Bt

whi ch includes storing the |ocal fornu?a on any type of transporta le
medi a, fofroexteprssociaderheaiiable.opthecalfset Jemttioormaay berexpsesasdnas (Offset

suitabl e gedjaunlhe J AGals {oPRTY BB ) FHleBlto |OU-XABRLE: An

fl oppy di corrpact nenory &P or “any
sui t abl e deamplanf usersfounuiagthahd‘:caﬁiesstben:gjfst—:-hmdctmlalméyobm-EB(Cﬁfsgt (R47

in Figure 00055 odi,ment . the. I

ol a Ll FR e el uSera Rt AL b5e MR Rae b Signdao

transm tt gghidbhe AnahdouldERN v \fa?rablesl Bt Whed usétthe value from variable
M which Is offset by the coordinates (1, 1) in this authentication session.

[00045] A user may use any offset desired so long as the offset points to a
variable present within arrangement 365. In one exemplary implementation a
user enters the offset function by simply typing “(Offset (x, y)” where desired in
the user formula. In another exemplary implementation, one of the non
mathematical functions 420 may include a button [abeled “Offset.” Pressing the
Offset button may initiate a dialog box that requests a user to enter the offset
coordinates. Upon entering the coordinates, an offset designation, for example,
(Ofiset (1, 1) may appear in the user formula displayed in the user formula area
440.
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[ 00056] An aut hentication session for a user who has inplenented an
Aut oToken(tm) function proceeds as follows. The user requests access
to a devicqo mefshee. application, or function, and an M/ﬁ@%ﬁlﬁ%kon
session is initiated. The system presents the user with an
arrangenment of variables and the user enters the result of his user
formula. If the local formula has been stored on transportabl e nedia,
at this tinme or at any tine prior to this point, the transportable
media is coupled to the systemso that the local formula is

accessi bl é0®§4&] hénaanm@en {lerivation @y@@eﬁhﬁserﬁen@tmnh@wspemah offsed yay e

inserts t e.of r|

ormil 5, | R, e e a8k P8 AR, el FO kil | e £ vawe
rest of t hnsscb@alabl w’nﬂrr avhaablaag coongindtes thdigolrasoitie wbpdrieft handportion
formul a. Th? aut henti cati st em al so i nsert% val ues fro

t he
arr angenet T AUAPGEBRRY FRik BXATIBICy SehS%F STAIMEN 10 SR 2 USROTRITFUR AiPa,
as wel | asgnfhgay ﬂrﬁsh t@fdetsg;gafeema%lé Qr MBS FacifPing tﬁ@gpaéﬁ@ﬁtﬁa@ldrmﬁéﬂofof

t he rem)te f or mul a. he authentication system conpares the

results, aurrranga@yntréaﬁéh #iter uwessing the a@ffeet biliars sint tesppaseidei ke,
i ce, 0
lser s [SUeef 3of HborfbatodTihe ik e fospeRIORAh X0 br 3pHe ‘Rfkien

Aut oTok en@appmjopfiatecdesignadigaifor the speeiat @ffmwndcblwtieagmtm, and user
formul as without requiring additional support resources, thus

Foaturo. |RDPTURBAUAN, W8T U8 BREP TS yhild VB, 42nBBRERE 55,0
]1: gr% : g nslczigireh’gi(n: rrtgtehesmf ohitel ees fomngat wedudeh vari obsdrye difatavariable K

formula ¢ cl deA+AVE
beor AV Bsspaabeyvalue G5E and then, RebRL enaigh 1hS Gelrale s ha s by
char act er§ffset%&élidh foruaRiablcOAMha@ Barhehies (8, \BWdéed%@aﬁfhgdthbooﬁset
vari abI e fromthe arran%emant 365. This function coul esi gnat ed

as a Set locatierfor yariabla B Keapraleipairss, Bbﬁﬁﬂﬁélgﬂéﬁ'ﬂﬂgth?HéTSSblOCﬁbeqfon
may be: 1 he
vari abl e |asb¥eagé|b{cu démie va Iﬁ%a ggg&gtlaeré Q&ngﬁ%h enn PI ve gﬁéﬁdg
char act er sl Og& s Wldrthlergbe aptefea Bttheadaaewolfd area SrTésuIt of the user
formul a. Thus, any nunber of dumry characters may be inserted at any

| ocation [}ﬁ'ObEB Her’ 8@#&)% 8ﬁea’gtdf§erﬁ?%cﬂ'e"}ﬂ cted Ltlgé%ose vﬁf function

addi tional” "secCurity f ure, a user a coul assighed
t o vari abbperatidn, tineombireatige of fitncB68s booperatigmat e speci fi c I ett er s
wi thin specific words of a secret phrase. For exanple, a user

doci de. orioQ08%. . AF ,PSEt CoibR” aBiBred “%cr?‘?ﬁg‘*@%eﬁfa%g@?@cde L

fornul a, gdlectiondor crakidg taygestanrfonctids thes bpeatdsnon bheior seerelriablesase

and thei rT#esgﬁstér%erHclztlonl cnotud [ncFude é)nry%rﬁbgrroef mathgmatlcal logic (AND, OR,
XOR, etc.) trigonometric, statistical, etc. types of operations. A user may be
presented with one or more scripts that may be used as templates for designing
custom functions. Scripts may also be provided for presenting buttons or menu
items to users for invoking the custom functions and for using the custom

functions in user formulas.

[00050] The ability to create custom functions is advantageous because it
allows a system to be customized for a panricular user or a portion of an

enterprise. A purchaser of the system is provided with the ability to further
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[ 00062] Alternately, the non mathematical functions 420 may incl ude
functions that allow a user to select the designations. During

aut hent i cafyigPRes @@’ r angenent may be presented, for exaRph&upWaake A
is assigned the value 31, B is assigned the value 14, Cis assigned

the value 21, and D is assigned the value 13. Applying the val ues of
the arrangenent to the phrase for A=31 would yield the third letter
of the first word, B=14 yields the first letter of the fourth word,
C=21 yields the second letter of the first word, and D=13 yields the
first | ettasnhaote the securityl oivihalsystemshy cigatiog eusteoufunctigne and dpiekitors

G ven the [ h f the phrase, an attenpt
at deci phenr%iIi ﬁgﬁgﬂ?’ﬁg&@@hf"t‘?‘(Rg'ﬁ@&?‘%@wﬂ%ﬁ% result in failure.

[ 00063] The authentication systemmay offer a greater neasure of
security BOGHE1Gvi Thenguthentiseionfaystem erayweffdr angeeatsrenesurandf aeciity Dy
reset function opetates tp resef the variabl,e arfangenen resented
to the useronipg L ididiPe, PatEales driotRiia i ehldTERE GresBEeRons adn
ar r angememyi®fokénn RRLESH.2A R MYok8s IHIALR T3KERIRGRAL RA e&an%wf By,

user. The user exanmi nes the arrangenent, recognizes the val ue
first var isalectingfntiuio Teken™skd o430 {Riganedd e rither AutoThekdr™ &tnctian ipadrhpets

After entering the first variahle, the reset .fyunction is,activated,
Cor exampite Utk 182 bRESRET TR W theerSar sTep in Be dsp T Ty B e Bihang.
and the val ues and vari abl es are changed such that the user is

present ed[09052] a ThewA@OT aRgEWBIMction RRitoIB 8licall9 R¥ 108 Swd fortiuldd, z6fetred
user formul a, recognl zing the value of the next variable in the

formul a QAT AHECHEAMYIRaAYE ATRMOlG MU raseactivaly. (Rachpfithe dogal andhe
val ues, C%fﬁb’l%e?brﬁﬁu@aseﬁﬁcﬁlﬁd“% VFg%ﬂlgéuEénﬁénfshﬁpb‘sﬁéergﬁ’ér@ltﬁe*t 3§ Baer
red. 064 e o | a

is granted access as desi An exanp a user ftormi
usi ng t herangiostly fsglectacb andagndemlyidemd serlesgtas tBeyweme anheparatiomal

o \ \ . e e
mrn e s o, R A o BRAC AP AR Bl iR dE VRS REhIhE )
aEd Fdi E amag@am?atcédfta\rr]\ia?letsﬁhat iaw?s?itwttcpé usar baglo@gﬁtioht@(aﬁ@ﬁdie%)y
ou e.un rs 0aQ. a er e nc on e | nserte an ere
SOt he ool At ton PlackSE . TR dodaliid, BT, oS Gy Be Ph Sbe
user for nedrapleXiiean@s&rigth Wnatdre rgd?%)’aIQGthéCéahV@bﬁ‘cfprha‘t%é QdiSal TIR4ES

for exanple, as a response to pressing a particul ar key, or
aut omat i cBrlugea e wsulk varable fapsashdng glﬂ syl of the user formula that will be

input by a user, while the remote user formula includes the user formula itself.

[00053] The remote formula may be stored at any location designated by the
authentication system and the local formula may be stored in a location local to
the user. In one embodiment, the local formula may be stored at any location
designated or selected by the user.

[00054] The local formula may be transportable for use in accessing a device,
service, application, or function, from a different location. For example, the iocal
formula may be stored so that it is portable, which includes storing the local
formuila on any type of transportable media, for example, magnetic, optical,
semiconductor, or other suitable media. The iocal formula may be stored on, for
example, a floppy disk, compact disk, flash memory card, USB drive, or any

12



[ 00066] Referring to the adm nistration screen in Figure 4, the reset
function may be presented to a user as part of a fornula builder, or

‘W zard” t{RoRfiYdses a user with a step by step processyfidhomsaoss
inserting the reset function. [00067] As nentioned above, the reset

function operates to reset the variable arrangenent presented to a
user. This may take the form of regenerating new val ues for the

vari ables in the arrangenent, changing the location of the variabl es
or a conbi nation of both. The reset function nay generate the new
ar r angenestitagle iigvigerfor gioriagtangtadcessing e togabfmetn euerii47 arFigure 5,

vari abl e pr.ovi user during the fornula builder or w zard
process. %ﬁgw\'/%ﬁ{%%%{gﬁseed may be a variable fromthe variable

arrangenent present to the user. [00068] Thus, the reset function
provi des 0ESghtiereed embediment stheuncalyfotroulahmap med evete ssatiys bé ctedd

mbodi F | i ked i . if
Communi cabrbmaybeParad o RSB aRE e anofith\dgalEt fruse byithe ustkpt eq.

data about the variabl e arrangenment nay be extracted. For exanple,
one m ght [GOOSSIPIAN adiledriticatien cemssitinuliby )a tudedewhyehadeimpemaiied an
arrangenment fromthe intercepted data. The reset function operates to
reset theAVRTONENE HMciAg cfeReedoaal toffows « hBat Uset aHasts access to a
communi cakpge, HBe, EdiBAfch, bPHIRLY Carld i ¥FhbARLEIOA L 80ER I Riakye

i ntercepting communicdtions are rendered usel ess becausé a new

vari abl e Ahe mygteme mresenty dine usee withnah avangeingnhof vanahies aatli tha user

associ ate ith the reset. or t new vat, abl ran t. [0006
Rot o r 1 ngcalii e BECahis Wset i, JBUE P RrRRE RES Peop teet bn
that i n::l gdﬁ@am@te iméeiaf aaietrﬁé_otira@cilo:gc?t aoy | he 1p8or Gonthisoldodit, 1hé
may i nclude one nor r 0Cessors or._executi ng, an i
21 hent | CHERSH DIy MaAAIA 35 FraTnh el 5YSe8 ZAdMRhyngl 962t iR s
st orage dgydda8ible3By ftife abtrRntifgtiondy2tem! ITHE aGtBbAticaABH ERH H¥erts the
Controller 115 may al so include an interface for comunicating with
ot her deviesyll in piage oftherreade variablenty thenloralderaula gisedy vabigisdeom 4oe
for presepti | 1f.0 i r i L

145, "1 or - BrarhSHSA Tk fuf 8 Foet iR 6o oL, oE: dorFLE B
i nf or mat i @sylt phdhe dusal ferspdas dhe auttentmatian dystenj aB07i0ke®s valass droni20

may provi t hent i on . services under cantral of authenticatio

b 5b am 1158 AN 8L RRles I i, SO o e R edFR i el .,
t 0 accessa®theutsl dfahe sefvicctordid, ahdcompateenthe ebauittf the RINvdte dorhba.may
be a local service, that is, may reside within desktop conputer 100.

Servi ce y any device, service, a ication, or._function to
o oh pr JOURERY TBe SihPaR oR%y cBRiReTb herpsn B anBr e cuash e
exanpl e, usRiyheetskbicdtaY & theadslideal sBRas appthtidl Sdefihcion desired.
conput ati onal service, a content delivery service, a data base, a

file syst tc . .
y [883)5& [f for some reason a user's user formula is compromised, the user may
invoke the AutoToken™ function again to create new local, remote, and user
formulas without requiring additional support resources, thus securing the

continuation of secure access.

[000591 As another feature, the authentication system generally allows a user
to embed functions within other functions to extend the security of a user formula.
For example, a user formula could include A+{AVE(AVE B+C+(AVE
D+E+F)})+G+H). A special function may be used to embed dummy characters
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[00071] In the course of operations a user nmay attenpt to access
service 150 through controller 115. Controller 115 initiates an
authenticaﬁkgmmﬁgiﬁgon as described above to determ ne pdyEdgoMeRks ! S
eligible, permssion, or is generally allowed to access service
150. If the user provides the proper credentials, that is, the proper
application of assigned values to the user fornula as described
herein, controller 115 allows access to service 150. [00072] Figure
5 illustrates another enbodiment shown as a distributed system 500.
System 50@vrﬂmy aaelsgarfprrnﬂlaahaeed apra yelugr assigped aloeamrf@reatde glsom the

net wor k or, r rnal er f,ace
210, a cor?trraﬂﬁger%?@,s lﬁ?fﬁn&%&l ?‘ﬁg&rb%nb 'b&ﬁ!?@r ce 2§g§con% e(lzlﬁlby
a conmuni eatinpisy ueemrdw%mgwrersmriumbaaﬁaﬁﬁék may generally b_e
part of a |ocal corrputr ng device 230 and controller 215 and service
220 are general rom conputing device 230. Local conputing
devi ce 2335%1:’[?48 lﬁi} nore processors 235 for executing
prograns 240 stored on a storage devi ce 245. Conputing device 230 may
al so incl {G0068h dintaararedngemamd whblet et wirage zrwma;wmwmm& ogera
| ocal fornul %b User Jnt rface 210 may include a dis Ista%%devr e 250

for preseMOUYYPR{IB NG WV&“Q@?@P beirre sHieTHg He g fesult
255, for graElisdr f@mkAYLaRLS, Wn@m@@rardrﬁrﬁm@%%teﬁs% dy)eauﬁéérr&r at
information, queries responses, and comands. [ 00073] ntroller 215
may oper afBy psation sithinetheiresult ofa yeenfermudad may i ncl ude one or nore
processors 260 and a storage facility 265 for storing prograns that
control gfboﬁhl' j et bR addditbriai %%‘éﬁﬁgsfe%ﬂﬂesﬁsﬁéé}“ﬁyrmﬁ% @de'use values
aut henti cation server, control 15 may operate to authenticate
conput i ngaemgne;btozmmhiemowrerarcﬁngeﬂmt%ﬁgodie\rslgttlet@ameCIﬁqObﬁers within
aut hent i c Q e

conputing déec@ﬁfbcugfig% éfAL,?ére?;ﬂ;r?rangC g@p%ﬁ g Jée‘?%ﬁ&%@eﬁﬁrn@%ﬂaﬁﬂerr
servi ce 28&creCphitasel ihey b2l%haldeg isdergt ead tmay decidetort aaiderr dommia gof
conponent £, syStem 200 under, the control of instructions or

r o0t ams. SBGPeq WheL cansltnGdney typepdaimninegtvas couics Sk, Sanagncs
provi de sgedigeRinganaie sbiret phragempudtthsig udeMorrfuld 3MoWiseh fdimel04Ra9440.
facility 265. As an aut hentr cation server, controll er 215 may operate

g o M R A R

access t ohaer Miowe azz&e@nfb tIithie REWNEESNS. 27 DuringO0@dtHentiBatidh, San
enbodi ment, prograns that control the authentication processes and

sessi ons AEGNARMRNtINAY Baseseniehdor example. where:d ivassigned ovalye 31,
facility 3@?315?@5%&%&%& el E e%ge&hg&%@oar é%esa%%SDQQ%fsﬁfgﬁéhciHé

may be perforne y processors er c¢ontrol rogramns
st or ed i nvalted dgphiyng he2uBues df ﬂ'teoaragageﬁmntltotﬂye BBEﬂserfes peBt iwally .

00075] Ser 2
bomput) n € uiERstEY ot JEYt VB, BERE bRk e Trinibns oring Rl worg,
et s ks 8 o e
conpu
fi Irrg systg h'@ft”or eﬁbpﬁe%ﬁweﬁw %yp&é%ﬁlﬁﬂ ré'ﬁf%ﬂ%‘ @H@”E@V?Eba%éo,
control | gre ?sla%retq{atlﬁi%yofr #el slfagayahatempt bb U@cr?ﬁéﬁr%‘s@&@ aOfesU would

combi nation with any conponent of system 200 Communi cat | ons
net wor k 2pestiiglyirasultigefadwre. | i nk or network suitable for
communi cati on, for exarrpl e, the Internet, the Public Sw tched

Tel ephong O ¥hd B w rgeke%ﬁ TndPbHer r@atrr' h%ﬂ ot errogéeung by
vi rt ual ri Vat e networ ﬁ) ni ca I on may e execut e
usi ng anyrevifingtd eegst a&nrtmroh withirt ugien dorrould, TARMesTCRINCHoN eperates 1o

reset the variable arrangement presented to the user. For example, as part of an
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[00077] In the course of operations a user nmay attenpt to access
service 220. Controller 215 nonitors or is notified of the attenpted
access. Foyywamhifs controller 215 may nonitor and i ntg&EeRheAsboss
attenpts to access service 220 under control of prograns stored in
storage facility 265. As another exanple, service 220 nmay
automatically route all access attenpts to controller 215 for
processi ng. Any other suitable nethod of using controller 215 to
control access to service 220 may al so be inplenented. [00078] ‘
Cont r ol | elauthemticaian gessiomnanarrngemeat iofrvasiablesors sbowat iar Makee i3f is

t he user i i O p 1 SQl ISH-ge |1 &gﬁ-

access se \??sﬁdé]ll%gé ql&%ﬂfsr%(rjl ffé}?@ Z%EP%?(%@'?n esstr%o%g%t énréelgé\;?c %8 %et h
dat a and walmesidse ficst dadatblayof e asersnigemelatara enars thblfiest vamiables phigr
250 and proppt a user .to provide the result .of the user fornula. The
comput | ng COENgaEo sty @rBRE! 188 RSt BTEdoR 191 adibaisds forcsHemBler & 315
al so conpyb@enahd #Fthd udsH REiULE JiSIBF tfpidnal Boraandalanasthbr edluéd @ind
arrangenment of variables. If the conveyed result and the result
conput ed bgriaes am reangerbsyalt bRt theouserds Insesepiest with GnBew @r@sgement.
service 2 i L }ﬁﬁa i d
an Aut oToﬁ-gﬁ( s%%ﬁ%ﬂe{%&h%&@iz%%ﬁ%%ﬁ@hgg%g%bogﬂe otchgla\%héér’r%ﬁ?ﬁ%)g
be st or edvarialdat iar thed ,formnhay &bire the onewgeardengereer47 Wik r thei oasr das
the local formul g, Jmncluding inserting,the result of t user .fornmul a
1 pl ace GSSofeR il P \Alq s Eled Al st P frstlr or e BT foyui
val ues fr i@ (idee iQfrannabatitssels dealredbl es into the rest of the |ocal
formula, and conputing the result of the local fornula may be-

per f or med client program rupning on conputi evi ce 230.
Cper at § o0 hanaksRus Bh sttt g e sel EnaPrBRKEE ¢ om ¢ he
arrangenent of variables into the user fornmula in the renote formula,

as wel | ag||Bje<reest- ©f the renote fornmula, and conputing the result
of the renmpte forrmula may be performed by a server program on

controller,215., [00080] Fiqure 6.illustrates anot her embodj nent shown
SO O SoRBE e ORI nsheded, With waTRble i, Eftagha B ath (T A8
e- CONMer Cssookfé® Withad), thiewabiableMredritRimdm se tbsanendale d6RcdtBRatidbr 6ida

W de Wb as a common communi cati on nedi um i%stem 600 generally

provi des &N Biipgoneaiensted with the sepr@ieaikyasiadleser i bed enbodi ments and
includes a number of users 6101 610n, a controller 620, and a nunber
of appli c?onesqs AT sBEUIN | 5&SurkfPtood - thBPARe fds8r JurltiBh may B&0inserted
services 6501 ... 650, and controller 620 generally repreéesent

i ndependeaftyvdigre in g userforndlamnd may fieniasertechin eneer masgplages in the
connect ed, by HAG,ENt §HRCleE8undith /59T %cti&%@& Sbf%gljious 'md(,ﬁﬂrgds Y
be individual's accessing the services or nmay be conputing devicés
accessi ngexdmple eagia easpondertoppregsing a patticalar Key, oneudomatitatynafier a
users 6101,. y a fee to access one or nore of the
services \éﬁhaé%g%%gﬁﬁéé%g a controller 620 operates to control such
access through authentication. The operators of services 650, ...
650, in t[00866ayRpteyrirg tedhd adminisination saeenpreFBgwe 4,dhetreseiabmelen
and aut hentication services. O her business . arrangepents,, ng t.he -
doere. odnoy BE SRl IS Rar S0 Rar of FapMERa R B vz HR Hovides
cont enpl a4 @skr vigi 6RIP B ste B QromssifOCihgghEing fite Risethetigi.ocessors 425
for executing prograns 630 that control user authentication and
access t vices 6501 ... 650, Controller 620 operates to .

Ut hent | 48085115 oS marien= abgie, thegidet Bngfion plrrAlRciogieSRb e iRl es
650, ... fHhbhgehfnprésdniantd aaled lﬁ@imaihﬁk@ﬂfé’fd#ﬁ%f@%éneraﬁn@%
may include any service to which users 6101 ... 610,, may require
access i nelugsi fy &recoirables iy 4 artangesientochengingl e Ksatiereef §801

650" may | RGhid % E EREMHIRA FUGRASTRY et iiilion dALF JEhBRAS ShE hew
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[ 00082] In response, controller 620 initiates an authentication
session with each user 610 to determne if the particular user is
eligible, RegHdpgsion, or is generally allowed to ac

or nore setri@rslges %@501 650". If the user 610 provides thﬁ?%%@?sm?
credentials, that is, the proper result of the user formula as
descri bed herein, control ler 620 allows access to the desired service
or services. [00083] In another enbodi nent, a user 610 nay attenpt to
access one or nore services 6501 ... 65% where access to the service
i s grant ecBrangemand-gsing ddginsula Goat io|bHased6@0 4 seadt ndmber ar variabie

i 1t s PRV i Bk MR B RERTHT puidhis R EargBeR, o Varble

admi ni st r ateett, mayhbe A vamigbledran Iﬂ@%r@ﬁl@ﬁr@ﬁ?é}ﬁ@rﬁt@ir@éent@@m&u@ra user
formula to the user 610 that is only valid for a single use. The user

610 enter uIt of the one tine yser fornmula and is generally
o oved 1+ 0UEBIL ST i e Bf riRiTan slpudes e ssgensd fystl seauBato the

Figure 7 shosntig daibRid dBodiints!t Fbi 884maR, m%m@mbdfé?ﬁmé%%t iz
data sent as part of a message, for exanple, by email. The system 700
i ncl udes &ORERWGRTION: Pefvean & dRelSOP maMAMtel ARG servernis intercepiadi data
system 71 r e C 0

et vork. BoPHT T8 VERalE' Shinodneoily?BG, dincléth B BRI HE” T B
nmor e pr oc@dsopd, (albeitougsubeessfally)atod dprara@rtaarsvarmmerrmmﬁgemsafg&n the

t ransfer entr cation o ons _a S ) ori gi nat or
705 const ?rﬂgricgp n%astgaglf@e rﬁ&?{)@?g&ﬁ‘ﬂ gpgrﬁ?% resefﬁgtv ﬁg’l%@régn%f‘%”t
the origi kaally, ¥lihowt skemal Q:O‘Br&ﬁumeatrdh bl i, diffeaEad Qérivl e &ariable
message 810 i s shomg i.n Figure 8. The data 820 may be included as

part of tRH3RELESGE Bﬁmﬁ@f’e&’t'f‘g ICQ”HW'HEWSt%fet feadrtesk HeplessThecause a
aut henti cakiyoR e e Wit hoth ﬁﬁﬂm 10
and data 822}*(\)1 tﬁgaﬁ\%\n l'&}rrﬁfrgerf[nlﬁgft gga eﬁer\é{%enﬁ:daﬁlﬁgﬁ slgesg{)oﬁoan pre\‘?gnt
access toagsrsiaiad withaoe ieaed o8 therrew vatiahile arrangsmpnibduces t he proper
credentials. The nessage is then conveyed to the recipient 715, for
exanpl e, a t0 n

Feci pi ont [ 7PB5L FRIGRAR QR TR) MR 1 Saten) il ity BERLUERIG) Bompllég
aut hent i cat éreludessisen,intgtfagd 490 ragrdacorénorlamge&reﬁonaslle;hbvmmay iRclgde e

3. Aretu r.is als rated whi auses
Phe sane- 2k REAREEkiodsba8 .8 BREAinbarT rie R ricord £35 50678
705. [Oom%ﬁjorgf Hé5fcandgm|a@tadn’o indidd et eromgwaemhemesrlbld $tofhg }i]rh@rmatron,
originator's u ormula a nconve e result to the

reci pi ent934s @ r&tr@?@@”? t h?gﬁrr{lfﬁﬁ%r rf‘é'tsn Sl ?ﬁ%r @ﬁﬁ‘dﬁréﬁr iHerfasR 9&ed
to conveycdmmum@eﬁﬁ@ewtﬂbmer QelRbENT USEY RdTddae1{ETH irtlifhe hfdisplay
correct, the vvraé) per 825 allows access to the data 820. Once the data

i s cl osedda¥ie® AfY fenpiesapinshiniumation teraiyserant ong s vaﬂraawerrsevrces
d
made to opgy) fbr‘%xé‘i%ﬁﬁeagaeke)?db%trcﬁ‘%rndaé'g:i?)ﬁgfdgc@e\h@é‘afpue Sdagtsrﬁ ofndiRh,

ar rangenment "Thu e’ arrangenent new v
vari abl esquemigsr ©gponsas, ahd cominangst or 705 to agai n determ ne the

results of applying the originator's user formula. Therefore, if the

trg P . . i
essage (0G0 LR Gor S2G Y bREIJEAGRETH AR serdlops UtR] SBoibor
| onger opﬂlrtla&ntreanm opergrame heSsagel andon hewuthiérdicatidror mM@p aHywbean
notified

Anot. her odi nent_of, t arr enent presented to
2 lser 1 URIRAIRH HE01P EoasSunst e asndet d56ydn T SFkaBeR: pervice
aut hent i clgQi @Ay SRS ai 16bal Sdtvige! M%THH%QESMérW|ﬂ% QResReB ¢Bplier 100.
presented to a user. The arrangerrent 9 i ncl ude vari abl es 910

and nul tusrﬂreC%aiftFésm@ndJer Abagevica penie, andlingtion Rlelinglioneto which
vari abl e l1yBS Ct
mar Kk, sy?ﬁéﬁgsgf1?2&%?”[%%0%#%@“{%@%% %gurrteercrta E@ﬁsg ce rI %’E@Qare
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[ 00089] Generally, the value to be assigned to a variable as part of
the authentication process may have a specific location in the cell

called a tﬁ,bgﬁgsjdb%gtl on. The cell in Figure 9 with theMatdaRlg0sk
as

may be use an exanple. |If the target location for H is the upper
| eft hand corner, the value to be assigned to His 5. [00090] In an
exenpl ary enbodi rrent, as part of the user set up process described
previously, a user may provide information, referred to as a profile.
The user profile may include information about the user, for exanple,
a nanme, céende? 156f oravabroa, dater processing aystesn,ca mplpiﬂmn&lesem@eb@

stored in F i ng device 230
(Figure 5)"%9{&”@5(3@%%&?"{9 Ia%?% &@E%S%ﬁ@#{/ ot her appropriate
| ocation. The user profile may al so include one or nore target

| ocat i ons [0@07 %] hdnvhe icabisesofi opemt‘mmsaausgr mag ratieopinid accé'smserwcgaﬁo

| ocati ons ym e i ter tlvelo at hi n each
cort " ouetBboR it ufs. LEohtoer £15 ks A e0iRHNoR Ritslot 2
| ocati on sessitidccabbes toeadimine Metebasers o 2ligiBRONds |p@rrﬁi§§bheror is
enbodi ment, the target |ocations may be specified as part of t he user

f or nul a. QSHe@Uun%IOévedarﬁo SBEERPP aﬁe;vwa%em or futhg T pmylc@%atﬁ REGREr
shown in GheidnGal, Y ?%@E%f%&%ﬁ&aﬁo ra%s: hedi %a fegéit?le cef'% mula

desi gnat es usi ng a va ue | per rner 0
i ncl udes Bg daadribad hayein, cantyaller 135 allows acc@as ideeingemis® using a vaI ue
in the lower left corner of the cell that includes C. Any other

desi gnat i Etfb 2y t?fr‘%t é%d:llﬁ reﬁé’?ﬁh{nﬁ En% Plert $hdlvh ¥ é"'%ﬁ%{e?fbﬂte% §Rtém

[ 00092] I on an au Ei ca I 'on session,
aut hent i cﬁﬂooSyStﬁm 860 m 133 mm an antwﬂmse/\brtdorpmramr wimlegarea metwdrk or

vari abl es a hown .i n Fi gure Eac ariable a

manber of g3l S8 ReriBr Adt bFncratn TS iR intgiege I e BB I E e
ar r angeneahd tahadppieatidn (brhs’eth@éIZEU shnieBteldntey dsemn@iitations nENROIKSEES.
may al so understand {hat each vari abl e has | ocati on where

'
the val ue“f8" e g avodenrralha Pe A4reof 3 I@‘E?é&%ﬂhpm'ﬁ'ﬂéieé{%rmo and
recogni zego sy B35 'a%E's%m@é?QQ e GBReMA v@m%er%r@;ﬂﬁh g RRE! 28

specified for that variable to the“varia , eoperatlons
of the uskeca orqropEingndevine e230 trhay riagjude . oNen@r anofee PrYassEPsn 28§ sfoem

i ndepende t | peat

that varia %C&’ﬁgﬁ(ﬂawtgﬁ% é;’égin(5 5 S?(fr [r:‘ cggt%e %%er%@ﬂgﬁﬁ%g@\hﬁ 3é@er

fornul a tmageaiss atcludenam MMMdMOVm@Istoragmdewue mﬁtﬁocatormg 3 yadadm

conpares the jndepend t_ with the user entere ult and.if

Che s ecu PRl e e ilkateanbimal iMhids o TRl iedicEn 2503t bufBhnng

Ej he sgr Vi igforeatiap ploi aatis@mnand forid@r rss o odévadesTabsh foraeR@mpld, Sa
eni e keyboard and a pointing device, for inputting information, queries, responses,

and commands.

[00073] Controlier 215 may operate as an authentication server and may
include one or more processors 260 and a storage facility 265 for storing
programs that control the authentication processes and sessions. As an
authentication server, controller 215 may operate to authenticate computing
device 230 or a user of computing device 230. Upon authentication, controller
215 operates to provide service 220 to computing device 230 or to allow
computing device 230 to access service 220. Controller 215 also operates to
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[ 00093] Figure 10 shows a flow diagramillustrati ng an enbodi nent
utilizing target |ocations stored in the user profile. In block 1005
a user proyid Medixi@sner ated as descri bed above. A user @i okfoss
generated in block 1010 and nenorized and stored in block 1015. As
shown in block 1020 an aut hentication session is initiated. In block
1025 the authentication system 100 presents a user with an
arrangenent of variables and target |locations. In block 1030 the user
recogni zes the variables presented in the arrangenment that natch the
vari abl es dingct taffig ssnorgpepmpanenisl oh systgms2ethander e ¢antiohef instrgetions

| ocat i on-speghfiad Lach AL NALL AL vl 8ok NeoKARLAN £15 Lo LGk, 1078

the user det'erfines a resu for and e

resul t. | stdrhgelcap@dify tdrecampitiwnt dedte @30syithir nstbrageplaoilisnby. a&siagns
the value in the target |ocation specified for that variable to the
vari abl e &qﬂwe&gpq%se[rﬁ%r, oﬁ%‘?té‘{hiebng%%f maYe QRSERtSr dP natlengCYen Sthi'e

an i ndeperdgiputing Sdéviced 7, 0ck H@15ahde upohhalitepBtatih, SYRVRIB other
conpares the independent _result with the user entered result and if

t he resul C8MpHiiRG devines g8he herd o atithoarceys @ Aeryicged?Q ard insethesseningst o
t he servi %800 @ﬂﬂl ication as shown in block 1050. If the results do
not match, access is denied as shown in block 1055. [00094] Figure
11 shows a flow diagramillustrating an enbodi ment utilizing target

| ocat i ons [G7ghr tn Yfis erndodiseentf progtdnas that contsrlkha autheatication Froceasiea

IS genera LL I ' I A 1S
menor i zedtaﬁﬁ 3‘@%‘%@?%@{5%2%9 g&’?’ﬁéedrﬁ@ %Qqn@ngér%@g i %%Aq%sé?% Iaﬁla gt%%aégyémvm
in bl ock 2620.Pdriord otctheldihentivation phestsseatandrsesgivne maWYOe peefoembd a -
user with_an arrange t qf, variables and target |ocati.ons. The user
Fecogni 2eBY PHebdsaPrepT ang 60 PRirohe! BiPAiTGe ifed ihaloaek BRViche
vari abl es2u® ahletdiags fdcny bz ragsbatigslygns the value in the target

| ocation specified for that variable to the variable as shown in

bl ock 113&? Ln. bl.ock 1%%5 t he user deternm nes a result of the user
formul a alfP0ént ePENIFRE=Pe®aY P8 ARY ARPERALOIEN SREVIGRIP SMiSRE £OMAYing
system i ndependsmbt ¥ (asEbBEsmplthg'dvitd 24b Fn'&? ré&&iﬁ@écdéé@.fitF'o?@xample,
specified for that variable to the variable and perforns the

oper at i ongenyicet B0 Usay Heoendpla picogshiegasystem, isngepwwtational ssnliqe, ahe

aut henti catd : t [ t [€e - W

nt ored 1 S BUSORRAABEY Baie el AVRY EIIERS ol Tplicti a2l haf eGe
1150 t he wilihetampuainigodeggs t289, giongslleh@1bser rayx esside cartywdhese rwithie
or application. shown. in..bl o 1155, if the resul do not match,
Sccony | oNateih 290y BEGYRp rAug FAf sV s macnehlSisveRit R0l e
arrangenent of cells is shown as a rectangular grid, the arrangenent
may have [@0978hafemamahications metwaoré 28%ymay idpdudeodnyg it or netwodc atitales .

The cells, within the. arrangenen al so have any shape. [0Q0096] In
anot her  dRbGAMITEHYCSoRe 8L ERERPlec d0% dRtedgats Sh Pl Paoriect SePPRe g
dummy chareosk $PSENS & WirbRISE GRbthOrkg anwiréd nétvisrk A8 Gy R aRt RétHofKk
specifically for nunbers, decoy digits, to the user formnmula result.

Thi s featFV)i stcadefMBEYBINaIOD ePaY siee | exegpieshvisiaguaay suwiaglen aretesol) v
di sgui se iﬁaﬁ iHﬁ%.zé %W"?CE??PUHC even further by spontaneously adding
addi ti ona cﬂa acters to the user fornula result before entering it.
The user may add decoy characters anywhere in the user formula

resul t. TROE77]i nintthe coveae ofpngsations auseronsy atampt taageaasrrengee 220.
vari abl e [ Qr r ergfo

Fosurt | CoRIEEre, AR 9 ndifed i e ARl RpelSTre b e,
char act ercontraljeri 2t uolay amynimr Eranintecept alhaatieetEs |, tonasdess ssartiod , 220r

i mage. [00097] In one enbodi nent .any, nunber .of coy characters y
be- i et SPEPL SN BRI cPrERE e AToted 3T SeiSe el 55 o R ATt Sy
anot her ehack TR0t may herEmABRYAI erolRS bl | ek 89 it mpid g0 AohevmdY 2151e60Y
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[ 00098] Referring to the N2 exanple, a user nmay be presented with an
arrangenment of variables and may cal cul ate the user formula result as
A6BAC3. ThgaaaisiNe9Vvi des AAG6BB4C33 to the aut henti catiQPrs%a5A80ss

t hus adding an additional "A " an additional "B," and an additi onal
"3" to the original result. In this exanple, the authentication
system determ nes the characters in the original user fornmula result
fromthe independent cal cul ati on descri bed above and parses the
AAG6BBAC33 string. The authentication systemdetermnm nes that the

ori gi nal wsesesshigmAry ptherisuitalge pretbedof daiRgReNEPReME theantiah@ccess
nunber of LS: he aut hentication system
identifi estgtgﬁ%?cef{%fﬁ%k%ﬁesﬁ) %?'”Ea‘g%'g@”?@ar acters (3) satisfies the
decoy character restriction, that is, the maxi mum nunber of N 2 decoy
char act er §00018¢ Syanteoktet R4h inltiatessamaedsmntication bessiorio determinddf the

nunber of decoy charagters exceeds N 2 _or the, origi.nal er. for
Toaot s uEr R GRARERAE WRRBNSRR! e X Brtrall RufiveE P e BES e bR es
access. [ @a9lleOpherpdociey cdrap@iicedeviest 23@ twitnslatRandecsmaants eid
and ot her paxi mum nunbers of de_co]y characters may be used, for .
exanpl e, Risplay\gmarrapgemerioy vaiablies irdispiay Sh\RHILPreMeh2 Hsghioaprovide

L Tustrat kg r@quneBP ol 1Ret foFLLJIé.Zi e @%ﬁfbhltiﬁﬁadé%ﬁéeebﬁ%e@s“ﬁ%f szPfthEE' a

is generated In block 1210. e user fornula may or not inclu
target | ocantrelies 246. dextiollped! ablseconpnies s sesulusing the wsardamnula ead

and stored,_| tigati | ISk L

shoun i n 5rbER MBS e Sdnadifind O ERbER' SRS EaTTRY alifhd et
wi th an acompgedent cartrollar 2 th hnascha sostnalien 2118 dilbws lact@sd5io sEimdce 220.
arrangenment may or may not include target |ocations and val ues as

d i bed . In bl 230. th ' th j

oe sty RO o8, e o S PPl RuSd S ALl A
formul a afghcassi elebtrbatRlabevePer fdcad fd@fulh hiby VIS i sibvell 68 déral,
vari able. The value may be a value in a target |ocation if required.

As shown [9NeNaR& sigraget drvies &d47det@peraiis &N gy llecadtfofrelay Jagluding
formula a i i .

ar et of PAe RO Aol 48er OFMNTRGEC e FUR, RGO 1 o o
perforns fommutspérseriing saiogs thoen deearbogeneat obvarpii¢r intalthe sesisdithaed

to th i i I

may not e 8auabaff ERERLAdThd ARGRERETkeR IR ey Y Pt Ty
syst Ie{n paa stisntt m?gmrrugfﬂgrc_m tednpelmd UeWige fa30d Ebetdﬁi?nk rwlel{h?n@mh e
resu i S, present anpon i nt erspersed decoy characters. ,

Fosul t | SToRDEp RRGHES deeling Velasniied e SRONEPTatT oW &S MG A0 e
resul t i sudedyenehiad th theerehRite RIrmIRE A WaIPdRHeSost §XhE irSthbRBrRial A8d
decoy characters is null, access is granted as shown in bl ock 1260

| f the re&amputing thsuresuingl 4Ry reeedy Termwlaciay e feriosmpdnky [@aservBeen
specified rog]%q,ﬁ ohSontrBfersaily of restrictions is not null, the system
verifies that the gecoy characters satisfy the restrictions as shown
in block 1255. If the restrictions are not satisfied, access is not

granted (IGP8RW 1Pigsye 6ilfusimiesdannihercbediment shaywn pe e distsbuadesybiesn
o SRR OLBE (BheRcl D) e cORMNIGY SRS aRPrRgl

to Figure I'ment o enticati system
al | ow a ustrnétdasedidnd mayasstthaiV¥erld MédeVéelz asat cammwin ¢dmemunication

arrangenent .of vakiabl e The custom zatio y.be specific to.a
par t 1 cul APegiliy  orystgnaBap neraing BividEs gl 1R eatuBR o le grevictsly
aut hent i cdscAbed esiabedimahtserands glcludaiseaf ag@beksdfousarst 50m, .1 heloiser
is presented with their specific custom arrangenent. This _enables the
user to \/w‘é’t”ifpﬂ}ertﬁ%ﬁs Q’Fﬂsas@ém Ph P%éW'@ﬁﬂoﬁ‘%Pérsﬁﬁﬂ‘F%SWTt h- P804 n Usaes

the aut hegily, cat 50 LEp1iEE8 8@, N0t gatd) 14HROE rﬁgoil%}’séz%mgce)%&%ﬂ%%breg@ﬁt

user nmay pe a e to custonize any nunber o eat ures
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[ 000103] The custom features of the arrangenment nay be stored as part
of a user's profile, nmentioned above. In one enbodi nent, upon

i nitiationyQfoidksfesshentication session, a user may | ogP(gf)U@MO.;m\éﬂ;sg}g
their user name or sone other unique i dentifier. The authentication

system may then validate the user nane and provi des an arrangenent of
variables. If a legitimte user nane has been provided, the

aut hentication system may supply the custom zed arrangenent
associated with the user's profile, and may thus provide the user

wi th, for iesepgsdent antitiase forexamplar bu@eesmantlttelseyh@trafeu eareeated by the

Mot uct ed HEGTraof Hest R e 260 1 Toer A Bedno AR TRt tne
provi ded aeevices ar madgbsECUMPLEIng déxhassedccufstimgumet $ervidesrurgler program

custom zati o 000104] I n one enb . the aut hentlcatlon system
o o b oRH 0 TP Aasers BTk GiPal ey BE% A THE1S P A dog

so as to &N&*edofathérsbw?t‘;?bsofa‘sw ovesh, %daé‘)éoht'ﬂ&@'r@b'&bré@s%%ﬁﬁﬂ%@h
i nposter or attacker. [000105] It "shoul d be understood th

f or egoi ng a6eews thseua abthesticgiian. | e raperatersof SwlceBsﬁﬁoosec%On in turn
enbodi nmen fﬁ_r)llq e by
t hose skil trﬁ%yde/z?féfégm:éicsmﬂ? he' ?’ e epaOFlg% é‘#c(rég% ggtr'rd\:nn‘ét’[ésré%gs'
di scl osed Qtberbusingsscaratigeghgnts taneond tselu.mees;l sermmmlopmtcsrs and dontreteted
to enbrace all such alternat ive nodi s and.variances which
ol & ¢ nonoie” B0 A PR o B2 a5 i dmans, of Mors
cl ai med i processdrs 425RYr m@c@ﬁngapﬁo@ed}ﬁs @aouna Eoritde Usé04utREARE%oh &nd
devi ce, service, application, function, or_ system conprising: using

a process@FCHT Rrseiviche M0 at P5N s Fontlar 2 praralasqto aughenticate users
aut hent i C%ﬁbﬁ” K8Yo, Nakd o PFchd?J cfhe“g’?deFH BeAces EHOFCL EE5hY O @n
set of variabl'eés and oper ati ons provi
authenticated user. The services 650, ... 650, may include any service to which
users 610 ... 610, may require access including e-commerce transactions. For
example, services 650, ... 650, may include merchandise purchasing systems,
data processing systems, computational services, content delivery services for
delivering text, audio or video, etc., all participating in commercial transactions

over a network, such as the Internet.

[00081] In system 600, one or more users 6104 ... 610, may routinely access
services 6504 ... 6850,. Controller 620 monitors or is notified of the attempted
access. For example, controller 620 may monitor and intercept all attempts to
access any of services 650y ... 650,. In another example, services 650 ... 650,
may automatically route all access attempts to controller 620 for processing or

otherwise notify controller 620 of an attempted access.

[00082] In response, controller 620 initiates an authentication session with
each user 610 to determine if the particular user is eligible, has permission, or is
generaily allowed to access the one or more services 6504 ... 650,. If the user
610 provides the proper credentials, that is, the proper result of the user formula
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by the authentication systemand for storing the user formula in the
aut hentication system utilizing a display to present the user with
an arrangef®oddsis8! | s generated by the authenticati onpSygéRevssash
cell having a variable and one or nore val ues assigned to the
variable within the cell; using the processor to detect a first
result cal culated by identifying, for each variable in the user
formula, a matching variable in one of the cells, applying one of the
one or nore values within the cell to the variable in the . user
fornul a, &%ddpegritedmergin heorsipdentG2onsllas 1Agecsssde therdesired service or
intersper%dxk e or nore dummy characters anong the characters of
the first Tesult; and conveying the first result with the dummy
characters to the authentication system wherein the authentication
syst em aut[6@¢fd] cdheanather esbodinierd, seusard6t@sudy atemat deEacase cnedor

I ndependent cal cul at} of . the user formula cal cul.ated by the .

aut hent | cAY B PR RRL it tis 1ap0nHeRE preste pefe BRutia S ghine b Kanpyme

char act er hagied CbhetrellsnaeociRaiqied & Vel noditastthefatteppted heeess. In

restrictions. 2. The nethod of claiml1l, wherein the set of

speci fi ed 'PPANBRcEqIIRder 824 (nitjates an authentication session with the user 610. An
administrator, which may be a program or an operator, conveys a user formula to
the user 610 that is only valid for a single use. The user 610 enters the result of
the one time user formula and is generally allowed to access the one or more

services 6504 ... 650,

[00084] Figure 7 shows a system 700 that utilizes an embodiment for securing
data sent as part of a message, for example, by email. The system 700 includes
a message originator 705 that utilizes the authentication system 710 disclosed
herein, a recipient 715 and a communications network. Both the originator 705
and recipient 715 include one or more processors, memory devices and
programs to support message transfer and authentication operations as
disclosed. The originator 705 constructs a message, for example an email, that
includes data the originator 705 wishes to secure. A block diagram of such a
message 810 is shown in Figure 8. The data 820 may be included as part of the
message or as a file attached to the message. The authentication system 710
includes a wrapper 825 with the message 810 and data 820 that will initiate an
authentication session and prevent access to the data 820 unless the recipient
715 produces the proper credentials. The message is then conveyed to the

recipient 715, for example, using a standard email protocol.

[00085] Upcen receipt, the recipient 715 attempts to open the message. The
wrapper initiates an authentication session, displaying an arrangement as shown
in Figure 3. A return receipt to the originator is also generated which causes the
same authentication session to be initiated for the originator 705.
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3. The method of claim1, wherein the authentication system processor

operates to custom ze the arrangenment of cells for the user. 4. The
met hod of @lgdyiRgkivodherein the vari abl es conprise any aj@RhaddiRlshdis
character, mark, synbol, or inmage. 5. The method of claiml,
wherein the val ues conprise randonmly generated nunerical val ues. 6.

The nethod of claim1, conprising using the authentication system
processor to provide the user with assistance in creating a user
formul a. 7. The method of claim11, wherein the user fornula

i ncl udes d9RO&H] nthe wrighasen dper delergines the residt wét thed odginatatismuger
h
Cocal 1 or ngi R el CaliRln 6 BRUT L URTEIPBRET Y. e iR I 2,
r enot ef f onmtlhad rj&wrerg ftc]lcm tt:]aser}ie Dﬁerdm:l @anvlepldhé n'reﬁaa@é]eﬁhela cerflple_gt ér’ﬂea];s
user i acacuatl of the local fo mat ches a cal ¢ on. o
the et 41 Wi Enc, T GrreshdhsNTABRETOFA% PUHR BocamRdp dhin ol Op o apnce
formul a i shd RARS ROEIBBH 8he auttléhticAtién EBESIBH &idsC! Bhoh Simd\BAT StdmphR
calculation of the local fornula is perfornmed by a |ocal conputing

devi ce, amBdealteuPRen offieofmAIASR; cRROtheN raNtaentisatiet forgieyl Wihaa new
controll e, Lagohent " Ofd &hk O ndeMB ! inBRIGEE VA& values assigned to the

variables and requires the originator 705 to again determine the results of
applying the originator's user formula. Therefore, if the recipient 715 attempts to
open the message again, or forwards the message to another, the previous
result of the user formuia is no longer operable to open the message and the

originator 705 may be notified.

[00087] Another embodiment of the arrangement presented to a user is shown
in Figure 9. As mentioned above, as part of the authentication session, an
arrangement of variables 900 may be presented to a user. The arrangement 900
may include variables 910 and multiple values 915 in each cell 920. As
mentioned above, the variables and values may include any alphanumeric

character, or any mark, symbol, or image.

[00088] In this embodiment, the cells 920 are each denoted by a variable 910
with a value 815 in each corner of each cell. It should be understood that there
may be any number of variables 910 and values 915 in any location in each cell.
For example, each cell may have a geometric shape such as a rectangle, and
the values may be located in corners of each cell. As another example, each cell
may have a circular shape and the location of values in each cell may be

specified in degrees.

[00089] Generally, the value to be assigned to a variable as part of the
authentication process may have a specific location in the cell called a target
location. The cell in Figure 9 with the variable H may be used as an example. f
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11. The method of claim 1l further conprising: using the
aut henti cati on processor for: providing a wapper that initiates an

aut hent i capigPhF®sfson according to claim1l; encapsul atifgydoRsaage
with data in the wapper; initiating a first authentication session

for a nessage recipient and a second authentication session for a
nmessage originator upon an attenpt to open the nes- sage; determning
a user formula result fromthe second authentication session;

providing the result to the first authentication session; and
the target location for H is the upper left hand corner, the value to be assigned to

His 5.

[00090] In an exemplary embodiment, as part of the user set up process
described previously, a user may provide information, referred to as a profile.
The user profile may include information about the user, for exampie, a name,
contact information, work location, etc. The profile may be stored in controller
215 (Figure 5), local computing device 230 (Figure 5) storage facility 265 (Figure
5) or any other appropriate location. The user profile may also include one or
more target locations for the variables in the user's user formula. The target
locations may be specified in terms of relative location within each cell, such as,
“upper left corner,” or “90 degrees.” Any other location specification technique

may be used.

[00091] In another embodiment, the target locations may be specified as pan
of the user formula. For example, an exemplary user formula for the
embodimént shown in Figure 9 may be B(UL)+C(LL), where UL is a target that
designates using a value in the upper left corner of the cell that includes B, and
LL is a target location that designates using a value in the lower left corner of the
cell that includes C. Any other designation may be used to specify a target

location within a cell,

[00092] Upon initiation of an authentication session, the authentication system
100 presents a user with an arrangement of variables as shown in Figure 9.
Each cell may have a variable and a number of values. The user recognizes the
variables presented in the arrangement that match the variables in the user
formula. The user may also understand that each variable has a target location
where the value to be assigned to the variable is located. The user recognizes
each variable, assigns the value in the target location specified for that variable
to the variable, performs the operations of the user formula and enters the resuit.
The authentication system independently assigns the vaiue in the target location
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allowing the recipient to access the nessage and data upon
aut henti cati on. 12. A systemfor authenticating a user for access

to a devi CQo B@shdks. application, function, or systemp&sopRhikies
an aut hentication key in the formof a user fornula selected froma
set of variables and operations provided by the authentication system
and stored in the authentication system a display to present the
user with an arrangenent of cells generated by the authentication
system each cell having a variable and one or nore val ues assigned
to the vaspagfied writhatvariablectsl the variablesand parfdrmsdhe opesations lof the user

var i abl & amsli8lo FaRNa MdeBahdh Mot "ind SlikhRiaiBnap el Bvaaiss,
wi t hi n t hé¢heomelepehderitaesliewithrth@luser enterdibrastftraridoif the PasuRe MASIER] 1he
of . the user forpula, the first result interspersed

t he operatigns , J 'SP
With gne BPR}?BF'%E‘*WW‘%’H&"Q@H B LISEHhACEHIH0)BA SeH/ et ar aaplicatienc 4t then

system apgh B8 doGidt FHtém YackBsd Regeniddrent i cation system for
authenticating the user if a second result of a separate and

i ndependent cal cul ation of the user fornula calculated by the
aut hent i cE30088] s fdqusen 1G shewnd flaw: diagram dHustrating anwemkoginent utiliging

char act er pargiididcafiort! el "R ARt B68r PRI YIrf bRk PboSRETsEH HHofile is
generated as described above. A user formula is generated in block 1010 and
memorized and stored in block 1015. As shown in block 1020 an authentication
session is initiated. In block 1025 the authentication system 100 presents a user
with an arrangement of variables and target locations. In block 1030 the user
recognizes the variables presented in the arrangement that match the variables
in the user formula and assigns the value in the target location specified for that
variable to the variable. In block 1035 the user determines a result of the user
formula and enters that result. [n block 1040 the authentication system
independently assigns the value in the target location specified for that variable
to the variable and performs the operations of the user formula to generate an
independent result. In block 1045 the authentication system compares the
independent result with the user entered result and if the results match, the
authentication system gives the user access to the service or application as
shown in block 1050. If the results do not match, access is denied as shown in

block 1055.

[00094] Figure 11 shows a flow diagram illustrating an embodiment utilizing
target locations as part of the user formula. In block 1110 a user formula is
generated with target locations. In block 1115 the user formula is memorized
and stored. An authentication session is initiated as shown in block 1120. In
block 1125 the authentication system 100 presents a user with an arrangement
of variables and target locations. The user recognizes the variables presented in
the arrangement that match the variables in the user formula and assigns the
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13. A method of authenticating a user for access to a device,
service, application, function, or system conprising: using a
processor w‘oﬁ;m/@tyiuhentlcatlon system for creating an apdheshbGRbdzon
key in the formof a user formula having vari abl es and operations
provi ded by the authentication systemand for storing the user
formula in the authentication system utilizing a display to present

the user with an arrangerrent of cells, each cell including a vari abl e
and one or nore ocations within the cel |, each targ
ocat | on bt BhAd8@ey kaeaton aRecilied S loalaasPaiecbsbe vegaget & shawn in

first re“ﬂléckcﬁwl ﬁ@gcpﬂ13§% by eﬁ;}tﬂés aeBulY F 'llfé)hgef‘ fBHH}IQ

formula, a matching variable in one o ece I'S, applyrng t
at a spemeﬂ‘l‘teara that g’@SUll oc it ikdeck i 140 ethenauthenticationt hgstesr mutﬂpendant%e

| a
wnerei n ¢ HEoR0E AP Rbth Ihe 6Lt BRT augiiet or ki R BbiL Rl B Guiaple
the first amesplérformt mesp@raﬁen@rmd thesuskt fainwa 3@@@?&98&1@1 mdependent
i ndependent  cal on of the user formula cal cul ated

aut hent i cag§4hn @‘ét nticafign Wﬁ@%?'ﬁ@@feéfm%F"Qeﬁ’?'ﬂ@entvﬂﬁéﬁ‘@”ﬁh i user
speci fi ed chdr8@lredACas isRBWhaR GG V4TI ﬁbthé rb§u|t§ Retddad pidiit ﬂ%o“ﬁ%r

forml a. 15. The nethod of claim 13, wherein the spécified target
| ocat i on Rythestigatiofasysiemegives ithe uaelreacaa’q‘»s(etoabersqw@e|dreapphca_t8m The

met hod of flbv@hrﬁ ﬁr%ck“f"?gg Gﬂ‘ Hletr}égul?srcgéﬁ rggﬁh Qéceggllé aer%gger ated by the

aut henti cation system 1§ custom ze e’ user. The net hod
of claim13, V\/nerel n the variabl es conprise any al phanuneric
char act er [Omﬁk, Rajpwining taoFiguradge while the arrangement of cells is shown as a

rectangular grid, the arrangement may have any shape and may include any
number of cells or locations. The cells within the arrangement may also have

any shape,

[00096] In another embodiment, the authentication system may allow a user to
add dummy characters, also referred to generally as decoy characters or
specifically for numbers, decoy digits, to the user formula resuit. This feature is
advantageous because it allows a user to dynamically disguise the user formula
result even further by spontaneously adding additional characters to the user
formula resuit before entering it. The user may add decoy characters anywhere
in the user formula result. Thus, in the event a user's actions and arrangement
of variables are being observed or recorded, the actual user formula resuit is
indiscernible from the decoy characters. The decoy characters may include any

alphanumeric character, mark, symbol, or image.

[00097] In one embodiment any number of decoy characters may be
interspersed among the characters of the user formula result. In another
embodiment, there may be restrictions on the allowable decoy characters. For
example, certain decoy characters or combinations of decoy characters may not
be allowed. [n other embodiments, a maximum number of allowable decoy
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18. The method of claim 13, wherein the values conprise randomy

gener ated nunerical val ues. 19. The method of claim13, conprising
usi ng the quiheHdsiewati on system processor to provide th@cyggﬁ,gwggd@g
assistance in creating a user formul a. 20. The nmethod of claim 13,

wherein the user fornula includes one or nore custom operators.

21. The nethod of claim 13, conprising: using the authentication
system prCcessor for creating a local fornula having a variable for
receiving the first result and a renote formula . having the user

formul a; &R@raRieIsRRY BaSPRETiete ASSLMOre SRECHn XAMRIe oedhaxifem Bember
fornmul a ' ;

ot hod of o1 CREBy Bhalofers Bldyafk Riz Wherd TR i hAhBY: & charadierg 1Fifle user
23. The ndomodaofesultabefors adging eienoy ehacadtens! at Then restrictiensd evabecoy

ol e | SyBRIGORTRE B dul BEEPRRMA U8 A bE e Rl BT M LB 7

| ocal conpubumof dewisceThe deéoy Tharatedrhedtrietiond aiay B staretinera memory,

comPr 1 G0 58 WhabEs, S h0TeGe 4758 o e SleRT GG 0 CS e TOr
[00098] Referring to the N/2 example, a user may be presented with an
arrangement of variables and may calculate the user formula result as A6B4C3.
The user provides AAGBB4C33 to the authentication system, thus adding an
additional “A,” an additional “B,” and an additional “3” to the original result. In this
example, the authentication system determines the characters in the original user
formula result from the independent calculation described above and parses the
AA6BB4C33 string. The authentication sysiem determines that the original user
formula result is present and determines that the number of decoy characters is
three. The authentication system identifies that the number of decoy characters
(3) satisfies the decoy character restriction, that is, the maximum number of N/2
decoy characters. The system then allows access. In the event that the number
of decoy characters exceeds N/2 or the original user formula result is not present

in the string, the authentication system denies access.

[00099] Other decoy character restrictions may be specified and other
maximum numbers of decoy characters may be used, for example, N/3, N/4, etc.

[000100] Figure 12 shows a flow diagram illustrating an embodiment utilizing
decoy characters. A user formula is generated in block 1210. The user formula
may or may not include target locations as described above. The user formula is
memorized and stored in block 1215, An authentication session is initiated as
shown in block 1220. The authentication system 100 presents a user with an
arrangement of variables as shown in block 1225. The arrangement may or may
not include target locations and values as described above. In block 1230 the
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providing a wapper that initiates an authentication session
according to claim13; encapsulating a nessage with data in the

wr apper; i @iddoadisagsa first authentication session for gBESSRAR2088
reci pient and a second authentication session for a nessage
originator upon an attenpt to open the nes- sage; determ ning a user
formula result fromthe second authentication session; providing the
result to the first authentication session; and allow ng the

reci pient to access the message and data upon aut henti cati on. 25. A
syst em f orUSEUITRERENIZES they variakles Rresenied dstheoagangement that match the

variables in the user formula and assigns the value specified for that variable to
the variable. The value may be a value in a target location if required. As shown
in block 1235 the user determines a result of the user formula and enters that
result including one or more decoy characters. In block 1240 the authentication
system independently performs the operations of the user formula using the
values assigned to the variables to generate an independent result. The values
may or may not have been assigned from target locations. In block 1250 the
system parses the user generated result to find if the independent resuit is
present among the interspersed decoy characters. If the result is not present
access is denied as shown in block 1265. If the result is found and the set of
decoy character restrictions on the decoy characters is null, access is granted as
shown in block 1260. If the result is found and any decoy character restrictions
have been specified, that is, the set of restrictions is not null, the system verifies
that the decoy characters satisfy the restrictions as shown in block 1255. If the
restrictions are not satisfied, access is not granted (block 1265). If the decoy
character restrictions have been satisfied, access is granted (block 1260).

[000101] Referring again to Figure 9, another embodiment of the authentication
system allows allow a user to modify or customize the presentation of the
arrangement of variables. The customization may be specific to a particular user
or to a group of users. Upon initiation of an authentication session after user
interface customization, the user is presented with their specific custom
arrangement. This enables the user 1o verify that the system they are interacting

with is in fact the authentication system and not an imposter system.

[000102] The user may be able to customize any number of features of the
arrangement, including for example, the color scheme, toolbar colors, fill colors,
background, text font, text size, text color, etc. In one embodiment, a user may
be able to provide an image for inclusion as part of the arrangement, for
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devi ce, service, application, function, or system conprising: an

aut hentication key in the formof a user fornula having variabl es and
oper at i onswioy avg/ekeshsby t he aut hentication system and st@fegshivdshBgs
aut henti cation system a display for presenting the user with an
arrangenment of cells, each cell including a variable and one or nore
target locations within the cell, each target |ocation displaying a
value; a first result calculated by identifying, for each variable in
t he user fomi a matchin riable in one of the cells, applying
the val Ue SPMPI&tABAGHITOUPY e (18 RiANGAMERt %2 BAekareund (s & gal, 38 a

vari abl e ivarfaBR, dp 85 ahpBHIA of W aRERGSREMNT t he operations of the
user forrmula; and circuitry in the authentication system for

aut henti cati n1g the user if the first result natches a second result
of a separl8P@TQHdThe:gupleRy Eaatures & dhatdrangemenhaaysee stareshasapart of a

cal cul at ed,dayst ignRutedncal 86VeY Shethe  afnduifRNE O iniriation of an

aut henticating a usér access to Sservi'ce, applicati

f uncti on, asthenficaton sessipn,i giusgr may gy . py dggiag dheiofusan name or some
' uthenticatiop key jnh.the form

aut henti cagl on stem f.ar creati n
of a user oy ey THE) alRaRibite iflest Do Braiaicys e user
aut hent i calan@nasy preikicnan haangémenngl VArabise! if folegihfaté iséNRame has
aut hent i c%t i on sgs_t en o )
een provided, the authentication system may supply the customized
arrangement associated with the user's profile, and may thus provide the user
with, for example, a level of assurance that they are interacting with the
authentication system. In another example, a user may be instructed to end the
session if a legitimate user name has been provided and an arrangement is

displayed without the user’s customization.

[000104] In one embodiment, the authentication system may provide a generic
arrangement if an invalid user name is provided so as to avoid alerting or

providing any information to a potential imposter or attacker.

[000105] It should be understood that the foregoing description is only illustrative
of the disclosed embodiments. Various alternatives and modifications can be
devised by those skilled in the art without departing from the embodiments
disclosed herein. Accordingly, the disclosed embodiments are intended to
embrace all such alternatives, modifications and variances which fall within the

scope of the appended claims.

[000106] Whatis claimed is:
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utilizing a display to present the user with an arrangenent of cells
each cell including a variable and one or nore target |ocations ’
within the cell, each target |ocation displaying a value; using the
processor to detect a first result calculated by identifying, for
each variable in the user fornula, a matching variable in one of the
cells, applying the value at a specified target |ocation in the one
cell to the.variable in the user fornula, and performng the

operations of the us oryul.a; .and usi t C to detect an

i nt er sper si ﬂg@‘egﬁgﬁﬁaﬁglw1&%5?%&%?%&%%@%3& e characters of
the first seeeoesapplivetionniiiedioBuPhetFBatPURISYSE em processor

aut hent i cat esirihe prsesssorf obarsaubeaticaiiu 3y A05Ei0afAEe and

i ndependent calcaibhoeatiin kbe iuste fornmol a catrchitraned by the

aut hent i cati on sYstem iy {@WIdatifbledanl opefatiopsprovideth the dummy
characters an e%e%& . c i i - i fi
6 G ettt g ol Kpyglboiseecl o

restrictions. :
speci fied resfempuiaghdhe auiigniication §Y51¢Ma et hod of claim 26, wherein

the specifi etilizugedispdanta presearthe aser Wk BAEANZEMTY| uded in the
user fornula. ofcel?@geﬁﬁimtedibtyhbdam’hemiaati*m%',stamaﬂéhﬁeﬂhe speci fi ed

target locatiqg, 1%&1 €A% 1M aRd akk 8y ifore Rehed askignedtarher profile.
30. The nethod o % rein the authentication system

al
rocessor cust Hifle B
G
al phanuneri ¢ ddentdying,  foreeaeh €gumaRie, ingthe Hgaefon%ﬂa, a
matching variable in one of the cells, applying one ofthe
one or more values within the cell to the variable in the .
user formula, and performing the operations of the user
formula;
interspersing one or more dummy characters among the
characters of the first result; and
conveying the first result with the dunmumy characters to the
authentication system,
wherein the authentication system authenticates the user if
a second result of a separate and independent calculation
ofthe user formula calculated by the authentication sys-
tem is found in the first result with the dummy characters
and the dummy characters satisfy a set of specified

restrictions.

2. The method of claim 1, wherein the set of specified
restrictions is null.

3. The method of claim 1, wherein the authentication sys-
tem processor operates to customize the arrangement of cells

for the user.

4. The method of claim 1, wherein the variables comprise
any alphanumeric character, mark, symbol, or image.

5. The method of claim 1, wherein the values comprise
randomly generated numerical values.

6. The method of claim 1, comprising using the authenti-
cation system processor to provide the user with assistance in
creating a user formula.

7. The method of claim 1, wherein the user formula
includes one or more custom operators.
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32. The nethod of claim26, wherein the values conprise randomy
generated nunerical val ues. 33. The nethod of claim 26, conprising
using the authentication system processor to provide the user with

assistance in creating a user formul a.

wherein the user formula includes one or nore customo
35. The nethod of claim 26, conprising: using the authentication
system pr OCﬁSTgé nl&hod rc&"@l'ﬁlﬁg 18chReAkifoOfsTHE Qhé‘ anfhegtia
recei ving t‘rlon dter re)ts:(l-f' go r@a Gl %H‘M 14 h@@i’dtﬁg the user

| ocal

met hod of heviaigrthe Sisenkingila; alwbmro%,lahel#téf‘rwbafhﬁg-wﬁ
37. The netloothtioh of thernodH, fonhatematdivs acleuliaonod the t he | ocal
formul a i gstef RrH®@gs. by a | ocal conputing device, and

the remte Jorul a 48 PSF EREIES BYefeif ML 10Ld 180 rARIR S

conputi ng devi

transportable.

10. The method of claim 8, wherein the calculation of the
local formula is performed by a local computing device, and
calculation of the remote formula is performed by a controller
remote from the local computing device.

11. The method of claim 1 further comprising:

using the authentication processor for:

providing a wrapper that initiates an authentication ses-
sion according to claim 1;

encapsulating a message with data in the wrapper;

initiating a first authentication session for a message
recipient and a second authentication session for a
message originator upon an attempt to open the mes-
sage;

determining a user formula result from the second
authentication session;

providing the result to the first authentication session,
and

allowing the recipient to access the message and data
upon authentication.

12. A system for authenticating a user for access to a

device, service, application, function, or systeni, comprising:
an authentication key in the form of a user formula selected
from a set of variables and operations provided by the
authentication system and stored in the authentication
system;

a display to present the user with an arrangement of cells
generated by the authentication system, each cell having
a variable and one or more values assigned to the vari-
able within the cell;

a first result caloulated by identifying, for each variable in
the user formula, a matching variable in one of the cells,
applying one of the one or more values within the one
cell to the variable in the user formula, performing the
operations of the user formula, the first result inter-
spersed with one or more dummy characters and con-

veyed to the authentication system; and
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38. The nethod of claim 26 further conprising:

usi ng

t he

aut henti cati on processor for; providing a wapper that initiates an

aut henti cati on session according to claim 26;

encaps

ul ati ng a nessage

with data in the wapper; initiating a first authentication session
for a nmessage recipient and a second authentication session for a

message orj gi nat.or

upon an atftenpt ta open TeS-
a user fofWEMIAYIBEhE "It‘O“t IERREATHSL Sgg??éﬂ goraﬁﬁp@ﬁ{]q?@gﬁé?%
provi di ng tweerriésusecond newultfofr 8 tseparatre And dadersndsatsi on; and
al | owi ng t healewlatiph efithd wseroesslatchtculaed dyehamthdat a upon
aut henti cat§i@fion system is found in the first result with the

dummy characters and the dummy characters s

set of specified restrictions.
13. A method of authenticating a user foraccess to a
service, application, function, or system, comprising

using a processor of an authentication system for creating
an authentication key in the form of a user formula

atisly a

device,

having variables and operations provided by the authen-

tication system and for storing the user formula in the

authentication system,

utilizing a display to present the user with an arrangement

of cells, each cell including a variable and one or more

target locations within the cell, each target location dis-

playing a value; and

using the processor to detect a first result calculated by

identifying, for each variable in the user formula, a

matching variable in one of the cells, applying the value
at a specified target location in the one cell to the variable
in the user formula, and performing the operations of the

user formula;

wherein the authentication system processor authenticates
the user if the first result matches a second result of a

separate and independent calculation of the user
calculated by the authentication system.

14. The method of claim 13, wherein the specified target

formula

location for each variable is included in the nser formula.

15. The method of claim 13, wherein the specified target

location for each variable is included in a user profil

e.

sage; determ ning
sessi on;

16. The method of claim 13, wherein the arrangement of

cells generated by the authentication system is customized for

{he user.

17. The method of claim 13, wherein the variables com-
prise any alphanumeric character, mark, symbol, or image.

18. The method of claim 13, wherein the values comprise

randomly generated numerical values.

19. The method of claim 13, comprising using the authen-
tication system processor to provide the user with assistance

in creating a user formula.

20. The method of claim 13, wherein the user formula

includes one or more custom operators.
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39. A systemfor authenticating a user for access to a device,
service, application, function, or system conprising: an

aut hentication key in the formof a user fornula having vari abl es and
operations provided by the authentication systemand stored in the
aut henti cation system a display for presenting the user with an
arrangenment of cells, each cell including a variable and one or nore

target |ocatipnsryu 19’(1@) td}% zﬁfﬂ %Ig,lgl &gﬁ&n& aﬁltﬁ& di splaying a

val ue; a figst. resut cal. % tog g Xch variable in
the user forFlic %tpé?\?er‘? N |C5 Tﬁlq%oﬁﬁ g 82y s appl yi ng
the val ue & Vaiaie #’I“éifl‘flagd]é% frgagswlband g renwtedergelal to the

vari abl e i rhaviieg uberuseorfonhula; perd evthientcatigz dpenaei dgha of the user

formula, t h@lcfulﬂﬁtbn DE skt Iochhfcﬁﬁﬁﬂ@ﬁﬁﬂdhw 4 BaleORiRM GPhe dumy
characters g gygd to the authentication system and circuitry

hen | h roif n
osul't of Qe?ép ﬁ%ﬁﬁfﬁcﬁ‘@a@%eﬂﬁwﬁ%{%éﬁ? R OBRUATE user tor mil
cal cul at ed UYSPHEaRIGt hent i cation systemis found in the first result
wi th the dumdy. Thanmthed of alatnt2ie wherem thhealaniation fahesfy a set of
speci fied i&sl foghilans performed by a local computing device, and
-calculation of the remote formula is performed by a controller
remote from the local computing device.
24. The method of claim 13 further comprising:
using the authentication system processor for:
providing a wrapper that initiates an authentication ses-
sion according to claim 13;
encapsulating a message with data in the wrapper;
initiating a first authentication session for a message
recipient and a second authentication session for a
message originator upon an attenipt to open the mes-
sage;
determining a user formula result from the second
authentication session;
providing the result to the first authentication session;
and
allowing the recipient 1o access the message and dala
upon authentication.
25. A system for authenticating a user for access to a
device, service, application, function, or system, comprising;
an authentication key m the form of a user formula having
variables and operations provided by the authentication
system and stored in the authentication system;
a display for presenting the user with an arrangement of
cells, cach cell including a variable and one or more
target locations within the cell, each target location dis-
playing a value;
a first result calculated by identifying, for each variable in
the user formula, a matching variable in one of the cells,
applying the value at a specified target focation in the
one cell to the vaniable in the user formula, and perform-
ing the operations of the user formula; and
circuitry inthe authentication system for authenticating the
user if the first result matches a second result of a sepa-
rate and independent calculation of the user formula
calculated by the authentication sysiem.

32



26. A method of authenticating a user for access to a device,
service, application, function, or system, comprising:

using a processor of an authentication system for creating
an authentication key in the form of a user formula
having variables and operations provided by the authen-
tication system and for storing the user formula in the
authentication system;

utilizing a display to present the user with an arrangement
of cells, each cell including a variable and one or more
target locations within the cell, each target location dis-
playing a value;

using the processor to detect a first result calculated by
identifying, for each variable in the user formula, a
matching variable in one of the cells, applying the value
at a specified target location in the one cell to the variable
in the user formula, and performing the operations ofthe
use formula; and

using the processor to detect an interspersing of one or
more dummy characters among the characters of the first
result;

wherein the authentication system processor authenticates
the user if a second result of a separate and independent
calculation of the nser formula calculated by the authen-
tication system is found in the first result with the
dummy characters and the dummy characlers satisly a
set of specified restrictions.

27. The method of claim 26, wherein the set of specified
restrictions is null.

28. The method of claim 26, wherein the specified target
location for each variable is included in the user formula.

29. The method of claim 26, wherein the specified target
location for each variable is included in a user profile.

30. The method of claim 26, wherein the authentication
system processor customizes the arrangement of cells for the
user.

31. The method of claim 26, wherein the variables com-
prise any alphanumeric character, mark, symbol, or image.

32. The method of claim 26, wherein the values comprise
randomly generated numerical values.

33. The method of claim 26, comprising using the authen-
tication system processor to provide the user with assistance
in creating a user formula.

34, The method of claim 26, wherein the user lormula
includes one or more custom operators.
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35. The method of claim 26, comprising;

using the authentication system processor for creating a
local formula having a variable for receiving the first
result and a remote formula having the user formula and
for 1

authenticating the user if a calculation of the local formula
matches a caleulation of the remote formula.

36. The method of claim 35, wherein the local formula is
transportable.

37. The method of claim 35, wherein the calculation of the
local formula is performed by a local computing device, and
calculation of the remote formula is performed by a controller
remote from the local computing device.

38. The method of claim 26 further comprising:

using the authentication processor for;

providing a wrapper that initiates an authentication ses-
sion according to claim 26;

encapsulating a message with data in the wrapper;

initiating a first authentication session for a message
recipient and a second authentication session for a
message originator upon an attempt to open the mes-
sage;

determining a user formula result from the second
authentication session;

providing the result to the first authentication session;
and

allowing the recipient to access the message and data
upon authentication.

39. A system for authenticating a user for access to a-
device, service, apphcatmn function, or system, comprising:
an authentication key in the form of a user formula having
variables and operations provided by the authentication

system and stored in the authentication system;

a display for presenting the user with an arrangement of
cells, each cell including a variable and one or more

target locations within the cell, each target location dis-
playmo a value;

a first result calculated by identifying, for each variable in
the user formula, a matching variable in one of the cells,
applying the value at a specified target location in the
one cell to the variable in the user formula, performing
the operations of the user formula, the first result inter-
spersed with one or more dummy characters and con-
veyed to the authentication system; and
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circuitry in the authentication system for authenticating the
user if a second result of a separate and independent
calculation of the user formula calculated by the authen-
ticationn system is found in the first result with the
dummy characters and the dummy characters satisfy a
set of specified restrictions.
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