a 9 MAR 2004, WD 01/24082 PCT/ US00/ 24661 SYSTEM AND METHOD FOR QR@NMERN@Q{
PAYMENT SERVI CES I N ELECTRONI C COVWWERCE This application clains priority
fromUnited States provisional patent application serial No. 60/155, 841,
filed Septenber 24, 1999, entitled System and Process for Paynent

Services, which is hereby incorporated by reference. Fiel rgl vention
The preseﬁyopHg@hfion rel ates generally to the field of fgg?ﬁfﬁgg?hg

el ectronic comerce by providing services via a public key infrastructure.
Background of the Invention The world of electronic conmerce has created
new chal | enges to establishing relationships between contracting parties.

One of those GATEMISNDETIOD FORMROVIDINGIFWYMENE parties to the
transacti on cannot see or hear each other, and cannot otherw se easily

confirm each ot her SERVIGES ENELECTRONKE GQMMERGE ne renedy for this
probl emis to—prev-de—cach—eontractngparty—wtir—aprivate key for

signing transmtted nessages. The signing party nmakes avail able an

associ ated puyid gpofieition dMiins PHBFiHEEn VAKEE SesTrgvisionaliphient dpplipaiony” s
‘private key, and thus enables a receiving part to confirmthe identity of
t he senderial NBu60¢155,84¢led Septpmber2d, k389, eatitledstysisan sndRrpeess for Faymenty ¢ he
recipient. .In that .event.. the e transmt with its signed nessage
a di gi t ayTEEES YV 1‘%&?léerngvs'&g%fpﬁg‘}%g%géﬁel F¥ate authority. The certificate
isitsself a signed el ectronic docunent (signed with the private key of the
certificate authority) certifyi ng that a particular public key is the
public key of the sender. In s d nv. reci pient may be unfam i ar
wi th the public key of | £ t ' KRG naet her
ithe certifi cé[lthg Pre rslt[xlnﬁ t‘vﬁ?@é‘& %ér?%faﬁrlgtto g‘}\%eﬁr%?‘? bf[. gfﬁ&aé@@%}egﬁ{)mg reray ng to
check t g paevibiagtsesvidey virubublit kely infrastiudtire. certificate with an entity that
It trusts. One known protocol for checking certificate status is the
on-line certificate status protocol (OCSP). 19 Mg 2004 :3 01/24082

PCT/ YS00/ 24 Anot her chal | engerdQ% ShdVF e InV&itoncOMMerce rel ates to

paynents and the establishment of paynment systens. |In sone cases,
pur chaser s p&hefworldafeistonicchaswicehas created mevrahalenges toyestablishigg t t i ng a

credit card nuypber to a nerchant.. Seguri ri sks. and ot he
S coti araangRshps DRiee EaRFctns R Ot thliefe iflertBysfind fromhe HRE
busi nesspd RGNS REfrarlsh@ibhAGhid?A6e orditdr $40R GERE A lcandopbthewite easily

busi ness-to-busi ness_ones. . 7
confirm each other’s identity and authority to act.

15 One remedy for this problem is to provide each contracting party with a private key
for signing transmitted messages. The signing party makes available an associated public key
that decrypts messages signed with the party’s private key, and thus enables a receiving party

to confirm the identity of the sender.

But the sender’s public key may not be known a priori to the recipient. In that event,
20  the sender may transmit with its signed message a digital certificate issued by a certificate
authority. The certificate is itself a signed electronic document (signed with the private key
of the certificate authority) certifying that a particular public key is the public key of the
sender.
In some cases, the recipient may be unfamiliar with the public key of the certificate
' 25  authority or may not know whether the certificate 1s still valid. In that event, the recipient
may wish to check the authenticity and validity of the certificate with an entity that it trusts.

One known protocol for checking certificate status is the on-line certificate status protocol

(OCSP).



Several electronic paynment systens have al so been proposed, including ones
. that enploy digital certificates to authenticate the identity 109 ﬂARaW'
These systens, however, do not provide the array of- paynment instrunents

required for nodern el ectronic commerce, especiallly business-to-business
- electronic commerce, and often fail to provide an adequat g~rpkh@sifucture
to securelysandiserifiably effect electronic paynments. Sunmary of the
I nvention A system and nmethod are di sclosed for providing a plurality of
paynent services to facilitate electronic comerce. In a preferred
enbodi ment, these services are provided wihi fent end thef a
four-corner Anothér cholenge faping ¢! Fqné%?%'}‘wﬁ%%geesctg%}r,i ses. a t‘}#éfer al so
referred to. as tgzgsubs%%stg&ﬂg GUShiRRses, gitchasers pay fr goodsy O (o as
the r el gstablfskment@r@pyine engage in an on-| i&‘% tr ng@gtrisggandT&gelbuyer is a
cust one ﬂft a Ligi;&Mm@g@i@édiimdhumbﬂdﬂ?mqf 8t as an issuing
parti ci%‘ﬁ perng I'ssui ng participant a%&deg bie GRhfbrfhueinbss-tatcohsumery f or
t he buygrawbaeksiassacizsed wigh His/Biac KRS F'Oken i ncl udi ng a private key and
a di financial cerfifica | iebetollasinessngdrt i ci pant. The seller is
a cu$t otremsagiions ‘H‘afﬁgiaﬁeaﬁoggﬁgt%ferred to as the E‘F\ '%&@Eﬁdﬂ:i pant .
The relying gﬁ&“@lmmc@@ymemyatemhﬂq#1%¥°é’n PIQROSESS | yﬁﬁ;i the seller and
i ssues the seller a hardware tokeq gl}r}[%%tpgf@p [ VEhese kysyeram Howeveti @0t al
certifi galphoysdigitalaetsificatretor BRI BEY T pant .~ The system al so incl udes a
root certificate autharity hRdtninsenteRquiregi formoderntelertrenit AP She i ssui ng
and r el ponpropidetheary § & Bne benefit of the fiﬁurfaﬁ%g,%md%ﬁ%kied&td hat
trust b%%ﬁ(&%ﬁ%tﬁﬁ%ﬁﬂmaﬂﬁnssldlml’od@é@“ﬁ'@f’cme’a’é‘b‘é @& 8n edch party using the
- Bame cer ying authority to val.i | Qi-b@&k pe|hértd.i cates, or identity,
‘to egch ipfrismctuRatoseurelyqs Hﬁ?ﬁ?blgggggghgte%ﬁeapcﬁﬁl ook, in the first
I nstance, to their respective banks for such validations. In turn, the
buyer's and seller's banks | ook to t rogt el {i'ltly to provide the necessary
bridge that enables themto co 1 t he i&eﬂgtityﬁ%cq\?&ge party
to another and the integr,it . A REind Hplyralite o ment 2004
V~, | 01,'1_46825‘F@H“%J§@°?yf6§§m%%ge{)@ggent sgystp m and. et nad 1iauehdam t hi s
: i ese e e %0‘8
trust mogdel. to provideoameasc daa prdsmetrmbadiniitdSeyss Birer's fand sel | ers.
The four BEMPHEFFIUst model and pre- sf@,tﬂj-éo thoddpéishptises £baeraisthi ps
bet N {HacofrRk( dfxsfoandornerdryst M. E)lecﬁie banks enabl e the parties,to
conplete an on-| i r&g%g rc%ﬁgé lfgfonaér,aaﬂ Adttlers hlsol refemesiio £5 he PRSI
secure, wfered tofs ﬁ‘iqo \ y, guaranteed ﬁE-)aé){‘_rqent a?{P&ﬁBXn‘f‘c‘ialiﬁb‘iﬁlﬁdh,t he
pr eﬁent 'S _teﬁgaégin%g,hnﬁ;_elmnsdcgnndTh@hWﬁEFﬁa _“ﬁ _ eﬁ(?fl o(r;s Ei;:i\;iag%; afar
aut henti i Of,” message inteqgrity.,, non-. Bts a8 Adert i g ty.
In a preﬁgéﬁedtommdsmﬂaﬁf%%?é'n?-hﬁgéglégP%lgbii%?]mﬁ;g’ ?I?Hrl‘ eeien aysttgfm pr oceeds
from buyer to seller Arawaa tekéminbluding apriyaic exanpl e,
a buyer r%@b‘&?é%‘% bc,stgesttﬁ)e lﬁﬁ'el' Fhard cond financial

| 20 certificate signed by - e
| referred to as the relying participant. The relying particip
ncluding a private key and a

the issuing participant. The seller is a customer of a se
ant acts as a certificate
institution, :

rity for the seller and issues the seller a hardware token 1

utho .
) The system also includes a root certificate

digital certificate signed by the relying participant.

authority that issues digital certificates to the issuing and relying participants.

25 One benefit of the four-corner model is that trust between a buyer and seller does not

denend on each party using the same certifying authority to validate digital certificates, OT
i the buyer and seller each look, in the first instance, to their

essary bridge that enables them to confidently validat

to the root

entity to provide the nec

30  one party to another and the integrity of the messages they exchange.



paynment instruction and forward it to the seller who in turn forwards it to
- the seller's bank for wultimate delivery to, and paynent by, th Quﬁﬁé;ﬁlﬂk
bank. The present system and nethod operate efficiently in part.tbec
parti es have pre- established paynent authorization, routing, and
- settlenent instructions with their banks, which enable tgﬁ Q—%@“‘?‘sﬂto
initiate amsondoBhe paynent that is sinmultaneous with the f a{c I'on,
rat her than through a separate, off-line step. Additional efficiencies are
created through standardi zed paynment processing procedures at the banks.

The present system and nmet hod provi de nuner kdvidd shhbwdedr s. I n
particul ar, Thdmeqcnémﬁﬂl%ﬂ@ﬁ?‘glr?a"%?ﬁ‘ésdt"g#gl\?llagggg buyer with access to a

vari ety of paynent option atfins fiyurdcondr trast reodeband prerestablishedhe buyer
is al soP%WWF%FéY}c%tPE?u %g%%/%éleﬁ Erghﬁg ‘éll’]d know edaglg of bfat%h flaws, In
addi ti o h@%ﬁﬁe&%ﬁ}s Lebdeq theapitiessn sheinreapscve.banks ehable by paits
trade-i MISTENT F1 SKS by usin co ditil%&hslgwfo}gﬁhmmdemﬁover,
t he buyesmpleleayon-lafefpurdhasponhFa ap RS paynen andggurglg;ls.i nqugre
bundl ed into one proc { Rldacn s fn the beset spwerh of digitally sigeetet hod
Wi t h3 expateqnﬁgy,|€é‘5%8§°e§§§¥“é4n“§- g{%gwénabl es fg_l | el ect roni& @‘F ogegsing of the
entire égﬁ,%@ﬁk&ﬁ&ion?bﬂw@d&aauhen@s;sae,rme&ﬁ%ger’rﬁ't’%‘a: ResEPRBVYHE  Aumer ous
benefit§“to sellers. In particular, the present system and nethod provide
a sel | econfidehtialityy ability to offer paynent terns tail orted to vslt ed
clients. The_seller al hiefit PEsshging o thel present skstem PEREG use of
assur ed payn\gh?BFC?q%eagg‘gﬁo?%??ﬁe presen%é stem %nd %%E&gek io¥e a
sel | er' $ujdrth §dier fnetllinobdnkdg buysr'scesk. THBST FBTE VP HE AT er eIfnj oys
efficient”work flows, as,pa t Hreargs Ry theadllérs ankrder
’prodesspa)dmgé,mﬁtlfuctl%a@eflc’%‘gﬁtgoﬁ%ﬁa%ﬂﬁg{’&g&ggt?rrent obligation, it may ask
its bank,to di enfBy,itheibuysrsbank.ng a source of financing to WO
M 22408‘5"[‘?{8‘@%&0_’ I nlf.ée?ﬁ acigir’lg of the reﬁent SVBL5R: HfliedBhOpkew t h
exi sting | egaty peesshisystemland meshndpnesate gliCeBER U P0HTC by dcessi ng of the
entire transaction. In. r r nhadkientat ibtRictioreseit theirdasks, and
net hod fea@blllﬁt?ﬁﬁ’éyraerﬁlaﬂﬁ‘gﬁ?ﬁ{?ﬁb O%HB ’;%ent i nstrunents. Thesg1 include a
payent g gieLn.nfe 8w odhitiagain amlinapajerce; fRcs SRS ot q@? on, and
condi tional paynents. Each of these paywent i : Scibrci cieate@d i n
nor e sdettainkadtiohomathenthan threpgha ?@ﬁ%?@"%"bﬁsﬁ°@hgﬁf‘{r‘1‘ugagr ef er Feesd embodi ment ,
~the present system.faecilitatSscbdtheGiroaddutes abthd bamlsnsfer of negotiabl e
el ectroﬁh@%ﬁ%ﬁﬁﬁ?ﬂ%@bﬁ%@%?@c Forgcﬁeg(anpl e, trhe &Eegoelgt rssygh @ticﬂfat“des a
paynent obl i gpd sHasenh&ysterpandomethed atsivjdeumespys BeReRR I REEThaAry mar Ket .
Change in the hol der of these obl,igati - t& b Qhudety wi it bptionedo
t hrough the preséntgystemaad m dsﬁ"?‘f/‘dcgg’ﬁl%ia{:%t Er ie%ft lIZ))(_ascrl ch g?n%g{qde
t h-e-D- Traw M 1§ UThEbwyep{s dléteprovidedhwith ampioved Bau r
under st o?ﬁ?\é\fl’/rf‘e%ﬁf ;arg g"ﬁﬁ?ﬁ*‘% njdg_n_ct?yﬁ%g Wi SIte EF s\t}{ﬂhg@%ﬁh | QW A% nF8E BituGer to cover
descsg pt kfywiadst cfvastnfiany i ingddition g Pre (R
o ! trade-inherent risks by using a conditional payment instrument. Moreover,
ne process. Interfacing of

the buyer enjoys

efficient work flows, as payment and purchasing are bundled into o
the present system and method with existing legacy systems also enables full electronic
processing of the entire transaction.

25 The present system and method also provide numerous benefits to sellers. In

particular, the present system and method provide a seller with the ability to offer payment

terms tailored to valued clients. The seller also reduces his or her credit risk through the use

of assured payments. In addition, the present system and method improve a seller’s timing

and knowledge of cash flows. Moreover, the seller enjoys efficient work flows, as payment

if the seller is holding a payment

50  and purchasing are bundled into one process. Also,
of financing to

obligation, it may ask its bank to discount the obligation, providing a source

3
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Fig. | is a block diagramof a preferred enbodi nrent of the four-corner

- nodel enployed by the present system Fig. 2 is a block di agramgiqmnt'ﬁi}&lg
conponents preferably provided at entities in the four-corner nodel; Fig.
3 is a conposite block/flow diagramof a first paynent scenario; Fig. 4 is
- a conposite block/flow diagram of a second payment scenariy©; Flg9 1S a
conposi t e WIRRAMSEow di agram of a third payment scenario; Fig. & is a
diagramillustrating a preferred enbodi mrent of the nessage flow for
processing a paynent order; Fig. 7 is a diagramillustrating a preferred

enbodi ment of the pessage flow for _pr i R{dteras keB; and
Fig. 8 ithe Sﬁ“d\‘-d@@&ﬁ?ﬁ“ﬂPgﬁ'ﬁPﬁ?ﬂéyﬁeﬂﬁggg%?g&g%ggg%’giﬁﬁgggag? %’ﬁe nessage flow

for processi asliol dfeRsentife WARa20 WO 01/ 24082 PCT/ US00/ 24661
Det ai | ed® §%ﬁgﬁ?%§§ﬁgkrﬁe referred Enbodi ment s SYSTEM ARGHL EECHURE AND
TECHNI CAL CHARAGTHEEIrGliéritdithent the present aysiem gad,piethod faplialed Pl Plo m 1 hat
allows financial institytions o securel rOVhfdft JYREAEGH, azefifledes to
their cysymapigstryments. f@P&&#%W&%‘f“ﬁé’ﬁ ef’atlﬁggg servi ces amay _be provided
withi.n the con . { i itioRsINFy mentys Eadipalithese papmertdnstaunestiisdi nent  of
the f onBaY’E‘SF}eoﬁb?%%%@{’agdrrpl oyed lr)%yt'he &r?es_ent systemis shown in Fig. 1. As
shown i ReEdribed in mokeddtailibelaw incthe detaited desAPRPY¥es” a first institution 102 and

a second institutjon, 104...Firsg i i j k $hel @d850h @dd transfer 6hHe
"i ssuing par tIP@iPﬁ%fﬁ’Efcd%Em%nnﬁp%&gtsg%%@?ac%g%ﬁ? in the present system

and i ssu%g H%b% Ligbtedifed pdybiefbingisurhents. t Forenahplepthe present gpstemiipludesa ow,
Second iR ?I utiron 104 i's referred to gs he "relyin a&'alq'eqﬁ%; because
it is gagnarehi diligation that mpprsfesahlnbe sgld i é?ﬁ?“ﬁ?% “Fglﬁqbrm' rely on

representationg made. by i ' | GiRRRkd #R8udie o a Holder rgistiyci pant
102' ¥ cJ@%ﬁ?@?ies%gﬁtF@ﬁ%ﬁ'ﬁ%rggr%&g%rti ci pan‘tls 102, 104 are typically
banks org.pjifer financial institutions. Also shown in Fig. 1 are a first

cust omer 106, and a second custoner 108. First custoner 106 and second
custonmer 108 are preferably custoners of issuing participant 102 and

relying participant 104, rewﬁj&g&;ﬁbnlafﬁ&tn@usﬁgner 106 is sonetines
referred to as the "subscri g custoner ecause it _sybscribes to
Services provikieshoby smamayaifizninvargion willbs bereramdarstood SRepdakend sopet i mes
referred to as the "buyer" be t hat .i o dr4Rida] invwibRYS in
t r ankact ¢anjnctian Wis tpﬁé?lpwgg,f%?a?ﬁﬁggﬁcy pt e?:%pn%céﬁgf&&hrregr r108@?’5l sonet i mes
referred to ag;,t g 4 biebydidgrafibTaieRiredenbodiment of the four-corer model

employed by the present system; _
Fig. 2 is a block diagram depicting components preferably provided at entities 1n the

four-corner model;
20 Fig. 3 is a composite block/flow diagram of a first payment scenario;
Fig. 4 is a composite block/flow diagram of a second payment scenario;
Fig. 5 is a composite block/flow diagram of a third payment scenario;
Fig. 6 is a diagram illustrating a preferred embodiment of the message flow for

processing a payment order;
25 Fig. 7 is a diagram jllustrating a preferred embodiment of the message flow for

processing a payment obligation; and
Fig. 8 is a diagram illustrating a preferred embodiment of the message flow for

processing payment conditions.



relies on representations nmade by both issuing participant 102 and
- subscri bing custoner 106. Second custoner 108 is al so sonetine% geMgRrﬁmh
to as the "seller" because that is the role it typically plays in
transactions in the four-comer nodel- It should be recogni zed, however,
~that although the description bel ow speaks prinmarily in tedfuRbnraspuyer
106 and a W& 912408208, first custoner 106 and second custoner 108 may
i nstead have different roles in a given transaction. For exanple, first
custoner 106 nmay be a borrower repaying a |loan to second custoner 108.

Al'so shown in Fig. | is @ raokpehbitus dtfle PRIGEeEPnbbdinkd is typically an
organi zation that estab Ceés a common set of operating rules
for facilitating el ectronic 9 MAR 200 PC conmerce and el ectronic

comuni cations. Root entity 110 ma

be ed.iobn lurality of
banks ang¥sTEM MCHIT%TU&EANQTI%GFW%}'( &H%ﬁkﬁs&i&sﬁouadh;rg to

these operating rules. .One e rYstE R0 bBRS fifdnchal distieutivonto senutely i s
described in Ebﬁ)ﬁfﬁﬁﬁ“ﬁé‘s‘é{lﬁﬂﬁr? ?ﬁ%g(}h%s%?tl al No. 09/1502, 450, filed, February

L1, 2000, S/ bl fdnr AR IAREr bithaetsS bira prefepred ¢mbgdiaant,ithese SEVISES BAYat ed
and O heP EREEST hich is her eby incg_pgora d 3’¥e eégé&gmﬁenﬁ;fqhez is a
bl ock di pepaividtdwithis thg contersof e Aew-GorRsF lﬂ“gﬁegr% refete fIEae entity in
the four-corner nodel. As ' | is BRGWn B Fignt.s 102, 104 and root
entity 1f@1raa0@eé%’ﬁgl egwé?ygagg}%} %@%éé#%éﬁalv&s? h a tra%s_ac_t i on %2or i nat or 202
that serves a?sgh&@ﬁﬁyﬁg, , @i fotpoamerttodehcemprises a Srskipggituiion 104380 fent ity
e

messages rel a to services provi by th e8eBf ..: Qnadtdasagskl on
coor di nats@do&dmﬂmﬁm\lpﬁef"’aﬂsﬁsﬁﬁp@“ﬂﬁgﬁ'>f/’ Fggtt(gasl @gu%s?l‘aﬁ%géﬁ & pant 102's

© and relying participant ' 1 4 S8¢ dibftssenifitaicnpd Bsreustonsers.dguar ds
“necedfar jt ¥ 8 PATHCIFAR m@&é‘?%@?@%ﬂ%dr?ﬁg corrlﬁuniégg‘i ns_between.ty gﬂggﬁ{ i on
coor di natyEsibe@Reland Seédndrinstinttioni 194 is referteddo pptie “TOVIRE PATSHET. “K"preferr ed

embodi ment of a transaction coordi nat q LRk Stedentatidt€miate bhe present
system i ds apaticipaetdn the RESHRGFHT ! e‘:EiStégétszgwtﬁ)at elﬁf a%gl i cation Seri al

No. , fil.ed, on L@t farticipint 1020 Somtersnaadescrbehbrlovor
Certifi cé?sé““%aﬁgczﬁngrﬁééﬂqa hegilﬂgervi ces. which i.i her eby incor porated by
r ef er enceartidpdnts 102p 0wt are typically banks ot financial iRSURHORS, " each furt her
preferably provided with.a 062041 Sdedokberdwsnier 198c First y nodul e
( HSM15206. stz@ehqwg‘*aﬁ’é%{leag"c?cf‘“{s‘?gﬁ%@é’sﬁages and verify si gnatuigi on
nessages. JS{&“@ g?é i sechrrdusiiet 103 mamptefaably cugamarselisytiedrtiesAnt 182 s
further pcre erably provided with a billing data database 208 (connected to
a bank biiddrelyiremkticipant b04, pespestivelyhe  case of parti ci pantsnéE,Zl,) 104), a
raw transactiopn log, 212 a LefdRbdtoda iRl aabscribihg austoinex’ bevawseger 216
(connected to %Pgﬁwerégpés%%%éGZM) ,Q and a har d'rvxf/g_e Fecuritt em)dul e
218, eac h%%fscmg fdselvicSQRMadddesy fantidipant 463 t Fiow cuvemen HIAS9621A8Y ur ¢ her
g

shown in . 2, relying custone atllsoﬁleir&eWﬁi%lﬁ)%ﬂyﬁﬁ%hﬁ’&ﬁoﬁ! infth@foeb

20 referred to as the “buyer” because

bl

corner models.

Second customer 108 is sometimes referred to
l participant 102 and subscribing customer 106.

as the “relying customer” because it

relies on representations made by both issuing

Second customer 108 is also sometimes refemred to as the “saller” because that is the role it

25  typically plays in transactions in the four-comer model. It should be recognized, however,

that although the description below speaks primarily in terms of a buyer 106 and a seller 108,

mer 106 and second customer 108 may instead have different roles in a given
ond

first custo

transaction. For example, first customer 106 may be a borrower repaying a loan to sec

customer 108.
Also shown in Fig. 1 is a root entity 110. Root entity 110 is typicall
itating electronic

y an organization
30

that establishes and enforces a common set of operating rules for facil

5



server 220 that is adapted to receive and transmt information via the
Internet. Relying ‘custonmer 108 is further preferably provided w,th a bank
interface 222 for communicating with relying participant 104. Qle9 MAR 2004
preferred enbodi nent of bank interface 222 (as wellas additional
- conponents preferably provided at relying customer 108) iscgg,s_sg)rnj_bgg I n
copendi ng WnitedssSt ates patent application Serial No. |, fiNd¢Bhevén date
1 9 MAR 2004 WD 011240' 2 PCT/ USO0/ 24661 herewith, entitled System and
Met hod for Facilitating Access By Sellers to Certificate-Related and O her
Services, which is hereby incorporated by reference. Rel yi tonmer 108
i s pref ehalhated andteletropic comdaications. é‘%ﬁ%r@‘s %@Fi%@eﬁbﬂgﬁl)@ﬁggo for

signing and verifying system nes . B @bresd @y Wihire toitlgese 2,
subscri tplugllb'lﬁtbéﬂﬁsra“%@ﬁ\éﬁ@rﬁ]?aé’fcbaiggﬁémgﬁ%g{eag Wlél:[eh a b browser 224 for

browsi ng_t he. | 1y SMBbdinrar of 26a fan dntity ddesaxiead ipSIBRNAUDE of
si gni ng W@%g@g’;@&dﬁa}%{:}%ﬁd below. In i ﬁ)@ﬁf errﬂeg e&?&%g‘f@&ho@%h |
syst em efppiitationSeriul dlai. ABEORASH, filosbFehryary A1 2000, §titis Sggem g cor r espondi ng
private keys) to facili ut ' |00 wifeh ik Heraby incofpeedted beat e (al so
r ef ers edProvidingCarfieationz i‘{,%ecg%"d};@%# $é;r§1dtc§§gvert i Ti catj{a) and a utility
certifi cagee Bn addition, in a preferred enbodi nent, each transaction
coor di natot 20"

2 is preferably provided with its. o ' ' L8 cat e
and utility cript? isiatdock disgramglepicting éerna?'}e\‘}ﬁtpégfﬁ@@. p&fﬁggﬂl %ttee%%l?%&%?l?vat e

key is used to produ dj qi .S t 419102104 aeditoot entitp )l 10 eteacknt ity
110 as eWJ@HG@W"ﬁ’ﬁ&r&%%@%?&%? conmitnent to the contents of an
gl ect { inhn%ferélﬂf‘gi%?ﬁfehgﬁth aﬂnqli_ﬁﬁdtio?io?atdﬂ'nz?tdr?ﬁﬁa thas servesR? 536;‘@?’ brt b

per ati ohs usinh I's key. The status o - ilidd GPihe prexgntoe

~ “obt almedtrhysndtingend mgwgmqﬂtm@s-eagtyd’é%sé‘?ﬁeﬁ&eg?‘é‘?g’gegﬁeﬁgﬁ,' in. ﬁr; anéi ng
United States patent. applhcab bvidt a Magle inteifhcedodssuimgaparteripadt 19es ewi t h,
enti t| edS¥S{ER- b iRkl 0z How cate val i dat e BN QLT o BELNECES,
whi ch i s,nhR1eRYpdreesna0ds ed-line servicss antimplement s F‘i“‘l’@s WEFPAPEOKREY 1's used
to produce digital signatyres that al | oy b (NS b2 RsP6theshtities in
securi t yseciyas mopy:,comrﬁlqWQWOB%F‘%}VF?%Q%E&%QQBB@Z&EM% support secure_socket
ayer  Seesl QS ndiANA St empsag: ofandnizmtionveasdinalor 202 uitable for

appl i cat ut-gp certificate chain is also neeS dto wﬁgg&ﬁca &ﬁgggdlons

Usi NG5t h@sdinithé presdpeyystchines deseribed inropendingtlintte ?‘%@W’ﬁ Eate” however, mnay
not be available to a requestor., 'eagi@@mMembéfarerm
"certifidte" refers to 3 %?‘l‘{efl;ﬁé{eg*eé%l? |’gltg?le unl ess ot herwi se stated. In
a prefer rcegﬁﬁg;twa@abn 250G Sbivivgs ovsitioisdrereby dncorphirated By refeiepsd i cat es and

associ at €0 private keys are provided to it by.i | | o
| ssui ng part i @apivipants0D2, Heandirapt ptits glﬁa%fe §¥F§‘r$ﬁ§% %fgl(a)@"?‘w()lfr Rgirﬁgihv?t?;agl e

instrunments to subscribi ' 408 chiflatHS M) ebe dHSM 20@issidapthd iqpsizwat e
key asso@ePREFsHRT "é%ﬁ@&b@%@%ﬁ%‘%ﬁs?om@s@dent ity certificate. If

desi rz%d, &lggga%%gaﬁav&ﬁ?digﬁamralomnémngeadg t he subscribing custonmer's

L dentity cert IL Iagl gittigr'l, each participant 102, 104 and root entity 110 is further preferably

vided with a billing data database 208 (connected to a bank billing application 210 in the
212, a customer data database 214, arisk

pro
case of participants 102, 104), a raw transaction log,

» manager 216 (connected to customer data database 214), and a hardware security module

25 21 8, each of which is connected to transaction cooxjdinator 202,

As further shown in Fig. 2, relying customer 108 is preferably provided with a Web

server 220 that is adapted to receive and transmit information via the Internet. Relying
customer 108 is further preferably provided with a bank interface 222 for communicating

with relying participant 104. One preferred embodiment of bank interface 222 (as well as

ferably provided at relying customer 108) is.described in
~, filed on even date

30 additional components pre
copending United States patent application Serial No.
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Preferred specifications for the smart card, its manufacture, and contents

are described in 9 MAR 2004 A) () i.'2 copending United States provisional

patent application Serial No. , filed August 14, 2000, entitl ed.|SOgMiARg2004

Interface Requirenents, Smart Card Conpliance Requirenments, Warranty

.~ Service, Functional Requirenments, and Additional Discl osurgCT%b&ﬂ“{ S
hereby i ncoVB8Mal%8Y by reference. In a preferred enmbodi nent, the present

system supports at least the following Internet transport protocols: Hyper

Text Transport Protocol (HTTP), Muiltipurpose Internet Mail Extensions

(M M), Sinpl 1)  Transpor s [ t Inter-ORB

Pr ot ocol Eﬁ"%ﬁg’)ewlﬁﬁd§H§f?%§%&e{?‘?}°§t§fg§é&§h@ é’? %ﬁgg?’gg g‘?ggfy supports at

| east t heefiflchRVRASted hid Ofhee Bervices syt isherby incprppraedbyptefere®ec Relyiggcket s

Layer (SSL), Secure/ Miltipurpose |nter ngﬁ Mai | Ext ensi oné l‘(’%wﬁiﬁ"&

Tr anspor tusteryer1084s prefargbly further providedpathy ahardware sequrity mpgyle P 2

(S—IICP).%Jn %Y r ef Eﬁl%jes di ment, paynent instrunents in the present

syst em aP¥ ¥ @Etsg to protect confidential financial information. Due to

t-he cenfi dent jaglfuMad shewin Bife2, sulrtribimgtcustomen tfeis greferahly peavided| witlpar t i es

strong encryption is preferred. The encryption s | d preferably.be.at the

ressnge. Meskrowsat 224 fon rewsiog tiedperichap nmerao 22h end Foares g BT 8

aut omat ed. processi ng, : sages in the present systemare

pref er abFlﬁﬁlggrrﬁ%g%#g’c?s?g%gg?\i?n@' fast on-line processing with certificate

managenment sehva prferredrembiodimenteatingystemeemity ispyravided vith gwo digitek qertificates

ext o1 nal (nd comeSEORAiSG REvlg Ke o FRIT SIPETLARR ARIScPResRiRap Rk ooy ™ ©

i ncl yde elq @f -dased % SertifiCHt©Fha hivBilityderificate) dh addisibain a1y
“i ncl Ege 'r'%g,&g'r‘,nl\éf(k%/cg;ﬁ%’zTal k an Entlérp?i se Jav;wBeans. These are

pr ef er r egrefiandusshadiment, ol irausastionsdogrdinaeniZds prsitrably prryidedwitiplis Q¥ang

payment ssage formats. .Paynen er Vi . 40 the present system
are pref %&Bﬁyfeg-f&?ioa“aﬁ't@& °5‘Mt‘°azen tﬁggqssc'dtﬁqsﬁgi t?il‘eesrg'ri vate keys associ at ed
with their ideptidenti§qrivale l&gﬁessedT&\proﬂaymgnalsegmiumshmmgmmdwm
envel oped or referenced, or both, in the content of certificate manafgement

servi ce emtigydd@ss evtenceof 28 prtityseantrctyal senpiEneabodhe SUMENTPIAR &t
contripbutions.fro . t ; TRSSAMEF S
tran%ltin' tE"@’bsaftbo‘}' c”ﬁ]ﬁg?é ?@@f‘bf%%?%%&g‘giegﬁﬁwtﬁﬁgmgﬁéfiéﬁf syst em gir. e

t her ef or geaaitey adtificat kiag b lobthied bypflorizedemites andscrbednfor example, ipont ent s
whi | e preserving non-repudi atiorl_fo‘r gachfPiegner and the ffllegal rveci B%nt. 9
MAR 2004 cepending UnitedSateanatentopplicatien S (e —very—t+-ow—end, "4 BUYEF may
typi cal | g, ennl Oy 1.8 590ea"da MRSt CRRAER Validation and Other Services, which is

| hereby incorporated be reference.

20 The utility private key is used to produce digital signatures that allow additional
transactional security. Typically, utility certificates are used to support secure socket layer_
sessions, to sign S/MIME messages, and for other utility applications. A certificate chain is
also needed to support operations using the utility key. The status of the utility certificate,
however, may not be available to a requestor. Throughout this document, the term

25  “certificate” refers to an identity certificate unless otherwise stated.

In a preferred embodiment, subscribing customer 106's digital certificates and
associated private keys are provided to it by issuing participant 102. Issuing participant 102
preferably issues smart cards or other suitable instruments to subscribing customer 106 that
include at least the private key associated with the subscribing customer’s identity certificate.

30  If desired, the smart card may also include the subscribing customer’s identity certificate.

Preferred specifications for the smart card, its manufacture, and contents are described in

7



such as Netscape NavigatorTM or Internet ExplorerTM along with sone net hod
+to support applications related to the present system Such rreuhngA[RaQUﬂ’-l
i nclude a browser plug-in, the use of Java applets or sone other
t echnol ogy. Technol ogy options such as XML nay al so ‘be used. One potenti al
cinmplementation is to |oad an HTM. page into browser 224 frlg),cq,a&.(‘;.;sg%ler-si de
server contdtHi¥i§"t he results of the negotiation of terms and cofidi'tions
bet ween buyer 106 and seller 108. Using a signed JAVA applet as part of
t he downl oaded HTML page the information can be structured and digitally
si gned usi ng,.SNAfl . [ g®.can then be fpfiledr ded to
t he ser\F@Pe‘%id’?gn@ﬂitﬁ;g{;aga%@%@ﬁ%&%ﬁbg?‘?&ﬁgﬁe_ T npl enent ation approach
i's the ygguuef 14000, easitied Sigaing dnterfe|Requaireroents, SdrcGard ipptplianetd  sign the

D™ G SRacuirements, RNy Seg ot wieons ReGUTREYT. anf AGHIUSRR DFHEHE Wik
Requi r ertoprety e oSy edenct D T Penents, War rant ;a‘éérvi
AR o vt W e oA

ot her pnmmqsgorbgromgogiﬁ Fypsrofext 60‘3’8?5\@@[‘@3%3‘9 ﬁ%ﬁ%ﬁ% glrl 108 rmay
be supp t%ef%éﬁfg%%@%?‘% ﬁg}{ﬂ?ﬁl{sﬁmpfoto@i (SMITPRad BngnetTater4@RB uppor t ed

by the s seller uses a standard HITP vvet% ?er,ver (e.qg.,
Apache) Protozel QIOBIT Vh additior sheopresent systemrprafspbly suppers atdeastinedolowing de

speci fic business functionality tpo buyer gper)ﬂ'ﬁ : ) .
I ﬁt egr atlaterngt t1gnsnoriSCEyHY PE%?@X% %F‘émﬁ%ﬁlgerts fé’%fe?&%sr@ ?:%nponeﬁ{ s hsg'?)
facilgt %%rx?e(fﬁ Pgmxa%&%l(smmm; TeARport LAy Segurith €TRE), anih Seame Internatir r ant y

“services describe or exanple, in copending United States patent '
appl i catines-CORB Pastoddd (SIIOMWd on even date herewith, entitled System and

Met hod for tifigate Vali.datj . [ bialhré Sndiepely

i ncor por at ec?elrﬁ‘)? Wgégfgﬁﬂ’g?&gﬁht E %e“?%%/“%'ﬂ‘?‘@‘%‘é?@fhf s dlgssg%ih%ed hég?%i n. In a
pref er r ad eoadoRRBéntial AhdnclabinfgrmtionnDueto the comfideatialinatiré of thgr at i on
described”in copending United Stafes patent applicatio rial filed
on even idfarmatipmexchianged hepween all parics F%%%%Bﬁbﬁpr% c‘gaflﬁ? ?%%gfé}%é! Access
By Sellers A z ) n ' AMieLéncrgptiomc or por at ed
by r orbgutd b 5%’?’? E%leﬁ%ﬁgésgéf/%ﬁazg‘o%ﬁ%% tiﬁiﬁu{' T 5o peRe T BG ¢

deci si on abouto pEabienitomated provessing, payneint messagsadn thameseatisysied #€sul ti ng

t f h i . part of th ’ | As
an examrefeahly pewhysd conper estointayusos) i SiHe BBl &%,
| dent i f Yproflideld B ﬁ%rﬁeeag ﬁéwa{ .S ReAifhtehalidRion) ds seld: withothet systéras such

cust oner® e use of the paynent services, m ght be de?endent ‘
on the ngylegpmpdystemashanetelextesnah tacths prasent sistems fpegratiof with i preseny gystent o

& an% © :ng{r ixﬁ:?ud%rads% oPMMl%—gasescp %gés];'gecs. llﬁtgértati&? lrvlitﬁ lothkf §ys'f9?1¥s 1995'( hchfle
“‘ EDIFACT, XML/ BizTalk and Enterprise Java Beans. These are preferred because they

enable straightforward conversion into existing payment message formats.

Payment serviées messages in the present system are preferably signed by system
entities using the pri\}ate keys associated with their identity certificates. The payment

25  services messages may be enveloped or referenced, or both, in the content of certificate

management service messages.

Many of the payment messages described below require contributions from more than
one party before the completed message is transmitted to the final recipient. Messages in the
present system are therefore preferably structured to support signed additions to the contents

30  while preserving non-repudiation for each signer and the final recipient.



willing to accept certified paynent obligations provided by a bank. In

< contrast, below a certain threshold seller 108 may decide to adc8pMAR 2004
paynent orders. In addition, a seller nmay wuse third party services like a
Dan and Bradstreet rating service to decide which paynent instrunents are

- acceptabl e for fﬂ iven transaction. Applications running gbrifbd/ehsi08 are
pr ef er abl y“gci'é’ag to sign nessages, verify signatures on nessages, and
check the status of a certificate as described, for exanple, in copending
United States patent application Serial No. T, filed on even date

herewi t h, ené{ {j.lleq,glaﬁg 3 Ao rasy fyplcaffpeinployat stangamidoteseet BOVSEF | ers t o
"Certificate Related and Gt her Services, which is incobﬁg{oﬁted h%rein by

r ef er engigh 28 NitscaperNongatie™ ordnteanarEnplosal| aleng wHl SUpe 4P SHPory
addition to Wb based inplenentatio =1 O rSWEBFBRigCial then or an
aut omat wl@ﬁﬁqﬂ”ﬂ?@g&@%&sﬁﬂgﬁgyggfhs%'g%lé&;rpr% g’;gjd\égb t hig?elglce?' s si de.
Each part] o JM%D s SABmRoRize RichSol6dye Mevhnolagyt optione sudhers XMEangy 3lgp be
particiB%m o &k i ssui ng partici pant depending on the situation. Thus, for
exanpl eysddn a case where a custoner of a first participant is the buyer in

a given transaction,and a cust. ’ 89 ) Bioha&t224i ffora asel ler in
the same t ra@é‘ﬁ@?ﬁeﬁﬁ‘fﬁ “%‘H@H‘e{“ﬁégﬁr‘%ga%g‘Pt I'cl gg’r??@f“? ?ﬂr?e i ssui ng Sart i ci pant

With T eSnech o ihiRg e sésults of te degdiatiomabietpand doniitions betweeme

relying participant with respect to hat .transact.i,on, E itei pant

pr ef er ablyerdD6 endsellenlfiodising a signed LA apRIEy %tﬂaﬁd’tffl?fed(’fvmﬁ%\?ma%f@cti ng as
a certification authorijt ' PIB sTnes URRL kinbAGaid6aThe, renewal
and revBeghtd W%‘QP{’?‘}?{%% gg#‘%é%fra@#lgﬁﬁéﬁg&al i dafion and warranty. services
to ijhS GalPERiSsagecRs Hen bt RgwanleOEDResayeafor Suthebprogesie: Ansgligggative

- “participants (supporting certifigcate, validation),. L ding .aad
suppor t imglepapiation amaﬁgéfe@ef-‘&’r@;ﬁgg'lfﬁ& FiRFiAPP B;%{Ogg’%@&ﬁ%%rgiﬁrﬁt servi ces
di scussed herein), i I @lefBRD&h FBIhentt fotkae implementatidnsareor 202
is the P ??/ayf'%epte;re?‘ggeeﬁtg%gg%ertifi(;ate based services .provi ded by a
parti ci gagkibedn chpendingBitéd-Stetep practisianal paters apEiicatien Semal1 9 VAR 2004 WO
- 01/ 24082 PCT/ ; J500/ 24661_ pat,ent Igat i ' fack REQErepien@y/en date
- AU A L Sl Inhafech Rl

her ewi t No. for I'cate Validation gnd O her
Ser vi.ce W\; | Sl A QuitbRents WaiTintp Beivice] Buretions] Requirements.cn
coo\riéi n?Fbr %Jgdfcggilqaﬁt ates system functions Itj ke message verification,
| 0ggi ng AdditidriahDisclasare avhinb s hiegsbydncorpprated bE &leTePfeat e based services. 5
Each custoner_certificate i s . L AKEShE OmB el BEmEsRiatiant hor i zat i on
system at i %eéﬁ%ﬁﬁmbsasryflflgf’%oéﬁt%%&g{ngcﬁhx? lénloylg’hg partici pant 104. The
conponent spAbe blidet bt 186 hhdstlles Y68 may hasupporterbt Eorrexpmplepgsyagiypnous

g . .

participant, "but typically include information on transaction types,
anount |e-miil sxchengs may/bessupperted by W6 8Y€Pernitted to each cust omer

20 Typically, the seller uses a standard HTTP web server (e.g., Apache) to serve HTML
/ pages and runs an application server to provide épeciﬁc business functionality to buyers,
(e.g., a shopping system). Integrated with this application are other software components that
facilitate access to system services including the validation and warranty services described,

for example, in copending United States patent application Serial No. ,
25 filed on even date herewith, entitled System and Method for Certificate Validation and Other
Services, which is hereby incorporated by reference, and the payment services described

herein. In a preferred embodiment, this integration may be the active integration described in

copending United States patent application Serial No. __, filed on even date

herewith, entitled System and Method for Facilitating Access By Sellersto

30 Centificate-Related and Other Services, which is incorporated by reference. A seller 108's



.

certificate. A preferred authorization approach is described in copendi ng

-~ United States patent 10 application serial No. , filed on even glajaqAR 2004

herewith, entitled Authorization/ Credential Service and
Aut hori zation/ Credential Service Proposal, which is {ncorporated herein by

.~ reference. ‘E{?ghug%&storrer certificate is preferably |inked ge?%sagy’ggpt

tenpl ate systemat buyer's bank 102 and seller's bank 104. Thé paynent
tenpl ate stores default paynment instructions for 15 buyer 106, seller 108,
and seller's bank 104 that are used by buyer's bank 102 to execute paynent
aut hor i zaddiéh sPREEpIA%ent iRuEiess B offdr buber 108MAE e restiltiey tefras D purEiRgage My
permt sone of the instructions to be overridden by a duly authorized buyer
or sel | eare@ndntegralpart afthesselleds applisatiathbodi ment, each bank nay, at its

di screti on, '

Coa ronal ¢ TS %%gtﬂ“%ﬁglﬁ%bﬁﬁﬁ Beifiafith fid7 bid AR Blyd: iP6k oRREbE Yo igggt?ybuyi ng

conpany peusidibtiafill appl9 spetitd terha afd cORIGGRME tHat tutthdraTh addiadn) tie ds8@fuse of
paynent services by a specific custoner. In a preferred enbodi nent, the

paymeht the peyraent senvices might bp depandentoa tha merchangiseasivellasta gustemer shistry ual

paynent . The so use | St ' SRR i | e at
banks IiW@ﬁéj]ﬁ%ﬁ#or\ﬁé'b '15)33%5(‘1 %b&ggrs{b:a&%g%%é)&ﬁ uctlﬁf?ﬁé%%}%? gggéé%ht?% Some of
the 25 conmgeiol208dpt bertifib® poyneamit 8bligidiony piceided by a banlel By cbatryst/ edw ki me and
on-line. These s%?s*-tems may include: a real-tinme, on-line interface to a

payment gertain thresknold sgller 408 may deeide to acceptpaymens ordesh dnadiitionea sellenmay

orders; -1 . ' ‘i?%‘@r ' at

noni tors&géﬁlﬁ %Mﬁvééyg\}%% %lebg t iﬂﬁr}ﬁ?%&%aﬁnegg - qlgér;%,&égﬁ}-éﬂ}ﬁ?%%%%gent for
generoat i ingrymenteart acoeptabketfoomgivek trandactignent s; a real -tine, on-line
“interface to system 30 identity servers to.process, di gital signatuyres and
i dentity assﬁéﬁ’&é’:‘mﬁ TRRIUNE 84 st"ré?r A Pl'@}e’?% %‘?aﬁ’é‘iﬁjéols NARCSEARSGF EHY on

aut hori zad i AlesSorSthed¥hedthdchb8odhe [stallR of QR ehtifidfte a0 HEHEiBES fbCex@mple, fn O MAR
2004 warehouse of paynent order cancellation requests sent by a buyer 106

bef or e opending Unitdd Sta@e patentsippbication SayialdNe. or der ( paynesfiled oneven dasa

l'ist). PAYMENT | NSTRUVENTS AND. S I Pa nt 1 nstru s..provi ded by
Lhe pr edErLy R TS AR MBS LR SSTIAPE AR SO MG SBrS o

cer tyisf i qgblRaY MRNOtRPE&YRES, WhictPidGncoppthiell BERIn HiosfiRacs, and t6 Ehﬂ'ﬁdc the
description of each paynment instrument is now provided. Each paynment

i nst r unmpayment sexpiees dessaibed hergix e det ai | bel ow. Paynent. Order A payment
order (POr) i:S. &4l [ 1i.0d ronic Lo ] om a
buyer 106 1 ednaliRtREHS Bt R toRs, EVBELE GRUGE hAThBMELOER: ol 7T

sel | er kifonttederngiPpiokéssingdoslandyodlsebsaniploféda thewelial's siddie paynent order is

typically used when the buyer and seller . . ..
Each participant in the present system may act as either a relying participant or an

20  issuing participant depending on the situation. Thus, for example, in a case where a customer
of a first participant is the buyer in a given transaction and a customer of a second participant
is a seller in the same transaction, then the first participant is the issuing participant with
respect to that transaction, and the second participant is the relying participant with respect to
that transaction. Each participant preferably offers a number of services, including the

25  following: acting as a certification authority for its customers (supporting issuance, renewal
and revocation of certificates), providihg validation and warranty services to its customers,
responding to OCSP requests from other system participants (supporting certificate
validation), and providing and supporting payment services for its customers {(e.g., the
payment services discussed herein).

30 In a preferred embodiment, transaction coordinator 202 is the primary interface to

certificate based services provided by a participant. As described in copending United States

10



have an established business relationship. Paynent Obligation and

= Certified Paynment Cbligation A paynent obligation (PQb) is an irrevocabl e,
uncondi ti onal undertaking of a buyer 106 to pay a seller 108, dr3ndARe0
of the obligation on a specific date for a specified anbunt at buyer's
bank 102. It is evidence of debt of the buyer to the sell 06 may
request bWRH24083ank 102 to accept or certify the obli gaﬁcgﬁ%bgﬁgg% sel | er
108, in which case it becones a certified paynment obligation (Certified
PQb). A paynent obligation is typically used when seller 108 is unsure of
buyer 1%%&5 ©ifon $eRiaPRY. ON time. A cefiled bh ecenpdayerimrewilylentjted Systins used
when seller 1I's unsure of buyer’'s ability to paﬁi& ,C_onditiorbglﬁ I?agments A
condi t i cmdMghndion Ceitificatepialidation andfatheigiervicesa WhHCHS BSPIPQEISIHFTIROY avor of
a naned seller, payable at bu r S : | Qid-aviliyer' s
bank 10X¢ e"ﬁ%é@l‘%“éﬂ“ °‘@“§ﬂ'f‘t%%ﬁ:fa lgag%’éé’é?’%sqﬁgér?\fégg Bgéis%g&e%% fpégl g%‘?ltr’ji es, to
evi dencq %%Hé,'bhliﬁ?,%dQﬁthﬁﬁﬁti%ﬁft@ﬂldp&ﬂﬂéhté based serdoyer 106 may request
buyer's BERR> 102 Yo accept or certify the obligation tgo 12 1 9 MAR 2004 WO
- 01/ 24082 PCT Babh eustoto@ tepifigateds preferatiplinked W&W’H%{-‘éé“&f’“ﬁ’é{%ﬁ%%e‘ﬁ at

tified difl t_obl j. ' i fi : iti I
payment rsutggeEerion | o EHFF Vg iRk 304 CE doipp s ST kunbiziod T POR
the paynggbmhdy behRt@fiRabyCacipatticipirty bt eypicily imrlwde informstidresre been et .
It is us cf to trigger the timng and occurrence '?tfetéﬁgé%gnt' A certified

condi t i draabacfiorytypes, asteuntjimits everdes andapproyals PET PR | | be
effected e specitl [,Sd ) Ay T nieldrdiaies AND
MODELS | cﬂﬁce&?rfé?gggﬁg%%fr?ﬁ%%%%ﬁs?g%?]bt itrnocggﬁl var i l(;us corr_né??:i al and
fi najpci ahpRGEBRERSNocaN i ni ti at e péijedemteven date berewithpenyitted Autiorizgtari/ ons.

!"Thi5|s due to the abi]lity of  system.200 af Fiqg. t.a Jddentif rties at
al nost &irgdentialferyice W%H%QF@%P)@F‘?@P%Q%H 15§ 3 “’g? ueh 8{‘0%%% gpr ovi des
a great J‘gse@ ?)Pntefér{erft?éi bility as buyers initiate paynents. The scenarios
e u

describ oW 1 Strate this flexibility. Online payment initiation
 through sel | @aclpeysoenér certificate i$ preferdtily Hinkedeg mpaymeutdemplats, system a puyig's' s

t ff t d t ' ' ' b
O As b3l 92 and seliy's Yk T, e Pabpedt enptGRptss ARiabl e UhouOibhs e PUY !
payngnt bﬁ&%ﬁros%ngﬁm%d QIbi OBk QD4 ithys breligbd B bayests BakknI02itaeseched | er 108

to orward the 1nstruction to buyer's bank 102 through seller's bank 104.
Buyer 1Q@aymentlahthorizgiyn messages. The design of the payment authorization message may

permit some of the instructions to be overridden by a duly authorized bﬁyer or seller end-user.
| In a preferred embodiment, each bank may, at its discretion, provide its customers
with additional functionality. This additional functionality may include maintenance of limits

20 for a buying company or provision of aggregated management information about the use of .
payment services by a specific customer.

In a preferred embodiment, the payment services disclosed herein use existing bank
networks for actual pz;lyinent. They may also use existing functionality already available at
banks like a payment warehousing syétem for future dated payments. Some of the

25  connections to these existing systems are preferably real-time and on-line. These systems
may include: a real-time, on-line interface to a payment initiation system to create,
warehouse, and release payment orders; a real-time, on-line interface to a payment risk
system that monitors daylight and overnight limits; a real-time, on-line component for
generating payment initiation acknowiedgments; a real-time, on-line interface to system

30 identity servers to process digital signatures and identity assurance; a real-time, on-line

interface to an application authorization system; and a real-time, on-line interface to a

11



2

and optionally, seller's bank 104, supply information needed to initiate
the paynent or create the obligation. In a preferred enbodinega, w@iggthe
four corner transaction nodel, buyer's bank 102 initiates pay nd A 0
creates an obligation based on buyer 106's signaturé. Online debit

" authori zatj.on. thrgugh seller payment server In a second pay@ﬁggommari 0,

Vi

v

sel l er 108"s’ payinent server offers a direct debit option'to buyer 106 as
depicted in Fig. 4. As shown in Fig. 4, in this second scenario, buyer 106
authori zes seller 108 to forward to seller's bank 104 an instruction for
direct debi oA noel BEGR Yo uests BenBbPh BhrN 66 befseobliyer'sbanlbuyer
106 and ‘%%’Ff‘%‘%s%ggasupgm&?n ormat i (H)érgu _neededpto ﬁ]i tiate the paynent.

Sel | er' s)(papkeilddsh paginentdrder (paymeant ravobatiop lisised on sel ler 108's signature.
This is referred to as a direct debit transaction nodel. It should be noted
that this scenario may not work if buyer 106 and seller 108 operate in
differe ??EEN ilﬁgTﬂMﬁmﬁﬁggE@M(js JO02 PC .TSooi ._ '. :I Paynent
initiat P%‘?i roE‘g uyer paynment server. In a third payment scenario, buyer
106' $ paynent Payarentinseneitts proyidedbl theoprasent systemoiriugde s PRYMEHOAeie i ons

directly to buyer's bank as_depicted | o iRzl g: 5 in
this thi wnﬁ&yﬂﬁwﬂ%éﬁﬁﬂ%ﬁ PBW%‘?E‘ °¥ggae‘§%p&dﬁé’gdﬁt‘§%‘%@%ﬁ’?§é§p #ée é(?d to © .
initiate % Abinkteahé R s ndWyRVided DRMh Py henninsirament ipayment or
creates ?%%Bﬁdgg%ho%ﬂfg‘aesed on buyer l{06' S si gnal?gr e. This is referred to
as a buydsscriedinyere detbihbéddowr ansacti on nodel . Legal Rel ati onshi ps Bet ween
System Entities In a preferred enbodi nent, contractual agreenents bind
banks and their custoners. |In particular, the use of systemservices is
brefﬁyabjf»%,,gg{tigmrby a set of operating rules and one or nore contracts

derived fromthese rules that are binding on systement.ities, g_.% descri bed
in nore det ai A paymewordes (BOprigs Eﬁ”Péﬂ’l%h‘BEfEﬂdﬁi%‘?Fl,e?ﬁS@bet‘Pﬂﬁ’%PB Htes and

rules faqr th iqgﬁk { SC =y i % b vecET
res ponsﬁ?ﬂylef f?ﬂg%}ig%{}b%g’ﬁ e\egrst Icl é%??hﬁ%ﬁga ér}ﬁ\(l{lgt';:e{}(r)ll]g‘!‘%l ?/gﬁ%z)lﬁﬂﬁ) el ectﬂréoni c
paynent @isfiiadpedified amaaituThapaynient erdef isftypiealiymspdwhenithetbuyerandpalieser ve
as a hel pful guide when creatjng.these rules. Mreover, those association
rul es ke aggalablished Busingsg FalloRSHBG i r eent s on the new rul es. For

exanpl e, special attention is preferably givén to association rules
regaldi ng i ssues of reversal of transaction and finality of paynent.

Al t er nat Pasahynt QlligatienexdcOertified Pay menh@pligationor der or. obl i gati on cannot be

reconciled wth existi.ng. t rules.  or | i | es
need to be suﬁﬁmﬁ%’ g%bcgia(élgﬁg’s PEEYOAY e ﬁgﬂ}é‘nﬁ?rg‘\f{reﬁﬂv\%crr( Tgo&;égﬁl gccount
of the Ufﬁﬁﬂjaa?atsaﬁ& 108, GHholdeR ®f By sBiBationor & §etifie,datd foea ¥pecifiedamantti es

i nvol ved 1 n ransaction may be bound by an additi.onal se{ gf rul.es

i nposed atybuyens bkt 102y Itiis evidense f getetrof thedmyentpdln yAT BUre PRISIHESt ul es
For %Ohe Ig)ury%ls-’g %%nks Y(i’t t%rgcéerf) o ge?tri@ttﬁe Bﬁ?gation to pay seller 108, in which case it

!

becomes a certified payment obligaﬁon (Certified POb).

A payment obligation is typically used when scller 108 is unsure of buyer 106's intent
to pay on time., A certiﬁeﬂ payment obligation is used when seller is unsure of buyer’s ability
to pay.

25
Conditional Payments

A conditional payment is a payment order or a payment obligation in favor ofa
named seller, payable at buyer’s bank 102 upon presentation to buyer’s bank 102 of specified
electronic messages, signed by specified parties, to evidence fulfillment of pre-agreed

30 conditions. Buyer 106 may request buyer’s bank 102 to accept or certify the obligation to
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Uniform Rules for Electronic Trade and Settl enent (URETS), once approved by

;> the International Chanber of Commerce (I1CC). In a preferred enbodi nent,

payment obligations and certified paynment obligations in the prie§epar 2004
system are created and recorded entirely in boob entry form As in the case
of the b|| . hange, the paynent obligation or the cep ment
obl i gation gjlp“rﬁgerabl y be sold in the secondary market. an&guigﬁyt he
hol der of these obligations may preferably be 14 9 MAR 2004 WO 01/ 24082
PCT/ US00124661 performed through use of a holder registry service. Buyer's

bank 1oﬁnb>r§el&"r €b8, rlawcm@ﬂ@n besonRd AlceRifRd bondifis phhddiQblifRionqCERZe 0! der

of the igation. In a preferred enbodi nent, before paynent services are
used, bLQRQb).’LOG and seller 108 each establ ish a rel ati onshi pwth their

ti 1 104 f t hi | ud
el e P cand L St st e Seopr e Lo el e ot bt ptroechgh o
cont r actméiﬁa‘y&ﬂehmui Bk Feciad Ghly affp et B&Q&i&is'hh{ré BSnnfit © RIPEEI 0 i

paynent services. This contract is typically in addition to other
cont Bacttke tireingaed ottierenas of paymeoty drdertifiedicnditiany] peymentfoblipation addst oner - bank

oper at | AePureiee 0o e TRHEep Y IR EOBEN PRE o P BRI PR BE up t e

paynent service for its respective custoner. This nay require a credit

revi ew process involving a nunber of bank departnments. Establishing a
paynent PAMYIENTES CM&PSWMBELﬁom hours to days and may be part of

d | bl
e T2 Pl G RO OS MBCBoh b BADM St hE Rl 70
~and 1@st gédnasdy, Bh mniat@pay@.iencéﬁdwstand paiyrhéie oBligdtion® IThid is dat &othpabiliey abl v

“enconpasses setgﬂg of stan@&rd settlenment instructions for buyer 106 (e.g.,
account SYsterp d0Qabliged tq en @ﬁﬂ?ﬁ?&%ﬁ@ﬁ%&?ﬁ%ﬁ a gyremereial gr fmangiadd) . | n

additio Rk, ggpendent on
t he spgms??[g&éer Vi cI '}q&eﬂg{ni IS O erl g(ga?tsgyééﬁgn?(ﬁ)%ﬁgﬁeﬁs a gr eferred
enbodi meseharial deperibedibeboov iilustoate thist flexibiligy st em entities may be regul ated by

the operating rules, as described in copending United States patent
application Serial No. 09/502,450, filed February 11, 2000, entitled

Sysggm ey ﬁnwﬁkmgnmﬁnﬂmm%m seffeF paymé&itiseerRel ated and ot her Servi ces,
which is hereby incorporated by reference. 15 1 9 MAR 200t WO

In a first payment scenario, seller 108's payment server offers payment order or

payment obligation options to buyer 106. As shown in Fig. 3, in this first scenario, buyer 106

creates a payment order or payment obligation instruction and authorizes seller 108 to

forward the instruction to buyer’s bank 102 through seller’s bank 104. Buyer 106, seller 108,
20 and optionally, seller’s bank 104, supply information needed to initiate the payment or create
- -’ the obligation. In a preferred embodiment, using the four corner transaction model, buyer's

bank 102 initiates payment or creates an obligation based on buyer 106's signature.

Online debit authorization through seller payment server
25 In a second payment scenario, seller 108's payment server offers a direct debit
option to buyer 106 as depicted in Fig. 4. As shown in Fig. 4, in this second scenario, buyer
106 authorizes seller 108 to forward to seller’s bank 104 an instruction for direct debit from
buyer 106's account. In a preferred embodiment, buyer 106 and seller 108 supply information
needed to initiate the payment, Seller’s bank 104 initiates direct debit, based on seller 108’s
30  signature. This is referred to as a direct debit transaction model. It should be noted that this

scenario may not work if buyer 106 and seller 108 operate in different countries.
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GENERAL DESCRI PTI ON OF PAYMENT SERVI CES PRODUCTS In a preferred enbodi nent,
t he conbi nation of paynent obligation, or revocability, and docunentary
conditions in the present system produce several instrunent typesithadAR 200
provi de a range of paynent instrunents to neet the credit and risk
. managenent needs, gf busi ness-t o-busi ness el ectronic corme?g?,c ese.

I nst runent rﬁfﬁé’s""’a‘?e summari zed in the table below Revocable ose
Negoti abl e Paynment on Recurring Obligation Condition PAYMENT ORDER Paynent
Or der YesBuyer NoYes PAYMENT OBLI GATI ON Paynent NoBuyer Yes Obligation
Certified Payment NoBankYes (bligati on COND Tl ONAL PAYMENT Conditi onal
YesBuyer NoYes Paynent Order? Conditional Paynment NoBuyer YesYes (bligation
Cer ti f i eBayrartdnitiation khikaBh buyespeaanddgemyer. Cbligation Table | In a

preferred enbodi pent, a paynent .order provides automated, on-lipe paynent
"ni 1 at | on  GAGIED BATRER SRR LU G A0S PRAGS EIET Sie COER OB 9E, 1 ho
Verld W&ﬁig%&h insthfttions directly to buyer’s bank 102 as depicted in Fig. 5. As shown in Fig. 5,
5  in this third payment scenario, buyer 106 supplies information needed to initiate the payment
or obligation. Buyer’s bank 102 initiates payment or creates the obligation based on buyer

106’s signature. This is referred to as a buyer to buyer’s bank transaction model.

Legal Relationships Between System Entities .

i0 In a preferred embodiment, contractual agreements bind banks and their customers.
In particular, the use of system services is preferably defined by a set of operating rules and
one or more contracts derived from these rules that are binding on system entities, as
described in more detail below. '

In a preferred embodiment, operating procedures and rules for the payment services

15  disclosed herein define the rights and responsibilities of the participants. The rules of various
electronic payment associations (including those of foreign jurisdictions) may serve as a
helpful guide when creating these rules. Moreover, those association ruies might even
impose certain requirements on the new rules. For example, special attention is preferably
given to association rules regarding issues of reversal of transaction and finality of payment.

20 Alternatively, to the extent that the payment order or obligation cannot be reconciled
with existing payment mies, or in the event that such rules need to be supplemented (outside
their existing framework) to take account of the unique nature of on-line payment initiation,
the various parties invélved in a transaction may be bound by an additional set of rules
imposed by root entity 110.

25 In a preferred embodiment, the operating rules for the present system incorporate the
Uniform Rules for Electronic Trade and Settlement (URETS), once approved by the
International Chamber of Commerce (ICC).

In a preferred embodiment, payment obligations and certified payment obligations in
the present system are created and recorded entirely in book entry form. As in the case of the

30 bill of exchange, the payment obligation or the certified payment obligation may preferably
be sold in the secondary market. Change in the holder of these obligations may preferably be
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1 9 MAR 2004 WD 01/24082 PCT/ USQO0/ 24661 The paynent order can be credit or
debit. Debit can be originated by buyer 106 (thus serving as an AR 2004
aut hori zation by the buyer), or it .can be a collection (origi nateldgbyI
seller 108, without authorization by the buyer; N B. this may not be

“permtted in all countries). Credit-enhanced paynent servi
buyer's bawo 0@282s obligated to pay seller 108, may i ncllpﬁg.éjsowgﬁgrgfi fied

paynent obligation. The certified paynent obligation is preferably an
uncondi tional undertaking of buyer's bank 102 to pay seller 108 for goods

purchased. In a preferred,e i c bitd wHaR!10DR dy/preferatly dendei s
simlar Wﬁomtﬂ'g’yﬁéﬂie 0?8918&%9%53&?9}3%%%3;1%%& except thlzﬁiite buyer's bank 102
does no%céo%%g&q-op#[egfcﬁhsm&doheétthomoftheebﬁwodocumants fromseller 108

evi dencing that se 108 has shi pped the goods_t hat sdifsfect of
t he transact iina prefercasremtiodiseensdgEare paymgnt fﬂg‘r‘fﬁ%‘e 8%"1%? Bgel?cl)gg ?gd pref erably

an undertaking E[%Fiﬁl%) %@a&ﬂpﬁﬁ@ﬁ!}% ,{eﬁ,geeﬁye ﬁ&iiéi?z[ntslﬁﬁz, 104Nk 4 prefarcedon

sel | er 108 eash &t docunents specified in the

docurent ar dithistigeniiey e folldvaing step@ to evidence fulfillnent of
cont Sgcteghaqéd%ﬁ’galtions. The present system and nethod enploy a plurality

of request nessages and response nessages to inplenent the

above-identified k. HF?&% Vs REEMhhbsign Desmeractuzfintte thely réleguest
Messages: Acr'onym%g‘fs&qsr{‘&é@) ns%&(t:lgg? In??hd:’gao | nst f@g’%}%ngt CeCPOo

Inst POr Oncl Cnd ahdvespérsibiliies Ta boreepticrenyite naynayng Srvich Chy ment
Obligation Instruction Condit.ional, Paymen WL RRnSRfHEt | onal
Paynment bl i gati ortYPlﬁ%RYr‘BéS Ben @e?t]f‘?r#’gﬁa ﬁ%;a?%rtr‘gﬁ{n %? %‘gﬁdon In%?t ruction
©Cert]fied Conditi opal Faiertusidicr Bakit RMktofstip.uOh signing of the contract, the

customer accepts the operating rules for the payment services.

Each participant sets up the payment service for its respective customer. This

may require a credit review process involving a number of bank departments.

15 Establishing a payment guarantee account may take from hours to days and
may be part of an existing credit relationship between th_e parties. It also
preferably includes registration of the employees authorized to use payment
services and establishing a line of credit for the customer. It also preferably
encompasses set-up of standard settlement instructions for buyer 106 (e.g.,

20 account to be debited for each currency, payment system to be used). In

addition, each bank may require additional set-up procedures dependent on the

specific service the bank is offering its customers.

In a preferred embodiment, dispute resolution between system entities may be
25  regulated by the operating rules, as described in copending United States patent application
Serial No. 09/502,450, filed February 11, 2000, entitled System and Method for Providing

Certification-Related and other Services, which is hereby incorporated by reference.
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Paynment Order Cancellation Condition Advice Status Inquiry 17 9 MAR 2004
::24082 PCT/1 _.:." Dr I 2) Response Messages: Acronym Description Srv
AckServi ce Acknow edgenent to request messages Pay Conf Confirmatilo®h MARa200%
Payment Execution PCb Acpt Conf Confirmation of Paynment Cbligation
Acceptance CePCh Acpt Conf Confirmation of Certified Paynmenj{bligalion
Accept ance "BV conf Confirmation of a Paynent Order CancélTation Cnd
Updat eAn internedi ate update in response to the condition advice nessage
Cnd Dec] Condition Declaration in response to the condition advice nessage

Sts | nq ReNIRALUSESORPTIONCIPPASMENT SERVICESRRODUEY S0t ed that the
categori zation of the above nessages ' is general, and that a nore specific

cat egor i zat i oln prefeired embodimentd thecsombrinasion of peymeant obligatign e reyQeRBYIEY

nmessages nay vary dependi ng. how t he s . j tionis
speci fi c&d CPWSF@%%“EWP“QRQB? Bﬁé?rlgﬁt?'ﬁyogﬁhe%eg @gﬁﬁgﬁﬁgﬁ}g E'lr}n\iﬂrrz\g\%ssages
usi ng Ex O%Qg&r%%ﬁ@uﬁn&ﬁwmn@meetmcmama Biskl managbedent heddsbbw. 1 n a
preferred enbodl ment, each nessage is structured to support signe

addi t§ onbustmess-td-busiress dectonipremmeraehFhese @S(TPWéPﬁ}MP%g“‘bﬂEmBF“?F%r‘E ¢
signatures/certificates to each addition) while preserving non-repudiation
for eachtagkd:}?[% party and the final recipient. In addition, in a
preferred enbodi nent, the system adheres to the follow ng requirenents: 1.
Each request nessage. _when received hy the intended fi Wns a
service acknow edgment Respeableok) YHhosege Negotiphle, Raymgnton o RecHERIpg, ¢ on
executes a paynent, it sends a cgﬂhga%i on (Pay CO@f,adiﬁgﬁsage of this
action to the appropriate parties. 3. en a financial institution receives
a paynment—ebH-gattom i mStTUCt T TP AVMERTORDERCONT | T et 1 on nessage ( PCb
“Acpt Conf) to the sender of the nessage indicating whether the obligation
will or V"iPEx}m&ﬁ[Ox@l@r carri egkgout . ABG?HGJ AcptNdConf nesdrge is pr¥eéerably
sent in response to paynent obligation nessages that are reguested to be
certified I8 1 9 MAR 20011 PAYMENT OBLIGATION :

Payment No Bujfer Yes No No
Obligation
Certified Payment No . Bank Yes No No
Obligation ‘ '
CONDITIONAL PAYMENT
Conditional Yes " Buyer No Yes No
Payment Order7
'! Conditional No Buyer Yes Yes No

" Payment
Obligation
Certified - No Bank Yes Yes No
Conditional
Payment i
Obligation

Table 1

10 In a preferred embodiment, a payment order provides automated, on-line payment

initiation to buyers and sellers conducting electronic commerce over the World Wide Web.
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WO 01/ 24082 PCT/ USOQ 24661 4. When a financial institution receives a

+ paynent order cancellation nmessage (POr Cncl), it responds with a nessage
(PO Cncl Conf) confirmng that this cancellation has been accdpfiepAqr 2004

rejected. 5. Wien a third party service provider (TPSP) entity receives a

.= condition advice nessage (Cnd Adv), it responds with a re ssage
(Cnd Decl )wowhresesz he condition has been net, or when it 222@?’?%%3 t hat

the condition will never be net. 6. Paynent instruction nessages nay be
signed by nultiple parties at buyer 106's organization. 7. Al paynent

messages are signed by each relayin rt L |66 cthasiordng 108
use a bamkpayraent bider cart lee eredif ﬁ’é‘?%’?‘f g’egﬁéﬁ@? g"é%‘%'(‘%’sb‘l’% (i

In aébpz;é{;g%%nessa e
(except in the circu anc : hR Addeyedtioar(origiabted by é"lg‘é’h‘g bank,
i.e., | mM@tW%t‘B?gg%eﬁuggw%ﬁ%r tahan four gﬁ)r ner .transaction). Tables

descri bi aﬂ Oﬁ%oﬁ%?ttﬁé‘ﬁuﬁf‘; 1.8 thisgsy eot beepsomifed n 2!l EOBSEd bel ow. 1n each
table, the frrst Colum identifies the n f PRSsHRgReP Y paycsellet he
second col umCredivenlfaness pAVEICAEIETVIES gﬁ?)rf§g§err%eb3}%§%odi me%t ? t hl,gayxssage

portion is mandatary, ' {UbligatndThd conafied payenent oHigatiR 1si t | s
manddt orlﬁsdéﬁéﬁ’&é‘%ﬁ)é?ﬁ legi%rg UfBtances) . the t

, rd cal @m"io if eﬁ?hgi es the
entity that Biow {Rsnditinat andertakingof buyes srthagls 402 1R SEHT &8 e fourth
col umn ®®ntarns additional comments concer ni ng the nessage portion. In a
pr ef er r gflrehiabddi ment, a paynment order instruction conprises the follow ng

data: NanmeUseCont teg%rggm&ém?ae&ﬁdiﬁénal/pammmdmmgﬁ?ﬂ?‘?ﬂ?ﬂ“&%tify t he

versi on nunb P.aﬂﬁ%gr eat1 on Dat eMandat or. Bg@(/)gr BUX?é @n?ﬁﬁﬁl%‘has

Ti meMand ar&&iuﬁaawxcaaﬂmténtﬁ'@%r%%éé? EF‘;‘%"P RatT uct | on lr;ﬂﬁference

Rel at ed Transaction Opti ongl Buyer 408 Qa4 sHipgdclongueds ihak ary

' Ref e[(Encetetimcamef‘?‘-‘MEﬁeBxé{%‘g%ﬁ{n%zﬁn%ﬁ%eﬁ/angtmr y%%y?rg - P gelaat

CurrencyMandat qr SQA ceoifal conditiona tpayme R ay ment
St T

Order 19%°% 12-"21" / 0012466 &A nt s
undertaking of buyer’s bank 102 to pay sel crlﬂ) , con fioRed on HTRMER A 18?8 paRyTTE

tting documents specified in the documentary credit to buyer’s bank 102 to evidence

submi
fulfillment of contractual obligations.
15 The present system and method employ a plurality of request messages and response

i i ' include:
messages to implement the above-identified payment instruments. Gpgerally, these include

1) Request Messages:
Acronym . | Deseription - . o .7
} Pbr Inst e Pz-ay.r;;ent' Ord.er -instruct-i.on
POb Inst Payment Obligation Instruction |
CPOr Inst —{ Conditional Payment Order Instruction
CPOb Inst Conditional Payment Obligation Instruction
CePOb Inst Certificd Payment Obligation Instruction
CeCPOD Inst Certified Conditional Payment Obligafion Instruction
POr Cncl Payment Order Cancellation -
Cnd Adv Condition Advice
StsIng Status Inquiry
Table 2
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Provi der Paynent TypeOptional BuyerThis is the paynent type option for a
speci fic paynent nethod. Exanples include CTX, CCD for US ACH paynents.
Executi on Dat eMandat oryBuyerThis is the date buyer's bank is req’qegtp]gRtg[][]l;
execute the transaction. FeesMandatoryBuyer Al | owabl efval ues are: -All fees
" borne by buy; fees borne by seller -Each pays own fe uyer .

| dentificati grnl\/airﬁt*c?zlﬁt oryBuyer Buyer certificate Buyer's Accoﬁfﬁﬁ"" Thuset

at Opti onal BuyerField used to override account data Buyer's Bankassoci at ed
W th buyer cert I fi cate Seller IdentifierMandat oryBuyerSeller certificate
Sel | er ﬁ % at orySeller Seller Creation TinmeMandatorySel |l er

Sel | er RePérence Sel | erSeller instruction reference Seller's Account
at Opt i orfad ceghiar Fi el d upegi;rtpm.oﬁver ride account data-Seller-Bankassoci ate
with selller certificatle. Seller's Paynent(ptiopnal SellerUsed to identify a
sub- accquirv Alcltent i fi er r&mcbmmwedgmnsmlrb@esmwmsf or cash application-
(i.e., llockbox) Seller}s Bank 104MandatorySeller' sMist use frusted tine
server (QPeptGosh Dat eB SGM@T“@OBQH(PW%EH%WBP?SM | er’ sl\/Ust use trusted

time sen
Nane Us e ¢ 1HbeAept

Ref er en('?W S Cont .

by buyern

POr Cncl Conf Confirmation of a Payment Order Cancellation
Cnd Update An intermediate update in response to the condition advice message
j Cnd Decl Condition Declaration in response to the condition advice message
Sts Inq Resp Status Inquiry Response
-Table 3

1t should be noted that the categorization of the above messages is general, and that a
5  more specific categorization and functional description of these and other related messages
may vary depending on how the system of the present invention is specifically implemented.
A preferred implementation of system messages using Extensible Markup Language (XML)
is described in detail below. 7
In a preferred embodiment, each message is structured to support signed additions to
10  its contents and attachments (including one or more signatures/certificates to each addition)
while preserving non-repudiation for each signing party and the final recipient. In addition, in
a preferred embodiment, the system adheres to the following requirements:
‘1. Each request message, when received by the intended final party, returns a service
acknowledgment (Srv Ack) message.
15 2. When a financial institution executes a payment, it sends a confirmation (Pay
Conf) message of this action to the appropriate parties.
3. When a financial institution receives a payment obligation instruction, it sends a
confirmation message (POb Acpt Conf) to the sender of the message indicating whether the

obligation will or will not be carried out. A CePOb Acpt Conf message is preferably sent in

20  response to payment obligation messages that are requested to be certified.

18



Amount BankFee currency is sane as paynent currency. Seller's Bank

.5 1040ptional Sel ler' skField used to override settlenent Correspondent ,
BankBanki nstructi ons associated with relying participant certifi.daddMAR 2004
Corresponds to S WI.F.T.» field 54. Table 4 In a preferred enbodi nent, a

-* paynment obl, ' I nstruction contains the data |isted doPl
paynent or ‘é?a?iﬁ@{}r uction with the exception of the changes Ti stgdﬁﬁlin t he
table below NanmeUse .11.-.-Content ProviderComments Transaction

TypeMandat or yBuyer Paynent O der Paynent Mandat or yBuyer Al | owabl.e val ues are:

Cbl i gati on Pag! ywwear fidhciBldistitutforD@bdivesapagment didér caficdletisiemessaBoPOENt, a
certified paynent obligation instruction contains the sanme data as that

| i sted aBook, if xsspends ay esseaedPOF fae) Genh) eanfirmingghas this sancellationhagibeent |
(1) a conditignal .{)@eyrrent order instruction contains the data described
above foR°EPEAPREIT Sy der instruction with the exception of the changes

listed in the vwakhe thied paty dedicedprovidei (TPSPREntitayeTeives Hbdriditidn aivice
i nstruction contains the data described above for ‘al)p%ment obl i gati on

i nst rfict messags (Gnd Adv)eit sespendsvilya repponse mesage (Gng Rerh), waen the qopditionhas o,
and (3 certifi (0} Lt ; i i l,nstruction contains the
dat a( dés@?elnﬁg?}’ %rb%eé“ %?L%A"g%rﬁ%ﬁt??g pl)a%/nﬁ‘gfrlllt&g%ﬂl ‘?%g?ﬁti on instruction with

t he excepti ongoPayrhént imshrastidaméssages ehayrbetsipmed b hmltipdt partie2d biryer N 2004
t:. CTXSO}l .. NanmeUse =Content Comments Provider Paynment
Execut i opngemdatia® yBuyer This is the date buyer's bank is requested to Date/

TSR P AP ARG o8 Nl gy, P o7 07 T
Condig i onsTPSR. Bdgers 1966 aid selters d0&inst sbanitsertifiotte dojdenifythegesediaisan bs;
~confir na;tmaily%]enlt) xXlegsaatgg texgéprt] ?ri aw circumstance where the buyer and seller have the same bank,
i.e., in the case of a three, rather than four, corner transaction).
Tables describing the content of each _systcrh message are provided below. In each
table, the first column identifies the name of the message portion, the second column
15  specifies whether, in a preferred embodiment, the message portion is mandatory, optiqna[, or
conditional (i.e., whether it is mandatory depends on the circumstances), the third column
identifies the entity that provides the content for the message portion, and the fourth column
contains additional comments concerning the message portion.

In a preferred embodiment, a payment order instruction comprises the following data:

Name . .  _.|Use . . [Content .|Comments - - - .. .° 77555
; : : Provider :| . - . 0 mi v
Version . o Mandatory. Buyer To identify the version number.

Buyer Creation Date | Mandatory | Buyer

Buyer Creation Time | Mandatory | Buyer

Buyer Reference Optional Buyer Buyer instruction reference

Related Transaction | Optional Buyer Reference of underlying commercial or
Reference financial transaction

Payment Amount Mandatory | Buyer

Payment Currency Mandatory | Buyer Use ISO codes

Transaction Type Mandatory | Buyer Payment Order
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Table 6 In a preferred enbodi nent, paynment conditions are selected froma
.collection of condition tenplates. In addition, each condition is
preferably structured to allow an unanbi guous true/fal se confi rr’rptgi MAR oY
a preferred enbodi nent, the TPSP nay attach or append to the confirm ng
- message ag,g' E,L,_p,g | purchase details or electronic docunments/files for
informatio %u poSes which may or may not be required undEFTRUBY/H66di ti on.
In a preferred enbodi nent, paynent order cancell ation nessages (PO Cncl)
may be signed by nultiple parties at buyer 106's organization. In a
pr ef er r edgEnpodtrent—paynEnt—or-der~caneced I,“*%an—ﬁtﬁesﬁ-ag-e-s—e-en-t-a-m—t-.he_
fol | owi NV B2 NameUsedoiient Correditento, &ﬁ"&é‘f“—’“_s Buyer '
Ref er encleOpt i onal Buyer Blyer i hstrydriepider €] er ence Rel ated Transacti on
Opti onalBuyer Ref erence df underlyijng commefci al or Referencefinanci al
t r ansact|iRagmBotyEypel dent i {{Optwhalon Vg Blator yBJSt‘stBstGIpaﬁﬁeﬁthl‘,\ya nder
".:1/24082 Paynment Order] Instructlion Reference Table 7 ndat ory Buygr
PCT/ USOQ/ 24661 This is g unique identifier|énesificraymentynethod. nExaraplesi f il c

paynent lorder instructigqn that is|to be ch ' . In &
B CT CR bR ATH, k

preferrdd enbodi nent, cqgndition adqvice (Cn nessages fro
trustedifservice supplien (TSS) ordani zati ohpaymnentd.e whi ch nmay be pl aye
buyer's thank 102 Thesa nessagestare usedlto _set conditions which nust
net in qQEsesutiop Raggi | i t 4MandatpRent Bugstecut | Shis is the datp bejerstmakdstbodi neit , .
all condqition advice negsages (Cng Adv) ar aregggéedtto the TPSP and the JPSP
sends a|service acknow g¢dgnent (S|v Ack) npSIUGEYH e¥eeLshe rapsgetion,

_' lrﬁnﬁssage. Feds & preferr ed| sfEnasolEN] Buydle CO[RIbWaBle PhiidsheTESSage—conta{ ns
'he

-All fees borne by buyer

~All fees bome by seller

-Each pays own fees

" | Buyer Identification Mandatory Buyer Buyer certificate
Buyer’s Accountat | Optional Buyer Field used to override account data
Buyer’s Bank associated with buyer certificate.
Seller Identifier Mandatory | Buyer Seller certificate -
Seller Creation Date | Mandatory | Seller
Seller Creation Time Mandétory Seller
Seller Reference Optional Seller Seller instruction reference
‘} Seller’s Account at Optional Seller Field used to override account data

Seller Bank , associated with seller certificate.
Seller’s Payment Optional Seller Used to identify a sub-account l
Identifier : relationship with seller’s bank for cash

application (i.e., lockbox)

‘Selier’s Bank 104 Mandatory | Seller’s Must use trusted time server
Creation Date Bank

Seller’s Bank 104 Mandatory | Seller’s Must use trusted time server
Creation Time Bank
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foll ow ng data: Nanme Version Nunber TSS (Buyer's Bank) Ildentifier Message

.- Creation Date Message Creation Tinme Paynent Instruction Reference

Payment Condition Confirmation Use Content Provider Mandat or d r

. TSS Mandat ory Mandatory Mandatory Mandatory TSS TSS From Payrrénlvfarg W Al
From Pay o1/idged Conments To identify version number Buygfusedrabk
certificate St use trusted tine server Must use trusted tlme server

Name Use Content Comments
’ Provider
Seller’s Bank 104 Mandatory Sgller’s
Reference Bank
Seller Bank Fee Conditional | Seller’s Mandatory if all fees borne by buyer
Amount Bank Fee currency is same as payment
currency.
Seller’s Bank 104 Optional Seller’s Field used to override settlement
Correspondent Bank Bank instructions associated with relying
participant certificate.
Corresponds to S.W.LF.T. field 54.
Table 4

In a preferred embodiment, a payment obligation instruction contains the data listed

above for a payment order instruction with the exception of the changes listed in the table

below:
Name G Use Content Provider 'Comments ‘i L -
Transactlon Type Manda:ory Buyer - ) Payment Order — —=
Payment Mandatory | Buyer Allowable values are:
Obligation Party Buyer or buyer’s bank

) 5 Table5

In a preferred émbodiment, a certified payment obligation instruction contains the
same data as that listed above for a payment order instruction.

In a preferred embodiment, (1) a conditional payment order instruction contains the

10 data described above for a payment order instruction with the exception of the changes listed

in the table below; (2) a conditional payment obligation instruction contains the data
described above for a payment obligation instruction with the exception of the changes listed
in the table below; and (3) a certified conditional payment obligation instruction contains the
data described above for a certified payment obligation instruction with the exception of the

15 changes listed in the table below:

21



To identify paynent
I nstruction reference
Description Message Details
F2 PCT/ USO0/ 24661 Addi ti onal

Det ai | sCondi ti onal TSSMandat ory

i nstruction reference.
entered. Fields can be structured for.

Confirnmation Date Etc.
Det ai | sOpti onal TSSFor dse when ad
“or details are to Append Codebe attached for
Al | owabl e VAlUl€sES?Y N (Defaults to N) Additional
" Addi ti onal

i f

Def aul ts when paynent
231 9

5"@2&3
TpUS(H)f’ S
Detail s Append Ar eaCode"

I nformation pu

I\/Erchandi se

[ﬁﬁle

i's

Y. Area where text can be pasted or where files can be attached. Table 8 In

a preferred enbodi nent,
transactions from ot her

parties in the paynent

parties obtain information relating to specific
initiation system using

status e sel 1 A
produced on receipt off any typ
pr ef eraErI y indicates et her i
responsg_to the received reque

Ceﬁﬁﬁ{ g
P of re

Prayidest
SN

W th ser
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obl i gati ﬂ

(Buygiss
) messad
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obl i gat
ructi or)
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3@ igthe daie
< %ﬁe&feﬁh@h%ﬁ&&é%%ﬂeﬁ?@ﬂﬂ @?éj,e

quest nessage.

urning a positive or

uyens bankds Fraiestedto,

a response nessage

negative’

al |
nessages: aynent o
i“opbm mdininnﬁ metl)} “I0Riays hftert

| ngt (condi tional paynen
89‘!‘1‘?‘?“§d"§ayrrent obl i gation

Each response nes

is
bage

ser vi ce | RexmewiExdepiont| Masdatone

request The |[fol | owi n
%%ﬁ%@know edgnent (S

I nstr ucq

(condi tijonal paynent qrder ins
on instructior) CePOo

i nst ruct CROs~-st—Eeeft

i nst ruct P%%"“‘PO Cncl F’Eaﬂ BN
Conditions

Y
:

&l
AvAY IRV v

Bﬁe& er

g“%%eﬁi'lglt I g:;’IICIIL ULTI_l gd.[—l UTI

TPSP Identifier; merchandise description;

message details; confirmation by date; others

Table 6

In a preferred embodiment, payment conditions are selected from a collection of

unambiguous true/false confirmation.

In a preferred embodiment, the TPSP may attach or append to the confirming message

condition templates. In addition, each condition is preferably structured to allow an

additional purchase details or electronic documents/files for information purposes which may

or may not be required under the condition.

10

In a preferred embodiment, payment order cancellation messages (POr Cncl) may be

signed by multiple parties at buyer 106's organization.

In a preferred embodiment, payment order cancellation messages contain the

following data:

Name '|Use : _ . |Content | Comments - .
ander B

Buyer Reference Optional |Buyer Buyer instruction reference

Related Transaction | Optional | Buyer R.e_:férence of underlying commercial or

Reference financial transaction

Buyer Identification | Mandatory | Buyer Buyer certificate
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Cnd Adv (condition advice) Cnd Update (an internediate uUpdate in response: -
to the condition advice nessage) Cnd Decl (condition declaration in
response to the condition advice nessage) 24 1 9 MAR 2004 WO 01/12?0&%3 2004
PCT/ USO0/ 24661 I n a preferred enbodi ment, service acknow edgnent’ (‘Stv" Ack)
-“messages are sent when the syntax, signature(s), certificate(s), and user
authority cWRt'a2#88 within the nessage are verified by thq.cfrmﬁjfsg%ended
recipient. This final intended recipient may vary as a function o he

paynent scenario. For exanple, i.n the four-conmer nodel, the intended fina
| pi | | sage i s buyer's bank

S
fbibdl 2 upiqee identfictabatirelart tg el Pl

102. In

of payne[dns@iidign! obl i gqti on reqyest n@ssages. is seller's hank 104. In a

preferref embodi nent, dervice agknow ec 3?%%?‘”{%&1\?“‘958?)1“%%3@8@ irte beant

I.n respo exencéany recéi ved paypent i ng bmekag?mﬁﬁggge_withi n one mnute
from recki fimal infepfled recilpient of the paynent instructio

nmessage. pbled preferred enbodi nent, the service acknow edgnent (STv ACK)
message contains the data listed in the follow ng table: Name Version
Nunber Message Creati on Mandatory Content Provider Buyer's Bank

o er gy ety oo S5 I SR ol
trusted service supplier (TSS) organization, a role which may be played by buyer’s bank 102.
5 These messages are used to set conditions which must be met in order to facilitate payment
| execution. In a preferred embodiment, all condition advice messages (Cnd Adv) are sent to
L the TPSP and the TPSP sends a service acknowledgment (Srv Ack) message in response to

this message. In a preferred embodiment, the condition advice message contains the

following data:
Name Use - Cont_ent Comments . - . -
_ ) Provider R . ]
Version Number Mandatory To identify vers'ioh number
TSS (Buyer's - |Mandatory |TSS Buyer’s bank certificate
Bank) Identifier
Message Creation |Mandatory | TSS Must use trusted time server
Date
| Message Creation |Mandatory |TSS Must use trusted time server
Time
Payment Mandatory |From To identify payment instruction reference.
Instruction ' Payment
Reference .Inst
Payment Condition | Mandatory |From Defauits when payment instfubtion reference
Confirmation ‘ Payment |entered. Fields can be structured for:
Inst Merchandise Description

Message Details

Confirmation Date

Etc.
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BB / SB BBI SB Must use trusted tine server Must use trusted tine server
Al |l owabl e types: Positive Negative Srv Ack Message Reference Oigi nal
Request Message Reference Seller ldentifier Mandatory Conditi on]alg 4
Mandat ory BBI SB Buyer / Seller BBISB Mandatory if prfesent in the oMfﬁgi %@I
" request nessage. Seller certificate 25 19 MAR 2004 NanmeUselp gomment s
Provi der Reasbt*®3deConditi onal BB / SBMandatory if Message St a%?%@o
negati ve acknow edgnent. Reason Text Opti onal BB / SBReason for negative
Acknow edgenment Table 9 In a preferred enbodi nent, whenever an entity that
i s not therEnah TS HionsC! 1 T FEGusé when additione fikcdrietdils depment |( Srv
Ack) msﬁdgéthrﬁgng%flgt%ml ogt;l?% hi s?ﬁfornat lon, adds its service (
acknow dqgupend Cod v Ack) i nfornmtion, Hhecatiagkaskfor infermation RYMOSHS o t he
final intended recipiepht. For exanple, en bg éahgser' s bank 104 receivds a
service | acknow edgnenf (Srv Ack) from %‘ﬁ'ﬁ‘/ FY§ bank 102 when operating in

the fourl-comer nodel,|it passegs this pervicg acknow edgnment (Srv Ack) jonto
its selller 108. N

(Defaults to N)

Additional Details | Conditional | TSS Mandatory if “Additional Details Append
Area Code”is Y.
Area where text can be pasted or where files

can be attached.

Table 8

In a preferréd embodiment, parties obtain information relating to specific transactions
from other parties in the payment initiation system using status enquiry messages.

5 | In a preferred embodiment, a response message is produced on receipt of any type of
request message. Each response message preferably indicates whether it is returning a
positive or negative response to the received request message.

In a preferred embodiment, service acknowledgment (Srv Ack) messages are sent in
response to all request messages. The following messages are all preferably responded to
10  with service acknowledgment (Srv Ack) messages:
POr Inst (payment order instruction)
PODb Inst (payment obligation instruction)
CPOr Inst (conditional payment order instruction) '
CPOb Inst (conditional payment obligation instruction)
15 CePOb Inst (certified payment obligation instruction)
CeCPOb Inst (certified conditional payment obligation instruction)
POr Cncl (payment order cancellation)
Cnd Adv (condition advice)
Cnd Update (an intermediate update in response to the condition advice message)

20 Cnd Decl (condition declaration in response to the condition advice message)
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In a preferred enbodi ment, this service acknow edgnent (Srv Ack) nessage .

- contains the data listed in the previ ous table, as well as the data listed
in the foll owi ng tabl e: Name ' . :.Use , Content Comments Providery @ MaRn2004
Srv AckMandat orySel |l er' sOri gi nal si gned Srv Ack nessage from Message

- Dat aBankbuyer's bank envel oped within this Srv Ack From BH?('FIEJ seResage Bank
Tabl e 10 weoes24pseferred enbodi ment, paynent execution confirmation (Pay
Conf) messages are sent when a financial institution has executed the
paynent process speC|f|ed in the related paynent instruction. The paynent

t f P ¢s drosenh
R e %@“’“‘@’em’“‘ems ng. bu

e end of the foll ow ng business

day. Thi sﬂpﬂ Qgevsgﬁ,lrgkwg g d&(g)o eerﬁﬁeéte(snand user amhoritgeontained o tie therasssassy| v

v

cont ai n& ata: 26 1 004 1/.2408 0/ 24661
Narre Us e GaivegifieCbyntieerfirs] imandgd/resmmt Tivé @P‘dﬁ‘e\é\g“ﬁg&?‘ﬁ&ﬁ‘da} gqﬁ% SBTo

identify the version nunber . g{egmoaa thesalhhdﬁdﬁxm
t r ust ed fenckign gbthg PaymReRt écq%gga B3 g g%i’onl\/andat oryBB / use  t.rust ed

E;'pg? sﬁ,g;"er T'oﬁé{rﬁ@:ﬂ%?&}fo g;ﬂpee@anmm@gsa iy ISBRS mm% &PB%%“’ BOr

Message .St svVan bl e
val ues: {iRoditdct &ebxﬂ‘hgdﬁl,ltbfel npegdedfipgl f%’é&‘%ﬁ Eéﬁﬂﬂ%ﬂ 8F€%§ﬁgé§§$€ireg%e for
this message Refep gnes ﬁ%&&é&%&&ém SeNiacakaoyledghentr(Ssent i n

sellge s ?ﬂln(payrren

the ori gnesaaBeh.is Instruction nessage. Reference. sthin one
Ack) messages are sent in response to any received payment instruction message wi

minute from receipt by the final intended recipient of the payment instruction message.

10 In a preferred embodiment, the service acknowledgment (Srv Ack) message contains
the data listed in the following table:
Name Use . .- Content '. . Co_mngf::l_lts L
- 1 Provnder

Versic;n Numbef Manciatory Buyer's Bank | To identify the version number

(BB)/Seller’s

Bank (SB) _
Message Creation | Mandatory BB/SB . Must use trusted time server
Date )
Message Creation | Mandatory BB /SB Must use trusted time server

) Time
’ Message Status Mandatory | BB/SB Allowable types:
.' ‘ Positive
Negative

Srv Ack Message | Mandatory | BB/SB

Reference

Original Request Conditional | Buyer / Seller Mandatory if present in the

Message Reference original request message.

Seller Identifier Mandatory | BB/SB Seller certificate
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+ DateConditional BB/ SBvandatory for a positive Message Status.

Seller IdentifierMandatoryBB / SBSel |l er certificate Effective

(Thi s is the
date that the bank has originated the paynent) Reason: CodeCondl %B‘%?%Uﬁ‘i
SBMandatory if Message Status is negative. Reason Text Condi t i onal
- SBReason for-peggii ve Message Status Bank's Hol der Condi ti opat/@8uglr4661
SBMandat ory for a positive Message Status. Registry TransferFee currency is
t he sane as paynent Fee Ampuntcurrency. Table 11 27 .1 9 MAR 2004 /0 In a
preferred enbodinent, whep_an entjty receives_a payment execut |

confirnpNane (Pay Confl)sérress'a cdContemt ent i fGommentsopes this i nforpation,
adds it§ paynent execqt I on jr#d' ma& i on (fPay. Conf) information, and passes
t he nes >age ont 0 the ffinal int QY% eci pi ent For exanpl e, vvheg a
buyer | B IO whon |SEEPARTRY B SR o VB PR, ') {0
paynent | executi on confli rmation |( Pay Conf) |megsb@eckhndwledghdrtr 108! In a
preferrgd enbodinent, [this paynent executijon confirmation (Pay Cohf)
nessage| Resoh dexts t he |ptmnali st[@B 7 8Bt he gReasort fabhegativevel | as the
]1: ?leowi jge?atsaBaEz@aUse Conternt Provider égk.lgg]lg&ﬁlﬁe Pay Conf Mesgage Data
. qle 12 Marjdatory Sel | fmrent s Ori gi nal
si gned aﬁle‘9‘"" message—fromuyer—s bank -envetoped—wrttim
In a preferred embodiment, whenever an entity that is not the final intended recipient
receives a service acknowledgment (Srv Ack) message the entity envelopes this information,
adds its service acknowledgment (Srv Ack) information, and passes the message onto the
S  final intended recipient. For example, when a seller’s bank 104 receives a service
acknowledgment (Srv Ack) from a buyer’s bank 102 when operating in the four-corner
model, it passes this service acknowledgment (Srv Ack) onto its seller 108.
In a preferred embodiment, this service acknowledgment (Srv Ack) message contains
the data listed in the previous table, as well as the data listed in the following table:
Name °. .o .z:| Use, {Content | Comments ~ 7. -
R Provider [ © -7 _
Originail Srv Ack | Mandatory Seller's Original signed’Srv Ack message from
Message Data Bank buyer’s bank enveloped within this Srv Ack '
From Buyer’s mess;age
Bank
10 Table 10
In a preferred embodiment, payment execution conﬁrmati_on (Pay Conf) messages are
sent when a financial institution has executed the payment process specified in the related
payment fnstruction. The payment execution confirmation (Pay Conf) message is preferably
15 sent to the appropriate recipients no later than by tfle end of the following business day. This

payment execution confirmation (Pay Conf) message preferably contains the following data:
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its (seller's bank) Pay Conf nessage In a preferred enbodi nent, paynent

- obligation acceptance confirmation (POb Ac Conf) nessages are sent in
response to a paynment obligation request nmessage by the clos pt {He MAR 2004
foll owi ng worki ng day. The paynment obligation acceptance confirmation (PQb
* Acpt e of sage preferably contains the data 'iStﬁﬂEﬁﬁk@ﬁ“
NanmeUseCont ent Comrents Provi der nber i Version Nunber Mandat ory /@éon nu
To identify the vers "Message Creati onMandat oryBB/ SBMust use trusted tine

server Date Message CreationMandatoryBB / SBMust use trusted tine server
Time Me§ St at uswarqpsreorybb TConfedlit! | CommentsPeS: HOSIt{1ve Negatl 28 1
9 MAR 2p04 WO 0112. 1042 PCT/ USJQ/ 24661 [NameUseCont ent Conment s Pr ovi der Po
Acpt Cophf Mandat oryBB /|.SB J\/Essad?bﬂﬁdﬁer ence i gi nal
Paynent fCondi ti onal Buydr: [/ Mandat nr v if dresent in the ariginal Chlj nm ilon
0 e W - Aot i i AL
Status | Message Creation Man‘ﬁétory HETES Must use trusted time server -
' Date
Message Creation | Mandatory [ BB/SB | Must use trusted time server
Time
Transaction Type | Mandatory | BB/SB { Allowable values:
. POr, CPOr
POb, CPOb, CePOb, CeCPOb
Message Status Mandatory | BB/SB | Allowable values:
" Positive
Negative
Pay Conf Message | Mandatory { BB/SB | Reference for this message
Reference 7
.| Payment Conditional | BB/SB | Mandatory, if present in the original
Instfuction payment instruction message.
Reference
Seller Identifier Mandatory { BB/SB | Seller certificate
g R Effective Date Conditional | BB /SB | Mandatory for a positive Message Status.
(This is the date that the bank has originated
the payment)
Reason Code "| Conditional | BB /SB | Mandatory if Message Status is negative.
Reason Text Conditional | BB /SB | Reason for negative Message Status
Bank’s Holder Conditional | BB/SB | Mandatory for a positive Message Status.
Registry Transfer Fe.e‘currency is the same as payment
Fee Amount currency.
Table 11
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negative acknow edgnent. Reason Text Optional BB / SBReason for negative
acknow edgnent Table 13 In a preferred enbodi nent, when an entity that is
not the final intended recipient receives a paynment obligation{agcgpRaiige
confirmation (POb Acpt Conf) nessage, the entity envelopes this

I nformation, adds its paynent obligation acceptance confir ' PCb Acpt
Conf) i nf oNoeti-0f; and passes the nessage onto the final Fﬁ?@#@@%&mgb P
reci pient. For exanple, when a seller's bank 104 receives a paynent
obl i gati on acceptance confirmation (PCb Acpt Conf) from buyer's bank 102

when operating in _the fqur:corner nodel.. it. i VAR 3R {dpgat i on
accept ance cbna prefarted smbopimpenh pen @R Gh fytrsce'l“t%g%}g??%l&t %8%3 Thi }slﬁgg%rrerﬂt

obl i gation ac i 10885 thRGRfohamionCadds)itspaymegeexeretiar abl y
cont ai népﬂyhgorﬁgﬁé&%egtﬂgeo |1|§?rf§ﬁté:logbove tabl e 0as wel | tﬁs tt]e fo Idowi ng dat a:
Name Us e Ggyt@1atise (ParCen) inRirmatide and Gasses the mepgage onto the final intende

Acpt Mandat or ySel I er' sori gi nal si gned Co : _
et aBankéaiments Bgesasnl NReB deT s aaa PhrS e AP RTIAr eififodbomiifion
ba”& P"i% C¢”f HS&%@&’J Bhiel 03 4vHeR operfifi AIthe fhuebadi medel, itpassasfthied

nt Cot P} 8 ey

pay ceptance confirmation CePOb Acpt Conf) nessages are
sent in BpRseution aonfantation EhyCopfemessags aeesibR 198 quest 29 1 9 MAR 2004

| PCTI US90/ 24661 the, cl f ' rOSE h
cor 111 ed papheRCRGE SoRUert b ST R xhciph SRARAAGy (PHECOR Bveselly

nmessage pr = Q64 R thS adve t4bid & well asahe follob8ng data:a preferred
enbodi nﬁﬁ?t,gjngg%%ﬁat&grder cancel l ation confirmation (PO Cncl Con nessages

are sent in response to a paynent order cancellation instruction nessage
¢ (PO Cnel__Lnst)—by—the—eteseret—the{ Bl LD Work-Ag day. The fjaynent
“order chMeBI ation ~cqrifser mat i F?W ch*n*%log?) nmessage pref erablly
containg the follow ng data: Napebkidéohtent Cooments . Provider Verfsion
Nunmber Mindat or yBuyer' § BankTo ildentifylthe version [ Seller—s—Barld Message

Cr eat | oAl Py Coofe | Mamaticy Sellerse | OrigmelisigradPaydrandmessage

Message Data from Bank from buyer’s bank enveloped within
Buyer's Bank its (seller’s bank) Pay Conf message
10 Table 12

In a preferred embodiment, payment obligation accepténc‘e confirmation (POb Acpt
-Conf) messages are sent in response to a payment obligation réequest message by the close of
the following working day. The payment obligation acceptance confirmation (POb Acpt

15 Conf) message preferably contains the data listed below:

Name ’ Use Content | Comments

Provider

Version Number Mandatory | BB/SB | To identify the version ‘number

Message Creation | Mandatory | BB /SB | Must use trusted time server

Date |
Message Creation | Mandatory | BB/SB Must use trusted time server

Time

Message Status Mandatory {BB/SB Allowable types:
Positive
Negative
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Dat el

time server Tine/ Seller's Bank Message StatusMandatoryBuyer's
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Table 13

In a preferred embodiment, when an entity that is not the final intended recipient

4661
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ge has

nd the
a
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receives a payment obligation acceptance confirmation (POb Acpt Conf) message, the entity

envelopes this information, adds its payment obligation acceptance confirmation (POb Acpt

Conf) information, and passes the message onto the final intended recipient. For example,

when a seller’s bank 104 receives a payment obligation acceptance confirmation (POb Acpt

Conf) from buyer’s bank 102 when operating in the four-corner model, it passes this payment

obligation acceptance confirmation (POb Acpt Conf) to its seller 108. This payment

) obligation acceptance confirmation (POb Acpt Conf) message preferably contains the data

10

listed in the above table as weli as the following data:

Name Use Content | Comments
Piovider ol
Original POb Acpt | Mandatory | Seller’s Oﬁginal signed Pay Conf message
Conf Message Data Bank from buyer’s bank enveloped within
from Buyer’s Bank its (seller’s bank) Pay Conf message
Table 14

In a preferred embodiment, certified payment obligation acceptance confirmation

(CePOb Acpt Conf) messages are sent in response to a certified payment obligation request
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Provi der Version Number Mandat oryTo i dentify version number TPSP
| denti fi er Mandat or yTPSPTPSP certificate Message Creati onMandat or yTPSPMust

use trusted tine server Date Message Creati onMandat or yTPSPMust qsgo'ﬂﬁﬁsfgﬁg
time server Time Paynent Mandat oryFronifo i dentify paynent instruct

I nstructionPaynment Inst.reference. Reference 31 1 9 MAR 2 WD 01/ 24082
Mandat ory Goaf en®®PCT/ r, S00/24661 Nane TSS Condition DepCBmssizasst
Request Message Reference Paynent Condition Confirmation Mandatory

Provider TSS From Paynent |Inst Comments Fromthe original condition
| nstruction reference

et er cd. METRE LB SI0oba GF FUISUREHorORS e Hieralted PRESEHOBIEBIES S age
Detai |'s feeefthicdRbhffnatioh BCePOb Acpt Conf) message preferably contains the data in Table
13.
In a preferred embodiment, payment order cancellation confirmation (POr Cncl Conf)
5  messages are sent in response to a payment order cancellation instruction message (POr Cncl

Inst), by the close of the following working day. The payment order cancellation
confirmation (POr Cncl Conf) message preferably contains the fdllowing data:

Name _ Use . Content Comments .- .

Provider | L e

Joe

Version Number Mandatory | Buyer’s Bank | To identify the version

/ Seller’s Bank
Message Creation | Mandatory | Buyer’s Bank | Must use trusted time server
Date ./ Seller’s Bank
Message Creétion Mandatory Buyer’s Bank | Must use trusted time server
Time / Seller’s Bank
Message Status Mandatory | Buyer’s Bank | Allowable types:

/ Seller’s Bank | _ Positive

_ Negative

) POb Acpt Conf Mandatory | Buyer’s Bank

Message Reference / Seller’s Bank

Original Payment | Conditional [ Buyer / Seller | Mandatory if present in the original
Obligation (POb) request message.

Message Reference

Seller Identifier Mandatory | Buyer’s Bank | Seller certificate
{ Seller’s Bank

Reason Code Conditional | Buyer’s Bank |} Mandatory if Méssage Status is
/ Seller’s Bank | negative acknowledgement,

30



Etc. ConditionConditional TPSPCode that represents the status Confirmation

Codeof this condition declaration response nessage: If this field is not

i ncluded then the "Condition Confirmation Details" field nust cdnflaMAR 2004

i nformati on. ConditionConditional TPSPDescriptions of the possible

- Confirmati onresponses that the TPSP can Detail srespond w tﬁ&a‘l&ém/&ﬂk? field
is not i ncH®BBMRen the "Condition Confirmation Code" field nust contain

information. 32 1 9 MAR 2G WD 01/ 24082 PCT/ USOQ 24661 NaneUseCont ent

Comments Provider Additional Detail sOptional TPSPFor use when additi onal

file orrApperd—codetetrats—areTibeattashed T OTTTet T O purpoges:

Al | owab gﬁ | ues: -Y s‘fDef aul %’nyeo%tl\l) A?l |?i'|"16“r£1ﬂat o )

Det ai | s{Condi ti onal TPSPMandat or Y Pirbvid&ddi t jonal AreaDetails Append Cgde" is

Y. Arealwhere text cam be pastéd or wherelfiles can be attached. Talhle 16

I n a preRedsbeTeatnbodi tiondd st Buyer's Bapki | Reasos forpsitivebsgajve( St s | ng Resp)

containp a history of |[the trangagtion ¢ified, in the status inquiny

request| | NI CATI ON PRO'&*_CSSI%BE priooRledgementyodi ment , t he
al al

f ol | oW gg—p+retecets—afrit—fFormats—are—usedTm—srgn g an
Table 15

In a preferred embodiment, condition update (Cnd Update) messages may be sent in

conjunction with condition advice messages. These messages are preferably sent from TPSP
5  parties to provide updates on the progress that has been made in meeting the condition

specified by the condition advice message. |

In a preferred embodiment, condition declaration (Cnd Decl) messages are sent in
response to a condition advice message by TPSP parties. Condition declaration (Cnd Decl)
messages are preferably sent when either 4 condition outlined by an original condition advice

10 (Cnd Adv) message has been met, or if the condition will never be met. For example, if a

condition is that some goods will be shipped by a specific date, and the goods have yet to be
shipped, and that specified date has passed, a negative response is sent.-.

The condition declaration (Cnd Decl) message preferably contains the following data:

Name- *~* . Use |Content - | Comments® °- .-~ "
: _Prov'ide:l: EN I ‘; . ' B -.'.: :~ g , E

1 Version Number -Mandator-y _ ‘. To ide;ntifﬁ v.ei"sion nﬁ-mbcr
| TPSP Identifier Mandatory TPSP TPSP certificate

Message Creation | Mandatory TPSP Must use trusted time server

‘Date

Message Creation Mandétory TPSP Must use trusted Gme server

Time ' _

Payment Mandatory From . | To identify payment instruction

Instruction Payment Inst. | reference.

Reference
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formatting signed data: XM.DSig (XM-Signature Syntax and Processing) -
used for transaction coordi nator and Merchant signhing and formatting; i.0)
- used for synchronous nessages. Mre particularly, the follow ng ¥@ &mp 20
preferably set out the formats for exchanges an signatures between paynent
© parties in r action using the systemand nethod of th

i nventi on: ‘%é% used for browser based signing of dat aF%Tjg‘Er)r@Zz?E%l
S/ M MEv3 (Secure/ Multipurpose Internet Mail -

Ext ensi ons version 3) used

for asynchronous comuni cati on between parties; and 4. SSLv3(Secure Socket
Layer ver|Ndife 3. 0) or TLEyél_;_:._O ( HrarjaptiténtL 2y €] Cogaédts Y Verston - At
'synchronqus exchanges pfeferably tgke pl.ace uging the HITP secured SSELV?:.O
or 33 Li {9 MAR 29E WO O[L7 24082..PCTI[tRrevider466] the TLSvl.O | nternet
Securi ty Dok nhh{ .i =) acr;'r)-v dan'cé_ A i h the Sycf b ril es .d?‘QPI“.l hl‘:l(“i ._hel ow. -
End User d iosyCondition, o ntMandatony; st ifdSSed syst pReom mgonginghsenditiomd i |
clients tipahlarft@A Si gn f n accepted (formats. Fpg Qt?ﬂ?l{ mentls t hat
are sent fto Luyer 106 d TPSP forl acceptance encg% aﬁq?%lspgle%%%; cafjegory.
The br owd Request Messaged f o provi de 4 PKCSH7 wr hpped nessage. PKCS #7 i[s a
crypt ogra&?ﬁf,c nessage slyntax standgrd that dgscribes general syntax|for
dat a t hatf YWWHJ*W8ve cryptography apglied to it] such as digita signatfres.
The dat a [sh —16) ] {s—Hgcatetrhe—approprate—bl-ocks
i ndi cat ed T BEE, Condition | M 'ga“?ogysystgfﬁ' M. mes sgﬁgﬁgglﬁ LT PR bel ow (s
pr ef er ablf Confimshtion conmuni cat e bet Wpeyman st eflns@idion FefeRAcS Gk, 10§,
sel l er' sjbank 104, and |buyer's bank 102 should be capable of creatihg and
receivi ngg such nessageq. -Were buyer 106 andllflﬁ’éls structuredifos: ser jer
+ based syg$tens that supgort the sysfem nessagj ng of .esent .ipveption,
* “the bank$ or participarfts may use {he XM. DTOs- pr oh\}%%gﬁ'&{ﬁseﬁsﬁéﬁc{'gtl%aport
those orfani zations. -Rreferably all acknow edgenentsssageDenils ypt ed bsing
the S/IM Mev3 protocol. [Were the ficknow edgement i s being sent to aJ buyer
or TPSP hith no known derver suppoft, the sigpat ur quirmation Batet he Sf M VE
standard] and not the X§LDSi g signatjure descrilbed Low. -Optionally} for
‘ease of | nplenentationt all asynchfonous co ications to buyers anj to
TPSPs nayCdnaiiﬁcant as Sl Kokividnaless pPRSP W t h t[Code!tBitdépre®ntTthd REwET NRNCI al
Confirmation Code of this condition declaration
response message:
If this field is not included then
the “Condition Confirmation
Details” field must contain
‘ information.
’ Condition Conditional | TPSP Descriptions of the possible
Confirmation responses that the TPSP can
Details respond with.
If this field is not included then
the “Condition Confirmation
Code” field must contain
information.
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dableribng | ocati on of DTD <Paynent Request xm ns [ nanespace] defines

DTD.

In a preferred embodiment, a status inquiry response message (Sts Inq Resp) contains

a history of the transaction specified in the status inquiry request.

COMMUNICATION PROTOCOLS

In a preferred embodiment, the following protocols and formats are used in signing and

1.
10

formatting signed data:
XMLDSig (XML-Signature Syntax and Processing) — used for transaction coordinator

and Merchant signing and_ formatting;

PKCS#7 — used for browser based signing of data elements;

3. S/MIMEv3 (Secure/Multipurpose Internet Mail Extensions version 3) — used for

asynchronous communication between parties; and

15

1.0) — used for synchronous messages.

SSLv3(Seéure Socket Layer version 3.0) or TLSv1.0 (Transport Layer Security version

More particularly, the following rules preferably set out the formats for exchanges and

signatures between payment parties in a transaction using the system and method of the

present invention:

- All synchronous exchanges preferably take place using the HTTP secured SSLv3.0 or
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Body of nmessage </ Paynent Request >End of Message Table 17 Paynent Request
DTD The contents of the Payment Request DID (Docunent Type Definition) in a
preferred enbodiment are given in Table 18 bel ow (the Payment ReqqegtMR':{QUﬂ
may al so inport certain DIDs such as a ConditionSet and a

.- CertificateStatusCheck, described below): 35 1 9 MAR 200t \

01/ 24(S2 3SVQNRHR9BL Cer t Bundl e Syst enPayRequest Request Ta%#f‘)‘ﬁuoma\éo

PCTI US00124661 Network I nformation Bl ock XMLDSi g Si gnature Bl ock
Certificate Bundl e Bl ock Paynment Request Transaction Bl ock (see Table 19)
(Opti onal '?\e ‘E{?f BPinthcedR e Riith tha Bebtein rileodetritetdt r i but e
in the NI B w&lﬁ%ﬁéﬁg& g!lr?idlgl ol(l:lk)c and requires that the value of this
i s specifiggoyo be unique for each rressage in the transaction. The Msggrpid
is aunique ID that is comopn to cunent g i t@ae

Not e that aEndibisers msly heye PumgEsS t“if’B"r%csg tﬁmaaéﬂnn%é?‘g%%ﬂr?er}ﬁ%f l;?erﬁansact i on.

Each exchange.(for i C t thSedry ke t W06 edme ment
b aghHR iRl "R, ERBURRn Sbkyeo DG de

exchange, Servi ce Acknow ed enment fochange)
25 atom c Sﬁﬁéﬁ?ﬁ?ﬁzw’a“ T 3};2? fhoenon
docunent i RK&I$#Ewarpnegdnes 3%¢§#Zésa‘é¥3tﬂ§ﬁ8§%%éggdgges¥% corfaaflexat

ensure that th SEbnBRhavRtrRdgraptyi appiied td itlesnch a:ydlgltal
document vvfi?sr?f' eg‘g{?g#;lnge tt§e rol e of t he sen%“eyr i s g %Eﬂ" ably used in
conj unct i og,gnath&s.anﬁﬂﬁﬂemtdaugmlﬂérsxgnmwéﬁé@é'd“@tai’la'@i’{} 1 ﬁ‘é Msgid is:

"xx:nn", where xx are the role identifiers and nn the sequence nunber for
docurrents slémat%bei?’l’&t role in the current exchange. To enable a

10 -The standard system XML messaging described below is preferably used to

communicate between parties, and so the seller 108, selier’s bank 104, and buyer’s bank
102 should be capable of creating and receiving such messages.

-Where buyer 166 and the TPSP also have server based systems that support the system
messaging of the present inyention, the banks or participants may use the XML DTDs

15 provided below to support those organizations.

-Preferably all acknowledgements are encrypted using the S/MIMEV3 protocol. Where
the acknowledgement is being sent to a buyer or TPSP with no known server support, the

- signature is part of the SMIME standard and not the XMLDSig signature described
below.

20 -Optionally, for ease of implementation, all asynch.ronous commumcatlons to buyers and
to TPSPs may be sent as S'MIMEV3 messages with the signature of the financial
institution issuing the asynchronous communication as part of the S'MIME standard.
-Asynchronous communications, however wrapped, preferably include the NIB. (Network
Information Block) application block and Response from the XML messaging described

25 below, but not necessarily the CertBund!c or Signature blocks where these are replicated

| in the asynchronous wrapping structure.
-Although, a system response message may be defined for TPSP to TSS communication,
TPSP’s may discharge conditions through a web interface. In the latter case, the TPSP

will sign a message using a PKCS#7 signature to discharge the conditions.
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transaction coordinator to identify a system paynent nessage, the HITP
content type should be specified appropriately. The SysterrPayRequest
docunent may be used to specify the paynent |nstruct|on rressages %oﬂ ﬁb?‘ﬂ'
above and listed in Table 2, i.e. PO Inst, PQb Inst, I nst, éP rAs
CePOB | nst fgefPCb Inst. The SystenPayRequest DIDin a

enbodi nent “ia?g%escri bed in Table 19 bel ow. Contai ns SystePef@ngg&j]
Buyer Si gnedDat a Rel ati onshi p Description Each request contains a single
Syst em Header which contains the Product and Message Type. The data signed
by the bIATATYREODEFINEDIONSa single structure in the PayRequest. 36 9
MAR 20M v: o 01/24082 PCT/US41Ll; -1466 1 Buyer Si gnaturesThe Buyer Si gnat ures
bl ock carri esIompreferred embodigrent, Sy By ereSiagenare seudiurodusing B&tp]l@ilbIEtMaﬂdw

buyer k. S P vat Dat Sel | er Pr i yat eDat t d
P v dod LeRBieES YLy Wi <PEPaRFE o e Ry Ion, WO APPLaA iy IORROL Thi s
may incl &Biésﬁﬁﬂgaﬁﬁéal frﬂ,slexﬂ&ﬂmdrpmlmté@.raﬁb&sam@e& b&rfﬁeém@nmmwnfwkw a

bl ock contains data el enments provided by the seller's bank to the buyer's
bank. 5 Theseral dath type debnitions@ Rs) is dascrbbsddglaw.det ai | s and rel evant
correspondent . pank det ai 19 The st enHeader v des a
transaction refew éwgbreﬂwesm-{aﬁrpgwggxbttspgﬂfggmgﬁage t“r‘n“‘f%@'é’ @F i but e
al | ows  apsiRéit eSsaBVdRE Al solthid tHéSiagk Menkifieds (@ Ps) IBSEGUEMbRUHS LY muf i ed. The
g it
header iS "a conponent conmon to a nmessages and includes, in a preferred
embodi meWith XNE. dasumenis.the sistem of the presaniimvention preferably meets these

Payront - CUBFRRILEL P Xpic e BpEd ARG niitesph B HERIAN Qe bl e

© Obli gmt i gubl¥ffER) elefRhf dndizaeibitayiames used in XML documents by associating them with

namespaces identified by URI (Uniform Resource Identifier) references. Each payment top
level XML document specifies the XML namespace in which the data elements occur. The

XML document may, for example, reference the namespace as described in Table 17 as

follows:
Payment Document Ouﬂme ety i Mgapmg T el
o, L F 3&.1‘"" Sy y —1 ‘o, n-ﬂ. .!:-..' -‘-;.éx;-"a Fa T ‘=§" '-s.a L "".‘1‘-.‘.-..' S R .‘-‘-"..._l ﬁ:w";
<Ixml versxon'-”l .0” encodmg-”UTF -8"7> Standard XML hcat_ier
<IDOCTYPE PaymentRequest PUBLIC Standard XML internal DTD with

“./fEP/DTD Payment Request/EN” “[URI]"> | reference to external DTD comprising
(a) XML public identifier and (b) URI
defining location of DTD

<PaymentRequest xmlins [namespace] defines the location

xmins=http://www.eleanorpayments.org/ep/> of the external DTD.

Body of message

</PaymentRequest> End of Message

15 Table 17

Payment Request DTD

The contents of the PaymentRequest DTD (Document Type Definition) in a preferred
embodiment are given in Table 18 below (the PaymentRequest DTD may also import certain

20 DTDs such as a ConditionSet and a CertificateStatusCheck, described below):
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Obligation CxP - Conditional Paynent Order CxO - Conditional P

obligation CCO - Certified Conditional Paynment Cbligation 37 1agrreMr&k 2004
WO W 24182 PCT/ CIS00/ 24661 MessageTypeNOTAT- #REQUI REDt he rressage“]tgpﬁm\mgﬂgz[
haveRequestor. IONthe follow ng structures: <Type> Request <Type> Response
Query The Vali d. val ues for the PayRequest DID are - Paynmeni-rRRg k1~ Query
Tabl e 20 I'HO&YBt83 erred enbodi ment, the follow ng validati n ru?@ th Table
21 apply to the SystenHeader attributes: AttributeValidation

Rul eMust MayError Code Val i dateValidate ProductValid Product code

andBuyep.sSel |l er -s00FHAI—HES + ' '

dBl : —S00H e BE Bl beenBank. Bank provi ded {The

origi-na MBis aut hor i zéﬁﬁﬁ?@?ﬁgﬁ‘&@ﬁg t% ssue the nessage Bank; Seller's
Buggerz

Bank Me MRS SygiatneBRitker ' SOOEHO3 been provi dedBank Tabl e

21 The | gnedDat al DID of _t he SystenPayReguest—BFbD-retudes— a
pr ef er r E@ertBundle Certificate Bundle Block

SystemPayRequest | Payment Request Transaction Block (see Table 19)

Request (Optional Block)
Table 18

The system specifies a “Msggrpid” and a “MsgID” attribute in the NIB (Network
Information Block) and requires that the value of this is specified to be unique for each
5 message in the transaction. The Msggrpid is a unique ID that is common to all documents in
any single exchange. Note that a number of exchanges may concern a single payment
transaction. Each exchange (for instance the Payment Request — Service Acknowledgement
exchange, or the Cancellation Request — Service Acknowledgement exchange) will have the
same Msggrpid. Asynchronous communications are to be treated as atomic exchanges. The
10  Msgid is used as a sequential counter for each document in an exchange. However, as
exchanges may become complex, to ensure that the Msggrpid:Msgid cqmbination can
uniquely identify a document within an exchange, the role of the sender is preferably used in
conjunction with a sequence number.
A preferred structure of the Msgid is: “xx:nn”, where xx are the role identifiers and nn
15  the sequence number for documents sent by that role in the current exchange. To enable a
transaction coordinator to identify a system payment message, the HTTP content type should .
be specified appropriately.
The SystemPayRequest document may be used to specify the payment instruction
messages described above and listed in Table 2, i.e. POr Inst, POb Inst, CPOr Inst, CPOb
20 Inst, CePOB Inst, and CeCPODb Inst. The SystemPayRequest DTD in a preferred embodiment
is described in Table 19 below:

Contains Relationship Description
SystemHeader Each request contains a single System Header which contains the
Product and Message Type.

BuyerSignedData | y. data signed by the buyer is contained in a single structure in

the PayRequest.
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enbodi nent the follow ng data bl ocks (Table 22): Contains Rel ationship
Description 38 1 9 MAR 200'i WD 01/24082 PCT/ USQOr2. X51
Negot i at edDat aCont ai ns data negoti at ed between the buyer and sel ]1ep EﬁRpg{m
of the commercial transaction. BuyerDataContains data provided by Th
“ buyer. Sel kg b Dat aCont ai ns data provided by the sell r.eveal ed to
t he buyer éﬁc?:lﬁ)#ﬁeh*"buyer' s bank. Obligati onContains data r:ﬁ;%-@gﬂ!tu"?%ﬁt he
provi sion of an obligation. ConditionSetContains any conditions which are
to attach to the Paynment Request. Buyer Si gnat ureDet Contains infornmation
about t HeBdyeySignaturss gnaj The Bsyer8ighatota bldck cadnies and siRenynmbet oRequest . Tabl e
22 The goti atedData b gck arries_data el enents ne%ogi ted during {he
transactfi on and pref er pBRYCTRERA orp theRuyprtodhe bishs

b L1 G.(3 o

Attri but G 061
. . Hey]
t heNegotjliateéd Transacti pn.
threeNedotiated | etter CtherSellenybutonly sarst tal tei sakdel’s bank SThié 2vay include

Val ueDat|e CDATA#|I MPLI EDThe Val ugDate.i s, the date onNegoti ated which the
funds will | be in the Sejfegpests ipadditional segvigess \aR 2094 ' i N O 01/ 2408 PCTi U

|
. 00/ 24661 "&'BHR]TW%WH*' A e T TRENERUL hated—Pnl y
for conciJS[cPona' paynent k. ! e ahl‘ih:bllg%n#ﬂ%}sc aga;er%%ma?iﬁésﬁ?g@g%u er of {days

after dijscharge of seller’s bank to the buyer’s bank. These include confirmed seller

int of

Account details and relevant correspondent bank details.

Table 19

The SystemHeader provides a uniqﬁe transaction reference for all transactions, and
with the Product attribute allows a specific payment product instruction message to be
5 specified. The header is a component common to all messages and includes, in a preferred

embodiment, the following attributes (Table 20):

Attribute Type Presence Description’ Provided By

Product CDATA | #REQUIRED | xxP —Payment Order . Requestor.
xxD — Direct Debit
Instruction

xx0 — Payment Obligation
xCO - Certified Payment
! ' . Obiigation
CxP - Conditional
| Payment Order
CxO — Conditional
Payment Obligation
CCO — Certified

Conditional Payment

Obligation
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conditions on which funds wll be in the Seller's Account. If a ValueTerm

» is provided, a Val ueDate should not be provided. FeesNOTAT-#| MPLI EDThe fees
field contains anNegotiated | ONi ndication of which organisation W gl MBR 200%
liable for fees associated with the transaction. If the field is no

- present, the fees are assuned to be borne by the buyer. Valid val ues are
BUYER or SEDLERSRecur r i ngPay- CDATA#| MPLI EDavai | abl e for ®#&d/US00/24661

Payment Negot i at ed nent DurationOrder product only. Contains an indication of
the duration for a recurring payrrent Recurri ngPay CDATA#!1 VPLI EDavai | abl e

for the a-hbde T &r. code
string {Msssage Ry QE% H"['e}s)S té”IPHtllrklil\a"tha‘rt{gc Igéegﬁﬂagreed.

Table 2B 40 1 9 MARIBRO. N [YO 01/ 24082 tREIGMY strfe6itesthe |f ol | owi ng

validat|{on rules ih Table 24 preferabl applke 0 the Negot|i.at edDat a
attributes: AttribyteValidation Rul eIVU g¥estode Val ijdat eval i datle

At The anpunt does|not Buyer] sOONDO c¢ &S0 negatilve orBank non
nuneric|val ue ?ﬂ)pg>§ ©

Query

The Valid values for the
PayRequest DTD are

- Payment Request

- Query

Table 20

In a preferred embodiment, the following validation rules in Table 21 apply to the

SystemHeader attributes:
Attribute Validation Rule Must May Error Code
Validate | Validate
Product Valid Product code and Buyer’s Seller’'s | 00EHO1
message type has been Bank Bank
provided |
, ' The originator is authorized | Buyer’s 00EH02
| to issue the message. Bank;
Seller’s
Bank
MessageType Valid message type has Buyer’s 00EHO03
been provided Bank
5 Table21

The BuyerSignedData DTD of the SystemPayRequest DTD includes in a preferred
embodiment the following data blocks (Table 22):

Contains Relationship Description
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S ValueDate CDATA | #IMPLIED The ValueDate is the date on | Negotiated

Amount does not exceedOOND42 maxi mum for Paynment Channel Amount does not
exceedOONDO3 buyer's Limt Amount format valid for OONDO4 stated currency
Cur CodeCur Code is validBuyer' sOONDO5 Bank CurCode is supported byOpNIAG 2006
i nstitution ValueDateValue Date is an vali dBuyer'sSel | er' sOQ\NDO7

* for mat BankB ue Date is not in the pastBuyer'sSell er' gQhHidp8 . BankBank
Val ue Date“gcgﬁ’zg@znet Buyer' s- OONDO9 Bank Value Date is within 3R
XXBuyer ' s- OONDI O days of current workingBank date (where XX is the nmaxi num
nunber of days that an institution will allow instructions in the future).
41 9 MARESGRIdDamCO) PChitins ARE nygdtiated between tiebujetandéellaedqurfaiths ilnsi de
the pargneters Buyer's|{OONDI 1 allowed by the financial Bank institutijon.
FeesCorrlect val ue prov|cemmagigbirans@eiD. 12 Bank, Seller's

BuyerData Contains data provided by the buyer.

SellerPublicData Contains data provided by the seller and revealed to the buyer and
the buyer’s bank.

Obligation Contains data relevant to the provision ofan obligation.

ConditionSet Contains any conditions which are to attach to the Payment Request.

BuyerSignatureDet | Contains information about the buyer’s signature(s) attached to the

ails Payment Request.

Table 22

The NegotiatedData block carries data elements negotiated during the transaction and

preferably has the following attributes (Table 23):

Attribute Type Presence Description Provided By
Amt CDATA | #REQUIRED | qv.. Amount of the Negotiated

Transaction.
CurCode CDATA [ #REQUIRED | The CurCode is the three Negotiated
letter currency code as defined
in 1SO 4217

which the funds will be in the

Seller’s account.
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Bank RecurringPay-Valid Paynment DurationBuyer' sOOND 13
ment Dur ati onProvi dedBank (Seller's Bank for Direct Debit)

RecurringPay-Val id Paynent Mbdel Buyer' sOOND14 nent Model Provi dedB
Direct Debit) Table 24 The BuyerData bl ock (i-
D) contains information provided by bu

(Seller

's Bank for

U hnsact: oNORA4PA

The BuyerData bl ock preferably contains contact data (e.g.,

sub- bl ock) that

Buyer Da
~(Tabl e
WO 01/ 2
provi de
acknow

1082 PCTI US
aBuyer
pdgenent s t

#1 MPLI EDThe buyer

Transac

i onRef eren

.mnﬁtﬁﬁﬁro
P5) . Attribute Type

0124661

pat conp
can furt
ce which

provi des details for

any issues with the t

8, MAR 2004

. ! : rdQBhdd; t e
rries data el enents negotiated during the transaction.

in a contact

ransacti on.

FOVPDIED at
Pr esence

Buyer Ref er

ref érence which i s use

ise the tr
her Buyer ac
can be use

FTHe Vafife Tef & pRbW0ed | €
SCri

90 ditionpd_| EDThe
sl L
iﬁg{}i%h&h%ﬂﬁ@ﬁﬁzﬁyér@? &
days after discharge of
conditions on which funds

will be in the Seller’s .
Account. Ifa ValueTerm is
provided, a ValueDate should

not be provided.

tion Provided Byj 42°J 9 MAR

gBiRtEdTEN

uyer can
es and

dTr ans- CDAT/
rel at ed

Fees

NOTAT-
ION

#IMPLIED

The fees field contains an
indication of which
organisation will be liable for
fees assoctated with the
transaction. If the field is not
present, the fees are assumed
to be borne by the buyer.
Valid values are BUYER or
SELLER. |

Negotiated

RecurringPay-

mentDuration

CDATA

#IMPLIED

available for the Payment
Order product only.
Contains an indication of the
duration for a recurring

payment.

Negotiated

RecurringPay-
mentModel

CDATA

#IMPLIED

available for the Payment
Order product only.
Contains a code string that
describes the recurring
payment model that has been

agreed.

Negotiated

Table 23
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i nternal systens to identify the transaction. Buyer Account CDATA #l MPLI EDThe
- Buyer account isBuyer identified as a single string - which will identify
the institution and the account itself. It is recommended (but nof g MAR 200
required) that institutions ook to use |IBAN nunbers for system paynents.

- Buyer| nstructi onCDATA #| MPLI EDThe Buyerl nstruction fiel dBuyer aIJoms the
buyer to i W UPL0Rdditional instructions to the buyer's bd%%”?%wzg%ﬁcution
of the paynent instruction. 43 9 PAR 2( TITUS!" 121661
PriorityNOTAT-#| MPLI EDThe Priority field is used toBuyer | ONoverride
standi ng i nstructions between the buyer and the buyer's bank as to how the
transaction is settled. If the priority flag is not provided in the
docurent t herTHelfollowiag dalidntion raleg 2yEable 24sprafesabiyeabplival the NegbtintsiDate
"URGENT" and "STANDARD'. Interpretation should be agreed between buyer and
buyer's #3aiNtesFXCont r act CDATA#I MPLI EDThe FX Cont r act fiel dBuyer allows the

buyer 1g f’ﬁﬁﬁﬁt‘é" Validation Rule Must May Error Code
Validate | Validate

Amt The amount does not Buyer’s 0ONDO1
contain a zero, negative or Bank
non numeric value
Amount does not exceed O0ONDO2

: maximum for Payment

Channel
Amount does not exceed _ 00NDO3
buyer’s Limit
Amount format valid for 00NDO04
stated currency

CurCode CurCode is valid Buyer’s | OONDOS

| Bank

CurCode is supported by 00NDO06
the institution

ValueDate Value Date is an valid Buyer’s | Seller’s 00NDO7
format Bank Bank
Value Date is not in the past | Buyer’s | Seller’s | 0GNDO8

' Bank Bank
Value Date can be met Buyer’s: | - 0ONDO9
Bank

Value Date is within XX Buyer's |- COND10
days of current working Bank
date (where XX is the
maximum number of days
that an institution will allow
instructions in the future).
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a reference to the FX Contract agai nst which the paynment wl|
- Table 25 The follow ng validation rules in Table 26 preferably apply to the

BuyerData attri butes:

AttributeValidation Rul eMust MayError

Val i dat eVal i dat eCode Buyer Ref er enceBuyer Ref erence does not
exceedBuyer' sO0OBBO1 al |l owed I ength for field.Bank
Buyer Rel at\&8Tr 3#%2 Buyer Ref er ence does not exceedBuyer'

actionRef erenceal | owed | ength for field. Bank Buyer Account Buyer Account
valid stringBuyer' sOOBBO3 Bank 44 |

be made.

1§ MAR 200%

< OOBRE G S00/2 4681

is a

S MAR 200 WO 01/ 24082 PCTI US00/ 21661

Buy er AC ¢RiieTaRg =i dFswered| to cert| 00NBUE present edBank
Bank | dént |L¥ I'ér "1 s |recogni zedBuyer' sOOB} Bank Bank lg¢lentifier is
provi dedBuyer' sCOBB@lsHaside heyparamesrs udtBaokBuypr | nst rugti on
exceedsBuyer' sOOBB{Jr . al | lengt.h forl field Bank Pripritylnvalid
f or mat Bliyer ' s COBBCE aﬂaw&é)ﬁ%ﬁfk"f‘ﬁ%}?vm il[d formaf Buyer' sPOBBO9 Bank FX
Contractf has not expi BB10 Tabl e 26 The Se|lerPubljcData bl ock (in fthe
Buyer Si gnedData DTIP) contains informatijon proyided bylthe.seller 108 i
the traf¥Fass 1 on and Gureteva provided.ai ng Bwyarsct det ai | $0PP1any i ssues
that arijse with reqpect to the transact|i,pn, The Sell erPublicData bl ock,}]in
a p?efenqred enbodijnent, has the follow ttfibutes, |listed in Table R7:
Attributte Type Seller’s
Bank
RecurringPay- | Valid Payment Duration Buyer’s O0OND13
} mentDuration | Provided Bank
(Seller’s
‘Bank for
- Direct
Debit) _
RecurringPay- | Valid Payment Model Buyer’s 00ND14
mentModel Provided Bank
(Seller’s
Bank for
Direct
Debit)
Table 24

The Buye;*Data block (in fhe BuyerSignedData DTD) contains information provided

by buyer 106 in the transaction and carries data elements negotiated during the transaction.

The BuyerData block preferably contains contact data (e.g., in a contact sub-block) that

provides details for any issues with the transaction. The BuyerData block has the following

attributes in a preferred embodiment (Table 25): -

Attribute

Type Presence

Description

Provided By
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Presence Description Provided By 45 1 MAR ?.HO ) G ;'-405 PCT!:. ~, Ua; 24
Transact i onRef - CDATA#REQUI REDUni que ref erence generatedSeller in four
erenceby the seller in the fourcorner nodel; corner and direct deqqtgsumgﬁ'maft
bank nodels and by the buyer'sin buyer to bank in the buyer's bankbuyer''s
bank nodel . at nodel cancel |l ations and status inquiri I n_the
Transacti on‘l%gﬁiel?‘g?]%e of the original instruction. The buye?gi{%ﬁ@%hs and
this prevents replay attacks of the Buyer signed data. Buyer's bank nust
check the _uni queness of the TransactionReference provided to prevent these
at t acks. | BéyidrRéfeehike | s [t OBATAC OWINMPIEED f |OTHEBuyer can provide a Buyer

Sel | er Ref er enceCDATA#I NPLI EDThet sel | er dan_provide aSeller ijn Four
reference for theCorner| transaqgti onivbdel ;fegtﬁﬂéﬁ“lhﬁFIBE}'éqdlﬂo Buyer Bank

@del 46 A 9 | . 1A 2004 ti". U|01/24082 | .och of the messages and
acknowledge_:ments that
comprise the transaction.
BuyerRelatedTrans- { CDATA | #IMPLIED | The buyer can further Buyer
actionReference : provide a related
TransactionReference

which can be used by

; ' internal systems to identify
the transaction.
BuyerAccount CDATA | #IMPLIED | The Buyer account is Buyer

identified as a single string
— which will identify the
institution and the account
itself. It is recommended
(but not required) that
institutions look to use
IBAN numbers for syétem
paymenté.

b BuyerInstruction CDATA | #ILdPtIBD The BuyerInstruction field | Buyer

allows the buyer to include
additional instructions to
the buyer’s bank for
execution of the payment

instruction.
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PCT/ US00/ 24661 Sel | er Account CDATA#! MPLI EDI n a buyer to buyer s bankSel | er

i n four transaction, coner nodel; Buyer in Buyer to Buyer's Bank no eb

Sel | er Rel at ed- CDATA#I MPLI EDCont ai ns a referenceSeller in four MAR 2
TransactionRef-provided by the seller to acorner nodel; erencerel ated
transaction forBuy in reconciliation purposesBuyer to wi,thjR,t he Isel | er’

syst ems. BUY8"'s"Bank nodel Payment Det ai | SCDATAL | MPLI EDThe " Paymént Betail's
fieldSeller in four provides a text descriptionconmer nodel of the
Transacti on between the buyer and the sellerBuyer in (typically the
product BEFEESTO deSCT IIPTTON 1T FIABDY FThEPhbritpdleldis usediat [aBwmgne) / nodel
Debi t Scheme- CDATA# MPLI B¥Ad - Debi t Schentl dent i f i er ldentifijeridentifigs the
Direct pPebit in direct it tyansacti oheverrigmstandie The f ol | owi ng
validatjon rules in Table 28 preferably | erfPubl i cDat a
attribufes: AttributeMalidati Rul eMus @Eﬁl@“r%?b%}%. lgg]!teev | i dat eCode |Does
not excped maxi nunBuyelr' sSel | ef ' sOOSPQ Eq}&mid?fkiemuya@bah]kn th -BankBank 47
1 9 MAR 2 WD 01/ 24082 |PCT/ USQ9/ 2- V' ;1 Pell er Account Sel | er Account is &
valid skringSeller' sBuyer' sOOSPC2 BankBaakto how the transaction is

settled. If the priority flag

is not provided in the
document then the standing
arrangement is assumed.
Valid values are
“URGENT” and
“STANDARD”.
Interpretation shouid be
agreed between buyer and
buyer’s bank.

FXContract CDATA | #IMPLIED | The FX Contract field Buyer

allows the buyer to pi'ovide
a reference to the FX
Contract against which the

payment will be made.

Table 25

The following validation rules in Table 26 preferably apply to the BuyerData attributes:

Attribute Validation Rule Moust May Error
Validate | Validate | Code
BuyerReference BuyerReference does not gxcccd Buyer’s 00BBO1
allowed length for field. - Bank
| BuyerRelatedTrans- | BuyerReference does not exceed | Buyer's 00BBO2
actionReference allowed length for field. Bank
BuyerAccount BuyerAccount is a valid string Buyer’s 00BBO03
Bank
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Sel | er Account provided isSeller'sBuyer' sOOSPO3 assigned to certificate
- present edBankBank Bank ldentifier is recognizedSeller'sBuyer'sOOSPO4
BankBank Bank Identifier is providedSeller' sBuyer' sO0SP0O5 BankBanik § MAR 200
Sel | er Rel at edTr ans- Does not exceed maxi nuntel | er' sOOSPC6
- actionRefer, t hBank Paynent Det ai | sDoes not exceed
maxi muntel I‘gﬁgg%@%m | engt hBank DirectDebitSchene-1s a varclnc‘{uswuﬁﬁl
IdentifierSeller'sOOSPO8 |dentifierBank Table 28 The Cbligation block (in
t he Buyer Si gnedData DTD) contains details of any obligation to be put in
pl ace ag~aTEesSU O 1 BuyEAteatnt pedviddds € T NatBjer®0 obl 1 gat | p0BB04 0] be
undertalklen, the block ijs Included wth Qbligat) onType [set to NONE. The
Obl i gatifon bl ock has t hssigneditoeémtificate presentedes| Banka prief erred enbodi nent
(Tabl e 29).. Attribut-eFypeRreosencebeseri-ptprProytded By
Obl i gat i[onTypeNOTATI O\#t%@fﬁ%@ﬂﬁﬁﬂ' BaePat ar L8 i None, EUIRERD Buyer
t o BANKBuyer Bank BUYER signifies aModel Payneigadibl i glati on. BANK signifies
a Certiflied Paynent Cblligation is being requesited, 48 9 MAR 20 WD
01/ 24087 PCT/ US00/ 24661 Bahk Idgatifienisfprasddady e- COEWerNPL| EDThe dpREBBA6 whi ch
Dat et he |obligation is §oBuyer in cone into effeﬁédkBuyer to Thig is assfined
t oBuyer'|s Bank be i mediately ifMdel the

Buyerlnstruction Buyerlnstruction exceeds Buyer’s _ 00BB07

allowed length for field. Bank
Priority Invalid format | Buyer’s 00BB08

oo ' Bank

FXContract Valid format Buyer's 00BBO9 |

Bank

FX Contract has not expired 00BB10O
Table 26

The SellerPublicData block (in the BuyerSignedData DTD) contains information
provided by the seller 108 in the transaction and preferably contains contact details for any
5  issues that arise with respect to the transaction. The SellerPublicData block, in a preferred

embodiment, has the following attributes, listed in Table 27:

Attribute Type Presence ‘Description Provided By

i
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ObligationEffective Date is not included in the Cbligation block. Table 29

The follow ng validation rules preferably apply to the Obligation bl ock

attributes Table 30): AttributeRul evValidation Rul eMust May 19 MAR CFUU

Ref er enceVal i dat eVal i date bl i gati onType00OBOI The val ue provided I's \)\gl I d.

- 000B02The Negoti at edData doesBuyer’sSeller’s not include recurrlngBankBank
payment . (O8I Y& Bns preferably cannot be undertaken for recurfing

paynents) CbligationEffective-000B03The date is not in the

past. Buyer' sSel |l er' s Dat eBankBank 000B04The date is on or after

t heBuy ef==sSet-er=s—yaltePatt o Spe1w T N By varTd Tabtg 30
49 1 9 pRENsAsHoNgsTy ] LRAES Eﬁ& 0F %44 gﬁ’ﬁiﬁe‘g"&%ﬁd’sﬁé“‘%é‘f Bellggin faus | he
Buyer Si fdgat a DTD) contai ps a descri tbiyake eflettinehe foondi t | ons t hat. atitach
to a paynent (this block cofresponds tq the Cnd Adv. requesi nessage ’

described above and|listed §n Table 2).|comer egliieridshtiet bl pojersbaak

inported el enent andl used §n a nunber »OCKS I n the system
as descfi bed el sewh¢re. The}BuyersSi gnel%ordg%equlﬁygﬁmuggip( i hyyer to

Buyer Si gnedDat a DTD] contai ps si gnat ur §banicinahé byey baukt or sbi r,tsr%g{d?uyi ng
or gani z hatut 8s 1o Re

tion. Approyal cyclé¢s may requijre a nunbey of sig
provi ded agai nst any gi ven jnstruction, F’é%dehegleﬁtgﬁd i n nof modelt ai | begl ow.

The BuyprsSignaturebetails bl ock can cqntai.flafRe 190k ©
ignatureDetaill bl ocks{ A BuyerSi gnateu?eDe?'gcltTE@%ock contains the

i on about alsignatufe created hyjnduirjesretdid@he prefefably as in|Table
31 as fpllows: AttrilbuteTyp¢PresenceDes “f&%&én%ﬁ&%}’éngggf By :

the original instruction.
The buyer signs this and
this prevents replay attacks
of the Buyer signed data.
Buyer's bank must check
the uniqueness of the
TransactionReference

| provided to prevent these

atiacks.
DATE+SEQNO is the
recommended format.
SeilerReference | CDATA #IMPLIED ‘The seller can provide a Seller in Four
reference for the Comer
’ -transaction Model;
‘| Buyer in
Buyer to
Buyer Bank
model
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NMITOKEN#REQUI REDThe sequence nunber Buyer System Se'quence of the signature

wi t hi nor

O her the transacti on.

TheSyst em sequence starts at |

andSupporting increases for eachDual subsequent signatureSi gnatule8 MAR 2004

i ncluded in the BuyerSi gnatures Bl ock.
- description of Buyer Signaturethe reason for signature.

01/ 24082 P®E U

i ousSi gnat ur eaddi ti onal

ReasonFor - CDATA#I MPLI EDA t ext

50 11 9 MAR 20 WD
24661 Si gnedPr ev- NOTATI ON#l MPLI EDI ndi cat &sI/HFEZA% Buy er

si gnatures have signed over BuyerSignature el enments

with | ower sequence nunbers. If not present, value is assuned to be fal se

g?.yTﬂgf ? ﬁeF%Wcﬁ%Bgal i ?a%ilioj n WW&M ©
Buyer sSilgnatureDetaill s attrj butes (Tab|gandzgtionAt t ri but eVal |i cbader arodel;
Rul eMustiMayError Val| dat eVal j dat eCode SpquenceFormat is valji dBuyer' sQOBEOL
Bank Thg sequence is| increnmgntal acrossBuyer' sOOBEO2 Buyer Si'g#&t th e bl pcks
I n theBgnk Buyer Signatures entity Buyer to
Buyer’s Bank
'} model
SellerRelated- | CDATA | #IMPLIED Contains a reference Seller in four
TransactionRef- provided by the sellertoa | comner model;
erence | related transaction for Buyer in
reconciliation purposes Buyer to
within the seller’s systems. | Buyer’s Bank
model
PaymentDetails | CDATA | #IMPLIED The PaymentDetails field Seller in four
provides a text description | corner model
of the Transaction between
the buyer and the seller Buyer in
(typically the product . Buyer to
description from the Buyer Bank
Seller’s Catalogue)/ model
DebitScheme- | CDATA | #IMPLIED The DebitSchemeldentifier
Identifier identifies the Direct Debit
in direct debit transactions.
Table 27

The following validation rules in Table 28 preferably apply to the SellerPubl%cData

attributes:
Attribute Validation Rule Must May Error
Validate | Validate | Code
SellerReference Does not exceed maximum Buyer’s | Seller’s | 00SPO1
length - Bank Bank
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ReasonFor Si g- Format i s val i dBuyer' sOOBEO3 nat ureBank Si gnedPrevi ous- For mat

i s validBuyer' sOOBEO4 SignatureBank Table 32 The SystenPayRequest DID al so

i ncl udes a BuyersSignatures block that contains the signatures crgd EW\R))ZE]

actors in the buying organization. Approval cycles may require a 51 1 MAR

.- 2001 WO 01/21401' ~* PCTI US00/ 24661 nunber of signatures taq W })y} olled

agai nst any ' YINHPP2 nstruction. In a preferred enbodi ment FGHESSY?

Buyer sSi gnat ures bl ock includes the follow ng block in Tabl e 33: Cont ai ns

PCDATA Tabl e 33 Rel ationship Description The signat ure is included in the

Buyer Si gnature el enent a5—RCODATA Note—that—t ' Opgpgzt e
ck

9 L, Tictt I i EII t i i
si gnat urfSelpricRHntt he en%“"’éz{’ccﬁw@%ﬁ?vglﬁqﬁg?%re SEler's ﬁgﬁiﬁl’g i dati pn
rules, ijn Table 34, preferably apply to the BuyBaslSi gnaBanle bl ;
AttributlevVal i dati on Rul pMust MayError ValidateValidateChde S

Buyer' s [Si gnature is | nv&élleﬂA&oymrprevid@ATA) BapRelivies BUF@V“éSJSi 8 es do
A B e B o e . g Al e
pr ef er at-y—contar s e SRl Ph{TEr S retagaite@ | N[ Sallr® 3P Buyer’s | 00SP04
Attri butleTypePresenceDepcri ptionProvided By SefuenceNVIOKEN#REQUI REDThé¢
sequencg nunber of Buyer| System or,the signaturg¢ b Bapk hi n | B3akx her System
. Bank Identifier is provided Seller’'s | Buyer’s | 00SP0OS -
' Bank Bank
SellerRelatedTrans- | Does not exceed maximum Seller’s 00SP06
| actionReference length Bank
PaymentDetails Does not exceed maximum Seller’s 00SP0O7
length : Bank
DirectDebitScheme- | Is a valid Identifier Seller’s 00SP0O8
Identifier Bank

Table 28

‘The Obligation block (in the BuyerSignedData DTD) contains details of any
obligation to be put in place as a result of the transaction. Note that if no obligation is to be
5 undertaken, the block is included with ObligationType set to NONE. The Obligation block

* has the following attributes in a preferred embodiment (Table 29):

Attribute ‘ Type Presence Deécription Provided By
ObligationType - | NOTATION #REQUIRED | Valid values are Buyer in
) NONE, BUYER or | Buyerto
BANK. Buyer Bank
BUYER signifiesa | Model
Payment Obligation.
BANK signifies a
Certified Payment
Obligation is being
requested.
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transaction. The sequenceSupporting Dual starts at 1 and increases

forSi gnatures each subsequent signature included in the BuyerSignatures

bl ock. Table 35 The validation rules in Table 36 apply to the Sequpr@eMAR 2(
attribute in a preferred enbodinent: AttributeValidation Rul eMist

.- ValidateMayError ValidateCode SequenceFormat is vali dBuyer

sequence i )s(v ntal acrossBuyer's Bank Buyer Si gnature %&ﬁ%ﬁ"%at he
Buyer Si gnatures entity Table 36 The SellerPrivateData bl ock of the

SystenPayRequest DTD contains private data that is passed fromseller 108
to selleg OEl A gt ve- 111 er PTEWWIPEIED @ PTRedate on WRigave§l by seller] s
bank 104 not 1 ncludpd in the d¢atabl ocks passed to buyer|s bank 102.} It
cont ai ns Dahe following httributes|in a prefe}f ﬂle@bbgﬂ@@dlliﬁ‘@nt Brer ia 37):
Attributle Type Presence| Descripti ¢n Provi ded (}/ %&/A 200 V\§%Ai§/2 - 0b2
PCT/ USOQ 24661 Sel | erAcfount CDATAI MPLI EDThe ‘éeﬁ‘? ‘couf i1sonfy
the selller can be carripd in thecan provide |gs§aishanddidl i ¢ Bayér’s Bank
or Sel | erffAccount in SellprPrivateData blocks prthis field. appended to the
payment |i nstruction by fhe seller]s bank in }bringeediatelBdfk Datpdsl ock.
Preferally, financial ipstitution$ use |IRAN hynbers to identify bank and
accountyq. Sellerlnstruclti onCDATA#} MPLI EDA pr te instructien thatSellef
ObligationEffective
Date is not included
in the Obligation
block.
Table 29
The following validation rules preferably apply to the Obligation block attributes
(Table 30):
Attribute Rule Validation Rule Must May
Reference Validate Validate
ObligationType 000BO01 The value provided is
valid. '
000B02 | The NegotiatedData does | Buyer’s Seller’s
not include recurring Bank Bank
payment (Obligations
preferably cannot be
uridertaken for recurring
payments)
ObligationEffective- | 000B03 The date is not in the past. | Buyer’s Seller’s
Date Bank Bank
[000B04 | The date is on or after the | Buyer’s Seller’s
ValueDate. Bank Bank
000B05 | Date Format is Valid
5 Table 30
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can be provided by the seller to the seller's bank for processing. Table 37
The following validation rules in Table 38 preferably apply to the

Sel lerPrivateData attributes: AttributeRul evalidation Rul eMust May { 9 MAR 20(
Ref erenceVal i dat eVal i date Sel | er Account OOSDO Sel | er Account is an
-invalidSeller's. stringBank OOSDO2Sel | er Account provi ded | pg%@guﬁ?r

assi gned tB’QﬁEf‘t“?aPl cate present edBank OOSDOBBank |dentifier

recogni zedSel | er' s Bank OOSDO4Bank |denti fi er not provi dedSeller's Bank

Sel l erl nstructi onOOSDO6For mat i s vaI idSel ler's Bank 54 A 9 MAR 2004 WO
01/24082 PCT/ PP dnlalRGMdesdription of the
SysterrPayReql]HgtgalB%@gg%?-rg?%is( llﬁﬁ t| nk‘?l?gi seller's bank pt:tL04 to buyers
bank 102ohditibikahitraiaciowtai eﬁe(lhleb!osk bemdésponds to tire @Fd)ﬁd‘d@qu‘?sé MeFSRAEE

oref or dgfc%%%v%é‘%séﬁ@ e &) livgsnaipegtodSn Al imeon bR, 0™
Provi ded e e e e e e 5 un que. 56 F‘éft S Bank
ref esence f OITht BaiyersSignatureDetails block (in the Buyer51gncdData DTD) contains signatures

created by actors in the buying organization. Approval cycles may require a number of

signatures to be provided against any given instruction, as describgd in more detail below.

The BuyersSignatureDetails block can contain one or more BuyerSignatureDetail blocks. A

BuyerSignatureDetail block contains the information about a signature created by buyer 106,

10  preferably as in Table 31 as follows:

Attribute Type Presence Description Provided By
Sequence NMTOKEN | #REQUIRED | The sequence number | Buyer System
of the signature within | or Other
the transaction. The System
sequence starts at 1 and | Supporting
increases for each _ Dual
subsequent signaturé Signatures
included in the
BuyerSignatures Block.
Reasonfor- CDATA #IMPLIED A text description of Buyer
Signature the reason for
signature.
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Transaction. Sell erCorrespondent - COATA#REQUI REDThe sel | er' s bank

_~nustSel |l er's Bank Bankprovide a correct correspondent banking rel ionshiB
based on the currency of the transaction. Seller Account CDATA#REQU

Seller's Bank nustSeller's Bank attach the correct account details for the

.~ transactio docunent in this field. This is the fie by the
buyer's ban 69L&¥ﬁe four corner nodel. 55 MAR 20& WO 01/24BgEHé@¥?€éSQQ'

1,1i 1 Sell erBankUndert ak- COATA#REQUI REDA text string reservedSeller's Bank

ingfor representations that the seller's bank will make to the buyer's

- bank.  OnEsigX&IPEve PNDTA T e S tee S HeEd U iB'LIEe[LdIIL,Ci' at i on
of an "ifrrevocabl e"| obligation to pay. r]:
Sel | er BankBssaguab@DAT A#REQUI REOVandat ory i | additionkksignadures bo ne by t he bdiyer.

Note thdgdt the currepcy is the |sanme as thefcurrency of the paynment. Tablle 39
-have signed over

BuyerSignature
elements with lower
sequence numbers. If

not present, value is

assumed to be false (by
default)

) TimeStamp | CDATA | #IMPLIED . Reflects time signature Buyer
made

Table 31

The following validation rules preferably apply to the BuyersSignatureDetails

attributes (Table 32):
Attribute Validation Rule Must | May Error
Validate | Validate | Code
Sequence Format is valid Buyer's 00BEOI
Bank
The sequence is incremental across | Buyer's - | 00BEQ2
BuyerSignature blocks in the Bank
BuyerSignatures entity
ReasonForSig- | Format is valid Buyer's 00151203
nafure - Bank
SignedPrevious- | Format is valid Buyer's 00BEG4
Signature Bank
5 Table32

The SystemPayRequest DTD also includes a BuyersSignatures block that contains the

signatures created by actors in the buying organization. Approval cycles may require a
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The follow ng validation rules preferably apply to the Sell erBankDat a
_-attributes (Table 40): AttributeValidation Rul eMust MayError !
Val i dat eVal i dat eCode Sel | -er BankRef erenceFornmat i s Val.i dBuyer' 500813(91 F@g%n@ﬂ
Sel | er Correspondent-Format is a Valid SWFT Bl CBuyer''sOOSBO2 BankBank
- Sel | er Account Sel | er Account is a valid stringBuyer'sOOSB03 . Bank Bank
| denti fi er vi@ewBoigni zedBuyer' sOOSBO4 Bank 56 J 9 MAR 21 S H P YRde
Sel | er BankUndertak ank Identifier is provided Buyer's Bank PCT/US00124661
Format is Valid ing Sell erBankFeeAmt The fee is a valid anount. Table 40

Buyer's B Buyer's Bank OOSB BOS  OOSBOY7. Pa t The contents
of the PRYRBIORSIERYHES PIOV e&%ﬂ"%@% %‘ae%%%%ﬁ%h{nﬁeégg%lgven in Table
41 bel ow Ray SBRERIrdI BR CKBNclEdes the fOROWIngMA6dkdnTablEDS: such as a

Certifi c%‘%‘é@ag&eu @erﬁcl{?@angﬁa Elont act elenment): N BNetwork Information Bl ock

Si gnat ur EEghERhY ST UNgRAAtSHsARFDescription
PCDATA The signature is included in the BuyerSignature element as PCDATA.

Note that this element holds only the signature and not the entire
PKCS#7 structure.

Table 33

5  The following validationrules, in Table 34, preferably apply to the BuyersSignature block:

L Attribute Validation Rule Must May Error
Validate | Validate | Code

Signature (as The Buyer’s Signature is invalid. Buyer’s
PCDATA) - : . Bank

The Buyer’s Signatures do not have | Buyer’s

the prerequisite level of authority. | Bank-

Table 34
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CertBundl eCertificate Bundl e Bl ock SystenPayResponsePaynent Response Bl ock
_~ (see Tabl e 42) ResponseResponse bl ock nust be included with any response

containing signed certificate of the organization making the resp
Tabl e 41 The SystenPayResponse DID,
-in Table 42 bel ow. ContainsRel ati onship Description Syste
request coNQPHMHOR singl e system header which contains th
nessage type for the docunent.
references being used by the various parties in the comerci al

HAEBloE R Sisd prRfbeaHE LSHIRRS B FoltRvinSaadibitd JeTabid he

The referenc
enPe he positive or negative response to a PayChall enge.

Chal | engeAck €O

Pleristy

Ref ere

n a preferred enbodi nent, is?:igéggﬁ bzglcllltE

m%@g&ind

ncesThe References bl ock contains the
transacti on.

57 MAR 23.? Ul/24fM .' CTIU 30/ 2461 1 Servi ceAckThe ServiceAck contains a

Aot af + b

negative_Qr positive response based-ep_the vali-dat+on—of—jthe ad SR
certifi gaAtributey | Tapei ed cpFIFILat e, Pessriptono | ty attagned tc tmat
certi fi qate—and—th ey T O Oof T he S3qEuvd 8yt dihe
DTD. Payl §F%€ETmﬁ’}?&ﬂﬁ@@wmﬁgﬂﬁgﬁaﬁ%&ggﬁg t vjewrie(sponse i f
transactlfion detalls pass/fil vali dat{thesignatore wisthipgheri s sji @ther 3ystéra
clearing and set{l enent nefwork. ObligationCon ligatio nf trai NS
positived or negalive acknop edgenent tgaxga'l@aué[g?s cg"eg?ee t UPQO%%%N% '
obl i gatijon, whet her bank certified or}agohi Satih@easbyfor {Bigdtures
PayConf RayConf centains a positive or}jnegative response sed on the
successfjul execufion of the¢ paynent i heachgebseguent sigeatmeey Gonf bl ock can pe
used (a)l by.the buyer's bapk- to info*mt‘ilge bulﬁgr and the seller's bank| of
the sucdess or failure of {he transac}§ 5?(810 ion (b) the buyer's bank to
< iinform tlhe buyer jand the sgller's bankpgfer§ignhtifes®lotkt i fijed by the cleafing
“~and sett|lement _ahd (c) theiseller's baAnkK to informthe s

paynment Tasge 8bnpl et ed. Condi ti onSet UpConf The Condi ti onSet UpConf contains a

positive or nﬁ%a\;ailiﬁgtiorner% 231 Table 36 apply to the Sequence attribute in a preferred
5 embodiment:
Attribute | Validation Rule Must Validate | May Error
’ Validate | Code
Sequence | Format is valid Buyer’s Bank _ .
The sequence is incremental across Buyer’s Bank
BuyerSignature blocks in the
BuyerSignatures entity
Table 36
| The SellerPrivateData block of the SystemPayRequest DTD contains private data that
is passed from seller 108 to seller’s bank 104. The SellerPrivateData block is removed by
seller’s bank 104 and not included in the datablocks passed to buyer’s bank 102. It contains
710 the following attributes in a preferred embodimcnt (Table 37):

Attribute

Type

Presence

Description Provided By
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to a request to place conditions on a paynent transaction.

» Cancel | ati onConf The Cancel | ati onConf contains a positive or negative
response to a request to cancel a transaction. Rel atedAcknow edge TheMAR 200
Rel at edAcknowl edgenent bl ock is used to carry nentacknowedgenents from

- ot her organizations involved in the conmmerci al transactionl.cérllgslﬂl 3 As

i ndi cat ed, WMOHE/28$8t enHeader provides a uni que transacti onk g‘ﬁéﬁ for all
transactions and is a conponent common to all nessages. The attributes of

the SystenHeader are given in Table 20 and the associated validation rul es
i n Tabl ' P Hembodr et Zheitaemily TPOaly the&eller
Syst enPaPEELASHMD DT)E?r:ettzeerdﬁNgPLﬂﬁel ot SeHipr e s Oty RS ¢ VIO 01/
PCT/ USOQ/ 24661 fol | opi ng attlri but es ({kahlbe cddied imther i but e Typemreiseibe
Descripfion Provided|By Transacti onRef erenc TA#REQUI RED_Uni que St €
referen¢e From generfited by [the sel | e SeHer Qﬁ% aROT he fo:lsgﬂ%gﬁ‘é?lﬁ%ﬁ?j
Request [direct debitnmpdels [and by t hiesdidyfivaieDagiMlobs drh¢ thisfield. s bank
nodel . te that cangell atidns and stjatus inquiries retaim the Transactji on-
Ref eren¢e of the original pgynment i nsltappetdedrio the payment
Buyer BapkRef er enceCDATA' | MPYl ED The rjef erence Erovi ged Buyer's by the
buyer' s|bank. It Bank is prgferable tH&f“‘l"ﬁBnB Wﬁse “hankluses the selller
bank Selll er BankRef er ¢gnceCDATIA#I MPLI EQ] iMaktin B SalierBRDatan |al | From f our
corner and direct Orifginal debit Request _

block. Preferably, financial

institutions use IBAN

numbers to identify bank

and accounts.

ScllerInstruétion CDATA | #IMPLIED | A private instruction that Seller

can be provided by the

seller to the seller’s bank for

processing.

Table 37

The following validation rules in Table 38 preferably apply to the SellerPrivateData

attributes:
Attribute Rule Validation Rule Must May
Reference | Validate | Validate
SellerAccount 00SDO1 SellerAccount is an invalid Seller’s.
string Bank
00SD02 | SellerAccount provided is not Seller’s
assigned to certificate presented | Bank
00SDO3 Bank Identifier not recognized Seller’s
Bank
00SD04 Bank Identifier not provided Seller’s
Bank
Sellerinstruction 00SD05 Format is valid Seller’s
Bank
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acknow edgenents. Not available in the buyer to buyer bank nodel.

Buyer Ref er enceCDATA#I MPLI ED The reference provi ded From by theDEu er in_the

Original original request. Request Sell erReferenceCDATA#I MPLI E e MAR 2004

reference provided Fromby the seller in the Oiginal original request.

- Request 59 . y 9 MAR 204 \1 01/ 24082 Buyer Rel atedTrans- actionRef erence
Sel | er Rel aw@I24088- act i onRef erence Tabl e 43 PCT/ US00/ 2468 TIEBAYAIEDATA

#1 MPLI ED #1 MPLI ED The reference to a related transaction provided by the

Buyer in the original request. The reference to a related transaction

_provi dedega)( %41e Seller in the original request. From Oiginal Request
From OtH'n Request

The SellerBankData block of the SystemPayRequest DTD carries information from
seller’s bank 104 to buyers bank 102 in the transaction. Seller’s bank 104 can provide
5 relevant contact details in the contact block (described below) if required. In a preferred

embodiment, the SellerBankData block contains the attributes in Table 39:

Attribute Type Presence Description Provided By |
CDATA | #REQUIRED | The seller’s bank must Seller’s Bank

provide a unique

SellerBankReference

reference for the
" Transaction.

SellerCorrespondent- | CDATA | #REQUIRED | The seller’s bank must | Seller’s Bank

.Bank provide a correct

| correspondent banking
relationship based on
the currency of ﬂ;e

| transaction. |
SellerAccount CDATA #REQUIRED The Seller’s Bank must | Seller’s Bank
' attach the correct

account details for the
transaction to the
document in this field.
This is the field used
by the buyer’s bank ir-x

the four commer model.
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The follow ng validation rules, in Table 44, preferably apply to the
References attributes: Attribute Transacti onReference Buyer BankRef erence
Sel | er BankRef erence Buyer Ref erence Sel | er Ref erence Buyer Rel at edTihrisMAR 200
actionReference SellerRel atedTransacti onReference Table 44 Validation Rule
- The Transaction Reference can be reconciled. The BuyerBankPB?}Hg};ﬂeng& can

be reconci | 88934082 Se| | er Bank Reference can be reconcil ed. =t
Buyer Ref erence can be reconciled The Sell erReference can be reconciled The
Buyer Rel at edTr ansacti on- Reference can be reconciled The

Sel | er RgtEhER: O CDORTAl F SieERBaARKR DTD
IS return%%ﬁﬁ&gggponse t% a Chal | engeRequest . %ﬁg |vu§t ﬁ/ay Erurig? Valli dat e
Val i dat g iigde OOREO1 OOREO2 OORE03 OORE(04 JoREptEsQORIEMS that

the seller’s bank will
make to the buyer’s

“bank. One example
would be that the seller
has assented to the
cancellation of an
“irrevocable”
obligation to pay.

ScllerBankFeeAmt | CDATA | #REQUIRED | Mandatory if all fees

are borne by the buyer.

Note that the currency
is the same as the
currency of the

payment.

Table 39

The following validation rules preferably apply to the SellerBankData attributes (Table 40):

Attribute Validation Rule Must May , Error
. Val-idate Validate | Code
SellerBankReference | Format is Valid - | Buyer’s 00SBO1
_ Bank
SellerCorrespondent- | Format is a Valid SWIFT BIC | Buyer’s 00SB02
Bank Bank :
SellerAccount SellerAccount is a valid string | Buyer’s 00SB03 .
Bank
Bank Identifier is recognized | Buyer’s - | 60SB04
Bank
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OOREO7 60 9 MAR 200 WD 01/24082 PCT/ USOQ 24661 Chal | engeRequest
_~-optionally used by institutions to validate the identity of a corr
i nstitution before passing paynent details to that
Chal | engeAck i s successful

pr oduct
respond
a prefe

beMiyY24883est ed.

i ng financi al

rred enbodi nent,

cont act

institution.
i f the acknow edging institution (a) can
- positively authenticate the identity of the sender and

I nformati on can be inclu
institution within the Chall engeAck. Chal I engeAck,

i's

s§)ond| n

i

in

includes the following attributes (Table 45):

Attri buge

acknow
Reason(
ReasonT

vwoolRDeaoacaoana
QT yrPeTT \,JUII\JCLIC

=dgerrent The Stga
pde CDATA#REQUI RE
ext must be _prov

Ls |§H@??ﬁg?
DWher e STATUS
ded. (See

associ ai 8
val i dat
attri bug

SellerBarikUndertaie
on rules in Tab

W& Attributeva

sEermses Vil e
e 46 preferab

TAH
"L

is FAlL,

(See-Ta
ly apply

i dati on Rul eMust My

ristD)
or” FAI L

Bakeaso

oﬁ%“ﬁf.)

Ban he

Frror._Va

he stat

nCode an
-CDATAH

] associ

I60SBOS hé

AL DT

h

at ed

Chal | eng
i dat eVa

Tabl e 45

b e
b Ack

ipdat eCo

ext

e

St at usSt
provi de
Bank Ta
Chal | en

W&m_ab
Requestlﬁ e49stituti on Authenticated FAl LOOEHO4Product not sup

j%?wﬁe S égﬂilg

bl e 46 The follo

pasonText A val

M Ng reason co

TYhe fee ¥ea valid anddmnk Re

id reaso
des (Tab

hBoyeCisde

1§tm§(>;t [

A valid
5 provid
npy be us

c

ed Wit h

bdSel | er

de is
S

q

T oduct

Suppor
ported

ed and
by

institution FAILOOCHO Failed to authenticate requesting party Table 47 61 |

' Payment Response
The contents of the PaymentRespoense DTD, in a preferred embodiment, are given in

5

10

Table 41 below (the PaymentResponse DTD may also import certain DTDs such as a

CertificateStatusCheck and a Contact element):

NIB "Network Information Block

Signature XMLDSig Signature Block

CertBundle Certificate Bundle Block |

SystemPayResponse | Payment Response Block (see Table 42) _

Response Response block must be included with any response containing

signed certificate of the organization making the response.
Table 41
The SystemPayResponse DTD, in a preferred embodiment, is described in Table 42
below. '

Contains ' Relationship Description

SystemHeader Each request contains a single system header which contains the
product and message type for the document.

References The References block contains the references being used by the
various parties in the coﬁmercial transaction. The reference block
includes the TransactionReference.

ChallengeAck The ChallengeAck contains the positive or negative response o a
PayChallenge.

57



WD 01/ 24082 PCTI U SOO 24661 The Servi ceAck DID (corresponding to the Srv
. Ack response nessage in Table 3 above) may include contact information by
the responding financial institution within the ServiceAck. It pr¢f
has the followng attributes in Table 48: Attribute Status Customaréqearl\@ﬂ?ezﬂ
- Reference ReasonCode Type CDATA CDATA CDATA Presence #REQUI RED #REQUI RED
#REQUI RED Descrispti on The status of the acknow edgement. THeI/US{4H
ei ther SUCCESS or FAIL. The field that the institution generating the

Servi ceAck requires be used in Custorrer Service inquiries. Valid values are
Tr ansact jonRef erencer—Buy-erBarkd

Buyer Ref e$%'ﬁ’€%A°k Sel | er Re=@?§ﬁgéc%g CSh@iﬁﬁgdl&g‘é;?A Mﬁ? %é@gﬁggg cmar d

associ atled ReasonText nusindatiasoH sfakk sigfiag cartfitate 5y cReind onificateTisl ¢ 48

CDATA #REQUI RED Text ass¢ci ated with the ReasgnCode
ﬁ authority attached to that cemP cate and thgl%ghgatlogas?ﬁ'l Tabl e|50.)

syntax of the message against the DTD.

PaylnstAck The PaylnstAck contains a positive or negative response if
transaction details pass/fail validation prior to submission to the

clearing and settlement network.

ObligationConf ObligationConf contains a positive or negative acknowledgement
' to a request to create a payment obligation, whether bank certified

“ i | or an obligation by a buyer.

PayConf PayConf contains a positive or negative response based on the
| successful execution of the payment instruction. The PayConf
block can be used (a) by the buyer’s bank to inform the buyer and
the seller’s bank of the success or failure of the transaction
execution (b) the buyer’s bank to inform the buyer and the seller’s
bank of failurés notified by the clearing and settlement and (c) the
seller’s bank to inform the seller that the payment has completed.

ConditionSetUpConf | The ConditionSetUpConf contains a positive or negative response

to a request to place conditions on a payment transaction.

CancellationConf The CancellationConf contains a positive or negative response to a

request to cancel a transaction.

RelatedAcknowledge- | The RelatedAcknowledgement block is used to carry
ment acknowedgements from other organizations involved in the

commercial transaction.

Table 42

As indicated, the SystemHeader provides a unique transaction reference for all
transactions and is a component common to all messages. The attributes of the
5 . SystemHeader are given in Table 20 and the associated validation rules in Table 21 in a
preferred embodiment.

The References DTD of the SystemPayResponse DTD preferably includes the
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The follow ng validation rules (Table 49) apply to the ServiceAck
attributes: Attribute Validation Rule Must Validate Status

Cust oner Servi ceRef erence ReasonCode ReasonText Table 49 Status hhsi igAR @00
format Format is Valid Reason Code is valid -- (See Table 50. Reason text

-is correct. May Validate Error Code MAR 20L 62 1 9 MAR Zgé é%%%/gmsz
PCT/ US0012%e®1/24082 3 preferred enbodi ment, the following R & 8 are

used with Servi ceAck Table 50): StatusReasonCodeReasonText
SUCCESSOOPRI 4Val i d Request FAILOOPRO Seller's Bank Certificate is Invalid

FAI LOOP Sel | L weypature is Invalid FAl LOOPRO3Sel | ' Bank i
_ 1048’ el ler's Bank is not
Aut hor i {R??g‘mf’gg %ﬁ%é%ﬁ?é%rv?j;e FAl L6OPRO4Buyer' s Bank Certificate is lnvalid

FAI LOOP S Bank Prgpat uf Pressnéenval i DeSeip®IPROGBuyer | Mapvided Byas
I ncorregt Authorizationl EAII ROZReguest-thas—reorreet—Syat D
1Sel | er | SragsgctipiRefercacy ECDANA ‘#REQUUIIRED Unique system réference | From
generated by the seller | Original
in the four corner and Request
direct debit models and
by the buyer’s bank in
the buyer’s bank model.
Note that cancellations
and status inquiries
retain the Transaction-
Reference of the original
payment instruction.
BuyerBankReference | CDATA | #IMPLIED The reference provided | Buyer’s
‘ by the buyer’s bank. It | Bank
is preferable that the
buyer’s bank uses the
seller bank .
SellerBankReference | CDATA | #IMPLIED Must be provided inall | From
' four corner and direct | Original
debit Request
acknowledgements.
Not available in the
buyer to buyer bank
model.

BuyerReference CDATA | #IMPLIED The reference provided | From
by the buyer in the Original
original request. Request

SellerReference CDATA | #IMPLIED The reference provided | From
by the seller in the Original
original request. Request
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FAI LOOPR12Sel I er's Signature is Invalid FAILOOPR13Seller's is not
Aut hori zed to Request Service Table 50 The Payl nst Ack DID is a positive or

negati ve acknow edgenent sent as a result of

i nformati on in bank paynent systens. Payl nst Ack preferably

Negoti atedData bl ock to confirmthe data that

bank

I s being Pr o
102 (iselfd982s bank 104 in the direct debit transacti
processing. The

R

Negot i at edData bl ock includes the attributes |isted above

the validation of tir gnMagt fgak

contains the
buyer'
for

in Table 23. In the context of SystenPayResponse the follow ng validation
rules, |isted in Table < arehefeRreardt FIT T oUT§Fomn (HE
Negot i at BureiRglagddegns- Atsﬁqme ML |Bon RE‘?“Lfﬁ}ug&Nay Error o
Val i dat ¢ longg%e@ge A Corr esgonds t o Requehtdduyansacton | er q Gagindr Bank
Correspo s 0 Request Buyyer, Sel|l er' s Cur Code Sel | 5@2{ .:% NAR 2( NA70
01/ 24082 PCT/ US00124661 ValueDeterrrespondﬁﬁY e¢£& W er
Sel I er Bank Val ueTer nCor fesponds| t o Request Eiiﬂ ﬁl}h%q@ﬂ%l | er Bank
FeesCor fesponds to RequéstBuyer|, Seller's Seller
Recurri | = ESIOBIATA O ARRIGEDBUY ETheSeldrarce so Dur at i [drewl | er Barlk
Recurrin yment - Cor responds t of Request Buylr 4%? | er’ s Nbdel<q5Lerqank Tabl e
51 Payl ngitiiRefsrafcer abl ¥ i ncl udes t he f ol | piiatesl EANSASt9Rt es | fe 52:
Attri buteTypePresenceDegcription StatusCDAT Fgﬁﬁﬁﬂﬁmﬁﬁi H@¥@& t he
acknow ¢dgenent. The Status is fither SUCQ I'L.
ReasonCpdeCDATA#REQUI REDWher e JTATUS i s FA| the odigidabreguesbde ajnd
Table 43
The following validation rules, in Table 44, preferably apply to the References
attributes:
Attribute Validation Rule Must May Error
Validate | Validate | Code
: O00REO1
TransactionReference | . Transaction Reference can
, be reconciled.
BuyerBankReference | The BuyerBank Reference can 00REO2
be recongciled.
SecllerBankReference | The SellerBank Reference can 00REQG3
a be reconciled.
BuyerReference The BuyerReference can be O0RE04
reconciled
SellerReference The SeilerReference can be 0CREQS
reconciled
BuyerRelatedTrans- The BuyerRelatedTransaction- 00RE06
actionReference Reference can be reconciled
SellerRelatedTransacti | The SellerRelatedTransaction- 00REO07
onReference Reference can be reconciled
5 Table 44

The ChallengeAck DTD is returned in response to a ChallengeRequest. The
60



associ at ed ReasonText nust be provided. .(See Table 54.)

_+ ReasonText CDATA#REQUI REDText associated with the ReasonCode above (See

Tabl e 54.) Table 52 The follow ng validation rules preferably appl ygtMAR Al
Payl nst Ack attributes (Table 53): AttributeValidation Rul eMist MayError

- Val i dat eVal i dat eCode StatusFormat is validSeller, Buyer ReasonCodeValid
ReasonCode WR8K248h| esSel | er, 54).Buyer 64 , | S MAR 2 \1° FEYP5%GF3e61
ReasonText Table 53 Valid ReasonText (See Table 54). PCTIUSOOL24661 Seller,
Buyer The Reason Codes in Table 54 are used, in a preferred enbodi nment,

W th Pay : ‘i&?ﬂ%ﬂaﬁi@ SRBARGA 0 VafthhOHNRNERNb Rl Esirelpdith

negat i veé%h?feﬁgér?eﬁﬁ#gri val ue lfitOCJ\IDOl 2Anmount exceeds?gir?pam nmum for Paynent
Channel ih&ithGSMNEETSrRpassig myneedktﬂlsyte thas instingtion. Fhd Cleieogo¥akuin sudcossiislt
invalid for stated curre LOONDQSCur Code i s not.,valid

FAI L OONBA Bt ackarmledaing et @f@apwl‘f RSP TR GIPTER DEIREEPEENE Dot o
i's an i Qé?m E}Q odifet b&RY gﬁ@-\é’ﬂl %ﬁﬁﬁo#ﬁtnﬁﬁ@a@%xﬁclﬁﬁéd—gpﬂ@ogval ue Date

cannot b Date 1s not within XX days of current working date
FAl L@O\IDbﬁonﬁmgeﬁrﬁﬁcmlsnsthmmMm mhetﬂlndibng@fckd@b%élenmckamapmfmdt ion wll
allow | nesrrtlbro ?Jlérﬁni?wlluge tnc foll"cjasfvlilrgg :)atmbutes {Table 45):

Attribute Type Presence Description

Status CDATA | #REQUIRED | The status of the acknowledgement. The

Status is either SUCCESS or FAIL.
ReasonCode | CDATA | #REQUIRED | Where STATUS is FAIL, a ReasonCode and

 associated ReasonText must be provided. (See
Table 47.)

ReasonText | CDATA | #REQUIRED | Text associated with the ReasonCode above.

(See Table 47.)

Table 45

The validation rules in Table 46 preferably apply to the ChallengeAck attributes:

Attribute Validation Rule Must May Error

Validate Validate |} Code
Status Status is a valid value Seller’s Bank
» : _ ReasonCode | A valid reason code is provided | Seller’s Bank
ReasonText | A valid reason text is provided Sellef’s Bank

10 ' Table 46

The following reason codes (Table 47) may be used with ChallengeAck:

Status ReasonCede | p..corText

SUCCESS | OOCHO00 Product Supported and Requesting Institution Authenticated

FAIL 00EH04 Product not supported by institution
FAIL 00CHO1 Failed to authenticate requesting party
Table 47 '
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FAI LOOND11The Val ue Term provided falls outside the paraneters allowed by

.the fin

anci al

i nstitution.

FAI LOOND12Il ncorrect val ue provi ded.

FAI LOOND13I nval i d Payment Duration Provided FAI LOONDL4lnvalid Payrfe§t MNRAg)
Provi ded FAI LOOBBOlBuyer Reference does not exceed allowed | ength for

-field. FAI LOOBBO2Buyer
FAI LOOBBC3Buymr248820unt

FAI LOOB
FAI LOOB
FAI LOOB

not excgé%le?rélgy

BOBI n

heb1f

mum | engt

Ref erence does not exceed al | owed

Is an invalid string FA LOOBBO4Buy
Is not assigned to certificate presented FAl LOOBBO6Bank |dentifier
recogni zed FAI LOOBBOG6Bank |dentifier

oop ! e ServicsAR PIDSCrS PRI B R S iR P Stess Rt LT ERE

not

hmlgﬁl{e §2:03
ﬁﬁg& LOOS 002Se| Per_Acc
FAI LOOSReRSiAlcks Rqrefarablyihas thedoliowiag aBribuies)

not
provi ded

DAY ovi dea

bricheg fifeasiabinstitution RAHIOBEPOL Does

Ip 48

is an invalid string
certificate presented

FAl LOOSPO4Bank L denti i er—net—-eeegni-zed AL ORRPCoBanK TUeNTTTTer no
provi depfARAIMOSPO6 S IYBeRel &8 P Efsact|ionRel er ence does not_exceed
naxi munepgth-FAECOSSRTRY TVREGURED |(THe Sts ofaheaskdowiedgement gt
FAI LOOSP%EB%r ect Debi tjSchenel dentifier iq a valid | denéi {Eégr
FAI LOOOBO1Ch! i gat i onTlype: The val ue proviStatys jssither WCGESE of Fddbro2The
NegOtia edData inr:ln o f‘llv'v'irm e s 1 ;I . — . . 1A‘iﬁél[at'ﬂ S annot
beundef CuitomerSsrviscaqufriPf ré'ﬁ wthl—ﬁi %thgﬁflg%égn daltg I $ not
in the PREL [EAILO0CH04The Ol i gati on d3tthe ServiveAck rayfiires be edVial ueDatie.
FAI LOOOBOSITRATi d Qol|j gation {Date Formatj FAl LOOBEO]lSequence Format is|valid
FAI LOOBEC2The sequende is indremental acredsomiyensediiilite bl ocks in|the
/Buyer Signatures entitly ' Valid values are TransactionReference,
BuyerBankReference,
SellerBankReference, BuyerReference,
SellerReference
ReasonCode CDATA | #REQUIRED | Where STATUS isFAIL, a ReasonCode
. and associated ReasonText must be
provided. (See Table 50.) .
ReasonText CDATA | #REQUIRED | Text associated with the ReasonCode
above. (See Table 50.)
Table 48
‘ 5
: The following validation rules (Table 49) apply to the ServiceAck attributes:
Attribute - Validation Rule Must May Error
Validate | Validate | Code
Status Status has valid format
CustomerServiceRef- | Format is Valid
erence
ReasonCode Reason Code is valid — (See
Table 50.)
.ReasonText Reason text is cortrect.
Table 49
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.

FAI LOOBEO3ReasonFor Si gnature Format is valid

. FAI LOOBEO4Si gnedPr evi ousSi gnature Format is valid FAILOOBI OlSequence For mat

is valid FAILOOBI 02The sequence is incremental across BuyerSi gnat fre m«ﬁ)%ﬂ
La the BuyerSignatures entity FAILOOSDO1Sel |l er Account is an invalid string

- FAI LOOSD02Sel | er Account provided is not assigned to certificate presented

FAI LOOSDO3MEMRUMBENt i fi er not recogni zed FAIL, 0OSDO4Bank 1Rfe 700424961 o
provi ded FAI LOOSDC6Sel | er Instruction Format is invalid 66 MAR WO 01/ 24082
PCTI USOQO 24661 FAI LOCSBO Sel | erBank erence Format is invalid Ref

FAlI LOOSEO2Sel | er Cor r es tr | | ck

FAI LOOSBCBSeh aepr‘g:@eggﬁn Qﬁgg%ﬁﬁﬁgﬁgﬁ?‘a@%@g@‘ﬁ%&%@%:gg?}i%:egaunt Bank
| denti f 'p‘{blglm&)rgecogni zed FAI LOOSBObSel | er Accou' nt Bank Identifier not
provi ded FAI L BO6Sel | er Banklndert aki ng Format i s--Mali-d—FAH-O0SBSThe f ee
i s a va[ S@anount| Rerspntodss [TReasplebnt DID is sent by the bank exeguting

t he pay t-oepra—atd mdert—tanks—and may - be used by bot h
t he buypg Rk 1@@% sel \eférﬂ'?dskﬁcgﬁﬁ 104 -to i nform correspondent |banks
of - the TOOFROIUT € 1 [S&llees Baho Cenificate$yRivalid payment i nstrugti on,

failure|lresul ting fromprocessing by the clearing and-settlemsnt--nedwork,
and sg:EAH.sful r@ARM2 of phSeHens Bk Bigaamyesisiavdlidr y' s bank. The
ReasonCphde_—_and--Reasentedt——Fpe-ste o Rapcout ety atiesuccegst ul
event . F%Q@onf i nicY &0? t he f%TIFB\ﬁnBﬁgmsaﬂOH&Pgﬁwg%dtlé%gh%#es fét'?creed errﬂ odi nent
(Tabl e Eﬁ? ACtT mﬁ{mpePresgwmkmmmEri@m\d&d By .
St at usCPA ,&#REQJI FDThe statyus of theBuver's BaaW navnenf Seller's Bank

Payment FFAHCt | ve- |GRRRASREQUI RBuyRns Brak Sigsatuppisdaviider ' s Bank/ Dat epdynent
Bank/

A B R et e PRal e N o b SRR E0THe tTan)sf er
FAIL 00PRO7 Request has Incorrect Syntax
FAIL 00PR11 Seller’s Certificate is Invalid
FAIL 00PR12 Seller’s Signature is Invalid
FAIL O0PR13 Seller’s is not Authorized to Request Service
Table 50 .
5 The PayInstAck DTD is a positive or negative acknowledgement sent as a result of

the validation of transaction information in bank payment systems. PayInstAck preferably
contains the NegotiatedData block to confirm the data that is being processed by buyer’s bank
) 102 (seller’s bank 104 in the direct debit transaction model) for processing. The
| NegotiatedData block includes the attributes listed above in Table 23. In the context of
10  SystemPayResponse, the following validation rules, listed in Table 51, preferably apply to the
attributes in the NegotiatedData block:

Attribute Validation Rule Must May Error
Validate Validate | Code

Amt Corresponds to Request Buyer, Seller’'s
‘ Seller _{ Bank
Seller’
CurCode Corresponds to Request Buyer, eller’s
Seller Bank
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FeeAnount Sel | er' s Bank ReasonCodeCDATA#REQUI REDWher e STATUS i sBuyer's Bank/
~FAI'L, a ReasonCodeSeller's Bar& and associ at ed ReasonText are provi ded.
(See Table 57.) 67 1 9 MAR 20( WD 01/24082 PCT/ US00/ 24661

ReasonText CDATA#REQUI REDText associ ated wi t hBuyer's Bank/ the

- ReasonCodeSel | er' s Bank above. (See Table 57.) Table 55 The foll ow ng

19 MAR X

val i dati on™Qf124982y Tabl e 56 preferably apply to the PayCHHT/UR0R#5Lt es:

AttributeValidation RuleMust May Error ValidateVali dat eCode StatusFormat

valid Payment Ef fectiveDat eFormat is valid ReasonCodeFormat is valid

i's

ReasonT

pr ef er ak
SUCCESSPOPROOPayment Exed

SUCCESS

1 t—s—valtd
f“{/all_ﬂdzs'ljeél w th Pay(

DOPRCOPay nent

10 | | o PO Y IO L A Reas
:ocr‘1¥ W%@Féo %%u:b&St a)tﬂud léason
ut ed FAI LOOPRO8Pay i[iSetleiRej eclt BahkBy Raynent Ne
Recai ved FAl | QOPRI.CPav1 i i

nt _Execl

The ol i
for
Paynent
request ¢
PQb Acpt
above.

an ¢bligation.

daluedgmynf DTD bl
An ol
Qoligation or ((

I gat i onConf
fondi ti onal )

&oerespands faRequpet < | EWes or

s only

- r ned
Certifi eS(rei.ﬂguaynen

ke
SellecF e

a
I g3

(S
asonText

dl €

of a requ
(Conditio
tion is

| ed _Tabl e

t wor k

PfFeesl NI S Dl ock, dd
Conf or the CeP(
bl i gati onConf pr4

b Acpt Conf

ferably has the fol

[Comdsigdo o Réygest Sy $ Buyklgader | Seller’s es

responge . nessag
ISGuFrng at

t Bank,

S |istd
t eg

ponds to
d in Tabl

RecurringPayment-

Duration

Corresponds to Request

Buyer,
Seller

Seller’s
Bank

RecurringPayment-
Model

Corresponds to Request

Buyer,
Seller

Seller’s

Bank

Table 51-

PayInstAck preferably includes the foliowing attributes in Table 52:

Attribute Type Presence Description
Status | cDAT A #REQUIRED | The status of the acknowledgement. The
' Status is either SUCCESS or FAIL.
ReasonCode { CDATA | #REQUIRED Where STATUS 15 FAIL, a ReasonCode and
associated ReasonText must be provided.
(See Table 54.)
ReasonText | CDATA | #REQUIRED | Text associated with the ReasonCode above
} | (Sec Table 54.)
Table 52
5 .
The following validation rules preferably apply to the PaylnstAck attributes (Table
53):
Attribute Validation Rule Must May Error
Validate | Validate | Code
Status Format is valid Seller,
Buyer
ReasonCode Valid ReasonCode (See Table Seller,
54). Buyer
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FAIL 00NDO1 Contains a zero, negative or non numeric value
FAIL 00ONDO2 Amount exceeds maximum for Payment Channel

) FAIL 00NDO3 Amount exceeds Buyer’s Limit

" FAIL 00NDO4 Amount format i'nvali'd'for stated currency

FAIL 00NDOS5 CurCode is not valid
FAIL 00ONDO6 CurCode is not supported by the institution
FAIL: 00NDO07 Value Date is an invalid format
FAIL 00ONDO8 Value Date is the past
FAIL 00NDQ9 Value Date cannot be met
FAIL O00ND10 Value Date is not within XX days of current working date

listed in Table 58: Attribute Type Presence Description 68 :1 9 MAR 200, WO
.01/ 24082 PCT/ US00/ 24661 _ St at usCDATA#REQUI REDThe status of the
acknow edgenent. The Status is either SUCCESS or FAIL.
Obl i gat i onTypeCDATA#REQUI REDThe type of obligation requested (and ib<uidtAR £
.Status is SUCCESS) nligati onEffect- COATA#REQUI REDThe date on which the
obligati onE. SpkpseDatecreated (if Status is SUCCESS). Rea®Qu/us0s/24661
0deCDATA#REQUI REDWher e STATUS is FAIL, a ReasonCode and associ at ed
ReasonText nust be provided. (See Table 60.) ReasonText CODATA##REQUI REDText
associated wth the ReasonCode above. (See Table 60.) Table {8 The
f ol | owi NBeasOhTE/@L T On 1 (Vahid ReasondbktéSeolahlef er| Ssller, apply to the
ol i gatlonConf attribytes: Attribute Validatlipn Rul eMust May|}Error
Val i dat ¢Val i dat eCode $AFusFor mat is vali dSel|[l eVl i pati onTypeVal ugd i s
Val i dSelH @i rgatTonEffectiveDaterornmat 1S val1dsell er Corresponds to
Requestggﬁliegr ReasonCodeReason Code is Valid (See Seller Table 60.)
ReasonText Reason Text is Valid (See Seller

The Reason Codes in Table 54 are used, in a preferred embodiment, with PayInstAck:

Status ReasonCode RgasonText

(where XX is the maximum number of days that an institution

will allow instructions in the future).

FAIL OOND!1 The Value Term provided falls outside the parameters allowed
: by the financial institution. )

FAIL . | 0ONDI2 Incorrect value provided.

FAIL 0ONDI13 Invalid Payment Duration Provided

FAIL OONDI4 = |Invalid Pay"ment Model Provided

FAIL ' OOEBOI Buyer Reference does not exceed allowed length for field.

FAIL 00BB02 Buyer Reference does not exceed allowed length for field.

FAIL 00BB03 BuyerAccount is an invalid string

FAIL 00BBO4 | BuyerAccount provided is not assigned to certificate presenteFl

FAIL 00BBOS Bank Identifier not recognized

FAIL | 00BBOG | Bank Identifier not provided

FAIL 00BBO7 BuyerInstruction does not exceed allowed length for field.

FAIL 00BB0S Invalid format
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Tabl e 60.) Table 59 The follow ng Reason Codes (in Tabl e 60) are al so
.- preferably used with bligationConf: Status ReasonCode ReasonText 69 1 9

MAR 2 9( WD 01/24082 SUCCESS FAIL FAIL FAIL FAIL FAIL FAIL Table 15(9 (mfkl%m
8}89301t _000_?02 000503 000B04 000B0O5 000B06 Chbligation In Place :
- i gationType: The value provided is invalid. PCTIUSOY 2

Negot i at ed®@03/24082| udes recurri ng payment instructions. ?ggﬁlsggﬁ ons
cannot be undertaken for recurring paynents) The Cbligation date is not in
togle pa;st The ol i gatlon date is on or after the ValueDate. Invalid

i ga poat Tvali €okmiae! | gaton Only) Insufficient Creditl The
Cancel | @t onConfO%‘ﬁgybl ocK provides negative or positive confirpationlof a

cancel | [@EATIN T §QPBBIO0 Thi s FbﬂﬁmkrandpSMPm@ed to |rrpl ement t he Por Cncl| Conf
responsie nessaaqe. describd abhove—ln-a-—pr P |

CanC6| | aEJﬁHnCom?GTQSgQ]t he thqe‘F B%eégeed mﬁlmum leng‘-thClllJULu IID‘IIL ;

FAIL 00SP02 SellerAccount is an invalid string
FAIL 00SP03 SellerAccount provided is not ass'igned to certificate presented
FAIL 00SPO4 Bank Identifier not recognized
FAIL 00SPO5 Bank Identifier not provided
FAIL 00SP06 SellerRelated TransactionReference does not exceed maximum
length
| i ! FAIL 00SP0O7 PaymentDetails does not exceed maximum length
FAIL | 00SPO8 DirectDebitSchemeldentifier is a valid Identifier.
FAIL 000B01 - | ObligationType: The value provid_ed is invalid. T
FAIL 000B02 The NegotiatedData includes recurring payment instructioné:

(Obligations cannot be undertaken for recurring payments)

FAIL 000B03 The Obligation date is not in the past.
FAIL 000B04 The Obligation date is on or after the ValueDate.
FAIL 000B05 Invalid Obligation Date Format
FAIL 00BEQ! Sequence Format is valid
FAIL 00BE0O2 The sequence is incremental across BuyerSignature blocks in
L the BuyerSignatures entity
- FAIL 00BEO3 ReasonForSignature Format is valid
FAIL 00BEO4 SignedPreviousSignature Format is valid
FAIL 008101 Sequence Format is valid
FAIL 008102 The sequence is incremental across BuyerSignature blocks in
the BuyerSignatures entity
FAIL 00SD01 SellerAccount is an invalid string
FAIL 00SD02 SellerAccount pro.vidcd is not assigned to certificate presented
FAIL 00SDO03 Bank Identifier not recognized
FAIL 00SD04 Bank Identifier not provided
FAIL 00SD05 Seller Instruction Format is invalid
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listed in Table 61: Attribute Status Cancell ationEffective Date ReasonCode
- ReasonText Type Presence Descri ption CDATA CDATA CDATA CDATA #REQUI RED

- #REQUI RED #REQUI RED * REQUI RED The status of the acknow edgenent. ghg
Status is either SUCCESS or FAIL. The date on vhich the transactidnJui4R 2
- cancel | ed. ATUS is FAIL, a ReasonCode and associ a easonText
must be pro%ﬁégf‘(ﬁ;( See Table 63.) Text associated with thé'%%@%?g?ﬁ Ye
above. (See Table 63.) Table 61 The followi ng validation rules attributes:
Tabl e 62) preferably apply to the Cancel |l ati onConf 70 MAR 200 WO 01/ 24082

PCT/ [ 150Q/F24661 [ 00SBO! SellerBank Reference Format is invalid
FAIL 00SB0O2 SellerCorrespondentBank Format is an invalid SWIFT BIC
FAIL 00SB03 SellerAccount is an invalid string
FAIL 00SB04 SellerAccount Bank Identifier not recognized
FAIL 00SB05 SellerAccount Bank Identifier not provided
FAIL | 00SBO6 SellerBankUndertaking Format is Valid
FAIL 00SB07 The fee is a valid amount.
Table 54

The PayConf DTD is sent by the bank executing the payment to customers and
correspondent banks and may be used by both the buyer’s bank 102 and seller’s bank 104 to
5  inform correspondent banks of: the success or failure in execution of a system payment
instruction, failure resulting from processing by the clearing and settlement network, and
successful receipt of payment by the beneficiary’s bank. The ReasonCode and ReasonText
for successful PayConf qualify the successful event. PayConf includes the following

attributes in a preferred embodiment (Table 55):

Attribute Type Presence ' Description . Provided By
Status CDATA | #REQUIRED | The status of the “Buyer's Bank/
' payment _ Seller’s Bank
PaymentEffective- CDATA | #REQUIRED | The date on which Buyer’'s Bank/
Date . payment will be Seller’s Bank
. executed.

RegistryTransfer- | CDATA | #IMPLIED | The transfer fee. Buyer's Bank/
FeeAmount Seller’s Bank
ReasonCode CDATA | #REQUIRED { Where STATUS is Buyer’s Baﬁ]d

FAIL, a ReasonCode | Seller’s Bank

and associated

ReasonText are

provided. (See Table

57.)
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AttributeValidati on Rul eMust MayError Val i dateVal i dateCode StatusValue is

valid Cancell ati onEffective-Format is valid Date Cancell ation date is

before val ue date ReasonCodeReason Code is Valid (See Table 63.) 10 MAR 200
ReasonText Reason Text is Valid (See Table 63.) Tabler62 The foll ow ng
Reason Codes (Table 63) are also preferably used with Car}?:gj gow‘sngonf.
St at usReasw@de®easonText SUCCESSOOCROOTr ansacti on Cancel &

FAI LOOCRO Failed to Identify Transaction FAl LOOCRO2Paynent Has Been Al ready
Execut ed FAI LOOCRG3Paynent Cbligation -- Requires Assent of Seller

FAI L RO Pavpoent Has Al ready B d—TFable—63—The-

Condi t i pREesowpexsnt DTD |IRAKA I AREQ g "?"s?éSSB?'a'ﬁgszfl} vd BYSF A dn of
a request to set up cgnditions agai nst plkERRisonCaadi ti 0Nl OBARK
corresppnds to the aboje desclribed Cnd date response ngssages listgd in
Tabl e 3| The response i|ndicates only that|abowe (Sembable %3 Inow exi st wift hin
the domiain _of a TSS Alll ot herl commicat-ors—about—eondi-ti-eons—dse—th
docunentTaliefiSned i n t he PayCondition DID (described bel ow). ConditionConf
preferably includes the followng attributes, listed in Table 64: Attribute
Type Presence Description 71 9 MAR 20 WO 01/24082 PCT/ USOQ 24661

St at us CDATA#REQeH RGBT ealRaidrmlafin Table 56 iprafodablygpplyrto therPayConfattributes: ei t her

SUCCESS _or FA| |
Attribute Validation Rule Must May Error

Validate Validate_ Code

Status Format is valid

PaymentEffectiveDate | Format is valid

ReasonCode Format is valid
ReasonText Format is valid
Table 56 |
5 . .
The following Reason Codes are preferably used with PayConf (Table 57):
Status ReasonCode | p .. onText
SUCCESS | 00PRO0 Payment Executed
FAIL 00PRO8 Payment Rejected By Payment Network
SUCCESS | 00PR09 Payment Received
S FAIL | 00PR10 Payment Execution Failed
- Table 57

The ObligationConf DTD block confirms the success or failure of a request for an
10 obligation. An ObligationConf is only returned when a (Conditional) Payment Obligation or
(Conditional) Certified Payment Obligation is requested. This block, depending on the
SystemHeader, corresponds to the POb Acpt Conf or the CePOb Acpt Conf response
messages listed in Table 3 above. ObligationConf preferably has the following attributes,
listed in Table 58:
Attribute Type Presence Description

68



ReasonCodeCDATA#REQUI REDWher e STATUS is FAIL, a ReasonCode and associ at ed

ReasonText nust be provi ded.
associ ated with the ReasonCode above.

(See Tabl e 66.) ReasonText CDATA#REQUI REDText
(See Table 66.) Table 64 Thg g MAR 200

following validation rules preferably apply to the ConditionConf attributes

I ncluded in the elenment (Table 65):

AttributeValidation Rul eMust May Error

Val i dat eVaMQ@24@3de St at usVal ue is vali d ReasonCodeReasorPCXiH00{2866W| | d

(See Table 66.) ReasonText Reason Text
foll ow ng Reason Codes,

Conditi

\

Rel at edfAcknow edgenen enent nmay pptlona
carry of DbligatimnTepé e dgeDAMAs | #REQUEREDO Ehé t}@ﬁ@ﬁeblngmon rajuequd(and Gssued
be usediin seller bgnk 104- o-seIIer 1p8 communication to carry the
acknow e=dgemant provilded by puyer's ba ﬂfsﬂiﬂs ’csog[&@ff%‘i s bank 104 The
Rel at edy FECET CHAT AL TERE $+24087
PCTI USO )p%%égfﬁﬂ trifutes ﬁmt a?FH %'%‘glgén{?bgl ca tHE‘BBg%atﬁS\é’ ng and
i nt er pr eiveDaen of thq contenfs. In a p|ekaed @ Senizds SWOTESS)hose
attribu_ec listed idA-Tabl.e-B7Z : i
ReasonCode CDATA #RE(%UIRED Where STATUS is FAIL, a ReasonCode
and associated ReasonText must be
provided. (See Table 60.)
ReasonText CDATA | #REQUIRED | Text associated with the ReasonCode
above. (See Table 60.)

Table 58

The following validation rules in Table 59 preferably apply to the ObligationConf

attributes: |
Attribute Validation Rule Must - | May Error
Validate | Validate | Code
Status Format is valid Seller
ObligationType Value is Valid Seller
ObligationEffectiveDate | Format is Valid Seller
Corresponds to Request Seller
ReasonCode Reason Code is Valid (See . Seller
Table 60.)
ReasonText Reason Text is Valid (See Seller
Table 60.)
5 Table 59

The following Reason Codes (in Table 60) are also preferably used with

ObligationConf:

Status ReasonCode

ReasonText

69

is Valird (See Table 66.) Table 65 The

in Table 66, are preferably used with
tFALLOOQS501Caondi ti.onCode. not

i ’ HEM@E@&FWW@W%&W Paqt
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CDATA NMIOK EN Presence #|l MPLI ED Descri ption Optional #REQU- | RED Thi s

I dentifies how the acknow edgenent is wapped. Prefreable valid values for

the Content attribute are as follows: o PCDATA. The content of tHe§ MAR 2[][

Rel at edAcknow | edgenment el ement can be treated as PCDATA by default) wth

. nho further processing. o MME. The content of the Rel atedAcknow edge- nent
el ement iSy8 059 ete MME item Processing should incl uBETIUSHGHRY f or

M ME headers I nside the RelatedAcknow edgenent El enent. o M ME: m netype.

The content of the Rel ated- Acknow edgenment elenent is. MM content, with

the foll owi ng header "Content-Type:. m nmetype’ —{Athedtgh—-t—Ts—possifyle to

have M mORSky pe0OBN0 h th%bﬁ%ﬂ{bﬁﬂ‘lﬁmcét”' bute set to NONE, it is
general|y nore likely to have e Transformattribute ;ﬁ%__(_e_%,ge,g__”
Tr ansf o[ FR{E Ser | GOOBONE, th}bhgatidﬁypmtThp@a@Gm‘é'rﬂEdﬁﬁE’tva nformto PCOATA,
and in at _cas¢ sone chadacters pus TG iosL
defaul t [BAILti es 60082 numb e Negefialed m“éqr"l r?‘\éhsrﬁklé gﬂ%&ﬁf‘*“‘?he ::ontent of

the Rel pt edAcknol edge- neijq g,l,gagsﬂgcﬁ.ﬁamnuemmmmmmmnem. .
Entiti es and CDATA sectiong, or ansform set to  BASE64. —must—be—used to

\= K= A waw |

ensur e Hegyt1e RYoHHE- A Hmaﬂwggm@ue@mmﬁbewments are legiti
PCDATA.

FAIL 000B04 The Obligation date is on or after the ValueDate.
FAIL 000B05 Invalid Obligation Date Format
FAIL 000B06 (Certified Obligation Only) Insufficient Credit

?‘ Table 60

The CancellationConf DTD block provides negative or positive confirmation ofa
cancellation request. This block may be used to implement the Por Cncl Conf response

5 message describe above. Ina preferred embodiment, CancellationConf has the attributes

listed in Table 61: _
Attribute Type Presence Description
CDATA | #REQUIRED | The status of the acknowledgement.
Status '

The Status is either SUCCESS or
FAIL.
CancellationEffective- | CDATA #REQUIRED | The date on which the transaction was

Date cancelled.
ReasonCode CDATA | #REQUIRED | Where STATUS is FAIL,a

ReasonCode and associated

ReasonText must be provided.

(See Table 63.)

ReasonText CDATA [ #REQUIRED | Text associated with the ReasonCode
above. (See Table 63.)

Table 61

The following validation rules (Table 62) preferably apply to the CancellationConf

10  attributes:
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1 9 MAR 20( WO 01/ 24082 Transfor m ( NONEI
L PCTI US00124661 This identifies the transformati on that has been done
the data before it was placed in the content.

The PCDATA content of the
.representation of the data. Note that entity expansion

Rel at edAcknowl edgenent el enent

Val id

BASE64) Tabl e 67 #REQUI R ED

val ues are: ¢
is the correct

to

240

nmust occur first

(i.e. repl wosmeatszof &anp; and &#9;) before the data is &AMHNYHOEDATA
sections nmay legitimately occur in a Rel atedAcknow edgenent el enent where
the Transformattribute is set to NONE. o BASE64. The PCDATA content of
the RelatedAcknow edgenent el ement represent - BASEG4 ncoding of the
actual ¢étribite Suitabl e yXalidatiomRuley| es- may [MMustpl dMAY ed fldErroRe
Rel at edficknow edgenent attributes, as appropri e\t,{shdaE’éay @aﬂ{daﬁin% don [The
Paynment Condi ti on docunmentjis used to pass inforjmation gbou g Status| of
condi ti pR@muket ween parti efvVaheesvalld 1 n a transgction (tjhe Cnd cl regponse
messagel _described above pand listed in Tahle 3lcaorrespgqnds to 3
Payment PEantelinbenEftrstivent ) Fomuat és validt t he docurent is gnly used when
condi ti pns, have been successfully created in tHe TSS. (The Payrfent Condi tion
docuneni ¥ preferably used: 1. By the TSS to ilnformthe TPSP tlhat
condi ti pnS have been cr eaf €andellation &@tisibefok® bd di schdrged. 2.} By thg TPSP
to infofmthe TSS that a fhange has been nade tlo the stjatus of Jconditilons
assignefl for discharge. 3}valyedate TSS to inforrm buyer'd bank 142 that |a

e hbhaoaona, e ol + o % & £ o o 2. |
change pge begmrarade—to—t g abriche WVl se

Table 63.)
ReasonText Reason Text is Valid (See
Table 63.)
Table 62

The following Reason Codes (Table 63) are also preferably used with

CancellationConf:
Status ReasonCode | ReasonText
SUCCESS | 00CR00 Transaction Cancelled
FAIL OIOCROI Failed to Identify Transaction
FAIL 00CRO2 Payment Has Been Already Executed
} FAIL 00CRO3 Payment Obligation — Requires Assent of Seller
| FAIL 00CRO4 Payment Has Already Been Cancelled |
5 Table 63 |

The ConditionSetUpConf DTD block provides negative or positive confirmation of a
request to set up conditions against payment. ConditionSetUpConf corresponds to the above
described Cnd Update response messages listed in Table 3. The response indicates only that

. 10 the conditions now exist within the domain of a TSS. All other communications about
conditions use the document defined in the PayCondition DTD (described below).

ConditionConf preferably includes the following attributes, listed in Table 64:

Attribute Type Presence Description
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1 PEAR 2WX4, WD 01/24082 PCTI USO0/ 24661 conditions attached to a paynent
made by buyer 106 (note that buyer's bank 102 nmay operate, i.e. may act
as, the TSS). By the TSSto inform (if required) buyer 106 or sell dr ‘MARO M
104 that a change has been nmde to the status of the conditions. By
seller's bank 104 to informseller 108 that a change has been nmade to the
status of wiei2emsrditions. The contents of the Paynent Con@CI{UORAOL ar e
preferably given in Table 68 bel ow. N BNetwork Information Bl ock

Si gnat ureXMLDSi g Signature Bl ock CertBundl eCertificate Bundl e Bl ock
Syst enPayCondi tionPayConditiaon Transaction Block (see Tahle 69 Respansg

, e

Bl ock ([Tigsbl ock [GDATYe [#REQUERERN { Thastanmes thsrpskpasisdepreentodbaii ni 1

signed [certificate| of the Jorgani zati of éi@git%i}%% &Eﬁ.@bl e 68 The
0 , n

Syst enHayCondi ti on] DTD contains, in a|preferred € I men e foll ow
el ement[SROEATGIEKS| CDA TANJl #REGUIRED 14 0VEerd STATOS 16 #AIEReRedsof0sdk dnd
Descrigti on SystenpHeader Cont ai n produg¢t type and nessage type informatli on
for theg transactioh in progress. Refelas®sistedReasond exiapustdgpsavided.t he
commer di al transacfi on bei|ng used by t?ggeeré%?aré' s involved in the
transadti on. CondifionSet Gontains infd ' )

g

nat1on out the conditions beijng

pr oces JeRkasdiText V] ODATADY bk A863diaAdbwith THeeR @bsonCdelabover |t he
Syste ader, in preferrled enbodi meft, for conditional paynent products
are indluded in Tabl e 20 goove. Fhe pil &beekablebtaksoci ated validation ful es

nraovui daod b o T ol

are al t e a—t—ran Z4—above o_uuj, for—e—contdtttonat payrents ¥so
preferggﬁtgeﬁcl ude the validation rule in Table 70 for the Product
attribute: AttributeValidation Rul eMust MayError Vali dateVal i dat eCode

The following validation rules preferably apply to the ConditionConf attributes
included in the element (Table 65):
Attribute Validation Rule Must May Error
Validate | Validate | Code

Status Value is valid

ReasonCo&e Reason Code is Valid (See Table 66.)
ReasonText | Reason Text is Valid (See Table 66.)
5 Table 65 |

’ Tﬁe following Reason Codes, in Table 66, are preferably used with ConditionConf:

) Status ReasonCode | ReasonText
FAIL 00CS01 ConditionCode not Valid
FAIL 00CS02 - | Invalid TPSP Contact Details
FAIL 00CS03 Expiry Date in the Past
FAIL 00CS04 Associated Obligation Not Accepted
Table 66
10 A RelatedAcknowledgement DTD element may optionally be used to support and

carry other acknowledgements related to a transaction. For example, it may be used in seller
bank 104-to-seller 108 communication to carry the acknowledgement provided by buyer’s
bank 102 to seller’s bank 104. The RelatedAcknowledgement has three standardized
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Product The product code is for aOOEHO5 conditi onal
2004 The References block is used to identify the conmerci al
transaction to which

product .
paynent

associated validation rules for the Reference block in a preferred

. enmbodi ment are provided above in Tables 43 and 44 respectively.

The

Tabl e 70 MAR

the conditions are attached. The attributes &r@ MAR 2

Condi ti On%@boﬁhﬁﬁf contains a description of the conditi oRETAURY248¢% ach to
T

a paynent.
i ndi cat ed,

nunber of the system paynent bl ocks.
description of this block is given in nore detail,

e ConditionSet block is an inported el enent and, as
is used in a

. below. As al
above, tdneib@esthacaliost foc ideptfcationglecestingiand igisrRipiation ﬂg&e GRS lﬁsaed to

provi de
Cont act

of the g
i ncl udi A

cont act

msefeaed ¢

i nformation for

rgbodieAtethass Hteg,nﬁteaq{\ E&@F gLy elows: @ transacti on.

I’nporte and _also used in a nunber

enent

A preferred
Q i ndi cated

The

W}E b1 hoat
é& ncflt onset) . Fiese

Déipdptiont (as described above and al

The Contdct data

enbodi ne
The Payn

bNamieS al b Cri
rent Cance ¢Qﬁ

FEMPLIED rQptisagki |
on docunent i

bel ow.
s used to request

paynment .
2 is iny
"irrevod
under t ak
preferre
defi ned
| nf or mat
-~ Bundl e H
J72.) Red
cont ai n9
Descri pt
pr oduct

TRet P]
Iceorr%n% ed{

in Tabl e
)l ock Sys

t he fol

type

NMTOK €
in a Pg
abl e" payE¥nts -

en -- cah only bsg
d enbodi jrent, thsg
i on Bl ock Signat(
t enfPayCq
uest Request Bl ock
ow ng bljocks,
i on Syst gnHeader T

GRECIU-eS

ncell ati on Bl ock.

Tabl e

ment element is a complete MIME item. Processing
should include looking for MIME headers inside the
RelatedAcknowledgement Element.

o MIME:mimetype. The content of the Related-
Acknowledgement element is.MIME content, with
the following header "Content-Type: mimetype".
(Although it is possible to have MIME:mimetype
with thc'Transform attribute set to NONE, it is
generally more likely to have the Transform attribute
set to BASEG4, If Transform is set to NONE, then
the entire content must conform to PCDATA, and in
that case some characters must be encoded either as
the XML default entities or as numeric character
entities.)

o XML. The content of the Related Acknowledge-
ment element can be treated as an XML document.
Entities and CDATA sections, or Transform set to
BASE64, must be used to ensure that the Related-

Acknowledgement element contents are legitimate

PCDATA.

Payment Cancel l atign
l the cancellationoff a
SErgeiddntifiasihoudthe prewigdgemertigd in Tdbl e

nent Cangel | at.i,0 0 :
TRERL 2 repbash PrstitRbiE S id iffedbrik Ootent
cancel | ediiiblfe ardiss followst of seller 108.
contentg of the Paynent Cancel | at.i o TD are
.1 9 MAR 200uPCRATH/ cemeTef ARS8 N BNet
[XMLDS! 9 SO BB ASK 1O BURIPEBATIA 1d 621

ncellatio

Tabl e 71 W&fﬁ[@hﬁﬂﬁmyﬁuhe@rbeasﬁnm DTD prefer

listed in

72, Cont ai | at. hi
he Syst en) -MNE. Theseateniofithy ?1%{1?.83%102 1‘%’3&) rés't Ime

In 4

SO

wor k

(See Tabl e

abl y

©
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and nessage type. CancBuyer Si gnedDat aThe CancBuyer Si gnedDat a cont ai ns dat a
signed by the Buyer to authorize cancellation. Buyer Si gnaturesThe
Buyer Si gnat ures bl ock contains the signature(s) authorizing cancelll 8t MAR it |
t he paynent. Table 72 The SystenHeader block is a conponent conmon to al

. messages, as indicated above. Tables 20 and 21 above provide the _
attribut es,gpgsieas i dation rules of this block according t BCHUSHIHEEEL red
enbodi ment. I'n addition, in the context of paynent cancellation, for the
MessageType, valid values in the request structure are: Cancellation

Request and Query. The CancBuyer SignedData hlock pr W he
f ol | owi [iixastone NSONELD] F#RBRUIR. | Thisridenées thefcastormation that Hipne

Rel ati opshi p Descrinti.on| Baferencgs for ' LdREht WA | S
bei ng request ed th“S%?ca el | ed. %@FF?%%EF&???@ (I:Jtclé%lﬁ?ﬁ%r%vfhded by f he
buyer tp the buyer's bank. 77 1 931408 22601' WO 01/ 24082

Buyer Signat ureDgtai | s Tapl e 73 PCJ/ USOQ 24661 1 nformation, about the bujer's

e(s) authorizing|cancel | at Dﬂﬁh@%@@ﬂ%%‘%% €cont ai ns
es to the transagtion that ggfatmcﬂg?&ﬁgﬁgﬁt?geg{%é}s%mgl | ed| .

i butes 4nd assoc|ated vali ion rules erence blockiin a
d enbodi|ment are| provi ded | agpusentatiod apihe siat Note dhat éntitp sxpayisiore | y.
cel lati gnData bl pck contaijns addi t] onal daba‘rgr ovi.ded p¥%$uyer 106
yed to Quyer's bank 102 r¢aanstioqeyr firsb(earrplaceraentof £ampafd o y
ck has gttributes and assqciatadeoydld &) sQRuhisbE THATAGRENMNY Out
tion ingtructiong. The Buyers3ignatures block (in the
r Si gnedpat a bl ock) cont ai nenayilegitimatelsoccor et ed by actors in the
r gani zaHion aut hori zing the i:arhce Iat{an of ttpe LI ansa tei on.

cycl es{may requfre a nunmj&elass ‘!%ck‘ﬂ?l‘é{e PR §RENHYONT ded agai st
n instryction. The Buyer s$ignatdtmcieribatd is s&tt@NONEIN contain ong or
er Si gnattur eDet ai

o BASEG4. The PCDATA content of the -

Related Acknowledgement element represent:. '

The att
preferr
The
and rel
this bl
cancel |

BASEG64 encoding of the actual content.

Table 67

Suitable validation rules may be implemented for the RelatedAcknowledgement

attributes, as appropriate.

Payment Condition

The PaymentCondition document is used to pass information about the status of
conditions between parties involved in a transaction (the Cnd Decl respohse message
described above and listed in Table 3 corresponds to a P'aymentCondition document). Note

10  that the document is only used when conditions have been successfully created in the TSS.
The PaymentCondition document is preferably used:

1. By the TSS to inform the TPSP that conditions have been created that require to be

discharged.
2. By the TPSP to inform the TSS that a change has been made to the status of conditions

15 assigned for discharge.
3. By the TSS to inform buyer’s bank 102 that a change has-been made to the status of the
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bl ocks. A Buyer SignatureDetail block contains the information about a
signature created by buyer 106, and, in a preferred enbodi nent, its
attributes are given in Table 31 and associated validation rule iwah@
32. As al so indicated above, a related BuyersSignature block (in Igu =R
t he SystenPayCancel | ati on DID) preferably contains a PCDATA bl ock in which
the signat W@O¥2082nc| uded in the BuyerSignature el ement aFPEHRYA0Lee
Table 33). The attribute and associated validation rules for that bl ock
are given in Tables 34 - 36 for a preferred enbodi nent. Paynent Chal |l enge
A Paynent ,Chal | enge docunent allows a financial institution that requires
proof of sRaditiane ﬁf&%ﬁitq wryawaw“@e % biyse 100 (wowstbﬁtthwsw'&baakﬁe? may
exchangi ng i:cat t stablish the identity of that institution
and confi r?ﬁﬁg’t&f{?‘?g&%@%ﬁ%qg%duct is supported. The response to a
Paynment @haBy dredESS © iafdPa\(Respires)cbupet HéeorGhlldr! sshagk A0K thang thatigelhasTheen
Payment Chal ngr:l%e DTD ha? the f.ollowng elenents in a preferred enbodi nent
(Tabl e 74 padeophestalys oT ALEAGHMSon Bl ock Si gnatureXM.DSi g Si gnature Bl ock

Cer t Bundf tieb's HaIE 1 BHRThRroRls AR 108 ke D ﬁ%%e WR4O1 é

SystgnngégH gnge Request Trabl e 74 Payrre‘r:lt %m enge BPOC%' g%ﬁ‘fﬂgg}ﬁ 24661
Request BleaepHitidasdi ti on Set The Condition Set elenent DIDis used in a
nunber of transactions to carry information about the conditions which can

ot L2 1O P i AR o B bR R e BB

Descrip 74 e cond t T PR IR Tt iR h Boak descr TptTonof—eactrof; the
conditipns withi-n the tfansaction. ese are variously as followq:
buyer/ sg$igastute0 bank - [MEDRSig@grmatdrs Bidck TPSP where a
! CertBundle Certificate Bundle Block
SystemPayCondition { PayCondition Transaction Block (see Table 69
Response Respon.se Block (This block must be included with any
response containing signed certificate of the organization
making the reponse.)
Table 68
10 The SystemPayCondition DTD contains, in a preferred embodiment, the following

elements or blocks (as indicated in Table 69):

Contains Relationship Description
! SystemHeader Contain prodtict type and rﬁessage type information for the
‘ transaction in progress.
References Contains references to the commercial transaction being used

by those parties involved in the transaction.

ConditionSet Contains information about the conditions being processed.
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single TPSP is being used to discharge conditions TSS to TPSP - Cont act
details of the TSS. TPSP to TSS - Contact details of the TPSP for further
communi cation. ‘Table 75 ConditionSet preferably has the followind § MAR 2004
attributes, listed in Table 76: Attribute Transaction- Description Type

- CDATA Presence Description Provided | By #f REQU RED A text description of
the comewoitak4mB2ansacti on being undertaken. Seller 79 QFZWZ‘&B‘

01/ 24082 PCT/ US00124661 St at usCDATA#REQUI REDThe Status of the Condition
Set: Requested The status when the conditions are created - before
registration with a TSS. I nconplete Conditions which are registered with a
TSS andfabde®? n t o be di scharged. Discharged Conditions which have been

di scharged by a TPSP

The attributes of the SystemHeader, in a preferred embodiment, for conditional
payment products are included in Table 20 above. The preferable associated validation rules
are also provided in Table 21 above and, for a conditional payment, also preferably include

5 the validation rule in Table 70 for the Product attribute:

Attribute | Validation Rule Must May Error
Validate Validate | Code
Product The product.code is fora 00EHO5
j | conditional product.
Table 70

The References block is used to identify the commercial payment transaction to which
the conditions are attached. The attributes and associated validation rules for the Reference

10 block in a preferred embodiment are provided above in. Tables 43 and 44 respectively.

The ConditionSet block contains a description of the conditions mat attachtoa
payment. The ConditionSet block is an imported element and, as indicated, is used in 2
number of the system payment blocks. A preferred description of this block is given in more
detail below.

15 As also indicated above, the Contact block contains contact details that may be used to
provide contact information for the parties involved in a transaction. The Contact block is
preferably an imported element and also used in a number of the system payment blocks that
import it (as described ai)ove and also including ConditionSet). The Contact data element in

a preferred embodiment is also described in more detail below.

Payment Cancellation
The PaymentCancellation document is used to request the cancellation of a payment.
The POr Cncl reqﬁest message described above and listed in Table 2 is implemented in a
PaymentCancellation document. Generally, “irrevocable™ payments — where a buyer or bank
5 obligation has been undertaken ~ can only be cancelled with the assent of seller 108.In a

preferred embodiment, the contents of the PaymentCancellation DTD are defined in Table 71:
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Expired Conditions which have expired. Condition Sets which contain
condi ti ons which have expired. Cancelled Conditions which attach to a
payment that has been cancelled. Table 76 Suitable validation rul 8s Mgy 2004,
applied to the ConditionSet attributes. The Condition bl ock nmay contain a
.- Contact block. If conditions within a paynent are to be di zllg

di fferent WMOILW0Rhen contact information is preferably ap ﬁgr @agg%él nst
each condition rather than against the ConditionSet. Preferably, this

el enent is only present when buyer 106 or seller 108 infornms a financial
institution of the conditions in the PayRequest docunent. The Condition
bl ock has the following attributes in a preferred enbodinent (Table 77):
80 1 9 MBI T ITIi WD 01/ PMesriPtbioafion Bidek1
AttribuyeTypePresencelDesc | ntion Conditi

nuneri c| Stgnatuge t hat i dent XMIPSie SigraieBockhe condition within the

condi t i ¢pn—set-—GCeret-ti Gr‘.\, CRATARREGH tode for—the standard systjem
conditi )F°5§“&BF| ned by the sy?{m%wl REDA description of the

st andar ¢ CmBalidtioAN| Payartmt CandelladorBibelo ¢BeeiTabld 2.5y st em Descri ptfi on
XM.I ang A#REQUI REDThe )| SO Code for the | angu
condi ti pRequEstidi ti onSt at u E@NPWEE!UI REDThe Status of the Condition Sef:
Request éd_The st atus—wherthe—eont-t+ons—are created == bef0re reg| StTation
with a 'ffsglemncorrpl ete Conditions which are

The SystcmPayCaﬁcellation DTD preferably contains the following blocks, listed in

5 Table72:
Contains Relationship Description
| SystemHeader The System Header contains information about the product type

and message type.

CancBuyerSignedData | The CancBuyerSignedData contains data signed by the Buyer to

authorize cancellation.

BuyerSignatures The BuyerSignatures block contains the signature(s) autho:izing

cancellation of the payment.

Table 72

The SystemHeader block is a component common to all messages, as indicated above.

—

Tables 20 and 21 above provide the attributes and validation rules of this block according to a
preferred embodiment. In addition, in the context of payment cancellation, for the

10 MessageType, valid values in the request structure are: Cancellation Request and Query.

The CancBuyerSignedData block preferably includes the following elements (Table

73):
Contains Relationship Description
References References for the payment transaction which is being requested to
be cancelled.
CancellationData Additional instructions provided by the buyer to the buyer’s bank.
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registered with a TSS and remain to be di scharged. D scharged Conditions
whi ch have been di scharged by a TPSP Expired Conditions which havge expired.
Condi tion Sets which contain conditions which have expired. Cancel IS%MAR 200!
Condi ti ons which attach to a paynment which has been cancel | ed.

Condi ti onSt at us- CDATA#I MPLI EDA t ext description that accoggimgg@ YR TR
Descri pti owotoar4p82 i nf or mati on. Condi ti onTr ans- CDATA#| MPLI escription of
the transaction as actionDescrip-required to sign off the condition. tion
81 1 9 MAR 2010 WO 01/ 24082 PCT[ USOQ 24661 Condi ti onExpi r yCDATA#| MPLI EDThe

EXpi ry dat e f‘(')l‘ t he C_pnrii tion . Lf M@Mﬁ@ﬁeﬁﬁ;ﬁﬁmlnd
cannot [pRuxtrSignatvrgBatails pigfanatiopjabput s byyer ssigpaturel§) aUonzipg . ¢ ) | owi fjg
val i datjion rules, Ii stedcg&\?'[ Blee 78, preferably apply to the Conditign
bl ock attributes: AttriluteVa dati on Rul eMust MayError ValidateValidatieCode
Condi ti onRef-Condi t1 onRef erence i n uni queOOCTO1 er enceNunber

Condi t i payled®eCondi ti onCode is a valid systenDOCTO2 paynent condition code
Condi ti onDe- Condi ti onDescription is a vali dOOCTO3 scri ptionsystem paynent
condition description XMl angThe | anguage is a valiq | SO code. OOCT.04 -

Candi t i onSt aThesRefereagnsdlqoksantaingmeferepses 3o (g tragsastign ﬂ?.t E&ﬂ% equested to

be cancelled. The'attributes and associated validation rules for the Reference block in a

preferred embodiment are provided above in Tables 43 and 44 respectively. The
5 CancellationData block contains additional data provided by buyer 106 and relayed to buygr’s
bank 102 regarding the cancellation. Preferably, this block has attributes and associated
validation rules for carrying out cancellation instructions.
The BuyersSignatures block (in the CancBuyerSignedData block) contains signatures
created by actors in the buying organization authorizing the cancellation of the transaction.

10 Approval cycles may require a number of signatures to be provided against any given
instruction. The BuyersSignatureDetails block can contain one or more BuyerSignatureDetail
blocks: A BuyerSighatureDetail block contains the information about a signature created by
buyer 106, and, in a preferred embodiment, its attributes are given in Table 31 and associated
validation rules in Table 32. As also indicated above, a related BuyersSignature block

15 (included in the SystemPayCancellation DTD) preferably contains a PCDATA block in
which the signature is included in the BuyerSignature element as PCDATA (see Table 33).

The attribute and associated validation rules for that block are given in Tables 34 — 36 fora

preferred embodiment.

20 Payment Challenge
' A Payment Challenge document allows a financial institution that requires proof of

identity of a third party financial institution prior to exchanging application data to establish
the identity of that institution and confirm that the payment product is supported. The
response to a PaymentChallenge is 2 PayResponse \;vith a ChallengeAck included. The

25  PaymentChallenge DTD has the following elements in a preferred embodiment (T able 74 ):

NIB Network Information Block
Signature XMLDSig Signature Block
CertBundle Certificate Bundle Block
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Condi tionTrans-The Conditi onTransacti onDescri pti onOOCTO6 acti onDescrip,is
invalid tion ConditionExpiryThe Conditi onExpiryDate has notBuyer, ﬁé}@
Dat el expiredBank Table 78 The system may define conditions to blesgu @l'n
t he paynment products. Another elenent that may be used in connection with
paynment conditions is PackagedContent. The PackagedContent el enent supports
t he concepyoQifge enbedded data stream transforined-to BETMSHY30UCt it
against msinterpretation by transporting systens and to ensure XM
conpatibility. It may be used within the systemto allow the TPSP to

provi de supporting docunentation when—gi-sehatgtmg-conditTions. The
docunen(gysenPayChatienes as BymentChIREA IOk W0 01/ 24082 PCTIUS00/ 24461
PCDat a, |iS_preferably forward éiél&l&i‘e Selrer once all conditions have been
di schar g@#qucfhe Package ?ﬂ“g "'dat a_stream preferahl y has-three—

st andar 'a%"c'.matt. rbotes That allow for identification, decoding and

I nterpre a9 0n of the contents, and these attributes are preferably

defined as follows in Table 79 bel ow Attribute Name Type CDATA Presence

#1 MPLI ED Description Optional. Distinguishes between nultiple occurrences
of Packa@mﬂiﬁnmg@nt El enents. For exanple: <ABCD> <PgckagedCont ent

Nanme=" Fi r st Pi-g6q 2 4itRASRA SRRACDEBHs wéeRan k apnbasitensactiotPRREY o dCont ent

Nane=' SecondPi'éce’ > dvdsjnl 5poi dsdsf | kj,nw45 < aﬁ%@@&ﬁﬁ%{ ,
5 information about the con itionspwhlch can attach to paymeég. SRDTD

preferably contains the following elements, listed in Table 75:

Contains

Relationship Description |

Condition

The condition block contains a description of each of th

conditions within the transaction.

Contact

These are variously as follows:

‘buyer/seller to bank - Contact details of TPSP where 2

single TPSP is being used to discharge conditions

.TSS to TPSP - Contact details of the TSS.
TPSP to TSS — Contact details of the TPSP for further

communication.

Table 75

} * ConditionSet preferably has the following attributes, listed in Table 76:

Attribute Type "Presence Description Provided
. By
i | ED iption of the Seller
Transaction- | cpATA #REQUIRED | A text defcrnptlon 0 ' |
Description commercial transaction
| being undertaken.
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</ ABCD> The nane attribute may be omtted, for exanple if there is only
one PackagedContent element. 83 1 9 [MAR 2001 WD 01/24082 PCT/ USOO 24661
Cont ent NMTOKEN#REQUI REDThi s i dentifies what type of data is contdi heMAR 2004
within the Content attribute of the Packaged- Content el enent. The valid

. values for the Content attribute are as follows: o PCDAT _'l%g L ent of

" the Packag®@o1/@98% ent el enent can be treated as PCDATA (e 8 ?)VO aul't)
with no further processing. o MMe. The content of the PackagedContent
element is a conplete MME item Pr OCESSI ng shoul d include |ooking for MM

header s A-ant M-NME—retyrpe—thg content  of

t he Pack UW@%% 'Bli‘ﬁ%ﬁtf"sog\mﬁl;m tlmqI | owi ng lheader

"Cont ent{- Type: m Al t hough ifgdts possible to haje M ME: rfi metype
ute set to NONE, it is nore likely to hHave the

with the Transfor
Transforfm attribufe set tlo BASE64. equelted ifThPrSéaﬁﬁ ofmis NOYE i s used,
t hen thjh entire cpntent should still c%r:?Lthmtcﬁ Sonme chgracters

will neédd to be ehcoded dither as theV &P 1(f“sen‘ziltles, or 4s nuneric
character entities. 0 XMJ. The cont endrestéd L BefopackagedCqnt ent ellenent can
be treated as an KML docyment. Entit] es and CDATA sectidns, or Transform
set to BASE64, nu$t be usled to ensurlregismtiomitiadRged [Cont ent |El enent

contentg are Incomplete Conditions

which are registered with a
TSS and remain to be
discharged.

Discharged Conditions
which have been
discharged by a TPSP
Expired

Conditions which have
expired. Condition Sets
which contain conditions
which have expired.
Cancelled

Conditions which attach to
a payment that has been

cancelled.

Table 76

Suitable validation rules may be applied to the ConditionSet attributes.
The Condition block may contain a Contact block. If conditions within a payment are
5  to be discharged by different TPSPs, then contact information is preferably appended against
each condition rather than against the ConditionSet. Preferably, this element is only present
when buyer 106 or seller 108 informs a financial institution of the conditions in the
PayRequest document. The Condition block has the following attributes in a preferred
embodiment (Table 77):
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| egitimate PCDATA. 84 1 9 MAR 20 WD 01/ 24082 Transf or m ( NONE]

BASE64)

#REQUI RED PCT1USQOQ 24661 This identifies the transformati on that has been

done to the data before it was placed in the
NONE. The PCDATA content of the
. representation of the data. Note that entity

. repl weaamws2 of
sections may legitimtely occur

(i.e.

PackagedCont ent el enent

content. Valid val
is the 3g§r
expansi on nust occur f

i 20

irst

ganp; and &#9;) before the data is BXENSMEI®61 CDATA

in a PackagedContent el enment where the

Transform attribute is set to NONE. o BASE64. The PCDATA content of the

Packaged Content Element represents a SE64 encading of th
cont ent .[ Aakbate’9 AgdiFypesui | Htﬂsamfial i QE?thfﬁt?ges _may be appll ied tqd the
of  GocuEmnTReFt | QrEDATA LREQUIEPe] Aot BaVFRES T RS BUUBed (oo
re-use. |The s{rugturg contains generic rfhicaaditig@ivithinahoe@elition setd t1] the
el enent [tHEE E"Hll S bding used in conjunction with Generally this-data
cont ai NS Eamitionavas JreDATAL pEREQBIREDS NAfCOdnéoréhe siiderd sy dual s deal i ng
atcri butles (the descr) pttons| of whi ch of Sl SRRl BEPRR 0, g} "
e e SR PR RRE RS sy
Description condition as defined by the system
XMLlang CDATA | #REQUIRED | The ISO Cede for the language used to
? describe a condition.
ConditionStatus | CDATA | #REQUIRED { The Status of the Condition Set:
Requested  The status when the
conditions are created — before
registration with a TSS.
Incomplete Conditions which are
registered with a TSS and remain to be
discharged.
Discharged Conditions which have
been discharged by a TPSP
Expired
) Conditions which have expired.
Condition Sets which contain conditions
which have expired.
Cancelled
Conditions which attach to a2 payment
which has been cancelfed.
ConditionStatus~ | CDATA { #IMPLIED A text description that accompanies the
Description sﬁtus information.
ConditionTrans- | CDATA | #IMPLIED A description of the transaction as
actionDescrip- required to sign off the condition.
tion
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Addr ess2CDATA#| MPLI ED Addr ess3CDATA#I MPLI ED Addr ess4CDATA#I MPLIED 85 1 9

_di AR 21 WO 01/24082 Tabl e 80 PCT/US00124661 Suitable validation rules nay
be applied to the Contact attributes, as appropriate. The Contact @tﬁAR 200
bl ock may al so include the followi ng attributes (again, for these

cattributes, the descriptions in Table 81 are self-explanatory):
Attri but eg}ﬁ sggence Cont act NameCDATA#I MPLI ED Cont act Ti t PETIDSIWRMENPL| ED
Tel ephone | MPLI ED CDATA#| MPLI ED Emai | CDATA#| MPLI ED

Pr ef err edLanguageCDATA#| MPLI ED Tabl e 81 Validation rules are also applied
to these attributes, as appropriate. Field lLengths and Formats Table 82
sumar i {CordinExping |IGOWTAS AIMPLIBPat[sTHemxpimdgte §or theeonsagjorenf sydt em
data figlds in a preflerred gnmbodi ment: [Trans c‘éi on@gfoer%&cgsg{d)duct :
Message TyRRe Sel | er BajkRef er dnce Buyer Barfﬁﬁg‘Fg'r M BRI STREFE Ehce
Sel | er Rgf erence B uydrRe | atledTr ansact i [aRedtdedeRarged — payment will not '
Sel | er Rgl at edTr ansact|i onRef &r ence Rej eqti on Code 35 al pﬁanumeri c 3

al phanurferi ¢ 20 al phgnuneri g

30 al phanulrimrlm,de-

Table 77

The following validation rules, listed in Table 78, preferably apply to the Condition

block attributes:
Attribute Validation Rule Must May Error
Validate ;Validate Code
ConditionRef- ConditionReference in unique 00CTO1
erenceNumber _
ConditionCode | ConditionCode is a valid system 00CT02
payment condition code
ConditionDe- ConditionDescription is a valid 00CTO03
scription system payment condition description
XMLlang The language is a valid ISO code. 006CT04
ConditionStatus | The Condition Status is a valid status. 00CT05
ConditionTrans- | The CoﬁditionTransactionDescriptioﬁ 00CTO06
actionDescrip- is invalid
tion
ConditionExpiry | The ConditionExpiryDate has not Buyer’s 00CTO07
Date expired Bank
5 Table78
The system may define conditions to be used with the payment pr_oducts.
Another element that may be used in connection with payment conditions is
PackagedContent. The PackagedContent element supports the concept of an embedded data
10 stream, transformed to both protect it against misinterpretation by transporting systems and to

ensure XML compatibility. It may be used within the system to allow the TPSP to provide

supporting documentation when discharging conditions. The documentation, carried as
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30 al phanuneric 35 al phanuneric 35 al phanunmeric 35 al phanuneric 35

al phanuneric 6 al phanuneric 86 .1 S MAR 20G WD 01/ 24082 r CT/ USQO/ 2466 t.

Rej ecti on Reason35 al phanuneri c Buyer Account 30 nuneri c Buyerl nst mon%*%

al phanumeric Sel |l er Account30 nuneric Sellerlnstruction4*35 al ph 004

. Paynment Det ai | s4*35 al phanuneric DirectDebitSchenel dentifier35 al phanuneric
17 digits \Qb:ﬁ ﬁ,sflem mal point (Where no deci nal point |sPEPUSIFIEEL it nay

be Ant assure t the decimal place is right justified, i.e. the anount is

expressed in units of the currency in question) CurCode3 al phabetic - 1SO

4217 Val Dat e8 YYYYMVDD]  Val Ter nB,. i i Name35
al ph anﬁrhl::t%ata, %jngligihlt fouﬁg@rﬂmottbsseélﬁgwgfﬁ &ﬁépp@{ﬁwﬂg{a‘g g b %}%ﬁ?&hﬁ%gm ri tr:re
égﬁ{ gi fpzﬁ'gglg?s &ranu %ﬁ%?éagﬁj%?% ?1} @HH&{rH&ed\dt@ﬁlﬁﬁé% tha%llalvitbanumer i ¢

e35 al phanuneric Tel ephone35

al phanu r{&g,{n‘ﬁcfﬁfﬁ?’éecﬁhﬂﬁ and itdrpretdiioniof 815 cantphtaranddhése afribites 3re areaergblgess
al phanuneri

deﬁned as follows in Table 79 below:

Attribute | Type Presence Description

Ovotional. Distinguishes between multiple

occurrences of Packaged Content Elements.
For example:

<ABCD>

<PackagedContent Name=TFirstPiece'>
snroasdfnas934k

</PackagedContent>

<PackagedContent Name='SecondPiece'>

| dvdsjnlSpoidsdsflkjnw45
<fPackagedContent>

</ABCD> _

The name attribute may be omitted, for
example if there is only one PackagedContent

element.
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Obl i gati onTypeVal ues "buyer' or “bank' bligationEffectiveDate8 nuneric
[ YYYYMVDD] Paynent Det ai | s4*35 al phanuneric 87 1 9 MAR 2004. WD 01/ 24082
" PCT/ US00/ 24661 Condi ti onSet Tr ansacti onDescri pti on4*35 al phanumaric 2004
Condi ti onRef er enceNunber 3 nuneric Conditi onCode6 al phanuneric § MAR
. Condi tionDescription4*35 al phanumeric ConditionStatusDescri @t I on4* 35

al phanunerwo edasdi t i onTr ansact i onDescri pti ond*35 al phanun®CrUSe¥iiehce
(Buyer Si gnat ure) 3 nuneri ¢ ReasonFor Si gnat ur e4*35 al phanuneri c
Si gnedPr evi ousSi gnat ur eValues "true' or “false' SellerCorrespondent Bank8
a|phanu her | o ,--A' 2l phanupe

Sel | er Be mﬁer MTOK@%1 BREREIRED LR ients ies el & P§6ﬂ§ ?éé‘f‘%‘r‘%%‘ged

“Transacfti onRef ejence’, " Byiyer Ref er enCgihifkhe éﬁ,l,tgﬁraaﬁgﬁt@%w%packaged-
Payment Bf f ecti vepat e8 nuneyic [YYYY DD Cancel | ati onEf fecti veDate8 nunferic

[ YYYYMVOD) Cancelfl ati onl ns{ructi on4* 35 aitq:rhactnmmt |'131e1Vabd§alaQs ferther Codgs
and Error Texts IRReason C0d<=s may be uk éd Wi th B a%aféﬁent systemto
provi de |nore detdil as to {he reason| ¢¥HeEgipRYEa Wi¥e of any

particulfar event) A prefer ed st ruct ur gpehHATNE THRR5ARNCETdRe Packagdal bnn, \Where
ss = the identifier of the|schene whoj owns the error code (e. % 00) hb =
f
f

i ndi catgs the DTD bl ock wit{hin the schGem¢ntainanhcan besedsted s DSTAr 1 of].

The Lol lpui ng bbbl ock eodpe i Tab oL 8% Bacr) il Mfber ockp
o MIME. The content of the PackagedContent

element is a complete MIME item. Processing

should include looking for MIME headers

inside the PackagedContent Element.

O MIME:mimetype. The content of the

PackagedContent element is MIME content,
with the following header "Content-Type:
mimetype”.

Although it is possible to have
MIME:mimetype with th;: Transform attribute

| set to NONE, it is more likely to have the
Transform attribute set to BASE64. Note that if
Transform is NONE is used, then the entire
content should still conform to PCDATA.

Some characters will need to be encoded either
as the XML default entities, or as numeric
character entities.

O XML. The content of the PackagedContent
element can be treated as an XML document.

| Entities and CDATA sections, or Transform set
to BASEG64, must be used to ensure that the
Packaged Content Element contents are

legitimate PCDATA.
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Buyer Dat a Buyer Si gnatureDetails 88 1 104 MAR 2-9( WD 01/24082
Bl Buyer Si gnat ur e BSBuyer Si gnhat ur es

PCTI USO0/ 24661 BEBuyer Si gnat ur eDet ai |
BABuyer Si gnedDat a CACancel | ati onDat a CBCancBuyer Si gnedDat a

CCCancel | ati onConf CDCont act Data CHChat | engeRequest COCont act
. CRCancel | ati onRequest CSCondi ti onSet CTCondition CUConditi onSet UpCaonf

EHSyst em HaaoansdPNegot i at edDat a OBObl i gati on OCObl i gati o

Pi Payl nst Ack PRPayRequest RARel at edAcknowl edgenent RERef erences

SASer vi ceAck SBSel | er BankDat a SDSel | er Pri vat eDat a SPSel | er Publ i cDat a Tabl e
83 Table 84 below also summri zes. a ’

MAR LD MDafdfbda(

EONE]
BASE64)

#REQUIRED | This idelntifles ﬁie trans%ormanon tﬁag fas bee:nE E

done to the data before it was placed in the
content. Valid values are:

o NONE. The PCDATA content of the
PackagedContent element is the correct
representation of the data. Note that entity
expansion must occur first (i.e. replacement of
&amp; and &#9;) before the data is examined.
CDATA sections may legitimately occur in a
PackagedContent element where the Transform
attribute 1is set to NONE.

o BASE64. The PCDATA content of the
Packaged Content Element represents a

BASE64 encoding of the actual content.

19 MAR 20

y Conf

19

Table 79

Again, suitable validation rules may be applied to the PackagedContent attributes.

Contact

5 * The Contact DTD is used in 2 number of document definitions and so is preferably

defined in a separate DTD for re-use. The structure contains generic contact data, connected

with the element that it is being used in conjunction with. Generally, this data contains the

names and contact details of one or more individuals dealing with any given transaction.

Thus, the Contact block may have the following attributes (the descriptions of which are self-

10 expiar{atory in Table 80):

Attribute Type Presence

OrganizationName CDATA #HIMPLIED
OrganizationUnitName CDATA #IMPLIED
Addressl CDATA #IMPLIED
Address2 CDATA #IMPLIED
Address3 CDATA #IMPLIED
Address4 CDATA #IMPLIED
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PCTI USO0/ 24661 CodeDescri pti on O0EHO1l nval i d Product Code OOEHO2The
.Oiginator is Not Authorized to Use Product OOEHO3I nvalid MessageType

" Provided OOEHO4Product Not Supported By Institution OOEHO5Pr oduct ioﬁy&gtzz
for a conditional product. OONDOlContains a zero, negative or non nu i
-val ue OONDO2Amount exceeds maxi num for Paynent Channel ma&%exceeds
Buyer's LiwDte1@@8BD04Anount format invalid for stated curr & Cur Code
is not valid OONDO6Cur Code is not supported by the institution OONDO7Val ue
Date is an invalid fornmat OONDO8Val ue Date is the past OONDO9Val ue Date
cannot be net Value Date is not within XX days of current working date
(wher e XAblest0t he OOND1Omaxi num nunber of days that an institution wll
allow instructions inh the future). COND11The Val ue Term provided falls
outside the paraneters allowed by the financial institution. '

OOND12I ncorr Eaﬁ{@%lﬁiaﬂb@ﬂléb&ﬁay KCypliad rmvthe Conaataibuten AsaPPORIigE o Re e d
OOND14I nval i

ayment Model Provjded 00BBO1Buyer Ref er exceed
al | owed ClontugtDutd block may alsodrsbestethe Sallowing 28 RiES (g ?%rgggsg%ggg‘gegﬁ%md
| ength for field. . 3B 3 s an invalid string
00BBO4BE$ETREET At eggli adggeqfé&?\%{td%}sdsi gned to certifi

N _ Lcate. present ed
R N TSNS rrme oAl [ S U N
21J0 WO Chh#dé0&me00BB08 | | GRATAD f or nh | I'nvalid format 00BB1O FX
ot A} e o¢ CDATA FIMPLIED
| Telephone CDATA FIMPLIED

/ Fax CDATA #IMPLIED
| Email CDATA #IMPLIED
PreferredLanguage CDATA #IMPLIED
Table 81

Validation rules are also applied to these attributes, as appropriate.

10  Field Lengths and Formats | |
Table 82 summarizes the field lengths and formats for many of the payment system

data fields in a preferred embodiment:

EEADEGaons g
GT;an;aencg - 3 élphaneric
Product ‘ : 3 alphanumeric
MessageType 20 alphanumeric
SellerBankReference 30 alphanumeric
BuyerBankReference 30 alphanumeric
BuyerReference 35 aiphanumeric
SellerReference 35 alphanumeric
BuyerRelated TransactionReference | 35 alphanumeric
ScllerRelated TransactionReference | 35 alphanumeric
Rejection Code 6 alphanumeric (ssxxnn)
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OOSPQJ Does not exceed maxi num | engt h PCT/ USQO/ 24661 OOSPQ2 Sel | er Account

certificate presented OOSPO4 Bank
I dentifier not provided OOSPC6 Sel

OOSPG8 Di r g ddghedzSchenel denti fier
Request Successful 000B 11 Obli gat
000B02 The Negoti at edDat a i ncl udes
(ol i gat Lons__cannat_he undertaken

obl i gatl ejgetion Regseibt i n the past
after th : '
(Certifipd ¥B5PFEH on Onl'y) 1 nsuff

| denti fier not

is an invalid string OOSPQ3 Sel | er Account provided is not assigned to

recogni zed OOSPO
| er Rel at edTr ansact i onRef erence " g f?\r’ﬂﬁ%tﬂlﬂ

is avalid ldentifier.
i onType:

recurring paynment instructions.

—{ or tecur i Rg—pay-reARt-s—000B03—H
S5rdebsoumstie ol i gation date is o

iCl en% gedit OOBEO Sequence For fmat

- exceed maxi mum | ength OOSPO7 Paymeni Details does not exceed maxinmum | engt h

Figation

The val ue provided is invalid.

he
h or

S
valid CC dhEguGdUence 1's 1 ncr gmabalphatungsiz Buyer Si gnature bl ocks in
the BuyerSiagnatures entity OOBFO3 Reason Faor Signature Format s wvalid
OOBE04 9 $plledieoountousSi gnat ure For rﬁ@tnwl“&al id -71 Q0BI Q) The Buyer|s
Si gnat ur . . e} St aiures go—rot—have—the
pr er equi SPHETPSASOD:  qut hori ty. Fﬁ@h o Mfce Format is valid 0pB102
The sequ h{y‘i'ne'nﬂ)étﬁpf efentalr_acr 0s9 ﬁgggrpﬁmre Brocks in the
Buyer Si ures entity OOSDO1 SelllerAccount is an jinvalid string 91/1 9 MAR
201 WO O[iDizéciDabitchemddaitifiet o 1 OOED@Z!llS@thcm:count pr oVi ded i s not
assi gned-to_certificat-e—presented Da:3 D“nk eept--er—Ret—reecogr zed
OOSDO4 HafWt| dentifier not provi de% f9cuPaliPOr uction Formaf is
invalid| OOSBQJ SellerBank Referer|qeyviess Aiddecimalipaitiid dpecified, it may be
I assumed that the decimal place is right justified,

i.e. the amount is expressed in units of the
currency in question)

CurCode 3 alphabetic - I1SO 4217
ValueDate 8 numeric [YYYYMMDD]
VajueTerm 3 numeric
OrganisationalName 35 alphanumeric
OrganisationalUnit 35 alphanumeric
Addressl 35 alphanumeric
Address2 -35 alphanumeric

o) Address3 35 alphanumeric

' Address 4 35 alphanumeric

ContactName 35 aIphanumeric
ContactTitle 35 alphanumeric
Telephone '35 alphanumeric
Fax 35 alphanumeric
Email 35 alphanumeric
PreferredLanguage 35 alphanumeric
ObligationType Values ‘buyer’ or ‘bank’
ObligationEffectiveDate 8 numeric [YYYYMMDD]
PaymentDetails 4*35 alphanumeric
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O0SBa2 Sel | er Correspondent Bank For mat
O0SB03 Sel | er Account

Sel | er Account Bank ldentifier not
| dentifier

- O0SB07 The fee is a valid anpunt.

be reconciWe@AL2408RE02 The Buyer Bank Reference cannot be
OOREX3 The Sel | erBank Reference cannot be reconcil ed.

not provided OOSBO6 Seller

Is ainvalid SWFT BIC

Is an invalid string O0OSBO4
recogni zed 00SBO5. Sel | er Accou
Bank Undert aki ng For mat
OOREA The Transaction ?g&,

OOREO4 The

it

QIR 200%

?‘ngannot

Buyer Ref erence cannot be reconciled OOREG The SellerReference cannot be

| el o WP

ting
al i d
t

ncorrect

reconci | @ HuhRREET erence cannot be
reconC|Iec§m milﬁ&n f‘s’gr e“?}ai vaﬁsac%n%ference cannot be
r econci I[€@ndfdorRERtentéNiiatier SUPPOT § Bcduaidgic Requesting | nstitution
Aut hentijcated ------------_-___ CHO1 Failed. to Authenticate Regl
Party @CeRdifor@gdrent Executed OCOPR@IPIBBYEYIBank Certificate is I'ny
Aut hor i iopRetEEtionse, vi ce 00 DI%O? ﬂaiy;er e Hgank Certificate is Ifvalid
OCPRG  Bersliondt EDRApANAT e TS | IV38 RIghZRINgHE Buyer Mendate has |
Aut hori zat1 on_OOPR 7070 Request has lncorrect Syntax OOPROB Paynent
Rej ect el (BpditaymnsactisDesciipthdPRO Y 4E35 alphanumetiei ved 92 1 9 MAR 2004
PCTI US 01 24082--CoRPR-OHORRIH—-O9PRE 2—-80PRE3—06PRI-4—00eRg
Sequence (BuyerSignature) 3 numeric
ReasonForSignature 4*35 alphanumeric

SignedPreviousSignature

Values ‘true’ or “false’

SellerCorrespondentBank . 8 alphanumberic

SellerBankUndertaking 4*35 alphanumeric ¢

CustomerServiceReference Values ‘SellerBankReference’,
‘BuyerBankReference’, .
‘leansactionRefcrence’, ‘BuyerReference’ or
‘SellerReference’

PaymentEffectiveDate 8 numeric [YYYYMMDD] -

CancellationEffectiveDate 8 numeric [YYYYMMDD)]

Cancellationinstruction

4*35 alphanumeric

Table 82

Error Codes and Error Texts

Reason Codes may be used within the payment system to provide more detail as to the

reason for success or failure of any particular event. A preferred structure of the reason code

who owns the error code (e.g. 00),

5  is ssbbnn, where
ss = the identifier of the scheme
bb = indicates the DTD block within the scheme, and
nn = number of the error.
The following bb block codes in Table 83 may, for example, be used with respect to
10 the DTDs given above:
BB BuyerData
BD BuyerSignatureDetails
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OCCRO 00CRO2 00CRO3 OOCRO4 000SOL 00CS02 OOCSO3 OOCSO4 OOCTA 0OOCT02
_ OOCT03 00OCT04 0OCTO05 00CTO6 OOCTO7 Seller's is not Authorized to Request
Servi ce Valid Request Transaction Cancelled Failed to lIdentify Tr 3n§a&t ho%
Paynment Has Been Al ready Executed Paynent Obligation -equires Assen f [
. Setter Paynment Has Al ready Been Cancel |l ed ConditionCode not Valid Invalid
" TPSP Cont awb opeime| s Expiry Date in the Past Associ ated ORGIFBOYZA§ONot
Accepted Conditi onReference is not unique 11 ConditionCode is an invalid
payments Condition Code, ConditionDescription is an invalid paynents

Condi ti
Condi ti pi ryDQ

- scription is invalid The
aﬁﬁyﬁﬁ%@%@%ﬁrec} Preferred generlal nessage flows for :

trarnsacti on steps exenplifying
del s,

are now described in

FBowerS@a@nre®AYVMENT ORDER MESSAGE FLOW paynent order is

nessagefil ow for processing a pay

parti culrgy PaYMEBud SigRaaRs, and typical

t hose mgssage flpws in different transaction

connec_ti(Bs_with grerSEguIBAYY R

'S:'gg\fleen!f n@?egu't iRO 1B%$‘fgﬁ€%¢e?'€;cb§;t ificate ils Invalid
CA CancellationData
CB CancBuyerSignedData
CcC CancellationConf
CD ContactData
CH ChallengeRequest

. | co Contact

CR CancellationRequest
CS ConditionSet
CT Condition
Cu ConditionSetUpConf
EH System Header
ND NegotiatedData
OB Obligation
oC ObligationConf
PC PayConf

) P1 PaylnstAck

| PR PayRequest
RA RelatedAcknowledgement
RE References
SA ServiceAck
SB SellerBankData

J SD SellerPrivateData

Sp SelierPublicData
Table 83

Table 84 below also summarizes a set of preferred Reason Codes.
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Seller's Signature is Invalid 93 99 MAR PCT/ US00124661
Before the first nessage i

VWAD 01124082

agreenent.in the process, buyer

106 and sell er

108 identify each other through their respective certificates aqd a%%ﬁezm
on the purchase and sal es agrenent.Buyer 106 agrees = to pay for tﬁe
transaction with a paynent order from buyer 106 to buyer's bank 102 Buyer
106 then rW@xHR4082he paynent order for acceptability, co 81 puyer' s
in the paynment order instruction (see Table 4 above), and signs the paynent
order section 1 of Fig. 6, buyer 106 for-wards Pay instruction. Then, as
shown i npegsage rnstru t+of—to—setter—t08—conplet-es—308—Fevews—th
J I p H M

recei ved Bg nt FEVPHRt ruction for acceptability, Seller and signis the
sel l er' s{BgEGHON [QhvalidPrB@IEole O der 1 nstruction (See Tabl e 4 apbove), and
seller tphe the dnended payment order instruction. Then, as shown in
nessage POGEHE 6,) ThePrigikaomiaNis Autheripedtokhse Poodiet i nstruction to selller's
bank 104 |l ar' hanl. 1 _raviagwe t+ ha ng\lrmnf oF rlnTr anfru_r\f | on _f__nr
accept abf&ff#ﬂ ve dAnyalidMessageType Bravidefl: 5 certifi cat e certificate, cofpletes
its sect (f P Tast
paynent |order |n<truct|on en aS_shown in nessage 3 of Fig. 6, selller's
bank- 10400BHOINanN (I’soddmcqnhymefm- accbnthnonahpmdumt ion to buyer's bank 10%.
Buyer's jhank 102 nt—order jinstruction for acceptability
and ver i [fQ0A&D0k he %W%N%PWPHEWVW%%‘W% the certificat e an{
si gnat ur bt r—s—tank—1t62—tthe reates
a servide Oac nova %Mgkdﬁggsslgé’gﬁgﬁl oggé gaggw ce ac knova edgnent to
above) VYI 00ND03e | Asnbuns exdeedsBwer’s Lanks, and si gns

00NDO4 | Amount format invalid for stated currency

00NDOS5 CurCode is not valid

00ND(06 | CurCode is not supported by the institution

00NDO7 | Value Date is an invalid format

 QONDO08 | Value Date is the past
OOND(Q9 | Value Date cannot be met
00OND!10 | Value Date is not within XX days of current working date (where XX is the
maximum number of days that an institution will allow instructions in the
future).

OOND]I [ The Value Term provided falls outside the parameters allowed by the
\ financial institution.

OONDI2 | Incorrect value provided.

O0ONDI13 Invalid Payment Duration Provided

00ONDI4 | Invalid Payment Model Provided

00BBOI Buyer Reference does not exceed allowed length for field.

00BB02 Buyer Reference does not exceed allowed length for field. .

00BBO3 BuyerAccount is an invalid string

00BBO4 BuyerAccount provided is not assigned to certificate presented

00BB0O5 Bank Identifier not recognized |

00BB06 Bank Identifier not provided

00BB0O7 | Buyerlnstruction does not exceed allowed length for field.
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seller's bank 104 as shown in nessage 4 of Fig.6 Sel l er's bank 104
reviews the service acknow edgnent, anends it with its details if

necessary, and signs the anended nessage. The nessage is then se ﬁ 3
seller 108, as shown in nessage 5 of Fig. 6 Seller 108 reviews t 8 AR, 201
acknow edgnent, anends it with its details e 106 as and_si od%w The
anended sgh\hsfsacknowl edgment is then sent to buy necesg‘&TBI§ % ﬁlshomn I n
nmessage 6 of Fig. 6. paynent order instruction is Wen the paynent
execution date/tinme specified in the pa~ the banks' existing the paynent
order instruction is executed, preferably utilizing reached-—payrent

i nfrastfgGAEGee JQAvalldforeat a confirmation of a payment execution (sge Table
11 abovle) Buverl' s _hank 102 then—s+grs—anreg—sends—to—srgmfy that the

paynent @?W hddnyadigforsac ut ed. Buyer's bank 94 1 9 1AAR 200C

PG '/ USAL246 SH-24087 Jiessage to selTer™s bank 104 as sho in
nmessage é’}ﬂ%ﬁ!’m* )gﬂoquéeé?lé%shfn rhation of a payment execution jndicat es

whet herwm%ﬂe{ceeﬁhﬁmbmmle@hut ed successfully or not. The
confirnption of la_paynent execution-gpssage—s—preferabty—sent—o—t3ter

“t han thg;O&HOé cﬁdl@ﬁ”éicﬂmtllmlﬁﬁalmé'?%ss day. Seller is bank 104 rgviews
1

the con —OF 9% iencdlth CAIGTiEAIE pretétited ' nat i on off a
paynent t|0rse\"\;leﬁldésgdtﬁdu‘?{aafﬁgwtfagne%essarv1 Si gns the anended gessage,

and senfgpdEgsT O [Sednkadentidnr Act redoguized N message 8 of Fig. 6. Buyer's |bank

102 creptes a cdnfirmation Pf_2a n%:em-e*eeuy-eﬁ—he—n—ﬁd?cﬁ-e—wlmr this
paynment | 00SROS hasBaJ!éidﬁelébf@b{!ﬂté’ﬂo‘g essfully or not. Buyer's bank 142 then

Signs t pLe-RBsaate a8 mﬁ e HORERIot Sead FMRiniuin ge 9lof Fig.
6. If pa%%’r?ﬁ ex%@?ﬁ%emat sa&gonﬁgﬁee deet ai | gd dgscrlDtIm’L n?ﬂﬂhp rdasons

i s sent We&amlm}ﬁmmaebmmmﬂengﬂb sel ler 108 and sqller's
bank 104. At a pioum. the confl rm#@g@{[—a—ga%ﬂ%m—mmsage S
preferabO@SIwnt ri@lrﬂépébltﬁchﬁﬂdfl%‘ﬁ(?rﬁ 4578565 | owi ng busi ness ddy. In a

preferréﬁ@‘ =+ oz has not yet sent a confirnation
of a pay J%xecg?y%?ﬁlonl{%@égtes@fg% ng that the paynent order has . hbegen

execut e REESEEN dﬁbﬂyﬁe‘h?hé)%ikemopﬂydmnnvalﬂf rastructure, then buyer 106
has t he a Ity ko Can(‘F‘L t.he nn\lw : s der,
buyer 1DB0@BE2 esThe NegprigtedDala dpsiudes Freungnaymeptdadruplp e |

cannot be undertaken for recurring payments)

G00B03 | The Obligation date is not in the past.
OOOBO4 The Obligation date is on or after the ValueDate.

000B05 Invalid Obligation Date Format
000B06 | (Certified Obligation Only) Insufficient Credit

! 00BEO0! Sequence Format is vatid

00BE02 The sequence is incremental across BuyerSignature blocks in the

BuyerSignatures entity

"00BE03 ReasonForSignature Format is valid

O00BE04 SignedPreviousSignature Format is valid

00BI0! The Buyer's Signature is invalid.

'00BI02 The Buyer's Signatures do not have the prerequisite level of authority.

00BI03 Sequence Format is valid

00B102 The sequence is incremental across BuyerSignature blocks in the

BuyerSignatures entity

00SDO01 SellerAccount is an invalid string
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above). The buyer signs the paynent order cancellation and sends it to
buyer's bank 102 as shown in nmessage 10 of Fig. 6. In a preferred

enmbodi ment, because revocation of a payment request by buyer 106 i9 MAR 20
permtted, the paynent service preferably stores revocation requests even
if a corresponding paynent request has not been obtai ngdyyddniReqaermts a
delayedvﬂgxgﬁ@h request, which already has been revoked, to be identified
and prevented from execution. Buyer's bank 102 revi ews the paynent order
cancel lation for acceptability and verifies the nessage syntax, the
validity of the certificate =

addhtedrity of the
si gne ﬂo.ﬁ’i)pbr sS¢llendccoypt Rrﬁ‘é‘ﬁ“g‘rsé‘gt’%sg!ggé‘ggréépggag?lgnovsd_e.dgrcen.t-—n:ess age (see

Tabl e above “ﬂ—mﬁ tdenizéd (hese checks. Buyer's bank 102jthen
si gns &H&Dgénd‘BF SeTVi cgﬂéac now edgnent to—buyer—4+66—as—strowT{ n

messad OS 70 Bhgdd@nnﬁuyzetpmvidaﬁk 102 creates a confirmation of & paynment
order [cance Ia1 | on_(see TahIJa—l-S—a-EaZ\m to—stgmi Ty thal {he paynept order
cancel{TgagsDos rdﬂd&mﬁ%@“@b@@é‘&’éé‘b‘f 'q Buyer's bank 102 then cngis and
sends {{ he confilrppiien TisQhedid cancellation to buyer 106 95 1 9
MAR 2q0#SBAD 0] /S ?“%ff%g :)6115 6. The confi cﬁt;—en—ef—a—paymxnt or der
Cance"““bgh 'sun&cOﬁsspammmugelmhéfSVﬁFJ eferably be dent no

| at er close of the follow n.:éowo. ress—day. cancellation tq signify

Buyer' [Spi3®0% T( Beheraacmst is a8dRYaldSHiTon of a payment_order that tha paynment

g;ﬁg; ;:&g%ggln:: Iq;"er%ﬁbWBg&meﬂgﬁ&,@@%Qé@@d Buyer's bank 102 sigrs and

RYatr aynent _or bank 104
as shoW gjenﬁﬁer'ﬂmepmﬂeﬂr mati on of a payment orlder
cancel N ndssage shoul d _prefeorahl-y sent—notater than the dl ose of

the f ol hoBB0GY tl&llmak‘demﬁk@&f%%t\)%vam the four The paynent er may

be prekented in RS hﬁ‘t gcorner nodel; as an instruction ffromthe
buyer .w-%BOJuye Ttg‘fﬁ%lﬁl?v g 2ehR d| rect debit style instruet

ett+on—thag is

pl acedi-hy seiter—s ban @{:écglg,laad settl ement systen
Paymi‘n @aner TI’HWSWW k% f?ﬁg our &Icgl‘ ner I{/bdel mdel f\!"t"llrs -as Ol | OWS.

A typi tal—payHer TBadkatTerendeiannat belrecohoilgd- corner el ler's onlihe
systemz’me T}fe%wé

O0OREQ3 The SellerBank Reference cannot be reconc:led

00REO4 The BuyerReference cannot be reconciled

00REOS The SeilerReference cannot be reconciled

00RE06 The BuyerRelatedTransactiochfercnce cannot be reconciled

00RE07 The SellerRelatedTransactionReference cannot be reconciled

“OOCH00 | Product Supporied and Requesting Institution Aluthenticated ‘

00CHOI | Failed to Authenticate Requesting Party

00PROO Payment Executed
00PROI Seller's Bank Certificate is Invalid

00PRO2 Seller’s Bank Signature is Invalid
| 00PRO3 Seller’s Bank is not Authorized to Request Service

00PR04 Buyer's Bank Certificate is Invalid

| 00PRGS Buyer’s Bank Signature is Invalid

00PRO6 Buyer Mandate has Incorrect Authorization

00PRO7 Request has Incorrect Syntax

00PRO8 Payment Rejected By Payment Network

00PR09 Payment Received

92



1Buyer 106 and seller 108 interact throug b i y 152.0on At the point of
purchase, the seller software presents the paynent formfor conpl et bu%ﬁﬁ
106. bl ock, 3.Buyer 106 signs the BuyerSi gnedData bl ocks. The ngbIMAR 4
i ncl udes the BuyerData bl ock. atureDetail

bl ock. Si gn the SellerPublicData
bl ock, the NegotiatedData bl ock and Buyer For a paymepCTmseiE466} he
|

Buyerswg)n‘ﬁg%aa bl ock may al so include an Obligation block with the
ol i gat'ionType set to NONE. 20108's h seller u h d grot Note that the

buyer role (internally or through facilities provide s 5.systens) may
require a nunber of signatures te

aLure adthorTze paynment . Subsequent iignatures
ey SPEPRIOT Wﬁym&xhﬁx@atl@p&%@ks set out above or additi-eratty—gign the
Buyen Signat ure bl ocks—adr

! ready-Traated. Optionally, seller 108 carl check the
Si gnatpgPRI bf bW@stﬁﬁﬁt‘:&‘ﬁ?glhﬁ}gg i n_a PKCS#7 -peratty—aTEqUI TNENL}j | S ge

package _trom+ped adisanedl@p may be optional, since there far buyer's
bank Wﬁ“g c1§§*<eﬁg)hszén§i gnat ure_of—buy erdlg'ea pefore processing thie buyer's
mndew SEllerTs iiﬁﬂ@b@?ﬁf@%&‘ﬂ%ﬁﬁl vat eDat a \AA:Le_Le_a.ppJ-epH—a! L e, signs
t he nessage ampd sends the—30-stgnmed nessage to seller's bank 104
00PRI4 | Valid Request

00CRO0O 1 Transaction Cancelled

* [0GCRO1 | Failedto Tdentify Transaction

TO0CR0Z | Payment Has Been Alread_y Executed

00CRO3 Payment Obligation — Requires Assent of Seller

00CRO4 Payment Has Already Been Cancelled

00CS01 ConditionCode not Valid
00CS02 Invalid TPSP Contaqt Details

00CS03 Expiry Date in the Past

—00CS04 | Associated Obligation Not Accepted

00CT01 ConditionReference is not unique

59CT02 | ConditionCode is an favalid payments Condition Code .

i nditi ption
00CTO03 ConditionDescription is an invalid payments Condition Descripti

GCT04 | The language is not valid ISO code.

00CTO5 The Condition Status is invalid.

00CT06 | The Condition TransactionDescription is invalid

00CT07 The ConditionExpiryDate has expired

Table 84

i typical
Preferred general message flows for particular payment processes, and typi

p g

5  described in connection with Figs. 6-8.

PAYMENT ORDER MESSAGE FLOW

i i in Fig. 6.
A preferred general message flow for processing a payment order i shown in Fig
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6. Seller's bank
- > - 104 check
108's certificat cks seller 108"s sign
author i Ly and e and 96 1 | MR 2004, PQ gnature, | he status of seller
fail, seller's bank o gned to seller 108's certific 'E 1 YO 01/ 24082 the
108 |f sel ler 108 has sends a negative service ack ate. |f thesegchagka
Sel | er Publ T2 or Sglrlow ded account details in eit w edgenent to sel | er
t hese ‘3’903[}2 details. Se?lr PrivateData bl ocks, seller’'s gﬂSﬂquﬁ
message in the Sellerbank er's bank 104 may append ank 104 val i dates
iggrespondent bank codgnbggteg bl ock. Seller’s bank 18200”“ details to the
Ol 15 apdselRRn 298 ide Yt append a
104 éﬁg‘?’r Opfllggﬂlgrslgeédclﬁg?nmﬁs&wa E]'%‘)Ck fro 9t henﬁfa’seg Pﬁ% hgé‘&'“e s bank
buy%e§ r&gpgdnvgggtlé é%glteg ohthd prtiasea qsggﬁglgrglzls 3{fyer 1054gress’ s bank
on the s | | R bifet ,S;ponSS transaction with
%tuﬁat c aoA02i sk nodel . |f

sel |l er
that toqmmfgﬁtﬁgtr?:h 2 olén tl'ﬁa@)ﬁﬂmt
yst enHeader onsi St s of Chal |
Gty e kA

credent

checks Itﬁgﬁc%rlelggﬁclaw% ol d by t

Itg\el gﬁmmmmpmmﬁq  oper | %@ggdagaiamfamg g@ méntb&h‘k 102 t hen

ncl udes the S ~~ proce

¥al : Gust@istion o %gahﬁdra lﬁfslﬁgi:sgsﬁ Ul Igigfg‘ E)gly ' @g%’gg\;]aﬁﬁtggnmng? "5‘}5r | er 59

ails sented by buye er's bank 104
#yﬁfos‘&ll&dﬁ)ﬂ 104 sends a service gcrkngwlbank 1025141;, Vgil Ilggtlon

&'E?ﬁ ility, couiptaes 108

advi §f‘5r§ th
it to buyeﬁellsr e gﬁa%fgo%wBeﬁﬁiatrmﬂh@f%r\%Tﬁ oL s
u S
e st at %&‘ﬁfb&ﬁymcmaf %{-ﬁr E&P&%% ﬁ:l@hab«ﬂ&)m#érgnfé%agesﬁggats 5?25

to t hbes rsscert f e auth
| T1cal 6. o Yheh 24 EREIN nﬁqgﬁgp,gcsogf‘l%lééé"}gllf]ﬂ IQJEE)feafﬁi gned
an one

na s
k@t hé@é‘%ﬁ?ﬁﬁeﬁtgﬁmﬂi T ensure@g the redu
ngnoﬁmeMay ord?&l ﬁfugﬁgﬂnmﬁcnmg H@g o negafll Szt g?rrect aut hority.
buyer d.scg?:ggné’%%ﬁnd“mm@? A inetldrded %\%ﬁndhmf}k@%h e vriifes dhe,
I I C
| SSuegeljer’s certificate, corﬁp etes 1t?£c%ﬁ8§oﬁilh@utd&r trec '[Eg@a%fag il ﬁmﬁi‘;r%ml udi ng
3 of Fig. 6, seller’ sb b4 €

amended payment order instruction. “Then, as shown in message
ity and verifies

15 forwards the payment order instruction t0 buyer’s bank 102.

Buyer’s bank 102 reviews the payment order mstructlon for at',ceptabih
the validity of the certificate and signature, and the authority of the
a service acknowledgment message (see Table 9
ce acknowledgment to

the message syntax,

signer. Buyer’s bank 102 then creates
d signs and sends the servi

ve) with the results of these checks, an
sage 4 of Fig. 6.
e acknowledgment, amends it with its details if

then sent to seller 108, as shown

abo
seller’s bank 104 as shown in mMes

Geller’s bank 104 reviews the servic
amended message. The message is

20

necessary, and signs the
in message 5 of Fig. 6.

Seller 108 revi
s it. The amended service acknow.

jews the service acknowledgme nt, amends it with its details if
wledgment is then sent to buyer 106 as

25  necessary, and sign
instruction is

shown in message 6 of Fig. 6
When the payment execution date/time specified in the payment order 1

ment order instruction is execute ted, preferably utilizing the banks’ existing

reached, the pay
payment jnfrastructure.
30 Buyer’s bank 102 creates a confirmation of a payment execution (see Table 11 above)
xecuted. Buyer’s pank 102 then signs and sends

~ to signify that the payment order has been &
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Seller's bank 104 re-si i

ol | o gns the service acknow ed i

ackno\r/vl égg. nS\I l)rg:(r:lrggwi gﬁ.gerrem s include a fres%ﬁgggt p?(r)\gf Sgpdtsh;t to

val i s signing certificate. -

1 cI ?SLEEO?ZZEHT \Nz)el)itlgﬂ details. Note that thiGS \%;I i ?Ig%/iez)nscgﬁn? %%%@%%
val i dat i L. buyer’ 082 1 9 MAR 20 pl ace synchron tﬁ ¢

rol at od »ﬁ@tog{?-{nsfér vt isdg?QE 282 ﬁends a negative Paylggflk%‘f?d\?\i%r e account
i the : nchronously, the P \

o pay?rgma dgﬁ;gtralnts g;nihiozerw ce acknovmyedgerreﬁ%'l nsag‘CkOq”gietgﬁtirgturPed
e ! may. send 8 ' no
S?‘éhﬁ@g?ﬁ%%é@ﬁeﬂsrm 19445 § nﬁ?ejﬁa@.%i ne .g-i%)eggg%noﬁ?aloﬁar Ibs bank 104

pay Wmmm@a@pﬁ cag%é'@geﬂwgﬁﬁ pAfhbhtRTEet has etnerxeeuitd %m@qysﬁslﬂ?égsg th
confirmghat faunds . ofeps oo umlym_. mSeller'.s bank 104, MRV, &9k de Pa OOe
Cancé}qt.a{l‘F%ﬁong'f\’lﬂa op 0 FmBREReGUOD $“gp|‘§’prfe§6 LY 38 P 65 b et?lp yoont Lo
Pay ML Qjrdey ol tngévyn'ent Order Using the Four Corner Model Y F > D ahr,
model - Buyer ' s ban ugagqgém, can be cancelled using a four  c  ner revocabl e
Qﬁ%@g’l soQuind cbﬁﬁrﬁ{aﬁbbuﬁﬁpaﬁﬂﬁ\tasmﬁﬂ:@ﬁﬁ&é? €is to the

s lier
OlrJS(;g(rasis OIShThéSE Yo request, A t ytpi cal cance ; )
Al Ry e dveasian iitrtsolstleof RSB S8 8 bl mésshgy Ten'

sel | ef rrande’ cancel |l at]
of . atjon thr . | er’ ,
of PUEgiana e o bR R R o on Form for compLeti on by
buyer rol ePPYﬁférw ﬂé‘?%rre atb ﬂér]?)ol%ﬁﬂ? gﬁ?ﬁwmgmm@ow e Ngfn@efh;gnt Eg
. i e '
Zlyz 'ﬁ] 2 pﬁ% @%%S%Féﬁas?ﬁgu%ﬂae?nebmwﬁgﬁ@ﬂlﬂr é‘gts‘ t%&y%\ﬁ:gge %%ﬁe&’g?gﬁiﬁgfre 3 t
. . ’ l e
) PrigVi eiéssauyet Singnutathe bires s ok th ke offigVE: HipaypiesFREPY i gn
¢ been sent

fails, a more detailed description of the reasons is sent to the buyer than would hav
to seller 108 and seller’s bank 104. Ata minimum, the conﬁrmation of a payment execution

y sent no later than the close of the following business day.

message is preferabl
ent a confirmation of a

ferred embodiment, if buyer’s bank 102 has not yet s

Inapre
been executed and passed into

ecution message stating that the payment order has

15 paymentex
then buyer 106 has the ability to cancel the payment order.

the bank’s payment infrastructure,

To cancel a payment order, buyér 106 creates a payment order. cancellation (see Table 7

above). The buyer signs the payment order cancellation and sends it to buyer’s bank 102 as

shown in message 10 of Fig. 6.

y 20 In a preferred embodiment, because revocation of a payment re;quest by buyer 106 is

. ) . permitted, the payment service preferably stores revocation reques

obtained. This permits a delayed payment request, which

ts even if a corresponding

payment request has not been

already has been revoked, to be identified and prevented from execution.

Buyer’s bank 102 reviews the payment order cancellation for acce
and the authority of

ptability and

the validity of the certificate and signature,

25 verifies the message syntax,
nt message (see Table 9

er’s bank 102 then creates a service acknowledgme

the signer. Buy
gns and sends the service

the results of these checks. Buyer’s bank 102 then si
6.

order canceliation (see Table

above) with

acknowledgment to buyer 106 as shown in message 11 of Fig.

er’s bank 102 creates a confirmation of a payment

Buy
uest has been accepted. Buyer's

ve) to signify that the payment order cancellation req

30 15abo
ent order cancellation to buyer 106

bank 102 then signs and sends the confirmation of a paym

95



4. Optionally,seller can check the signature of buyer 106. 5.Seller 108
sends the signed docunent to seller's bank 104. 6. Seller's bank 104 checks

seller 108's signature,the status of seller 108's certificate, and {t BeMAR 2004
authority and rights assigned to seller 108 s certificate.lf these checks

fail,seller's bank 104 sends a negative Service Acknow &

dep seller
108. 7. I I1 log? Pank 104 may optionally choose to i nitlg'?gps'ga'&'4

chal | eng -resbonse transaction with buyer's bank 102 dependent on seller's
banks own risk nodel.Seller's bank 104 will sign a nessage that consists of
t he PayChal | enge which conatins the SystenHead

[ | rdicdhiodil sel ler' s
bank v\n%’fo‘f' Io(syl\wcl;l?lg&; | qb%ﬁiMSmeﬂﬂaﬁéPWIaiHﬁPgat %@thﬁéééepgtg?ﬁ Buyer's bank
102

eck the credentials of .sel vise Basilfest@dy.check that it can
pr OCe?%femblybesentma@f@aﬂ/ﬁR : Eﬁﬁ‘%&%‘éﬁﬁlmwl Vo 01/ 24082 hﬂﬁ payment
produ€t bei ng geqﬁséﬁ%égg;a%mﬁmwapaﬁn@@WF@“ BORRIE™ el udes the
val i dat ed BuaechP of buyer's bank 102. %%I :B%E/ersﬁ DARK O Gnehd val i dat e
the Crﬁ%%getagﬂgl& P& Qeedinolatipn teqyest has BRERRCFBZT 7V al i dation fail's,
sel | et n 164 will send a Srgryéaﬁgelﬁ%ﬂgy\geqégebmktwﬂ@ssb;qwfém advi si ng of
the f aphdythe cenfirdatipepf aPHRR' 905" S'gns the cancel | ation ngg%%%e and sends
it to buyer's cg_q:nklﬁ% c nfﬁmaﬁbweféﬁa)&mnkoﬂwc@ﬁ@@k‘gﬂmg S
Si gnatmﬁé?ﬂ%’é g 5F %uyer 106s Ce{%i”caﬁ}gi{é@a he authority and rights
assi gned Ea%lﬂlé’é‘ehtﬁ@ﬁtﬁﬂmrrﬂwﬂpmféhe lP‘"b’é%/ n reguests with, _nore than
one silﬂ'ﬁ% ure, buyer's bank, 102 &@%%ﬁ&&h@d&hdﬁmﬁﬁﬂﬂbﬂ%ﬁﬁ@ﬁﬁ@é‘t
contains  The payment °fd°r.maybepres srect debit style
a buyer’s bank; or as a direct debit styl

instruction from the buyer to
E corner model; as an 1 ction . e
10 instruction that is placed by the seller’s bank into the clearing and settlement sy

Payment Order Transaction in the Four Corner Model

y S.

1. Buyer 106 and seller 108 interact through the seller’s online systems. |

]. 5 . H]

buyer 106. - . .
3. B 106 signs the BuyerSignedData blocks. The block includes the BuyerData bloc
. Buyer | . o
the SellerPublicData block, the NegotiatedData block and BuyerS1gnau1reDetall blo
e , - - - k
F ayment order, the BuyerSignedData block may also include an Obligation bloc
orap )
i ieationType set to NONE.
20 with the Obligation N . o
Note that the buyer role (internally or through facilities provided through seller 108°s
0 -
systems) may require a number of signatures to authorize payment. Subsequent

ignatures may sign the only the data blocks set out above of additionally sign the
signa

BuyerSignature blocks already created.

ined i KCS#7
25 4. Optionally. seller 108 can check the signature of buyer 106 containedina P

p g

0 d

mandate. . | .
5. Seller 108 appends SellerPrivateData where appropriate, signs the message and sen

i ller’s bank 104.
30 signed message to s¢ | o
6. Seller’s bank 104 checks seller 108’s signature, the status of seller 108’s certificate, an
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the correct authority. If these checks fail, buyer's bank 102 sends a
negative Service Acknow edgenent to seller's bank 104. If these checks are

successful, buyer's bank 102 sends a positive Servi ce Acknow edigerdiR 2004,
i ncluding an indication of which reference should be used for custoner

service issues. Seller's bank 104 re-signs the service agc L edgenent
and sends it to seller 108. All acknow edgenents i ncIPﬁé"éﬂ@#éghness
pr oof oWQ P24 o edgi ng organi zations signing certificate. 10. Buyer's

bank 102 will then process the Cancell ati on Request. Buyer's bank 102
mayation send a positive CancellationConf_ to Lol as1Rami, skfliér’eind to
buyer 106 if tﬂﬁﬁ@ggﬁkhﬁig&d&@lbﬂ%%‘ﬂﬁqﬂy- 3&‘85{%“3“ I'f the cancellation
cannot B}é‘a%%‘é%rb ed a negative ncgé& gﬁl]éﬂqgggﬁermgl be generated. \Were

t he Canoo%j(qo#@éhdﬁlaqumweéﬁ'ﬁwﬁé‘%?g ER synchronously, the

Cancel | ati onConf  can bﬁ d’%@!ﬁxﬂ%@taﬁ‘s trheithaeth&8eNarReblicRaiafwl edgenent . Paynent
O der 7Tr1finellee dPHRAI BOYVAE" Bliver to Buyer's bank o@,@{de esl1dre Hanker ' s bank
transac';'%ﬂ?sp ‘R%%éﬂ' bibéls, setler’pbankel P Vﬁh@?&?féﬁ%seégn e delivered in

procur et dnd ot her buyer ,.tecg}réoléggi 85n thd SeMarbaddDamblock.t Sellstijer bank

tr nsactimﬁy)apmndamyn@rﬁa"ért%l WEER S as fol lows. 1. Buy et 106 and

sell er 108 interact thr?x:ﬁggc&%sb&rdeﬁtmkbo@@?@c@?@?c%ﬂfy uyer 106 pl aces
the paynbank KARaY A5G HEFTS Wit h bUéSr'ﬁ Panktﬁlé%grb k ol MElmessage. Buyer 106
si gns bu%_%i'. > dbadr®s Hahlo tadrenmives BredereT HEFEAES “buy 99 1 9 vAP 'fha
PCTJ1JS08124661 WO 01/ 24082 “Sre%ll o1, PyRkE A8 brullehgstesdnse NewEHA WitBat a

bl ock @ngeltscatkdamay OPEPA PBCK. For a payne&hgo({?geff BuyEsSt gnedDat a
bl ock will a.soml‘ﬁéﬁE%na&tgﬁltﬁeg@uéﬂmdmkd@ﬂ’s\mw oqsg;| 5a’[|onType set to
NONE. NobBYSF-f er role(inter a!f% ﬁ%lehgg?,gg&bniaﬂﬁthéties provi ded

t hy.ough éﬁ%ﬁ@&ﬁgﬁy@hemgequﬂé‘q'ﬁi# ey GHGETES si gnat ures Eg@e?%horize
payﬂent. ubsequent sign?t realeméﬂm,g&edmmtmt_mé ¥Aatel Y ot
above or Sgﬁt&htl‘l@ﬁmq“?‘%‘i‘ﬁﬁsﬁuyer I gnat ure bl ocks already created. 4. Buyer
106 si gnsthépoeotdocurrents and sends it to buyer's bank 102.

B 's bank 102 then checks the credentials of seller’s bank 104, checks that it can
uyer

ct being requested, and signs a response 0 seller 108 that

process the payment produ ¢
15 includes the validated credentials of buyer’s bank 102.

i i by buyer's b
? lidates the credentials presented ‘
B 10 ler 108 advising of the

ank 102. If validation
fails, seller’s bank 104 sends a service acknqwledgement to sel

failure. ,
9, Seller’s bank 104 signs the message and sends it to buyer’s bank 102.

’s si 06’
" 10. Buyer’s bank 102 checks buyer 106°s signature, the status of buyer 1 :*
| buyer’s certificate. For payment requests wit

s certificate, and
i 20

the authority and rights assigned to the

correct authority.
. e b
If these checks fail, buyer’s , "
ller’s bank 104, If these checks are successful, buyer’s bank 102 sends a positive
se .

or

ank 102 sends a negative service acknowledgement to

25

customer service issues. | o
Seller’s bank 104 re-signs the service acknowledgement and sends it to seller 108.

. i sionin
knowledgements include a freshness proof of the acknowledging organization’s SIgning
ackno

30 certificate.

, o tidation can take
11. Buyer’s bank 102 also validates account related details. Note that this validation c
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5. Buyer's bank 102 chack buyer 106's signature, the status of buyer 106's
certificate,and the authority and rights assigned to buyer 106's
certificate. For paynment requests with nore tha@cqmswlﬁﬁ‘ature btllygr'g @ﬁl{
102 nust ensure that the request contains the correct authority M %
checks fail, buyer's bank 102 sends a negatlve Servi ce Acknow edgenent to
vy @24982 these checks are successful, buyer's bank .1(%2 will send a positive
Servi ce Acknow edgenent i ncl udi ng abrh% gﬁﬂﬁ@ﬂi‘eﬁ“ Whi ch ref erence shoul d
be used for custf&ge @gﬁyﬁfads,l Bu )8 Hasthe¥ i dat es account
ac%ﬁphdﬁ@{omlad s Not e L DAL RES S8 88‘?% n can take pl ace

onously. Lt J.Rer Erelatdd desR destlsdl Yai | s bu\x Sméndnk 102 will send a negative
P aﬁhébkm P& account [ &ds qﬁ@gérviett%ﬂkp ar% val i dat qigsmaedir onously, the
Pa InstAckemmbeam@t‘QfPW@B in the sa%g;l QQQyﬁenﬁtOg’é‘y? he Ser vi ce
ApdayfireiTErent . 7. e payrrent z@&nﬁnua 102 may send a

ta

& sfulepay mycrehtne en pl ace. A negative
l"?—laé%%uémy B ﬁe gu&edceﬁh‘é‘? he CP [tﬂg glgjmsqaa!rn%ﬁ'ent systemfails to
glsgb §9 ;@&sgﬁ egn;ysta ? C&[lt {affunds of a Paynent
Or ﬁtlecﬁmyw uyer's Banl Ma ebnftFGP TR ocabl e payment
orﬂ §°°tdh payrreq Q%aﬁlﬁt@‘bl“%ﬁe usi ng t he buyer to buyer's bank
nodel @ng\mm ¥y escrl bS’s d Bapk 862. paynment order cancel |l ation through
thlt?“srm 1. @em‘tﬂ’d??fﬁ ﬁgh |ts own internal systenms or through the
syqtaeaheeﬁS“F‘feé I'nanci al institutions |ooks to cancel a paynent order.
2. Buyer 106 signs the SystenHea% T\E% emedténces bl ocks. Note that the
buyer rol e ms% derUSl PCT. ‘5 beﬁsstoméhw re a nunber of
4,:%&%1 wiigsof @ E‘éfﬁ?:'el payne a gegnbﬁ?a“ﬂa éhatur es mai\’/ SbPhet he data
10 b S set oué enta o p Ig Si %OR&QWMQ S gnature bl ocks. 3.
Buyer EOTe¥ B ¥6Fm 5ujtxar1 £ transaction
1025 hou! r in thistype ©
| er sbank men tOTde
model. B :cal cancellation of 2 pay
cancellation request. & WP

through seller’s systems-

for completion by

the cancellation form i

s as follows. ion
- r 106 and selier 108 arrange canc
15 1. Buye

2. At the

:

buyer 106. . |
: ons the CancBuyer

o e ided through seller’s systems) may re
rovi

through facilities P
to cancel payment.

20

ank 104.

1o seller’s b
. status of seller 1

4. Opttonally, :
5. Seller 108 sends the signed doc

? nature, the
ks seller 108’s sig
ank 104 chec
6. Selier’ sb

g

ds anegative
S tionally choos® to int

ank 104 may opt
' ent on seller’s banks

s bank 102 depend ; - -

ten: :
e - estamped and yalidated by the 100
tim

04, check that it can

08's certificate, and

checks fail, seller’s

eller 108.
Admow‘edgcmem o ponse ¢ransaction with

lenge-¥cs
- . Her’s bank 104 will

the SystemHeader and

25

Se
' - own risk model.

buyet’
ape that cons
e ; s credenttals

Buyer’s pank 102 wil

process
30
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4. Buyer's bank 102 checks buyer 106's signature, the status of buyer 106's
certificate, and the authority and rights assigned to buyer 106'15) 00!
certificate. For payment requests with nore than one signature, &yMARs
bank 102 nust ensure that the Cancell ati onRequest contains the correct
authority. If these checks fail, buyer's bank 102 send iye Service
Acknow eg,qe @2 to buyer. If these checks are success%ﬁfﬁ%g@gfys bank 102
will seM E‘S itive S Service Acknow edgenent including an indication of
whi ch reference should be used for customer service issues. 5. Buyer's
bank 102 will then process the Cancellation ' gricladebdtk 102 rmay
send a ?%Si A ebéing feqnﬁmﬂ‘alﬁél%‘tﬁ%?p%ﬁ%%%#ﬁ%}lg Sggkﬁcel lation is
success qa;,,r executed. If t ge capcel I ati on cannot be executed a negative
Cancel | ghji@idaurédentials obRUYSES ?‘3‘[@.‘ Wer e the‘Capce%qh'hoEr Request can be
processed synchrciagusirlréal-&agqh%ﬁﬁa{tlalsqncsebbdM&Wﬁeﬁb th“t he Service
Acknow églerbank 10HX) At der Tr ansgctlo%ﬁj&g Widg L &R 66 sdlebadvisibglel Use
of the di rect dehi teipdbhnk 4wl spds efft/F RPToncal [ ows payment products
to be us@d®in conjunction with clearing and settlement networks that allow
di kect dghhd falltgl e payments. This type of transaction used in
acéordance wi th t{bg £l ShcdiRfby indssabe andsendiyy to %E'ég%@ypi cal paynent
or der & rSalsae PEBIISIAS T he direct debit Mdel o Gayer 10678 cewificatesand 1. Buyer
106 a%d ﬁg*&%%a&@mjmekmetmﬁé%@%‘gﬁ@?ss onl I ne service. The, commerci al
transact I's to be settl.ed dttg%ﬁg&hog's%hmhtedébtpa}smeﬂtéﬁqﬁéﬁtw with the
i nst r uct fhemauthetitypnd SighSAIS' B0 the clearin at{)ld Se}seﬁll & LS ShRENBY
seller's bank 104, %&rgrﬂ?}y@‘ébﬁdltlmanﬂ“ﬁ}gﬂr q @t 6ném%byer8i gnedDat a

bl ock whmore TaR0nF HE uyer -, - Negotiated Data which constitute the mandate

aut hor i zisng.aettla@thotity.debi t buyer's account. Seller 108 optionally checks
buygr Tl e ”rf@pglgts%%ﬁg%i inds hsaegaemmm@gknpw?%dgg‘é‘emﬁgt
> I at

mandat or §f these SCkﬁrf%i e uyer's bank 10 gﬁe& §s Pposivel 06" s
s‘ignaturealgrisoor ,w;_mmc%éa@chsﬂebmceﬁf%n‘?‘li’ﬁyéismﬁb S gcs&ount. 4. Seller
108 apperf¥¥'t°’c “buyer Si gnedDat a_sel | e;]@’gwgﬁwﬁkﬁhﬂbﬂcaﬁl@&hﬂ%@l%’nd si gns
an 101 |geg,iesq&mmedggnemﬂzﬁl6@2g 24661 sends to seller's bank 104.

5. Seller's bank lO4.che§cks the signature of seller, the syntax of the
message aWAtoERESSTHGE IRty of seller 101%& | f20ya Shat hesseliehtoscsAllai |,

Selll5er 'S geﬁl@#sﬂz% RANesighs degervigeacknowledgem

ents include a freshness proof of the acknowlcdging.organizations signing

acknowledgem

certificate.

j llation
02 will then process the Cance ; |
. ank 104 and to buyer 106 if the cancellation

Request. Buyer’s bank 102 may
10. Buyer’s
| a positive CancellationConf to seller’s b

send .
i ative

is successfully executed. If the cancellation cannot be executed a neg

is ‘ 1c

aﬂce

synchronously, the CancellationConf can be provided with the Service

20

Acknowledgement.

in the Buy.er to Buyer’s bank Model .
nt products can be delivered

bank transaction for a

25  Payment Order Transaction

Buyer to buyer’s bank transactions ensure that the payme

in procurement and other buyer technologies. A typical buyer to buyer

payment order occurs as follows.
ler 108 interact through seller’s online systems.

ank 102.
s buyerData block,

1. Buyer 106 and sel

30 2. Buyer 106 places the payment orde_r directly with buyer’s b

3. Buyer 106 signs buyerSignedData blocks. The block include
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Ser vi ceAck
- to sell
si gned mandat e er 108. 6. S
. t ) . Seller’
opt onal 1y 11 t1 2t a syst om chal 3 s bank 104 signs and sends t
app! | Cateithe i dentity il chal | enge-respoﬁgesﬂler' 0ok 04" guyer' s
T e o he Povenge ok 105 Prodiad ot L Ublansiot odaPt MBI
CheWQéilf%g)ﬁOf the message and 102 checks the si Upbpuspiieit to sub t _|§ﬂ
104 who i ncl buyer's bank 102 the authority of gzature(s) of buyermlt)tl ng
selier. Buver o oo el at edAckno er vi ceAck t0 any of these
b anﬁclﬁegﬁiﬂéﬁﬂamfblmkygyc?@e%ﬁgﬁg%?ﬁta plock arth Pfegg@g%ﬁﬂ%mm@looge&\orgep\cﬁr S bank
re e. . u ' (0}
ont S SHEAIBIRET, o i i o e account on
seffé\tal'ig%ggﬁf@e&evmolqﬁﬂi'tﬁh‘éte_ SvrAck is ngglegnti n the appr\o[)f\?:{ esﬁl I Er' s
exe nd buyer.' ion, seller’s.: o seller 108 ac
oy mpemeetts i AL it T
, .
5 ‘ng?kmwiecawi%}qsﬁ%b@g?@ﬁiﬁmmau@@ﬁ Hﬁﬁ%osﬁmwbﬁﬁa%éi‘?‘?ﬂas been
n : e i n ! r'
ot g 5 1 A% oo sk Sl G hatitionel L0 SEld FdeBlatn to bayer s
be Cae{?x%ﬁd)*adatgd;pm ey of ”Enberpgnd' ng on the rul oo of | of a Payrren%/ o d
_bank) or four aa two party (b eranks’ Direct Debit i the DreCt Debi t er
T s AR e ons o
rou el . ¥ eSGJ,l er t .
U SRR 10050 m'eé#86‘@3@%‘;“’“?ﬁ‘eém“%éfﬂuﬁé’ls‘fggmfme- corl at on
[ . ncel,l i ' . , i arr
o rasents e S
on of : . ’
buye aeey | 85 k¥ unsbre itheal Sntaliibhe 3.
buyer gmhoﬁéhaf@ge%@awm 2¥?|S§gn€r‘ansg‘cu Siweit E*gd&gue?%_enr @he3. Buyer 106
o o e BChaPS P O st O P Loa08 P (e cancel led. Note that the
bl o (® s Se ! |
bl g;ts}tgﬁe;rsmcka% gl srayirafe > B 3ERASE et e gleopbBegiaa v or
1ossen@§yqrhté’tgfs§§igga§s nd_opt LR by sbagk 162 wqil e o;%girvg‘i&n@egn the data |
it quQﬁidd%aﬁmb%wﬁigﬁt%%ﬁ%s%oﬂﬂbbw pRature bl ocks.
. - 9.0kl er

Acknowledgement inc

customer service issues-
6. Buyer's bank 102 validates acco

place synch:onously. If the validation fails,
unt related de
ck,noWledgemcnt.

Where acco tails are vali
may be returned in the same document as the Service A
7. On execution of the payment, buyer’s pank 102 may send a payConf to buyer 106
taken place. A negative payConf may be produced where the
stully.

advising that payment has

15
ails, Note that this yalidation can take

unt related det
buyer’s bank 102 will send a negative
dated synchronously, the PayInStAck

PayInstAck.

i 20

clearing and seftlement system fails to process the payment transaction Succes
Cancellation of a Payment Order Using the Buyer to. Buyer’s Bank Model
ment orders, the paymént the buyer to buyer’s

For revocable pay
bank model. The following t_iescribes a typical payment order cancell

can be cancelled using

25
ation through this

model.
systems Of through the systems of its financial

through its oOWIR internal

1. Buyer 106
ment order.

30 institutions looks to cancel 2 pay
ader an

106 signs the Systemktlie

s. Note that the buyer role may

d References block

2. Buyer
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6. Seller's bank 104 checks seller 108's signature, the status of seller

108's certificate, and the authority and rights to seller 108's
certificate. If these checks fail, seller's the authority and ri‘p@tﬂ 200!
assigned to bank 104 sends a negative Service Acknow edgenent to sell AR |

108. 7. If the schenme rules require seller's bank 104 tqg , validity
of buyeRyaggaﬁmsignature before cancelling the paynen?F%8§$¥%%E§ bank 104
initiates €p 8 otherwise se with a cancels the paynent and optionally
advi ses buyer's bank 102 and seller w Cancellation Confirmation.

8.Seller's bank 104 signs the cancellatio Aldres agsignitheo buyer's
bank 10€requi% BMuEBer of bigndtuk 1o %@@%Y%Weguﬁ%aﬁgﬁgggnaibiﬁ? t he status of
buyer| O s certifi~w . Edibis BuinerBipnaturs $-gned to buyer
106' s cedana'Iilbdestseloﬁé‘r"%fa"fﬁé’mla&gl&%é%tts Wi th nore than one

si gnature, bu 'S is RABWOE t hat the Cancel aati onRequest contains
the cdr r%‘r‘)ﬁeriﬁé ﬁ%}d??{)}g By

these checks faijl vt 1068 kediTiRatecaul a
negat iy%?&pﬁ@%@kaﬁn@keb’g@nﬁ% 5?‘8““8@?&‘ F.tagﬂg)\gﬁﬁy 104. If these, checks are

successful”, buyer's bank 102 | m’@cmatd\hrpwwmu%kwm edgenent
i ngl udi ntheanthiority %Wﬂi’ﬁs Bt dul\eé’r'?l“ref er

ence shoul e use &4st omer
service iss-utg%[ {?ﬂik Q&y&’kbaxﬁthm@ﬂﬁG%?“%@ﬁfgﬁE@ﬁ@?tgow t he response
to the CRHC ia ko) equest from buyer's bank 102 in this instance is a
Ser Vi ceAgkniaihé thescoreetlduthonity-bank 104 which initiates the Cancel | ati onConf.

Serler's bank 104 re:qigns b ipgsuise regitheleadgehdmowiadgemende it to

sel | er 108hesajchecks fai ‘ ” -
buyer. If these checks are successfitl, buyer’s bank 102 will send a positive Service

10 Acknowledgement including an indication of which reference should be used for

customer service issues. ,
5. Buyer's bank 102 will then process the Cancellation Request. Buyer's bank 102 may
. Buy

d a positive CancellationConf to buyer 106 i€ the cancellation is successfully executed.
sen

n cannot be executed a negative CancellationConf will be generated.
the CancellationConf

If the cancellatio .
15 Where the Cancellation Request can be processed synchronously,

can be provided with the Service Acknowledgement.

Payment Order Transaction in the Direct Debit Model

Use of the direct debit model in the present invention allows payme
networks that allow direct debit style payments.

This type of transaction may be used in accordance with the rules of individual clearing

the direct debit model occurs as follows.

nt products to be used

50 in conjunction with clearing and settiement

houses. A typical payment order transaction using

1. Buyer 106 and seller 108 interact through seller’s o

i i i ion bein
transaction is to be settied through a direct debit style network with the instruction g

g and settlement system by seller’s bank 104.
ata, SellerPublicData and

oline service. The commercial

.25 placed into the clearin '
2. Buyer 106 sigus buyerSignedData block which contains BuyerD )
which constitute the mandate authorizing seller to debit buyer’s account.

Negotiated Data © ot
, s signature. Although this is recommended, this 1s

3. Seller 108 optionally checks buyer 106

. ot et
+ mandatory. It is preferable that buyer’s bank 102 checks buyer 106’s signature prior to
no .

30 authorizing a debit from buyer 106’s account.

i i igns and
4. Selter 108 appends to buyerSignedData sellerPrivateData block as required and signs

101



acknow edgenents include a freshness proof of the acknow edgi ng

organi zations signing certificate. PAYMENT OBLI GATI ON MESSAGE FLOW A
preferred general nessage flow for processing a payment obligatiohd $5phe80
in Fig. 7. Before the first nessage in the process, buyer 106 and seller
108 identify each other Buyer through their respective certificates and
agree on the purchase and sal es agreement. 103 1 9 MAR POB/USBHH66500124661
WO 01124980 2{ hen agrees to pay for the transaction with a paynent
obligation (see Tables 4 and 5 above) from buyer 106 to buyer's bank 102.
Buyer 106 accepts the paynent nethod, reviews the paynent obligation

I nstructi on m{gﬁ&r’?ﬁ&&m)“-bi lity, conpletes the buyer section of the paynent
obl i gati SHEF s

ruction, signs the pa | \ tdasd antCtheon. The
paynery, gbildraianki04 cecksibe FIGRAPE #ﬁéﬁ?&ﬁ?ﬂ%’gﬁﬂs‘gﬁeﬁﬁma as_shown in
message | of Fig. 7. ' 8 thiersell&S bank i1 0dusendh @ ngEdteNt
obligati awhplh%’t"%&é]’zqrdﬁgfnglraggggg%%e}gfI ity, sgect ion of the order (see Tables
4 and 5 ﬁg%c%’ck%wﬁ”m amended nessage, and sends it to seller's bank

104 as s I n message 2 of Fi 7.,5el !l ar’ Y b sbark ¢0B. Noee paynent
obl 4 gag.i gelléMankdﬂﬂeigM@ﬂdsééé%‘gtb&B?rlﬁ l%/[}'E:(avnéar%ld?ll%es aﬁgel ler's_certificate,

conpl etes its, sectio t Qhitiaeeasysiehl challengaresponseif veapire I assage 3
of amnmsﬂﬂéi’éﬁkmﬁéemﬁ’g@g%lg s ther)lr,se_nt,to buyer' ?ubgﬁtmfloz i
Fig. 7. %ﬁyiﬁ%[gvgﬂdﬁteﬁﬁiddhﬁwmmswﬂﬂbﬁ‘ FIASTNSL it i on for

acceptabiflity and verifies the nessage syntax, the validity of certificate

and si gnapplieationdatat he authority of the- signer. Buyer's bank 102 then

creates a servjc RBS6 ¢ 305, thecdyntax of thenessaa® MRS he
Ceoul ta drovers b {2 RS IHTERu TRy BPESS

er's bank 102 then, si | dsatiJae service
ackpowl ed%mrw gpb@etmﬁr.'Iﬁamaw@qse&h%S%b&?ﬁy?'ﬁsﬁ*?ﬁ@%%g&fg?' To. 7.
Sel'Ter's bank 104 revieg servi 2 pelaaAtknowiadpgmenting th its
details iServin@%@'s@eﬁPU‘,"%Sﬁdgwgoy%cg‘?dgﬁeﬁhnﬂed .n_essage. Thg, anend gnservi ce
acknowl edgrment , {E3SAf&. Buyer’s bank 102 authorizes debiting of buyer 106s accoun ,

confirmation of buyer’s mandate.

7. On receiving a positive SvrAck, seller’s bank 104 creates the payment [debit] instruction

15 in the appropriate back end payment system. A positive SvrAck is passed to seller 108.

8. On executing the payment instruction, seller’s bank 104 can optionglly inform seller 108

and buyer’s bank 102 that the debit instruction has been executed.

9. On receiving funds in seller 108’s account, seller’s bank 104 can optionally send a

Payment Confirmation fo seller 108 and to buyer’s bank 102 advising of the receipt of

20 funds.

-

Cancellation of a Payment Order Using the Direct Debit Model

Depending on the rules of the Direct Debit network and/or policy of member banks,

Direct Debit instructions may also be cancelled in a two party (buyer to buyer's bank and

seller to seller’s bank) or four party model. The following describes a typical cancellation in

25
the four party model. ,
1. Buyer 106 and seller 108 arrange cancellation through seller 108°s systems.
2. At the point of purchase, seller 108 presents the cancellation form for completion by
buyer 106.
30 3. Buyer 106 signs the CancBuyerSignedData block which includes the reference

information of the commercial transaction to be cancelled. Note that the buyer role

102



Is then sent to seller 108 as shown in nmessage 5 of Fig. 7. and Seller
reviews the service acknow edgnent, anends it with details if necessary,
106 signs the anmended nessage. The anended service acknomﬁedgnentiﬁhbﬁﬁbﬁm
sent to buyer as shown in nessage 6 of Fig. 7. Buyer's bank 102 creates a
paynent obligation acceptance confirmati on nessage (see Tabl e 13 above)
to signify whether the payment obligation has been acce}ff¥B008#fdr s 102

t hen si §f “y%@ﬁ$aynent obl i gati on acceptance confirmation and sends it to
seller's bank 104 as shown in nessage 7 of Fig. 7. Seller's bank 104

reviews the paynent obligation acceptance, confi | e RdGmmbeth its
det ai | an('ir]‘terﬂg RoMgh fatilities priowidadEoush ﬁ?g%’ssasaé{eggtgﬁgéer@s it to seller 108
as sho

I'n essage 8 of Fig. atiifes Thay signrthe Ylata blgckpetiaytoq 24661
"V, ,,,) (oftighdturesitp cangehpayment- ﬁ&ﬁ??q%g'ﬁ S%gsiue\i/s tyhe confirmati on of a paynent
execution, anends. i 3 blidus B aafigaatife bieskdssary, signs the amended
rressage,ab&ﬁﬂa@:g?@gnélwgf%h%rglll gsr %8 as shown q'6n message 9 of Fig. 7. When
the dateq any,r&né‘;nesbiﬂeh!tcltmetsrﬁiaﬂﬁ?ﬂé?ﬁy%b 'gation instruction has been
reached, e paynent qbligation.i cuh@diodpreferably utilizing the

bagk' . exéilet 108sendsthesigned; F?’B%rftrtﬁcs:eﬁt&?e. Buyer's ﬁmloz ¢t &l 88d
confirmati Fn, %f i gaﬁtsegegqggtsisigna(medmﬁtgus ofse es)c‘i‘{% siPgnify that
the pdyneferd0FTGati on "has been e 1D 24, ;BUNET 1inhaRkeckail,kellerS gns this
message ApGuieAtsandright asggnedrto sellea iRS 364TES showi i n message 10 of Fig.

7. The confirmation of a EaRdetdgement todeltatl@8. whet her this payment
obl i gatibmﬂh%sswnegﬁtévfg%g‘gg{}gcessfu ly or Yr:ag,t. A @éplﬁﬁq‘“@g‘aﬁﬁs
confi rfag{gn Sk gra@yfzﬁﬂi&eMeﬂmbémlomﬁb%éh% 'GMOEP erabl’y be sent no
|ater FhE¥RE°E 0se of the foll QW n iisesse B-otipeviserseBerhshrnk1 04

. | 05€ feoehiti BTkNeesAD k104
reyj ews pbpreantéllingithe payraentes ﬁ;(ecggxlﬂg{]@l gsgﬁlgrg\%g}%hconf | r(rjragl on
of a paynent execution | | QIvidek bltyers ' e anende
message, ca%ﬁ@b‘@%?ﬂi’é"qnpmfdggpgﬁe)@yr 108 as shown in message | | of Fig. 7.

Buyer's Q?aﬁlgelﬂa%n%ﬁﬁﬁmioﬁ confirmation of a paynent execution nessage to

signify at the paynment, order, has sdsgtito Wiypes bak K¥ak- 102 t hen
si gns ghiszllersbankd 045igns Q\srfa%“?lﬁg‘?‘bmg%gé%m% N

106 as_shown i,n n%ﬁsﬁgean]dz of
g c,ogfi rf@td'hg yér mysrﬂigﬁature.xh@a@m@ﬁfbwaf{bgt sgefificate, amd ™
pay men®- dieg S PREh AT hEen’ execut ed SUCCESEEML! KofayRRit rebjhests with
the authority and rights assigned to buyer 100°s ceriiicate. orpay. .
? that the CancellationRequest contains

i > nsure
more than one signature, buyer’s bank must €

the correct authority.
If these checks fail, buyer’s bank 102

seller’s bank 104. If these checks are successful, buyer’s b
ment including an indication of which reference should be !
response to

scnds.a negative Service Acknowledgement to

ank 102 will send a positive
used for
20 Service Acknowledge
issues. Seller 108 will then cancel payment. Note that the

ustomer service - .
j s a ServiceAck. Itis

the Cancellation Request from buyer’s bank 102 in this instance 1

er’s bank 104 which initiates the CancellationConf.

” ment and sends it to seller 108. All

Seller’s bank 104 re-signs the service acknowledge

25 acknowledgements include a freshness proof of the acknowledging organizations signing

certificate.

PAYMENT OBLIGATION MESSAGE FLOW
sage flow for processing 2 payment 0
buyer 106 and seller 108 identify each other

igation is shown in
A preferred general mes bligati
30  Fig. 7. Before the first message in the process,

ive certificates and agree on the purchase and sales agreement. Buyer

through their respect
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the paynent executi -

: on has failed -
reasons i s sent ' , a more detailed descripti
104 and to Selle?olggy er 106 than woul d .have been :g;{ptlon ol the
execution nessage is . At a mininum the confirmation of o SelleLEFhHﬁp@ﬂm
fol | owi ng busi ness dasrefeLgbly sent no -later than the clgsgagPEtL
NVbdel A DavTe ynment Cbllgatlon Tr ansact ©
buyer th(bU‘?’éK snLaﬁE ! %ég?n Xa%/ be used in either tlhce)" féﬁ?""corngw Cor ner
the f ypi cal pa

our corner nodel occurs as follows. P {neghngliggt;gg trﬁrsact|on in

sell er 108

interact th
sel | er rough seller s online s Stemfwf 1Ohib N BedThbles HindS
oG 988 1yt et wnasoien = FFTTBF e on by buyer 106
3.

Buyer
yer Si ghed
105 9 ocks. The bl ock i ncl
Negot ?‘g@%g?%:ggfmbwrp 24661 sel | er Pub) | qgg{e(;n but?&étyer Da{ﬁ hock”,
Obli gat i onmwégglaaﬁgggg? E‘Hbl O&xﬂﬂﬁﬂmem.ﬁhq pRPEELOPIERY i“I%ayrrlgrrllt ©

t he CE CP %ﬂiﬁ?‘ nfpdéted the mgcq\galtolé t}féllp%g I ?A@gﬁlﬁfﬁn&l&gﬂaﬂﬂh@ ock with

thro
ro yer role
ek i T S8 T bt AV o
a ock SI gnat ur

al read:yil@'rlgglaéghoset q\Uf .7addi tional | y g| gn bﬁse;rgy sign the only
106. It is ﬁm%h' On?he . se |er 108 >l/:$li i gnature bl ocks

X 4 q:qnmp i pr OCESSI ng p%@ge @e?“?te)?ygr

B

bank 102 validates th

Sel | er Piiomofdmaodenisen Csaéb%v . slahy e aiBAdedSBPISEET,

message tlo | wenkies %i dr priate, S?gns the messagzgand sends th

Si gnatiﬂﬂé'sgar\'é‘lz’#a us ofm;‘gfkfaeg;&?gﬂgﬂm"s bank 104 checks sel|er 158-e signed
12%&@5#163 inﬁﬁﬂi&ionafmhccemablhfé” Wtﬁﬁr ity

ri ghts ggpigbatk 108 reviewsthel
seflq er 6. bank 144 send esgagg\g/;;g@%ﬁdem(s;;%te @@g{q‘?@e h&ﬂ‘igﬁ ’
er. 108.

If sel bedlersocrsfipals CﬁFﬁ’\ﬁ“’c? i
S ed account det
el I erprivat de DALl he! mes«,;agardah&l@scn&vtoe u?rlell' 3 be';rﬁc fiolRA8howsid ReRagd 3 oDat a or

Fig. 7.
r acceptability and

reviews the payment obligation instruction fo

Buyer’s bank 102
ntax, the validity of certificate and signature, and the authority of the

15  verifies the message SY
nt message (see Table 9

ank 102 then creates & service acknowledgme

signer. Buyer’s b
then signs and sends the service

results of these checks. Buyer's bank 102
message 4 of Fig. 7.

owledgmcnt, amends it with its detaﬁs if

d service acknowledgment message

above) with the
acknowledgment to seller’s bank 104 as shown in

Seller’s bank 104 rev1cws the service ackn

essary, and signs the amended message. The amende

20 nec
age 5 of Fig. 7.

is then sent to seller 108 as shown in mess
acknowledgment, amends it with details if necessary, and

Seller reviews the service
amended service acknowledgment is then sent

signs the amended message. The to buyer 106

 as shown in message 6 of Fig. 7. |
.25 Buyer’s bank 102 creates a payment obligation acceptance confirmation message (see
cepted. Buyer’s bank

ify whether the payment obligation has been ac

Table 13 above) to signi
nds it to seller’s bank

102 then signs the payme

104 as shown in message 7 of Fig. 7.
104 reviews the payment obligation acceptance confirmation, amends

nt obligation acceptance confirmation and se

Seller’s bank
30  with its details if necessary, signs the amended message, and sends it to seller 108 as shown

in message 8 of Fig. 7.
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bl ocks, seller's bank 104 will validate these account details. Seller

append account details to the nessage in sell erbankData bl ock. Sel(i%m e
bank 104 will al so append a correspondent bank code based on the cdrr R/zﬁ“"
of the transaction. Seller's .bank 104 renpves, sellerPrivateData bl ock
fromthe nessage. Seller's bank 104 may optionally choose to inifiate a

chal | enge-response transaction with 104 ' ' s bank omppﬁgﬁg%ggt Seller
buyer' swisank4¥32 dependent on seller's bank 104's will sign a nmessage that
consi sts of the PayChal | enge which contains the SysternHeader and w ||

i nclude seller's bank credentials tinmestanped | fdk ibwithlits r oot .
Buyer's biﬂlk logaﬁﬁé 102 reliewk thelvenfimmation of &P ‘B‘f"qgg‘?"?{‘g{’*’gﬁ%ank_ 104, check

that it c yﬁff) ess the paymaqat 5r og&q}tdsggdsqgtorsanuelﬂﬁedswlé‘i gn a response
to se&éﬁfsiflﬁ&egﬁsh@tsigmﬂmé@@q MGHEHated credentials of buyer's bank 102.
Seller”s geg;kﬁéi?%w |1 validate the credentials presented by buyer's bank
102. bssageed P8I 6n fails, seller's bank 104.widl : ich Hag bedrce

Acknow edg%mhet&tesﬂdltﬁﬁe spedificdifihe PRENIY °§]I\%gdf°gi“fggr?e. 8. Seller s bank

104 signs message and sends 14 trgfellggwqmlﬁidgahkbmex@a““BWﬁé‘F‘e'& bank 102
ch§0k§ ibéCthe gimentobljaationleS*CHE Harus ‘of buyer 106's certificate, an 106
MAR 2 WD 01/ 24082 PCT! | JS001' 24661 the authority and rights assigned to

buyer idfftrecte@rt i fi cate. For paynent [equest 7 el Madboye)to
si gnat ur e, P%ggre gﬁkhmbrch&ﬂcmfsmﬁéﬂ%a_%l’ YHA@%’%E%Q(S% g(;_ont ins the
correct au Frity. tf tfl‘.est?%rg‘e%‘é&,é,%b&tcd.bﬂﬁﬁr’ssbabhmztt@‘ls'g% a negative
Ser vi %?gf mmmgmmbtga Fer+'s ank 104. |f tt}gse.,ctmgks are
successtul, buyer: s tg%a&rﬂs%nmb4,asmnpﬁﬂ§ﬁﬁe\}@° & Vi ce Acknow edgenent
i ncl udimga%r@nflﬁ%ﬂdéétt ron of which refere %?t}ﬁggwn%nbabl@ﬁdnh@rbee@ust omer

) service &%.ofg%y@emxmmmcw-‘%‘}egh servi ce acknow edgenent and

S
setis S S selTer 108. Al a @@ gertiratasion of h papmept FYEURNMEss proof of
t he acmemkchdg:bcﬁgﬁkbwg’ﬁﬁptza%‘tiaoﬂf@ﬁgﬁg{hi ng certjfi @ﬁ%@?n <inBisvay. s bank 102
val i dat es ac%u[?t rgﬁ}ﬁ%;fgggﬂtﬁla&nmw@?%@ftt% val "dation can take

pl ace mpest BIRUS'Y. t he \{ﬁé éo% 1 gt%nfoqialpaymbw@c&étﬁiohamkenﬂ@@% |l send a
negative *s bank 104 reviews ) '

seters cecution information with its details, signs the amended message,

confirmation of a payment &

15 andsendsitto seller 108 as shown1n message 11 of Fig

Buyer’s bank 102 creates a confirmation of a payment exe

has been executed. Buyer’s bank 102 then signs this message and
r cuted.

The confirmation of a payment

cution message to signify

that the payment orde i
sends it to buyer 106 as shown in message 12 of Fig. 7.

ent execution has failed, a more detailed d

T e - minimum, the
) 106than would have been sent to seller’s bank 104 and to seller 108. Atami

confirmation of 2 payment'exe‘cutxon messa

ipti i uyer
escription of the reasons 1$ sent to buy

geis preferably sent no jater than the close of the

following business day.

n in the Four Cornelf Model

be used in either the four corner ot buy

in the four corner model occurs as follows.

25 Payment Obligation Transactio

A payment obligation may
gation transaction

er to buyer’s bank

i bli
modet. A typical payment 0 ,_
8 interact through seller’s online systems.

0 -
S . the payment form for completion by

At the point of purchase, seller software prg:sents

30 buyer 106.
3. Buyer 106 signs buy

erSignedData blocks. The block includes buyerData block,
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Payl nst Ack. Were account related details are validated synchronously, the
Payl nst Ack nay be returned in the sanme docunent as the Service

Acknow edgenent. 11. On execution of the paynent, buyer's bank 1021 ﬁBVABe?'ﬂg
a PayConf to buyer 106 and to seller's bank 104 advising that execution

has taken place. A negative PayConf may be produced where the clgarl ng and

settl enent iés%gm fails to process the paynent t r ansac ECEMSOURPEL 5y | y.
Sel | er' SWRAHRI%H, may send a PayConf to confirmthat funds have been

successful Iy received from buyer’s bank 102. Cancel | ation of a Paynent
ol i gation Using the Four Corner Mdel For

obl ' paynment
can be caﬁ&gh$1% %blﬁék teNégotinwdDatg blosk and BY"rl Fg“ﬁﬂ'ﬁfé#egﬁi %l@élg SF‘(B)I{]E?an out
of band

0Cess i ncl udes ive, e Wbé]@@ithn by
sel l er. [ﬂa niaw@bhm@nzbmeﬁ@f: atﬁ%‘@"l%\l‘vllgﬂ%’eﬁ%%ﬁggf‘ :agathl on through selier's
systens 5 th 0|rt1 Y@krchase sel l er 108 presents the cancel | ation
form forthQQt‘?BB@cqngPl oA %uyer 106. 3. Buyer 106 ‘fﬂ S the o systems
Canc Buyelg@: Lﬁ’ ePlostintetiatieor theough fﬁé“ﬂlﬁﬁfm’l‘ dgp"(‘mﬁ]? stien FF{/ ) ¢ hr ough
faciliti provi de

t hrough sel ler i hafii r of
Si gnat urmgay rdqmrcanggbcwmgureséﬁggtﬁ%%ﬁa At @%Séq%ght sighaf réklmbje

signatures nmay sign.the data

bBysrSi lpsks .
TCRNY ﬂ?b&%eﬁ%gf%%%‘%ﬁ%‘%i%%g‘%“?“’“g" L onahty “cel ler 108 can

check thg reihg%ﬁ&ﬂmpﬁothﬂy,eselldﬂﬁs can clecksthe; signaligg tiéWc?g w%e si gned docunent

to seller

ank 104, @ O aci e @2 lidubesithy and rights
95t gne dgdrmraliyiarequitiveni HRLIR SRS e B S parkc ] sithy g

these checks fail,seller's bank
104 sends a vi ce Acknow edgenent to sel l er 108. 7. Seller’
bank 104°%9°ag‘g$ﬁ%§gfﬁéchoose toinitiate.a chal sllgg%g %gg gd._; fiensact i on
Hagkqds a?lsatﬁs StibPrivatelata wherg GPPIRTialEy SIgh i) uyer's bank

dependent on sel tains the SystenHeader and wi II sign a
nessage sigagd @eﬁgs%wcﬁ?f {ﬁa@kgggmm | eng

5. Seller’s bank 104 checks seller 108’s signature, the status of seller 108’s certificate, and
the authority and rights assigned to seller 108°s certificate. If these checks fail, seller’s
bank 104 sends a negative Service Acknowledgement to selfer 108.

15 | 6. Ifseller 108 has provided account’ details in either sellerPublicData or Se]lerPrwateData
blocks, seller’s bank: 104 will validate these account details. Seller’ s bank 104 will
append account details to the message in'sellerbankData block. -Seller’s bank 104 will
also append a correspondent bank code based on the curréncy of the transaction. Seller s
bank 104 removes sellerPrivateData block from the message. | ‘

20 7. Seller's bank 104 may optionally choose to initiate a challenge-response transaction with

_buyer’s bank:102 ‘dependent on seller’s bank 104’5 own risk model. Seller’s bank 104
will sign a message that consists of the PayChallenge which contains the SystemHeader
and will include seller’s bank credentials timestamped and validated by the root.

Buyer's bank 102 will check the credentials of seller’s bank 104, check that it can process

25 the payment product being requested and sign a response to seller 108 that includes the
validated credentials of buyer’s bank 102.

Seller’s bank 104 will validate the credentials presented by buyer’s bank 102. If
validation fails, seller’s bank 104 will send a Service Acknowledgement to seller 108
advising of the failure.

30 8. Seller’s bank 104 signs the message and sends it to buyer’s bank 102.

9. Buyer's bank 102 checks buyer 106s signature, the status of buyer 106’s certificate, and
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ed and validated by the root. | will include seller's bank 104’15%(3%&&{}9'%
seller's bank 104, check that it can Process 10 Buyer's bank 102 wi | |
check the credentials and sted sign a response to seller 108 that includes

the ne §hpoaygrent product being req validated credent patmsab24baayer' s bank
102. by buyer's bank 102. If 's ban k 104 will validate the credentials
Servi ce present ed Ac~0"'"'|edgeR ent to sel | er advi sing Svaellerlidation
fails, seller's bank 104 will send 10 b ' and sends it to buyer s
15 of th&lefaatlﬂout}eandn@@aﬁg@gﬁfdéﬁbé}‘efi%%e‘&‘@f@?ff‘?fé’taémemgéqqeétrsW§ Mhank 104

OnS L anee oLNS B g BHETE St rdre B e soqalendR ghocks buyer

certifticate. For Paynment Requ and
rights agsigosdné@ybuy nest the authority nore than one signature, buyer'

bank 102 nust ensure that the Cancellation e tains,the correct
aut hor i t y£thase zheaka ail, huyrsgdank, H2sepds %@%E%@W*&%ﬂ @fﬁ?ﬁ"ﬁ edegmeptio, hgge checks

o TR G S d g 2 o, o1
S uccess gediceA dkaswitiipariént mcheitrey arindicatoadf vhivd refseegcd ghould be used for
customer service issues.
Seller’s b;'mk 104 re-signs the service acknowledgement and sends it to seller 108. All
acknowledgements include a freshness proof of the acknowledging organizations signing

10 certificate.

10. Buyer’s bank 102 validates account related details. Note that this validation can take
place synchronously. If the validation fails, buyer’s bank 102 will send a negative
PaylInstAck. Where account related details are validated synchronously, the PayInstAck
may be returned in the same document as the Service Acknowledgement.

15 11. On execution of the payment, buyer’s bank 102 may send a PayConf'to buyer 106 and to
seller’s bank 104 advising that execution has taken place. A negative PayConf may be
produced where the clearing and settlement system fails to process the payment
transaction successfully. Seller’s bank 104 may send a PayConf to confirm that funds
have been successfully received from buyer’s bank 102.

20

Cancellation of a Payment Obligation Using the Four Corner Model

For payment obligations, the payment can be cancelled using the following four
corner model process or an out of band process that includes positive assent to the
cancellation by seller.

25 1. Buyer 106 and seller 108 arrange cancellation through seller’s systems.

2. At the point of purchase, seller 108 presents the cancellation form for completion by
buyer 106.

3. Buyer 106 signs the CancBuyerSignedData block. Note that the buyer role (internally or
through facilities provided through seller’s systems) may require a number of signatures

30 to cancel payment. Subsequent signatures may sign the data blocks set out above and

optionally sign previous BuyerSignature blocks.
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ter's bank 104, check that it can process
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10 Buyer’s bank 102 w1 will check the credentials of sel
to seller 108 that includes the

the payment product being requested and sign a response

yalidated credentials of buyer's bank 102.

Geller’s bank 104 will validate the credentials presented by buyer’s bank 102. If
ment to seller advising

validation fails, seller’s bank 104 will send 2 Service Acknowledge
15 of the failure. '
s bank 104 signs the cancellation message and sends it to buyer’s bank 102.

g. Seller’
the status of buyer 106’s certificate, and

9. Buyer’s pank 102 checks puyer 106’s signature,

the authority and rights assigned to buyer 106’s certificate. For Payment Requests with

more than onc signature, buyer’s bank 102 must ensure that the CancellatxonRequest

120 contains the correct authority-

1f these checks fail, bu yer’'s bank 102 sends ane
buyer’s bank 102 will send a positive

Service Acknowledgement including an indication of which reference should be used for

egative Service Acknowledgement to

geller’s bank. If these checks are successful,

customer servu:e issues.

25 - Seller’s ‘bank 104 re-signs the service ac it to seller 108. All

cknowledgement and sends 1

acknowledgements include a freshness proof of the acknowledging organizations signing
certificate.
»s bank 102 will then process the Cancellation Request.

positive CancellationConf 1o seller’s bank 104 and to buyer 106 if the cancellation

10. Buyer Buyer’s bank 102 may

send a
ccessfully executed. 1fthe cancellation cannot be exec

30 is su
CancellationConf will be generated. Where the Cancellation Reguest can be processed

uted a negative
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15 Note that the buyer role may require a nunber of signatures %8 HARh}Hize
e additionally sign ata blocks set out al the data | y the on
signatures may sign ature bl ocks already created. Si gn yer bu buyer's
bank. Buyer 106 signs the docunent and sends into 106's certificate, an

106's signature, the status of buyer buyer 5. BuyerPeTH&M24EE2 checks buy
ent obli gatipn and rights assigned to buyer 106's certificate. For paynent

20 th‘@“&d‘?ﬂ'&%‘rity requests with nore than one signature, buyer's bank 102
must ensure that the request

contains the, cg"r%r o ic?mt hority' ative Service
Acknow edgement to . 02 lgq(g.g_%ngcﬁﬁg:ﬂréviﬂfkﬁe%h é%ﬁé ail, buyer's bank 1
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rel ated details. Note that this vali

| O GRhi{ Mlodel "t tes acco Buyer's
bank 102 vﬁpil.daﬁg?ﬂgngyhﬁénineﬂhd%‘ﬁ"e&’?‘l"&gs I't the validathgBfrahs s,
ty ePaymat OUETAT ace s nc,hrgﬁ%ﬁ%ﬁg%mwﬁg@tMﬁWE?‘gr&%count rel at ed
details aAQyﬁ@\pﬁg&naﬁohelei’é‘ﬂP tsly, the Payl nstAc 109
follows. . ller’s online systems.
{. Buyer 106and seller 108 interact through s¢

y
y g

y 1

g g

.

Obligation block is set to BUYER.

g

buyerSignature blocks already created.

y . ,‘ -
. u

. 3 3

contains the correct authority-

’s ill send a
buyer’s bank 102 wi
hecks are successful,
o cation of which reference should be used for

positive Service
buyer

25 Acknowledgement including an indi

customer service issues.

igati £ Block with the
bligations, buyer’s bank 102 will include an ObligationCon
For payment obligations,

106 has undertaken that obligation.
this validation can take

ServiceAck that indicates buyer o
6. Buyer's bank 102 validates account related details. INO

y
y
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1 1, 1AR 201 PCTI US00124661 WO 01/24082 may be returned in the samel &OM%%Q'
as the Service Acknow edgenent. buyer 106and paynent, buyer's bank 102 may
send a PayConf to 7. On execution of the be produced where the advising

t hat paynent has taken place. A negative PayConf may clearing and

settlenment systemfails to process the paynent transact '@Eus%gﬁ%ﬁful ly.
Paynent obl i &tzi ons general ly cannot be cancel |l ed usi ngll e buyer to

buyer' sWH CERTI FI ED PAYMENT OBLI GATI ON MESSAGE FLOW enploy the 1In a
preferred enbodi nent, the certified paynent obligation product may sane

general nessage flow as shown in Fig. .7 ex ledberperftePCb | nst nmessage i s
Conf . supsLdisusdin ae -abdoavstent e SEYRERRIoH e
substi t or

pt Conf rressg]g)? i‘-ﬁ
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i nt er actadyiging 1AL P s online systens. a&ion saaebsfullys of t war e
presents, %aﬂﬁg R sEalvmenosystend Fails OQ?SPEE?B? 96“3 fheRUkr &R

2. At the porn B té}dyer. Thi s
i ncl udes the requirenent th%&l acaggtb&f:ézﬁdlld&a;singﬂlewqrg%}"i‘ﬁﬁ b dut in
place w Paynsank pbligatigfs §51¢ g S gns buyer Si gnedDat a bl ock. Note that the

buyer role (internally or through 3. facilities provided through seller's
systemdehay require a nunber of signatures to authorize paynent. For a
Certified Paynment Obligation, the ObligationType attribute of the

ol igation block is. s > SQAGBRIUOW seller 108 can check the
Si gnat@ERTWIEDJPMQ% (bﬁl‘l?éu;alr?gim y a stgﬁnagioﬁlf?m%ay cefleyrteerent t hat
i n processi ngﬁgmmw@éﬁtsﬁbamiﬁsépawmﬂ ¥ e 106. " 5. Seller 108
appends sellp 'vat eDat a where %pégr gé?@hﬁtaﬁeﬁwlﬁ“mmaﬁe and sends
thﬁ Sga%%%@néfﬁ&ﬁagﬂgdﬁﬂ‘%éﬁ shopvign e :

sell er

6. Seller’ hacks
s signatuyr t gt Cdnfselssage lslws%tu@arfgﬁeis%étgé‘,@and t he

: g"dﬂi@‘sg 4\ CerHBALE

aut hor dubgtituted 01 Sy gned to seller 108 s certificate. If these checks
fail, seller's

tion Transaction in the Four Corner Model

Certified Payment oblies bligaiion transaction typically occurs as

In'the four comer model, a certified payment 0

15 follows. |
i *s online systems.
08 interact through seller’s on . |
R e payment form for completion by

p
.

2. At the point of purchase, seller software presents the

buyer.
with seller. |
20 3. Buyer106 signs buyerSignedData blo

" facilities provided through seller’s systems)

ck. Note that the buyer role (internally or through
may réquire a number of signatures to

bligatio igati ibute of
thori ent. Fora Certified Payment Obligation, the ObligationType attribute
authorize payment. .

the Obfigation block is set to BANK.

i stron
4. O tionally seller 108 can check the signature of buyer 106. Itis generally a strong
. Y L]

’ i rtificate of buyer
5 requirement that in processing payment buyer's bank 102 validates the ce -
2 .

o i i and sends the
5. Seller 108 appends SellerPrivateData where appropriate, S1gnS the message

signed message o seller’s bank 104.

- 1Y a—nd

30 the authority and rights assigned to seller 108’ -
bank 104 sends a negative Service Acknowiedgement to seller 108.

s certificate. If these checks fail, seller’s
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bank 104 sends a negative Service Acknow edgenent to seller 108.JléOMP(ﬁR2[]M
20Q \'VO si!2-1082 CCTI[TSOO 24 (c If seller 108 has provided accdu
details in either sellerPublicData or SellerPrivateData blocks, seller's
bank 104 will validate these account details. Seller's bank' 104 wll

append account details to the nessage in sellerbankDat a‘,br!‘o,c@, Seller's
bank 104 wi | lm é’i| so append a correspondent bank code baleH Col e currency
of the tvAAYa™ on. Seller's bank 104 removes sellerPrivateData bl ock from
the nessage. Seller's bank 104 may optionally-choose to initiate a
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11. BuyerSeHeslank 1@62n0aﬂ*%?@§°%88‘%&?§{19‘?%@?eﬂ& ‘(lzlviai |'s. tNOtllfee 'ﬁ t this
val i dation.can take . nl-Q¢sas yoERn0Rad e iSyrvidef AdknowledBementitd 8IS, buyer' s
bank 102 W‘ﬁ?ﬁt“’géﬁis’gel%ggaﬁl\?/e Payknst Aek. \Were account related details

aresval i %@gﬁ,ﬁ&j{m;mmusl y, the Paylnst Ack may be returned in the sane
docunent as the Service Acknow ged&%@@ﬂés-ittybhyer’sbankm?-

9. Seller’s bank 104 signs the messa | |
10. Buyer’s bank 102 checks buyer 106’s signature, the status of buyer 106’3 certificate, and

06’s certificate. For payment requests with

the authority and rights assigned to buyer 1

i t contains the correct
more than one signature, buyer’s bank must ensure that the reques _

;20 authority.
If these checks fa

bank 104. If these checks are successful, buyer’s bank 102 will
o should be used for -

il, buyer’s baﬁk 102 sends é negative Service Acknowledgement to

send a positive
“seller’s

Service Acknowledgement including an indication of which reference

customer service issues.

25 Seller’s bank 104 re-signs the service acknowledgemen
acknowledging organizations signing

t and sends it to seltler 108. All

acknowledgements include a freshness proof of the

certificate.

11, Buyer’s bank 102 validates account related details. Note that this validation can take

place synchronously. I the validation fails, buyer’s bank 102 will send a negative

30 PaylnstAck. Where account related details are validated synchronously, the PaylnstAck

may be returned in the same document as the Service Acknowledgement.
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1 0 MAR 2004 \4' O 01/ 24082 PCT/ US00/ 24661 12. Buyer's bank 102 will check
the check the limt currently assigned against the car d/COI’pOI’m% MARIZUG?
with internal risk policy. If buyer's bank 102 accepts the liability and
certifies an obligation, a positive OoligationConf is sent from buyer's
bank 102 to seller's bank: 104. If buyer's bank 102 deegaebnfgiee to the
obl i gatyweyui2eosmegat i ve ol igati on Conf response is sent from buyer's bank
102 to seller's bank 104. The response should be sent by the end of the
next working day and can be sent synchronously wth the ServiceAck where a
financial institutijon e : gagined againstiieance of such
risksl. Bﬁyer@baékéegtﬁ“iﬁﬁ%f‘tu%c e%ﬁ%’iﬁf %@gjr? ) bank@ioz {E‘?X&?ﬁﬁﬁg a PayConf
to buyer 106 and. f,gims\ﬁm Bifcrial BB jsolicd4 Rbiyier's hgnle HiZraceSRiTHiF] s taken

pl ace. #&F éﬁﬁ‘[ol ve PayConf may be  produged.whe »£p4drik 2364
set t| enpid ceptifidsem dbdightion, eppﬁbﬁ‘é@@‘&"ﬂ‘i@“ﬁ%&’@ﬁn& ?r?%nralﬁlgg{:t ion successful ly.

Seller's bank 104 may.send,a ‘ %imémﬁlipﬁoﬂ,mnﬁgaﬁMVe been
successkeller’y barle 194 bf'}"’drﬁ“&ﬂgg‘?@)‘;%é‘ ﬁag‘i

nk "102. Cance] | ati f‘ﬁ cha Certified
Paynment bl i gat &ﬁ-,&%‘ﬁ& & bént Fomrbuger sibankN®adp setlsr’s ark 9% etfPay nent
Ocﬁyi gati atgqrhg payrrent can be cancelle us& REn £05dnP WY '
. nP¥yritronoasly cor ner
nodel p&%s&%sﬁbulamesmtbwﬁhmﬁ‘@fﬁb‘?ﬁe&gm al[}gac??iug%s positive assent to

the cancellation by, seller 1PN EtidRGyaeams SapfoersyidBonqusange.
cancel | a&iﬂﬂhcﬁﬁwm?ﬁ‘l‘fkééefeearﬁ%&%?%m. > At the poi nt of purchase, seller

108 present ¢Rlkd.ation formfor conpletion by buyer 106. 3. Buyer

. cetpganuggfﬁﬁﬂ !
106 si gris“Phe n,c_BuyerS%'gpedDat@nBI §gks Qﬁ]gpg tdBuyet Y06 andice
(i nt eynabd yxeontiort vl theigayn ibuyen sRang 106 Y T hT o gh seller's Sy tens) nmay
require 31”9”@% of aglg@g&msﬁcuﬁ&mmwmﬂa@m@éﬁm ¥i%Gnat ur es
maQ si gricieres F0B28WRLESEY “Out above and Qpti onal I% E’I‘“‘g‘ﬂe revi ous
Buyer Si g&‘}é@&?“me&cﬂﬁscleéﬁn@ﬂisaﬂhm%w%mlfé SWOIHOEHERELK "t he signature of

buyer 106. 5. Seller 108 send Qnseé d PGB0 tonfiral that fundbank 104.
6. Sell wéma@bnhquf&%cﬁleééﬁf'éﬁhﬁ)f% S gﬁlgnayur e, the status of seller

108's certificate LRgred HokPbiyey's bk Y02ght s assigned to seller 108's
certifi c]%?t"é.q’e?qs'{cﬁ%sggﬁgﬁecks fail, seller's bank 104 sends a negative

Servi ce Acknow edgenent to seller 108. 7. Seller's bank 104 nay optional iy
choose to initiate_a ¢hallenge; Usin@tha FoupCovadriMade 1 9 MAR 200 WO
e SR SRR RSB AE

01524 @CBihe . |
For Certified Payment Obligations, the payment can be cancell_etd using the following

four corner model process or an out of band process that includes positive assent to the

cancellation by seller. ,
1. Buyer 106 and seller 108 arrange cancellation through seller’s systems.

20 2. Atthe pointof purchase, seller 108 presents the cancellation form for completion by

buyer 106.

3. Buyer 106 signs the CancBuyerSignedData bl .
. er’s systems) may require 2 number of signatures

ocks. Note that the buyer role (internally or

through facilities provided through sell

to cancel payment. Subsequent signatures may sign the data blocks set out above and

25 optionally sign previous BuyerSignature blocks.
4. Optionally, seller 108 can check the signature of buyer 106.

5. Seller 108 sends the signed document to seller’s bank 104.

6. Seller’s bank 104 checks seller 108’s signature, the status of seller 108’s certificate, and

s certificate. If these checks fail, seller’s

bank 104 sends a negative Service Acknowledgement to seller 108. -
ge-response transaction with

the authority and rights assigned to seller 108’

30 ‘
7. Seller’s bank 104 may optionally choose to initiate a challen
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IS

.

buyer's. bank 102 dependent on seller's bank 104's own ri sk nodel Sﬁ% I e5'[ﬁ
bank 104 w Il sign a nessage that consists of the PayChall enge thigc AR 20
contains the SystenHeader and will include seller's bank 104's credentials

“timestanped and validated by the root. Buyer's bank 102 Weklyset)feks t he

credenti alWOMM2482 | er' s bank 104 and check that it can process the paynent
product being requested. Seller's bank 104 will validate the credentials
presented by buyer's bank 102. If validation fails, seller's bank 104 w ||

S . S S EFRRERL i, om0

€ cance I on nessage and sends it to buyer's

bank 102. @ ﬁgﬂ&ﬁeé‘sa @it doAZisEhE thePdyCyalieng@hichsontatns treeSysteraHeadst us of
buyer 106's ceftificate, an the authori %\?{ and reiépht S flasti (ggfﬂletrgotbuyer
106' s cer tidd willtiecludeselleris bruk:1 0f sgrrdeptialj HESArRP AAEHET & givatur e,

buyer's bank 10 ensyr gaf% inRN B¢ g@ Slieck eattivdans t he
correct auBWist%ﬂ?HEﬁzYVﬂgéshga%ﬂlggk%dH?g?l , g%/ljégrfj‘gdgﬁbank .1026?sends a negative
ser V'gce Acknond gRiht preduct Bihgréqaesiah Selledls bank 10A#4B velidair dear e

succéssful® buyer''s bank 102 will senpd osi.ti Serl, Vi, ment
i ncl udi ng a-adéx%idlsmsbmﬁdWBWW’éW%f@-eﬁEQ‘@H%F@SﬁEh s 8‘@%@?’ ggrer

service issyes, Seller, | tdreheSRilyece acknow edgenent and
sends it t%gggfqeg}ckfﬁ‘ﬁi.ea#@%gg:%ﬁg{vd eﬁge{réglr%ts include a freshness proof of
the ackowkggigishane | Grakisaké anselistionnmgsage and sends itebuyeg's bapk d02.s bank 102
wi |l then process the Cancell at| Regquest uyer' » d a
positivé. @nmlﬂmkémkst‘?}‘Y%WQ? 5t %&Wkthi(%ﬁ r?gﬁlt“%?gg?/éggrlt@tlefi{whe
cancel latign 15 . i Ui &aL06!s ceitifRateaFeepdyaienorequastnvithbe
exedtt ed a&?é’&g\%ﬁ?}g&%@%e%s% It‘%ﬁ%o%f Wi Islcébe Sener ait)ed. VWer e thsi

Cancel | at | proréiibanosd sigamraduyetsbankd@®2 myshemsprs haidhs CanogllatonReabest, i onconf

can be provided with the }Sler.vi ce Acknow edgenent. |f the transaction cannot
be identi f feainythscguetoreUN el | ati on Request document will be generated.

Certified f’ﬁXéE%@hecQ@ IcliBhye@™ bRARIEDSdOB negativBerBieg excknowBdgement thank Model
In the buyer to buyer's bank nodel, a certified %%E{ggt .ﬁbl icgatésgﬁ\i
transact i ogellet’y pasial®dy Iothese chepks aresucsersiul,buyes s, vah §eutt PeY " os
interact through seller’'s onkjne:. ionlot WD rRfardiRe GRHdd®8Dsed for
PCTII5500/ 236718 PW%S%“‘F‘%‘c‘]b‘{e"gﬁs‘ %}eﬁlg%?/trlrent obl | gation directly with
buyer's bae‘ifst&fg&seﬁlil&ﬁ_gsuwﬁ si gns buyer Si gnedDat a bl ocks. Buyer 106 w ||
compl ete sellerPubliebData includin royision of ;seller 9. c nt

det ai | s anB8elertitank 1A ra-fighs %ﬁwlcigﬁgﬂo&\{eﬁmg}t@ﬁﬁﬁ?& Sz‘ﬁ°ég‘f‘?‘3&§ i _O(Aﬁ_Pt 0
seller 108 4,0 03¥obM3hes fiftTidR1 freshiess BiUOK BFtheikhollging organizations signing

certificate. _ ‘
20  10. Buyer’s bank 102 will then process the Cancellation Request. Buyer’s bank 102 may

send a positive CancellationConf to seller's bank 104 and to buyer 106 if the cancellation
is successfully executed. If the cancellation cannot be executed a negative
CancellationConf will be generated. Where the Cancellation Request can be processed
synchronously, the CancellationConf can be provided with the Service

25 Acknowledgement. If the transaction cannot be identified, a negative Cancellation

Request document will be generated.

Certified Payment Obligation Transaction in the Buyer to Buyer’s bank Model

In the buyer to buyer’s bank model, a certified payment obligation transaction

30  typically occurs as follows.
1. Buyer 106 and seller 108 interact through seller’s online systems.
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- -agreenent of seller 108. For certified paynent obligations, the : R 2
bl igationType attribute in the Qoligation elenent is set tothe“z/athaﬁ J
BANK. Note that the buyer role may require a nunber of signatures to

» “authorize faygiRs2 Subsequent signatures may sign the onlpeffishoBadsd bl ocks
set out above or additionally sign buyerSi gnature bl ocks al ready created.

4. Buyer 106 signs the docunent and sends it to buyer's bank 102. 5.
Buyer's bank 102 checks buyer 106's signature, the status of buyer 106's
certifi Gat Buyend06 rdupesisithh payrsnt abligatiogphtisectiy with beyertsdabki 62, 106' s

buyer' s pativer06 REH B dBala slonts’ HECLR Wlsrasiesdkdhniibes, O ¢
aut hor | ty-inl:lfudﬁ@%?@;iéi&?sfs%gigaqu;s LY Rtall3 B thdREGRPRASHA e PliRdsi ve Service

Acknow edgenent "to buyer 106. t hese checks are successful, buyer's bank
1 02 will weledakingasobligatiorSiersellercl 0820 Ipay thab cageaniinbe iemekaddwitlythen i ndi cati on

of I ch reference. shoul e _us or custoner service i.sspges. For paynent
obl | Sat | orfEreppLrt SguIoR. Fostihed Rvmeiao et fip f kSR igiaibud

i ndi cat es jRuEOblEMoR BRmeRCis kétak ek vahad BANIK. gat i on. Where an institution
can synchronously process the obligation request, the Obligati onConmay be

i ncl uded viNetp that the begensplegpayeequinea aamberafisignayres te autherizeppamentbe provi ded

Toquest et sihaffSapas sifelfhe Vi) B AL O b ool pE RlgiBopal i . °

Not e t hat Hupégi%-.aﬁir@lmbbmmadyéra&ed, pl ace synchronously. If the validation
fails, buyer's bank 102 will send a _negative _Payl nst Ack. Where account

“yrel 8 eddddBuyer W0Gsignstht derament andreRdoit RBIEr'sbagk M2y | nst Ack may be
returneg '%{‘ﬁg&%‘;@ﬂﬂ%&%ﬂ eral%Gt{EZ%lE?ﬁr | i stafolS B?%y&g gg@rgg%ﬁﬁﬁ&te Qhd

execution o ment, buyer's 102 nay sen 10 buyer 106
and advi sheapthdrity apdsighets assigned takeyer PDE's eertificate.gBbd pagmicay dlslighatiomy be
produced where th clearing and sett!| epent temfails to process the
payment t FEHSHS Wigmerg dhap, aawrépy?f%akiﬁ st enepieithatthoreguesbner al | y
cannot be .sanGelErmdsi Mthokile buyer to 114 1 9 MAR 20! WO 01/24082 PCT! ~
A' 2-1661 buyer's bank nodel.” CONDI TI ONAL PAYMENTS As i ndi cated, conditions
maylbe at {Gihhsedchecksdhil, buieréscbank 92 sendsrambgetiv Skrvice Ablbwledgenent ® f or m

Payment s E0er HRBEE Al AR ST Lok 02 et oA PRI gB0er n e
rel ati onsRicknowlkeeeiaaiircing fAhdiRBtiAN6f WHORgfereRde sAbuld BaGséd RS and
obligations. In a preferred
customer service I1ssues.
For payment obligations, buyer’s bank 102 will provide an ObligationConf Block that
20 indicates buyer 106 has undertaken that obligation. Where an institution can
‘ Y synchronously process the obligation request, the ObligationConf may be included with
h the ServiceAck. The ObligationConf should again be provided no later than at the end of
the next working 'day to the day on which the request was made.
6. Buyer’s bank 102 validates account related details. Note that this validation can take
25 place synchronously. If the validation fails, buyer’s bank 102 will send a negative
PaylnstAck. Where account related details are validated synchronously, the PayInstAck
may be returned in the same document as the Service Acknowledgement.
7. On execution of the payment, buyer’s bank 102 may send a PayConf to buyer 106 and
advising that payment has taken place. A negative PayConf may be produced v(rherc the

30 clearing and settlement system fails to process the payment transaction successfully.

Certified Payment Obligations generally cannot be cancelled using the buyerto
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=

enbodi nent, the follow ng ground rules for the use of conditions vy :gh
paynment instructions apply: 1. Al conditions will initially be de i% 8@
a paynents group and published centrally. A preferred set of condition

“codes and descriptions are described above. 2. The conditipps,as-8 ggnaged

by a Trust SO e Supplier (TSS). 3. The Third Party Service Provider

w Il discharge the condition - signing a statenent wth a systemtoken
that the condition has been nmet. Once the conditions which attach to a
paynent éiepcharged, the instruction will be executed. 4. The
conditi ogrﬁgﬁ%gﬁge %*e?ered by seller 108 or entered by buyer 106. 5. The
condition has two parts: the generic statenent of the condition (as defined

by the syste i hat pertain to the particular transaction. 6.
Each corﬂéﬂﬁm%‘iw&é@r‘ém nust be assigned a Third Party Service
Provider -- a0y :alchei i dokdiibRs thy be attathed © aHQRide PAYB@IprédiRtsceBstibed on. has
been di schargedl. The " authority may be a corporate entity, a group within

t hat Sentabbye todorma thresatinditivoall paymepproducttani zat i ons pref erably i npl enent
appropriate control on the authority to sign. The TPSP should be identified
by at |east an email address. 7. Condition nmanagenent remains independent
of the tyaRSARidn®of CYRiIIAS inPCoRditidRAP Aaienkd i cat e nust be included in

. processing the response fromthe TPSP. The TPSP may have heen jssued with

a certifi cat érbynduulesimay bsapplied indhe prgsendinventionr tgovorspthe melationshig- apl e t o
f tificat f o6 d by th
PF hanci devverathe drFqtis < e iR br bl bfs G 8lgpfBAE In BpERERICC, OV 1S

“Mby tipe TRHIdMRE, the fotloaig grouidmledoriiht useof chhditiond #ith payrvaR iRlidctds

01/ 24082 PCTI USOQ 24661 shoul d not be processed by buyer bank 102 but
i ncl udedpply:t he acknow edgenent to buyer 106's system Al attachments are

forwarded pncg, %A{dg@gggg bl "bd AFiuBRBY X phyimerls BRUBTEAA plilish&l &aRdiLy] on

set") have béen paynent-condrtion rel ationship'is a
one-t o- many rAepefdrrdsit qf coftlitopegdesatd despriptiongaradesomtedrabove.condi t i ons t hat

t be met before,, t i . di td t ly t

Than o si g ShpagRiRen somanseed by autrarisd Saaie SupRisSASSE "conar i onal <

payngnt pr ?ﬁ %E%‘hgﬂlﬁaﬁwse%ermbeﬁei Rl diSABGRtheédrdRica - sigitngwstameni t i onal
e conai

product s. ti on managenent. system should be inforned if a

condi ti onal  pegresystemmstokemther the ¢onditien trsdpemmet. Paeaths eonditipns i 1 rom t he
[ nanet ol ka0 ko RS Rl Wk chgap  cancel ed
4, The conditions may be offered by seller 108 or entered by buyer 106.
S. The condition has two parts: the generic statement of the cbndition (as defined by the
20 system) and details that pertain to fhe particular transaction.
6. Each condition within a payment must be assigned a Third Party Service Provider ~
an aﬁthority who will sign to confirm that the condition has been discharged. The
ahthority may bé a corporatc entity, a group within that entity, or an individual. TSPS
organizations preferably implement appropriate control on the authority to sign. The
25 TPSP should be identified by at least an email address.
7. Condition management remains independent of the transaction.
8. Validation of TPSP certificate must be included in processing the response from the
TPSP. The TPSP may have been issued with a certificate by a third party institution.
9. The TPSP should be able to perform a certificate status check on the certificate

30 presented by the financial institution with his institution.

10. Attachments can be attached by the TPSP when discharging the condition. This
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--Preferably, the lifecycle of the conditions is determ ned as follows: 1.
The conditions that attach to a payment are agreed between buyer 108 MAR 200
seller 108 as part of the paynent negotiation. The status of each

« “condi tion ggleifigsxcondition set prior to acceptance into pdeuserdssi on
managenment system (TSS) is: Requested. 2. In the four corner nodel, the

conditions are signed by buyer 106 and resigned by seller 108. In the
buyer to buyer's bank nodel, buyer 106 provides details of the conditions
that apply t oshoaldmit bapRicesded Bebhyer bankoRlbul iluded in th ecknomdedgement toocal |y

are | odged. | rowRE1 Q8 SIS A NaHERERE AT Bpetdt Sheliyapauions wplcsBpBAs A"
Condi t i onSet UpGplenpeihlitiof sEfIpRabem ditlageat 1o seller's bank 104 (or
e uyer's b

to buyer 106 1 uyer to ank nodel) confirmng that the
condi t i ons 1gxTlsd payment-bendiondekationshiykis a gaertnimagy slatianghipSOne pagmentanay  of

th diti is: | lete. 6., The Condjt/ Vh t n.nf
the Third PariayesavyiteEoRRBIEE HarPLpe Heh Bt oK R BSAET et P RHEHS (o
t he paynent e&i{ﬁc}t'apélyta_ rél’iﬁgfamle%ﬁpﬁeﬁn updat e nessage to the Condition

Managenent System update the status of any one of the conditions
attached t a2t Tie miegfendancellatin efcontisional paymentmioduets foljovshe mlesdon

PCT/ US0Q/ 24661 TPSP i s_.assi gned,.si gnoff,. The, P i L] is used
to inform al |capseiiatign of the np '50?4@?@ 35@8?1“'0&%%%2%&&5%%@%@%@&55 (Q),}n t he
condi tion. 8. JB61dHcAhfmed ifaRoniaBsll bhyfer s @abaltd! The TPEPrwilitreceivice si gned
off, is: Di sc%arged. Once all conditions have been di,schargeg? t he

“™Condi® i onSet messagenfomtie finanpiaknstitutienjindicatingthatthe sendiionsdhaye bfghed to a

- condition on di sq@arge by a TPSP shoul d not be forwarded to seller 108
until all cor®Pt§'Shs have.been di scharged and the paynent instruction
rel eased. 10. Each condition has an expiry date. \Were a condition expires,
the ConditionSet cannot be di scharged and should be marked as: Expired. A
Pay Condi kifenycleof Granditionsdn (CongitianahFaymenthe participants in the transaction

to i nform t hegfighy WREHEGATL b0 corldu tPldiathindiles i@ a condi ti onal

paynent is cance Itirons that attach to a paynent are marked
as cpncel | ed. THehendfohs tavattagh lea payinteantrest agesied etavePn payerd06 iapd selles 4R8Nt
wthall Stat ausspa.I'tI oEfl'ltl?espa?:er}cni[ r?c:gotla o I'llh% dstatus of each condition and the condition set
prior to acceptance into the condition management system (T SS) is: Requested.
2. In the four corner model, the conditions are signed by buyer 106 and resigned by
seller 108. In the buyer to buyer’s bank model, buyer 106 provides details of thé
20 conditions that apply to seller 108. '
Seller’s bank 104 logs the conditions locally before processing the document.
4. The conditions that attach to a payment are lodged in the Condition Management
System at buyer’s bank 102. | '
5. A ConditionSetUpConf document is generated and sent to seller’s bank 104 (or to
.25 buyer 106 in the buyer to buyer’s bank model) confirming that the conditions exist in
the Condition Management System (TSS). The Status of the conditions is:
Incomplete.
6. The Condition Management System informs the Third Party Service Provider (TPSP)
that the conditions attached to the payment exist.
30 7. The TPSP may send an update message to the Condition Management System to

update the status of any one of the conditions attached to the payment of which the
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. »Rul es Governing Conditions in Conditional Paynments In addition, thpg MAR 20
follow ng rules preferably govern the processing of conditional ! !
obligations in the present invention: 1. Obligations should be accepted

“even if CO%BLQH& are attached. 2. Conditions should not peraReisikel ed
until the obligation has been registered successfully. Were an obligation

is refused, a negative ConditionSet UpConf should be sent to buyer 106 (in
t he buyer to buyer's bank nodel) or to seller's bank: 104 (in _the foqur
corner nodel YTPSP is kisigredsignsfii FhoPayGondilonglacupentdupssd to indomm akh prdies &y
until the conditions, have peen. disch ed. .4 If the conditions expire or
are cancel | edhe rapsagioniofa¢ We%ﬁtﬁﬁ‘éﬁg{#c%ﬂg??'on nust be informed to

rel ease the I LG fethddtat pagei dvealgnpdwifERt Dischidgedl ONAL
PAYMENT m&&"@é@@%ﬁ%@\h n a pref errggﬁgnbodi ment, nmuch of _the nessage

flow for the (umealitdonditibnsimyerbesn dissharged theGorditionSet has the satus Disargade

paynment order product describ above. except .1 h 1 WO

01/ 24082 PQETIA'E’S_B@_P‘Z‘H%&W& g"r&‘f""ﬁ@“’&?ﬂs‘ﬁﬁc{lﬁr{ggéyg (;lﬂfﬂs g sﬁ%‘%ﬁ? ®in message
1 of Fig. 6. Addi-idnatiidn08aaneM coh@iiBietave baeedisdiagtdtnd shéopaymienexecut i on
of the paynment order to occurrence of a condition. Conditions are

preferably sdnstimgtion ®BBsedad nust be nmet by one or nore TPSPs before paynent

is made. (One, epbodinent of these adght]o j LN Fig. 8.

The condi tl%fﬁaaﬁgaﬁ@% aBé"%‘EPb%‘F‘F'e%%" {]%lg d%&%éﬁﬁyg?(’?&gan kSIEQOZ. In

this case, thgnot e diseNarked MdEhbuly &8 nearkeainds: EgiredeA PayCamtition documentbeen
met so that buyer's bank. 102 may respond ac,cord{ﬂi? I Alﬁér ati\éﬁ@’.

‘™ buydl' s bank shodld bapgentde theparticipamsdn the fFansacHoR & 8?‘%/@?“%‘ the eAAIIOR o1 i ce

© supplier creates a gondition advice nessage (see Table 8 above) which

specifies a HRTSh that nust be net by the third party service provider
bef ore a ppyWhére @aBnditiost payther is chneelted alt evhditions thabaitachio B @BYmMBRYATS| gns

th dit dvi it .to the thigd 1. '
e oo e weona e B8y SERT oot R B3t S o
reviews the Q&P]g%lli Fé}%ﬂ;g?ﬂl’ds%@tt?oéaﬁ&ﬁ@@.t ability, verifies the nessage

syntax, the va cértificate and signature, and authority of the
signar. The third party service supplier then creates a service
tnfgsese checks. The third party

acknow edgrment nessage w.th the result f
cervi ce Tley GaEring R ghas l“n@”'é‘g?'\‘ﬂ'%lgjag&enow edgnent. and sends it to the
trusted serVijgaqdiBR) the ol 1ONR préfeaBySRYErnahOprobesging®f cdiuditioilr d party
service provider creates a condition update nmessage to informthe
obligations in the present invention:
1. Obligations should be accepted even if conditions are attached.
20 2. Conditions should not be registered until the obligation has been registered
successfully. Where an obligation is reﬁised,‘a negative ConditionSetUpConf should
be sent to buyer 106 (in the buyer to buyer’s bank model) or to seller’s bank 104 (in
the four corner model). |
3. The ownership of an obligation cannot be transferred until the conditions have been
25 discharged.
4. Ifthe conditions expire or are cancelled, the Obligation Management function must be

informed to release the limit reserved against that conditional payment.

CONDITIONAL PAYMENT ORDER MESSAGE FLOW
30 In a preferred embodiment, much of the message flow for the conditional payment

order product is the same as for the payment order product described above except that a
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. -trusted service supplier of a conpleted step in the condition fultig Iygntgg
process. The third party service provider signs the rmessage and sends it to
the trusted service supplier as shown in nmessage 3‘of Fig. 8. It should be

<" noted that rrultiogl e update nessages may be sent for each lob)29ds1 The
trusted seW@i0d@48pplier reviews the condition update message for
acceptability, verifies the message syntax, the validity of the
certificate and the signature, and the authority of the signer. The

trust ed%ipk‘f{ﬁ?s ﬁ;ﬂﬁdﬁﬁegrf%é ; ﬁlEﬁﬁtn?e%sa‘gelefﬂFi%QS. anddiotabpiooessts, hewevdmabl e 9

above) e Tes ese checks. The trusted service supplier then
si gns apg sAeedi® subjeet eecuionaf dekrymieatiopdento ocenrranee offa ¢apdiions Canditinse

supplier as shown in nmessage 4 of Fig. 8. The ' j . r.ovi der
cr oat coues FreiRTIbN ShPYB ISR FU PEELE e R dra Py BADIshsp k! el ! {2

i nf ' |4 i fif t of th diti

pr occas 0% tEESGFAEFRRIELAR ?‘r"?@%i’aﬁ‘“‘-""“f‘i‘éﬁg“%ﬂ; s message fmy be ei ther
posi §i ve or [Theabndition detailstivyrte supplied todhe, TSS by buyar gdank i O sInthis caffassage
and sends it to the trusted servjce suppl.ier own, J ICI f Fig.
8. The theE3Smpay FHome Buyes S Wif‘é’%’bﬁg&dﬁéonc}%%&?{h%ﬁasp eclf‘I ratl%rllcorressgge

for ac iLd YAV Aleativdy, RS eAORank 0 axay dehss theTS8i ty of the
certifigg?éﬁgﬁdgpé?{%%%?f}lrleéfand thia)éut ority of the signer. The trusted

servi ce suppuating fodfigc8, dlet teusted sevvice suppligsierstasedgndifion addcepessege 58 ap| ¢ 9

above) with the results of. these.che : ' pplier
__signs t fabledabo¥d @Eﬁ#‘uﬁ?ﬁf“&f@ﬁﬁﬂ?dlg%%&géﬁa-gr%?t&{t?ﬁﬁe tﬁ??‘? gtg?tﬁg servi ce
“pr oy dep, A%acs BOMRe 4 PayHRste 8gFbcexebutéd. gThétrustiaMRHViCNphliANVERBNSTBE | GATI ON
~ MESSAGE"FLOW I n a preferred enbaodi nent, nmuch of ,the ssage flow for the
condi t i oonditigragdvicermessage andsersls Ihiodlg,third;party servicg provider gy ?"%“H‘b‘“p‘ﬁ?ﬁ%ﬁ?
obl i gation.,descri bed above except that a CPCb Inst is substituted for a
POb I nst °?ﬁ’5‘r§$sage | of Fig. 7. Additional processes, however, are added
to subject exgeitdparyiseivice sopplicenevioks thg avndition adviescior acsaptabibity, yerifies

condition. Conditions are_prefera set. by the truste Vi € u ier
and nustheyaessege syptaxothe v ‘P‘Fib?fé’eftﬁ-l!c%@ aﬁéﬂ%‘a@éﬁ” \W‘i 8"%?%\‘;;%23}3389 & 'olfi'gl3
payment .i.s, made, . : of LRedbdRthowldagmeaéskagerwith theassulizrf be
t he arrg“'édspatrﬁaﬁen}d%s%p P{l)%dﬁ%r{)%%etei n connecg?xgn gwi th Fsi gg.é 8., CERTI FI ED
CONDI T yad cHixeNAERHe BB [paaiT skt BRSIEE theneigns thesesyies acknewledamen andnt . t he

message sendsil Gt TG R EOTRRET: BARIE It PRaceee ol e payent
fﬁ;it ggt iog g G‘;‘ﬁ?&% gl%iéd"fyé&} dePReAsteiitbiadtescoasiditionrupdate aessagk te infomalihe except
trusted service supplier of a completed step in the condition fulfillment process. The third
20  party service provider signs the message and sends it to the trusted se;vice supplier as shown
o in message 3 of Fig. 8. It should be noted that multiple update messages may be sent for each
condition. ‘
The trusted service supplier reviews the condition update message for acceptability,
verifies the message syntax, the validity of the certificate and the signature, and the authority
25  of the signer. The trusted .service supplier then creates a service acknowledgment (see Table
9 above) with the results of these checks. The trusted service supplier then signs and sends
the service acknowledgment to the third party service supplier as shown in message 4 of Fig.
8.
The third party service provider creates a condition declaration message (see Table 16

30  above) in order to inform the trusted service supplier of a fulfillment of the condition process.
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- -nmessage is substituted for CPOb Inst and a CePCb Acpt Conf nessagegi MAR 2004
substituted for CPCb Acpt Conf. As described in detail above, nessage
formats preferably adheré to open standards to ensure conpatibility across

# “national boun ?,[,,l_,,es due to the global nature of the paynentsyusystemn For
exanpl e, the use™of nulti-byte character sets in order to acconmodate
different |anguages is preferred. 119 MAR 20 WO 01/ 24082 PCTI USO0/ 24661
Al so preferably, paynent transactions are date and tine stanped by each of
the partTgs ,ﬁe@gégemagl be Rithdrepositiyeonhegatied. The thind pariyrservice pravidersighistbht , tine
stanps are based on _Universal, Tine Cog]? %U. T. C.%‘ f or mat taIpd q)roduced by a
third pantsyagerand sends itjterghestipsiadyservice supplies s showp BBSHETHL Fign ¥ paynent
rel at ed nmessage Gedtionfrhés8ieTot ssued from
trusted certi e@?‘?gﬁ aﬁ:tg% -|I%P£eg%rfﬂ€€0€rugfﬁ)g?l?jeeg errb_odi_rreng?? t hese
certifi GRiorabalg, dsdaerifies e giesage yyming thenadidity efthe geificateragd signaftrgeand
authentication, integrity and (ﬂgn-re udiiat'on. 1o a grr‘r%‘cerred enbodi nment
t he Sonftheleusharity pf the stenaf. The HRsfed Servish SUBPURCRER FFeplss B8N parties in the
paynents svstem | ' ' ithf tRé FERLILOSY theéseRhedksC The trixstedn
unaut hoﬁcgliodvlgﬁnlé%g@%&?S%??gﬂegf&gﬁé)lvgg‘s? 128-bit strength is preferably
enpl oy ederviteisapplieBSiguSthe sdivRe acknawlpdgniant audiseadb i &0 therthird paey gsresent
payment s system provj des cor&?é@_he ive error handling which preferably
covers thsevidesias shgwiyindnessage éﬁ% related errors including but not
limted to nmessage syntax, nessage signature verification/authentication,
nmessage data such as incorrect bank identification codes, and paynent

“Yaut hor i ZONDITIGNALDAYIPENTIQBLICATION MESSAGRELQAW not linmited to
failing to neet set conditions; ' ; errors
i ncl udi ng but™ A& ?'F%Oetné%fdf%cé’r'gﬁélﬁ?@giggﬁ%ﬁ%ﬁ?&?ﬁ%ﬁh%@@%ﬁ?ﬁ#%I ens.
In a pr%fbngt_ﬁﬂ ﬁg@g@{smgmﬁslfomyIpayrheﬂtmbﬁgaiohdasaribsdalgw exceptithidapot ent .
For exanple, when a paynment order instruction is sent and no service
acknow dZRfenst is substitited fos g Righ Instin nesiage ﬂf%&B-F i ti“?ﬂapl,’mf’?‘%espayrrent
order instructio . ' ] iBSidntbYeemence6f 1 ent of
this ners}?é?'ﬁgera%rf%ﬂ%ﬁgﬁw‘?ﬁ{%&%@hgg%he\r?gss@gﬁaobzl\gﬁéde. Also, while the system
of tise RoLAGIEGA. Coivditibrsaite prefifrablpbttbyithetrudabsertiee supplieandanussbometby ng of

cknowl GAERBRIS T poG it isuh e TR T AR ol 4 PRl

manage gty A ednt he codﬁﬁh)‘l\l}gﬁﬁ%s RAD bk Mk st bk GRS des¢AbePabdvain enthectidter
t el ephony services; or SM5, WAP anhd ot her nobile services.

with Fig. 8.

20 CERTIFIED CONDITIONAL PAYMENT OBLIGATION MESSAGE FLOW
) In a preferred embodiment, the certified conditional payment obligation product may
o employ the same message flow outlined in connection with the conditional payment
obligation above (wi'th the additional condition process included), except that a CePOb Inst
message is substituted for CPOb Inst and a CePOb Acpt Conf message is substituted for

25  CPOb Acpt Conf.

As described in detail above, message formats preferably adhere to open standards to
ensure compatibility across national boundaries due to the global nature of the payments

system. For example, the use of multi-byte character sets in order to accommodate different

30 languages is preferred.
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- -Wile the invention has been described in connection with specific
enbodi nents, it is evident that nunmerous alternatives, nodificat iul)r%,M%aﬂ
variations will be apparent to those skilled in the ‘art in light of the

< "foregoing description. 120 ? 9 s1AR 2U0, << ~~ |~ _/ /-10S-¥ddoldnbde 24661
WHAT |'S CLYMBEB%: 1. A nethod of providing payment services in a
four-corner nodel, the four- corner nodel conprising a plurality of
entities including a root entity, a first participant, a second
participant, firsy cus laly . &-ﬁﬁirﬂé@&n 6y Edch DE tHeUSt ONEr
being a custgﬁgrprégfraﬁﬁéb%gsr{t par%t?oc"?%gér)ﬁ?d?et e secona f'{(;%fstc‘):rner being a
cust oner phfied ilGolvertte payidnit sysaniln ageferradémbadimentntime stamipslert hasechon
digital certificate and an associated pri vﬁ)e ﬁ'?\é# t he qugth()d conpri si ng:
the firstniversaichime GasteIUeT-Caformal, andipradusss by 8 thibsk pazty SaisteR fimg SSEYE -yt i on,
the payment - JnstHehh QBuSRERREY Rinedlos ark Beoutdd thlough Hesy
signing the p rﬁ{é%%ﬁg{}lrbécl | o%wvb'rbtgwﬂ?l?g&g?i vat ﬁégksea;/r; tﬁe fi rc'su cust oner
transgn t §f Regtifidaes dayetfiomitnstedwetificatidroautivzitee do agrefersedormsbadimentethese ond
custoner conpleting a se|ler's, portion of the paynment Jjnstruction.. the
second ceestifientas as¢ wir Ag digptall Q‘FRH?FS%F&PHY ‘P%ﬁ"egﬁ_a%a‘ftt‘%“%ﬁ?tf%f"geg{@’, the
second cu tn%rlggl%%&cﬁ&mm tting the payment instruction to the second
particip ) e second participant conpleting a second participant
portion of t i aypyfeeed embediment,iteeconfitdérgiatityoafiadl ipformatinnrxabanged hetigenhe

t inst ti ith its privat.e. e lh d tiCi t
_ ranom (Bariep e pyiRelseyFRRR et BV Sorar i BB e 11 oo
T Ypartjgi PRl h%ﬁ%di&écgﬁ. ERGyPIOH I 1daSI28LYH StreRgta s préferdbdy eployelluging2. The
alm e

met hod of clal , rein the paynent instruction is a paynent order
I nstruct88iov3 SILS.he net hod of claim 1, wherein the paynent instruction is a

t obligation instruction. 4.  Th f s ..t h
Daymont | not ricnsied SbeRE o prpse A p ey R Bl contiBBli0s ) 1C,
MAR 2UC MR QaARAR8RiBEpIESa0 26664 the follhwingatcaninatage related Zrrowtiacledimgt he

payment instruction is a conditional P s
but not limited to message syntax, message signature verification/authentication, message

15  data such as incorrect bank identification codes, and payment authorization; message specific
errors including but not limited to failing to meet set conditions; and payment systems
infrastructure errors including but not limited to transmission problems and time-out
problems.

In a preferred embodiment, all payment initiation messages are idempotent. For

20  example, when a payment order instruction is sent and no service acknowledgment is
received within a specified time limit, the payment order instruction may be sent again,
without the intended recipient of this message acting upon this request message twice.

Also, while the system of the present invention preferably includes the automatic
processing of acknowledgements as described, participants may also choose to provide

25  acknowledgements through many channels, such as: traditional cash management systems;
web-based banking services; voice, fax and other telephony services; or SMS, WAP and other
mobile services. '

While the invention has been described in connection with specific embodiments, it is
evident that numerous alternatives, modifications, and variations will be apparent to those

30 skilled in the art in light of the foregoing description. |
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- -paynent obligation instruction. 6. The nethod of claim 1, whereinfth

]
paynment instruction is a certified paynent obligation instruction. ??ARF%%EI
nmet hod of claim 1, wherein the paynent instruction is a certified
condi tional paynent obligation instruction. 8. The net hod pefrnodbEesil
wher ei n t h®F§:F4¥2cust omer executes a contract with the first participant
defining roles and responsibilities in connection with paynent services. 9.
The nmethod of claim| wherein the second custoner executes a contract wth
the second pRyfyh§ RACLABREDISY rol es and responsibilities in connection
with paynent-—services. 10. A nethod of providing paynent services, the
met hod conprising: providing a buyer with a plurality of paynent
i nstrunents, each pa t.instrune Q' i 241 @vifédt- a payment
natruct i on: 1t he. BUPEROLBRTHEaTamsp BLREIAERACBE b, S Bayer
conpl et i Q%eaﬁn ngeqqﬁﬁpﬁsiﬁ%éﬁhrﬂﬁ?b'f extitiek idchelingmotentity, stfirsipariemipanbds age
associ aP¥E PR ¢ he payhent instrunment chosen bx hhe bﬁ'f el t e, paynent
i NSt § uckcand pamisipantea fip custymergand HEspaEdEUStIRE, the HEL FY erhieter  si gni ng

t he paynment Instrugtion.nes Wi i k&¥tonfep bf @EREHAING to a
di gi t al cessemerofdhg rsbPar{‘ﬁBargiaﬁgP?mbﬂg&é%énr\&hgéyrrer?t i nstrument bej ng

recei ved_by. %{Uﬁ; lifychit frovided withnagligitb cortificatmand anasseséatedbprivate ke
paynent Pa‘g‘;ég’%“éf : ekllle nmet hod of claim 10, wherein the sel ected paynent
i NSt r umg méthodcorppysiegit order. 122 PEAR 20011 \:U O'24(i PCT/U, i ';,7,

#3 12. The rrerf&g{)gua%;n e‘i'55,3‘31@?@9%Pﬁ%{ﬁ%ﬁ“‘dﬁ%ﬁ%ﬁ%ﬁd“ﬂmmt‘hé peytmamtent i s

a paynent olt§ f claim1l0, wherein the sel ected
gayrmnt indAStlicH®tifying @ payanaididetepnal payment order. 14. The nethod of claim
10, i

wherein the selected paynept instrunent.is .a . gggq iQnal paynent
obl i gation.- Ilszﬁwh@lsmqlié’é“@ﬁ‘g? B?yﬁ‘i‘%,mg&h%\p MNEPISE etel%:e éd paynent

Jinstrument | %%sf&g{&dér%ﬁﬁmme pRyrharidstlctiohGo thenecoreltduswmet; cl ai m 10,
ect e

wherein the paynent ‘instrunent is a

the second customer completing a seller’s portion of the payment instruction;
the second customer signing the payment instruction with its private key;
15 the second customer transmitting the payment instruction to thg: second participant;
the second participant completing a second participant portion of the payment
instruction;
the second participant signing the paymént instruction with its private key;

the second participant transmitting the payment instruction to the first participant;

20 the first participant executing the payment instruction on the payment dgte.
‘ - . -
2. The method of claim 1, wherein the payment mnstruction 1s a payment order
instruction.
25 3. The method of claim 1, wherein the payment instruction is a payment

obligation instruction.

4, The method of claim 1, wherein the payment instruction is a conditional
payment order instruction.

30
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.-certified conditional paynment obligation. 17. The nethod of clai 31 10
wherei n the paynent instrument is negotiable. 18. ‘A nethod of prodidi MaR 200
paynent services in a buyer to participant nodel, the nobdel conprising a

< plurality of entities including a participant and a custo 4B&gst oner
bei ng a cuMNQWERYs the participant, each entity being pr ggflf'{{gg&\% tﬁsa

digital certificate and an associated private key, the nethod conpri sing:
the first custoner conpleting a buyer's portion of a paynent instruction,
the payment Jnstruct] ifaW4 i PRy Hherd 3 struclidifisial donditionalt oner
signing the ;aymr#%ﬁ%%%%?ﬁéﬁﬁwugﬁéf@xpn v%r?e key; the first custoner
transm tiyh@nt dblighorimstudtiont ruct i on to the participant the participant
conpleting a participant portion of the paynent instruction; the
participant signing the paynment instruction with its private key; the

part i cipant execubygdbis HRUTRY, whefthd 146 phpertindietianismuetifial ymat A
nmet hod of providing paynent services in a direct debit nodel, the direct-

debi ts mMgigileatisnisthrtion. a plurality of entities including a participant, a
first custonmer, and a 123 1 9 1AAR 20911 WO 01/24082 PCT/ USOQQ 24661 second
custoner, the second custoner being -a custoner of the participant, each .

entity being ., prOm.%m%&&&aiﬁigmﬁ}emmeﬁahﬁaﬁtiﬁstﬁmommmdat ed private
key, the nethdd conprising: the first customer conpleting a buyer's portion
of a paygsaditiohslpaymeitiobligatidndngiasptieomt i nstructi on specifying a payment
date; the first custoner signing the paynment instruction with its private
key; the first custonmer transmtting the paynent instruction to the second

Ncustgyer;  the secOpInGhst SBMimCOWRbein thgfint Getdrer exequed 4 amtraft witle theay nent
- instruction; the second custoner signing the paynent instructi.on with its

privat e firsypartidipant defining ralesandwespepebibifie injcagngchian yARRAKMCPEETYIE S i on to

the participant; the participant conpleting a participant portion of the
payment instruction; the participant signing the paynment instruction with
its private kgy; TR rachéd 6f qhiinil ekeein thespcomd cysgmenrexetes # eaitagivish t he

ayment date. 124 L L. )
bay the second participant defining roles and responsibilities in connection with payment services.

15
10. A method of providing payment services, the method comprising:
providing a buyer with a plurality of payment instruments, each payment instrument

having associated therewith a payment instruction;

the buyer choosing one of the'paymeht instruments;

20 " the buyer completing at least a first portion of the payment instruction message

& ; associated with the payment instrument chosen by the buyer, the payment instruction
| message specifying a payment date;
the first custozﬁer signing the payment instruction message with a private key
~ corresponding to a digital certificate of the buyer;

25 the signed payment instrument being received by a bank;

the bank executing the payment instruction on the payment date.

11.  The method of claim 10, wherein the selected payment instrument isa

payment order.

30
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12.  The method of claim 10, wherein the selected payment instrument is a

payment obligation.

13.  The method of claim 10, wherein the selected payment instrument is a

conditional payment order.

14.  The method of claim 10, wherein the selected payment instrument is a

conditional payment obligation.

15. The method of claim 10, whcreip the selected payment instrument is a

certified payment obligation.

16.  The method of claim 10, wherein the selected payment instrument is a

certified conditional payment 6b1igation.
17.  The method of claim 10, wherein the payment instrument is negotiable. .

18. A method of providing payment services in a buyer to participant model, the

model comprising a plurality of entities including a participant and a customer, the customer

being a customer of the participant, each entity being provided with a digital certificate and
an associated private key, the method comprising:

the first customer completing a buyer’s portion of a payment instruction, the payment
instruction specifyiﬂg é.payment date;

the first customer signing the payment instruction with its private key;

the first customer transmitting the payment instruction to the participant

the participant completing a participant portion of the payment instruction;

the participant signing the payment instruction with its private key;

the participant executing the payment instruction on the payment date.

19. A method of providing payment services in a direct debit model, the direct-

debit model comprising a plurality of entities including a participant, a first customer, and a

123



) 10 MAR 2004

ol WO 01/24082 : PCT/US00/24661

second customer, the second customer being a customer of the participant, each entity being

provided with a digital certificate and an associated private key, the method comprising:
the first customer completing a buyer’s portion of a payment instruction, the payment

instruction specifying a payment date;

5 the first cﬁstomer signing the payment instruction with its private key;
the first customer transmitting the payment instruction to the second customer;
the second customer completing a seller’s portion of the payment instruction;
the second customer signing the payment instruction with its private key;
the second customer transmitting the payment instruction to the participant;
:\ﬂ\ 10 the participant completing a participant portion of the payment instruction;
| the participant signing the payment instruction with its private key;

the participant executing the payment instruction on the payment date.

15
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