WO 03/ 088547 PCT/ US03/ 10727 MONI TORI NG A LOCAL AREA NETWORK CROSS
REFERENCE TO RELATED APPLI CATION [0001] This application clains the
benefit oWoan/osssntier filed provisional application U S PRr@asoyi@aal
Application Serial No. 60/371,084, entitled MONI TORING A LOCAL AREA
NETWORK, filed on April 8, 2002, the entire content of which is

i ncorporated herein by reference. BACKGROUND 1. Field of the Invention
[ 0002] The present invention generally relates to wireless |ocal area
networks. Modre particularly, the present invention relates to nonitoring a
wirel ess local area neM@NKTORINGeAdrOOALoARITA NELWERKed Art [ 0003]
Conmputers have traditionally conmmunicated with each other through wred
| ocal area networks ("LANs"). However, with the increased demand for

nobi | e conput ers such GRO$SSKREPERENGEE YORELATED APPBESABIONt s, and the
like, wreless |ocal area networks ("W.ANs") have devel oped as a way for

conputers t d0@Udniin anmlieatioint aimsche bariedt of v el filediproisadnabns over a
wirel ess nmedi_um. | he |ike.
[0004] In or &8]?11‘% glonr orrbﬁgl]&o?@?‘g lﬁy B&Pg I%ﬁ% W%RI?O& @lgg%h ot her and
with wred M@MTDR@NGEEECKQ&L JARBAW@KIQﬁIdBMﬁNpﬁB@ H¥)2athe entire
international standard for W.LANs. Cenerally, the | EEE 802.11 standard was
designed to CSF@@*e‘PﬁW]G%FSsanrPWa’Eqﬁ‘éleﬁeé%YF tiéPf%ce as an | EEE 802 wired
LAN, while allowing data to be trangRe R@ﬁn\%er a wreless medium [0005]
In accordance with the | EEE 802. 11 st andar a station is authenticated
and associ at dd wi tHicldf dedasentjpai nt i n the WLAN bef ore obt ai ni ng service

from the ac S During.this a nti catJ nd.assoc | on process,
the station ﬁﬁ%@www@a&ﬂ%@n&ea@r@ﬂ e oo Tt SRR G, B 05

and State 3) . ﬁﬁl@aﬂ]y thelgrEset Al biRIbnl relakt A HIdRNGHSEAS Wre@é@ﬂldéﬁ‘l%’i&@c' at ed.
In state 2, the tation’is authenticated but unassociated. In State 3, the

station is auteheawki cated and 1 WD 03/088547 PCT/ US03/ 10727

2. Description of the Related Art

[0003] Computers have traditionally communicated with each other through
wired local area networks (“LANSs”). However, with the increased demand for
mobile computers such as laptops, personal digital assistants, and the like,
wireless local area networks (““WLANSs”) have developed as a way for computers
to communicate with each other through transmissions over a wireless medium
using radio signals, infrared signals, and the like.

[0004] In order to promote interoperability of WLANSs with each othfer and with
wired LANSs, the IEEE 802.11 standard was developed as an international
standard for WLANs. Generally, the IEEE 802.11 standard was designed to
present users with the same interface as an IEEE 802 wired LAN, while allowing
data to be transported over a wireless medium.

[0005] In accordance with the IEEE 802.11 standard, a station is authenticated
and associated with an access point in the WLAN before obtaining service from
the access point. During this authentication and association process, the station
proceeds through 3 stages or states (i.e., State 1, State 2, and State 3). In State 1,
the station is unauthenticated and unassociated. In state 2, the station is

authenticated but unassociated. In State 3, the station is authenticated and
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associated. If a station has a connectivity problem such as difficulty
obtaining service froman access point, diagnosing the cause of the
connect i WOy3/p88slst em can be difficult. SUMVARY [0006] | mCorsogxegapl ary
enbodi nent, a wireless |ocal area network (W.AN) is nonitored by receiving
transm ssi ons exchanged between one or nore stations and an access point
(AP) in the WLAN using a detector |located in the W.AN. A database is
conpi |l ed based on the received transm ssions. The received transm ssions
are analyzed to determne the state of a station. The conpiled database
and the det er#eragiedt Hiastasionthas agopractitnpwblesp guetbasydi yebtagHngCct i vity

pr osent | nvert T oK B oREE PO e aes P By ea S TR PE b no

det ai | ed desceangiteidifficuitken in conjunction with the acconpanyi ng draw ng
figures, in which |ike parts nmay be referred to by |ike nunerals: [0008]
Fig. 1 shows an exenplary Open Systens Interconnection (CSlI) seven | ayer
nodel ; [0009] Fig. 2 shows an exenpl g[(__m tepded service set in a wirel ess
| ocal area network ("W.AN'); [0010] FiIg. Is an exenplary flow di agram
il lustrating Maféloinsorsteatmplaof ermbadiment a wirelass WeAlNired 08 %bLIk EVEAN) ishows an

exenpl ary enbodi nent ., of an.access .point and a station exchanging
transm ssi onslfﬂo{“@lﬁé]’y FCGLVIRS @mgéqr@ﬁéa@%# gﬁwe@k%‘%‘?répveégﬁléﬁ%lse; :
[0013] Fig. GushowcaRpbhie{APKEThE WwAﬁrﬁgﬂ%J@@&t&ﬁo&@e@mﬁém%w and a
station exchangi ng transm ssions; and [001 Fig. 7 shows still another
exenpl ary enbdadibenis compand hessd on theiestivethtarsmisdiaitsi dieesesiradgi ng

transm ssions,. 2 WD. 03/ 088547 L USO3/ 1072 TAI LED DESCRI PTL ON [ 0015]
Inorder to prESTHEISR i st SLATRE PES T Ry RO e RRe
database and the determined state of the station are used to diagnose connectivity

problems of the station.

DESCRIPTION OF THE DRAWING FIGURES

[0007] The present invention can be best understood by reference to the following
detailed description taken in conjunction with the accompanying drawing figures,
in which like parts may be referred to by like numerals:
[0008] Fig. 1 shows an exemplary Open Systems Interconnection (OSI) seven
layer model;
[0009] Fig. 2 shows an exemplary extended service set in a wireless local area
network (“WLAN");

1 [0010] Fig. 3 is an exemplary flow diagram illustrating various states of stations
in a WLAN;
[0011] Fig. 4 shows an exemplary embodiment of an access point and a station
exchanging transmissions;
[0012] Fig. 5 shows elements of an exemplary database;
[0013] Fig. 6 shows another exemplary embodiment of an access point and a
station exchanging transmissions; and
[0014] Fig. 7 shows still another exemplary embodiment of an access point and a

station exchanging transmissions.



invention, the follow ng description sets forth numerous specific details,
such as specific configurations, paraneters, exanples, and the like. It
shoul d beworogossymi zed, however, that such description is meu/usay/ertded as a
limtation on the scope of the present invention, but is intended to
provide a better description of the exenplary enbodi nents. [0016] Wth
reference to Fig. 1, an exenplary Open Systens Interconnection (OSlI) seven
| ayer nmodel is shown, which represents an abstract nodel of a networking
systemdivided into | ayers according to their respective functionalities.
In particular, the seven | ayer PETAdLEDeDESQRIRIIOAN | ayer corresponding to

| ayer 1, a data_link |ayer cqrresponding.to |ayer,. 2, network |
cor r espondi né‘)(ﬁél bh?FélF”}é_,Pr%"l ?éﬁ%‘gﬁ? orp qndggﬁngg}goqﬁpwefegtq aye?yz,r a
session | ayeﬁnﬁgﬁérﬁ%t@faﬁb%gt&séﬁpt% seis fBrth hemerjudkpavinid dutails, shraespondi ng

to layer 6, and an application l'ayer correspondi r]g to layer 7. Each | ayer
in the OSI nepkeific niiguiatives, petasietiirs,exainplegi and thébike. ol ehovldrhedi at el y above

or belowit. [0017], As depigcted in Fig.. 1. di,fferent c LS
conmuni cat e CPE%‘F%dy WFH& éﬁﬁwck}{aﬁ%ﬁrﬁl’gﬂ’?}s It RIS aﬁsa’ﬁ{c}g%tfogyogﬁﬁg However ,
di fferent C0W%T%ecﬁgsenﬁfnfv@ﬁﬁdn\{ﬁﬁbﬁs@Iﬁeﬁﬂbﬂitﬁéfrcﬁfi@éaEé‘t%r dedtEpli@yef using

comon protocol's. For exanple, one conmputer can communi cate w th another
conput er at theeexemplry embpdmanisyer by propagating a frame fromthe

application | nrough e | ay j i aches the
physi cal Iayé@ﬁjﬂ@ﬂ? Fei n%egﬁ%tléigln SQ&{‘@\Q{R}S%%%«EY& k%l%;@ﬁ%égﬁg%ﬂ{oglal | ayer of
anot her conpyoOsI) savih Iy agR] edhbihpwhithegnbsentsanedbsiadim weodehef physi cal

| ayer until the frame reaches the application | gyer of that conputer.
[0018] The | mefworipg systerardiyided wte Byormareardiag to Bieyi respeeivaiet wor ks (" WLANS")
operates at i dlifich! Hpdd¥he, tilctth ROLL SRRARARpRIAUGE: 2 OF the OS)
seven | ayer “nodel, as egcrl ed above. Because | E 802. 11 operates at

| ayer 2 of t kerr&¥pbndingvetytnl,erdarbiat laytragoeresp@dargtodiyey @, znetwoper at e

according to the sane protocols _used w | EEE 802 .wired LANSs,.
Furt her nor e, I%ﬁlé‘i’%es?o‘gf{’nﬁg olsver %&ﬁraﬁlépor{jﬁé{%ogemonfl% tﬂi?%?‘ka actual |y

transporting (dai 1&erlcBMEEpdndin@R6 1381 V% prischéatBR 19738 edrfeBorddikS3laf&t 727
Accordi ngly, S?%yergstle?fcand pg%ovg caérgl(%op’er%t e identically San tlﬁ% | EEE 802
wired 6, and an application layer corresponding to layer 7. Each layer in the OSI model

only interacts directly with the layer immediately above or below it.

[0017] As depicted in Fig. 1, different computers can communicate directly with
each other only at the physical layer. However, different computers can
effectively communicate at the same layer using common protocols. For

example, one computer can communicate with another computer at the

application layer by propagating a frame from the application layer through each
layer below it until the frame reaches the physical layer. The frame can then be
transmitted to the physical layer of another computer and propagated through each
layer above the physical layer until the frame reaches the application layer of that
computer.

[0018] The IEEE 802.11 standard for wireless local area networks (“WLANSs”)
operates at the data link layer, which corresponds to layer 2 of the OSI seven layer
model, as described above. Because IEEE 802.11 operates at layer 2 of the OSI
seven layer model, layers 3 and above can operate according to the same protocols
used with IEEE 802 wired LANs. Furthermore, layers 3 and above can be

unaware of the network actually transporting data at layers 2 and below.
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LAN and the | EEE 802.11 WAN. Furthernore, users can be presented with the
same interface, regardless of whether a wired LAN or WAN is used. [0019]
Wth ref ewonsosstsa7 Fi g. 2, an exanple of an extended servi ®ETAS3/10MT ch
forms a WLAN according to the | EEE 802. 11 standard, is depicted having
three basic service sets ("BSS"). Each BSS can include an access point
("AP") and one or nore stations. A station is a conponent that can be used
to connect to the WAN, which can be nobile, portable, stationary, and the
li ke, and can be referred to as the network adapter or network interface
card. For i natandieglyalaysisdt andrebosecdreomrdtajteoticatlynp thelEERSPeviethal digit al

assistant, and the |ike. In additjo station can,support.station

servi ces suchABnddbnliHtE é%-ilb%&e%@f‘ﬁ%ﬁ?@ﬁsp@ﬁﬁnbﬂ’%@wd3’é iVery of
data, and ths‘i‘alﬂe{ ih%ﬁfaEQQ@%ﬂ%@&&ﬁﬁ@ﬁéﬂa%@&fl,&m Laatgudedectly with an AP
through an airr link, ’su as by sending a radio or infrared signal between

WLAN t r ansni [0029sWitidrefaremeity Eis 2, Eactaniie oban edppied sewicgseloWhidr vi ces, as

descri bed ab , diti di,stri buti ; j
s assoc at i g a L aNEHeatfitnto BARTY sTRF Shhe iR G M M AR IR S Rer
Accordingly, R@sﬁb g%PviE@gbtggmssﬂ).CEm NS barORElugE alBE@sShcht (AP Wridine it s

BSS, and with other APs through a medium typically called a distribution
system whi cbr morertatione. Bestdtisorie agpmppreenithakican tnpsed de seriepUeiteh system can

i ncl ude both w rel ess. and, wi r connect | on [ VY f.erence to
Figs. 2 and ﬁ‘%ﬁd‘é’ 1cpﬁ8ngamo§ﬂp,q %BD%&%TY&&%%%%IH?& E@%{éﬁl%{ ation must
be aut henti calfaskda -aMck @WK alaptdr vt hdtwark bRrfaoe osrde Fot mstahe;ame a part  of

a BSS and receive service froman AP. Accordingly, with reference to Fig.
3, da stati o_nS'tb@@ﬂWélbem Bptopeompuises Rersqnial digial aspistant, %%H{eﬁ%‘ﬁt' at ed tog
and unassoci it . | nly use a limted
nunber of frgﬁg?yﬁg%%t%gu@ﬁsﬁb{%%&tS%f)vééség? Hgﬁt Q%%‘%%gﬁ?%ﬁ he station to

| ocate ?nfjl deﬁlﬂﬁéﬂh titgiing ptivacyndARerypoitiatd) end iedikef 0022] |f a station
successfully authenticates to an AP, then the statiaon c be. .el evated to
State 2, whel20nEagh HAPOhoTCoREHEMT CATSl Vi i PUReSeBeR A th 1 he
AP. In Stateggy a{s*ﬂ)‘;/ s%ﬁcﬁhggq?&ig%rﬁﬁ?ar&i di A1 bl eRH WEANOhardshdRs hndes, such
as frame types that can allowthe station to associate with an AP, and the
li ke. 4 WO 03¢@B8H4 EaRLHRISA3upPdi? Ftation services, as described above, and can

additionally support distribution services, such as association, disassociation,

distribution, integration, and the like. Accordingly, an AP can communicate with
one or more stations within its BSS, and with other APs through a medium,
typically called a distribution system, which forms the backbone of the WLAN.
This distribution system can include both wireless and wired connections.

[0021] With reference to Figs. 2 and 3, under the current IEEE 802.11 standard,
each station must be authenticated to and associated with an AP in order to
become a part of a BSS and receive service from an AP. Accordingly, with
reference to Fig. 3, a station begins in State 1, where the station is unauthenticated
to and unassociated with an AP. In State 1, the station can only use a limited
number of frame types, such as frame types that can allow the station to locate and
authenticate to an AP, and the like.

[0022] If a station successfully authenticates to an AP, then the station can be
elevated to State 2, where the station is authenticated to and uhassociated with the
AP. In State 2, the station can use a limited number of frame types, such as frame

types that can allow the station to associate with an AP, and the like.

4



[0023] If a station then successfully associates or reassociates with an
AP, then the station can be elevated to State 3, where the station is

aut hent i cabedosss4and associated with the AP. In State 3, PCRASY/AITRDN can
use any frame types to comunicate with the AP and other stations in the
W.AN. If the station receives a disassociation notification, then the
station can be transitioned to State 2. Furthernore, if the station then
recei ves a deauthentication notification, then the station can be
transitioned to State 1. Under the | EEE 802. 11 standard, a station can be
aut hent i cat efD028] Hid dtaticentherrReceisfilytaasmeiaiey or redpaecigtanwahlay Adb thessoci at ed

with one AP gt any tine. [002 / ref erence .again to Fi 2, _once a
station is a&%@ﬁ‘??@&gga e{egatﬁ_ﬁ)o g_%ieg%&%ﬁee@eﬁapﬂgéﬁna%ﬁm%tgd 849 on can
communi cat € Wsha@AWiftFthe A UIn®iate B, 1H88tatiWhObh udd by Etybaito @ station can
send a message having a source address, a basic sérvice set identification

addr ess ( BSsmbBiippicatedvith thesAR st otber statitms s5thetWWLAN If shessiatioatreeeiyg®. The AP

can then distribute t.he nessage to the statio e f he
destination lef?%sgglailﬂn Pﬂtéé?@gg’é[ég} %hfﬁfa 104 &8¢ P‘EE 'Sétﬁonéeggcr’ ggaée %’an specify a
station in tperBaRrESShe fatioh RAGEIEFes BABatithadtidatioh hovkfwtibe, théietheP t hr ough
the distribution system [0025] Although Fligqg,[' epi cts an_ extended

2 d
service set HKatipmepn by eansitomed tadiele lof Undgsithen EERCS Q! stpndsed, @statiogns, an
ext ended seryj.c i i i.acl ude an
n)tjnber of Sst \éél} %en%%?g%gtg? Q%#%??ng% rsgﬁlg@ S&It—sll}éj _%ﬁg:éanaé’}@%tﬁé;%{éggafggn ge use)d/

to nonitor avithANe AIMwayspesi fically, the detector can be configured to
recei ve transmssions on the WAN, then conpile a qlat abase based on the
recei ved tr alRAE Yignieterpaceggen t9dis. de 689 eI sWhepticatedip 3pdat i on
conpi | ed in %&%Cﬁ%ﬁ%ﬁ?ﬁl R@[‘thte@g:?ioﬁ%aﬁléﬁﬂmhﬁica@mﬁ Aot §talbAdh fgr the
occurrence of various events and/or to diagnose problens. [0027] Wth
ref erence t o WALAN. 9n pariicohe, caatidnpanatidmmetdage Hantinpaseurcongdressdaby t he

det ector includes node ele tsS, Sessiof ents, and chan . el epent s.
Note i hat | P BRGserior seancatponafhes (RS TP T ot B PR A s 1S
conpi | ed by G0QciaRAILE! Phe AP ARIhdnARStriBME tROMedsAbLARE sthRoflgiRbiFedlBe act ual

structure of the database. 5 WD 03/088547 PCT/ US03/ 10727 )
the destination address in the message. This destination address can specify a

station in the same BSS, or in another BSS that is linked to the AP through the

distribution system.

[0025] Although Fig. 2 depicts an extended service set having three BSSs, each of
which include three stations, an extended service set can include any number of
BSSs, which can include any number of stations.

[0026] With reference to Fig. 4, a detector can be used to monitor a WLAN.
More specifically, the detector can be configured to receive transmissions on the
WLAN, then compile a database based on the received transmissions. As will be
described below, the information compiled in the database can then be used to
monitor the WLAN for the occurrence of various events and/or to diagnose
problems.

[0027] With reference to Fig. 5, in one configuration, the database compiled by
the detector includes node elements, session elements, and channel elements.
Note that Fig. 5 is intended to depict the structure of the database compiled by the

detector in abstract and not intended to depict the actual structure of the database.



[0028] A node elenment is associated with a node in the WLAN, such as an AP
or a station. In one configuration, node elenents are i ndexed by MAC

addr esseswoO 0afo8ssh7 can be obtai ned fromthe source and destcratSodm7addr ess
fields of frames. Each node elenent in the database includes one set of
statistics that tracks the nunber of transm ssions into that node and
anot her set of statistic that tracks the nunber of transm ssions out of
that node. The set of statistics categorizes transm ssions according to
frame types (beacon, probes, etc.), address type (unicast, multicast,
broadcast, ef0028] Armcleickenanadh asatdted ithesofls igtha WEANs mgthgs ancABer  CRC

error, transm ssion_speed, .et.).. Each hode el enent ca | so,j ncl ude one or
more of the f&PRPERHki HYHS C@nggrazle?’é’é’ﬁﬁfa em?ntstai“?rgl%\?ﬁéﬁbxmiﬁ CS8ES;

di scovered) wniGAHBESBRikMAForR Y Sofethd IBRIAALE hddreBartbHpiesal (t he
beacon interval if the node is an AP) -Capability (bit map of ESS/IBSS,

CF- pol |, wi r Edclenpde\cddraett ipthevdatapagaigeidespmesatdfstatishesithal tragls fhiet y, etc.)

- Aut hAl gos (Opep system or. share k ut hentjicatio .-1shi.Ess

(1 nfrastruct ﬁﬁ‘@g?{dﬁiﬁaﬂ%ﬁlﬁpf’ %%9“%@% %‘H@BP@SS seto g%fﬁ%%‘rcts[gﬂaatc%[@gnbl e
(Short  pr eangbsIant@dkions betAT thithioge. NOBEset 5 aBHMRY catbgdiizesige (this node
is a bridge) ApAnnouncedSSID (If it is an AP, did it announce SSID) -SSID

(SSI D of t hetraesgeissigus aseoding todian)e typgshraEcop) prohes etci)saddiesatyrs t s announced

AP nane) - DgPar aptet... nnel. assi . .2.5, or
" nope) 1 BRKRosast Bl g PRk P BB O el Bpis D P
associ at ed WORT ar&eashdiisasi ek, sdgdEhst neierelansnt cinelsmadisle oatioh as when
a station is authenticated and associated with an AP. 6 WO 03/088547

PCT/ US03/ 107 pre phibg follaséing dieldsenent in the dat abase includes one set of
statistics that tracks the

-createtime (time when the node is discovered)

-MACaddress (MAC address of the node)

-BeaconInterval (the beacon interval if the node is an AP)

-Capability (bit map of ESS/IBSS, CF-poll, wired equivalent privacy
(WEP), preamble, channel agility, etc.)

-AuthAlgos (O—pen system or share key authentication)

-IslnEssMODE (Infrastructure mode)

-HasPrivacy (WEP enabled)

-SupportShortPreamble (Short preamble supported)

-IsAP (this node is an AP)

-IsBridge (this node is a bridge)

-ApAmnouncedSSID (If it is an AP, did it announce SSID)

-SSID (SSID of the node (AP or Station))

-APNAME (If node is an AP, its announced AP name)

-DSParamSet (Channel assignment)

-SupportedRates (1, 2, 5.5, or 11 mbps)

-IPAddress (IP address of the node)

[0029] A session element is associated with a session established between any

two nodes, such as when a station is authenticated and associated with an AP.
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nunber of transmi ssions in one direction between two nodes and anot her set
of statistics that tracks the nunber of transm ssions in another direction
bet ween two o03t8s$es. For exanple, if the session is betweeRCa/tsbati7eon and an
AP, one set of statistics tracks the nunber of transm ssions fromthe
station to the AP and another set of statistics tracks the nunber of
transm ssions fromthe AP to the station. [0030] A channel elenent is
associated with a channel in the W.AN. In the current inplenentation of
the | EEE 802. 11 standard, a total of 11 channels are wused in the US, 13
channel s ar e HasksessionElenoge in thedatbbasehincinddsonarset efsstadistics thatawhs théach

channel el enent e dat abase includes,a set of statistic t tracks
t he number Oplup}bgﬁgéﬁ%nbs%ﬁgomp PR H‘E?ﬂ&ﬂh@‘iweef‘%%f]’&%ﬁﬁﬁo ﬁ{.%e HESCI’I bed

the basic CO@{dugﬁkfs%whcﬁ tHehRinflRt BPRARNAEQIGHs i dhdtier diRtGLSIELAFER] twd e
foll ow ng describes the different types of transm ssions that can be

recei ved by tdesidiorckanpenid thdmsmylpe:sbebﬁeana‘sﬁatmandmntm%toncaﬁ dfe obt ai ned

from the trapnsm.ssions; T Transm s o} tion
Beacon Frane %éﬁ%ﬁﬁrchfg}e\fé’% ég?)rfsml?syom% irbe%’ 38%&1’ a%@i

Suppor t ed Raty@§ther {hanaalisticAtabieBe RiAB& JfRAMSHIssiORs Roff thgmgrth@ode _
Supported Rate of SSID Probe Response Beacon Interval, Capability, Privacy

Preanbl e, SSISBtlosupported Rat es, Channel, AP nane Aut henti cation Frame

Aut hent i cati S ation
State Infor p?@%%ﬁ\ gi %1%51% llsc') %égée%'ﬁl&h%he@ﬁi[aﬁgeﬁﬁﬁ%\ﬁﬁpﬂ@ t!(}:lgt I on Frane
| ndi cation t Ratrettifphesaitation@3hoBHE 80T Nitarded, a 1685 0L 1 BthanelRaguest &
Sender's Capabilit Supported Rates, . ReAssociation SSID

used in the US, 13 channels are used in Europe, and 14 channels are used in

Japan. Each channel element in the database includes a set of statistics that tracks

the number of transmissions in that channel.

[0031] Having thus described the basic configuration of the database compiled by

the detector, the following describes the different types of transmissions that can

be received by the detector and the types of information that can be obtained from

the transmissions:

Types of Transmissions Obtained Information

Beacon Frame Beacon Interval, Capability, Privacy
Preamble, SSID, Supported Rates,
Channel, AP name

Probe Request SSID of sender node, Supported Rate
of SSID

Probe Response Beacon Interval, Capability, Privacy

Preamble, SSID, Supported Rates,
Channel, AP name

Authentication Frame Authentication Algorithm (Open
System or Shared Key), Authentication
State Information (Authentication

Sequence Number)

DeAuthentication Frame | Indication that the Session has been
terminated

Association Request & | Sender’s Capability, Supported Rates,

ReAssociation SSID

Association Response Capability, Confirm that a Session has
been established

Data Frame IP address, Confirm that a Session has




Associ ati on Response Capability, Confirmthat a Session has been
established Data Frane | P address, Confirmthat a Session has 7 WD

03/ 08854 WDB@38s308/ 10727 been established, ldentity of Secdarsp/identity of
Destination, ldentity of AP used Table 1 [0032] The information obtained
fromthe received transm ssions can then be wused to conpile and/or update
t he database. For exanple, assune that the detector receives a beacon
frame froma node that has not been added to the database. As such, a new
node element is created in the database, assune that this node jis |abel ed
Nodel . As descri bed above, MAC addr ebssmsestabiishied, hlehtifynefBenflerom tthe source
and destination address fields of ff gttty Jtiddstingia, [dentiey dfaRon frame is
transmtted by an| AP. As such, Nodel| ygan be identified as an APjand by its
MAC address. Addi tiomatty, as descr bggbl%bpve, a beacon frane can include

i nformati on such as Beacon Interval, pability, Privacy Preanble, SSID,
Supported Ra{@32] Chanfeirmatmncbbiinetafiem tisreseivtd tradvenisgi@rsayan itteneef i el ds  of
Nodel is updated with _this informati.on, Addjtionally, the_s of statistics
to track outlfféldﬂ&"?lpéﬁéﬂqsf ek & aiRpre| (EJPEG’E?M%{?’%?“%@{%F of
statistics f@éteétﬂﬁrec@i’%@sf DBEdcBh Eraflraeh nBli6 Rhad ot Bb&Padded? @€- [ 0033] Now
assune that a probe request is recelived froma node that has not been

added to thedaababade.suds anestnode eheneoh soweabdinsthe datgbaseeassene thet thhe

dat abase, assune.that, this node is |.abele de2. Additionall a probe
request is PP‘EWM‘%%@J%@P% (ﬁ‘f?% .daﬁgv%ﬁ}ég,% %ﬁﬁ%ﬁesccﬁﬂ ngélaﬂ%ﬁ_ti fied as a
station.  Addiohi @Rabhke aRS dEEREHIPARIAE BéRis of fidhRbe Adaiieaslly, addaddhc| ude
information such as SSID of the sender node and the Supported Rate of the

sender node. fiamedstransnpitied by pn AdhrAstushs Nedelscapengrnbified @s gpARta@d Wi th thi s

i nformation. .Addjitianal |l y, (t. hSLLC , d
transm ssi onétsmbl\a@g%efs‘i édéjlgg%%lg}d as %?@%@%Arb,%%’aa:%é&%)%g %é:?ﬁl H%gﬂgr obe
request is segfbrrh@ioNamieh as BBicoh Iaterval|Capabidity] Priency Predmbier 88i,he probe

request, the set of statistics to track inbound transm',ssitorﬁ for
Supported Rates, Channel, and AP name. As such, the appropriate fields of

Nodel is updated with this information. Additionally, the set of statistics to track
outbound transmissions for Nodel is updated. The set of statistics for the
appropriate channel element is also updated.

[0033] Now assume that a probe request is received from a node that has not been
added to the database. As such, a new node element is created in the database,
assume that this node is labeled Node2. Additionally, a probe request is
transmitted by a station. As such, Node2 can be identified as a station.
Additionally, as described above, a probe request can include information such as
SSID of the sender node and the Supported Rate of the sender node. As such, the
appropriate fields of Node2 is updated with this information. Additionally, the set
of statistics to track outbound transmissions for Node2 is updated. Moreover,
assuming that the probe request is sent to Nodel, which can also be determined
from the probe request, the set of statistics to track inbound transmissions for
Nodel is updated. The statistics field for the appropriate channel element is also
updated.

[0034] The SSID of an AP can be suppressed in the beacon frame, meaning that
the SSID cannot be obtained from the beacon frame. In such an instance, the

SSID of the AP can be obtained from the probe request of a station that sends the

8



Nodel is updated. The statistics field for the appropriate channel el enent
is also wupdated. [0034] The SSID of an AP can be suppressed in the beacon
frame, newpiodgssgshat the SSI D cannot be obtai ned from t hepPogasesiideane. | n
such an instance, the SSID of the AP can be obtained fromthe probe
request of a station that sends the 8 WO 03/088547 PCT/ US03/10727 probe
request to the AP and the AP sends a probe response to the station. The AP
woul d not have sent the probe response to the station had the probe request
not contained the proper SSID. Thus, in this manner, the SSID of an AP
that suppr epsete requeesS8Ithe AR dantlshdARcemiscaproberedprse o thedtdtiasedhodh he

probe request nt by a station to the AP. 103 w assune that a data
frane is rec@Y‘\Pi‘gn‘?trh@ﬁ? éell_r‘i(BI%Feprf’ SECPRIS® %@eﬁ%’g‘ﬁnigflj&l\%d)rg% TeARSS, H%aba_se. As
such, a new REAGiRH eERbpiSSADEARE, ih it MAnHa! BREMD ofaf Mt hat this node

is | abel ed Node3. Al_so assune in this instance that the data frane is
bei ng sent f sopprbisdeds SSIINoitd beatdrecancdertetarminsd bisetbn teprolsdequestin be

obt ai ned by exanmi ni ng.the datga frane's header information, and nore .
parti cul arIySF‘%g’]yc?e%%?oﬁgf’itg%hgnd source addresses. As such, even if the
exi stence ofjoddm] Now agkupRithRRENKRANE is rebdiveiréh e € hRendibseer ned from
the data frame. The transm ssion of the data frame between Node3 and Nodel

al so est abl i efded totthedatabaset B sheu egenrnode slement isgrenicd mdhe databashannel and
are using the_sang hent I. i l,gor ki.h et j e fields
for Node3 an&SWetPa%g&nsn r&tg lsupg%tl?@y.%d%e‘“ssggh sc'#me ;!i a?#gﬂﬁt%ggﬁ%%ﬂre%?

out bound tr arfEmeIS being sty frdva dde3 tdodslet Tirfidaitay oS Node3 4l Nodedkcah nbound
transm ssions for Node 1, and the set of statistics  of the appropriate
channel el embstobfained bypexapuning the Jatpiane A@&ﬁ@qrwam?}orw%@m%d Node3 can
be identifie ' ; e evel ifiheegat el r ane.
More parti culcbg?[ ;‘/‘E&Qﬁh%géﬁt@a? e%}td%?)?e aggﬁgéégdf%??%ﬁiagh sy%tem ien t he
header of thefdNdal hadinet befs kaonet, itsidxistericy camnbe dideshedfoindhe datadfress. of t he

data franme frgm Node3 fo del specified a istri ion s t hen Nodel
can be identi eéﬁn%lséwnﬁgowt?\gﬁfé‘gfb%‘ﬁ%yﬁ%@‘l’fi %h@dﬁﬁ%&z&t’g@é‘ﬁ on.
However, if REihnd BR AGRE 'afhaééiepiﬂiné%ﬁ {BOMEECHRARAE1958 B usiReGE bigd a

di stribution system then Nodel and Node3 are both APs, and nore

authentication algorithm. Thus, the appropriate fields for Node3 and Nodel can

be updated. The set of statistics to track outbound transmissions for Node3, the
set of statistics to track inbound transmissions for Nodel, and the set of statistics
of the appropriate channel element is also updated.

[0036] Additionally, Nodel and Node3 can be identified as stations or APs based
on the header of the data frame. More particularly, an AP is identified as a
distribution system in the header of the data frame. As such, if only the
destination address of the data frame from Node3 to Nodel speciﬁed a
distribution system, then Nodel can be identified as an AP and Node3 can be
identified as a station. Howeuver, if both the destination and source addresses
specified a distribution system, then Nodel and Node3 are both APs, and more
particularly APs operating as a bridge. Thus, in this manner, nodes operating as
bridges in the WLAN can be identified based on a data frame received at the
detector.

[0037] The receipt of the data frame also confirms that a session has been

established between Node3 and Nodel. As such, a session element is created in



particularly APs operating as a bridge. Thus, in this manner, nodes
operating as bridges in the WLAN can be identified based on a data frane
recei ved WO oslgss4det ector. [0037] The recei pt of the dat apCmarses/al7ed
confirms that a session has been established between Node3 and Nodel. As
such, a session elenent is created in 9 WD 03/088547 PCT/US03/10727 the
dat abase, assune that this session is | abel ed Sessionl. The set of
statistics to track transm ssions from Node3 to Nodel is then updated.
[0038] If the data frane is encrypted, then Nodel and Node3 can be
identified athe da!sa‘bragp, assuee thafihis absivn ip tabeked WefdidH) Ereceypf staisticsTioe

appropriate fields in . ethenu ated. [0039] In this
manner, the H&? tﬁ%l?gllﬁoqs%@)nﬁ%gé\boggg‘gﬁdﬁ@en ga(‘?ﬁannel s[vvith% n the WAN

can be conpi ¥ﬁﬁ8p¥fth@%aqu}ta%§et19%ncrw&§  thBOWBUEN andN@(‘ie?)thﬁ bahsdfic@¥anpl es
are not neant to be conprehensive descrlptlons of the process of conpiling

t he dat abaseuﬂ@tﬂh@d equiveleabinreacy X W) escrypéome Bhg appeorstats figldsty at i ve of

t he process. 0 t xenpl ary enbodi nent, the detector

conpi | es the ?J‘gds]g d%{IarF@Z: Waﬁtﬁgt ransm ssi ons over a period of time. In
one configur N039pmﬂﬂ§maﬁlﬁret%qataswkmddae se@icaRaaR dueicléwikin od of
several minutes, such as 5, 10, or nore mnutes. Note, however, that the

period of tithe WAAN sanbejeqrepitidrhy the detretor. cNele hasvevien dhat tigbogganpl e, a

conmr ehonsi v & Sukt B noP et o8 CoriRihe vl Givu B8 B R MOE8s 08 7,07 ©
det ect or canco@piing@hd danlsde.SRubES tivabove beamplbive byeantdrii itigsttakiee afai | abl e

channels in the WLAN. Alternatively, specific channels can be selected to
be scanned. HMeMPESS-described above, the number of avail able channels can

vary dependi r[‘éh4‘68 h ﬁ{% ;EQsléﬂf Ekm ﬂfﬁ?aﬁ%@;?ﬂkéﬁt thé‘ d&t@&of@ngpﬂeﬁ A Adatfasel 1

channel s are use urope a't 13 ‘channel s are used, and in Japan
a total of 1byc|:¢m:[meg Hamnﬁss:mscbvef 0pdjd dﬂﬁm@ubmnemnﬁgmreUOmﬁhescans t he
channel s to receive tr:il

on t ely rece f
transni ssi ondeteRien AOMEesEe agt!flbaﬁgé?érr?o?éo“r?%& V‘E"a%i‘l Iglinﬂﬁ‘?\é’lesiw% A >t i AN An
advant age of pasaiiN@ky BRI hRdveg thdtehdP¥eiNdi of titadanddey ddpRAdhg on the

circumstances. For example, a longer period of time, such as an hour or more,

E?

can be used for a more comprehensive assessment of the WLAN.

[0041] As described above, the detector can receive transmissions over the
WLAN by scanning the available channels in the WLAN. Alternatively, specific
channels can be selected to be scanned. As also described above, the number of
available channels can vary depending on the country. For example, in the US a
total of 11 channels are used, in Europe a total of 13 channels are used, and in
Japan a total of 14 channels are used. ,

[0042] Although the detector scans the channels to receive transmissions, it
passively receives the transmissions, meaning that it does not broadcast signals on
the WLAN. An advantage of passively monitoring the WLAN is that additional
bandwidth on the WLAN is not consumed.

[0043] The detector can be a station in the wireless local area network.
Additionally, the detector can be mobile, portable, stationary, and the like. For
instance, the detector can be a laptop computer, a personal digital assistant, and
the like. In addition, the detector can be used by a user as a diagnostic tool, by an

administrator as an administrative tool, and the like, to monitor the WLAN.
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bandw dth on the WLAN i s not consuned. [0043] The detector can be a station
in the wireless local area network. Additionally, the detector can be

nobi | e, pwotoalosss47 st ati onary, and the |ike. For instancepPCrhsosiat7ert or can
be a | aptop conputer, a personal digital assistant, and the like. In
addition, the detector can be used by a user as a diagnostic tool, by an
adm nistrator as an admnistrative tool, and the like, to nonitor the W.AN.
10 WO 03/088547 PCT/ US03/10727 [0044] For exanple, the database conpiled
by the detector can be used to nonitor the WLAN for the occurrence of

vari ous event[8044TFor ferirhplej thg databhsesohipiied by dimpletsctarfcas bemssktoumdntitor and

performance evepts, that can be detected based an he.conpi | dat abase:
[ 0045] 1I. S_eé}ﬁﬁ ‘WW e Oevwcbaquuéﬁ%@%-h@ae ’;Q?OWIT%%E%?)E am ne beacon
frame; exam rb%aﬁﬁie_@ of EGHIE Secufity Qid%@?ﬁo%ﬁal%t&%ﬂﬂs gt bin B edtébREd Bh €

encrypted Client wth WEP Exarii ne data frames to determne if data

di sabl ed frarkscanpilaittabsseed Fl awed WEP Exanmi ne 3 sequential data franes
to determ ne ryption if the encryption fits a predictable pattern Open
Syst em aut h. [Pﬁﬁ#meﬁ%w%%t hori zati on request and/or used response
Devi ce probi ng Exam ne probe request frane for SSIDwith network |ength of
zero and if probe request frame only has SSIDfield Determine if station
fails to proceed|w th aBvemintication after r&sé¢ctiondethodbe responsg.
Aut h. failures ColP withbB¥EPof aut h&xhnimt bheanod framney examinedate Gdads P
unconfi gured Exam|@gsableiD of AP and ddehafiiiNéath frabSh Brd hcryptedef aul t $SI D

Unaut hori zed AP COrmanewitd VEP! ST TR MRRNI A0 Haed It &BEn ST data

disabled frames are encrypted

Flawed WEP Examine 3 sequential data frames to determine
encryption if the encryption fits a predictable pattern
Open System auth. Determine from authorization request and/or
used response

Device probing Examine probe request frame for SSID with
network length of zero and if probe request frame only

has SSID field. Determine if station fails to
proceed with authentication after receiving

probe response.
Auth. failures Count number of authentication failures.
exceeded
AP unconfigured Examine SSID of AP and determine if SSID is
a default SSID
Unauthorized AP Compare to a list of known and authorized AP.
detected - ,
Unauthorized client Compare to a list of known and authorized
detected clients

Spoofed MAC address | Examine sequence number of packages to
and/or from a node

Table 2
[0046] II. Performance Events
Event Detection Method
AP with weak signal | Determine based on data received from WLAN
strength Card antenna. Signal can be considered weak if

below an established threshold, such as 20 % -
Relative Signal Strength Indicator (RSSI)
CRC error rate For each channel and node, compute rate from
exceeded transmitted frames. Error rate exceeded if
above an established threshold, such as 20 % -
CRC error frames to total frames ratio

11



detected Unaut horized client Conpare to a list of known and authorized
detected clients Spoofed MAC address Exam ne sequence nunber of packages to
and/ or frwmoaosssde Table 2 [0046] 11. Perfornmance EventsPETArsv3/Dgeecti on
Met hod AP with weak signal Determ ne based on data received from W.AN
strength Card antenna. Signal can be considered weak if below an

establ i shed threshold, such as 20 % - Relative Signal Strength |Indicator
(RSSI) CRC error rate For each channel and node, conpute rate from
exceeded transmtted frames. Frror rate exceeded if above an established

t hreshol d, such ag 2emegetryORE er r or| Hor gsadschaondland inofie, apmputeatiedrdnd WO

03/ 088547 PCT/ USO3/ex0etdéd Fr ane r et|rizansaitedHemesa®etighraeretecdadlifnode,
conpute rate from| exceeded transmi|tdeve i enEgish&ethidsho! Quchaseeded |
above an established threshold, suctgo@qu@tryq}angg?o%ﬁ%}r{dn{t{@nes tg total

frames ratio Low §ReRfsIetd Tt For STARREL aﬁﬂﬂo@é’%‘&‘m ﬁgqﬁ‘-‘&fﬁ r%ate from
exceeded tr g s o Ez}agfé naE L A

—

associ ati on Exani e associ ation red gimgsl}oq SUFl 8§ 6°ap]a1c‘?‘ DSyl
code #17 Fr agrrent ation rate For nnr a'mgﬁtoztqu ﬁlﬁftﬂﬁamﬁﬁmnp rate firom

exceeded transmi t t|etP A¥SaEHBEON Fr agne rﬁ@mlm]aasamétw@@ém»@@&am fetravas ar
est abl i shed t hr eshelpacitydullh as 50 |%ofle #§frent ed frames to total frangs
Fragmentation rate For each channel and node, compute rate from
exceeded transmitted frames. Fragmentation rate
exceeded if above an established threshold,
such as 50 % fragmented frames to total frames

ratio
Bandwidth usage For each channel and node, compute air time
exceeded from transmitted frames
Excessive missed AP | Count received beacon frames. Missed AP
beacons beacons excessive if over an established

threshold, such as 50 % missed beacons to
expected beacons ratio

AP not supporting Determine from beacon frames and probe

high speed response frames

Channel with Determine from number of nodes that are

overloaded APs Access Points in the same channel

Missing performance | Determine from compatibility fields in beacon

options frames and probe response frames

Both PCF and DCF Determine from compatibility fields in beacon

active frames and probe response frames

APs with mutual Determine from number of nodes that are

interference Access Points in the same channel and signals
(RF) from Access Points

Conflicting AP Determine from fields associated with nodes

configuration identified as Access Points. For example, if
multiple APs have same SSID

Channel with high Determine based on data received from WLAN

noise level Card antenna

Excessive For each channel and frame, determine number

multicast/Broadcast of multicast/broadcast frames from transmitted

frames. Number excessive if more than an
established threshold, such as 10 % of total
frames

Table 3
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rati o Bandw dt h usage For each channel and node, conpute air time exceeded
fromtransmtted franes Excessive m ssed AP Count received beacon franes.

M ssed APWOlmgssws beacons excessive if over an establ i shedT/ushs/ewhol d,
such as 50 % m ssed beacons to expected beacons ratio AP not supporting
Det erm ne from beacon franes and probe high speed response frames Channel
with Determ ne fromnunber of nodes that are overloaded APs Access Points
in the sane channel M ssing performance Determine fromconpatibility fields
in beacon options franes and probe response franes Both PCF and DCF

Det er m ne fr §90479 dpane bordfiguyatfoneiwtien ome dwfthe eventsalisted/above andetechert ther obe

response franes APs with tual Determne fro upber of , nodes that are
|t or f or ence REEIE Gl FTE B SRR HAFh O BOSPhhe: W REF o
Access Poi nt ggnnbh bGihNgatie £BE 6f ﬂhﬂﬁpf&v@d@dfdaﬁ begcRee@shdbedid by, nodes

configuration identified as ACtess Points. For exanple, if nultiple APs
have sanme SSuBerChannel wi th high Determ ne based on data received from W.AN

noi se | evel nt a cessi.ve For, each channel, a franme,. determ ne
nanber ¢ 1004 AEpEHRn B CGRRIHE p ARlauRRE oG RRE o Sile A Patie Bl 1 e
frames. Nunbefatigy es6é UesidableBich ok RRBnalyinEploBRIsihadhd fbgsh@bgbe such as 10
% of total franmes Table 3 12 WO 03/0885 PCT/ US03/ 10727 [0047] In one

confi gur at i oXpeitFaaingre obfaiingsasvient 4 dpseribad abrygeaqcordies tocthe guirqrtie
IEEE 802.11 standard, a station is authenticated and associated with an AP to
become a part of a BSS and thus obtain service. As also described above, the
steps in the authentication and association process is categorized into 3 states (i.e.,
State 1, State 2, and State 3).
[0049] For example, with reference to Fig. 6, assume that a station is having
difficulty in obtaining service from an AP. Determining if the station is able to
reach State 1, State 2, or State 3 can assist in trouble shooting the problem.
[0050] Thus, a detector can be located in the WLAN such that the detector can
receive transmissions sent from and received by the station. Note that the detector
need not necessarily be physically adjacent the station. Instead, the detector can
be sufficiently near the station such that the reception range of the detector covers
the station and the AP.
[0051] By examining the transmissions sent from and received by the station, the
detector can determine the state of the station. More particularly, different types
of transmissions can be identified as being indicative of different states. For

example, in the following table are different types of transmissions and the state

that they indicate:
Type of Transmission State
Probe Request Transmitted by Station 1
Probe Response Transmitted by AP 1
Authentication Request Transmitted by | 1
Station
Authentication Response w/ Challenge | 1
Text Transmitted by AP
Authentication Challenge Response 1
Transmitted by Station

13



detector can be configured to provide an alarm Note,

events
and/ or alweroedsdsy’ a
determ ning the state

anal yzing problens that the station may be

service. As descri bed
st andar d,

part of a BSS and thus

user.

[ 0048]
of a particul ar

above,

obtai n service.

according to the current
a station is authenticated and associated with an AP to
As al so descri bed above

however,

t hat which

trigger an alarmand the type of alarm provided can be sel ected
In addition to conpili ngca/usayabase,
station can be desirable,
experiencing in obtaining
| EEE 802. 11

such as in

becone a
the steps

in the authentication
(i.e State 1, State
to Fig. 6, assune that
froman AP. Determ nin

andhaseio@FinahRgposess | S C§
BransfiteSbata® 3) . [0049] For
a station is having difficy
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transm ssions can be i

chssecistiont Responset Transmitdd biye A
Station and received by the stsg
the station. Mre particular
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POTIST
Transmtted by

Fransmtted—by
ation Authentication Response w
THuSNWREN 4 @shsRMsoih Lt Reditfond teQfationas tRBwed Response 1

AP 1

etector examines the transmission to determine if the transmission is one of the

types of transmissions listed above. Ifit is, then the detector can determine the

state of the station that received or sent the transmission. Note that the detector

can also determine the state of the station based on the received transmissions for

the station in the compiled database.

[0053] For example, if the detector receives a probe request frame sent by the

station, then the detector can determine that the station is at State 1. If the

detector receives a probe response frame sent by the AP to the station, then the

detector can determine that the station is at State 1. If the station receives a data

frame, which is a higher layer protocol data, sent by the station or received by the

station, then the detector can determine that the station is at State 3.

[0054] The detector can also be configured to display the types of transmissions

as a checklist. For example, the following checklist can be displayed:

Beacon received by Station

Probe request sent by Station

Probe response received by Station

Auth. request sent by Station

Auth. challenge received by Station

Auth. challenge response received by Station

Auth. final response received by Station

Assoc. request sent by Station
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13 WO 03/088547 PCT/ US03/10727 Authentication Final Response 1 - on
negative Transmtted by AP response 2 - on positive response

Deaut hentwoasiogss4Tr ansm tted by AP 1 Disassoci ati on Transm®CTiesds/y2AP 1
Associ ati on Request Transmitted by 2 Station Association Response
Transmitted by 2 - on negative Station response 3 - on positive response
H gher Layer Protocol Data Transmtted 3 by Station or AP Table 4 [0052]
Thus, when a transm ssion sent to or fromthe station is received, the
detector examnes the transm ssion to determine if the transm ssion is one
of the types of transm ssAsys. lebsdmeretbieé byiStation i S, then the detector
can determne the state PhHafaRentHyadth@sh that received or bsent the

transm ssion. Note that t Ba &E@e?&e@lrby&%oﬂ’“ S0 determine the state of the
station based on the rece transnrssron for—the—station in the

conpi | ed dat abase. [0053] For exanpl e, |bf he detector receives a probe
request frang0ess)twhyn bixeof thé abhdfissibilesh thbdistiedertied, thamtdetype af ne t hat
the station is at State 1. If the detector receives a probe response frane
sent by the Apnsissioa ismatkegn For peamplpdl apaytBemztion seAvgelisepiiyhiBet hat t he
station is at ne axdat is a

hi gher | ayer SE)ar 0 té%%ﬁ%eléf (ﬁ tﬁé]g%tr%t&tbéa% Cﬁg&f&rﬁ%ﬁ é(raalr eck %%/tggﬁ it E[%Pn

st ati on, therabbhe hehBcehamer, alne vket ef the detectoatsuthas ataadmmn;tna&raft}ﬁt ate 3.

[ 0054] The det r can | so be configured to display the_types. of
transni ssi ons" LadN & ¢He P‘SE‘?OterFEﬁ‘n @Qgerﬁilﬁgy detrning thesiptn gt tsstakioRst can be

di spl ayed: B%G;%] AGHEONAS, BYwith 88 &Pained be,low, a station can use one or more

channels. As such, a separate checklist can be provided for each of the available

channels.

[0057] With reference to Fig. 7, as described above, before a station can receive
service from an AP, the station must be authenticated. In order to increase
security, an authentication protocol can be implemented in a WLAN environment,
such as the extensible authentication protocol over LANs (EAPOL) protocol in
accordance with the IEEE 802.1x standard.

[0058] In accordance with the current EAPOL protocol, a station wanting to be
authenticated, which is referred to as a supplicant, is authenticated using an
authentication server, such as a remote authentication dial in user service
(RADIUS) server. As depicted in Fig. 7, the station communicates with the AP,
and the AP, which is referred to as the authenticator, communicates with the
authentication server to authenticate the station.

[0059] During the authentication process, the station, AP, and authentication
server exchange a number of transmissions. More specifically, in one exemplary
mode of operation, the AP sends an “EAP-Request/Identity” transmission to the
station. The station then sends an “EAP-Response/Identity” transmission to the
AP. The AP then sends the received “EAP-Response/Identity” transmission to the
authentication server. In response, the authentication server sends a challenge to
the AP, such as with a token password system. The AP sends the challenge to the
station as a credential request. The station sends a response to the credential

request to the AP. The AP sends the response to the authentication server. If the
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Probe request sent by Station Probe response received by Station Auth.
request sent by Station Auth. challenge received by Station Auth. chall enge
response woaaiosssd7 by Station Auth. final response recei vedThso81eeT on
Assoc. request sent by Station 14 WO 03/088547 PCT/ US03/ 10727 Assoc.
response received by Station Data sent by Station Data received by Station
Tabl e 5 [ 0055] When one of the transm ssions on the list is detected, then
that type of transmission is nmarked. For exanple, if an authorization
request sent by the station is received, the detector can "check off' the
"Aut h. requestspasd fromi the statiais pabmer ethe huthtiticatiom pereer, sehéear fAP-0f t he

detector, such as an administrator_ of .the AN or a troubl e-shooter, can
more easily cRcEr RePesat i e G, S TCeads fi Package & fheAtdiop i y, as

Wil be expl Al DRliihoR kiAol 88y @ e Man W FRfigONCl 5. AS_such,

a separate checkli1st canbe provi or each of the available channels.
[0057] Wth rtefneméssmoa to theEAD, wiich asndddbeiransedssabhowdhe ftefiar. elt shatldbe on can

receive service fr AP, the ation nust. be authenticated. ,In order to
| norease  sedSiIEZedArA it HURET Gat FOI BF BOUCUIS G PETEDPENER 8 | n a VLAN
envi ronment, gigiah ARS atdBitBtiBMT ety R YA 'd%géﬂdﬂfg & BeofBlenfiRid LANS
(EAPQL) protocol in accordance with the | EEE 802. 1x standard. [0058] In

accor dance wimpda ¢feopstatioant EAPOL protocol, a station wanting to be

aut henti cate ich.is.referred to as_a supplicant. 15 authenticated using
o e heat T oloppl) £ aboubed SvE s R eRp R O b AR BHORFA B 2 S
service (RADb&&Rd Bahy SVLANSudE flia€ ttedetddtdrictn rebeivk inshRtioANsea@ BRI cat es
with the AP, and the AP, which is referred to as the authenticator,

communi cat es AdiTReaiYrel bythe Fatien.cAgpignnale fhag therdstestarmesd netaesessmelydeat i on.
physically adjacent the station. Instead, the detector can be sufficiently near the

Q

station such that the reception range of the detector covers the station.

[0061] By examining the transmissions sent from and received by the station, the
detector can determine the state of the station. More specifically, the detector can
receive the transmissions exchanged between the station and the AP during the
authentication process described above in accordance with the EAPOL protocol.
The detector can then determine the state of the station based on the received
transmissions. More particularly, because the EAPOL transactions occur in state
3 as 802.11 data, the station can be determined as being in state 3.

[0062] Additionally, the detector can also be configured to display the types of
transmissions as a checklist. For example, the following checklist can be

displayed:

802.1X initiated sent by Station
Identity request sent by Station
Identity response received by Station
Credential request sent by Station
Credential response received by Station
802.1X authentication OK by Station
802.1X authentication failed by Station
De-authentication sent by Station
Data sent by Station
Data received by Station

Table 6
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[ 0059] During the authentication process, the station, AP, and

aut hentication server exchange a nunber of transm ssions. Mbre

speci f i caWwby3/o8854Dne exenpl ary node of operation, the APPSENS$83/81727

"EAP- Request /Il dentity"” transm ssion to the station. The station then sends
an "BAP- Response/ldentity" transm ssion to the AP. The AP then sends the
recei ved "BAP- Response/ldentity" transm ssion to the authentication
server. In response, the authentication server sends a challenge to the
AP, such as with a token password system The AP sends the challenge to the
station as a[@red{&iienadnerod dheetsansmidséons oatthohst Seddscted, tlespbadppd f t he
credential request to the AP. The AP sends the res se t,0 the

aut hent i cat i SANERSgRR 1 mﬁrkp%qu@%p@;mgéﬁ-ﬁw% Pﬁ@%ﬁ’?"kaﬁ%%nse from
the station i : ' ie 8 iy =" PHeCess”
transm ssi onb?ct)}%%g%ilg? & ??ﬁé @%ﬁ%ﬁpﬁe@%ﬁﬁ’gﬁh‘? oﬁlta ﬁ%@?‘é‘ﬁg@sﬁm I&}#h%t he
response is ifiopr dpee, In this matdeethe osdriof thestetactrr, Sehas anadthipdReataidfur e”

transm ssion t AP, ich sends the transmission to the.station. It
Should be r SEHATRAT b REEDERBSTGEE MaF ey BLeGRnE AP SL s A BR e hanged
bet ween the 63| IAARitiNBRILyARAviAWRRPlalfa bRV, 285dh calise/dordegendi ng on
the inplenmented node of oOperation. [0060] As described above, in one
exenpl ary encbaingisntAs sickiet sspanate adgeklisé carl becprowided forteaeh Wi thxjasaibble hat t he

detector can eceive transm ssions sent from and received by the station.
Again, note fHHI°the detector need not necessarily be physically adjacent
the station. [0065] qaddeitiTy titekReh@dsion Rehgromvhdd fLeintd by tRatatiofgthest at i on
such that the reception range of the detector covers the station. [0061] By

exami ni ng t hdetepignsbipinsitemd Al pddresshithmuatione wihichcpap perobtaingdframa e t he

det ector can dgber il AGhAfPiakEs Hoids P 1R Bk redPhifeed AGEINTACHdess N
detector can® Tecaive the Transm ssions exchanged bet ween the station and

t he AP duri ngai higo baubhardid@tilyfroprthe eation eAltembivklylihe BIA G addressrafance
with the EAPQL protocol. The detector can then det jne the state of the
station bas e&h%ﬁatiqii’é:ai“é’@éﬁfﬁ‘gan‘* TelRyRe %%%Eabfw(rﬁ SHPHF e cause
the EAPQL tr In9Sm Ul gl t A enic dwaAflata, the station can be
det erm ned aﬁ%ﬁ% I'n %ﬁ%’kﬁeedg}a?OOGZTlsAa |?ﬁgné}f‘ y, the detector can al so
be confi gur ed08a)] didkitienallyhi€ atpyuprslapfAP thatahs statien Grastespting eheck! i st. For

exanpl e, the follow ng. checkl | st can, be . .
P commun\{\éat 1s?mown, tlhe partl%ular channel that the AP is operating on can then

be monitored. If the station is attempting to communicate with multiple APs and
the identity of those APs are known, then the particular channels that those APs
are operating on can then be monitored.

[0067] Furthermore, the detector can scan the channels of the wireless local area
network to receive transmissions sent from and received by the station with
known or unknown APs. As described above, in the current implementation of
the IEEE 802.11 standard, a total of 11 channels are used in the US, 13 channels
are used in Europe, and 14 channels are used in Japan. For the sake of
convenience, the following description will assume that the detector and the
WLAN are located in the US. However, note that the detector can be configured
to operate with any number of channels and in various countries.

[0068] In one configuration, the detector is configured to begin scanning by
monitoring channel 1, then scan down each of the remaining 10 channels. Ifa
station is having difficulty obtaining service, it will typically switch channels and

repeat the association attempt therefore repeating the association failure scenario.
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di spl ayed: 802. 1X initiated sent by Station Ildentity request sent by
Station ldentity response received by Station Credential request sent by
Stati on wWoedestsikal response received by Station 802.1X a&arhsayiwati on OK
by Station 802.1X authentication failed by Station De-authentication sent
by Station Data sent by Station Data received by Station Table 6 16 WO
03/ 088547 PCT/ US03/ 10727 [0063] When one of the transm ssions on the |ist
is detected, then that type of transnmission is nmarked: For exanple, if an
"EAP- Request /Il dentity" package sent by the AP is received, the detector
can "check ofA statibrecdn abanhudusly egiscthtough e cHannels iff aroeff@bavebtaihn t hi s

manner, the user of the detector,.such as_an adm ni str.ator _of he W.AN or
a troubl e- shd&tv&s: Atsa%lchﬁﬁ%s%tﬁ%’ff’w coBH @R emPREoTA RATHCYar ‘ihﬁ%“eé#‘?ft"} on.

[0064] Addi tis@fRidY anREnt¥itimd& @¥hakRBeh Bal DplateDhabl HdrEAR 1S Fopne or
nore channels. As such, a separate checklist can be provided for each of

t he avai | abl examhkntheldstec{od0abbe Tanfigiesdtto fryortitoe eaqhanhemiel SomabsusEnt from and
recei ved by theg};lt ation, the detector obtains the MAC address of the
station, whi G4 be obtained fromthe source and destination address

fields of thqod¢nnNshd ihednikdionSse déie&e&/&ﬁ‘eﬁdﬁﬁﬁﬁ%au 6PhehatheRCiHRAR Ned

directly fromthe station. Alternatively, the MAC address of the station
can be st or edtadiog iy wbpoted-edsidesnmbad ebdileea stippeanderisandiguepddp gvelent s,  whi ch

can be maintajn n L .St rator N _[0066], Additionally, if
a particular 6}%&‘?%?%@ th?%uegﬁgg%g?a?#\ld?én a é}[eenn%ﬁq?on\é%@gl 56 '61}119‘(’:"8‘{6«5’ ts known,
the particul atationaanelso bbabnfifieedd didy apenRions gyeld afd b §tbe BfteriRe RENI t Or ed.
If the station is_attenpting tqQ comuni cate yvitK mul tiple APs and the
identity of tchawslhpssbesnattpmpied, Whesrihe platipmistpanted: iidtipigalky keginfat t hose

APS - - operating on channel 1. As such, by rebooting the station and monitoring on

: channel 1, a transmission sent to or received by the station can be detected.
However, a station can take some time to reboot, typically a few seconds. As
such, the detector is configured to monitor channel 1 for a longer duration than the
other channels. For example, in one configuration, the detector is configured to
monitor channel 1 for a period of 30 seconds.

[0070] As described above, the detector can scan the available channels in the
WLAN. Alternatively, specific channels can be selécted to be scanned. Although
the detector scans the channels, it passively receives the transmissions, meaning
that it does not broadcast signals on the WLAN. This has the advantage that
additional bandwidth on the WLAN is not consumed.

[0071] The detector can be a station in the wireless local area network.
Additionally, the detector can be mobile, portable, stationary, and the like. For
instance, the detector can be a laptop computer, a personal digital assistant, and
the like. In addition, the detector can be used by a user as a diagnostic tool, by an
administrator as an administrative tool, and the like.

[0072] Based on the compiled database and/or the determined state of the station,
the cause of the connectivity problem of the station can be determined. For
example, the following tables lists some possible problems and a method of

detecting the problem:
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Mismatched speed

By matching station supported data rate
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Mismatched WEP key

Association state reached and client station
has transmitted data packets. The associated
AP however sends no data packet back.

Higher layer protocol

problem

By detecting successful data exchange
between station and the AP

Table 7

[0073] Although the present invention has been described with respect to certain

embodiments, examples, and applications, it will be apparent to those skilled in

the art that various modifications and changes may be made without departing

from the invention.
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WLAN. Alternatively, specific channels can be selected to be scanned.

Al t hough the detector scans the channels, it passively receives the

t ransm sswong/0ssseani ng that it does not broadcast signal COrUSHIIE7ILAN.
This has the advantage that additional bandw dth on the WLAN i s not
consuned. [0071] The detector can be a station in the wireless |ocal area
network. Additionally, the detector can be nobile, portable, stationary,
and the like. For instance, the detector can be a | aptop conputer, a
personal digital assistant, and the like. In addition, the detector can be
used by a user as a diagnostic tool, IGELAIMS adm nistrator as an
admnistrative tool, and the |like. [0072] Based on the conpil ed database
and/ or the determ.ned state of the station, the cause of the connectivity
probl em of th€C$t4P on can be determined. For exanple, the follow ng

tables |ists sonme poasshdd & REARHEES, bR 1581 Brd fw CAyl the problem
18 WD 03/ 088547 PCT/US03/ 10727 Probl em Det ectaféor? n/e‘)trﬁg{c’}ﬁ‘ Jhthed SSI D By

mat chi ng cl i ent¢thed edmpmsi@Sl D against all SSID in the conpil ed dat abase
Wl dcard (match all) .By matchi ng client ation SSID against SSID NULL
551D My only. be TCHRB BT PRuPieTaEed LS4R8 SEL PRI

M smat ched chapaghoRy (Apﬁﬁl%h@wmﬁfd‘sng SRt od & iR WAANN each
channel , report the channel that AP of the sanme SSID exists but the

station never tr aompilingedaiagasphetedion the mesived dnspissians; By mat chi ng t he
capability attribute,of the privacy, .network e r client station
agai nst ones of thaélamgl%.tﬁ? fecglﬁlpégﬁ%i%ssé?%sttpgﬁ%%’gﬁgrt %St?ﬁ’?é)?ﬁls@il Oy equest,

t hen know t haindAP doesn't match stat Authentication failure By tracking

aut henti cation response, packets..  Association failure By tracking
associ ation resporfdgznesmgsonnaciyity prablenpsefi the statbgn ueieg Bierrgmpdedacket s

transmtted afr@ble J{OM: determined state of the station.

2. The method of claim 1, wherein receiving comprises:
obtaining a medium access control (MAC) address of the station;
receiving a transmission using the detector, wherein the transmission
includes a source address and a destination address; and
determining if the source address or the destination address of the

transmission is the MAC address of the station.

3. The method of claim 1, wherein receiving comprising:

scanning a plurality of channels used in the wireless local area network
using the detector; and

rebooting the station if no transmissions are received during a scan of the

plurality of channels.
4. The method of claim 3, wherein the station operates on a first channel after

being rebooted, wherein the first channel is one of the plurality of channels used

in the wireless local area network, and further comprising:
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the station AP signal to weak By checking AP signal strength in the

conpi | ed dat abase. The detector can be placed adjacent to the station to
obt ai n siwpaB/ssssT engt h M snat ched speed By mat chi ng st at iPca/tsoppoet ed dat a
rate against those of the APs M smatched WEP key Associ ation state reached
and client station has transmtted data packets. The associated AP
however sends no data packet back. H gher |ayer protocol By detecting
successful data exchange problem between station and the AP Table 7 [0073]
Al t hough the present invention has been described with respect to certain
enbodi nent s, ex anpcemingon thedsi datndusingithe «Mtd:dtoﬂ:fer appgeepdricddftings e
skilled in t that various npdificati nd_changes be nmade

wi t hout depar %@tﬁerr?l@ml?lﬁef[ {1 PHER G0 Charngls ted BHSMReTI0shEPa 0727
CLAIMS W claipdkl- A nmethod of nonitoring a wi rel ess |ocal area network
(WLAN), the nethod conprising: receiving transm ssions exchanged between
one or nore stations and an access point (AP) in the WLAN using a detector

| ocated in t WAN C i Li.n t abase sed on.the received

transni ssi ons) %‘Pﬁ@?ﬁt IF’g’&ii\Yﬁﬁe‘F‘r"Q LTS deternmine the state
of a station; ancbraatﬁag%ae @Enféﬁf&rlﬁ‘%é W dDasOh AR BB Hecdili&l St ation using
the conpiled database and the determ ned state of the station. 2. The

met hod of cl drapsmissignsrwhetcinagmde iclemenbispsiosiste withtastation@r an dddindhe access
control (I\/AC)Wi%%ess of the station;

creating session elements in the database based on the received
transmissions, wherein a session element is associated with a session established
between two node elements; and

creating channel elements in the database based on the received

transmissions, wherein a channel element is associated with a channel in the
WLAN.

6. The method of claim 5,

wherein a node element includes a first set of statistics that tracks the
number of transmissions into the node element and a second set of statistics that
tracks the number of transmissions out of the node element;

wherein a session element includes a first set of statistics that tracks the
number of transmissions in a first direction between two node elements and a
second set of statistics that tracks the number of transmissions in a second
direction between two node elements; and

wherein a channel element includes a set of statistics that tracks the

number of transmission in the channel.

7. The method of claim 6, wherein creating node elements comprises:
receiving a beacon frame from a node in the WLAN;
determining a MAC address of the node from a source and destination
field of the beacon frame;

identifying the node as an AP in the database;
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receiving a transm ssion using the detector, wherein the transm ssion

i ncl udes a source address and a destination address; and determning if the
source adwp®3®8s3H7 t he destination address of the transm ®€irarsos/s7he MAC
address of the station. 3. The nethod of claim1, wherein receiving
conprising: scanning a plurality of channels used in the wirel ess |ocal
area network using the detector; and rebooting the station if no

transm ssions are received during a scan of the plurality of channels. 4.
The met hod of claim3, wherein the station operates on a first channel
after being reboaletminihgifed odeledernhdnt skistshinftralatibasothet @rrespondpttaithel i ty of
channels used in the wireless |ocal area network, and further conprising:
20 WD 03/ 0885¥#SPCT/ US03/ 10727 scanni ng on the first channel using the

detector for a | ongee AL LRMAL a6ds Bt LIENadifigh nthahE L Rnly the plurality

of channels used in the wreless |ocal area etvvo nmet hod of
claim1l, V\hercmnmsmmdm@tpm]@ naiepn tleedatabase aat umigting the set@ieset of statistibe

dat abase base (g:te receive transm ssions, wherein a node elenent is
associate wit e%‘? Slgpetr AP in the WAN, creating session el enments

in the database basag RRekRerdneasds\ st dpﬁét’f&?ﬁhé%é&ﬂ&seﬁ’&%fa@ﬂsﬂcsaoﬁﬁés' on
elenment is associated with a session established between two node

el ement s; andwseekemanty channel el ements in the database based on the
received transm ssions, wherein a channel elenent is associated with a
channel in the WAN 6. The nethod of claimb5, wherein a node el ement

i ncludes a fig.st SﬂieIﬁéthsﬂafbﬁﬁﬁqmmtcomlpﬁgﬂﬁg the nunber of transm ssions
into the node el ement and a second set of statistics that tracks the

nunber of transni sdgteRdniag e chmnehan Adird the beasan framecrasitaceivedessi on el enent
includes a first S(fetterﬂlfmlﬁé ?ftd a{ahﬁé:i etléﬁ?ént teﬁﬁ&l'iﬁ tﬁeh(ﬁlta that corresponds to the

channel;

if the channel element does not exist, adding a new channel element
corresponding to the channel in the database and updating the set of statistics of
the new channel element; and

if the channel element does exist, updating the set of statistics of the

channel element.

9. The method of claim 6, wherein creating node elements comprises:

receiving a probe request from a node in the WLAN;

determining a service set identification address (SSID) of the node from
the received probe request;

identifying the node as a station;

determining if a node element exists in the database that corresponds to the
node;

if the node element does not exist, adding a new node element
corresponding to the node in the database and updating the second set of statistics
of the node element; and

if the node element does exist, updating the second set of statistics of the

node element.
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nunber of transm ssions in a first direction between two node el enents and
a second set of statistics that tracks the nunmber of transm ssions in a
second dwpassssw? bet ween two node el enents; and wherei n &Cthasanel’2el enent
includes a set of statistics that tracks the nunber of transm ssion in the
channel . 7. The method of claim®6, wherein creating node el enents
conprises: receiving a beacon frame froma node in the WLAN, determ ning a
MAC address of the node froma source and destination field of the beacon
frame; identifying the node as an AP in the database; 21 WO 03/088547

PCT/ US03/ 1072D. demfherméthodgf ¢lhina9 fader ebmprsingexi sts in the dat abase that
corresponds to the node; if the node el enent does not  exist, adding a new
node el enent corrdégeﬁ@ﬁﬂp&go%thﬁﬁ"é’eﬁ’&éé’r?bﬁrﬁwsﬁ%fsl%sﬁéé‘éofh‘flﬂii%pdati ng the

second set of st atdeﬁa}fnﬁﬁn%gfssm%fﬁ%%s@ﬁﬁ%ﬁ'ﬁbd? ﬁ?ﬁxeﬂhg ﬁ%cggzeg?%eel ement does

exi st, updating the second set of statistics o enent. 8. The
met hod of cl aeqoegt;further conprising: determning a channel on which the

beacon frane was r.ﬁceifv.ed; get.erm' ni ng if channel el enment exists in the
data that correspdfd¥ifyigeihedesingifidiod®iop ap RR: channel el ement does not

exist, adding a Ne&GHANALH LARITRMment Skis@ IR Htdalbatothb@riebsiHagho iR t he
dat abase and updating the set of statistics of the new channel el enent;

and i f the chksmeitiornedent does exist, updating the set of statistics of
the channel elenept. 9.. The hod of .claim6, wherein creating node
el erent o compr | sed MeaBge ORI AR AghgdFt Ae » pROORE RisEst (e Woan
determ ni ng &os@Eponafgi6ithd dRthitionGRide dthadilf®ase {ndpititd tht estreds from
t he received probe request;
statistics of the node element; and
if the node element does exist, updating the first set of statistics of the

node element.

11.  The method of claim 6, wherein creating node elements comprises:

receiving a data frame from a node in the WLAN;

identifying the node from a header in the data frame;

determining if a node element exists in the database that corresponds to the
node; and

if the node element does not exist, adding a new node element
corresponding to the node in the database and updating the second set of statistics
of the node element; and

if the node element does exist, updating the second set of statistics of the

node element.

12.  The method of claim 11, wherein identifying the node comprises:

if the node is indicated as a distribution system in the header, identifying
the node as an AP; and

if the node is not indicated as a distribution system in the header,

identifying the node as a station.

13.  The method of claim 11 further comprising:
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identifying the node as a station; determining if a node el enent exists in
t he database that corresponds to the node; if the node el enent does not

exi st, adapDrgosssmew node el ement correspondi ng to the nodeTiusoy/ig2tat abase
and updating the second set of statistics of the node elenent; and if the
node el enment does exist, updating the second set of statistics of the node
el ement. 22 WO 03/088547 PCT/US03/10727 10. The method of claim9 further
conprising: determning fromthe received probe request a destination node;
determining a SSID of the destination node fromthe received probe

request; identifyidegrinieng @std thatéceiveddaia fasnandABnatitei #sde ning if a node
el ement exists in the database that carresponds to the destination node;

if the node el eneddeibsagig destipation nodg oy thedewiehode el ement
corresponding to t

first set of staf?g?ﬁggh%ﬂ@hkgﬁﬁb t:@ﬁ%ﬁ$ﬂggﬁg@%%ﬁ?ag% %Q%h enent does
exi st, updatidegtitaienfnodst set of statistics of the node elenment. 11. The
met hod of claim 6,. .Wher |n crevé nod enment s CO&%“ ses; receiving a

data frane fron1alﬁgﬁém f clepsn ﬂi?&@@%@n?ﬁgo HeMeRom a header in
the data fr a%neﬂg)h@%tg ltﬁligdésfmﬁloﬂ%ﬁeﬁi ﬁ%@fab%' aﬂi% Héhﬁ%\ﬂ e Gl abage that

corresponds to t e; and It the node el enent does not exist, adding a
new node el erstatisticsoafithespdmelementt and he node in the database and updatl ng

docs oxi st updat ihgerkae etnboabtist Wefafiellt Bist of W altishS s W ermnt

node element.

14.  The method of claim 13, wherein identifying the destination node
comprises:

if the destination node is indicated as a distribution system in the header,
identifying the destination node as an AP; and

if the destination node is not indicated as a distribution system in the

header, identifying the destination node as a station.

15.  The method of claim 13, wherein creating session elements comprises:
identifying a session between the node and the destination node;
determining if a session element exists in the database that corresponds to

the identified session;
if the session element does not exist, adding a new session element

corresponding to the identified session in the database and updating the
first/second set of statistics of the new session element; and
if the session element does exist, updating the first/second set of statistics

of the session element.

16. The method of claim 1, wherein transmissions are received and the

database is compiled during a period of time.

17.  The method of claim 1, wherein analyzing comprises:

24



12. The method of claim 11, wherein identifying the node conprises: if the
node is indicated as a distribution systemin the header, identifying the
node as awoAB/ssamd if the node is not indicated as a di st PCBISOHM7YStem in
the header, identifying the node as a station. 13. The nethod of claim11l
further conprising: 23 WD 03/088547 PCT/US03/10727 determning fromthe
received data frame a destination node; identifying the destination node
fromthe header; determning if a node el enent exists in the database that
corresponds to the destination node; if the node el ement does not exist,
addi ng a new node &hen®ing a rezivedspandissigni andt he destination node in the

dat abase and updating the first set of statistics of the node e] enent; and
if the node el enerdetapaaingapdndicalixg shafeRf thegaien esodaled yrthdhatecstveds of t he

node el ement .14 . Ihe nethod of claim13, wherein identifying the
destination node conprises: if the destination node is indicated as a
distribution systemin the header, identifying the destination node as an
AP; and if the destinatjion node i ot .indicated a distribution system
in'the headel® | dBRIPPPPAG! EHEN Ao R AdraE obhextalioRs piociakd e

met hod of cl aj,fih § st WBESQidhsmiseRhE, M8ld SARRP BetBHEINBIM SngRREY: | Ses:
identifying a session between the 'node and the desti nation node;
determining if a sétghonnglifirentceied sagsmissiohe awtadibeshrst sedof corr esponds to
the identified session; if the session elenent does not exist, adding a new
session el emefSPLEIPEHhding to the identified session in the database

and updating the iibnsfhinzano RateoTihdtatidnadsibeingGhe Gtst blak VRN the SsteRRd
element; and if the session el enent does exist, updating the first/second

set of stati sransmissisn is eterminegd émbeonerafithe first set of transmissions.

19. The method of claim 18, wherein a second state of the station is associated
with a second set of transmissions, and wherein determining comprises:
determining if the received transmission is one of the second set of
transmissions; and
identifying the state of the station as being the second state when the

received transmission is determined to be one of the second set of transmissions.

20.  The method of claim 19, wherein a third state of the station is associated
with a third set of transmissions, and wherein determining comprises:
determining if the received transmission is one of the third set of
transmissions; and
identifying the state of the station as being the third state when the

received transmission is determined to be one of the third set of transmissions.

21.  The method of claim 20, wherein the first state indicates the station has not
been authenticated or associated with the access point, the second state indicates
that the station has authenticated but not associated with the access point, and the
third state indicates that the station has authenticated and associated with the

access point.
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16. The nmethod of claim 1, wherein transni ssions are received and the

dat abase is conpiled during a period of tinme. 17. The nethod of claiml1,
wher ei n awelogasssg’ conpri ses: 24 WD 03/ 088547 PCT/ US03/ 10P2T/uSex#&rmeni ng a
received transm ssion; and determning an indicative state of the station
associated with the received transm ssion. 18. The nethod of claim 17,
wherein a first state of the station is associated with a first set of
transm ssions, and wherein determ ning conprises: determning if the
received transm ssion is one of the first set of transm ssions; and
identifying t2 stHhemefthotlbéchimtili @he@i theiragshiisiohs exxhaigdedtbetwdzanhd he
recei ved transnissiog is determ ned to. be oneﬁgl the first set of

transni ssi onsStalicst anfiae aeaerRRPIYCORIPAY Fthan exfrasibieAuhsEc i HORERY of t he
station i s asgReiqhestea Wedida I?gbcgﬁ transm ssions, and wherein
determ ning conprises: determning it the received transm ssion is one of
the second set of transm ssions; and identifying the state of the station
as being theeficonﬂ]aesta e er]eﬂ'tze recei de.t ransmi ssion is determned to
be one of the*Secohtf DEthodet plaim dpvherepanalyzing CORRIISEEt hod of cl ai m 19,
wherein a third Stdﬁ\%\ﬁaﬁhgtahﬁt St ipdsRiksions B IRCARLASE, witbtdh el fmdludsd of
transm ssi ons, and erern determning conprises: determning if the

recei ved trandiffespst types of wansmagsicqrisgotentially exshanged hetwermithe staversandathd
identifying the stat%_oﬂithe station as being the third state when the
received tranSsd8H & deternined to be one of the third set of

transm ssions. 21.whaea fRbived nRbsagt abffespdnddein@ioll tHt§pés dfifansthidkidns

i ndi cates the station has not been authenticated or associated with the
access poi nt, ntheligtaf diagsmissions, indisating oy the Htrof trgasmissipnothahihs type of

henti cat (Y [ gt ' : L0t d the third
Ctate i ndi cat e TRt ARGt Rt OB AR aES e el ated wi th the

access point. 25

24.  The method of claim 23, wherein the types of transmissions include
transmissions exchanged between the station and the access point during an
authentication process in accordance with an extensible authentication protocol

over local area networks (EAPOL) protocol.

25.  The method of claim 1, wherein diagnosing comprises:

detecting a mismatched SSID problem by matching a client station SSID
against SSIDs in the compiled database;

detecting a wildcard SSID problem by matching a client station SSID
against NULL SSID;

detecting a mismatched channel problem by tracking traffic sent by a
station in each channel;

detecting a mismatched speed, privacy, network type, or preamble
problem by matching a capability attribute of a station against that of the AP;

detecting an authentication failure problem by tracking authentication
response packets;

detecting an association failure problem by tracking association response

packets;
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WO 03/088547 PCT/ US03/10727 22. The nethod of claim1, wherein the
transm ssi ons exchanged between the station and the access point conply
wi th an ewOen®sdske aut hentication protocol over |ocal ar ®@aTESINOI7RS
(EAPQL) protocol. 23. The nmethod of claim 1, wherein analyzing conprises:
di splaying a list of transm ssions on the detector, wherein the |ist
includes different types of transm ssions potentially exchanged between
the station and the access point; and when a received nessage corresponds
to one of the types of transm ssions in the [ist of transm ssions,

i ndi cating on the Hétsdtingfanteqaipsrdns Silansprobkin when hy packefs ard trasarittasi on
corresponding to the received nessage was received. 24. The nethod of claim
23, wherein t B3SO transni ssions include transnmissions exchanged

between the statio t ' j : ' i rocess
i n accordance With&gﬁ&g&%ﬁ;ﬁ%}ﬁ;ﬁ%@ﬁﬁiﬁ%@gﬁég%clgggt%% 1%@%%& g@g? area
net wor ks ( EAPGnpipedatatebate; 25. The net hod of claim 1, wherein diagnhosing
conprises: detecti a. msmat ched . SSI D probl em b ' a client station
SSID | agai net . S51 DRPIEHGT BOIATEL 3 e ABB Lt BRSO KSPTNERa Soi D
probl em by maggBi Qgtaﬁoﬁ%égﬁqﬁ%s anladddctior3takd arﬁﬂ?ds%hsr%bﬂeh dealdackdebacl ng a

m smat ched channel prob y tracking traffic sent by a station in each
channel ; det easspbeigted AR doramohssid ppeketss baskite Hoystativst oor k t ype, or preanbl e

probl em by mat chi ng, a,capabi || ttribute.of a stati ai nst _that of the
AP detecting an Abhenpreapigofupterid Bl B gtimattnt i cat i on
response packpétsicelget@tbh B anAgssoci ation failure problem by tracking

associ ation response packets; 26 WD 03/088547 PCT/US03/ 10727 detecting an
equi pnrent failure probl emwhen no packets are transmtted froma station;

26. A system to monitor a wireless local area network (WLAN), the system

comprising:

one or more stations;

an access point (AP) that communicates with the one or more stations in
the WLAN;

a detector that receives transmissions exchanged between the one or more
stations and the AP in the WLAN; and

a database compiled based on the received transmissions;

wherein connectivity problems of a station in the WLAN is diagnosed

using the compiled database and a determined state of the station.

27.  The system of claim 26, wherein the database comprises:

node elements, wherein a node element is associate with a station or an AP
in the WLAN;

session elements, wherein a session element is associated with a session
established between two node elements; and

channel elements, wherein a channel element is associated with a channel

in the WLAN.

28.  The system of claim 27, wherein node elements are created by:

receiving a beacon frame from a node in the WLAN;
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detecting a weak AP signal problem by checking AP signal strength in the
conpi | ed dat abase; detecting a m snmatched w red equi val ent privacy (VEP)
key problwmo3mssm7 a stati on reaches an associ ati on state &Q0/Usay10727
transmtted data packets but an associated AP does not send packets back
to the station; or a higher |ayer protocol problemby detecting successful
dat a exchanges between a station and an AP. 26. A systemto nonitor a
wirel ess | ocal area network (W.AN), the system conprising: one or nore
stations; an access point (AP) that conmunicates with the one or nore
stations in the VisdtmiaingetMaibaddrésabf tieawide éont & snsed asl desdnaivahanged
between the ope or. nore stations and the AP in the W.AN, and a dat abase
conpi | ed basebelgof thedea P8 transmi ssions; wherein connectivity problens

of a station in th@ews%ﬁegb@g%egpﬁyﬁﬂeq&abg@ conpi | ed dat abase and a

determ ned state o ation. 27. The system of claim 26, wherein the
dat abase conpri sesdetemdeingliémnoﬂeselemhﬁremstsmthmdt&a‘t&llseﬁlancormspmacﬂm e wth
a station or an, AP ,in the WLAN; session elenents, wherein a session
elenent is asi¥l #%bd with a session established between two node

el ements; and Cha”ﬂ%eﬁé&"é@é}ﬁeﬁnd%seﬁ&'eﬂlsﬁaﬁﬁhﬂg%‘ﬂew‘%ioﬁ%lﬁnéﬁ associ at ed
wth a channel in the WLAN. 28. The system of claim 27, wherein node

el ements are enessperdlingto the seds wmithgdataliysecon frame froma node in the WAN;
27 WD 03/088547 PCT/ US03/ 10727 determ ning a MAC address of the node from
a source and destination field of the beacon frane; identifying the node

as an AP in the daTBdssmem OLEIGIMDT Witkréih nedo eldmepls@pedttatekbgt s i n the
dat abase that corresponds to the
receiving a probe request from a node in the WLAN;
determining a service set identification address (SSID) of the node from
the received probe request; :
identifying the node as a station;
determining if a node element exists in the database that corresponds to the
node;
if the node element does not exist, adding a new node element
corresponding to the node in the database;
determining from the received probe request a destination node;
determining a SSID of the destination node from the received probe
request;
identifying the destination node as an AP;
determining if a node element exists in the database that corresponds to the
destination node; and
if the node element does not exist, adding a new node element

corresponding to the destination node in the database.

30.  The system of claim 27, wherein node elements are created by:
receiving a data frame from a node in the WLAN;
identifying the node from a header in the data frame;
determining if a node element exists in the database that corresponds to the

node;
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node; and if the node el enment does not exist, adding a new node el enent
corresponding to the node in the database. 29. The system of claim 27,
wherei n rwoe3esssweEnt s are created by: receiving a probe Pegusss/1d7eDM a
node in the WLAN; determ ning a service set identification address (SSID)
of the node from the received probe request; identifying the node as a
station; determning if a node elenent exists in the database that
corresponds to the node; if the node el enent does not exist, adding a new
node el ement corresponding to the node in the database; determ ning from
the received pr obeifrtlmqweistelanmheém'vsrmntbxiat addieg a ndetredaklehegt a SSI D of the
destination node framthe rec request; identifying the
destinati on nOHERE % tﬂgh 5%4%&12‘?%?% 3% a node el ement exists in the

dat abase that corrgsaaifingfont R rect@rdd A frifle RAERinaBGEndde; t he node el enent
does not exist, adding a new node el ement corresponding to the destination
node in the dat abalsiéntlmgtﬁﬁéesélysfum@fe frgmathe Ikadernher ei n node el errents are
created by: recei r.am de. | W AN i ng
the node froma he l?lﬂgt%% %%lsgsdgﬁéer%t%aﬁeg ?Coé“fqﬁ%(ﬁfgle

exists in thedddﬁﬁﬁhﬂ&ﬁ,dél‘tﬁﬂ corresponds to the node; 28 WO 03/ 088547

PCT/ US03/ 10727 if the node el ement does not exi st, addi ng a new node

el ement corr esponcﬁfﬁhj3 nosleckaanb decsnot exist, adding agew nede element ng from t he
recei ved dat ; Liying t he destination node
fromthe hea %dﬁ}gﬁ%%scﬁé E%EIP&%M lnfﬂcaedrf‘ga%to ‘iém sts in the database that
corresponds to the

31.  The system of claim 30, wherein session elements are created by:
identifying a session between the node and the destination node;
determining if a session element exists in the database that corresponds to

the identified session;
if the session element does not exist, adding a new session element

corresponding to the identified session in the database.

32.  The system of claim 26, wherein the state of the station is determined by:
examining a received transmission; and
determining an indicative state of the station associated with the received :

transmission.

33. The system of claim 32, wherein a first state of the station is associated
with a first set of transmissions a second state of the station is associated with a
second set of transmissions and a third state of the station is associated with a
third set of transmissions, and wherein determining comprises:

determining if the received transmission is one of the first set of
transmissions;

identifying the state of the station as being the first state when the received
transmission is determined to be one of the first set of transmissions;

determining if the received transmission is one of the second set of

transmissions;
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destination node; and if the node el enment does not exist, adding a new node
el ement corresponding to the destination node in the database. 31. The
syst em ofwol0aiosss80, wherei n session elenments are created IpgT/USOHeT2T fying a
session between the node and the destination node; determning if a
session elenment exists in the database that corresponds to the identified
session; if the session el enent does not exist, adding a new session

el enent corresponding to the identified session in the database. 32. The
system of claim 26, wherein the state of the station is determ ned by:

exam ni ng a recei videntifyargsthe ststemfthastdticdeaséneirigﬂlagec@ndismﬁ whtri the st ate of

t he station assaci ted with the receive m ssS The s stem of
e 3o Cnarinre i d s EreREnds B abd ST Soored g ks mRFORS (1 ¢ st

set of transm ssi Odlb'iexﬁnﬁﬁ%%t@e§éc’éh%d@an&1h%s1%h@§ b bflthe ﬁﬁﬁ%t@{t ed with a
second set of transm ssions and third state of the station is associ ated

with a thirdirasmissfonsyanmsni ssi ons and wherein determ ning conprises:

determning if the rec |on| one, 0 first set of
transnissions; ideff ?@Wéﬁ? ﬁ%%sot%gfileess%?or{ egfgaqlfgﬁrﬁsgatﬁﬁhﬁ W%e first
state when th@céﬁ&ﬂréﬁ%ﬁnsdiérﬁi@ﬂ@ie&mr@ﬂ tb Be Gﬁé &f ik Aaek ge@op@alﬁﬁﬁs&énst he first
set of transm ssions; determning if the received transm ssion is one of

t he second set of transm ssions; 29 WO 03/088547 PCT/ US03/ 10727
i dentifying tﬁ? St'ﬁtigs en]i chlgﬁﬁagé %e@cﬁgtﬁ% i ét?t% r%ﬁ&&@sdthéfﬁ er?ott he

recei ved transmnission- s de Sécon

transni ssi onsbeetl@irhiemicutedor a‘ssddMedﬁﬁhltNﬂbces“sqmam mSBMndstawmdi@atets he third
set of transm ssions; and |dent|f gﬁéhe state of the statjon as bei ng
the third st atat hiaartippbas %%f‘élit%ta asosiatd With Hsrasesss Ret.a8dme one of

the third set thg' sEart@ﬂr?ﬁEaﬁe%'tﬁﬁ'%he s%aﬁh nﬁﬁé aﬁ%@ﬁ%éﬁfanﬁlagédaa%éi wi’t‘ﬁﬁ{ ein t he

first state i cates the station has not
access point.

35.  The system of claim 26, wherein connectivity problems of a station in the
WLAN is diagnosed using the compiled database and a determined state of the
station by:

detecting a mismatched SSID problem by matching a client station SSID
against SSIDs in the compiled database;

detecting a wildcard SSID problem by matching a client station SSID
against NULL SSID;

detecting a mismatched channel problem by tracking traffic sent by a
station in each channel;

detecting a mismatched speed, privacy, network type, or preamble
problem by matching a capability attribute of a station against that of the AP;

detecting an authentication failure problem by tracking authentication
response packets;

detecting an association failure problem by tracking association response
packets;

detecting an equipment failure problem when no packets are transmitted

from a station;
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been aut henticated or associated with the access point, the second state
indicates that the station has authenticated but not associated with the
access powoto3/ossser t he third state indicates that the starcConShas727

aut henti cated and associated with the access point. 35. The system of

cl aim 26, wherein connectivity problens of a station in the WANIis

di agnosed using the conpil ed database and a determ ned state of the
station by: detecting a m snmatched SSID problem by matching a client
station SSID against SSIDs in the conpiled database; detecting a wldcard
SSI D probl em by nadetk¢ting awesk ARsigabproblenSst GheckiggiAssighilistrergEh By the
detecting a m i C channel problemby tracking traffic sent by a
station in eagﬁﬁ@]ﬁ%ﬂﬁag b;as%et ecting a m snmatched speed, privacy, network

type, or preanble deeeigeimbynaicied Wind RuisARAPHVAY (WHP)KRYpeotiEma station
against that of the AP, detecting an authentication fai'lure problem by
tracki ng aut h&heR & stafien reachesparmseocipiionestate anfbhasdransyitted datasmekets batranf ai | ur e

pr obl em by tr%g%dqﬁg%’g%g%@dgﬁlgl@eﬁg&ktg cekS ttlsoi-n[; detecting an equi pnent

failure probl ém when no Fansmtie 8m a station; 30 WO

03/ 088547 PCT/ US034 hibh2r layeiesromicoNgobletemkd AR tini d0cdessMmQh £ RngRecki ng AP
signal strengfh in the K conpiled database; detecting a m smatched wred

equi val ent pr PYREF e 9iepn padahABhl em when a station reaches an associ ation
state and has transmtted data packets but an associated AP does not send
packets back to the station; or a higher |ayer protocol problem by

det ecti ng sucid@ssf Al cogtuderaratablegparagbmedmencantshial icompated cadtudBle 36. A

conput er -r eadab) e storage medi um cont ai ni n uter .executable code to
nonitor a wir %?‘i?gg ni‘%‘&tz?? a 3 esﬁg Ra ?WR&S &ﬁmg’b’ﬂﬁﬂﬂcﬁég & COBRPIGE er
to operate as follows:
receiving transmissions exchanged between one or more stations and an
access point (AP) in the WLAN using a detector located in the WLAN:
compiling a database based on the received transmissions;
analyzing the received transmissions to determine the state of a station;
and
diagnosing connectivity problems of the station using the compiled

database and the determined state of the station.

37.  The computer-readable storage medium of claim 36, wherein compiling
comprises:

creating node elements in the database based on the received
transmissions, wherein a node element is associate with a station or an AP in the
WLAN;

creating session elements in the database based on the received
transmissions, wherein a session element is associated with a session established
between two node elements; and

creating channel elements in the database based on the received

transmissions, wherein a channel element is associated with a channel in the
WLAN.
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to operate as follows: receiving transm ssions exchanged between one or
nore stations and an access point (AP) in the WLAN using a detector

| ocat ed iwOtoh®88sLAN, conpiling a database based on the r@c&vsesi10727
transm ssions; analyzing the received transnmi ssions to determne the state
of a station; and diagnosing connectivity problens of the station using
the conpiled database and the determ ned state of the station. 37. The
conput er -r eadabl e storage nmedi um of claim 36, wherein conpiling conprises:
creating node elenents in the database based on the received

t r ansmi ssi ons38.wheThké¢ eoraputodeaddbdersintage snedanwof elhien 37 twheaeiatcadaiing or an AP
in the W.AN, creati ng sessi.on elenents in the database based on the
received trahd z SCOMYREPEi n a session elenent is associated with a
sessi on establ i shegceibRiowEAcMRame #Onth BERThhe WIJAKQY €ati ng channel
elements in the database based on the received transmi ssions, wherein a
channel el enent i sdeiewspingtaddAl address of thermoKe front heourtyand deBtinaion03/ 088547
PCT/ US03/ 1072 0 er-readabl e storage medi um of claim 37,
wherein cr eat?l%ld%%the %C(ﬁleﬁrrgrﬁ%s conprises: receiving a beacon frame froma
node in the V\LAN ﬁiemefymgrmago@emmd{maagﬁagehe node from a source and
destination field_of the heacon frame; identifyi the node as an AP in
the dat abase: det efsieTingsilf 2 Bodelement st indha %ﬂt@aﬁﬁmﬁh@rﬁpm% thenat
corresponds tQ 4.hg,3 node; and if the node el enent does not exist, adding a
new node el enent’ corresponding to the node in the database. 39. The
conmput er - r eadabl e Htlor @gle ebekint doef not kristadding whhewaiode elegint Ng

corresponding to the node in the database.

39.  The computer-readable storage medium of claim 37, wherein creating
node elements comprises:
receiving a probe request from a node in the WLAN;

determining a service set identification address (SSID) of the node from

the received probe request;
identifying the node as a station;

determining if a node element exists in the database that corresponds to the

node;

if the node element does not exist, adding a new node element
corresponding to the node in the database;

determining from the received probe request a destination node;

determining a SSID of the destination node from the received probe
request;

identifying the destination node as an AP;

determining if a node element exists in the database that corresponds to the

destination node; and
if the node element does not exist, adding a new node element

corresponding to the destination node in the database.
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node el ements conprises: receiving a probe request froma node in the WAN,
determ ning a service set identification address (SSID) of the node from

t he receiwoeds3pssshe request; identifying the node as a staPCeSOHet7eT m ni ng
if a node elenment exists in the database that corresponds to the node; if

t he node el enent does not exist, adding a new node el enment corresponding
to the node in the database; determning fromthe received probe request a
destination node; determning a SSID of the destination node fromthe

recei ved probe request; identifying the destination node as an AP,

det ermi ni ng i#0-a nbdecanpytentcadsbile storagn ntedama af clbins 87t Wisereinareatisponds t o
the desti nathg&e@%gﬁtsgn I fe the node el enent does not exist, adding a new
node el ement ~cortesponding Yo the destination node in the database. 32 WD
03/ 088547 PCT/ USO3fetbitiif a dita frie fepiRHb®S mitBe@YADAR; st or age nmedi um of claim
37, wherein creating .node elenents conprises: receiving a data frame from
a node in the WANdentifyiethe ppdryfrome hroder inthmdata fremder in the data frane;

determining if an i i e se t.hat corresponds to
the node; if the (ﬁ%ggﬁgﬁgﬁﬁl?&&%gﬁ%@% X}es% ‘83 ﬁé g%%ﬁ%‘&h??ﬁ%wsﬁ%@%lt ment
correspondi ngndde; t he node in the database; determning fromthe received

data frane a destipation node; .identifying the destination node fromthe
header; deternini ng%i‘?n%{]er?g@éenéﬂ@?ﬁé?ﬂt eé‘;ﬂ:@g@

()

g 1§ DERenodgelanease t hat
corresponds téb&éaﬁon&?gﬁoitﬂflg%eg%ﬁﬂéi&m@a@& if the node el enent does not

exi st, adding a new node e
determining from the received data frame a destination node;

identifying the destination node from the header;

determining if a node element exists in the database that corresponds to the
destination node; and

if the node element does not exist, adding a new node element

corresponding to the destination node in the database.

41.  The computer-readable storage medium of claim 40, wherein creating
session elements comprises:

identifying a session between the node and the destination node;

determining if a session element exists in the database that corresponds to
the identified session;

if the session element does not exist, adding a new session element

corresponding to the identified session in the database.

42.  The computer-readable storage medium of claim 36, wherein analyzing
comprises:

examining a received transmission; and

determining an indicative state of the station associated with the received

transmission.

43.  The computer-readable storage medium of claim 42, wherein a first state

of the station is associated with a first set of transmissions a second state of the
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corresponding to the destination node in the database. 41. The
conput er -readabl e st orage nedi um of claim40, wherein creating session

el enent s woropi8sses: | dentifying a session between the nod@cCansoy/ig27
destination node; determning if a session elenent exists in the database
that corresponds to the identified session; if the session el enent does
not exi st, adding a new session elenent corresponding to the identified
session in the database. 42. The conputer-readabl e storage nedi um of claim
36, wherein analyzing conprises: examning a received transm ssion; and
det er mi ni ng astationds @@Dm@‘@dsztlﬁt @sagbndm0§transrmss1@1§s@duaeth@d stateaf thhe recei ved

transm ssion. ;43. .The co r stora m of 2, wherein
a first stat Stékafn 1P REOLFS ﬁ’ ?gmg g% FEER a4 vKLhr s?m eﬂ%ﬁé

transm ssi onsc@qﬁg@@nd state of the 33 WO 03/ 088547 PCT/ US03/ 10727

station is associated with a second set of transm ssions and a third state
of the station i sdeiersvringifahe woetyed trepspigsigeis gfe of thmbnst s§pbns, and

wher ei n det ertpa @}nng ongorrprl ses: determning if the received transmission is
one of the fitot &t 6t transni ssions; identifying the state of the
station as being tllﬂentiﬂyrngtthéttaﬁe&f\aﬂiwnatidmeasl‘beﬁ@i thefirst sragnshersthe esteived

determ ned to be one of the first set of transm ssions; determning if the
recei ved t r ariS¥ASEETSER 1p detgraingg tq bronenidhefisst fet of rapAsEMS si ons:;

(dent1Tying the. s!ghénfhink Hind kel R n3ReiRLBS id SreRORond 4 8 when the

received transm ssion 1I's determ ne e one of the second set of

t ransm ssi onstramdatissiarisni ng i f the received transm ssion is one of the third
set of transm ssi and. i dent i t he stat of the st on as being
the third state V\h’glﬁmtfpf@g th"eﬁt@te\f’ép&g‘tggi‘%’rﬁséﬁn&t §e°88tlétafﬁ‘ﬁ tB‘B be one of

the third setyepdivtd fRSHiSSdRYetermined to be one of the second set of transmissions

determining if the received transmission is one of the third set of

transmissions; and
identifying the state of the station as being the third state when the

received transmission is determined to be one of the third set of transmissions.

44.  The computer-readable storage medium of claim 43, wherein the first state
indicates the station has not been authenticated or associated with the access
point, the second state indicates that the station has authenticated but not
associated with the access point, and the third state indicates that the station has

authenticated and associated with the access point.

45.  The computer-readable storage medium of claim 36, wherein diagnosing
comprises:

detecting a mismatched SSID problem by matching a client station SSID
against SSIDs in the compiled database;

detecting a wildcard SSID problem by matching a client station SSID
against NULL SSID;

detecting a mismatched channel problem by tracking traffic sent by a

station in each channel;
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44. The conputer-readabl e storage nmedi um of claim43, wherein the first
state indicates the station has not been authenticated or associated with
t he acceswoO o)po8sss7 t he second state indicates that the sta@Crarsodiag27

aut henticated but not associated with the access point, and the third
state indicates that the station has authenticated and associated with the
access point. 45. The conputer-readabl e storage nmedi umof claim36, wherein
di agnosi ng conprises: detecting a m snatched SSID problem by natching a
client station SSID against SSIDs in the conpil ed dat abase; detecting a

wi | dcard SSI D pr oldetentilya masrodichegl speed, pamecys netwioshtyps] @ pregablast NULL SSI D;
detecting a m t ched .channel pr.obl b racking traffic.sent,by a
station in eé’E‘?P %ﬂi’p{ﬁ%ﬁt,gh%%a\%@%él}%é@gh%%ﬁ&ﬁ%@ﬁ%ﬁ&%‘?%ihatd’éﬁée ng a

ni smat ched speed, JRfcbNAREY altBéMREKoR MR8re (RFObIRIERNRARINY Mhemcionmat chi ng a
capability attribute of a station against that of the AP; detecting an

aut hent i cat i @espbasd packetpr obl em by tracki ng aut hentication response
packets; detectin n..associ at.i on ilur by s K iation
response packetS%E%EP%%??ﬁﬁogﬁg%ﬁﬁﬁﬁr ﬁﬁbgéﬁﬁhggks%ﬁ%ﬁ%%?&ﬁ%ﬁﬁﬁﬁg%ackets
are transm t teketd;r om a station; detecting a weak AP signal problem by
checking AP signal strength in the _conpiled database;, detecti nq@a

ni smat ched wired elgtecting ameqypmeridpilyppmblena whenagnsgkethwieiragsetiiedi on
reaches an agﬁ) 5@&&8 . state and has transmtted data packets but an
associ at ed AP does not’ send packets back to the station; or a higher |ayer
prot ocol probl em hietedtihgatvieak ARiged pfablem by aheckidipAB egnabsitengthnin ghest at i on

and an AP. 35 i
- compiled database;

detecting a mismatched wired equivalent privacy (WEP) key problem
when a station reaches an association state and has transmitted data packets but an
associated AP does not send packets back to the station; or

a higher layer protocol problem by detecting successful data exchanges

between a station and an AP.
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