In a distributed system a nethod and apparatus for automatically checking
obj ects according to a specification which includes public contracts and
private constraints. Public contracts are obeyed by both client and
server, while private constraints are obeyed by either client or server,
but for a given private constraint, noj, by both. At each and every stage
of a client-to-server or server-to-client transaction or "call", the

obj ects or paraneters related to call are automatically - checked to
ensure a sp@@DMAmﬂﬂ<mHEGKBNﬁ OFA RUBISC -CONEERACTS) AND BREVATE ent

aut omat i caldoygs9as rq#gyggﬁﬁ (ﬁgﬁ%ﬁ code to check both private
client-side constralnts and public contracts on the client prior to

network transfer to .a server. The server has a server-side skel eton which
intercepts the call and objects. The server-side skeleton perforns

checki ng by code autonaticallg generated t 0 check thg fublic contracts, if
any, wth client and any pF s. Once checking
is conplete, the caI proce erver s_the result.

The return obj ect | s h%n ’t?%’ﬁs?‘érr?‘g %ﬁ”bs? W&hﬁgt BkaPBaFﬁgug 8ht .
The client £ e r 0 t he
speC|f|catf§h £ éh$e éFﬁgéﬁf é%#%C%@EbgdgHS §fer§§§8¥E%§?¥%8n )

speci 11 calyffbn GHRKRIES %mce%crr%'&seqnaopw@aea' Loh8ELABLY . SePinPYc

the clien
contracts are obeyed by both client and server, while private

constraints are obeyed by either client or server, but for a
given private constraint, not by both. At each and every stage

of a client-to-server or server-to-client transaction or "call®,

the objects or parameters related to call‘are automatically
checked to ensure a specification is met. A client-side stub on
thé client automatically generates and executes checking code to
check both private client-side constraints and public contracts
on the client prior to network transfer to a server. The servef
has a server-side skeleton which intercepts the call and
objects. The server-side skeleton performs checking by code
automatically generated to.check the public contracts, if any,
with client and any private server-side constraints. Once
checking is complete, the call is processed and a server
"return* is the result. The return object is then transferred
across the network to the client. The client-side stub then
performs automatic checking according to the specification of
the return object which may be different from the specification
checked for objects related to the call initially sent by the

client. _ e
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