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by reference.

10 Field of the Invention
This invention relates to an identification card
verification system, and in particular to one in which the
identification card carries an image which is scanned for
optical values which are compared to an image signature to
15 vefify that there have been no alterations to the card.
The verification can be made at the point of transaction
or by reference ta a central data base. '

D {pti ¢ Related Art
The use of identification cards is proliferating in

20 commercial transactions such as check cashing and credit
cards, security applications to gain access to premises,
licenses of various kinds, and passports, which may be
considered one of the first uses of an identification
card.

25 In structure, the cards usually contain a photograph
of a person. Recently additional features are sometimes
added such as a signature, fingerprint, or even the image
of the person's retina. Each of these is a characteristic
which is unique to each human being, and their addition

30 reflects attempts to mitigate the possibility of forged
identification cards. As greater reliance has been placed
upon these cards, their value to unauthorized users and to
unauthorized purveyors of false identification cards has
also increased significantly. Counterfeiters routinely
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security applications to gain access to pren ses, | i censes of various
ki'nds, and passports, which’ my be consi dered one of the first uses of
an identification card. 25 In_sgructure, the cards usually
contai n a photograph of a person. Recently additional features are
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adding data from a keyboard, and laser printing the
composite.
10 U.S. Pat. 5,157,424 to Craven et al. teaches a method

to superimpose a signature over a portrait wherein the

signature is scaled in size and printed in a tone which is

reverse to that of the portrait. So the signature would

appear white if applied over dark hair. This is an

15 example of a card which is harder to counterfeit.
U.S. Pat. 4,737,859 to VanDaele shows a bi-level
recording device which produces a composite half-tone

record in which images of different subjects remain

visually distinguishable. Digital information from the

20 two images is fed into an EXOR gate which drives a print

engine to produce a composite of a portrait and line work.

This 1s quite similar to the previous patent.

U. S. Pat. 5,321,751 to Ray et al. describes a method
and apparatus for credit card verification wherein a

25 picture accompanies an application for the card.

The

picture information is converted into a digital image

which is stored centrally or at the point of a

transaction. The digital image is also stored in a medium

like a magnetic stripe used by many cards or into an

30 electronic storage system such as in "smart cards". At
the point of sale the digital image of the presenter is

converted to a video monitor display. The card

administration agency also receives a verification request

together with an identification code provided by the

35 presenter which selects an algorithm to translate the

stored digital information into a video display.

In this
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pSEQEEEEar to a system which carries information which is
used to verify that there have been no alterations to the
card. The verification can be made at the point of a

15 tramsaction or by reference to a central data base.

The identification card contains an image area which
typically contains the photographic portrait of a human
being. However, other characteristics which are unigque to
that person may also be used, such as: a fingerprint, a

- 20 signéture, or an image of the person's retina, or any
combination of these. The card also contains an image
signature, which is prepared from optical values sampled
from or about selected reference points within the image
area. The values may be taken from gray scale, color, or

25 they may be taken from a amthematical transformation, such
as, a Fourier Transform. The card thus contains
information on itself which indicates whether attempts
have been made to substitute the image in the image area.
For noise free and robust operation several optical values

30 are determined in a cluster around each reference point
and averaged. To accommodate the variations in commercial
scanning devices which read the optical value, a
functional relationship of the average optical value
around a reference point to other optical values at

35 reference points near the former one is used to create the
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tdgerher with an identification code_provided by the 35 presenter which,

selects an algorithmto translate the stored digital information into a
vi-deo display. In this _ 3 _

i nvention the photograph is not on the card Accordingly, there is
a need for an identification card verification system which accepts

data from a bhagd signiauiret thf:hsﬁ:anpebsm&eoﬁy&he%and the verification

5 process also need_to.b that _th &L ifica shoul d be
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whi ch is fHaedrbo uer bi:!ﬁefrh@hd&é%éeoﬂa‘ﬁﬁebégﬁdnocﬁht gnabi previget he
card The verification can be ade at the poi.nt of a
information regarding the selection of a mathematlcal

translation function which may be used to translate the
optical value information to an encoded format of the

10 information on the card. The mathematical translation
function may include: an encryption scheme, a one-way
hash, a compression algorithm, or a truth table, used
separately or in combination. These functions are well
known in the art of computer science.

15 In one embodiment of the invention, a self-verifying
identification card system employs a card with an image
area and an image signature area, both being readable by
means for scanning the information on the card, and a
computer which is linked to the scanner which compares the

20 optical value information on the presented card to the
information recorded in the image signature and indicates
whether these data match. The image signature is
mathematically translated so that a counterfeiter cannot
code a forged photograph since he does not have the secret

25 key needed for translation. The computer may also be
linked to a data base which exchanges information with the
computer.

In another embodiment of the invention, a network
links scanners and a computer to a data base which

30 contains image signatures. Optical values from the
identification card are read by a scanner, transmitted to
the computer which calculates and image signature, and
compares it to the image signature in the data base
associated with the card. The image signature may be

35 mathematically transformed, for security, as before.

In yet another'embodiment, a self-verifying
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15 transacti on or by. referefice to a central’ data base. The

idgntification card contains an inmage area which typically contains the
phot ographic portrait of a human bei ng. However, other characteristics
whi ch are unique to t hat person may_aksa be used, such as: a

fingerprint, a 20 signature, or an inmage.of the person's retina, or any
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10 format, and the selection of the format may be determined
from indicia on the card.

In still another embodiment of the invention, a
method is described which employs the identification card
defined above to verify the validity of the card. Digital

15 information, including optical values, reference features,
and a first image signature is read by a scanner. A
second image signature is computed from the optical values
and compared to the first image signature. A successful
match is indicated. Alphanumeric or bar code information

20 may also be read from the card and compared to the image
signature.

In a further embodiment, an image signature is
computed from optical wvalues read from the image area of
the card and a comparison is made to an image signature

25 stored in a data base. Alphanumeric or bar code
information may also be read from the card and compared to
the image signature.

In yet another embodiment, optical values and a first
image signature are read from the identification card, a

30 second image signature is computed from the optical
values, a comparison is made of these image signatures,
and the presence of a match is indicated. A third image
signature associated with the card is retrieved from a
data base, and the first and third image signatures are

35 compared, and a match is indicated. Alphanumeric or bar
code information may also be read from the card and



L4 | mage signature which is provided on the card. A
registration-feature may be designated on the I dentification card,
described above, which provides i nformati on regarding the orientation of
the card in the 5 scanning device. The placenent of the registration
feature, or other indicia on the card, can also provide i nformation
regardi ng theoﬁgheealea Qhealm&bﬁeﬁabhﬁﬁhre t AgRShptisORalidnebl QarwEych may
be used to transl at gﬁ optical value information_to an encoded fornat
of the 10 i nt8PNERF ttﬁé‘nééc&lc’?ﬁemﬁéﬁhéﬁﬁﬁrcé{Frtlrféﬁéltéf’Ponmay
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whi ch conpar gg-at/1ege0 optical value information on the presented card to
1 he information recorded in the image signature and indicates
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conput er ﬂay al SOFEg 15*'I |"ﬁk@d%@r’; (Y&‘é?’ t?%d (Fhv(?){ ?Xﬁ&gs |nformat|on
with the idemtitfdcation card;

FIG. 1B shows a coordlnate system for reference

pbints within one area of the card;
FIG. 1C shows a cluster of pixels which are sampled
15 around a reference point; '
FIG. 1D shows nearest neighbor reference points
surrounding a reference point;
FIG. 1E shows another embodiment of the
identification card;
20 FIG. 2 is a block diagram of components for a self-
verifying identification card system;
FIG. 3 shows a network for verifying an
identification card; and
FIG. 4 shows a network utilizing a self-verifying

25 identification card.
The drawings are not to scale.

Referring now to FIG. 1A, there is shown apparatus
100 which is an identification card having an image area
30 30 occupying a portion of the card. Also provided on the
card is an area 50 containing an image signature 51. The"
remaining area of the card may be used for alphanumeric
text which describes the issuér, type, and purpose of the
card, together with any state seal or corporate logo.



1n anot her enbodi nent of the invention, a network | i nks scanners and a
conputer to a data base which 30 contains inage signatures. Optical val ues’

frromthe identification card are read by a scanner, transnmitted to

the conputer which calculates and i mage_skgnature, and conpares it to
~the inmmge signature in the data base associated with the card. The
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first horizontal and first vertical line determining

10 reference point (1,1), and so on. To prepare the card, an
image of a portrait, signature, fingerprint, or retinal
image which is to be printed within the image area is
scanned by devices which are well known in the art such as
a Hewlet-Packard Scanjet or Logitech Scanner. These

15 devices can read both the optical values in the image area
and the characters or bar code in the image signature. A
typical scanning resolution is 300 dots per inch (dpi)
which is also typical of laser printer output. Each of
the 300 dots being defined as a pixel. The optical value

20 of whatever image is scanned is taken at each reference
point, and commercial scanners provide gray scale or color
values ranging from 0 to 250 in arbitrary units. To
provide a more robust system which is less sensitive to
noise which is created by dust or bubbles which can occur

25 on the card or by noise in the scanning device, an array
of optical wvalues about each reference point may be taken
and the values averaged to represent the optical value at
the reference point. One such scheme is shown in FIG. 1C,
where a 5 X 5 array is selected about reference point

30 (2,2). Each of the dots being about 0.0033 inches in
diameter for 300 dpi resolution. Reference point (2,2)
may be separated from its nearest neighbors (1,2), (2,3),
(3,2), and (2,1) by 0.1 inch or any other distance
determined by the algorithm selecting the reference

35 points. The nearest neighbors are indicated in FIG. 1D.

To accommodate the different gain characteristics of
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whi ch enploys the identification card defi ned above to verify the
validity of the card. Digital 15 information, including optical values,
reference features, and a first inmmge signature is read by a scanner. A
second i mage S|gnature S conputed fron1tﬁ£ optlcal val ues and conpared
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the image area. In a preferred embodiment, the optical
value at a reference point is quantified into a three
level function wherein optical values greater than, equal
to, or less than surrounding optical values are ascribed

15 values of "1", "0.5", or "0O", respectively. The process
is repeated for each reference point, and the series of
values becomes the image signature which is imprinted on
the card combined with any other information the card
.issuer wants. The information may further describe the

20 cardholder and add items such as citizenship, corporate
permission codes, health profiles, or financial details.
This information may be in encrypted format anywhere on
the card, but in a preferred embodiment it is placed
within a specified area, such as area 50.

25 In FIG. 1E, fegistration features 40 may be used to
determine the orientation, location, and scale of the card
as. it is inserted into a commercial scanner. They are
shown as round dots approximately 0.1 inches in diameter
which are easily recognized by the algorithm searching the

30 digital information from the scanner. Preferably the
alignment features are placed away from any axis of
symmetry so that the orientation of the card is
unmistakable. Other indicia 41 and 42 may also be added
to the card and their length may indicate a different

35 encryption scheme for each card, to add another level of
security. The perimeter of the image area may also serve
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correspond to the image signature containing optical
values of the original image. By using the average of
optical values of a cluster of pixels around each

10 reference point, noise caused by dust or imperfections in
the card or the scanner is reduced to provide a robust and
reliable verification. By using'a functional relationship
to describe the optical value at one reference point
compared with others in the image area, the card becomes

15 less sensitive to the characteristics of commercial
scanners.

Referring now to FIG. 2, there is shown system 200 in
accordance with another embodiment of the invention.
Identification card 100, described above, is shown

20 partially inserted into scanning means 210. Commercial
scanners operate by raster scanning every pixel on the
card with resolutions that are adjustable from 100 dpi to
600 dpi. A resolution of 200 dpi to 300 dpi is preferred
in this application. Scanning means 210 could also be a

25 scanner developed for this application wherein the whole
card is not scanned at high resolution, but only areas
around the reference points, the image signature, and the
alignment features are scanned at high resolution under
computer control. Preferential scanning, as described,

30 would enhance throughput.

The optical values are communicated to computing
means 220 which contains an algorithm or a set of
algorithms. which operate on the optical value at each
reference point in the image area of the card, the average

35 of a cluster of readings around the reference point, or
the three-level function of the average optical wvalue



F1 G "3 shows a network for verifying an I dentification card; and

FIG 4 shows a network utilizing a self-verifying 25 identification card.
The drawi ngs are not to scale. Det ai | ed Description of the Preferred
Enbodi nment s Referring now to El gg 1A, there is shown apparatus

100 which is an identification card having an image area 30 30 occupying a
portion of theoGaddtheAredepenvedpdianr thRparedc@bd the aamer ¢a1%@s of
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is mathemati eghbMter sends a signal to indicating means 222, which may

be a screen display, a simple light, or a tone.

Similarly, a rejection signal is sent if no match is

found.

10 Since the card is self-verifying, a standalone
embodiment of the invention needs only an identification
card with an image area and image signature, a scanner
which reads the optical value of a gray scale or color
image in at least one position in the image area and which

15 reads the information in the image signature, computing
means which compares these data, and indicating means
which report the result.

Clearly, one or more standalone embodiments may be
linked to a network having additional computing means,

20 algorithms, and data bases which can perform the functions
of verification, as above, or provide additional
verification or more extensive functions relating to a
transaction at the point of scanning. The distribution of
these functions around the network may be optimized for

25 increased speed, lower cost, or to match preexisting
functions, which is common to the design of local and
wide-area network installations.

The verification process may be recorded in data base
230, and where a match is found further exchénges between

30 the data base and the computer are enabled. Computing
means 220 may also have input means 224 which may enter
details of a transaction such as a charge'fof a sale.

Where the card is not verified, the existence of a
defective card may also be recorded.. Input means 224 may

35 be an input from a cash register, bar code reader or
similar device, or a typical keyboard.



5 divided into a matrix of reference pojnts which are nore clearly

shown in FIG 1B’ The matrix is constructed with a series of parallel
horizontal and vertical lines |abeled 1, 2, etc. in each direction. The
i ntersection of the first horizontal 1and first vertical line

_determ' ning 10 reference point (1,1), and so on.. To prepare the card, an
i mge of a portraiRefeximns wrowy tfad MPE.p3i,ntthenre riet ishewwn a natagarkwtcch i s

to be brinteq ity nd Ned s AR Sard. SCAIRL AL ACEs Mg ar e

wel | known in suc anj S of Log| tech
Scanner. ThesemEkiged @as icave et 3P mmm ay shagadtenilsd iamage

area and JifierC A aiRhie Yo RAIcH: Mifmar) ddiid ”@Feﬁ AR rtait,

typi cal scanning resolution is 300 dots per inch (dpi). which is also
typical of | &d&lgnatiid, cutffhgemmmtof or a t’?ﬁé’—’%’@d dFegepeiuf§def i ned as.
a pixel. The élﬁidtﬂf&rl\ﬂga'die 130 ImbiRitEet, Iﬂmgeaemes_- sﬁ@m%sipmzﬁﬁ{@i@t each

ref erence oi.nt comner ci.al scanners V|de ray .sc Ie or | or
val ues rangi I?d: Tlﬁ}'mc(? % ’2‘5%’9 “&H‘Fg‘ m% %’r
robust syst erdentalfiicatiess &afdsuhy \ithet assuermim&acunﬁ:irul&:crdmatcadldas dust

or bubbl es whi,ch can accur 25 on, t he nni ng

devi ce, an arclhc’ﬁfac STore lpcilca vzﬁ uglsez?(oi’m ea %éiréncag'cﬁglﬁln may be -
t aken 10ancwuriemalanst theerldded to represent the optical value at t he
reference point. GN&SUGHE SO i ng) Mihdd) FGarCadapted ¥ feay X

array is selected about reference p0| nt 30 (2, 2). h of, the dots being
about 0. 0033 9Ridifasl vplues @ngh@lRharymessc &% hﬁ%; QQﬁ(i¥ ERdiGe poi nt

(g 3) dm%fﬂ%ﬁn gﬁﬂiérfl&é_iﬂ:i{]ffl(b’aﬁitdh ear@st Maighiahdelrs? may e3)
(3,2), and ( c’orr?rne::ycia'.l slcnacnneorrs asn chOtahsera q—*esvgla K %ackard Scanjet, or a

15 Logitech Scanner, or they may be specifically developed

for this application as described in the discussion of
FIG. 2. Each scanner is linked via a network to computing
means 320 which contains an algorithm which operates upon
the optical values from the image area read by the scanner

20 and compares these data to an image signature, associated
with the identification card, which is stored in data base
330. The steps to create the image signature have been
discussed in the description of FIG. 2 and are
incorporated here. The image signature may also be in a

25 mathematically translated format, also described before,
and indicia on the card may also indicate the kind of
translation which links optical values to the image
signature. Computing means 320 sends a signal through the
network to indicating means 322 which provides the result

30 of the comparison. Indicating means 322 may be a screen,
a light, or a tone generator.

Referring now to FIG. 4, there is shown a self-
verifying identification card system which is in
accordance with another embodiment of the invention. In

35 this case, the identification card 100 has been prepared
according to the description provided for FIG. 1A to FIG.



determ ned by the al gorithm selecting the reference 35 points. The nearest

nej ghbors are indicated in FIG 1D. To accommpdate the different
gai n characteristics of - 8-
various printer nodels, experience has-shogwn that a functi onal
rel ationship describing the optical value at a reference point (or its

average val ukEas Hefaérsicndtatreosignagnrar iay oaUtheagagownai BekliGs 4€)

conpar ed to optical,,walues_in the ls geare pr Vld a val ue
whi ch géaﬁé gg QEBQ% é §n8r?e8F0888 ga §°Ea?3? Be opti cal
val ue at thescenaeEﬁcerpoﬂnnkedh£0fanmpucmab meansenaﬂlonmprpsmag be

deri ved. fr omagie! hbhs! aBluc WAl thaicariBlahEankhaa00t! S8k LBhpRCLAGO! TS

in the image area. rati o o t he ue a int to
others in> MepRs m#ngeahéad-WArgdppﬁfQrpaaaQWBbaﬁnéﬁd thﬁelapptca|

value at a rﬁéahgnﬁaypgbnkey% qaaahrfbsaelﬁbadérthbﬁea casheyebikuBetion
wherei n opti cal Iues#greater t han Qr less than surrounding

opti cal vaIuE@tar agsc 9e&°§§aIP§IGe§38Pnd11mag8 §1gn6Fur8"WhF€§pé§t|vely
The process assotsatefdestiet the ¢dehti€fienetnea pairal ananghibh %aki es of

prepared from optical wvalues associated with at least one

10 reference point in the image area. Network 450, which may
also contain additional computing means, provides bi-
directional access to the data base and all the computing
means 420. The computing means contain an algorithm which
compares optical values determined by the scanning means

15 to the first image signature on the card and the second
image signature stored in the data base. The image area
of the card may contain a portrait, a signature, a
fingerprint or a retinal image, used singly or in
combination. The image signature may be derived from

20 average optical values around a reference point, and a
function which may be a three-level function, a ratio, or
one derived from a truth table as described before. The
image signature may also be in a mathematically translated
format, such as, a one-way hash function, an encryption

25 scheme, a compression algorithm, or a truth table, used
separately or in combination. These functions are well
known in computer science. The selection of the format
may be determined by indicia on the card for an added
level of security.

30 The invention also includes a method of verifying an
identification card which comprises an image area and a
first image signature which is derived from optical values
from within the image area. 1In this embodiment, the card
is scanned to obtain digital information which is entered

35 into computing means, which computes the digital - i
information regarding the optical values at selected



val'ués becones the i mage signature which is inprinted on t he card
conbined with any other information the card issuer wants. The
information may further describe the 20 cardhol der and add itens such as
citizenship, corporate per m ssi on cades, -health profiles, or financial
det ai | s. This information may be in encrypted format anywhere on t he
card, but hi nrafpreheer pdiatRodittih thel Smalhecagea tW iglith aasepeald i ed.
area, such as_area 50. 25 . In FIG _1E .regi.st.ration features 40 may be
Gsed o SBEREPAGPARETS MBAER CONDA St RO Ba T SR TIRtRR darh

as. it is inshet énmaget signetmrer.ci Thesdiscmssithepbave regaghddwg &her ound
dots approxi gatelby Q41 REhesd A ydi ] WRigh ;@18 VAN gni zed
by the al or??hglsga%cﬁing t%é 30 g%g?tgﬁafﬁ grna?i3%Sf5%%?f§ét§§§%ner.

Preferabl P t kEanslagiogsndst repgateds here -pl AE8@raRdersr ém &R axis of

symmetry so {Bak £libatebnephalded’d ahyt HAcladd readingUBTbhhaakakhec Grher
indicia 41 and 42 ﬁgy,also be ,added to,the gard and their, | ength may
i ndi cate a dPPFefFORE BLormARItRFromEhe sk H@Hi@R £8¥Fdd anot her

I Svel of compaihy. thie per iiffoematiohhwiithge thiccdmalle 3lighattires

and indicating whether these data match.

10 Another embodiment of the invention is a method of
verifying an identification card comprising an image area
having an image of a human characteristic, one or more
reference points within the image area, and at least one
registration feature which is adapted to determine the

15 orientation and scale of the identification card, where
thé steps are: scanning the identification card to obtain
digital information, computing a first image signature
from an optical value associated with each reference
point, comparing the first image signature to a second

20 image signature which is stored in a data base, and
indicating whether the first image signature matches the
second image signature. Additional steps may include
reading alphanumeric information from the identification
card, comparing this information to information stored

25 within the data base, and, indicating whether the
alphanumeric information read from the card matches
information from within the data base. The creation of
the image signature and the functions which may
nathematically transform it have been described and are

30 incorporated here.

A further embodiment is a method of verifying an
identification card comprising an image area having an
image of a human characteristic, one or more reference
points within the image area, at least one registration

35 feature which is adapted to determine the orientation and

-

scale of the identification card, and a first image . _

*



ms ‘a‘registration feature to orient and scale the card, and any
alphanunerlc character on the card, such as a particular letter in a
person's name may be used as an indi cator of a particular encryption
function. 5 The result is a card whijgh is self-verifying because

any tanpering with the image in the image area cannot correspond to t he

| mge si gnat 4§ gne@ibdl i viid 1f5¥m opti@a4e sl s@ocdltdla WIRGE ealPh

usi ng the average of gpti cal__val ues of, a cluster of pixels around each
10 ref er encESFEERACNHUER Caudd® KFBFs Lnor ‘Hdt?pelspé‘ﬁﬂléﬁs the the card

or the scannédentifddiatddn Q:aﬁfd)\tlodﬁb%arlﬁb@ib:@l&d. inforflaitdling

f t f I l.at th
oot i cal vl uETEUaN & et JaReE SiEnaliTE EFOR FheoCHEEan the i mage
area, t _he 5cari¢hfbema1tas>n1&sdoes:atsdm1tt&watt dealsd oner apitdriadt vad uef
commercial abo%‘f:a%r&er§ast one r anot"éﬁx o ﬁ%%ﬁ t%oﬁbﬁfc %-r?ett'?l%r% usc*é‘&’m

system 200 in accordance wt |nven
| denti ficati secomdd irgge d@gmmeatﬁ@vé:he figilsbnwvimpge Fdomiadurg Mhs@h ed

i nto scanni NgRPARSNALE FroA L ident i £iTeANRE Sa2RE" AR iR er
scanni ng eve%@pl xel on the .card with resolutions that are adjustable

from 100 dpi her &he firsta imegs sliogrtiremetaies ShsoFegoms dmage
preferredo sighalthire, amﬁu:qavlei@; aSeitdN g mERAN S ighl tord ds¥ord dted 25

scanner devel gped r.t pl_i cat | on e| n card.i s not
scanned at hi d‘% é:i’tﬁ dt‘*%ﬁ: aﬁ?ﬁﬁa °m aallate?i}ﬁd%taﬁ? 't EPEPETED0i nt s,
t he i mage si ghat fiestanthadee smnatluz@qrtmntthfeea:ﬂ'mm imagyes cagmadtuate ,.hi gh
resol ution u%ﬁ@’indicating whether the first image signature matches
the third image signature. Additional steps may include
15 reading alphanumeric information from the identification
card, comparing this information to information stored
within the data base, and, indicating whether the
alphanumeric information read from the card matches
information from within the data base. The creation of
20 the image signature and the functions which may
mathematically transform it have been described and are
incorporated here.

Further steps may include recording information
regarding attempts to verify the information card and

25 recording transactions made after the identification card
is verified.

The previously described embodiments of the invention
provide advantages including methods and networks wherein
an identification card is accepted by a broad variety of

30 scanners and one which is compatible with a many picture
based identification cards as they are renewed. The card
and the verification process are insensitive to noise.

The various functions which create the image signature and
the mathematical transformations though which the image

35 signature is recorded make the network and process
resistant to tampering or counterfeiting.



conputer control. Preferential scanning, as described, 30 woul-d enhance

t hr oughput . The optical values are communicated to conputing
means 220 which contains an algorithmor a set of al gorithns which
operate on the optical value at each _ jigeterence point in the inmage area
of the card, the average 35 of a cluster of readings around the reference

|00i1 gt , or t hgchﬁhg@-sl evd nodiFtiicat iehst hezd&her @%@cmﬂibaalllwal uef

- - around , reference point conpared to the s al.ues of,

near by nei ghIBPET 1B, SEREIABRIS. 520 BBBAFEd e aidy i thouk FEPRr Biie | s
associ at ed wftrbmeztle seopeciode the inhveationt.he Inmpgetiicgdatryr eheead from
the identifigalyg %%d&o'cfati%nao{?‘t%'& %f‘é%te%rc@ %g:%ttshgrzi‘&%& \geverified
and the conputér "sends a Signal to 1 ndicating ans 227, i Ch may be
a screen 8i sprage arsenglea begivaried witbeut depsiriilngr Ifyoma thej eptivdss
signal is segl kheQnRNELdrS and k@ dumbér of Pi§bﬂ%euggﬁ qard is

sel f-verifying, a standal one enbodiment of the invention needs only an
identificati §gtermining an average optical value around each reference

point can be varied. The placement of data storage and
computing means around the network may be varied to
10 optimize the parameters of the network.



‘cafq ] n i mage area and i mage signature, a scanner whi ch reads t he
opti.c l, !ﬁuﬂ Euny scal e or col or i mage in at |east one position
in they 1 sndlfiwhi ch 15 reads the information in the inmage

si gnature, conputing means whi ch conpgges these data, and indicating
means whi ch report the result. Clearly, one or nore standal one
enbodi nent s Eﬁilpﬁi | 1 nked to a network having additi onal conputi:ng
means, 20 al gorrithnmns,

and data baseg whi,.ch can.performthe functi f
verification, as above® §flpr¥era vingi LASRER LLCAGAAR! FER0 SYSEEOre

$ﬁtegsive Luaaﬁbemgihghating to a transaction at the point of scanning.
e distribution of t hese functions .atound the network_may _be aptim zed
fentitde and

for 25 increased ?Beé 3 &?P,cgfdt aN&P@haﬁrégQg§tFﬁ§a ctions,
mhlchlis somimagto stigmatesiegn of | ocal and wi de- ar ea networ k

i nstal |l ati ons. e LiLcatian.or e r i ta
base 230, and™W gﬁef§qﬁ§¥§%hﬁggf%b%dl S%%%Z?cg%gﬁanggg%gggg gﬁQBgﬂkhe
dat a base andetlketctineuoptised ¥pdbesdassosgatedgwithngindeast ¢Bf al so

have i nput %@%r%%%e%&?xt”&lﬁ ReChimaged@lrdal angl td HealSad on such as a

charge for a sale. ) ere the card 1S not verified, the existence of a
defective cai@frapasion Provdcsdiey. thepdiMagsafid IRRFUfgy 884 pe an i nput
froma cagh regi shRlansdForCedmputdael, @ontaining ladv adedrdehmoand typi cal
keyboar d. . . ' .
linked to the scanning means, being adapted to compare
optical values determined by the scanning means from the
image area to information from the image signature on the

card and to indicate the result of the comparison.

15 2. The identification card of claim 1 wherein the
image area contains an image of a characteristic which is
unique to each human being.

3. The identification card of claim 1 whe;ein the
image signature is derived from an optical value
20 associated with at least one reference point within the

image area.

4. The self-verifying identification card of claim

3 wherein the average of a group of optical values at
points located near a reference point defines the optical
25 value at that reference point which is used to derive the

image signature.

5. The self-verifying identification card of claim
4 wherein the image signature is derived from a function
relating the 6ptical value at a reference point to other
30 optical values within the image area. . ¥-%i

6. The self-verifying identification card of claim

—_—
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*Refer nom1to there I's shown.a netmork to verify an

i denti fi ugl rulflcatlon card 302 conpri ses an inage area 330
d|spla UQMM sti'c whi ch i s unique to each hunan bei ng, such
ralﬂ "5 a signature, a fingerpjint, or a retinal inage, used
'5|ngularly or in conbination, together wth al phanuneric or bar -code

i nformati on pWhiedv-dsn a8 imagd Nt Eshaniore tHe in a ikg¥Hddd€ataDn, card by the
I ssuer mhlch further qESérlbes Qﬁfa erlféjcs such as_hei ght, wei ght,
€:

age, accountCARPHLIAR? e lcent s ?ﬁdscannlng means
310 are adapted to read optical values and alphanunerlc or bar code

i nformation fromt eei de L ca% fﬁ]a%kaé%ngéancj’s%ffgénggfiﬁyCP ™

comer ci al scanners su aie F%ﬁf% ech
Scanner, or § helyermin behepfené¢tian | is deviehopedlevel ffunetienappl i cation -as
described in-the.di scussion of FIG 2. Each scanner is linked via.a
network to conputing means 320 whi ch contains an al gorithm which

oper at es ilpon 8t he Tpei seliveertfyingnidertifbertirracrrdebyciatm

scanner @9@%%@%&9%@ {9 an-iPpge signature, associated
Wwith the |dent| Ication card, which is stored in data base . 330. The

steps to create the inmage signature have been di scussed in the

description of FI93. 2 BnE 8eEf-verifgbngoiasedi hbcatidhecardget schanture |

may al so be
y é whereln the function is derived from a truth table.

10. The self-verifying identification card of claim
10 6 wherein mathematical transformation function is
determined from indicia on the card.

11. The self-verifying identification card of claim
1 fur;her_comprising means for indicating the result of
the comparison of the image signature to optical values

15 from the image area.

12. The self-verifying identification card of claim
1 further comprising a registration feature which is an
edge of the image area.

13. The self-verifying identification card of claim
20 1 wherein the image signature comprises optical values
from the image area and data selected by the issuer of the

card.

14. The self-verifying identification card of claim
1 further comprising a data base adapted to exchange
25 information with one or more computing means.

15. An identification card verification system

comprising:

This Sheet Has Been Replaced




si gnal” tHrodgh"thd *

25 mat hematical ly transl at"ed f or mat, al so descri bed before,
on tgﬂmmmummm ndi cat e the. ki nd of transl ati on which |inks
opti da I mage signature. Conputing neans 320 sends a

network to indicatigng- mreans 322 whi ch provides the

result 30 of 'the conparison. Indicating neans 322 nmay be a screen,

light,

or a tone gemerdemrification cdisd ehaviny reow inadd Gres there is

shown a sel f- verifyl Ldent.d fd [ r te ¥hip [,S. 1N
accordance vvicﬁmparnloﬁﬁeé ée%%%l men %{Taa% t@?‘f‘%@en iﬁyoi' ({ph 3 ?’r‘ﬁ% case,
i denti fi cati oreiRrRRABE ML ceFtipie e dimage ansi dianf tak thrasfesre ption
provided for K3 sdbhd ok feature which is adapted to determine the - 12 -

1E. A first

i mage signature is on the card._  A'series of

a

t he

scannli ng neans

310 are as dSFTHIHARLINR AesagionnaAnd scals RE Lthe ddeniddii qaridhput i ng

means 420 corgd#d&i ng

I nput nmeans 424 and indicating nmeans 422. The

and i ndi ci a

conputing 5 neans_may be hard-w red qr, programabl e, and t he, i nput , ans
2 bartR HRATR SRS, WGh (R LnrqsRar ipR Hemyred
contai ns a sefmon oped=alivamhies casdnciated with each reference point,

may be keys,

10

15

20

25

30

one or more means for scanning the identification
card adapted to detect the optical values associated with
at least one reference point in the image area;

one or more means for computing, containing an

algorithm and linked to the scanning means, being adapted

to compare optical values determined by the scanning means

from the image area on the card to information from the
image signature;
a data base adapted to store the image signature and

exchange information with one or more computing means; and

means for indicating the result of the comparison;

whereby the scanning means feeds data into the
cbmputing means, which provides an indication as to
whether optical value data match the image signature to
the indicating means.

16. The identification card verification system of
claim 15 wherein the image area contains a fingerprint.

17. The identification card verification system of
claim 15 wherein the image area contains a signature.

18. The identification card verification system of
claim 15 wherein the image area contains a retinal image.
'19. The identification card verification system of
claim 15 wherein the wherein the average of a group of

optical values at points located near a reference point
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‘assodiated with theutﬁﬁ tification card and whi ch was prepared from

optica:\lulmﬂmlm d with at | east one 10 reference point in the inage
ar-ea i

may al so contain additional conputing neans,
provi des *bi £ Uirectional access to _t data base and all the conputing
means 420.. The conputlng means contain afn~al gorithm which conpar es

Pt ool VAl a8 EdRbE EhaCUo cu1e VAT ARTLRO HER NS 1Bk Bol LS EROS o

signature on the car e sec e signature stored 1n the data
base. The |nﬁg@daﬁ@aderlvéfthﬁel@égﬁ ﬁégnééﬁﬁéln a portrait, a signature, a
fingerprint or a retinal imge, used singly or in conbi nati on. The

| mage signhature be deri,ved frqom 2Q average opti cal val ues aroun
reference point, n?ﬁd g &R PEh A% Q A tLRPEL N FYE LR N |on
rati o, or clabim d&r whe&eﬁnom timate tsalglnetm-edesc alehredetietﬁrbm aThe

| mage si gpat ma al | transla format, such
re % oneBnag URSER bR e AsIne, Re BRI, et REnd TR TE5RRres PRS
algorlthn1 otoaothetrhopalicel sraddes w1$hparahelymage|areanbination. These
functions are well known in conputer science. The selection of the

f or mat may be determ ned by indicia on the card for an added | evel
of security. 30 21. The idearifdisasion casduyesifisation system Pfing an

identificati gRagar 8 oWheheGAMRhieS Eandk ibkRde ar eereedlevel £hinkgh orage

signature which is derived fromoptical values fromw thin the i mge
area. In this enbodi nent, the card IS scanned to obtain digital
i nformation whi chz‘as emher Q@e&ilﬂlﬁhﬁlmatridn@'elﬁ&ﬂ&at%hChy&QHSﬁUbES t he
di gi tal 10 Efor ar%hpgft e.qpti cal val%es at sel ected

alim W ere unction 1is ratlo.

23. The identification card verification system of
claim 20 wherein the function is derived from a truth
table.

24. The identification card verification system of
15 claim 19 wherein the image signature is in a
mathematically translated format.

25. The identification card verification system of
claim 24 wherein the mathematically translated format is
determined from indicia on the card.

20 26. A self-verifying identification card system

comprising:
an identification card having an image area

comprising a portrait of a human being, one or more
reference points within the imége area, and at least one

25 registration feature which is adapted to determine the
orientation, location and scale of the identification
card, and a first image signature which contains
information derived from optical values associated with

each reference point,
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- 13°- reference points within.the inmage area to get a second I mage
si_gnat u “ﬂ V““Emﬂg to digital information from t he i mage

si-gnat qﬂl m n above regarding the preparation of the |mage
signature e#ndtitd mathtmatical 5 transd @&0iens is repeated here. O her

steps in the verification process may include readi ng al phanuneric or
bar code i nf or nat icoe fommaree nederst ifforc @daomicyr dhe idemmipdfdicagritdn s to

i nf ti
data matcn, Tped Bl ed ﬁ%&?&mﬁ% SpiRE RO iy e
verifyi ng anaitdd@asti ong gefarancomedng dg 4he ddggaresa ankhiingaad

i mge of a th%nf@&@ﬁﬁ@&&ﬁdéﬂgﬁbnaﬂﬂ}é3r nor e reference points within the
I mage are%t and at i;ﬁt one regi stration feafure which is adapted to
h

deternine>the 15 &r 2 ha5e Sap BHR R M AT LR, where
the steps ar derdsadhifiipn ptidall ividlemls @is soarich Heal olitth @t leai;tgldrﬁ
hesoc! at e WA BAATY aRdri e S R heind R ohage
si gnature toexcheowel information with one or more computing means;
one or more means for computing, containing an
10 algorithm and linked to the scanning means, being adapted
to compare optical values determined by the scanning means
from the image area on the card to information from the
first image signature and to compare said optical values
to the second image signature; and
15 means for indicating the result of the comparisons;
whereby the scanning means feeds data into the
computing means, which provides an indication as to
whether optical value data match the information in first
image signature, and whether optical value data match the
20 information in the second image signature.

27. The self-verifying identification card system of
claim 26 wherein the image area contains a fingerprint.

28. The self-verifying identification card system of

claim 26 wherein the image area contains a signature.

25 29. The self-verifying identification card system of

claim 26 wherein the image area contains a retinal image.

30. The self-verifying identification card system of
claim 26 wherein the wherein the average of a group of.
optical values at points located near a reference point

30 defines the optical value at that reference point which is

used to derive the image signature.
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'20’immy;?ﬁxr’TﬁTE_ﬁﬁTEﬁ_is stored in'aﬂdata base, and I ndi cating

mhether signature matches the second i nage signature.
Addi t| H wp“ ‘H*I gtl ude readi ng al phanuneric information fromthe
moear

|dent|f comparing this hpformation to information stored
25 within the data base, and, indicating whether the al phanuneri c

i nformation read siom e ga&é BEGReSng 1dbALOENBAL9BAI EARVLLAEAN! B data
base. The creation_of he i nage Signhature and ?unctlons vihi ch may
mat henat i cal FyatMmaRsf Uhﬁrﬁtmhéhs Bgéﬁedééeaﬁseaeaha Q?Elgedl AEBMpPAr at ed
here. funétfivht BelaeibgdicAenbptscainphhod at derkfyrBfdcanpoint

I dentification card conprisin n_inm area. havin i mge of a human
characteristF@,° gﬁsropgﬁﬁFéarg?iP@ﬁcggghlnpgpﬁt%mﬁthFﬁthe i mage area, at

| east one registration 35 feature which is adapted to detern1ne t he
orientatign and sc h L n | mage
-14- gmgnatu?g de?%%e%g}%oﬁﬁ&q?pahé ga%hggfggég%Pgtg Fﬁgég@ &
reference porchaimTRa yhepglnn@hedéunstannlng ghthree-level functlon

33. The self-verifying identification card system of
claim 31 wherein the function is a ratio. '

34. The self-verifying identification card system of
10 claim 31 wherein the function is derived from a truth
table.

35. The self-verifying identification card system of
claim 30 wherein the image signature is in a
mathematically translated format.

15 36. The self-verifying identification card system of
claim 35 wherein the mathematically translated format is
determined from indicia on the card.

37. A method of verifying an identification card
comprising an image area having an image of a human
20 characteristic, one or more reference points within the
image area, at least one registration feature which is
adapted to determine the orientation, location and scale
of the identification card, and a first image signature
which is derived from optical values associated with a
25 reference point, the steps comprising: ‘ _
scanning the identification card for obtaining
digital information;
computlng a second image signature from the dlgltal
information associated with at least one optical walué
30 about at least one reference point;

This Sheet Has Been Re;ilaced

L




idéentification card to obtain digital information,. conputing a second

i mage digital 5 information associated with at | east

one optslﬁmﬂmnm E[ﬂ” out at | east one reference point, conparing the
secendsi nage signature to_the Lirst inmage S|gnature whi ch

mas scanned fromthe |dent|f|cat|on card, indicating whet her the first
i mage SIgnature n&bﬁbﬁ%lh tﬁ%ﬁ@&ﬁ uEEQESéQo%HQHﬁh sigehbiuee e &hhird

| mage si gnat SOC|ate i dentificatiqgon card froma data
base, conpar' lm?ﬁ? ﬁﬂﬁ?ﬁtpﬁ§g¥h§F§n§FﬁrécFBnFﬁe%F mage signature,
and indicatimgenhéfheatuba clat-st; bmﬂge si gnature mat ches t he third

| mage signature. Aﬁ |t| naI % ga¥h Iud 15 readi.n hanune

i nfor mation from ¢ &Pﬁru §t|on éf& &gﬁﬁgrﬁﬁ |WP&F |on to
i nformati &n shersdcond vinglyien stlgaagare .base, and, |nd|cat|ng ‘whet her the

al phanunmeric information read fromthe card natches I nformation from

within the data base. The creation of 20 the inage signature and the
functions which md$- Theafeshed €4l c}aimaddf wherednhidhe Bmegedescri bed and

are 'nCOEEQhQEQthQ%ederlved fromUuthlehvel-aRe BRBY al Bebuge oecor di ng
I nformation re ard&ﬁ%&atte ts to verify the.,information card and 25

recording trSREZERLONE fhEStRERACE PRAPSN card is verified.

The previously descrlbed enbodi ments of the invention provi de

advant ages includ hods rks an i,dentification
card is accepted a”&@gaﬁe&ip eP? mﬁ g@aﬁﬁgfglgnd Sné™GflSch i s
conpati blLé wsignatnanylpldemneed frbmsadfunemuphlc&ﬂamnngamﬂs aptikey are
reneved. The,gafd at a reference point to other optical values within

the image area.

40. The method of claim 39 wherein the function is a
three-level function.

15 41. The method of claim 39 wherein the function is a
ratio.

42. The method of claim 39 wherein the function is
derived from a truth table.

43. The method of claim 37 further comprising the
20 steps of:
reading alphanumeric information from the
identification card;
comparing said information to information within the
image signature; and
25 indicating whether the alphanumeric information read
from the card matches information from within the image
signature.

44. A method of verifying an identification card

comprising an image area having an image of a human
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I ——
‘and the verification process are insensitive to noise. The vari ous -
functi mﬂmgmuﬂﬂg‘ﬂl“\p‘e | mge signature and the mat hemat i cal
transfa ich the inmage 35 signhature is recorded nmake the
net wor k ‘and procéss resistant to tampgring or counterfeiting.

- 15 - Changes and nodifications in the specifically descri bed

enbodi ment s eaaraeteir&gteé OBheV\foE:hﬁlBE'edQBﬁéﬁrleﬁGe poihem wmehsﬁoeraeof t he
i nvention. In particular, and |, ocati g ﬁ1
the

poi nt s mnthlﬁmFﬁ@ Qrﬁﬁag@ngrég &ﬁﬁsﬁe°98rF@glﬁffﬁ569nd£ﬁ3FPFﬁg
spirit of aihptedvent derezndneheheuskéenahthbonel 3ovaedonnand deageni ni ng

o 2verade Ol £ YALUE, 84 I8P e BETEE s RAEESINGtE var) od, The
varied to510 optisbaanﬁhg pheandestd fétathonnetwdr Eor obtaining .
digital information;
computing a first image signature from an optical
value associated with each reference point;
comparing the first image signature to a second image
10 signature which is stored in a data base; and
indicating whether the first image signature matches
the second image signature.

45. The method of claim 44 further comprising the
steps of:
15 reading alphanumeric information from the
identification card;
comparing said information to information stored
within the data base; and
indicating whether the alphanumeric information read
20 from the card matches information from within the data
base.

46. The method of claim 44 wherein an image
signature is derived from the average of a group of

optical values around a reference point.

25 47. The method of claim 44 wherein the image
signature is derived from a function relating the optical
value at a reference point to other optical values within

the image area.

48. The method of claim 47 wherein the function is a
30 three-level function. S

49. The method of claim 47 wherein the function is a

[
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3 _____________________
- 16- . A self-verifying identification card system for
use vm”"uu “mm lon card having an image and 5 an inage signature,
wher ei Hmkat ure is derived fromoptical values contained
wi t hi n “sai‘d Fralje 5 * at at | east one refgrence point, said system

conpri si ng: a scanner for scanning the |dent|f|cat|on card, wherein 10
sai d scanner (z83@s sai d optical values associated with said at | east
one reference point in said iage and reads said i mage signature; and

a processor coupled to said scanner for conparing said opti cal val ues
associated with s&0 ata InssHodref Merirffisierae igendi fivatdioh idmgie to

optlcal val ues resented | iLmmage SI nat ur e.

identificati 53“@%%&@@%1&&@5 r]"’ersﬁ%lq”a‘w' TR é’ﬁ r?aélé"%ms a

char act eri st ichadscifernisti®, onequs mmoﬂeﬂanmeb@mts within the
5 1image area, at least one registration feature which is

he

adapted to determine the orientation, location and scale
of the identification card, and a first image signature
derived from optical values associated with each reference
point, the steps comprising:

10 scanning the identification card for obtaining
digital information;
| computing a second image signature from the digital
information associated with at least one optical value
about at least one reference point; '

15 comparing the computed second image signature to the
first image signature which was scanned from the
identification card;

.indicating whether the first image signature matches
the second image signature;

20 retrieving a third image signature associated with
the identification card from a data base;

comparing the first image signature to the third
image signature; and
indicating whether the first image signature matches

25 the third image signature.

51. The method of claim 50 wherein the image
signatures are derived from the average of a group of
optical values around a reference point.

52. The method of claim 50 wherein the image
30 signature is derived from a function relating the optical
value at a reference point to other optical values withim,

a3

the image area.
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3. The-ggr?—VETTT“ng*rdeﬂt|f|cat|on card system of claim1 wherein an
aver age ?” | cal val ues at points | ocated near a reference
poi nt de mmmfm ,@m’( cal value at that reference point which is used
~to derive*thé inage : o _ The self-verifying
i dentification card system of clain1§ wherein the inmage signature is
ey ed from 30 o33k unehloflet BlAl bROCH1En0R! GAL-LEhUEE" efnbEighoices
point to other opfical "values wt

sel f-veri fyi Hgregehevelciunshionrd system of claim3 wherein the i mage
signature is in a 35 nathenatlcally transforned format upon the

I dentification card. he self-verifying identification card
system of clarfra Wﬁ@r@FﬁhpﬁeofuH&FFBnS?SWEeFﬁFBethgngnEGlOFuhétFon
7. The sel fryeibfying identification card system of claim4 wherein

the function is a ratio.

S 55. The method of claim 52 wherein the function is
derived from a truth table.

56. The method of claim 50 further comprising the
steps of:
reading alphanumeric information from the
10 identification card;
comparing said information to information within the
first image signature; |
comparing said information to a third image signature
stored in a data base; and
15 indicating whether the alphanumeric information read
from the card matches information from within the first
image signature and within the third image signature.

57. The method of claim 50 further comprising
recording information regarding attempts to verify the
20 information card.

58. The method of claim 50 further comprising
recording transactions made after the identification card
is verified.
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-17-" 8. The self-verifying identification card system of
~cl,aim 3 wherein the function is derived froma truth table. 5 9.
The self-verifying identification card system of claimb5 wherein a

mat hemati cal transformation functiangigs _determ ned fromindicia on the
card. 10. The self-verifying identification card system 10 of

claim1l further eHERNIFICATION' CARY VERGFICATION BYSTEM AU METROD he
conpari son of the imge signature to optical values fromthe inage.

11. The self-verifying identification card system15 of claim1 further
conpri sing aABngabmatlon feature which is an edge of an inage area

that contains saig 3 nP 1Fent1% hese g%dv b&ﬁgngn

i dentification card system ereln i'mage=si g anPé al so
i ncl udes aggeawhdichc may ispnthdn aspertarithe acfinger prlnt a13 The

Zeg;t;eggég'a g%ﬁgﬂtﬁhdaﬂ” & @31do¥ythee togethehdidch %ﬁf&%%beﬁonpr's'“g
signature which is derived from scanned intensity
measurements taken from the image area. In the
verification process, the image is scanned and aligned
with respect to reference points corresponding to the

10 original printing process which created the card, and
intensity values, their averages, or any other function
are compared to information provided by the image
signature. Mathematical transformations, such as a one-
way hash, an encryption, a compression algorithm, or a

15 truth table may be used to encode the image signature.
Alignment markers aid in scanning the image and the image
signature. The use of average values aids in reducing
noise and the use of comparison functions makes the _
process less sensitive to variations among scanners. The

20 verification may be done at the point of a transaction,
for a standalone system, or may be referred to a
centralized data base in a networked system for further
inquiry. In a networked system the image signature may be
stored in the database.
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25" exchange information with one or .nore conputing neans. 14. An
identifi‘cation card verification system for use with an identification
card having an i mage area containing a portrait of a human being,
wherein 30 said portrait contains at |east one reference point with

di stinct optical values and said identification card includes at |east
one registration feature di sposed there? wherein said at |east one
registration feature determ nes the orientation, 35 |ocation, and scal e of
the identification card, said identification card further including an
i mage si gnature which contains information derived from optica

val ues associated with each reference point, sai d system conprising: 40
one or nore scanning neans for scanning 2?2— : higntification card and
detecting said optical values associ szjt ai d at | east one

ref erence point in the i mage area; and 1008c or nore conputing
means |linked to the scannind@MS means, said conputgng neans bei ng adapted

to conpare - \ ] - ™
I

:2/ ALPHANUMERIC
’ ~ INFORMATION

FIG. 1B
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A
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»

‘opti tal val ues associated with said at |east one ref erence point and
deterni rted by the scanni ng means fromthe image area to optical val ues
represented in said i mge signature. 5 15. The identification
card verification system of claim 14 wherein the inage area contains a
fingerprint. 10 16. The-identificagaf card verification system
of claim 14 wherein the image area contain /P ~signature. 17.
The identification card verification system 15 of claim 14 wherein the

i mage area contains a retinal i mage. 18. The identification
card verification system of claim 14 wherein an average of a group of
optical 20 values at points.located near a reference point defines t he
optical val ue at that reference poi nt which is used to derive the i mge
si gnature. 19. The identification card verification system 25 of

claim 14 wherein the i mage signature i sFched_fC)m

2

FIG. 1D

1 2 3
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-a ‘fonction relating the optical value at a reference poi nt to ot her

~

optical® values within the i nage area. 20. The identification
card verification system30 of claim19 wherein the function is a

t hree-1| evel function. 21. The identification card
verification system of claim 19 wherei @e function is a ratio. 35
22. The identification card verification gbé em of claim 19 wherein
the function is derived froma truth table. . 40 23. The
identification card verification system of claim 18 wherein the inage
sighature is in a mat hematically translated fornat.

- 19-
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54; %he_ideﬁkification card verification system of claim 23 wherein the

mat hematical |y transl ated format is determned fromindicia on the
card. 5 25. A self-verifying identification card system for use
with an'identification card having an inage area, a portrait of a human
bei ng di sposed in said i mage area, wherein said portrait contains at
| east one reference point having opticgl/gval ues, at |east one 10
regi stration feature disposed on said ident{fication card and a first
i mage signature disposed on said ° identification card which contains
‘information derived fromsaid optical values associated with each
‘reference point, said system conprising: 15 one or nore scanning
means for scanning the identrﬂiigzéf cg&d and detecting said optical-
val ues associ ategggith said at | sonedreference point in t he
| mage area and dt802first i mage signature; _ a data base
containing a ge signature ' gzéornation derived from
optical val ués sociated with eq n eference point in the
I mage area, (vvh " saiel3figt a base i -- to exchange information
w th one or [e gonpOts means; - bhe or nore conputing neans
cont ai ni ng ap™ orithmgnd |inke scanni ng neans, said
conmput i ng e opti cal val ues determ ned
by the scanning S e image . : area\Qn the card to infornatigga
fromthe first image.- I gnat ure and t.he seco I mage si%Pature; and
: . . | 132 |
: : . 322 ° ﬁ-_“ : DATA
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- 30 " means for indicating the fesuft of the conpari sons.

26. The sel f-verifying i denti ficati.ohcard system of cIaqM%@%’ﬂhereln
the image area contains a 35 fingerprint. 27. The s &;verlfylng
i dentification card system of claim 25 wherein the image zrea cont ai ns
a signature. 40 28. The sel R6éverifying identification card
system of claim25 wherein the i nage area contains a retinal I mage.
- 20- IDENTHF ICNTION: CARD VERIFICATION SYSTENa ANDs METHOD of
cl aim 25 wherein an average of a group of optlcal val ues at points
| ocated near a reference point defines

ABSTRACT

A self-verifying identification card having an image
area which may contain a portrait, a finger print, a
5 retinal image, or all of theée together with an image
signature which is derived from scanned intensity
measurements taken from the image area. In the
verification process, the image is scanned and aligned
with respect to reference points corresponding to the
10 original printing process which created the card, and
intensity. values, their averages, or any other function
are compared to information provided by the image
signature. Mathematical transformations, such as a one-
way hash, an encryption, a compression algorithm, or a
15 truth table may be used to encode the image signature.
Alignment markers aid in scanning the image and the image
signature. The use of average values aids in reducing
noise and the use of comparison functions makes the _
process less sensitive to variations among scanners. The
20 verification may be done at the point of a transaction,
for a standalone system,‘or may be referred to a
centralized data base in a networked system for further
inquiry. 1In a networked system the image signature may be
o stored in the database.

Fig 1A.
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TS

fhe optiCWerence point which is used 5 % wgféraﬁ VE t he

| mge si gnat ure. 30. The self-verifyi ngnnl-den-tmln.m..ca:,.t..on...c.ard :

gystem Hﬂ“tr“ﬁﬁ\l ﬂkl n the iange signatyre REPIRCEMEYTT KIS &G
function r “ tl val ue at a ref erepcE Bepcripgimipaged ot Herpeged ..
val ues' i t h| n the Y4 mlge’ar ea. 31. The|s@fGhirele) f yipaged .. to paged 24
I dentification card system of cl ai m 301gher ¢i i Whwitg{sictpagndi.s. ta paged .....
three-level. function. 15 32. The sél@-Algmbaty i n@aqd@ntltblmbﬁon
gﬁrd srften1_f _of ihginygo wherein the functiofh is a ratio. 33.
e self-verifyigignimMeentification card system 29 i7

function is derived froma truth tabre BAF@IQT”kﬁaﬁﬂﬁ?ﬂ?Lﬂanﬁn

sel f-verifying identisficaty ldergglgzlc'aﬁm&g d&ﬁ@ysttelma umage

:'e?f“?;:;ﬁ'yfggn..%f’ ey ey

mat hemat i cal Py tarrhr?é‘?a&eed“gnatf“}ﬁermt SESRE
card. 30 dexdis R IR :
that has an i ma@t = :

_ scanner for scanning the identification card, wherein
10 said scanner reads said optical values asgsociated with
said at least one reference point in said image and

reads said image signature; and
a processor coupled to said scanner for comparing said
optical values associated with said at least one

15 reference point in said image to optical values
represented in said image signature.

2. The identification card system of claim 1
wherein said image shows a characteristic which is
20 unique to each human being.

3. The self- verlfylng identification card system
of claim 1 wherein an average of a group of optical
values at points located near a reference point defines

25 the optical value at that reference. po:Lnt which is used
to derive the image signature.

4. -Th_e self-verifying identification card system
of claim_3 wherein the 'image signature is derived from
30 a function relating the optical value at a reference
point to other optical values within the image.

5. The self-verifying identification card system
of claim 3 wherein the image signature is in a '
35 mathematically transformed format upon the
identification card.

———f

of claim_4 wherein the functlon is a three-level
40 function.

6. The self- -verifying identification card 's.ystéml

1. The self-verifying identification card system
of claim 4 wherein the function is a ratio.
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CharacteristLL;_jﬂ_JJEQEL_QQE_LE;ﬁVence point wthin the | mage area, at
least one registration featureand a 35 first imge signature which is
derived f;om”eﬁ"mn" associated with said at | east one reference
poi nt, said lu'"'"g[i" he steps of: . scanni ng the
|dent|f|cat|on tard flor nobsai I ng digital information relating to said
i mge area and 40 said first inage si gnatl’e; conputing.a second
i.mage s+gnatur$ fan1tPe digital information associated with at | east
one optical value fromsaid.at | east ,one reference point
-21- conpdei ng Thige S@éﬁpﬁ?@Gf§E@6h&dFH§&§¥ﬁﬁ§1§FUﬁ?rpbéxgggwh
first imge S|gnﬁtaﬂalmcénm@@rﬁn@ntbﬁefuncﬁh@@nﬂﬁf@%ﬁﬁW§§(§ﬁ9? 3y fFuth
i ndi cating whet gabliehe first inmge signature 5 nmatches the second image
si gnature. '
5 9. The self-verifying identification card gystem
of claim 5 wherein a mathematical transformation
function is determined from indicia on the card.

10. The self-verifying identification card system
10 of claim 1 further comprising means for indicating the
result of the comparison of the image signature to

optical values from the image.

11. The self-verifying identification card system
15 of claim 1 further comprising a registration feature
which is an edge of an image area that contains said

image.

12. The self-verifying identification card system

20 of claim_1 wherein the image signature also includes
data selected by the issuer of the ca:d

13. The self-verifying identification card system
of claim_1 further comprising a data base adapted to
25 exchange information with one or more computing means.

14.  An identification card verification system
for use with an identification card having an image
area containing a portrait of a human being, wherein

30 _said portrait contains at least one reference point
with distinct optical values and said identification
card includes at least one reqlstratlon feature
disposed r i
registration feature determines the orientation,

35 location, and scale of the identification card, said
identification card further including an image
signature which contains information derived from
optical values associated with each reference point,
said system comprising:

40 one or more scanning means for scanning the
identification card and detecting said optical values
associated with said at least one reference point in
the image area; and

one or more computing means linked to the scanning

45 means, said computing means being adapted to compare

he replacement sheet

27 MG 1998
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- 37. The ”E%hgd‘QL~9L9LH¥§E~fberEin t he i mage signature is derived from
an average of a group © optical values around a reference point. 10 '
38. The nﬁq wa wherein the inmage signature is derived from
a functio I ﬁgﬁl}ﬁ optical value at a reference point to other
i

opti cal vél ués he | mage area. 15 39. The nethod of

cl aim 38 wherein the function is a thregglevel function. 40.
The met hod of claim 38 wherein the function 20 is a ratio. 41.
The nmethod of claim38 wherein the function is derived froma truth
table. 25 égticihevERiuiBadagbophat BU3RitHS baea Npehstnenkhe

steps of: r epgdirBgeALRNBBYARN hhql RLEEERTHEA byOFhENS anm.h ea&aabcatlon
card: . COmarkRdnSghd i %% bLaNcEOobiY g&"ﬁ—nem eblfral smoe
signature; and er t al phanuieric orna I'On"Tread
from card na&ghe?aﬁﬁfbpﬁﬁﬁl IRAEHFR -t he i mage signature. 35 43.
A net hod of rifying an identification card

.15. The identification card verification system
of claim 14 wherein the image area contains a

fingerprint.

10 16. The identification card verification system
of claim 14 wherein the image area contains a
signature.

17. The identification card verification system
15 of claim 14 wherein the image area contains a retinal
image.

18. The identification card verification system
of claim 14 wherein an average of a group of optical
20 values at points located near a reference point defines
the optical value at that reference point which is used
to derive the image signature.

19. The identification card verification system
25 of claim 14 wherein the image signature is derived from
a function relating the optical value at a reference
point to other optical values within the image area.

20. The identification card verification system
30 of claim 19 wherein the function is a three-level
function.

21. . The identification card verification system
of claim 19 wherein the function is a ratio.

35
22. The identification card verification system
of claim 19 wherein the function is derived from a
truth table.
40 23. The identification card verification system

of claim 18 wherein the image signature is in a
mathematically translated format.
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that includes an inmage area having an i mage of a human

at | east one reference point within the

scanning the Ydénti®i atton card for obtainj

computing a first image signature froman T
said at:least one reference point;

characteristic,

i mge area, and at |east one
| ocation and scal e of

e 50, oMM MIMIEMHI o 2 hos Sormrs Simg e Sieps “"or

g digital
7 cal
-22.

I nformation;

val ue 45 associated with
conparing the first

| mage signature to a §2C°“'}h T30en: M ah%srwrehﬂcatﬂroadsy&t%nﬂata

base; and |nd|ca |rs
second i mage S|gﬁ t & Ern%é___w%erelnAE
conprising the org@§p§soﬂeterm1ned from in

g i

R

iciaon t

%dgzﬁi her . the

5 25. A self-verifying identification card system

for use with an identification card having an image
area, a portrait of a human being disposed in said
image area, wherein sald portrait contains at 1east one
reference point having optical values, at least one.

registration feature disposed on said identification

identification card which contains information derived
from said optical values associated with each reference

one or more scanning means for scanning the
identification card and detecting said optical values

‘associated with said at least one reference point in

the image area and to read the first image signature;
a data base containing a second image signature

associated with at least one reference point in the

exchange information with one or more computing means;

computing means being adapted to compare said optical
values determined by the scanning means from the image
area on the card to information from the first image

26. The self-verifying identification card system

_27. The self-verifying identification card system

10
card and a first image signature disposed on said
point, gaid system comprising:

15

20 having information derived from optical values
image area, wherein saijd data base is adapted to

one or more computing means containing an

25 algorithm and linked to the scanning means, said
signature and the second image signature; and

30 means for indicating the result of the
comparisons.
of claim 25 wherein the image area contains a

35 - fingerprint.
of claim 25 wherein the image area contains a
signature.

40

28. The self-verifying identification card system

p

of claim 25 wherein the image area contains a retinal
image.
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readi ng alphanunerlc I nformation fromthe i dentification card; 10

conparlng—sard—rnfornﬁrrﬁﬁ‘to I nformation stored within t he data base;

i ndicatin the al phnureric information read fromthe
card rratc E‘mmﬂ m@} omvvithi n the data base. 15 45. The
met hod of an i mage signature is derived froman
aver age of "a group of optical values ar@0rd a reference point. 20
46. The nmethod of claim 43 wherein an inage signature is derived from
a function relating the optical- value at a reference point to other
opti cal val ues wi t32q tTRe ispble-weriklying identiffd cationeaed SYSEeBi m

46 wherein the fwitt¢dlorim 25 iwherein cn |avetadeef imrgroup of opuicalhe

nmet hod of cl ai m 4AaMhes aath gdintsinbdcated near @ referendd point defili®es A
met hod of verifyitdie aspt L4 i FaTied i ) 0dtE refeddiide ipwintlashidh i IR 0gsdd ea
havi ng an |nage<goeaéyggglthe &G4 fSlife. at | east one reference point
within the i mge area, at |east one registration feature which 35 :

| ndi cat es ori ent ati on. 4 0cahon &L SR £ Rlg ' Dene 1 £ SS0ELL T S2HE OBy SELS
of claim 25 wherein the iamge signature is derived from
a function relating the optical value at a reference

10 point to other values within the image area.

31. The self-verifying identification card system
of claim 30 wherein the function is a three-level
function.

15 : .
32. The self-verifying identification card system
of claim 30 wherein the function is a ratio.

33. The self-verifying identification card system
20 of claim 30 wherein the function is derived from a
truth table.

34. The self-verifying identification card system
of claim 29 wherein the umage signature is in
25 mathematically translated format.

35. The self-verifying identification card system
of claim 34 wherein the mathematically translated
format is determined from the indicia on the card.

30 .
~ 36. A method of verifying an identification card

that has an image area containing an image of a human
characteristic, at least one reference point within the

image area, at least one registration feature and a
35 first image signature which is derived from optical

values associated with said at least one reference

point, said method comprising the steps of:
scanning the identification card for obtaining

digital information relating to said image area and
40 said first image signature;

computing a second image signature from the:
digital information associated with at least one
optical value from said at least one reference point;
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derived f ron1opt|ca associated wth said at - | east one reference

poi nt, s ri sing the steps of: 40 scanni ng the
i‘dentifl m ﬂz tai ning digital information;
con

conputbng a Se si gnature fron1at | east one optical val ue
associated with said at |east one reference point;

-23- conparing the conputed sect i mage signature to t he
first inmage signature scanned fromthe identification card,

si gnat ur e;

lated wth

[ ndi cat i ng whet her t Mool ashébégﬁkaaesécsﬁhcﬁaa gkg150500dl EB0e

the identificati

i-mage signature

5

10

15

20

25 .

30

35

40

45

5} & a e gcanngga gﬁ he f
g egﬁégﬁﬁ%Fggn Cary ng nature; and "ng the first

indicating whether the first image signature
matches the second image signature.

37. The method of claim .36 wherein the image
signature is derived from an average of a group of
optical values around a reference point.

38. The method of claim_36 wherein the image
signature is derived from a function relating the
optical value at a reference point to other optical
values within the image area.

39. The method of claim 38 wherein the function
is a three-level function.

40. The method of claim 38 wherein the function
is a ratio.

41. The method of claim 38 wherein the function
is derived from a truth table. '

42. The method of claim 36 further comprising the
steps of:
reading alphanumeric information from the
identification card;
comparing said information to information within the
image signature; and
indicating whether the alphanumeric information read
from card matches information within the image
signature.

A4A3. A method of verifying an identification card
that includes an image area having an image of a human
characteristic, at least one reference point within the
image area, and at least one registration feature
indicating the orientation, location and scale of the
identification card, said method comprising the steps

of:

scanning the identification card for obtaining digital
information;

-computing a first image signature from an optical value

associated with said at least one reference point;
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io I ndi cati ng whether the first inmage signature mat ches the third
| mage signatur The nmet hod of claim49 wherein each said

irmage sigpat derlved fromthe average of a group 15 of optical
val ues _ar oun Jﬂmﬁ H ugﬂm 51. The nmethod of claim 49
e is derived froma function relating the

wher ei n 't he i

optical value at a reference point to other22ptical 20 values wthin the
| mage ar ea. 52. The nethod of claimb51 wherein the function

is a three-level function. 25 53. The nethod of claimb5]1 wherein

the function qospaning che first image sfgmaitEQfd FeFRE1LURES i n
the function issl gmatares achifqhorisn straned tigblae dadm base; ands. The
net hod of clai m 4hdivdthiarg wirguliex the fiddte istatyes sifgnature gealiches
al phanuneri c i nf gyAtdedbdd q_rﬁ\atdy_e sign ddpgrd i fication card; 35 conparing
said informatkon to information mnthln t he first image signature;
oubaling Sa1 @ 1nfor Mg on i duddidd! AR U Histner SSFLbidy ke 2
steps of:
reading alphanumeric information from the
identification card;
10 comparing said information to information stored within
the data base; and
indicating whether the alphnumeric information read
from the card matches information from within the data
base.
15 _
45. The method of claim 43 wherein an image
signature is derived from an average of a group of
optical values around a reference point.

20 . 46. The method of claim_43 wherein an image
signature is derived from a function relating the
optical value at a reference point to other optical
values within the image area.

25 ~47. The method of claim 46 wherein the function
is a three-level function.

48. The method of claim 46 wherein the function
is a ratio.. : : '
30
49. A method of verifying an identification card
that includes an image area having an image of a human
characteristic, at least one reference point within the
image area, at least one registration feature which
35 indicates orientation, location and scale of the
identification card, and a first image signature
derived from optical values associated with said at
Jﬁast_gne_reference point, gsaid method comprising the
Steps of:
40 scanning the identification card for obtaining
digital information;
computing a second image signature from at least
one optical value associated with said at least one
reference point;
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indicating—whe%hef—%he—a%phaﬁuneric infornation read 40 fromthe card

es i nformaiton omw thin I rst I mge signhature and within
t‘he th| rd ||mj|ﬂl|ﬂm“ugei“w 56 The nethod of claim49 further
conpri*si ng ormation regarding attenpts to verify the 45
I nf or mat’ on card. -23- - 24-
57. The nethod of claim49 furt her conpri-sing recording transactiosn
made after the identification card is verified. 5 58. The
sel f-verifying ident 'ébnﬁﬁét@ﬂgc‘éﬁé Syfpeftd se€bnd! dhaydSsifHatliee to
i ncl udi ng, 3 fat 25 Pase; adaot g8ah Qe akQr Schhifed "ROSmSEARAT Ur e and
exchange mfornat&entl 10,008, 0L re conputing neans; 10 and

_ indicating whether the first image signature
5 matches the second image signature;
retrieving a third image signature associated with
the identification card from a data base;
comparing the first image signature to the third
image signature; and
10 indicating whether the first image 51gnature
matches the third image signature.

50. The method of claim 49 wherein each said
: image signature is derived from the average of a group
15 of optical values around a reference point.

: 51. The method of claim 49 wherein the image

signature is derived from a function relating the

optical value at a reference point to other optlcal
20 values w1th1n the 1mage area.

52. The method of claim 51 wherein the function
is a three-level function.

25 53. The method of claim 51 wherein the function
is a ratio.

54. The method of claim 51 wherein the function
is a derived from a truth table.
30 ' _
_55. The method of claim_49 further comprising
the steps of:
reading alphanumeric information from the
identification card;
35 comparing said information to information within the
first image signature;
'comparing said information to a third image signature
stored in a data base; and
indicating whether the alphanumeric information read
40 from the card matches informaiton from within the first
“image signature and within the third image signature.

56. The method of claim_49 further comprising
recording information regarding attempts to verify the

45 information card.
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4

Treans for_indicating the result of the conparison. 53.
The nethod of claim52 wherein the function is a t hree-1 evel function.
54 Th I'lm(lnl ‘mlz“ 52 wherein the function is a ratio. 5

m“m 52 wherein the function is derived froma truth
table * 58. The method of claim50 further conprising the

st eps of: readi ng al phanuneric itggprnmation fromthe-10
i dentification card;. conparing said information to information
W thin.the first image signature;

57. The method of claim_49 further comprising

recording transactiosn made after the identification
card is verified. '

5 _
58. The self-verifying identification card system
of claim 15, further including,
d data pase adaptced 0D Store e 71._07- slgnat 2 and
exchanqe 1nformat10n with one or more com jutlng means;
10 _and

means for indicating the result of the comparison.
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conparing said information to a third i nage signature stored in a data
base; and 15 i ndi cating whether the al phanuneriqygmiern8tion read
fromthe card matches information fromw thin the first i mage signature
and within the third i mage signature. ‘ 57. Thel f@t hod of claim 50
further conprising - recording informgtion regarding attenpts to verify
the 20 information card. ' 58. The nethod of claimb50 further

conpri si ng recordi ng transactions made after the identification card
is verified. :

IDENTIFICATION CARD VERIFICATION SYSTEM AND METHOD

ABSTRACT
A self-verifying identification card having an image
area which may contain a portrait, a finger print, a
5 retinal image, or all of these together with an image
signature which is derived from scanned intensity
" measurements taken from the image area. 1In the
verification process, the image is scanned and aligned
N\ with respect to reference points corresponding to the
10 original printing process which created the card, and
intensity values, their averages, or any other function .
are compared to information provided by the image
signature. Mathematical transformations, such as a one-
way hash, an encryption, a compressibn algorithm, or a
15 truth table may be used to encode the image signature.
Alignment markers aid in scanning the image and the image
signature. The use of average values aids in reducing
noise and the use of comparison functions makes the
process less sensitive to variations among scanners. The
20 verification may be done at the point of a transaction,
for a standalone System, or may be referred to a
centralized data base in a networked system for further
inquiry. In a networked system the image signature may be
stored in the database. '
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