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. {57} Abstract: A sysiem and method for facilitating electronic commerce by securely providing certificate-related and other services
including certificate validation and warranty is disclosed. Services are provided in a four-corner trust model. The four-curner model
comprises a huyer (106) or subscribing customer, and a seller (108) or relying customer, who engage in an on-line transaction. The
buyer is a customer of a first financial institution (102) or issning participant, which is a certificate authority issues a hardware key
B and associated private key and a signed digital certificate. "L'he seller is a customer of a second financial institution, (104) or relying
participant, which is also a certificate anthority that issues a hardware key and associjated private key and signed digital certificate.
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