- 1 - Method for registering a mobile radio in a mobile radio network Description 5 The invention relates
to a method for registering a mobile radio in a mobile radio network, to a computer program product, to
an ID token and to a mobile radio system. 10 On thejbasis of the GSM standard, a mobile radio is
registered in a GSM mobile radio network using the international mobile subscriber identity (IMSI). The
IMSI is stored in the subscriber identity module (SIM). 15 The IMSI identifies the home location
register (HLR) ignhigutheeoistiptiondieads g heagfiocted Jheepistiatipahased.onihe UMTS
standard and other mobile radio standards is also effected in a similar manner. 20 US 2007/0294431
Al discloses a method for managing the digital iBEI8EWhich requires user registration.  In addition,
token-based authentication methods are 25 known from US 2001/0045451 Al and US 6 257 486 B1,
for example. Furthertoken-basedauthenticatioggigthqdsarg glisclosedinthepatentapplicationsDE 30 10

~ 2008 000 Q67.1-31, DE 10 2008 040 416.0-3Tand DETU Z008 042 262.2-31 from the same patent
applicant, these being unpublished at the time of filing. The invention is based on the object of
providing an 35%Frovetsnéthod for eegistesing-a mabilearatiodn 4 enobile taidic Aetwark, @ computer
program, an IDdeken and-amaebilefadio systeMe radio network, to a computer

program product, to an ID tecken and to a mobile radic

system.

10
Onn the basis of the GSM standard, a mobile radio is
registered in a GSM mobile radio network using the
internaticnal mobile subscriber identity (IMSI). The
IMSI is stored in the subscriber id@nti%y module {(SIM).

15 The IMSI identifies the home location register (HLR) in
which the registration needs to be effected. The
registration based on the UMTS standard and other
mobile radic standards is also effected in a similar
manner.

20
Us 2007/0294431 Al discloses a method for managing the

digital identities which requires user registration.

In addition, token-based authentication methods are
25 known from US 2001/0045451 A1l and US © 257 486 B1, for

example.

Further token~based authentication methods are

disclosed in the patent applications DE
30 10 2008 000 067.1-31, BE 10 2008 040 416.0-31 and

DE 10 2008 042 262.2-31 from the same patent applicant,
these being unpublished at the time of filing.

The invention 1is based on the object of providing an
35 improved method for registering a mobile radio in a
mobile radio network, a computer program, an ID token

and a mobile radio system.



- 2 - The objects on which the invention is based are each achieved by means of the features of the
independent patent claims. Embodiments of the invention are specified in the dependent patent
claims. 5 According to embodiments of the invention; a-mobile radio is registered in a mobile radio
network using at least one attribute stored in an ID token, wherein the is associated with a user, with
the following 1(iseautiienticated ¢o thel Dofokerh @ fikstsystehris authehticatdd torthe ¢ ¢bken,

successful authentication;ofghhe yser-and of theyfirst eampytes system to the 1R daken isfollowed by the
15 first computer sgstem effgctin read I}?cces .10 the at least one attribute stored in theaIPetoken via

the mobile radi&’f &rk, the &t feast o é“%ff Qs tisedt rthgl’?Sgisthéfi‘é%r}Ebon

Embodimentsofiisiavéritisharepatieulzely ariantageats becadse e registration of the mobile radio
does not require a SIM card but rather requires an ID token associated with the user, said ID token

possibly being %rg:icd&ng%doc%merg %ar icularl an %% elg%téonig igfe%tj:t%(ggrd, %elomng'ngltg the user,

O (<hs) . .
for example. If the user jha% such an D to gn, there is thus no additiona requirement for a SIM card in

order to registeF telfobife fERITG OF thetiset in the fRobileSradid Hetwbk: Thére S IRS2fGHE also no
longer the 30 teehnieal dogisticaland firanctad camplexity for produsing; pergoaakizing and distributing

the SIM cards tg the users. Adurther particular gdvantage, is (hat arecently. addeduser. i, a
"subscriber”, can immediately register his mobile radio in the mobile 35 radio network without having to
wait for a’SiM carfirbe supplied. - 3 - first computer system, the connection between the ID token

and the first compeatensystemibeingrablentt bessetdp via thelmobilé radigkeetwork, particutarly the
Internet. The atlegghone.attriuiednay be a slaiemeRlicated to the ID token,

successful authentication of the user and of the first
computer system to the ID token 1is followed by the
15 first computer system effecting read access fto the at
least one attribute stored in the ID token wvia the
mobile radic network, the at least one attribute is

used for the registration.

20  Embodiments of the invention are particularly
advantagecus because the registration of the mobile
radic does not require a SIM card but rather requires
an ID token associated with the user, sald ID tftoken
possibly being an identity document, particularly an

25 electronic identity card, Dbelonging to the user, for
example. If the user has such an ID token, tThere 1is
thus no additional regquirement for a SIM card in order
o reglister the mobille radic of the user in the mobile
radic network., There is therefore also ne longer the

30 technical, logistical and financial complexity for
producing, personalizing and distributing the SIM cards
to the users. & further particular advantage 1s that &
recently added user, i.e, a “subscriber”, can
immediately register his moblle radio in the mobile

35 radio network without having to wait for a SIM card to
be supplied.

Embodiments of the invention allow one or more of the

attributes stored in an ID tToken tTo be read by the



5 regarding the identity of the user associated with the ID token, particularly regarding the "digital
identity" of said user. By way of example, the first computer system reads the attributes family name,
first name, address, in order to forward these attributes-to a 10 second computer system, for example
a mobile radio network component of the mobile radio network, particularly a central database or a
home location registér (HoRyp.uEAcceydingte orsnembadimentdfthe ventemn, thehattriblite stored in

the ID token is @5}@ntig@{dﬂﬁ%gﬂe@tﬂ'@gtmaaowﬁ@t%iorrg§gg@1ghaggiqq<éplicé@yl@erggie§gwe user and
additionally a home location regés%(eer releg\)/a{r‘lt tot ig,user in_the mobile radip Z%Lrge ork. In particular,
the identifier mae’)%e iTFthé t6rm-ofa éfig al yeunﬂqauel%err?teﬁité‘fq?é&D)?Bﬁ/\}a i p@ﬁhe identifier
may be an IMSE1i &5 Tontekisa dore fothation eegister s P5aunteystosd 2o Aieansarsinetwork
component of a-mghite; radjo priworkavhich is used forregistering snebile-ragios.in the mebile radio
network. In this.context, the process of."registering” a maobile 30 radio. in. bile radio_ nefwork is
understood to rrlfe]ﬁ)ar% é(]r%)?t%foc%%%eclr% W Tceﬁ%[]l iéee%t?t%% ?é. s}%gf th(glr%%i%zfra“d?oe %dccloterunicated to
the mobile radi® hetRdHe so iR thefise Vi edidtered U8nbchis mbbilefradftasitactivesubscriber
who can make s 35 ¢eceivearticetcalls, farrexamiple scansend-pr feqel/e niEssagesand/Qr can use

other services prquided g/’ia the mahile radio netwgrk, sugh aghg%nlogggﬁggtgevga tteg mgbile radio

network. - 4.. The ID token may be a portable electronic appliance, e.g. in the form of what is known

as a USB-Stick, S5rTRAY be X HBANRENt, DaFhcTtarly A3alu& H8EEENt Br SEREHty Hocimient. 5
According to thednvention, actdopcument” is wriderstdsd to mdanipaper-based andforyplastic-based

documents, suglias identity-docurgents, particularhy passpoLts, identdy cards, visas-and drjver's
licenses, vehicle 10 registra igpfgertificates, vehicle registration documents, corporate identity cards,
health cards or%%%ﬁgedroc rﬁJer)té, and also chip cards, means of payment, particularly banker's
cards and credit cards or other credentials which incorporate a data memory 15 for storing the at least

one attribute. Embegiments ofithe inventiognaredhus: particularlyadvaniageausikecause tae at least
one attribute is fed frpm, a particularly frustyorthy document, forexample . ¢: o Tre
identifier may be in a form such that it explicitly
identifies the user and additionally a home locatiocon
register relevant to this user in the mobile radio
20  network. In particular, the identifier may be in the
form of & globally unigue identifier (GUID); by way of

example, the identifier may be an IMSIT.

In this context, a “home location register” is
25 understood to mean any network component of a mobile
radic network which is used for registering mobile

radios in the mobile radio network.

In this context, the process of “registering” a mobile
30 radio in & mobile radic network is understood to mean
any process in which the identity of a user of the
mobile radio is communicated to the mobile radio
network, so that the user 1s registered using his
mopile radio as an active subscriber who can make or
35 receive voice calls, for example, can send or receive
messages and/or can use other services provided via the
mobile radic network, such as downlcading data via the

mobile radioc network.



20 an official document. The invention thus allows a particularly high level of trustworthiness for the
conveyance of the attributes associated with a digital identity, accompanied by optimum data
protection with extremely convenient handling. 25-Acecording to one embodiment of the invention, the
first computer system has at least one certificate which is used to authenticate the first computer
system to the 10ekeADTHeodartificatey cdntains aostaterheént 3@ irdicatingyt thosepattrisutes for which the
first computer system has read agtharization,The ID fokendises this gertificatesto;check whether the
first computer sMgtembheas c;ﬂhe nggui%iée ead autr%oriza;iog E[or the reanaccegs to the attribute before
such read 35 alcess can e per ormed y tl%aeaﬁrs%ggrﬁ%‘u ef sy“ste‘rﬁef \ceor f?}%"]tlgeorh% eftbodiment of
the invention, tHEftst e6MpUesrSy_tEm sends the at least one attribute read from the ID token directly
to a second computer system. -5 - By way of example, the second computer system may be a mobile
radio network cggwgpgg}ﬁ?f the mqhile radio network, %hi\cg Cg:g%po&@mt effects, geerrsetgci)sé@tion. 5
According to one embodiment of the invention, the attributes réa From the 1D token are transmitted
from the first computdf &ysteREMEE 5PARF Eithe2MBDOE radic dF the users 20 ARG RS dne
embodiment of thecinveation itheratiribptesi ceadniramsthe |Paoken-aie:signeddyythe dirst<computer
system and are;thep trapsmitted fo the.mabile radie. The;user of the mohile radio js thus able to read
the attribLﬁgs, but without being able to alter 15 them. Only after clearance by the user are the

attributes forwarded- fibftheFHobile FAdI6 16 & 5&Cond comifdter S§stem. A&ELTdIRG o Bhe
embodiment of dvifvention, theouser20:is ablésto augmentathd attributed with furthés data, for

example with attributes which ase required forprgviding:a segﬂg%wmqu@,us%ergggireg and which
needs to be provided via the mogg% radio etv%oglé,kperggr to theiré)eing fgrward%ipl. 25 Accqrding to one
b ylEI srﬁgﬁcp%one, a

. ayment . : .
embodiment of?h%v%nﬁon??hre mo |él?a§|o Is’a mo”b!l% tecféi%osne, partlccu‘Taer
personal digital @&sistahtRavirieEa pidbikradiv rteFacen & perabi-conputer havimgadoymobile
radio intetface @wanather-pertable €lectronicapplianees such: as agljgital camera, having a mobile
radio interface.
Embodiments of the invention are thus particularly
advantageous because the at least one attribute 1s read
from a particularly trustworthy document, for example
20 an official document. The invention thus allows a
particularly high level of +trustworthiness for the
conveyance of the attributes associated with a digital
identity, accompanied by optimum data protection with

extremely convenient handling.

25
According to one embodiment of the inventicn, the first
computer system has at least one certificate which is
used to authenticate the first computer system to the
ID token. The certificate contains a statement
30 indicating those attributes for which the first

computer system has read authorization. The ID token
uses this certificate to check whether the first
computer system has the reguisite read authorization
for the read access to the attribute before such read

35 access can be performed by the first computer system.

Acceording to cone embodiment of the invention, the first
computer system sends the at least one attribute read

from the ID token directly toc a second computer system.



According to one embodiment of the invention, the 35 identifiers, such as the IMSIs of the users, are
stored in a database. The at least one attribute which is read from the ID token is used to access the
database in order to read the identifier associated-with the user from the database. The identifier also
identifies the - 6 - home location register which is relevant to the user. The mobile radio of the user is
then registeredin this home |ecationlregistérawhiek isirklevanbiotthe user tEhe user isthea able to use

his mobile radig,tg.make 3. greceive any calls viathepabile radio network or touse. the;mobile radio
network for other %r(gg%es, %J.Ch as for downloading. data or qther online services, such as using the
in

Internet. 10 Acéot o SBoiMTEt bt the %ﬁgﬁ, the YaldiFHsR S0 stes the telephone

number associated with the user. The at least one attribute is thus used to read not only the identifier
but also the telephanesnumber assegiatedawithh theduser frapr the-database-Fhis k9, telephone number
is then transmitted to.the home location register, identified by the identifier, which is relevant to the
user, where it isa%?%‘rég) 1ét“feésastrf"?)zri‘t%e%npré:)rrlrgdi’ogfétir@%‘o&’\C/)vcjﬁ?c)!r}] th& o :ﬁ%r}gg%tlg er(%igiéﬁltgcr)emtzl in the
mobile radio nebw6rk LARSThatfERE Porthe BlE[IFThe hiviiber Ean e Stofedl perhafshitiy/lifi the home
location registerwhich isfelevantitosthe user. A particular advantage in this context is that the
telephone number does not need to be prescribed by the 25 operator of the mobile radio network, but
rather the user can determine his telephone number himself provided that the desired telephone

number haS nof*&IFEAd Béen AffoctBE. TRETAEPAGTE number d8&ired BY % ti8&ris ifftit into the
database and/ox the rélevas 3@ &R andhis stored, a8 a tesidtrof whieh Bisstheh stipuldted for further

action. The telephene number.can be jegisterechin the-database and/orthedelevant HLR, by the user,

for example using.an Internet. platfgrm provided hy the operatoy of the mobile radio netwark. 35
According to on%géar%gdiﬁ?enjt%f tr%ehf?wgﬁﬁgn,oa?firg%‘l e%‘f?f?e]r% storEd h the rhiohife ARG of the user.
Database acce$®istgsed tbread hisecondddentifiet frontihe atdisade] theokey Gsedifordre database

access 15 them. Only after «clearance Dby the user are the
attributes forwarded from the mobile radic to the

second computer system.

According to one embodiment of the invention, the user
20 is abkle To augment the attributes with further data,
for example with attributes which are reguired for
providing a service which the user requires and which
needs to be provided via tThe meobile radioc network,
prior to thelr being forwarded.
25
According to one embodiment of the invention, the
mobkile radio is a mobile telephone, particularly a
smart phone, a personal digital assistant having a
mobile radio interface, a portable computer having a
30 mobile radic interface or another portable electronic
appliance, such as a digitzl camera, having a mobile

radio interface.

According to one embodiment of the invention, the
35 identifiers, such as the IMSIs of the users, are stored
in a database. The at least one attribute which is read
from the ID tcoken is used tc access the database in
crder to read the identifier associated with the user

from the database. The 1dentifier alsco identifies the



- 7 - being the at least one attribute read from the ID token of the user. The first and second identifiers
are then compared with one another on the network. If the two identifiers match, the mobile radio is
registered in 5 the home location register identified Ry the first and second identifiers which is relevant
to the user. According to one embodiment of the invention, the at least one attribute which is stored in
the ID token is Afran identifier avhicheexpicily identifies the used, angrdlsathe tiomedeeation register

which is relevant,to theyser in thesmobile tadio petwork By way of exampls, dhe identifieris in the
form of an IMS]. The first computer system transters the identifier read 15 from the ID token to the
relevant home 158 ion PSSt P WIS SaERtifi8a By the fleftiiet. 86 that the Msbils 8o of the
relevant user cBhdeuvegistetsd iy this hdrhe |dcativn sedister. RONckdrdidg i oriecembdgiment of the
invention, the commupicatien hetweemthe maebilecradionand the IPtoken is-effected sentastlessly,
particularly using an Jéng Or ne? flgjggommunal%atl n ( Fg) %L?E\dard. Prefgg%bly, thglrehnge of the

communication meth eusgg%r he data 25 fﬁ\teercﬁgnge Setween the rﬁ&:ﬁ% radid and the 1D token is

in the region offéwéPthaf SO taR PErCUTETRAIN e AgIGh ofHolmbfe BaRV30-EM: TR data
interchange between:thesmohite radie andithe 1D token using radio signals, particularly on the basis of
an RFID or NFC 30 standard, has particular handling advantages for the user. By way of example, the
user carries the ID token in a pocket, particularly a wallet. In order to register his 35 mobile radio, the

user does ot HEErtbTeRbvethe IBBKkefTioM tHeePocket Sindd fhis is 16t Hecessary Tof
communicationdatmeans ofradiv signatss ©On@teount dbEthleshort rangesof thecomrrubication

method used fof the datg.interehangey thege isitbg simultanegus ribute is thus used
to read not only the identifier but also the telephone

number associated with the user from the database. This

15 telephone number 1is then transmitted to the home
location register, identified by the identifier, which

is relevant to the user, where 1t is stored at least

for the period of time for which the mobile radic is

registered in the mobile radio network. Alternatively,

20 the telephone number can be stored permanently in the

home location register which is relevant to the user.

A particuliar advantage in this context is that the
telephone number doeg not need to be prescribed by the

25 operator of the mobile radio network, but rather the
user can determine his telephone number himself
provided that the desired telephone number has not
already been allocated. The telephone number desired by
the user is input into the database and/or the relevant

30 HLR and i1s stored, as a result of which 1t is then
stipulated for further action. The telephone number can
be registered in the database and/or the relevant HLR
by the user, for example using an Internet platform
provided by the operator of the mobile radio network.

35
According to one embodiment of the invention, a first
identifier is stored in the mobile radio of the user.
Database access 1is used tTo read a second identifier

from the database, the key used for the database access



- 8 - assurance that the communication is not effected between the mobile radio of the user and the ID
token of another user who is close by. 5 In a further aspect, the invention relates to a computer
program product having instructions which can be executed by a computer system for the purpose of
performing a method according to the invention. The computer program product may be of modular
design, so 10 thatpagticiiar medules are executed bydhe dirstcompetersystem andwihermodules

are executed b}ggw_ $gcon comppier syﬂeé’@. IQ I,}aafurtlrelg;:J %%peé:& et%% %n%/%l%gn éexlgtegﬁo an |ID 15

. Il
token, such as an identity document, particularly an electronic identity card, having a pro%ected

memory area forEBATG At 1¥aston8Rribite thRanSfor AlthertREHRG 4 uséf assbeiatedcwith the 1D
token to the ID ickeam; mfEanssfomauthéenticating arirst cemprider:20 systemdgitbe 4Ddakennmeans for

setting up g protegled, coanection o the firsh camputer system:via a mobile radie, wherejp ghe first
computer system is able to read the at least one attribute via the protected connection, wherein a

necessary prer&qUiSie for & D5 re&ding CHAE at fedst bR altfib(tR froth tHe 75 token by the first

computer system is the successful authentication of the user and of the first computer system to the ID

token, and wherein dhe ak leastone attrikute dsiakleto identify gchomelogation,register 39n a mobile
radio network. Ipe%1 fsucrthgrr1 aspe t,rt]bbelgikr%\éen"yt(?n rglates to.a mo(t%ile radjc%%ys;ﬁm or registering a

f
mobile radio in a mobile radio network dsing a%feas%%nesgﬁr%au e Stored'in a 3§?I5etokelns, wherein

the 1D tokEh is 8sotitBd whthea ugérs havingméans for abitfrenticatiigsa fifst ceRfputer2yStem to the
ID token, means ferpetformingmeadiaceess dor the fitst compuier systera tothesatdeast ene attribute

stored in the ID tpken yig.the mabilg ;9 - . 1o radio network. By way of
example, the identifier is in the form of an IMSI. The

first computer system transfers the identifier read

15 from the 1ID token to¢ the relevant home location
register, which is identified by the identifier, so

that the mecbile radic of the relevant user can be

registered by this home location register.

20 According to one embodiment of the invention, the
communication between the mobile radio and the ID token
is effected contactlessly, particularly using an RFID
or near field communication (NFC) standard. Preferably,
the range of the communication methoed used for the data

25 interchange between the mobile radio and the ID token
is in the region of fewer than 50 cm, particularly in
the region of ne more than 30 cm. The data interchange
between the mobile radio and the ID token using radio
signals, particularly on the basis of an RFID or NFC

30  standard, has particular handling advantages for the
user.

By way of example, the user carries the ID token in a
pocket, particularly a wallet. In order to register his
35 mobile radio, the user does not need to remove the ID
token from the pocket, since this is not necessary for
communication by means of radio signals. On account of
the short range of the communication method used for

the data interchange, there is the simultaneocus



radio network, wherein the read access can be performed after the user and the first computer system
have authenticated themselves to the ID token, and means for using the at least one attribute for the
registration. 5 According to one embodiment of the iréve_ntion, the ID token has means for end-to-end
encryption. This allows the connection between the ID token and the first computer system to be set

up via the mobilgskadia FA0 the user, sinee thedisgrcapaetimake ary changesde the-data transmitted

via the connectg)entoré accaunt o;ﬁtgg .elnézl-tgéecpijoen&;yp%gg. UlSggﬁnbgdicrinet {s offBe j:nvIggrtlion are
explained in more 15 detail below with reference to the rawings, in Which: igure 1 shows a block

diagram of an émbédifieift bf Bf $DtokeRaccordiriistheihventionanda
mobileradiosystemaccordingtothe 20 invention, 25 Figure Figure Figure

5 In a further aspect, the invention relates to a
computer program product having instructionsgs which can
be executed by a computer system for the purpose of
performing a method according to the invention. The
computer program product may ke of modular design, so

1 that particular modules are executed by the first
computer system and other modules are executed by the
second computer system.

In a further aspect, the invention relates to an ID
15 token, such as an identity document, particularly an
electronic identity card, having a protected memory
area for storing at least one attribute, means Ifor
authenticating a user asscciated with the ID token to
the ID token, means for authenticating a first computer
20 system to the Ib token, means for setting up a
protected connection to the first computer system via a
mobile radio, wherein the first computer system is able
to read the at least one attribute via the protected
connection, wherein a necessary prereguisite for the
25  reading of the at least one attribute from the ID token
by the first computer system 1s the successful
authentication of the user and of the first computer
system to the ID token, and whersin the at least one
attribute is able to identify a home location register

30 in a mobile radio network.

In a further aspect, the invention relates to a mobile
radic system for registering a meobile radio in a mobile
radic network using at least ones attribute stored in an
35 ID token, wherein the ID foken i1s asscociated with a
user, having means for authenticating a first computer
system to the ID token, means for performing read
access for the £irst computer system to the at least

one attribute stored in the ID token wvia the moblle



2 3 4 showsaflowchartforanembodimentofa method according to the invention,
showsaUMLdiagramforanembodimentofa method according to the invention,
showsablockdiagramforafurther embodimentofaniDtgkenaccordingtothe 30 Figure 5 invention and a
mobile radio system according to the invention, showsablockdiagramforafurther

embodimentofaniBtokenaccerdingtathe 35 higure:6 irvention anda mehile eadie systemeaccording to
the invention, after the wuser and the first computer system have
authenticated themselves to the ID tcken, and means for

using the at least one attribute for the registration.

According to one embodiment of the invention, the ID
token has means for end-to-end encryption. This allows
the connection between the ID <tocken and the first
computer system to be set up via the mobile radio of
10 the user, since the user cannot make any changes to the
data transmitted via the connection on account of the

end-~to-end encrypticn.

Embodiments of the invention are explained 1in more

15  detaill below with reference to the drawings, in which:

Figure 1 shows a Dblock diagram of an embodiment of an
ID token according to the invention and a
mobile radio system according to the
20 invention,

Figure 2 shows a flowchart for an embodiment of a

method according to the invention,

25 Figure 3 shows a UML diagram for an embodiment of a

method according to the inventicn,

Figure 4 shows a block diagram for a further
embodiment of an ID token according to the
30 invention and a mecbile radio system according

to the invention,

Figure 5 shows a Dblock diagram for a further
embediment of an ID token accerding to the
35 invention and a mobile radic system according

to the invention,

Figure 6 shows a block diagram for a further

embediment of an ID token acceording to the



showsablockdiagramforafurther embodimentofaniDtokenaccordingtothe - 10 - invention and a mobile
radio system according to the invention.  Elements of the embodiments below which correspond to 5
one another are denoted by the same reference sympols. Figure 1 shows a mobile radio 100
belonging to a user 102. The mobile radio 100 may be a portable computer, such as a laptop or
palmtop computer, a personal.1Q digitahassisiant, aspehile telecommynication-appliapgagparticularly
a mobile telephone, a smart hon% or.the like.. The mobile radio 100 has an interface 104 for
communicating with an ID to &n %, \%vmrc%rhbaf“soél‘corresponding interface 108. The interface 15104
may be a radio interface, particularly an RFID or NFC interface. In particular, the ID token 106 may be
a docludment, partiewady a value dosurpgpterisesttity documenty20uckas semachine-teadable
travel document (MRTD h as an.el iCc.passpart electronic iden 't}g gare, or a means of
payment, léuch étéea gr%gﬁ%%%d .g'lgﬁe Cr%%o%%%%gdllggo%ﬂ(%asg éﬁ%aé%?rig é?é%gssgor 1109!1%? 25 executing
program instructions 112 and also a mobile radio network interface 114 for communicating via a
mobile radio network:-E16: Theasmabile radib neéwarkanay B0 GSM Mg COMA 206@ network or a
mobile radio netuork based paanather saatile fadio siandaed, suchas 303GPRAaRgEaIm Evolution

or 40. The ID token 106 has an electronic memory 118

aving protected memory areas 120, 122 and
124. The protect8d memdry area £20 usé fortoring & re f’g)é?’%étveaﬂje 8"'berstha
10 digital assistant, a mohile telecommunication

appliance, particularly a mobile telephone, a smart
phone, or the 1like. The moblle radic 100 has an
interface 104 for communicating with an ID token 106,
which has a corresponding interface 108. The interface

15 104 may be a radioc interface, particularly an RFID or
NFC interface.

In particular, the ID token 106 may be a document,
particularly a value document or security document,
20 such as a machine-readable travel document (MRTD), such
as an electronic passport or an electronic 1dentity

card, or a means of payment, such as a credit card.

The mobile radioc 100 has at least one processcr 110 for
25 executing program instructions 112 and alsco a mobile

radic network interface 114 for communicating via a

mobile radio network 116. The mcbile radio network may

be a GSM, UMTS, CDMA 2000 network or a moblle raaio

network based on another mebile radio standard, such as
30 3GPP Long Term Evolution or 4G.

The ID token 106 has an electronic memory 118 having
protected memory areas 120, 122 and 124. The protected
memory area 120 1s used for storing a reference value
3%  which is reguired for authenticating the user 102 to
the ID token 106. By way of example, this reference
value 1s an identifier, particularly what is known as a
personal identification number (PIN), or is reference

data for a piometric feature of the user 102 which can



35 which is required for authenticating the user 102 to the ID token 106. By way of example, this
reference value is an identifier, particularly what is known as a personal identification number (PIN), or
is reference data for a biometric feature of the user 102 which can be used for authenticating the user
to the ID token 106. The protected area 122 is usedor storing a private 5 key, and the protected

memory area 124 is used for &origg@g@y&ega{qrn%(a@g&e fr&gg’he ygertlrgg, ngh @% hé%name,

place of residence, date of birth, sex, and/or attributes which relate to the ID token itse#such as the
institution WhicﬁBr%duced or issued the ID 10 token, the validity period of the ID token, a passport
number or a credit card number. Alternatively or in addition, the memory area 124 may store an

identifier which explicjtly identifies the- 12 user,102withaxhomethe 1R-token, 106.is gssociated. The
identifier may also |dent|f% a nﬁwork component 150 of the mobile radio network 116. This network

component 15051 mpta ot p&rermB iR FégistratiBFBP ihe nfobie ratid 100%n thaSHobiié Tadio
network 116. InZOpaticulak, thebddmifier Avay seprhédorhr ohan iV Sk dr pattictlarsthehidentifier

may be in the ferm of asmultidigit pumber, with predetermined digits.in this multi-digit aupmper forming

an HLR numbera%vgi):(g\rid%r%tjgirelsk;[gg HLR which is rellgxéant %o the, user 302'0 5 The Ele&r?nic memory

118 may also have a memory area 76 %?%Fo‘?iné% cerﬁfica?e.trnh% ceftificate cortaing a public key
which is associgfesiwiBtthel5rivaté kéy sfored invtheProfeefifRinGry atée 122, THe30 Certificate
may havelbeentpraduced-os thezhasis of a pablic.keyinfrasteucture { BKdrstandasd, fer. example on the
X.509 standard,, The certificate does;not negessarily d to be stored 35 in the electronic memory
118 of the ID token 106. Alternatively or in addition, the certificate may also be stored in a public
directory server.

Alternatively or in addition, the memory area 124 may

store an identifier which explicitly identifies the
15 user 102 with whom the ID token 106 is associated. The
identifier may also identify a network component 150 of
the mobile radioc network 11€. This network component
150 prompts or performs the registration of the mobile
radio 100 in the mobile radio network 116. In
20  particular, the identifier may be in the form of an
IMSTI. In particular, the identifier may be in the form
of a multi-digit number, with predetermined digits in
this multi-digit number forming an HLR number which
identifies the HLR which is relevant to the user 102.
25
The electronic memory 118 may also have a memory area
126 for storing a certificate. The certificate contains
a public key which is associated with the private key
stored in  the protected memory area 122. The
30 certificate may have been produced on the basis of a
public key infrastructure (PKI) standard, for example
on the X.50% standard.

The certificate does not necessarily need to be stored

(O8]
o

in the electronic memory 118 of the ID token 106.
Alternatively cor in addition, the certificate may also

be stored in a public directory server.



- 12 - The ID token 106 has a processor 128. The processor 128 is used for executing program

instructions 130, 132 and 134. The program instructions 130 are used for user authentication, i.e. for
authenticating the user 102 to 5 the ID token. In th se of an embodiment with a PIN, the user 102
inputs his PIN, for the purpose of authenticating himself, into the ID token 106, for example via the 10

mobile radio 163, Asja resyil-of exggution ofithe rearasn instrugtionsn:3G; the prateetednemory area

120 is then accessed in.order to compare the ingut PIN with the reference V%HJG at%ad(}t;grein for the

PIN. If the inpuff’llﬁl?ﬁﬁché)srth%xr% arence valuaTor the PIN. the 15user 10 i5 deemec

authenticated. ARérnatiedy, & Brsmattic feutlirelsTthe USer 109 isteahturstE By Waly oF&Rdmple, to this
end the ID token;10%Ras adingerprint sensarer afingerptintsensos is:2@ conrectéd o the mobile
radio 100 or int hgreat%% tr%(%rgienﬁ.ln this embodiment, the biometric data captured from the user 102 are
compared with the biometric reference data stored in the protected memory area 120 by virtue of
execution of the program 25 instructions 130. If there is a sufficient match between the biometric data
captured from the uske1G2and the hiometrtocréference datapthe uséN102 issdeented alitBenticated.

30 The program Hgﬁs%ﬁtioaﬁ 134;arg used for exgeuting thase stepsrof a,aryptagraphicakprotocol for
authenticating an 1D provider computer system 1%6 to'th g) token 106 which relate to g}leelD token

106. The cryptdgrapficar protacs| nmidifbe d chafiéiide redponse 35 protdtol based 6n a symmetric key
or an asyimetriokey pair adlid - speifiedfor machinewréadalbié travet dociments IMRTTS) by the

international avﬂg}@@@ﬂhq@g{@%@).&g sucpessiully execiting:the cryplegraphicakprotacol, the ID
IXOWdercon“ng%rL_%Egngggéggggnﬁﬁﬂ%%der to compare the input PIN with
the reference value stored therein for the PIN. Tf the
input PIN matches the reference value for the PIN, the

15 user 102 is deemed authenticated.

Alternatively, a biometric feature of the user 102 1s
captured. By way of example, to this end the ID token
106 has a fingerprint sensor or a fingerprint sensor 1s
20 connected to the mobile radio 100 or integrated
therein. In  this embodiment, the Dbiometric data
captured from the user 102 are compared with the
biometric reference data stored in the protected memory
area 120 by virtue of execution of the program
25  instructions 130. If there 1is & sufficient match
between the biometric data captured from the user 10Z
and the biometric reference data, the user 102 1is

deemed authenticated.

30 The program instructions 134 are used for executing
those steps of a cryptographical protocol for
authenticating an ID provider computer system 136 to
the ID token 106 which relate to the ID token 106. The
cryptographical protocol may be a challenge response

35 protocol based on a symmetric key or an asymmetric key

pair.

By way of exampie  the ryptographical protocol

implements an extended access control method, as is



5 itself to the ID token and thereby verifies its read authorization to read the attributes stored in the
protected memory area 124. The authentication may also be reciprocal, i.e. the ID token 106 then also
needs to authenticate itself to the ID provider corrlptjé%r system 10 136 on the basis of the same or a
different cryptographical protocol. The program instructions 132 are used for the end-to-end encryption

of data transmitied between the 15,40 doken. 106 andihe 10, prayider gampyter.systeqn 436, but at least
of the attrlbute%)readﬁl?/ the.ID provider computer system 136 from theprotected memory area 124.

For the end-to-84d ehtrptioR it is Pdssibid to RE Hdyimetrf kel which is SGréét betviden the 1D
token 106 20 ard: theels frovider computet Systen 236 whenthe cagitogmphicopotocst Is executed,

for example. Ascap alternative-ta,thesembediment shown in Eigure 1zthe mgbile fadie 100.can use its

interface 104 to,25 communicate with the interface 108 not directly but rather via a reader for the ID
token 106,%vhicjh%rsé% rgr ig %on%le%tedito %f;ﬁrtlerf%%g 1 .elxnei% yea‘é%flgztﬁsas Witat &%Hown as a

class 2 chip cardteffifal Tancdlso e used b inpe the pinr 30THeSID providst computersystem 136
has a mobile ragicoretsiosk intertace,138-fas communitating viarthe mekite; radiamnstwerks 116 or with a

network compo]ggntr%fg% Mahile radio,network 116, particul r(gy_/%.vi %ataiﬁ 35 knogv&sastgge

backbone or the core network of the' mobile radio network 116. The'l provﬁgr élo@mputer system 136
also has a menioty 120 wieh Storé$ & lorivate Kel425roRt tHEIEFBroviidp EsMputer System 136 and
also the relevanttertificate 144=By Wwayiof example,tthis same or a different

cryptographical protocol.

The program instructions 132 are used for the
end-to-end encryption of data transmitted between the
15 ID token 106 and the ID provider computer system 136,
but at least of the attributes read by the ID provider
computer system 136 from the protected memory area 124,
For the end-tc-end encryption, it is possikle to use a
symmetric key which is agreed between the ID token 106
20 and the ID provider computer system 136 when <the

cryptographic protocol is executed, for example.

As an alternative to the embodiment shown in Figure 1,
the mobkile radic 100 can use its interface 104 to

25 communicate with the interface 108 not directly but
rather via a reader for the ID token 106, which reader
is connected to the interface 104. This reader, such as
what 1s known as a class 2 chip card terminal, can also
be used to input the pin.

30
The ID provider computer system 136 has a mobile radio
network interface 138 for communicating via the mobile
radio network 116 or with a network component of the
mobile radio network 116, particularly via what is

35 known as the backbone or the core network of the mobile
radic network 116. The ID provider computer system 136
also has a memory 140 which stores a private key 142
from the ID provider computer system 136 and alsc the

relevant certificate 144. By way of example, this



- 14 - certificate may also be a certificate based on a PEI standard, such as X.509. The ID provider
computer system 136 also has at least 5 one processor 145 for executing program instructions 146
and 148. Execution of the program instructions 146 executes the steps of the cryptographical protocol
which relate to the ID provider computer system "1'3é.40\7erall, the cryptographical protocol is thus

executed 10 by yirtue of execution of the programinsiructians; 134 by theqrgcessor.128;ig the ID

token 106 and by virtue of execution of the program instructions 146 by the processor 145 in the ID
provider computerSy&iéiti 136798 Tfe program instructions 148 are used for implementing the
end-to-end encryption on the ID provider computer systern 136, for example on the basis of the

symmetric key which has begn agreed-between,the |2 taken 196 andLhe 2 proyider gamputer system
136 when g1e 20 cryptorgra hical pr tg ol gas executed. .In rinciﬁle, it is pogssipllgutgtuse any method
g

inherently Knowr iR adatice Tor Agréeiig the syminetric kBY fof theent-to-end encryptioh: such as

Diffie Hellman Ke{fexzhandel 95 THeelD picvided cofpuite? 89steny 136 Bigreferablydocatéd in a
specially protected:eqvicanmente pagticaiarly inawhatis knewsasoa tusheenter, as-a resuitiof which the
ID provider computer system 136, in 3Q comhination Mt nee éont@ user 102 to authenticated
to the ID token ‘i%éc forms a(‘a%t(?usiC %nch%%fo?t epa%?hén%t%% (SE:;‘ t% ua?tri%ute%?e%ﬁfr&%?ﬁe ID token
106. 35 Accordgetdea furthEFEmBSHRTEHI G B FRentior? BRE i providef éSmpier sy&em 136 may
also formian integral patt of thefnetwerk.camponenttlind. 153 rEe network: camporeritZl1650 may be

in the form of a;hiomea locafion register arthe network compppent-150;may;he designed;tg dnteract with

the home location register of the mobile radio network 116 in order to perform or 5 prorrr%?t the

registration of nTobilé FEHios THe ndtwoH EonfifstEnt ™ 50-Rss-4 Hobife Yadid hetwovk intéftace 152 for
connection to thermobite tadid hetiorktlks dPtearothéemetaorisompongatefithé 319.mobile radio
network 116, particularly via what is known as the backbone or the core network of the mobile radio

network llg. PaIrticuIargy the commupication betw er'éthe networkéorfncponent 50 and the_ ID provider
L kf3é>q$6am 1qs§mu:1085 %4 are use r lmplementing
computer system carr be ‘effected via the backbone or
the end-to-end encryption on tThe ID provider computser

system 136, for example on the basis of the symmetric
key which has been agreed between the ID token 106 and
the ID provider computer system 136 when the

20 cryptographical protocol was executed. In principle, it
is possible to use any method inherently known 1in
advance for agreeing the symmetric key for the
end-to-end encryption, such as Diffie Hellman key
exchange.

25
The ID provider computer system 136 1s preferably
located in a specially protected environment,
particularly in what is known as a trust center, as a
result of which the ID provider computer system 136, in

30 combination with the need for the user 102 to be
authenticated to¢ the ID tcken 106, forms the trust
anchor for the authenticity of the attributes read from
the ID token 10o.

35  According to a further embodiment of the invention, the
ID provider computer system 126 may alsc form an

integral part of the network component 150.



15 the core network of the mobile radio network 116. In addition, the network component 150 has at
least one processor 154 for executing program instructions 156. Execution of the program instructions
156 registers the 20 mobile radio, for example, in the.mobile radio network 116 using the at least one
attribute, or the registration is initiated thereby. e process for registering the mobile radio 100 in
the 25 mobile radio natwork 116.isas falgws: LoThe yses102:is authenticated to ther|Byfeken 106.
The user 102 ?thenticates itself to the ID to%leqn 30 106. |I‘J]{ the case of an iﬁgl{fmentatign with a PIN,
the user 102 do&s this 8§7 inf)%ﬁiln% %is PIN, for eexarrlr"l:‘ﬁ]g %glng {5 obiie radic 1088 a cﬁip card
terminal conneétedlittiefsio of integatedtherdink By lexebgtivy) the prédram irstrietiens £30, the ID 35
token 106 thenigheckscibeicorrectngss ofdhadiput PN If the input-RIN taatchestbereference value

stored in tlge pr %eocl%fg n}%rgogeaﬁr]gg tllgg)tf% }pe@lj&jll}lﬂ,O h% %uge% 102 Ci)s deemed authenticated. A similar

process can be used when a biometric - 16 - feature of the user 107’is used to authentic him, as
described above. 2. ThelDprovidercomputersystem136is 5authenticated to the ID token 106. To this
end, a connectitinds settyphetweenthe: D token 106.and the i ipidwvder edmputes systein 136 via the

mobile radio 100,and the mobile sadie ;10 netwark 116, By way of example, the ID prayider computer

system 136 transmits its certificate 144 to the ID token 106 via this connection. The program
instructions 134 &Hefgéneratd witdt is Knovil 85 5 chalsnge®rs. a FaRESHFUMbEr: for 15 example.
This randoin numberlis encrypted with ther public key fromy theciDLprovidercomputes system 136, which

is contained in fhe-gertificate 144, Thegesulting cipher issent from,theid Dtpken 408 4@ the: ID provider
computer syste]r:’%éiiﬁ via the 20 connﬁcéion. 'Egexggrclvide:{ computer sxstem 136 decrypts the

cipher using its prlva?e kenye 42 glﬁd thtis Obtains & Fandom number. The fahdom AGMbar s returned to

the ID token 1088y eI Diptovider eomputeOsyRtamnT36 Mid’ the tdénidion By rovider

computer system 136 can be effected via the backbone or

15 the core network of the mobile radio network 116,

In addition, the network component 150 has at least one
processor 154 for executing program instructions 1bH6.
Execution of the program instructions 156 registers the
20 mobile radic, for example, 1in the mebile radio network
116 using the at least one attribute, or the

registration is initiated thereby.

The process for registering the mobile radio 100 in the

25 mobile radic network 11% 1s as follows:
1. The user 102 is authenticated to the ID token 106.

The user 102 authenticates itself to the ID token
30 106. In the case of an implementaticon with a PIN,
the user 102 does this by inputting his PIN, for
example uging the mckile radio 100 or a chip card
terminal connected theretc o©or integrated therein.
By executing the program instructicns 130, the ID
35 toker 106 then checks the ccrrectness of the input
PIN. If the input PIN matches the reference value
stored in the protected memcry area 120 for the
PIN, the wuser 102 is deemed authenticated. A

similar ©process can be used when a biometric



25 executing the program instructions 134, the ID token checks whether the random number received
from the ID provider computer system 136 matches the originally generated random number, i.e. the
challenge. If this is the case, the ID provider 30 computer system 136 is deemed authenticated to the
ID token 106. The random number can be used s & ymmetric key for the end-to-end encryption. 3.

The at leas one attribtgg&{%ﬁ%aed owhﬁ?ethﬁ diser 319% _h@g Sl{%:ggsfggy gig@%fntgj;t&e }R}gken 106,

and provider computer system 136 has authenticated itself to the ID token authenticated when the ID
successfully 106, the fF -SEAEprovifer Tomifuter system 136 is provided with read authorization to
read a, a plurality of or all the attribute(s) stored in the protected memory area 124. On the basis of an

appropriate read commgnd 5 which the- I provider computersystem, 136.gendstg she 1D foken 106
via the connection, the re%ueste,d attributes are read from the protected memory area 124 and are

encrypted By virtue of 8xecifion 5Fthebrogran fhstructiBis 132 “fHe encrypted 10 attributes are

transmitted to the ID provider computer system 136 via the connection and are decrypted by the ID
provider computer systemdy; drtde 9f execHionLfithe programdastiyctions Jdsn Asraeresplt, the ID
provider computer system 151%%)%&%@5 K owl?g%ge gf t\pegtt}gibutes which have kgg%n 5%a6d from the

n
; n T
ID token 106. These alft%%%?es are S|gned%y%he If)roovu:iLere computer S¥S
via the moblle radio 100 and the mobile radioc

10 network 116. By way cof example, the ID provider
computer system 136 transmits i1ts certificate 144
te the ID token 106 wvia this connection. The
program instructions 134 then generate what is
known as &a challenge, 1i.e. a random number, for

i5 example. This random number is encrypted with the
public key Zfrom the ID provider computer system

- 136, which 1s contained in the certificate 144.
The resulting cipher is sent from the ID token 1086
to the ID provider computer system 136 via the

20 connection. The ID provider computer system 136
decrypts the cipher using its private key 14Z and
thus obtains a random number. The random number is
returned to the ID token 106 by the ID provider
computer system 136 via the connection. By

25 executing the pregram instructions 134, the 1ID
token checks whether the random number received
from the ID provider computer system 136 matches
the originally generated random number, i.e. the
challenge. If this 1s the case, the ID provider

30 computer system 136 is deemed authenticated to the
ID token 106. The random number can be used as a

symmetric key for the end-to-end encryption.

3. The at least one attribute is read
35
When the wuser 102 has successfully authenticated
himself to the ID teoken 106, and when the ID
provider computer system 13€ has successfully
authenticated itself tc the ID tcken 106, the ID



computer system using its certificate 144 and are 20 transmitted to the network component 150 via the
mobile radio 100 or directly. This informs the network component 150 about the attributes which have
been read from the ID token 106, as a result of which_the network component 150 can use these 25
attributes to register the mobile radio 100 in the mobile radio network 116 or can prompt the

registration using the %WMS%‘IT@OHI%%C{@ tg% g,g%l%_@ tiesaﬁtpggg%aésd (e} %e Ipeg(&token 106

and for the ID provider computer system 136 to be authenticated to the ID token 106 provides the
necessary trust anchof: 48 fé4AtoiRhiEA tHeEABtwork Zompohént 150 &dn BE& certainthst the
attributes of the user 2twhichtaré commumicaiedito itt35ebythe tle previdensomputesr system 136 are

correct and not corrupteg; - 1,- prauision may bermade %5&11%5%%%%2 tpdaye to.apthenticate itself
to the ID token 106 first, followed by the IDgProvider computer system 136. Alternatively, it is

|
fundamentally possibl& forthe 1BrovidErs Eofpltdi BYRtEnT 136 ¥5 hale to’ Suthehticats fself to the
ID token 106 first, followedd By thectisar 102¢riiy: thelhn therfirstcdaise; thet iBetoken 106tis designed

such 10 that it is enableghanly bydaput,af a;cosrect pioraeorrect bigmeticfeatyrs, by the user 102,
for example. Only this ﬁlgbl&gdallows therlprg ratmﬁiysguctions 1%32 and 134 to be §tcjargte%?nd hence

the ID provider computer system 136 to be authenticated. 15'1h the second >cizgé‘fé},“’tﬁe program

instructions 132 and 18%%an BERGEN}Be stantedevehiheén the d8er 103as nefyétvaitienticated
itself to thedlD token l@&.tlnithistease, by avayrefexamplecthe prograrndnstiuctiops @0:ik34-are

designed such that th%%lg[&vg(}er g%ggﬁgr system 136 can éaergth%e@,gi%%ces t9 thgr%rotected

memory area 124 for the purpose of reading of one or more of the attributes only when the program

instructions 130 have Sighaiddthe sfotesdtbl 25 Authenticaonh of HERYEE: 402 ¥50: $or thé purpose of
registering the mobile vadio 490, dlie mabitertaidion 100can luse itsrnetwank intesfaceddddosend a

signal 101 to the mobitesiadioynetwork 16+ che 10 provider computer system
15 136 obtains knowledge of the attributes which have
been read from the ID token 106.

These attributes are signed by the ID provider
computer system using its certificate 144 and are
20 transmitted to the network component 150 wvia the
mobile radic 100 or directly. This informs the
netwerk compenent 150 about the attributes which
have been read from the ID token 106, as a result
of which the network component 150 can use these
25 attributes to register the mobile radic 100 in the
mokile radic network 116 or can prompt the

registration using the attributes.

The need for the user 102 tc be authenticated to the ID

30  token 106 and for the ID provider computer system 136
to be authenticated to the ID token 106 provides the
necessary trust anchor, as & result of which the
network component 150 can be certain that  the
attributes of the user 102 which are communicated to it

35 by the ID provider computer system 136 are correct and
not corrupted.

Depending on the embodiment, the order of the

authenticaticn may be different. By way of example,



30 for example. It is even possible to send this signal 101 when the mobile radio 100 is not registered
in the mobile radio network 116. The signal 101 is processed by the network component 35 150 of the
mobile radio network 116 by virtue of the network_cqrg;npgnent 150 directing a request 103 to the ID

provider computer system 136. On the basis of this réquest 103, the ID provider computer system 136

reads at least gneattribyte valug, frana the AR doken 1061 A9 yalter thepyser 102iqngkthe 1D provider
computer system 136 have been,auth;nticated. The_ ID provider ;%rgp%t,er sgste OHG the%p responds
v

to the request THWiR aimdESage 165 which coHtains the &fdast "ohe athibite Ué' and the
signature therebf; Thissmésgsageds icsaivetbbpthecret@wB ek coimpoifent 250 o aRdtHe? network

component of the mobile radie-aetwork 116 andds used o register theanohite ragie;10:0f the user

102. 10 The communication between d%e?LID tgkenn 106 %rg)d the g% eorgvideq:%om;%%tgg system 136 can

also be ef?gcteg betors the MobIIE ra Od: is actuall regis?élre via the mobile radio network 116. By

way of examplé: ftfis iddrekby virthé of a terhporaff ideniferbeing dlot&ted td the mobife radio 100
on the basis of the=reception of the signal 101 by the mobile radio network 116, said temporary
identifier being used for the communication with the mobile radio 100 via the mobile 20 radio network
116 for as long as the mobile radio 100 is not yet registered. Fiszure 2 shows an empodiment of a

method accordifg td-{He ifveiition 2% The plocess fol RetfidtermyCthe oBfié 1&di6 106 B the user 102
using his1D tokeh&l06iis asSoltoves; ferexamiptedn stepp 200, the asercauthkerticates kimself to the ID

token. This can/bg, dane by, virfue: ofithe user 30 u1sing a keypag.on theomobilg-radia ie.mout his PIN,
which is transmitted from the mo?t%i)li radio véiq the intg face thereof to the ;lnteriq;qe of t ? éB token. If
the authenticatioR-of tHe dser 6 i I foken WAL suctesfdi®d Cofinddtion’is set Gp betwiden the ID

token 35 and ther® prbvidertcompgter Systeman stegngo2hence  the ID provider
computer system 136 to be authenticated.
15
In the second case, the program instructions 132 and
134 can actually be started esven when the user 102 has
not yet authenticated itself to the ID token 106. In
this case, by way of example, the program instructions
20 134 are designed such that the ID provider computer
system 136 can perform read access to the protected
memory area 124 for the purpese of reading of one or
more of the attributes only when  the program
instructions 130 have signaled the successful

25 authentication of the user 102 too.

For the purpose of registering the mobille radio 100,
the mobile radio 100 can use i1ts network interface 114
to send a signal 101 to the mobile radic network 116,
30 for example. It 1s even possible to send this signal
101 when the mobile radio 100 is not registered in the

mobile radio network 116.

The signal 101 1s processed by the network component
35 150 of the mobile radio network 116 by virtue c¢f the
network component 150 directing a request 103 to the ID
provider computer system 136. On the basis o¢f this
reguest 103, the ID provider computer system 136 reads
at least one attribute wvalue from the ID token 106



This is preferably a secure connection, for example on the basis of what is known as a secure
messaging method. - 20 - In step 204, the ID provider computer system is at least authenticated to the
ID token via the connection which was set up in step 202. In addition, there may 5 also be provision for
the ID token to be authenticated to the ID provider c]o%np_uter system. When the user and the 1D

provider compuler systam haye been successiully authenticated fa the I Iaken - the, D 19, provider

computer system receives from the ID token the access authorization to read at least one of the

attributes. In stép 2083KE I BrovidRY cBffputerisyRttm St The BF toré$ead&dhtiants for
reading the reqaired attribliés frome the 1B gpkerl sThé attribotes t5aqre dhien tkahsmitted by means of

end-to-end encpypiionyda thessegure-conRgaian tosthe iR provider camputer system;and are
decrypted gherein.lThe attnb%ute %/,alues which 1Elave been read are snggged by 20 the ID provider
computer syste\r%alnus?tep% .In é?t%p 2107the ILbKSrovF €F%gﬁfp‘uter yjs?emrggﬁaé?ﬁse sibﬁed attribute

values to a netWekecononeds. THE attribgte wallie(s)ceartise: ransmitted viathe mobi&sadio network.
Alternatively, thedBu.previderegmputer systernrd ispatt of the-network-gompanent, avhigtymeans that
no transmissiorki n ary, The signed attribute values reach.the ork compaonent either directly
or via the mobile rad%%l%stk% Iatttlglgé% Egge,t%hg us%?omzf haﬁaedtﬁg ongé\g(rtu%ﬁy %:o}[l)t@aké‘1 note of the
signed attribute’vifues and/or to augment them with further data. Provision may be made for the

signed atfribute values to be forwarded, possibly with the added data, from the mobile radio to the

network 35 componentanly following clegrance by the siser Thisprovides the. greatast possible
transparency for the user in terms of the attributes sent from the ID provider computer system to the
newakcompoHﬁﬁﬁlder computer system 13& can also be effected

before the mobile radio 100 1is actually registered via
the meobile radio netwerk 116. By way of example, this
15 is done by virtue of a temporary identifier being
alioccated to the mobile radio 100 on the basis of the
reception ©f the sgignal 101 by the mobile radioc network
116, saild tempcrary identifier being used for the
communication with the mobile radio 100 via the mcobile
20 radic network 116 for as long as the mobile radio 10C

is not yet registered.

Figure Z shows an embodiment of a method according to
the invention.
25
The process for registering the mobile radio 100 of the
user 102 using his ID token 106 is as follows, for
example: in step 200, the user authenticates himself to
the ID token. This can be done by virtue of the user
30 using a keypad on the mobile radio to input his PIN,
which 1is transmitted from the mobile radic wvia the
interface thereof to the interface of the ID token. If
the authentication of the user to the ID token was
successful, a connecticn is set up between the ID token

35 and the ID provider computer system in step 202.

This is preferably a secure connection, for example on
the basis of what is known as a secure messaging
method.



- 21 - In step 212, the mobile radio is then registered in the mobile radio network by the network
component using the attribute values read from the ID token. 5 Figure 3 shows a further embodiment
of a method according to the invention. To register ?fi mobile radio 100 in the mobile radio network
116, the user 102 first of all authenticates 10 himself to the ID token 106. When the user 102 has been
successfully authenticated to the ID token 106, the mobile radio 100 sends a signal to the network
component 150 of the mobile radio network via the mobile radio network 116 in order to signal to the
15 mobile radiotRetidrkRhat te motife rddio TP eSS to GEPEGisred K 3hE Thobife rddio network.
The network cohsporient 150 ¢hen sendsia tequesttolthe 10 providereconiputercsystarh 136. This

request can be 20:isent by thequebilgradio netvwprk 136. Therequest can alsodg.cemmypicated
directly frogn the fgtw rk comé)onent 150.to the ID p %vigger comptuterbseystem 139}£articulgrly if the 1D

provider compu?er soys em 136 s gﬁ?ﬁtea%ﬁ pgﬁeof e ne(fv}f/%ﬂ( coompone%%g& Onh'the basis of

the request recéivedfron thé KefNGHR TopspbTieht 156 YiiedD-provider computer system 136
authenticates itself to the ID token 106 and directs a read request to read one or more of the attributes

to 30the ID tok 6..Assu i pg: r.successful ticatio er ID provider
computer syste%rdn%%g&:me Ilg]%(%l%en %OdG Lﬁcgls%oﬁf s%ﬁ%glrgagd r(g: %Re%]f?\tfv%sﬁ th 55654}#”;2{ ?% %ttributes.
The ID provideP&Sifiptar S§stent 136 siihstRe attfiBas and sehtls the Sighed-atiriBiteSHo the

mobile ratlio 100rBollawingwclearanee bythe eisert@2ives from the ID token the
access authorization to read at least cone of the
attributes. In step 206, the ID provider computer

system sends one or more read commands for reading the

reguired attributes from the ID token. The attributes

15 are then transmitted by means of end-to-end encrypticn

via the secure connection to the ID provider computer

system and are decrypted therein.

The attribute values which have been read are signed by
20 the 1ID provider computer system in step 208. In step
210, the ID provider computer system sends the signed
attribute values to a network component. The attribute
value{s) can be transmitted via the mobile radio
network. Alternatively, the LD provider computer system
25 is part of the network component, which means that no

ftransmission 1s necessary.

The signed attribute values reach the network component
either directly or via the mobile radio. In the latter
30 case, the user may have the opportunity to take note of
the signed attribute values and/or to augment them with
further data. Provision may be made for the signed
attribute vwvalues tc be forwarded, possibly with the
added data, from the mobile radic to the network
35 component only following clearance by the user. This
provides the greatest possible transparency for the
ugser 1in terms o©of the attributes sent from the ID

provider computer system Lo The netwoerk component.



on the mobile radio 100, the signed attributes are then transmitted to the network component 150. The
network - 22 - component 150 then prompts the registration of the mobile radio 100. Figure 4 shows
an embodiment of a mobile radio system 5 according to the invention with a database 158. The
database 158 contains at least one database table 160 which stores an explicit identifier and a

telephone numbgr for sach registared Hser okthe mobile;radiopetwpry 116 <T@ ieaditherdentifier and
the telephone 10 number of the user 102, knowledge of at least one attribute value is reﬁuired, said

attribute value i88ding t& BerBal Fofr frie ity tokh 106 M USSR B the'iD Brovidet

€r computer
system 136. The datibase 188 hagsatdeast cheoprocissor629bEExXecuting program instructions 164.
Execution of the program instructions 164 allows access to the database table 160 in order to use the
attribute value read from the 1D token 106 of.the user 102 to read the identifier 20 and the telephone
number of the l%%g’%ez: e i&&ﬁﬁ%r eiplicﬁt?y?i%%ﬁﬁfieseﬁnc%oc;%r?@n %Iéetuse?iOZBbut% chEg ome
location registet 9@l is@lévant i the T§8r=02: in the embodiment under consideration 25 here, the
mobile radio network 116 has a number | of home location registers HLR1, 1-ILR2,HLRIi, HLRI. The

identifiers storeg for, @Ec&fetge registered.users 30,0f the mobile radjo.ngtwark 116,ig the, database
table 160 may be in the form of IMSis, for example. To register the mabile radio 100, the process in

the case of the ¥hibEtithentihdeltE6nsitetation Herefis Suth 85 thatat 1648t oHe Btfrbute value is

read fromithe IPimself to the ID token 106. When the user 102 has been
successfully authenticated to the ID token 106, the

mobile radio 100 sends a signal to the network

component 150 o©f the mobile radic network wvia the

mobile radic network 116 in order to signal tc the

15 mobile radio network that the mobile radic 100 needs to

be registered in the mobile radio network.

The network component 150 then sends a request to the
ID provider computer system 136. This request can be
20  sent by the mobile radic network 116. The request can
also be communicated directly from the network
component 150 to the ID provider computer system 136,
particularly if the ID provider computer system 136 is
an integral part of the netwerk component 150.
25
On the basis of the reguest received from the network
component 150, the ID provider computer system 136
authenticates itself to the ID token 106 and directs a
read reguest to read one or more of the attributes to
30 the ID token 106.

Assuming prior successful authentication of the user
102 and of the ID provider computer system 136, the ID
roken 106 responds to the read request with the desired
35  attributes. The ID provider computer system 136 signs
the attributes and =sends the signed attributes to the
mcbile radio 100. Following clearance by the user 102
on the mobile radic 100, the signed attributes are then

transmitted to the network component 150. The network



token 106 by the ID provider computer system 136 after the user 102 and the ID provider computer

system 136 have authenticated themselves to the ID token 106, for example as described above with
reference to Figures 1, - 23 -2 and 3. The ID prgvi?gr computer system 136 then sends the message
105 with the attribute value to the database 158. By éxecuting the program instructions 164, database

access is then ggf{ggﬂg@ysi%@e Qﬁggbu&@%ée_ %’rnoqggileer to,read the. identifier agsociated with the

user 102 and the telephone number of the user 1 m the database table 160 using the attribute
value as a key - d&tabase 4584Ren sends a message 107 in order to communicate this identifier
and 10 the telephone number of the user 102 to the mobile radio network 116. The message 107 is

received by the:nomedocatian, registeridentified: pisthe identifierrand said home logation-fegister then
registers the mobile radio 1001—; 15 fjrgure.S shows an alternative egbodfgment in which the identifier is
stored in a merﬁSFyof in“the thobife radio 100: h@nwavlo? exa&rlnp e‘?%ﬁs fdentifier can e?nput into the
mobile radio 108 Besgset 102 20miandly aso thagit is stred #ethenémoRaPE6 Altethatively, the

identifier can beautomatieally=written todthe memery 166rim ive meobileradio 1G0:-usipg anover the air
(OTA) techniqulg_!. S a%ddi i n;to tp oquglgnt}_s n ;LpfFinﬂ’g 4 tgg .rﬁ]gbi@ %qig 100
performs the re@fé%%?%n?o sgn%i%nd the %B:%%gr store gl]r% }rlt\js, memory 16%E to %he datagbase 158 via the
mobile radio netFBHCET6. 30The atalRRe table 166 7 theerfbodim@ntifder BSfSiBerRTion here
stores onlybthe ideritiéiers bt nohthe tetephoné Aumbers: By dortrastf the telephase numizers of the

registered users are sigred in local databases of the,indjvidual.nome lncation registers, ;3. Figure 5
shows the database 168 of the home location .
needing to be read from the ID token 106 of the user

102 by the ID provider computer system 136.

15 The database 158 has at least c¢ne processcr 162 for
executing program instructions 164. Execution of the
program instructions 164 allows acgess to the database
table 160 in order to use the attribute wvalue read from
the ID token 106 of the user 102 to read the identifier

20 and the telephone number of The user 102,

The identifier explicitly identifies not only the user
102 but also a home location regilster which is relevant
to the user 102. In the embodiment under consideration

25 here, the mobile radio network 116 has a number I of
home location registers HLR1, HLRZ2, ..., HLRi, ...,
HLRT.

The identifiers stored for each of the registered users
30 of the mobile radio network 116 in the database table

160 may be in the form of IMSIs, for example.

To register the mobile radio 100, the process in the
case of the embodiment under consideration here is such
35 that at least one attribute value 1s read from the ID
token 106 by the ID provider computer system 136 after
the user 102 and the ID provider computer system 136
have authenticated themselves To the ID token 106, for

example as described above with reference te Figures 1,



register 1 by way of example, said database storing the telephone numbers of those registered users
to whom the home location register 1 is relevant. These telephone - 24 - numbers can be accessed
using the identifiers of the relevant users. In the embodiment under consideration here, the 5
processor 162 in the database 158 is additionally uéed fo execute program instructions 170. By

executing the program instrutions,170. &,check is performed (o, determing whether the identifier
received from the mobile radio 100 is identical to the identifier read 10 from the database table 160.

Only if this is tHe'éasdGosethe datlbase 158 send the MEsSage t67, offieriise fte regittration is
rejected.  Thegiretess:forlrefistefng thle:ambilergdic=1B0 i 15thisacase. issthus asifollews: The

mobile radio 100;sends {he signal 101 de the mobile radignetwarkl6,dhe signahL01 inhis
embodiment bearing,the identifiet stored,in the memory 166. The | Z%E)rovide cotm%utegsystem 136
reads the at ledbt ohe-atiribute’Fails frof the iD15ken 106 whéf the Ut 1025nd the 1D provider

computer systes 136 avechuthenticdtad thefiseMesito #iedIDtbRen- E06 A &xpldingdP above with

reference to Figures Ao dsZdhe 261D providerncomputensystem: 186 ¢henssends 1he message 105
with the attribute, value tq the database 158. By exegcuting the program-ipstructions 164, the database
158 reads the iaie:ﬁﬁﬁg?uo%?hg ﬁ%élreldsf frgmktﬁ)g 30 a%at%steat}g%%l 05 gsinb tI!?e a?t]ﬂ ute value. In
addition, by ex&titimgdfie Prdgrafm msfadticrs Frgmunicate this identifier and

10  the telephone number of the user 102 to the mobile

radio network 116. The message 107 is received by the
home location register identified by the identifier,
and said home location register then registers the
mobile radio 100.

Figure 5 shows an alternative embodiment in which the
identifier is stored in a memory 166 1in the moblle
radio 10C. By way of example, this identifier can be
input into the mobile radic 100 by the wuser 102
20 manually, so that it 1s stored 1in the memory 166.
Blternatively, the didentifier <¢an be automatically
written to the memory 166 in the mecbile radic 100 using

an over the air (0TRA) technique.

25 As an addition to the embodiment shown in Figure 4, the
mobile radio 100 performs the registration by sending
the identifier stored in its memory 166 to the database

158 via the mobile radioc network 116.

30 The database table 160 in the embodiment under
consideration here stores only the identifiers but not
the telephone numbers. By contrast, the telephone
numbers of the registered users are stored 1n local
databases of the individual home location registers.

35 Figure 5 shows the database 168 of the home location
register 1 by way of example, said database storing the
telephone numbers of those registered users to whom the

home liocation register 1 iz relevant. These telephone



the database 158 checks whether the identifier received from the mobile radio 100 matches the
identifier read from the database table 160. Only if this is the case 35 does the database 158 send the
message 107, as a result of which the registration can take place in the relevant home location
register, such as the home location register 1. The felevant home location register uses the identifier

as a key 1o accesnis, 25 lpcal daighase 168 inygegto ascertaia the telephione urgher of the user

102. The registration is then performed in the mobile radio network for the telephone number
ascertained in this-faher. 5 Efgfire 6 shows a further embodiment of a mobile radio system according
to the invention. In this embodiment, the identifier, that is to say the IMSI, for example, of the user 102

is stored as an gffributg yalug,i te 1@ protecied memony aesa 124 of te IDHaken 106: 1o register
the mobile radio 100, the process is then such that the ID.provider computer system 136 reads the
106 What the o B provider SIS SyAER

identifier from the 15 T5K& h&f the Oser 10274 15 the 1D prévider éShputer system 136 have

authenticated themselges tethe 1D dokeh 1065 Wi aSimitarsmantier tofthe efifodirneats described
above from Figgresyk 10.5. The 4R previderzcomputer systesnd 36 then sepds thermessage 105 with
the identifier, said,message being 20 received by.the home location register identified by the identifier
in the mobile radio ﬁéf%o%i 11_%{1%60 egs‘ tﬁ:eﬁ %Lle?lIﬁe‘r*é evant ﬁgége%lggéﬁtipn .reégklgster effects
database acce&Slitloda Hatabalé 166 in vidertoifse theidéntffier-ctiitainedsn theSAessage 105
to 10 from the database table 160. Only 1f this is the case

doesz the database 158 send the message 107, otherwise

the registration is rejected.

The process for registering the moblile radio 100 in
15 this case is thus as follows:

The mobile radio 100 sends the signal 101 to the mobile
radio network 116, the signal 101 in this embodiment
bearing the identifier stored in the memory 166. The 1D
20 provider computer system 136 reads the at least one
attribute vaiue from the ID token 106 when the user 102
and  the ID provider computer gystem 136  have
authenticated themselves to the ID tcken 106, as
explained above with reference to Figures 1 to 4. The
25 ID provider computer system 136 then sends the message

105 with the attribute value to the database 158.

By executing the program instructions 164, the database
158 reads the identifier of the wuser 102 from the
30 datakase table 160 wusing the attribute wvalue. In
addition, by executing the program instructiocns 170,
the database 158 checks whether the identifier received
from the mobile radio 100 matches the identifier read
from the database table 160. Only if this is the cass
35  does the databass 158 sgend the message 107, as a result
of which the registration can take place 1in the
relevant home location vregister, such as the home
location register 1. The relevant home location

register uses the i1dentifier as a key to access 1ts



25 ascertain the telephone number of the user 102, said telephone number then being used to register
the mobile radio 100. - 26 - List of Reference Symbols 100Mobile radio 5101Signal 102User
103Request 104Interface 105Message 101061D _tol% 107Message 108Interface 110Processor
112Program instructions 15114Mobile radio network’interface 116Mobile radio network 118Electronic

memory 120Protected memary akea s in order to ascertain the telephone
number of the user 102. The registration 1is then
performed in the mobile radic network for the telephone

number ascertalined in this manner.

Figure % shows a further embodiment of & mobile radio
system according to the invention. In this embodiment,
the identifier, that 1is to say the IMSI, for example,
of the user 102 1s stored as an attribute value in the

10 protected memory area 124 of the ID token 106,

To register the mobile radio 100, the process 1s then
such that the ID provider computer system 136 reads the
identifier from the ID token 106 when the user 102 and

15 the ID provider computer system 136 have authenticated
themselves to the ID token 106, in a similar manner to
the embodiments described above from Figures 1 to 5.
The ID provider computer system 136 then sends the
message 105 with the identifier, said message beilng

20 received by the home location register identified by
the identifier in the mobile radioc network 116, such as
the HLR1. The relevant home location register effects
database access to its local database 168 in order to
use the identifier contained in the message 105 to

25 ascertain the telephone number of the user 102, said
telephone number then being used to register the mobile
radio 100.
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156Program instructions 158Database 160Database table 162Processor 164Program instructions
166Memory bl68Database 170Program instructions - 28 - Patent Claims 1. A method for registering
a mobile radio (100) in a mobile radio network (116 Lilsing at least one attribute stored in an ID token
(106), wherein the ID token is associated with a usér (102), having the following steps: 10- the user is
authenticated to the ID token, 2 first compyter.system (136) is authenticated to the ID token,
successful authentication of the user and of the first computer system to the ID token is followed 15 by
the first computet<system effBEfTT fedtf access to the at least one attribute stored in the ID token via
the mobile radidéetwork, Pregram instructions

166 Memcry
5 168 Database

170 Program instructions



the at least one attribute is used for the registration. 20 2. The method as claimed in claim 1, wherein
the first computer system is authenticated to the ID token using a certificate (144) from the first
computer system, wherein the certificate contains 25 _a statement indicating those attributes stored in
the ID token for which the first computer system is atithérized for the read access. 3. The method as
claimed in claim 2, wherein the ID 30 token checks the read authorization of the first computer system
for the read access to at least one of the attghuytes uspgthg certificate. 4. The method as
claimed in one of claims 1, 2 and 3, 35havingthe fottowmg forther steps: the at least one attribute
read from the ID token is signed by the first computer system, - 29 - - the at least one signed attribute
is transmitted fromiherfirsttomputer system to-a secanccomputee systemm (1600 BHLRLE, HLR 2, ...

HLR HLR B, wherein the;second computer, sygtenkis gaupled t,sthemobile radionetwork in order to
perform or initiate the re istr%?tio&n. % The method as claimed in gllﬁ)r% 4, wherein the second
ife

computer system is a fhobils Tadio netrork 18¢brporent ofthe m fatdic’ HEfWorR. & “Fhe method
as claimed in claim 4 &5, Wwhetain ide atsleasticriesattributdread fromrthd 10 Zokentzpthedirst

computer system is sent 4o ther mebilg 4 5sadig sfrom where it is forwarded to the second computer
system following clearance by the user. 7. The method as claimed in claim 6, wherein the user can

augment the attributes with further data prior
10 - the user 1is authenticated to the ID tcken,

- a ifirst computer system (136) is authenticated to
the ID token,
- successful authentication of the user and of the
first computer system to the ID token is followed
15 by the first computer system effecting read access
to the at least one attribute stored in the 1D
token via the moblie radio network,
- the at least one attribute 1s used for the
registration.
20
2. The method as claimed in claim 1 wherein the
first computer system is authenticated to the ID
token using a certificate (144) from the £first
computer system, wherein the certificate contains
25 a statement indicating those attributes stored in
the ID token for which the first computer system

is authorized for the read access.

3. The method as claimed In claim 2, wherein the ID
30 token checks the read authorization of the first
computer system for the read access to at least

one of the attributes using the certificate.

4. The method as claimed in one of claims 1, 2 and 3,

35 having the following further steps:

- the at least one attribute read from the ID token

is signed by the first computer system,



20to their being forwarded to the second computer system. 8. The method as claimed in one of the
preceding claims, wherein the mobile radio is a mobile 25 telephone, particularly a smartphone, a
personal digital assistant haying a mobile radio interface, a portable computer haying a mobile radio
interface or a portable electronic appliance, suchas’d digital camera, having a mobile radio

30interface. 9. The method as clggg%q_inoc&e of I@%QBGC%@@Q f@@g, whereip_database access to a

database (158)which stores identifiers is performed, 35 wherein each of the identifiers identifies a

home location registerEWheldht tHe- fihtifiersTa fiomeYscation gt asSotisted Withdhe user (HLR
1, HLR 2, ... HLR HLR ¥} isamead frotn théLdatabasi tisifig the. at 18A8t ane attributé]iadI + 30 - wherein

the mobile radio is registered;in thehome lggationsegistes idegtified py the identifierread from the
database. 10. The method as clajmed in claim 9, wherein the database stores the telephone numbers
of the users. 11. The Mgthot s I%in%%diﬁoong%?‘fhoergreée%inﬁﬁ%ejélaﬁﬁs, W\E%ecfﬁ% fifst identifier is
stored in the mobile radiol aat whdreinttheiuser hins Ah-associated second identifier which identifies a
home location register, and wherein the at least one attribute is used to check whether the first 15

identifier is the secgn%'deentirgg%hanéj wherein,the re istrartlionciﬁagffect%d in t@le home location register

identified by the first and second |8entiﬁesrs ﬁ%haelﬁrs an%i secondjﬂentlﬁerswm%ffrc%%o I ?The method
as claimed in one of tf€prEEediRGTERIART wHERITThe Bt ledstBHeldtfibafcisantidéntifiek which
identifieslabhome locationtegistet, whereir: the-mobie radio ¢s ragisteted. 25in the home location
register identified by the identifier. 13. A computer program product haying instructions
6. The method as claimed in claim 4 or 5, wherein the
at least one attribute read from the ID token by
the first computer system is sent to the mobile
15 radio, from where 1t 1s forwarded toc the second

computer system following clearance by the user.

7. The method as claimed in claim 6, wherein the user

can augment the attributes with further data prior

20 to their being forwarded to the second computer
system.

8. The method as claimed in co¢ne of the preceding
cilaims, wherein the mobile radico 1is a mobile
25 telephone, particularly a smartphone, a perscnal
digital assistant having a mobile radio interface,
a portable computer Thaving a mobile radio
interface or a portable electronic appliance, such
as a digital camera, having a mobile radio

30 interface.

9. The method as claimed in one of <the preceding
claims, wherein database access to a database

{158) which stores identifiers is performed,

35 wherein each of the identifiers identifies a home
location register, wherein the identifier of a

home location register associated with the user

(LR 1, HLR Z, ... HLR i, ... HLR I} is read from

the database using the at least one attribute, and



which can be executed by a computer system for the 30purpose of carrying out a method as claimed
in one of the preceding claims. 14. An ID token having 35- a protected memory area (124) for storing
at least one attribute, - means (120, 130) for autrler#t]'caging a user (102) associated with the ID token
to the ID token, - 31 - means (134) for authenticating a first computer system (136) to the ID token,

means (132) for setting.up-a protegted,connection fq the; first.computer system viga mehile radio, 5
wherein the first computer system is able to read the at |least gne attribute via, the ﬁ%rgtﬁected

connection, wherein a-6cesaRy pretedisié fortheTeading 10 of the-Afleadt’s fibdte from the
ID token by the first carapdtet systeti s thetsuezessful authentication of the user and of the first
computer system to the ID token, and wherein the at least one attribute is able to identify a home
15location register (HLR ]T}I;ILR Z,t... HLR HLI§l|c)ji.ln a{rjno}t_)ile rgfiéo Irrllet@/orkw%s. EQ% IQ%ogen as
claimed in“tlaim 11}, laving means %ﬁ) fof the endq?o-endnencrypjtlon of thé 20 connection for
protected transmissiofi®f teagtleasticiesf thelattribbifestBtRE first CBRipREST sy3tem. ™8 The ID
token as claimed in claiga 14 or 15,

11. The method as claimed in one of the preceding
10 claims, wherein a first didentifier is stored in
the mobile radioc, and wherein the user has an
associated second identifier which identifies a
home location register, and wherein the at least
cone attribute is used to check whether the first
15 identifier is the second identifier, and wherein
the registration ig effected in the home location
register identified by the first and secend
identifiers if the first and second identifiers
match.
20
12. The method as claimed in one of the preceding
claims, wherein the at least one attribute is an
identifier which identifies & home location
register, wherein the mobile radio 1s registered
25 in the home location register identified by the

identifier.

13. A computer program product having instructions
which can be executed by a computer system for the
30 purpose of carrying out a method as claimed 1in one

of the preceding claims.
14. An ID token having

35 - & protected memory area (12Z24) for storing at least
one attribute,
- means (120, 130) for authenticating a user (102}
associlated with the ID token to the ID tToken,



25whereinitisanelectronicappliance, particularly a USEstick,oradocument,
particularlyavaluedocumentorsecurity document. 3017. A mobile radio system for registering a mobile
radio (100) in a mobile radio network (116) using at least one attribute stored in an ID token (106),
wherein the ID token is associated with a user (1?)253,?ha"ving 35- means (142, 144, 146) for

authenticating a first gpmputer system (36) tq the, D token, means (138,.148) forperforming read

access for the first computer system to the at least one attributestored in the ID token via the mobile -
32 - radio network, whgrSifrThe' retd adcesstante pertSiiied after the user and the first computer
system have authenticeted shemseélvesttorthe ¢D taken, B» meams: (150} ferdusing:thecatleast one

attribute for the registratiop,, <18 hesmobilghadiasystem as:claimed in claim Ll wherein the first

computer system has eans I414[43 10 for 5|gn|r}gnthetat Ieag,t one H?ttl‘.lbute d Q%vmrgea CEletwork

n
: £ 10f S bat}. s
component (150) which s e&gngc?to recéive the gflle@agt one S|gnedla8ttr|%u & from the first computer
system. 1519. The mbbfe rédio systeatas elimed it Eldha 1B, whiteinthe nefwsrkeconssbnent has a
database (158), whergimthe-adatabase stores identifiers, wherein each of the identifiers identifies a
home location register (HLR 1, HLR 2, ... HLR
wherein a necessary preregulsite for the reading
10 of the at least one attribute from the ID token by
the first computer system 1is the successful
authentication of the user and of the first
computer system to the ID token, and wherein the
at least one attribute iz able to identify a home
15 location register (HLR 1, HLE 2, ... HLER i,

HLR I) in & mobilile radio netweork.

15. The ID tocken as claimed in claim 14, having
means (132) for the end-to-end encryption of the
20 connection for protected transmission of the at

least one of the attributes to the first computer

system.
1o. The ID token as claimed 1in claim 14 or 15,
25 wherein it is an electronic appliance,
particularly a Use stick, or a document,
particularly a value document or security
document.
36 17. A mobile radio system for registering a mobile

radic (100) in a meobile radio network (116} using
at least one attribute stored in an ID token
(106), wherein the ID token is associated with a
usexr (102Z), having
35 - means (142, 144, 146) for authenticating a first
computer system (136} to the ID token,
- means (138, 148} for performing read access for
the first computer system to the at least one

attribute stored in the ID token wvia the mobile



20 HLR 1) in the mobile radio network, wherein read access to an identifier associated with the user
can be performed using the at least one attribute.
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radio network, wherein the read access can be
performed after the user and the first computer
system have authenticated themselves to the ID
token,

5 - means (150) for using the at least one attribute

for the registration.,

18. The mobile radio system as claimed in claim 17,
wherein the first computer system has means (144)

10 for signing the at least one attribute, and having
a network component (150} which 1s designed to

receive the at least one signed attribute from the

first computer system.

15 19. The mobile radic system as claimed in claim 18,
wherein the network component has & database
(158), wherein the database stcores identifiers,
wherein each of the identifiers identifies a home
location register (HLR 1, HLR 2, ... HLR i,

20 HLR I) in the mobile radic network, wherein read
access to an identifier assocliated with the user

can be performed using the at least one attribute.



