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20 Background of the Invention
1. Field of the Invention

The invention relates generally to control of access to data and relates more specifically

to control of access to data in a distributed environment.

25 2. Description of Related Art
The Internet has revolutionized data communications. It has done so by providing
protocols and addressing schemes which make it possible for any computer system
anywhere in the world to exchange information with any other computer system anywhere
in the world, regardless of the computer system’s physical hardware, the kind of physical
30 network it is connected to, or the kinds of physical networks that are used to send the



required for the two conputer systens to exchange information is that each
conputer system have an Internet address and the software necessary for the
pr ot ocol at there be a route between the two nachi ng of sone
conbi nat?lgflﬁg‘?;g?he many 5 physi cal networks t hat nayq’kfi”@{gé/(\ﬁ@%& carry

messages constructed according to the protocols. The very ease w th which
conmput er ifermaationfzomdhe pne GeMpRen FYSAM i thei othemcompyter systemh o All thatisver |
caused pr ) t | e | ' | 10
easi er angpdc‘ﬁ{ezgggﬁeﬁg% %%ﬁ%&?%@gﬁg ocrhgl;;""g‘;L on g&ﬁéig %gtrh hﬂéa%y@}'{&%és made
it much haysiem Have andhtentet addressnadi the soffunare Inetessare fornthe praweolistanBalider to
protect infornpation ig t wo [ arder%éo restri.ct_ access.|f

ys: It Is
i nf or mat i IETARG HEOUE cruieenthe; tin aghifes by ERY R some cqrabipation f the pany
accessi bl QG Kt ﬁzﬁgﬁéﬁ HQol I '§ﬂ5 . t here
S ?ntern ng%%glés to infor tlosne, qBI ocC |;1Mge§srsag|€% F% Iﬁt[egiﬁa g?rs eté’otrlr‘gs a
difficult ptstebsls.cal problem It is harder to maintain security en route
through the Internet. The Internet is inplenented as a packet sw tching
network. It is inpossible to predict what route a nmessage will take through

t he net wokk. | t ' ' . . ecurit
of i of Wty febe pif Wikh bORARE BsferlsTobidhieb itohlation vig the Jotermdc™t" '
I ncl udi ng ha§) deRvesdr, Causadgroblyms.t Orsthdrone Hand,Ge had Malde atcesdiny infoipiatidaen read

or altered en route. FIG, 1 shows techniques presently used to _increase
sedfrity easierandsheaperthan it gyeg wasbefore; oatheqthenhandyithas made ifawchdharder) G 1

T03( %) "andd PEACE) nfdatln, THETRETERA mbd, RERE & ot SOMMER AR

103(B) areydyet generally accessible, but are part of the Internet in the
sense that conputer systens iin these networks have Internet addresses and
enpl oy | nt'er netlt 3% batsien te resria ackesiqdf infoanation; BaY byascessed at allnyia the

systens appear 4 . : 5 i 3 and
Strver 113 dufbpid igpiify accessEEH EoRE wacke 15 WPIHerdl hlee 0T
whigh can be prihgfedigdnteimetedceess tolidforhticic bistking siéliedeintrhliérsbecoméDa

98/ 40992 . . PCT/ US98/ 04522
is a mass st or ghfficyls fechaicalproblgm: contai ns data 117 which i s being

requested by I §yyeRiBEr to maintain security en route through the Internet. The Internet is
implemented as a packet switching network. It is impossible to predict what route
a message will take through the network. It is further impossible to ensure the

20 security of all of the switches, or to ensure that the portions of the message,
including those which specify its source or destination, have not been read or

altered en route.

FIG. 1 shows techniques presently used to increase security in networks that are
25 accessible via the Internet. FIG. 1 shows network 101, which is made up of two separate
internal networks 103(A) and 103(B) that are connected by Internet 111. Networks
103(A) and 103(B) are not generally accessible, but are part of the Internet in the sense
that computer systems in these networks have Internet addresses and employ Internet
protocols to exchange information. Two such computer systems appear in FIG. 1 as
30 requestor 105 in network 103(A) and server 113 in network 103(b). Requestor 105 is

requesting access to data which can be provided by server 113. Attached to server 113



105. O course, for other data, server 113 may be the requestor and
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by neans of a gateway runni‘ng in a conputer systemthat is installed at the
poi nt where an internal network is connected to the Internet. Included in
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20 that the contents of the request and response are not known outside those networks, the

owner must solve two problems: making sure that server 113 does not respond to
requests from computer systems other than those connected to the internal networks and
making sure that people with access to Internet 111 cannot access or modify the request
and response while they are in transit through Internet 111. Two techniques which make

25 it possible to achieve these goals are firewalls and funneling using encryption.

Conceptually, a firewall is a barrier between an internal network and the rest of Internet
111. Firewalls appear at 109(A) and (B). Firewall 109(A) protects internal network
103(A) and firewall 109(B) protects internal network 103(B). Firewalls are implemented
30 by means of a gateway running in a computer system that is installed at the point where

an internal network is connected to the Internet. Included in the gateway is an access



all requests fromoutside the internal network for information stored
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i nf ormat 1 on. W se, it discards the request. Two such

filters, cess filter 107 , ,and access filter 107(B), appear in FIG 1.
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The information that the firewall uses for authentication can either be in band, that is, it
is part of the protocol, or it can be our of band, that is, it is provided by a separate
20 protocol.

As is clear from the above list of identification information, the degree to which a firewall
can trust identification information to authenticate a user depends on the kind of
identification information. For example, the IP address in a packet can be changed by

25 anyone who can intercept the packet; consequently, the firewall can put little trust in it and
authentication by means of the IP address is said to have a very low frust Jevel. On the
other hand, when the identification information comes from a token, the firewall can give
the identification a much higher trust level, since the token would fail to identify the user
only if it had come into someone else’s possession. For a discussion on authentication

30 generally, see S. Bellovin and W, Cheswick, Firewalls and Internet Security, Addison
Wesley, Reading, MA, 1994.



In nodern access filters, access is checked at two |levels, the Internet
packet, or IP level, and the application level. Beginning with the IP
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authentication and/or access checking on the piece of information that the user has
requested. For example, a frequently-used TCP/IP protocol is the hyper-text transfer

25 protocol, or HTTP, which is used to transfer World-Wide Web pages from one computer
to another such computer system. If access control for individual pages is needed, the
contents of the protocol must be inspected to determine which particular Web page is
requested. For a detailed discussion of firewalls, see the Bellovin and Cheswick reference
supra.

30

‘While properly-done access filtering can prevent unauthorized access via Internet 111 to
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25 are those of the access filters.

The owner of internal networks 103(A) and 103(B) can also use tunneling together with
Internet 111 to make the two internal networks 103(A and B) into a single virtual private
network (VPN) 119. By means of tunnel 112, computer systems in network 103(A) and
30 103(B) can communicate with each other securely and refer to other computers as if

network 103(A) and 103(B) were connected by a private physical link instead of by
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from accessing data in the internal networks, they cannot keep insiders from accessing

that data. For example, it may be just as important to a company to protect its personnel
data from its employees as to protect it from outsiders. At the same time, the company
may want to make its World Wide Web site on a computer system in one of the internal

25 networks 103 easily accessible to anyone who has access to Internet 111,

One solution to the security problems posed by virtual private intranets is to use firewalls
to subdivide the internal networks, as well as to protect the internal networks from
unauthorized access via the Internet. Present-day access filters 107 are designed for
30 protecting the perimeter of an internal network from unauthorized access, and there is

typically only one access filter 107 per Internet connection. If access filters are to be used
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the Internet. Present-day access filters 107 are designed for 30
protecting the PREAreEdeMoss thap iSNECessHAl network from unaut hori zed access,
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| f access filters are
20 filter know encryption keys for each other access filter. Large numbers of access

filters require substantial duplicated effort in key maintenance.
. Present-day access filters do not provide any mechanism for giving the user a

view of the information resources that corresponds to the user’s access rights.

25
What is needed if intranets and virtual private networks are to achieve their full promise
is access filters that do not present the above problems for scalability.
Summary of the Invention

30 One aspect of providing access filters that do not cause scalability problems is

decentralized administration of access filters. The decentralized administration is done
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access filters that do not cause scalability problens is decentralized
adm ni stration of access filters. The decentralized adm nistration is done

8 When the access filter is set up, a built-in administrative policy gives a built-in

administrative user group called the security officer the right to make administrative
policy for all objects in the system. Members of the security officer user group delegate
20 rights to make administrative policy to other administrative user groups as required for
the VPN in which the access filter is installed. Generally, the policy maker policy is set up
to give only a small number of high-level security experts the right to make access policy.
The remaining administrative policy is delegated to user groups who have the requisite
knowledge of the entities being administered. For example, if a user group corresponds
25 to a department in a business, administration of the departmental user group may be

delegated to the departmental secretary.

The entities in the virtual private network to which the access filter belongs are
hierarchically organized. In general, entities at a lower level of the hierarchy inherit
30 policies which apply at higher levels. Thus, the access policies which apply to a user

group also apply to its subsets and an administrator who has administrative access to the
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policy is me@@a@@m%m%mt@rﬁemdﬂﬂq%MeM@m@qdmmwmwg@pof t he
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virtual private network to which the access filter belongs are

hi er ar chi c#l$q ydministasitbedepartmeptahusesgroupnt i ties at a | ower level of the

hi erarchy inherit policies which apply at higher |evels. Thus, the access
policies which apply to a user group also apply to its subsets and an 30
adm ni st r aAmonghle bbjecta torwhichtadatinisteative pelisies applhére user groups, information

sets, and available resources, that is, the services, servers, access filters, and network

20 structure making up the virtual private network. The administrator of an object also
controls attributes of the object such as the sensitivity level of resources and the trust level
of modes of user identification, network links, and encryption methods.

The access policy and the administrative policy are defined in access control information.
25 Each access filter has a local copy of the access control information. An administrative
user may edit the local copy and changes are propagated to the other access filters in the
virtual private network. One of the access filters has a master copy, and changes are first
propagated to the master copy and the changed master copy is then propagated to all of
the other access filters.
30
Administration of the access policy and of the entities is done by means of graphical user

10
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network. The adm nistrator of an object also controls attributes ofthe
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VO 98/ 40992 visually indicates those resources to which the user potentiaily has access. The user may

PCT/ US98/ 04382 and sort the information resources shown on the display in various fashions and can
20 also perform searches on them. The filtration and search operations are limited to the

resources on the list.

Another aspect of the user interface include indications in the list and in the display of how
the user may access the resources. When the method is by means of a hyperlink, the list

25 contains the hyperlink and selection of the resource by the user activates the hyperlink.
The list may also show resources to which the user presently does not have access, but
for which the user may request access. With such resources, the list includes the e-mail
address of an administrator for the agent and when the user selects the resource, the user
interface provides an interface for sending an e-mail message to the administrator.

30

The user interface may be implemented by including the access control information reader
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the lowest sensitivity level may be public, meaning that anyone in the Internet can access

20 the resource, and the highest may be fop secret. Each user is further identified according
to one or more modes of identification such as an IP address, a token, or a certificate.
Each of these modes of identification is assigned a trust level from the same set of names
as the sensitivity levels. When a user makes a request to access an information item, the
access filter will grant the access only if the trust level for the mode of identification that
25 the user employs in the request is no lower than the sensitivity level of the resource. If the
trust level of the mode of identification employed to identify the user is too low, the
access filter may request identification by a mode of identification having a higher trust

level.

30 The path that the request takes through the network from the user to the location of the
information resource also has a trust level. The trust level of the path is known to the
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in the access control systemand the display generator in a client from
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network, or of the encryption method. It should be pointed out at this point that the

techniques embodied in SEND are not restricted to access filters, but can be employed in

any situation where a user accesses an information resource.

25 A still further aspect of providing access filters which do not cause scalability problems
is providing an access filter which has an access check confirmer that determines whether
another access filter has already made a determination whether the user may request the
access. The access check confirmer causes the access filter to make the determination
only if the determination has not been made by another access filter. Having made the

30 determination, the access filter adds authentication information to the access request

indicating that the access filter has made the determination. In one embodiment, the
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access filter, and the access filter will permt the user to access the

I nformation resource only if the trust |level of the path is no | ower than

the sensyiyogl | evel of the resource. Were the path has ment s
9%)4b962 . P ﬁgﬁJP 9 ’

t he tru:*v I'evel” of the path is the lowest trust |evel of é’%;i. %1529 -

segnents. 5 Methods of encryption,also have trust ]| evels, Were the trust

| evel of fwhentisatipnipfofationisisherent in theyse pkenceyntion destined for anqtheraceessi ent
for the s L il P ! kL f.orward
t he acces ;ﬁﬂraé %dutég EV%IlrIﬂe%éﬁ%r? 9{] ﬁghﬁsarggég gist &gﬁ% ry p% eg {%El'genixie:%é %é‘fhv%v#frhwg n
encrypt i ogertifitdtedigned by nutually tiusted ertificate hihorities. Eatryptien &RYSe bir\onky

| evel . Where the 10 trust | evel of the path between the access filter

and t he r ofsryeabmethods, sThemccesshiter thatfirshhandles arrpquest fogjdpta sglectsramethed | v

encrgypt t Qe %ﬁﬁﬁ s ], Dl | has a
sufE?cient ?ﬁg é%%ﬁ#%%ﬁmgﬁ% %?%?@Q@bgﬁggﬁ?ﬁﬁﬁﬁ,9%%9§%E§§§955é@§§§ for a
resource ‘the hcoess reqaest otheatibe dedeys filber atils authentivation vféimhdtion as dessdibet he

trust level of the node of identification enployed by the user and either
the trust 8P@g| of the path taken by the request through the network or the
trust level of the encryption nethod used to encrypt the request are
sufficient for the sensitivity level of the resource. SEND thus ensures
that the @hfansthecaspecdsiihe mvemion)gadhiuf the acess filtsrsihas a kvaliéspy of adtdsect | y
proportional to the degree of security required by the resource and the 20
deg&ee of cpmiselinfpimagion And cacaess shepker thateses thedpeal gopy te Hetemmine whetherhe pat h

ot this pe el M el ndteach s, TG AR WhoP e gchine 0 Mot 36 RGO

access fi Ich&igss inthi locd coppcandridhaygedpropagaryt foi prophgningwhe titanges oasthérgcesses
an information resource ' further aspect of providing

. 25 A ||
access filofehe phpality ofpaceets fltass e Igﬁlg‘lt’éi’oiq theylogaloganynef the agcess eomteplan
fil, ' G ol t ] . th
another adiBtmiio b S¥ARoR SEAREE Wbkl § b Bler ) ollELE QLAESWIRC 1T

recifest t Ipeedetetmined pdrbof the neslcopheThe acvebs ¢ontrol inforamation ABogennitsa Gisdrt er to
make the determ natfion only if the determ nation has not been nade by

anot her adoshas theiright to mpkgia changs inthe peedetgrmined pargefithe lacakaapyito delegataccess

filter ad ' [ information to the access request indicating
that the g@%&@pﬁ]ﬁoﬁéﬁg‘g' made the determ nation. I n one enbodi nent, the

13 WO 98/ 40992

PCT/ US98/ 04522
er objects and advantages of the invention will be apparent to those skilled in the arts

20 to which the invention pertains upon perusing the following Defailed Description and

Drawing, wherein:

Brief Description of the Drawing
FIG. 1 is an overview of techniques used to control access of information via the Internet;
25 FIG. 2 is an overview of a VPN that uses access filters incorporating the techniques
disclosed herein;
FIG. 3 is an overview of an access control database that is used in the access filters;
FIG. 4 shows access checking and tunneling in a VPN that uses access filters
incorporating the techniques disclosed herein;
30 FIG. 5 shows access by a “roamer” to information in the VPN,
FIG. 6 is a table used in defining the relationship between sensitivity and trust levels and
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aut hentication information is inherent in the use of encryption destined
for another access filter in the VPN, where all of the access filters in
t he VPN awyvipasidpgsat e each ot her via certificates signed by mgrassobn4ses ust ed
certificate authorities. Encryption nay be by one of several nethods. The -

access filter thaiHehfidationand efsyRidgttddjues,0r data selects a method 5
which is sufficient for a sensitivity |level of .the resource being accessed.

After encryFIGaJ is areexampieof the gpplivation bESENDer access filter adds

aut henti cat Informat i,on descri bed above. In another aspect of the

i nventi on, Zﬁ&qﬁaaﬂmcg&e@ﬁl\qm ¥ A PIOCRY e al copy of access 10

control mW@@sB gqisgﬁy%g@&sd%gggﬁ[ge t uses the |ocal copy to
eth r res

det erm ne er the us may access t burce. Each access filter
furthdr i nclRIGe103howsla displaf asedokdefige inforngtion isétst he | ocal copy and a
change propagator for propagating {he changes,to others of the plurality of
access filt &16. 11 showsadisplayuged § e agfess policiesie access control

i nformati on gy$y i4Rf i L,ndl £at i lhyen user may nmake a
change in aﬁgg;’ 12 sﬂ&g?égéﬁplg&ﬁéncg%dpe;ﬁgf\ﬁﬂ'oﬁ&{%g{eﬁlf%%g?, copy. The access

control inf QIGRYS R'a sthérfa BEHRIPaf oF abseRs coifol datbise 301 ithdt i defifesRkegraupfiange
in the predeterm ned part of the |ocal copy to delegate that right to

anot her useFIGX14ds a sthenn of theiparh df accesspopirol datahasé 3Qkthat defings information
apparent to those skilled in the arts 20 to which the invention
pert aihs upSftSperusing the fol | owing Detailed Description and Draw ng,

wher ei n:  BripaiG, 38515 al sehéilofthe tpaft dPadds§ BorfttdFdathbase 301 tRMIeAhEYiRS in the
techni ques used to control access of information via the Internet; 25

FIG 2 is arVBNerview of a VPN that uses access filters incorporating the
t echni ques di scl Oaf@d her ei n; I s an overview of an access control

FLG 3
dat abase that is éheﬁqurﬁese%@é,sagidfrﬁ%?eg;atgq 5% shows access checki ng
and tunnel i ngd,R6ds g@ﬂkéﬂl?éfthggﬁt BFARER éfohinga‘t’aHaE@ﬁlpﬂﬁ s pOiRsies:

t echni ques di scl ose erein,; OWs access by a 'roaer%ar" to
i nf ortfat i on ¥IG.Tds Wethenfal aBthEpars ofiadceds| controbdhtabaseizd i thandefinesseredrst i onshi p

R T BT ECE R G
FIG. 19 shows how changes are made to access control database 301;
FIG. 20 is a detailed block diagram of the architecture of an access filter 203;
FIG. 21 is a diagram of the structure of an MMF file 2303;

20 FIG. 22 is a diagram of a message sent using SKIP;

FIGs. 23A, B, and C are a table of the MMF files employed in a preferred embodiment;
FIG. 24 is a diagram of an implementation of the IntraMap interface; and
FIG. 25 is a diagram illustrating delegation in VPN 201.

25 The reference numbers in the drawings have at least three digits. The two rightmost digits
are reference numbers within a figure; the digits to the left of those digits are the number
of the figure in which the item identified by the reference number first appears. For

example, an item with reference number 203 first appears in FIG. 2.

30 Detailed Description

The following Detailed Description will first provide an overview of access filters that are
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FIG 7 is an exanple of the application of SEND; FIG 8 is a flow chart of
the policy creation process; FIG 9 shows a display used to define user

gr oups; G 10 shows a display used to define info | ts;
FIG 11 3%%\?\%“‘?5& splay used to define access policies; Flgi@égdgq?g%s a
di spl ay used,_to defi an access filter 203; FIG 13 is a schema of the

part of actasbescalahle g% hew it ﬁ%“%f°@ﬁﬁ?°%?ﬁﬁé§m§é?‘s’gq"étﬂ§§9“ﬂh@0*1“4 is a
schena of %&&&u&%ﬁﬁ?gﬁ&% ﬁ%oﬂﬁt mpég%h& b%ziﬂﬂflbé}@@)h@; tion
ema of the 0 ata

10 sets; FIG 15 1s a s part access contr ase
301 that dpfovidesdetdils ®f theractdse cafRidl databadearsedinthe filterscofthe arannemid wiictour ces
at each site;: FIG , (16, i, s a schema qf the part of cess control database
301 that d&n$ FRasspdpndthose chpgges are prehuterd amang,the diiErs and of fhe THIMer bt

accegs co j,nes servers; FIG 18 shows the display
52,k 80858 bt g

used in the I'ntra 19 shows how changes are nade to
access control -database 301; FIG 20 is a detailed bl ock diagram of the
architecture of an access fjlter 203; FIG 21 is _a diagramof the structure

of an MF AiNetwezlswitlbAccess Filters-thag slonot Interfexe withoScalabilit #J6- 2ent  usi ng

SKIP; FIGs qupﬁ) : ' |

preferred IéI )0 |°ﬁ§?\?aﬂ@f‘@rﬁ%§e‘%§%§m ' agra%qag anc$%%%§sn§%?%§gc%ngpnﬁle

| ntraMap i by socéssdiltersahmat afeldesigid to aveiddheproblems posed bymiuitipleladcegeiiliers). i n VPN
201, 25 The .referenceg nynbers in the _draw ngs have at |east three

di gitfs. Th¥PNgOLs madeypef @F@?‘F@ald}eé“’?'&ﬁ épéﬁ‘é‘é‘hrﬁiﬁﬁwc‘ﬁattﬂ eAChOtheihl e; t he

digits to of; kkﬁﬁﬁ L Ot et Of, Jt | | i ch
the item |§g§t{n||eﬂ%1d lestot e ?cg%‘g‘!ro e?llélg %&&E@Pﬁ%{ﬂa%&%%gg gg’g’eﬂelé(tg?fpvqle, an
item w th cahputensysteniwhich iitthg used by agresohswhomby &eceds ddtdin intrandd203] | ed
Description The follow pg Detail ed Description will first provide an

over vi ew oPutdseqnaected to; @tqlﬁgqet\gp@s only by ofg)2]o Fipgh internal network 103

PCT/ US98/ Oﬁa}%%%c@&@@ﬁ%ﬁ&mgfm it Forlgfifpdo3es ARl 2 Hunider &FS 1 N

i ntranets,
15 servers 211 which contain data that may be accessed by users at systems or terminals 209

or by a user at roamer 217. However, no computer system or terminal 209 or roamer 217
is connected directly to a server 211; instead, each is connected via an access filter 203,
so that all references made by a user at a user system to a data item on a server go through
at least one access filter 203. Thus, user system 209(i) is connected to network 213(i),

20 which is connected to access filter 203(a), while server 211(i) is connected to network
215(i), which is also connected to access filter 203(a), and any attempt by a user at user
system 209(i) to access data on server 211(i) goes through access filter 203(a), where it
is rejected if the user does not have the right to access the data.

25 If VPN 201 is of any size at all, there will be a substantial number of access filters 203,
and consequently, scaling problems will immediately arise. Access filters 203 avoid these

problems because they are designed according to the following principles:

. Distributed access control database, Each access filter 203 has its own copy of
the access control database used to control access to data in VPN 201. Changes

30 made in one copy of the database are propagated to all other copies.
. Distributed administration. Any number of administrators may be delegated
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be used to construct virtual private networks. Thereupon, the Detail ed

Description will provide details of the access control database used in the
filters, wboshasseanner in which it is changed and t hose ch®cyassn4s22
distributed anong the filters, and of the manner in 5 whi ch an

i ndi vidual filteg s&mnhpt&sas‘ses theAyshigh VA1 KdiinishatbRCRSS ,?&fd thffhsirkidgs do

not Interfere vmtﬁ Scalability: FIG 2 FIG 2 shows a Vittual private
network (VPN) 2@imiltanedislyh access to data is controlled by access filters

L i o A SR

connected to eag Hdeé&fsrm@yzdsnmmetheﬂﬁ%&ac&kmt&@n@ﬁpﬁﬁ@ ug% tré
th m whi ch 1's bel ng

Internet 121 is a roaner I's, a conputer syst
usedSby a per sorand\»thesanryrmmsmsd‘ethaaccnssrmaﬂmmﬂaxﬂ(mbsdquentmcmrﬁitemtmd to

the internal networks only by Ipternet  121. h [ nt.,ernal nefwork 103 has a
nunber of conpuB§P @éﬁgreﬁ\é“t B?Pr‘?cﬁ%ﬁcé‘eéﬁg“%ﬁﬂb first pecess Biter. and a nunber
of 15 oSEr Ve rs at
systens or term r@%gmc%b&ﬂ%us r at roamer g pﬂﬁgv\e(egéggsn%yeg%ﬁrrgut er
systemor term nbéﬁlﬂﬁé’stencxyp:mrmndﬁmﬁtpcms:bbnﬂ'htsteadbcﬂntrneeiﬂhgrthmuﬁommnr 211;
i nstead, each is connegcte n access filter 203, so.that references
made by a user &ETVEl € pr&rg&r&qﬁlaﬁcegs g0 ja%é'}%rmﬁ'@ om gligt at

| 2asf o 30005 Tg ! deklek! Diflsnic Rilfels 456 crdifS SMACGH oy SORRGE! AfbehR |

network 213(i), I'S connecte 0 access
server 211(i) |$oﬁmmbﬂ$ted to network 215(i), which is also connected to
access filter 22%4 and any attenpt by, a user at user system 209(i) to

access dat& on ghdantiveencryptionand tmrhﬁstjwaae%&fgn#hkr levels of sngayptigpangd | t .s

VPN 201 i 5 of | ady @R reRtentlihrd Bipich 90 el KRR oOVR, Blbed oo
filters 203, and:mhesmhﬁhybﬁthemmmnﬂfeh@mmddl i mredi ately ari se.

Access filters 203 avoid ese use t hey are designed according
to tHe fol IAJW%C%QSH%‘?%P@" es@“"ﬂ:ﬁé&? Belawr ol “dat abase.

Each access filter 203 has its own copy of the access control database used
to control access to data in VPN 201. Changes 30 made in one
copy of that siiuldbbe pointed qut@pddspeidt that edcbssoﬁltbeawmyﬁ& imiplementéd intanybut ed

adm ni stration. Any nunber of adm nistrators m el egated 16 WO
98/ 40992 faslnonwhtghensuresthatallreferencestodatamVPN XIW%I aremadebyuserswho

PCT/ US98/ 0% 62 @g@%ﬁh bd 4dcBls RAUE! go MtodghnBtodss Birel 203, A Sefehled! 07 S

may perfor
20 embodiment, access filter 203 is implemented on a server and runs under the Windows

NT® operating system manufactured by Microsoft Corporation. In other embodiments,
access filter 203 may be implemented as a component of an operating system and/or may

be implemented in a router in VPN 201.

25 Distributed Policy Database: FIG. 3
Each access filter 203 has a copy of an access control database 301 that holds all data
relevant to access control in VPN 201. One access filter, shown as access filter 203(a)
inFIG. 2, has a master copy 205 of access control database 301. Because of this, access
filter 203(a) is termed the Master Policy Manager. The master copy 205 is the one that
30 is used to initialize new access filters 203 or replace a damaged access control database

301. The backup for the master policy manager computer is access filter 203(b). Backup
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si mul t aneously. * Di stributed access control. Access control functions
are perfornmed at the near- end access filter 203. That is, the first access

filter 203 dg 0%92e path between a client 5 andPH}?({sé%XS% he

determ nes e access is allowed and subsequent access

path do nqt_repeat the agcess chegk de by the first access filter. *
End- t o- endVZ A TIGOr Bnage Wﬁ?%ﬁigg ryednAge 209, Bngllyainchidgs software i1t er

and the f é&@}g{, ' i | ' ' [ i t her the
I nf or mat i ('i),élliésbgr ver | ﬁ%ﬁggﬁ?ﬂgﬂrgoﬁaﬁ%%&%ﬁPﬁag?&g%?é%fi r??"gir‘??g ast in
t he rout e obtained Goimealltotlied access filters 203. Any copy of accEdsrwanirol database S0Bmaycr eat ed
based on ¢uryent, network yrouti conditi,ons * Adaptiye encryption and
aut hent i chP{S‘ﬁeé %ﬁyéﬁ?fewﬁ%g%‘l 189 B‘F"e%ﬂ?‘ﬁqs'&fi%ﬁ%l a&wﬁﬁ%@qssawdn more

requ rene ﬁﬁg{,' RIS %@5 . t he
seng tivi ?%ég?é%he [ n?géritr%a??%?\@é)ré*#g t rag'gtr?i tte %&ép&ay@yﬁﬁ?g?&h&gse
aspect s ofto rhhef thesither ancdsh filsers 203 inrvistoel privateometworkt 201 bel ow. It shoul d be

poi nted out at this point that access filter 203 nay be inplenented in any
fashi on which ensures that all references to data in VPN 201 which are nade

by users whg IRY% daf Rﬁl@&&wg%&'bf—%e&%ﬁgl F&ﬁaﬁaﬁ@ioﬂa‘gﬁ%ﬁ}{:&e&r Ingﬁ* access

filter 203. In a preferred enbodi nent, acces
i mpl ement ek databasesie to/respand do anuarcess mefmestt308 fitinm dcoess i¥fdr 208 whigicidedtifiey syst em

manyf actured by .M crosoff Corporation., I.n other epbodj nepts, acce filter
2031Lbrray béY ﬁ@mfe’amé@naeseg‘rﬁsdwghen '&fhcambibkﬁ%ﬁ%r ¢ Esqpast oyl be may be
i mpl enent ' Q,?gdler ' wiils : ' | I.cy.. Dat abase:

FIG 3 Ea adéél%grsg | 'tlg{rer}%{g%as ae @ﬁdﬁb"?‘h%‘g‘gzésﬁs&g% %eotﬁyedat abase 301

t hat hol ds al | Tietuser bélongsitd af uverngroapoviicintatalbaseBOIFNdRAEs ndgeacoess an S

filter, shown as_access filter, K 203 in FIG has a master copy 205 of
access control Ia@(’gﬂa%%mw%éégﬁéggwﬂ%r@?ur&e glengsand or 203(a) is

termed thg Mas ' VBRA z[{ﬁé%f‘{g hat 30
is used to ini ?ﬁ% igéedﬁ%v% accggéslwgﬁﬂ?sers 0 @%83?’2‘8@2“5?@8@8&& cess

cont¥ ol dat abage thdihforfatioeeskungef or t he nmaster policy nmanager conputer is
access filter 203(h). Backup 17 98/ 40992 ] .
PCT/ US98/ e‘iwﬁzaszbga%ssamme&frmma fuseragfoups anshgachcnformation respuicager

209, T nalyeipngd 0nd S ordinfolfafion sets; if none of the user groups that the user belongs
to is denied access to an information set that the resource belongs to and any of the user
groups that the user belongs to is allowed access to any of the information sets that the

20 information resource belongs to, the user may access the information resource, prbvided

that the request has the requisite trust level,

The sensitivity level of a resource is simply a value that indicates the trust level required

to access the resource. In general, the greater the need to protect the information

25 resource, the higher its sensitivity level. The trust level of a request has a number of
components:

’ the trust level of the identification technique used to identify the user; for example,
identification of a user by a token has a higher trust level than identification of the
user by IP address.

30 . the trust level of the path taken by the access request through the network; for

example, a path that includes the Internet has a lower trust level than one that
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for generating reports fromthe information in access control database 301
and fromlogs obtained fromall other access filters 203. Any copy of
access corwooB/Mdoeabase 301 may be altered by any user who PEIASIS0EREESS
required to do so; as wll be described in nore 5 - detail later, any
such al teration jhide®BAYaiteRal ndtwbrks0 Master policy manager 205 and then
to all of the other access filters 203 in virtual private network 201. FIG
3 i s a concept ualftheancess sequestt ivencrypted she tmstileveh ofithe saciyption Webnique oeady

function of the database is to respond.to an,access . .reguest 309 from access
filter 203 whi Chg}easgrrﬂng?rithgeémuoﬂemrﬁgmﬁﬁﬁew@ﬁOn resource with
an indi cat | Phe 3dubt Mvel\bPiHedderitificatiOieElFiiqud drld the taiseRYEIofOthe $AMH @ ealh €

request will be granted if both of the following are true; * The user

bel on§s to eonsisleredgepamaselyinilhe tyst level of the path may) howewer, hegffested by thertrust

I nformati ong s whi ch .. knf ormation resource bel ongs; * .t he
request hasleggt ngqe ?‘1&5‘@1“%&/2?% q!ug r{'lg?d ﬁoe%lg{ypg Yo 1S s&eﬁgg? RAUSSt ey el
bel ongi ng 1@ncrypted with an ené§ptidittethfiQuie Whdse frusEle el isMighdraRst the Bustieliegs to
one or nore of the user groups and each infornmation resource belongs to one

or nore inf apeationaf the path,ithe trustdevel of the portion iy insagased toathertiust levek ofsbe ongs
to is denied access, to.an i.fAf or.amtion, set, that the resaourt bel ongs.to and
any of the ﬁggyptqubt;g.plguq%atﬂ}uﬁ,e%gp% vﬁlrf’gfg RogHiqn,0 ?agaé@%%@@% §e%(“3'e§ny of
t he igf or MagirqRe eRkifvitylédel bfitRe RSource, thelpROKKNT BN HRYoFBE B "eﬁéi-giiﬂﬁg)ﬁﬂ%é the
user may access the i{r:;'?orrra.tion r.esour(f'g(? provi ded tha%J th requestc ‘ﬁgs t he
requi site treguestwithean empingptionteshnique that has/ bk nedessary trustievel. i s sinply a
value that indicates the trust level required to access the resource. In
general, the greater the need to protect the information 25 resource,

the hi gher iThg ifeAfdtion\dohtaired i@ Hataldie 301 Hiay bk AWfdedGhtoNivettuRP tatbigstied: NuUNber
of conponents: * the trust level of the identification technique used

to identify*the wusevidemtificationdnformationiiid;, whichddéntifientheaiseriser by a t oken has
a higher trust level than..dentifdgcation of the use P address. 30

T A8 e 7 st R APIBY on &k bR B ynt e wiBEbelhectcot ¢ hrough ¢ he
network; foe examgbfnatfoniBidurddd30] Whith dees fift ihdilRUNShfoMRALiGh 1tANE" afitUSt
| evel than one that 18 WO 98/ 40992

PCT/ US98/ 04522 i ne pratestionrang spevifiesiveieretot findrthem;

. information sets 321, which defines groups of information resources;
. trust information 323, which specifies the sensitivity levels of information
20 resources and the trust levels of user identifications and network paths; and
. policy information 303, which defines access rights in terms of user groups and
objects in VPN 201.

Policy information is further divided into access policy 307, administrative policy 305, and
25 policy maker policy 306.

. access policy 307 defines rights of access by user groups to information sets;

. administrative policy 305 defines rights of user groups to define/delete/ modify
objects in VPN 201. Among the objects are access policies, information sets, user
groups, locations in VPN 201, servers, and services; and

30 . policy maker policy 306 defines rights of user groups to make access policy for

information sets.
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I f the access request is encrypted, the trust |evel of the encryption
techni que used; the stronger the encryption technique, the higher the trust
| evel . Tgﬁé#sr#g}z | evel of the identification technique and the trust |evel
of the pXh*4¥Pe%ach 5 consi dered separately. The tr REUYR§EH5Bt ¢ he
path may, however, be affected by the trust level of the encryption .
t echni que Theatsen grounps spegified i the administratiye policy and paliey malerpolicy poginnsy pt ed

the
Vover o ° DERbdsg Sof B34 Gnt0Pabiaterd PUCVPNGON, Hilistcatte Aufforityey s e
to the trgstelegaed bpidefiling y Bf adMiinisEratond mﬂetheBB#ges dver WhARhthéiSiaveevel of

a portion of a path is |less than required 10 r the sensitivity |evel

of the resonieldn datahase3Gh| Bfireusse, p&iven userdnay beshmemben ofpoth erdinarpuserr equest

with an e ' (a2l Yo necessary trust level. The
i nf rosr rrati%%&{p%#tlgi%#ggu nléh%géggééggﬁ%skgé be divided into five broad
categories: * user identification information 313, which identifies the

user; 15 . user groups 315, which defines the groups the users
bel ong t o;ldentificatios ofiYisers on r esour ces 320, which defines the individual

I nformat i |t -t i e¢j il . Lo i t 3
i or mat | ek FEng e ek BehiBR¢ IAC Nk BBl ifformibon I 2be
trust inf ddentifitation 82Grmatibn ientifieets isefibylnivans 60 aiski off Extehsidle idenification

i nformation_ 20 resources and the trust |evels of user

i delft i fi cdeqhoiguesaRressatlithere Wentifisationephniques inghads X,50P erificates,Nindo®s whi ch
Pol |y 1 0] PRregRAbebioh el fieef, S T AR i e Thi ind

Policy informatron Ts _ _
adm ni st r gifiidentifiehticl tetBhiquéRded o identifyPdubdty derkfinedhd Eist3fdPel Of the
access policy 307 defines rights of access by user groups to information

sets; * idenfifigationst rati ve policy 305 defines rights of user groups to
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policy mlﬁ?&to%'xﬁ&g&%ﬁﬁﬁﬁ&? exchange, authentication of keys, and encryption of sessions.
It does session encryption by means of a transport key generated from the public and

private keys of the parties who are exchanging data. Public keys are included in X.509

20 certificates that are exchanged between SKIP parties using a separate protocol known as
the Certificate Discovery Protocol (CDP). A message that is encrypted using SKIP

includes in addition to the encrypted message an encrypted transport key for the message

and identifiers for the certificates for the source and destination of the data. The recipient

of the message uses the identifiers for the certificate of the source of the message to locate

25 the public key for the source, and uses its keys and the source’s public key to decrypt the
transport key and uses the transport key to decrypt the message. A SKIP message is self-
authenticating in the sense that it contains an authentication header which includes a
cryptographic digest of the packet contents and modification of any kind will render the

digest incorrect. For details on SKIP, see Ashar Aziz and Martin Patterson, Simple Key-

30 Management jfor Internet Protocols (SKIP), which could be found on 2/28/98 at
http://www.skip.org/inet-95.html. For details on X.509 certification, see
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PCT/ US98/ 04622  Serial Number for the certificate
20 . Subject name, the name of the entity the certificate was issued to.
The subject name includes the following subfields (the value in parentheses is the common
abbreviation for the field):
. Common Name (CN). The given name of the subject, for example, John Q. Public.
. Country (C). The country in which the subject resides. Country codes are 2-letter
25 codes specified in the X.509 specification.
. Locality (L). The location at which the subject resides. This is usually the city in
which the subject resides, but can be used for any location-related value.
. Organization (O). The organization to which the subject belongs. This is usually
the organization’s name.
30 . Organizational Unit (OU). The organizational unit for the subject. This is usually
the department for the subject, for example, “sales”. The X.509 certificate allows
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Other information that identifies a user may be used to define members of user groups as

well.

20 Information Sets
Information sets hold collections of individual information resources. A resource may be
as small as an individual WWW page or newsgroup, but most often it will consist of a
Web directory tree and its contents, FTP accounts, or major Usenet news categories.
Two information sets, 219(j) and (k), are shown in one of the servers of FIG. 2. While

25 it is completely up to the administrators of access control database 301 to determine what
information is included in an information set, the information in a given set will generally
be information that is related both topically and by intended audience. Example
information sets for a corporation might be HR policies, HR Personnel
Records, and Public Information.

30
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inl%erited within hierarchies of information sets. An information resource that belongs to

=.

the hardware engineering information set also automatically belongs to the
engineering data information set for access checking purposes. Thus, if there is an
20 access policy that gives Engineers accessto engineering data, any user who
is a member of one of the three user groups making up Engineers may access any
information resource that belongs to any of the three information sets making up
engineering data. The use of inheritance in the definitions of user groups and
information sets greatly reduces the number of access policies 307 that are required in
25 access control database 301. For instance, in the above example, a single access policy
gives all engineers access to all engineering data. Inheritance also makes it possible to
define virtually all access policies in terms of allowing access. Continuing with the above
example, if there is a user group Salespeople that does not belong to Engineers and
there is an access policy that gives that user group access to sales engineering
30 data, a user who is a member of Salespeople will be able to access sales

engineering data, but not software engineering data or hardware
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Access Policy 307 Conceptually, access policy 307 consists of sinple

statenents of the form Engi neers al l oned access to engi neeri ng
data Int al l oned access to public web sit The
first co&rgﬁﬁhg?o%ci fies user groups; the last colum speci ﬁcgrééqswpﬁzﬁat i on

sets. The middle colunn is the access policy-allow or deny. Database 301
pernits hieRHENMSRINT AFENiti on of both user groups and information sets.
For exanpl e, the Engineers user group may be defined as including a

Har dwar e 10 Engi neers user group, a Software ENngi neers user group,
and a Sal gsusepfiay 6fécursedelong toompre.thadi onie uger igyouptaid as liforaeion8sclitéeima
information set nmay be defined as including a hardware engi neering data

i nf or nat | &elosgto mere Hrnpae informptian seti Tdetrmay 2lpg be different agesss peliriesfor al es

P orar ont 28 Yabfly i ol 8 s Bliondd i il el sk WAl
Har dwar e reguivedelongs &y, Whenfaced sithaultiplehcoesd policies e @pplydoitheudengadieer s

user group for access checking purposes. Access rights are simlarl
i nher i t ed to#herinformation sesource thabthejuserds pepkingito aegess, ageessfilinr 208 iappliesdBour ce

t hat bel Og’gﬁﬁié?intmsmﬁwﬁeﬁmﬁ?@égﬁﬁﬁi‘%ﬂ&f ormation set also automatically

bel ongs t engi neering data | set for access checking

pur poses. eThus, If fultiphy policesatlowr deny aaneegoHupll dceyssttbain igforpatiomeétneer s
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sets greatly reshdeng aédess 1ouhdBiforaiation s&Spolievsitlt denypabessprevall. € required in
25 access control database 301. For instance, in the above exanple, a

single access policy gives all engineers access to all engineering data.
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and determine whether the additional identification information places the user in a user

group for which there is a policy regarding the resource. Access filter 203 may obtain the

20 additional identification information if:
. The user has installed the User Identification Client (software that runs on the
user’s machine and provides identification information about the user to access
filter 203).
. The UIC is currently running on the user’s machine,
25 . The user has enabled his UIC to pop-up for further authentication. (The user has

a check box that enables this feature.)
If all of these requirements are true, then access filter 203 will force the user’s UIC to pop-
up and ask for further identification information. Any identification information that the
user supplies is saved. After each new piece of user identification information, access filter
30 203 performs the same evaluation process, popping up the UIC window until identification

information is obtained that places the user in a user group for which there is an access
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oulg be noted that the n'th to administer an information set is separate from the right to

make access policy for the information set. The fact that a user group has the right to

20 make access policy concerning an information set does not give the user group the right
to make administrative policy for the information set, and vice-versa. When an access filter
203 is first set up, a single built-in security officer user group has administrative authority
over all of the objects in VPN 201 and over policy maker policy 306.

25 Inheritance with administrative policy
Inheritance works with administrative policy the same way that it does with access policy.
The user groups, information sets, and available resources to which administrative policies
are directed are hierarchicaily organized: Within the user groups, user groups that are
subsets of a given user group are at the next level down in the hierarchy of user groups
30 from the given user group. The same is the case with information sets. Inheritance applies

within the hierarchy in the same fashion as with access policy.  Thus, within the user
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306. 25 | nheritance with adm nistrative policy Inheritance works with

adm nistrative policy the sane way that it does with access policy. The
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W thint h%xeuusxfnr-mguson set into two subsets and make new administrative policies which give each

20 of two other user groups administrative authority over one of the two subsets.

FIG. 25 gives an extended example of delegation. In FIG. 25, user groups and other
objects are represented by circles; policy maker policy is represented by a square box;
policy relationships are expressed by different kinds of arrows: a solid arrow for

25 administrative policy, a dotted arrow for policy maker policy, and a dashed arrow for
access policy. The part of the figure labeled 2501 shows the situation when access filter
203 is being set up: the built-in Security Officer user group 2503 has administrative
authority over all of the built-in objects 2505 and over policy maker policy 2507. Members
of Security Officer user group 2503 use their administrative authority to make

30 subsets of objects 2505, rearrange the object hierarchies, and set up policy maker policy
2507.
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solid arrovwgfgindering AdRihiktrhdbirke2pgd icy, a dotted arrow for policy

maker policy, and a dashed arrow for access policy. The part of the figure
| abel®d 2501 shows the situation when access filter 203 is being set up:

the built-igp secyrity_ aqfficer r group 25 has_adm nistrative. authority
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Engineering Administrators into two subsets: Engineering Personnel

20 Administrators (EPA) 2519 and Engineering Data Administrators
(EDA) 2521. The members of these subsets inherit administrative rights over
Engineers 2511 and Engineering Data 2513 from Engineering
Administrators 2509. The members of EPA 2519 and EDA 2521 use these
administrative rights to delegate administrative authority over Engineers 2511 to

25 Engineering Personnel Administrators 2519 and administrative authority
over Engineering Data 2513 to Engineering Data Administrators
2521. The members of EPA 2519and EDA 2521 have further used their right to make
access policy for Engineering Data 2513 to change the access policy so that access
policy for Engineering Data is made by Engineering Data

30 BRdministrators 2513, as shown by dotted arrow 2523, instead of by
Engineering Administrators, thereby delegating that function to
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responsible for correctly defining membership in the user group; they may delegate any part
of this responsibility to other administrators. Similarly, administrators who have control
over an information set are responsible for correctly including information resources into

20 the information set; they may delegate any part of this responsibility to other
administrators. The latter administrators must of course also be administrators for some
available resource from which the information being added to the information set may be
obtained. Administrators of available resources carry responsibility for overall network and
security operation. Likewise, they may delegate their responsibilities. Policy maker

25 administrators, finally, hold the ultimate control over access to information. They alone
may create access policies related to specific information sets. In a sense, the policy makers
determine the overall information sharing policy for the enterprise. Administrators for the
user groups, information sets, and available resources then determine the particulars of
implementation.
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FIG. 4 shows how a session can involve more than one access filter 203. Session 402

shown in FIG. 4 involves five access filters 203, numbered 403(1..5) in the Figure. Access
filters 203 are designed such that the decision whether to grant a user access to an
information resource need only be made in one of the access filters 203. The key to this

20 feature of access filters 203 is their ability to authenticate themselves to each other. SKIP
is used to do this. Every access filter 203 has an X.509 certificate that binds the access
filter 203's keys to the access filter’s name and is signed by the Certificate Authority for
the VPN. Each access filter 203 has the names and IP addresses of all of the other access
filters in VPN 201 in data base 301, and upon arrival of a session that is encrypted using

25 SKIP, each access filter uses the Subject Name from the certificates as described above
in the discussion of SKIP to determine whether SKIP-encrypted network traffic is from
another access filter 203 in VPN 201.

If the access filter receiving the session is not the destination of the session, (that is, the
30 access filter functions simply as an IP router along the path), the access filter merely
verifies from data base 301 that the destination IP address is the IP address of some other
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access filter nmerely verifies from database 301 that the destination |IP

addr ess i #ndheccess Blier 4Q3(1) passugethgrmessageoon to system 401 on the basis of the
20 authentication and decrypting the message if necessary.

What this technique effectively does is to make a tunnel 405 for the session between access
filter 403(1) and access filter 403(5), and because of the tunnel, only the access filter 403
closest to the client needs to do decryption, access checking, and reencryption. Moreover,

25 the tunnel is equally secure in the internal networks and in Internet 121. In a large VPN,
access filter 403(1) is in the best position to check access, because it has access to the
most detailed information about the user who originates the session. The technique of
performing the access check at the first access filter 401 further distributes the access
control responsibility evenly across the VPN, allowing it to scale to any size.

30
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be used for access checking. If the access is permitted, the message is once again

20 encrypted and sent to access filter 403(5) nearest server 407, which decrypts it. If data
base 301 contains a SKIP name and encryption algorithms for server 407, access filter
403(5) retrieves the certificate for server 407 if necessary and uses SKIP to reencrypt the
session as required for server 407. Otherwise, access filter 403(5) simply sends the
message to server 407 in the clear. If the message was reencrypted for server 407, server
25 407, finally, receives the encrypted message and decrypts it. The access filters 203
intermediate to the first access filter 203 and last access filter 203 simply note that the
message is from another access filter and is encrypted with SKIP and pass the message on,
as described above. When server 407 retrieves the information resource, it either sends
it in the clear to access filter 403(5) or encrypts the message containing the resource with
30 the key for access filter 403(5). The process of decrypting and encrypting described above

is then performed in reverse, pairwise, from server 407 to access filter 403(5), from access
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I nformation resource, it either sends it in the clear to access filter
403(5) or _encrypts the nessage containing the resource with 30 t he key
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access filter rom access
equipped with SKIP, as is target server 407 on an internal network. When SKIP was

configured in the roamer, it was given the certificate for access filter 403(3) and access
filter 403(3) was given the certificate for the roamer. When roamer 503 sends a message
belonging to the session, it addresses the message to server 407 and encrypts it using a
25 transport key which it shares with access filter 403(3). The message is thus tunneled via
tunnel 505 to access filter 403(3). There, access filter 403(3) decrypts the session,
performs the access check, and reencrypts it using a transport key for access filter 403(5).
The subsequent access filters 403 in the path allow the session through because it is
authenticated by access filter 403(3), thus providing tunnel 507 to at least access filter
30 403(5). Iftarget server 407 is SKIP-equipped, access filter 403(5) extends the tunnel to

target server 407, as described above.
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20 being a connected set of IP networks that is separated from other components by access

filters 203. Each network component has a name and a trust level. For example, an
Internet component will have the Public trust level, while an internal network component
may have the Private trust level. The trust level of a given component may be based on its
physical security or on the use of encryption hardware in the component. As each access

25 filter 203 is added to a VPN, a description of its connections to the components of the
VPN is added to database 301. Included in this description are the trust levels of the
networks. Consequently, any access filter 203 can use its copy of database 301 to
determine the trust level of each component of the path by which a session will be carried
between a client and a server.

30

The trust level for a user is determined from the manner in which the access request
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| evel of each cpqmag‘?%golspf the path by which a session will be carried

between a client a a server. 30 The trust level for a user is determ ned
from t he mannerIPiAxddresscnd{drd) onsie Name TheR addsess or fully qualified domain name

20 of the user’s computer.

In a preferred implementation of SEND, the identification techniques have a predetermined
order from most secure to least secure. The techniques just listed would be ordered are
as they are in the above list, with the most secure techniques being at the top of the list.
The ordering of the identification techniques is somewhat subjective, but reflects the
25 general security of the identification technique and the rigor applied to the distribution and
validation of user identities. An administrator in VPN 201 then relates the ordered trust
levels to the ordered identification techniques. For example, if the administrator relates the
private trust level to identification by means of authentication tokens, a user who desires
to access a resource with the privafe sensitivity level must identify himself or herself by
30 means of an authentication token or another identification technique which is above the

authentication in the order of identification techniques. The administrator of the access
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ordered idgnt. fIC |onteg m u t he,adm ni.strat or
rel ates t OB é: i S %Io%?%nngﬂﬁswpéﬁsﬁrn l&,wg.;éma.hgal%qm access to
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of an aut Hgis qgmﬁeé by BB and if thapatindaes nothave & topsecset” tteehhve}u@emsm i's
above the ;.o pe encrypted with the 3DES algorithm. On the other hand, as shown by row 609(4),

20 a user who wishes to gain access to a resource with the sensitivity level “public” may be

identified by any method and there is no requirement that the session be encrypted.

When a new session is initiated, the first access filter 203 in the path employed for the

session proceeds as follows:

25 1. The access filter determines the information resource being accessed and looks up

its sensitivity level in database 301.

2. The minimum authentication for that sensitivity level from SEND table 601
specifies which identification mechanisms may be used by the access filter to
identify and authenticate the user making the access.

30 3. The first access filter 203 then consults database 301 to determine from the user

groups the user belongs to and the information sets the resource belongs to
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concept ual repr esenemughfordhe sansitivity Btlftthdtesour8END t abl e 601 has three
col uyms: one, 603 f the trust/sensjtivity |leyels, qne, 605, for 10

m m mum encryp¥i on ﬂ&%g&%,“&ﬁﬁ g, 5%1’9“%/‘{555 %tﬁ%rﬁrﬁdlém‘gf%d{s%ﬁ

met hods. For det ai | RefificivR aaaie id Eih HPhb iR SOhEMDAL I haGehiph U
Schnei er, Applied Cryptography, John Wley & Sons, New York, 1994. Each row
609 of the table asemughtmst lavel todetesnine the user groupythat thietusesbelongs tom
encryption level for the path connecting the access filter, client, and
server and a mnimumidentification level for the user. Thus, 15 r ow
009(1) associafes ! fitst dcRbhs ek 203 AdolEnisBIRNdath 'bike Y01 B Aereiind Vkien 3D
encryption algorithmand a user certificate obtained via SKIP. A user who

w $hes to gai n accemforimation sets therresvurdeibeldngetesensitivity | evel "top secret”
must consequently have an, i denti fct'#‘cat ion that is cerdﬁ]j fied by SKIP and if

the path does ot hEpEng dq%’_‘@é g feleyant; user| groups and,formatio setsy Brst e
encrypted with the 3lg \Aﬁ't&@_rohthcﬂﬂ}ultgaa{ahﬁsé’ﬁé‘lefo B4 thsocedd ci?mh’ ?La?‘t"’he

609(4), 20 a user who W shes to gain access to a resource
sensitivity |evel "getkiniine whethehaccessanta be albwed cxndenied tdthi seesion. e i s no

requi renent that thg session.be _encrypted.. \When, a new sessjon is initiated,
the first access fi fepgro%goq*cp{ alig g‘}?“%"ﬁﬂ?%‘?@d‘?‘ﬁ”’l%&%s?cﬁﬁsrﬁ’sceeds
asfol | ows: 25 folind, the U5& QKRR dccbds CothEIiRY %&ﬁisqaﬁea.pbewﬁwon

resource being accessed and | ooks up its sensitivity level in database
301. 2. The i ni steps e, hechd wilhbe giverd belowhat sensitivity |evel from SEND

t abl 601 i fi whi ch i.d ificati hanj b d th
nccess fiftor Tachersias pgt Aot he sk scceis iiehaos, Geh hmits gotihwe aBYade” a0
3. The firsleaohfshe hitbol contpdnbdi that RERSP thedBhRIRRGR Me VPNARSRT M Ne

fromthe user ) . ) .
the client to the server that contains the information resource. The route is

20 considered as having up to three logical segments:
a. Segment (2), from the client to the first access filter 203. This segment may
or may not have been encrypted, depending upon whether the client uses
SKIP.
b. Segment (b), from the first access filter 203 to the access filter 203 in the
25 path nearest the server; and
C. Segment (c), from the access filter 203 nearest the server to the server; this
segment also may or may not be encrypted.
If segment (a) and segment {(c) exist, each will consist of a single network
component. Segment (a) will not exist if the client is on the first access filter;
30 segment (c) will not exist if the server is on the access filter nearest the server. If

segment (b) exists, it will consist of one or more network components. Segment
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b, c, and d will be gathiéypréstérakin of equal td the dsta gemitivity of thie 1dsuires] thénthe f i 1 st
access filter 203 then consults database 301 to determ ne the network

conponents that maketraficisgent yithaut; eacoyptian. Fhis eaorespondnte phe case aierethe t ne

serygr that contains A | |

con |8dered as havi ngn%%r%q%@&%gﬁ yg%%rgliﬂéﬁe%ﬁtgr}asﬁ@mgt%é ﬁathIé%g%tex a(maBI? from
the client to the fi tibleab6es forinatibR fesdOites Witha Publicdath semjtivity l6®Rymapt have
been encrypted, dependi ng upon whether the client uses SKIP. Db. Segnent

(b), fromthe first hedwosmitted oaanyogwosk, d3shawn &y sowiG00). Hawevertithe 25

pat h nearest the server; . s fr e ac s filter 203
nearest the server tgg{q%%%ggﬁ’\c/zeoﬁ; Wﬁﬁ%@%ﬁ#‘%e@%&%&sﬁé’ ﬂiﬁw'B%
encrypted. |f segnenkulisaquefitiidcese @B to pass thxsession hasiphwithout dithiriig the a

singl e network conponent. Segnent (a) will not exist If the client is on
thelfirst access fi | fasger overheads of decryption, access checking, and reencryption. If the

weakest trust level for the path is less than the data sensitivity of the
resource, then the SEND table is consulted for the minimum encryption
algorithm required for the sensitivity level and the session is encrypted
using that algorithm. The encryption upgrades the security of the link,

20 making it suitable to carry data of that given sensitivity and permitting
access by the user to the resource.

c. For segment (c), the portion of the path from the access filter 203 nearest
the server to the server, first access filter 203 determines the trust levels of
segment (c) and of any encryption used in segment (c) from information

25 in database 301. If the trust level of this segment of the path is less than the
sensitivity level of the information resource, and in that case, if the
encryption used in segment(c) is not at least as strong as that required as
the minimum level in the SEND table considering the sensitivity level of the
resource, then first access filter 203 will deny access.

30 The above method of determining sensitivity and trust levels ensures that access filters 203

employ encryption only as necessary to achieve the necessary trust levels. This reduces the
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SKIP to authenticate, the sessj allown ubsequent cessflltersto
pass the §§@ 't?ﬁ“‘PPﬁddEG‘FP ﬁﬁ%é@ﬂ%ﬁ%ﬁn flql,letofgtaman ormation resource | 5y ger
overheads an akest
trust Ieve?i?)&?"q{ée p&?ﬁ 'S Ieésp%ﬁ eosdasezgilﬁ‘e #%e?d}bg%mts e r\e}gour ce,

thao the G&pNarsialfIG. 7 at TOT)Ssegment (bpapliehs ani709(1u4); Seghymi(E)dppaargat F1hm

required for the senS|t|V| y Ievel d the session i.s encrypted using that
al gor i t hminforreation gesppice 443 elof cageret’y & heﬁﬁéa?qeﬁ#( ter@03 that

making | ttlﬁiéés?i%éfen{c&r slig/ ﬁﬂétil‘Bglf) tmgssgﬂl_fé? Qofgﬂeée% t%c%ﬁgy %Eﬂxepa% tting

access b e resourc € por on of
t he path tomrolidbabae tedaertite the seasifivitydevebsfiresolife 923. v€Heré ahé iser hes weed, first

access fil ter 203 deternines the, truﬁ$ | evel s of se c). and of any
encrypt i oft SKIB @gﬂ#’? gnatiogheh SENP Aghle 601 ingla base 3 15h°WS access
datjgbase &in I&-\{E aue %&n&a{c 8 than

t he sensi ?‘lﬁélr ?95912%%‘%?' de i n#r&?%dﬁ&%t?}oxftgsou?{ger%u& E case I f the

encr ypt i onesoards hm@gaéhet(ret) serssitivdty 1ével, Ise asgmens ()t TOMgasake teqaired wrasti r ed as
level. Consequently, the first access filter goes on to determine the trust level of segments
(b) 709(1..4) and (c) between access filter 203(1) and server 705 in the VPN. Segment
709 has subsegments 709(1), 709(2), 709(3), 709(4), and 709(5), and first access filter
20 203(1) checks the trust level of each of these subsegments in database 301. Segment
709(2) is Internet 121, so its trust level is “public”, which is the minimum in segment 709.
Then access filter 203(1) uses access control data base 301 to check the trust level of
segment 711. It is "secret”. Thus, only segment (b) 709 has a trust level that is too low
for the path of a session that is accessing a “secret” information resource 703. To deal
25 with this problem, access filter 103(1) must encrypt the session to bring it up to the
necessary trust level. First access filter 203(1) consults SEND table 601 to determine what
kind of encryption is required, and row 609(2) indicates that DES encryption is sufficient.
First access filter 203(1) accordingly encrypts the session using that algorithm and sends
it to access filter 203(5).
30
In FIG. 7, segment 707 connecting client 703 to access filter 203(1) has a trust level which
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the requirenments for information resources having the "secret”™ sensitivity
| evel , so usetjdentifiqatipn m@dehas the required trust |evel. Consequently, the
first access filter goes on to determne the trust |level of segnents (b)
709(1..4) and (c) between access filter 203(1) and server 705 in the VPN
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first access filter 20 203(1) checks the trust level of each of these
subbegment®® i n dat abase 301. Segment 709(2) is Internet 121, so its trust

205(1) s o Besels ot dchled sbclel h Hinil JPYHE bubEMIPBhrhddon A LoBERRERY, || '
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20 users are assigned to the proper user groups. Defining information sets involves steps
809 through 813: first the resources are defined, then the information sets are defined, and

then the resources are assigned to the information sets. When this has been done for the

user group and information set involved in a policy, the access policy can be created, as
shown at 815. As previously pointed out, the rights to define and determine the

25 membership of user groups and information sets and to make administrative policy for them
are determined by the administrative policy, while the right to make access policy for user
groups and information sets are determined by the policy maker policy.

As can be seen from the foregoing, the user interface is generally used to define

30 relationships between two entities or sets thereof. The general form of the graphical user
interface (GUI) for access control database 301 corresponds to that task. The display
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kind of encryption is required, and row 609(2) indicates that DES
encryption is sufficient. First access filter 203(1) accordingly encrypts
the session using that algorithmand sends it to access filter 203(5). 30
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negotiate ‘the user identification node. Overview of the Admi nistrators'

| nd@r f ac etheadministrativesisar wsing display 991 hasagministiative rights appear in black; the otheress
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in FIG 8. Defining a user group involves steps 803 through 807 first the
users ar ebutton hased 15 listmthe ippenations hatompsbeperfaraed mdi,lomdlsn?ayen Thus, the

users are Si d.to the pt se I QLIRS f.i @i i.nfornati .sets
vl ves BEEeR BB astiipy” B8R antRE b1 Plediltbishictdndodithe Betfistlly SHAET T he
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i nf or mat i windewt 903y antiyecniadminisprativeaiser witle thedight to aiminister s anengrowp mayed, as
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admi ni st r gdr 9ES felefe/tht Qser RfRiPior the 7ew button to add and name a new user group that
is beneath the selected user group in the hierarchy. When the administrative user clicks on

20 apply button 921, access filter 203 modifies its copy of access control database 301 to
conform with what is on display 901 and the modifications are propagated to all copies
of access control database 301 in the VPN.

Window 909 displays users. A set of user is indicated in the display by the manner in which
25 the user in the set identified. In this case, the users are identified by IP addresses and they
appear in the display as ranges of IP addresses. Button bar 913 indicates the other kinds
of identifications that can be displayed in window 909. As with window 903, when the
window is active, the new and delefe buttons can be used to add and delete users. To assign
the user(s) specified by a user identification to a user group, the user of the GUI selects
30 a user group, as shown at 917, and a set of identifications, as shown at 919, and then uses

the add to group button in button bar 913 to add the set of identifications to the group, as
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dat abase 301.t0 nformw t 901 a di f.ications
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20 1005 window. Having thus been defined, a resource may be assigned to an information set

in the same fashion that a user identification is assigned to a user group. Again, clicking
on the apply button causes the changes in display 1001 to be propagated to all copies of

access control database 301.

25 FIG. 11 shows the display 1101 used to define policies. Which type of policy is being
defined is specified in button bar 1113; as indicated there, display 1101 is defining access
policy. All of the policy displays have the same general format: a window 1103 which
contains a hierarchical display of user groups, a window 1105 which contains a display of
a hierarchy of objects for which policy may be defined and a policy definition window

30 1107 which contains access policy definitions 1108. Inthe hierarchy of objects, objects for
which the user of display 1101 has the right to define policies appear in black; the others
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specified in button bar 1113; as é dj cated there, display 1101 ig def i ni ng
access button. The new access policy definition 1108 appears in display 1107, and the

20 administrator can edit the new access policy definition as just described. To apply a change
to access control database 301 and propagate it to all access filters 203, the administrator

clicks on apply button 1125.

Display 1101 also contains a policy evaluator tool which lets the administrator see how the
25 current set of access policy definitions determines access for a given user group or resource
set. When the administrator clicks on the policy evaluation button in button bar 1113 and
selects a user group from display 1103, the tool displays the selected user group in blue and
all of the information sets in display 1105 which the policy definitions permit the user group
to access in green and the remainder in red; all of the policy definitions which are relevant
30 to the determination of which information sets may be accessed by the user group are
highlighted in the same set of colors. The same thing happens if the administrator selects an
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defined and a policy definition wi ndow 30 1107 which contains access
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check boeolpraanddughlights canbe tumed gifimprepasgtion forn paw pelicy evaluatiembyelickingt or t o
actpvate Qr | . : ly definition 1108; access field
113 perrﬁ tgg?%%;%l%%&&gbg‘mﬁﬁl stra o‘%ptll'cl)fés{el ect either allow or deny as the
policy. The delete button in button bar 1115 permts the admnistrator to

del ete a sel ected poli S&{; the new button permts the adm nistrator to nmake
a new pol FEG. 1R shows thedisplayst20d giserhta input infosmatiemabaug an acesss §lsereddBtoa user

Phe. now bACEa corkiel dnalie0r, WRARD 1968 g 4 RediLlid SO M Beely el 2/

1107, and20%ie wiien the windohrisuctive; adcess fitlers mali be ddded opdeloed sing kY ddid/and

definition as just described. To gpply a change tq access control database
3043and pd@fﬁlfg&t@nﬁt‘“l"&t%ba"ége%s ipdqwy 1205 isysed toriapu @sidisplay information; cks on

appl but ' 1 ' 04 . | which
1o the. it the hoocds BRECY03, Bhe desify fiWhAND 287 Rlelerhiri By Bl bRS
def i ni ti obstteieinduttonbar 120%;e33hdwn by tig buttons) isplays Giwindow 1200 ¢as Be G&dd.  Wen

the adm ni strator, ¢clicks on the policy, evaluation button in button bar 1113
and to input and view information about access filter 203's network connections, to input and

view information about the trust levels of those connections, to scan networks for available

20 servers and services, to set up alerts for problems detected in access filter 203, to specify
optional parameter for software, and to specify the distribution order of access control
database 301 changes. The highlighting of alert setup indicates that display 1205 shown
in FIG. 12 is the display used to display and establish alerts.

25 User Interface for Discovering Resources: FIGs. 18 and 24
The users of VPN 201 have an interface for seeing what resources are available to them
in VPN 201. The interface, termed herein the IntraMap interface (IntraMap is a trademark
of Internet Dynamics, Incorporated), shows each user at least the resources that belong to
the information sets that the user may access according to the access policies for the user
30 sets the user belongs to. In other embodiments, the IntraMap may take the sensitivity level

of the resource and the trust level of the user’s identification into account as well.
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the reset evaluation button in button bar 1115. FIG 12 shows the display
12080 used to input information about an access filter 203 to access control

503, ahon Rasausgp Fifb e ahas THiod bl kst nitonaisbisih SN o0k 6 Soiten " °
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used to input or displax I nformati on about the access filter 203. The
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The users ase ngprlirectly angilebletp thetuser hutif the usee selents opss the Intralapdnterfaee

avaid abl e ép%ng hae Eialog box that permits the user to send email requesting access to the

administrator who is responsible for access policy for the information set the resource
belongs to. The administrator may then modify the access and/or administrative policies
as required to give the user access. An administrator may further give a resource the
hidden property. When a resource has that property, it will appear in IntraMap interface

25 1801 only if the user belongs to a user group that the access policies permit to have access
to an information set that the resource belongs to. If a resource does not have the hidden
property, it will always appear in IntraMap interface 1801. Otherwise, it does not appear.
A resource may have a more detailed description than that contained in its entry 1804. The
description is displayed in Description field 1813 when the user selects the resource.
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in VPN 201. The interface, termed herein the IntraMap interface (IntraMap
Is a trademark of Internet Dynam cs, |ncorporated), shows each user at
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entry 180‘@)15&“%&9{&)& td3 aRdddfatedt Ne user has an active hyperlink to the
resource and may double click on the resource to have it displayed. If it
i s di spl aydth this sehacekdo ndt appeaxlirstheResowradList.t o t he user, but no hyperlink
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resource has that property, it wll appear in IntraMap interface

20 enters a search string in FIND field 1807, The resource list and the resource descriptions

for the resources on it are then searched in the order specified in sort field 1809. The
search simply looks for whole or partial word matches. It is not case sensitive. The first
match is displayed, and function keys may be used to navigate to other matches. Of
course, if a user has not checked a service type in service type field 1811, resources of that

25 service type are not involved in either sorting or searching.

Fig. 24 shows an implementation 2401 of the IntraMap interface. To the user of VPN 201,
the IntraMap interface appears as a Web page that is one of the resources provided by
report manager 209 running on access filter 203(c) of FIG. 2. A user in VPN 201 or even
30 the general public (that is, someone who is a member of the Internet user group) may be

given access to the IntraMap interface in the same fashion as he or she may be given access
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t helQuser Jwwill ke expluped inraore dgtad lager, all arepfiltesn2Qihaye alayesed ayabitectyre.

servi ces. ' ‘ o 1 r -ll¥\f1' 3 ort the
resource Ilﬂgtbgﬁ%ﬁgigr la#%%lﬂgiﬁ%&ﬁa?ﬁéet%%g? mayaa gg' osgem y t été)ar Ee;tr in
whi ch t he headesg Packet filtex219eads ithe sotiee and destinkion addresstaincthé Litérnes pdoker a
search function. To do a seagch, the user 20 enters a search string

in FIND f ihepders 30¢ apniies arseboi fules to tham. 5 Ag deteemined by thedulga dt either peasstst or t he
h o o oS
1600, The e, discBldS HeRCOr RER WSl OpRAT TRORALIIE okl hod 4

casks sensidctsfted Tgaekéts rasé torbeclouted wthinl /e, filp ROBLINThe @extkRyéer ofthebe used

to navigate to other matches. O cqourse, if a yser has not checked a
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as the World Wide Web and do access checking on the traffic. If access filter 203
provides the service itself or does access checking for a server that provides the service,
IP filter 2419 sends packets intended for the service to a service proxy 2427 for the service.

20 The service proxy uses access control database 301 to do protocol-level access checking
for the service. For example, the service proxy for the Web service may check whether the
user making a request for a given Web page has access rights for the page. The next higher
level is services level 2425; if the relevant service proxy permits an access request and the
access filter is also the server for the service, the request goes to the service at service level

25 2425 to be processed. In the case of the Web page, the service would locate the page and
return it to the requestor. Two services are involved in the IntraMap: the Web service and
an IntraMap service. In FIG. 2401, the Web service appears as WebS 2423. The proxy
for WebS 2423 is WebP 2421; for reasons that will become clear in the following, the
IntraMap service has only a proxy, IntraMapP 2417. Additionally, access control database

30 301 includes IntraMap information 2422, which is an optimized version of the information

in access control data base 301 that serves as a basis for the IntraMap display.
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25 service type are not involved in either sorting or searching. Fig.
24 shows an inplenentation 2401 of the IntraMap interface. To the user of
VPN 201, wihes/dopg2r aMap i nterface appears as a Wb page thatpasusp8e4nt t he
resources provided by report nmanager 209 running on access filter 203(c) .of
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filter upHhP P‘&%Iﬂr‘@%& a}@ *201 runs. O course, access filter 203(c)
may al so function as a local access filter. Local access filter 203(1) is

connected to report access filter 203(c) by VPN 201 and workstation 2403 is
connect edOperdtiopas asfollews: thithe user 26801k sthtjorl 24032 tig: IntraMap may/eppearias abe
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of rul es wouldtenhe Astivitios ofiamedtheslinkto a Web page: tit makdsarrequese firthé page
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for the SCSifict _ﬂreelég?est is forls bwesqfage,qse &E&ﬂﬁ?@ﬁ?&?@@%&tﬂﬁ Figfnﬂfﬂﬁz e 301

to do prot access checking for t . For “exanp
servi ce pMElys 201, IntreMapipage 241 wilhke/acckssible tohanyhmser inéEPN 261, amkaacgssa

request for a given Wb page h acgess rights for .t age. The next

hi gher IeV@P"rPgd%’éE\#’cg@ e‘F‘aisfﬁtZ%, af pny pser ﬁh&ﬁﬂ{dr@ew%aﬁ?ﬁﬁnﬂﬁer mts

an access ztadLfst gggg‘ﬂi@.cess filter is also the server for the service,
t

t he request goes to service at service |evel
20

When the request is received in access filter 203(c), IP filter 2419 forwards it to Web proxy
2421, which in turn forwards it to Web server 2423, which responds to the request by
downloading IntraMap applet 2411 to Web browser 2429 in work station 2403, where
IntraMap applet 2411 begins executing in Web browser 2429. During execution, it sends
25 a request to IntraMap proxy 2427 for IntraMap information 2422. Like all Java applets,
IntraMap applet 2411 sends the request to the server that it is resident on, in this case,
access filter 203(c). However, as with any other request from workstation 2403, the
request goes by way of local access filter 203(I). There, IntraMap proxy 2427 detects that
the request is addressed to IntraMap proxy 2427 in access filter 203(c) and instead of
30 sending the request on to access filter 203(c), obtains IntraMap information 2422 from the
local copy of access control data base 301 in local access filter 203(1), filters it so that it
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25 2425 to be processed. In the case of the Wb page, the service
woul d | ocate the page and return it to the requestor. Two services are
involved in the IntraMap: the Wb service and an IntraMap service. In FIG
2401, th¥ 8% vice appears as WebS 2423. The proxy for PAEBISOYMSZ i s WebP
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directed to Intralva server 2425 and uses the results returned by | ntraMap
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e o S BrestioRs Birnafe £Aad ik IS wbithshe e Ry 1BRRSHopdR, Be biectidien . oo
10 2 4 nany¥e i dématisaidred$ 8Pthie AdiiHistatHibPthe 24@drdeesponds to the

activation of the link as it would to the activation of any other link to a
WeldOpage: it nakes a request for the page and sends it to the server

indicated, {n fh k. ln t to the IntraMap, the link
IsBeICF?i 2@@5@@%@&2&@"9&%@@&%@@? %E‘( y sg tﬂer?eqﬁest Soelsnvi a
| ocal acceg§ pdfirtdd enbddinent m@cevmezgés ta@ce?&@o?n&%l aatmaﬁé 3819%(:51?)lenéﬁtew' th any

other access'to a resource 15 | l'ocal access ter 20
does accedttwt dayklshone used blihg snapkwdpsgagsrfu@q m to manipylatetaceess eomazlt | s
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addr ess may access | ntraMap page 2410 20 en the request is received in

access f:c |semndm37(pl¢mente|dm mesmary nopperd filas (MMES) wbxcmm Wlpdmmemhl ch
2423
down! oadi TR ath el , e OB giécoon Wl et O AT I BmETert BNER 2405,

wher e and explain how the information contained in it is used in access checking. In reading this

discussion, it should be remembered that actual access checking is done using the MMFs,
20 as will be described in detail later.

As is the case with most database systems, the Microsoft Jet brand database system has a
schema, that is, a description of the logical structure of the database. FIGs. 13-17 are
displays generated by the Microsoft Jet brand database system of the schema for access
25 control database 301. FIG. 13 shows the schema 1301 for the part of the database that
defines user groups. The display is made up of two elements: representations of classes
of tables 1303 in the database and representations of Zinks 1305, which show relationships
between tables belonging to certain classes of tables. The representation of the class of the
table shows the name of the class at 1310 and the data fields that will be contained in each
30 table belonging to the class at 1308, Each table instance has an ID assigned by the
database system, The other data in the table varies with the class of table. A link is made
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I ntraMap appl et 2411 begins executing in Wb browser 2429. During

execution, it sends 25 a request to IntraMap proxy 2427 for IntraMap
i nf or matyweybgageed. Li ke all Java applets, IntraMap applet ¢fkss96ds; t he
request to the server that it |s resi dent on, in this case, access filter
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uded in the Ilstt IS %Ogesource for which the user presently does
have 3RRFELYE amips a[ngevaglc@ﬁs user may request access, the Iist
|ncI udes the nane and enmail address of the adm nistrator for the resource.
10 Details of Access Control Database 301: FIGs: 13-17 In a preferred
enbodi nenUselfGacupg'Qth#m 03, access control database 301 is inplenented
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checking is ne using the MVFs, as W |l be described in detail
| ater. AsCcpmmake aétawmmmx a maba@féceryse eran makecpalicy. makert poligytorhr and

dat abase 3% %Sfpdgglsoﬁnfomatlon. User group tables 1301 further organizes the user groups

20 into a hierarchy — both for the purposes of inheritance and also for the hierarchical display

of user groups shown in window 903 of FIG. 9, associate identifications of users with the

user groups, and associate alerts with the user groups. The organization into the hierarchy

list is done by means of tables of class User Group Tree 1307. Each table of the class User

Group Tree links a table of the class User Group to a parent user group (also of the type

25 User Group). Multiple User Group Tree tables may exist for a pﬁrticular User Group
table, depending on the number of places in which a particular user group appears.

As already mentioned, there are five different ways of identifying users to an access filter
203: by a range of IP addresses, by a fully-qualified Internet domain name, by the identity
30 of the user in the Microsoft Windows brand operating system, by an authentication token,
and by certificate. The table classes for the tables used to identify users by certificates are
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schema, that is, a description of the |ogical structure of the database.

FI Gs. 13-17 are displays generated by the Mcrosoft Jet brand dat abase
system O#{&; he schema for access 25 control database 301. FIG_ 13 shows
the sche®® 8% or the part of the database that defines *6I8/S98PHEhs. The
display is made up of two el enents: representations of classes of tables-
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connecting the table of class 1309 and the table of class 1307 has the
nunder 1 at the end for the table of class 1309 and the nunber at the end

for the tahl Male] ' of _instances
of class @8&%&1@/%&’%&%%@%& %Ig)sée{%\. _JL?,g R'g)%{ u%e%o%ﬁéﬂq D of
an i nst anGRefhalih@the belBigst6. The req@ediaelidds/an ddentificdtidR F6r Bk uSéragsd 1309,
User G oup Tables: FI 13 User group tables 1301 contains a table of class

user gr oupshe idsmtification is therstarting point & the determination e Thotablepin useo grouprtables| ar

i nterest i abl es_of .0 309 L.pcl.ude,.the 15 roup
e, - whi chi0) oL aciron NBE20 Y8 Bt 5 0 B Gl Ve i ettt
desgs i pti GjelongdtcCdnd fFord ﬂfdsenmtgm?s,t the Rigratelicdl rdlitions thdt [deRntiine the ofhBe
pre-defined information, which indicates anpong other things whether a user

who is a risehaerours theusesbelopgs to. Assuming that the usar is ideatifiedcynam$Bk address,

adm ni stra] ' ﬁiﬂfii% of flcar 1] N Ega(l?ﬁr
policy, o?&%éégﬁﬂrr%iggus rsgf I'n %érﬁ}rgaﬁﬁclf?\ﬁt&éesr&é}rl%@g ﬁ;ﬁé{ﬂx‘?ur er

or gani zes 1319) which dsfias péngedof IP addredbed whith mElRde the usePoIaddeéss! Backuof poses
of inheritance and al so for the hierarchical displ aé) of _ user groups shown

i n wi ndow thess tebleshas a link toadtable of theiIFdianges dlassi(isnis 18) whichirelatgs the fange
20 defined in the 7P Range Definition class table to a user group ID, which in turn serves as

a link to a table of class User Groups 1309 for the user group corresponding to the range
of IP addresses. Each of the tables of class User Group has a link to a table of class User
Group Trees, from which links can be followed to the tables of class User Groups for the
user groups from which the user groups specified by the IP addresses inherit access rights.
25 Thus, at the end of the process, IP filter 203 has located all of the user groups which are
relevant for determining whether the user may access the resource. Moreover, IP filter
203 knows from the request how the user is identified and can determine from that what
level should be assigned to the identification of the user used in the request. The
information in user group tables 1301 is compiled into MMFs. When a user initiates a
30 session, the user provides a user identification to the first access filter 203 on the session’s

path; access filter 203 uses the user identification with the MMFs to make a determination
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user groups, and associate alerts with the user groups. The organi zation
into the hierarchy list is done by neans of tables of class User Goup Tree
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turn serves
20 resource represented in database 301. Included in the table are the resource’s ID, its name,
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the ID for the service that provides it, an ID for a definition of the resource’s sensitivity
level, a description of the resource, the email address of the administrator of the resource
and a hidden flag which indicates whether IntraMap should display the resource to users
who do not belong to user groups that have access to the resource. The IntraMap interface
25 obtains the information it needs about a resource from the Resources table for the

resource.

The tables of the classes Site Elements and Services, as well as those of the classes Sites
1415 and Servers 1417 belong to the classes 1421 that describe the locations of
30 information in the VPN. There is a table of class Sites for every physical location in the

VPN; there is a table of class Servers for every server in the VPN; and there is a table of
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alink to a table of class User G oups 1309 for the user group
corresponding to the range of | P addresses. Each of the tables of class
User G oup has a link to a table of class User Goup Trees, from which
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to the first access filter 203 on the session's pat h; access filter 203
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tables 1301 thus contain all of the information needed for the user
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1409. Ther theirequest talfind thef propes Senizedabie.c Oncé mma&afwm}' the proper 'Service table, it

20 can follow the links to the tables of class Resources 1409 and locate the Resources table

corresponding to the resource in the request. From there, there is a link to a table of class
Resource Group Elements 1407 which relates resources to the resource group identifiers
for the information sets they belong to. The resource group identifiers in turn specify
tables of class Resources Group 1403, and these tables have links to tables of class
25 Resource group Tree, from which the hierarchies of resource groups can be determined to
which the resource specified in the request belongs. Having done that, access filter 203 has
found the resource groups that are relevant for determining whether the request should be
granted. Resources table for the resource further contains the sensitivity level for the
resource. Again, the information in information set tables 1401 is compiled into MMFs.
30 When the request reaches the first access filter 203 in the path between the user and the
server that provides the resource, the first access filter 203 uses the MMF files to make a
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20 resource represented in database 301. Included in the table are the
resource's ID, its nane, the ID for the service that provides it, an ID for

a def i nigicga/48boat he resource’'s sensitivity |level, a descrigdiedsglsthe
resource, the email address of the adm nistrator of the resource and a . .

Lser e who rectmitstion Hief B ff J0REAE Siivalled AR, BOSE kel | AR SR LCC 1 °
The | nt r aNg@miniiigthé ARAIF3ies that conkiipihdSnfoRfation fRinT WstOBrdups BRI 30PaHE 2
resource fromthe Resources table for the resource. The fables of the

cl asses Silnformiationndets Frablesd40i c the, proxy has idetzominhd dhe tust levelcofithecusesi t es

1415 and $ 1417 bel he.Gl. . 1421 that, d i b
ocat | ons Weateeton. the deidy el BB EBTRRON R TY Ind SRE pralBa it pses
Sites for widigs t6 unditheinforamtich aéts the infoemMiIN refdiRécbdlongs thabl e of cl ass

Servers for every server in the VPN, and there is a table of 51 WO

98/ 40992

PCT/ US98/ 22 £l.ass Servi.ces for every service in the VPN Links in the

t abl es of ‘ﬁ 'f‘gﬁfsélﬁ[’{é%nts relate sites to servers; links in the tables

of class JaG/ eresiebaite thbles g6d\ift abces® conifol database 301 tBIefiRé hedess Sdiflrdli Nks
in the tables of class Services relate the services to the resources that

t hey host .pdicies; includedvinthess policies arefaseesa policiess administrative policiay, andsmlicy e
bel i)(pgs to accegs. filter 203 begins with the information in the request.
Thel? equedPa¥ST POBFESi ned in an I P packet, and consequently has a header and

a body. In the ABsEs pokidiey relatusehglodpeliieSsifrcd \Briops;speci fies a | ocation in
virtual network 201 and a server at ?he | ocation, a port nunber which 10

speci fi es % ser Adménisiativpolicies yelates a pgerigrourhwhossdyemhensargadminigratons tof t he
resource in the formprescribed by the protocol. For exanple, if the
request is for page, the description of the resource will be the
resource’'s URL. dAccegfothéddsef grdig uses the I P address to locate a table of
class Sites, uses the link inthat table to locate a table of class Site

El eb®ents 1411. &hat sabifermationsets the site to the server IDS for the
servers at the gsite and access 15 filter 203 uses the server IDS to

| ocate the tabl&s of 2EPR¥E®servers 1417 for the site's servers. It can then
use the | P addrgss agabdatibR (ditey@ithe VPN tabl e of class Servers corresponding
to the server specified in the request and can follow the links fromthe
Server tabl e tohthe anpecess Biter@03of other sérvers for the service and can use

t he port nunberi_f oM, cervice

20 ’ Policy maker policies relate user groups of administrators to information sets.
Each policy relates a left-hand side, which is always a table of class User Groups 1309, to
a right-hand side, which, depending on the kind of policy, may be a table of class
Resources 1409, a table of class Resource Groups 1403 (representing information sets),
a table of class Sites 1415, a table of class Services 1413, a table of class Servers 1417, or

25 a table of class User Groups 1309. Policy tables 1601 thus fall into three large groups:
left-hand tables 1603, policy tables 1605, and right-hand tables 1609. The right to change
policies is hierarchical: a member of a user group whose User Group table indicates that
it is a group of a type of Administrators can change access policies as determined by the
administrative policy for the group. In turn, those administrators may specify other

30 administrative policies related to their sub-domain.
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the request to find the proper Service table. Once it has found the proper
Service table, it 20 can follow the links to the tables of class
Resource nd | ocate the Resources table correspondi to the resource
in the ré’dﬁ%@’?%romthere, there is a link to a table of %&sgs’ﬁég&%urce

G oup Elenents 1407 which relates resources to the resource group -
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resource specified. in the reaﬁe t bel ongs. Havi n&]ﬁdone that, access filter
203 has f Rfifertures they sentanthg LPzgmt‘ﬁﬂ'thﬂ\‘létaPLﬂleK/ def}-Bandide-pfithe palicywhet her

cont5i ne. tie TS le Bk Eime SRS 5ced h the i b SEEGHIRBRILITC,, |
i nf or mat i cindiggtiont eithe policy(dcdess dlfomeidoe demiod)y adivdicatisWof whetherdhie polidyds

request reaches the first access filter 203 in theglgath bet ween t he user
and the seprgedefingdand caqnolbe delsted; argdhan indication: of whethersthe policy isipresenth3 uses

the MV files t . .

PCT/ Usos/ (TS 3%‘1@2&%‘%3?%2%%?@3%@‘%%2%& can be o the Hghthandside of the . | i+
descri bed. policyhatsd thefefere thediniks o f@ dntiled\ddtheirighthirdaides inthaicseldfaiccess
informati on from User, G oups tables 1301 and Information Sets Tabl es 1401,

t hel®r oxy priiciescans palicx anakpepalicies the sight-hand entities ase informationfsetsanlypand t he

i tivi f ' ] . h 5
el ongs. t oSO, (ebleS of HP PARElePAckais S PRIEL PolS Hhaallithes, OB )
Pol i cy Tabﬁ%&'—haﬁﬂ@nk&énlﬂ@tabk@ of ki Resbivee Grolysssclass Obhile tables 66the Ponties

dat abase 301 to define access control policies; included in these policies
are accessA@gwinistes slasymay spataingight-b itadn therplterngtive \tables of class e r

policies: % S I L.or O, pesouree Qroups; *
i i ot r 20T, S G v BRod € B, BB o RHE Sndnd bR Bt s RS
admygi st r afaBles of elasy\Serdices, dnd tables 8PEIAG Res6@icedr OUP 15 €. an
information set f. a resource g., a |ocation (site) in the VPN
The rights given the user group specified by the user group on the left-hand side of an
administrative policy over the sets of entities specified by the right-hand side vary

depending on the kind of entity, as shown in the following table:

20 Left- Right- Meaning of “allowed” Access
hand hand
Side Side
User group any Members of the user group can create administrative policies for the target

or included items. This allows for the delegation of responsibilities.

User group | User group Members of the user group can administer the target user group, including
pested user groups. Allowed administration includes deleting, moving, and
copying the target user group; nesting it in another user group; adding
members to it; and nesting other user groups in it.

25 User group | Information | Members of the user group can administer the information set, including
set nested information sets. Allowed administration includes deleting, moving,
and copying the target information set; nesting it in another information set;
adding members to it; and nesting other information sets in it.
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cl asses contain ri ght - hand |1 nks onIy to t abl es of t he Resource Groups

class, while tables of the Policies Adm nister class nay contain right-hand
links to al ternativ aof cl.ass G ou tabl s of class
Resour ce @8303@ '6{’18 @%536% L4 %?@Vs jsgg |g5
t abl es of ﬁltgéﬁﬁﬁ%wsf&sofamc;, #ak&Spoliky:Cl ass Resources. The ri ght s gi ven
the user group spe he user group on the |eft-hand side of an
10 Left- Right-hand | Meaning of “allowed” Access
hand Side
Side
User group Information set | Members of the user group can manage access policies controlling access
by any user group to the information set, including nested information sets.
They may also include the information set and any of its descendants in a
further policy maker policy.
15
As pointed out in the discussion of the Information Set tables above, the proxy that is
doing the access checking can use the User Group tables and the Information Sets tables
to find the user groups the user making the access request belongs to and the information
sets the information resource being accessed belongs to and can also use these tables to
20 determine the trust level of the user identification and the sensitivity level of the

information resource. The proxy can thereupon use the Policies Access tables to find

whether any of the user groups the user belongs to may access any of the information sets
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adm ni strative policy over the sets of entities specified by the right-hand
side vary depending on the kind of entity, as shown in the follow ng table:
20 Left- Ri ght - Meani ng of "all owed" Access hand
hand Si d¥0%84092 g e User group any Mermber s SCTYRAEE group
can create adm ni strative policies for the target or included itens. Thts
al | ows f orthe inforenationyeespusee belongs i oHany sughiusessgroun isfound; the user mugacessHUp

Menbers of,,the.user L QJ t, t oup, incl,udi ng
nest od usciedraigionetib ks Vaalth Bobt By o bEIR o BRbr R s “anc
copyi ng t h@nifvigdével SPé d@érrine thefeghiest’s trubt level, ARROPRRY nifie detefiiithedddt N9

menbers to it; and nesting other user groups in it 25 User group
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an infomation set; and addi r‘l"g_l | ocations and Access Filters to it Control
ovelOt he | databaseBO},cxeent that when @ecessigpprmitted itmpy result ity 2 medificationcefdhe

Filters. r. gr.oup C i rs. o h . gar ca.

adm ni ste ﬁftﬁggsgégeaggorgﬁct%gﬁ?h @r? c+g’é is%tgtlxglggaﬁgﬁ? S &B%ﬁdﬁ?&?&h}ﬂ%&%ﬂ?{ h%n be

Avai | abl e ngutg@ﬁom&he;(aﬁc&ssmemqog,in YeN2@les andresources). Al |l owed

am ni stration rncludes deleting and noving the access filter, adding it to
an information set; and adding servers or services to it User group

Server I fes he user group can adm ni ster the server, :

i ncl udi ng §F?ﬁ§%§u§h§£¢ ’f’t fromthe Avail abl e Resources list (all services
and 15esour FR3) 17 Nowawhelschefita forstablas thabarejattittRsly diinfiichifoffhé operatiogl of he

server, adding it .
servers in the VPN. There are three kinds of servers in the VPN:

h

. Plain servers. These are the servers upon which the resources are stored and which
execute the services by means of which the resources are accessed.
. Access filters 203.

20 . Policy manager servers. These are access filters 203 that additionally coordinate
and distribute database 301 and/or generate reports about operation and status of
the VPN.

An access filter 203 may function additionally as a plain server.

25 There is a table of class Servers 1417 for every server in the VPN, Information in the table
for each server included its ID, name, domain in the Windows NT brand operating system,
its Internet name, whether it is an access filter 203 and additionally a policy server, whether
access to it is available only via an access filter 203, and whether it is inside the VPN, If
the server is an access filter 203, it additionally has an identity that access filter 203

30 provides to other entities in VPN 201 for purposes of authentication and encryption. In
a preferred embodiment, the identity is the X.509 certificate for the access filter used by
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to an information set; and adding servers or services to it. User group
Servi ce Menbers of the user group can adm nister the service,

i ncl udi nWO 89992ces under it fromthe Avail abl e Resour ces RATZUSIgD4S22
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the discussion of the Information Set tables above, the proxy that is doing
t he access checking can use the User G oup tables and the Information Sets

tables to |nd he u e maki ng. the acces uest beI ongs
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The remainder of the tables for which FIG. 17 gives the schemas contain information that
is used by access filters 203. The tables whose classes are shown at 1705 contain

20 information used by access filters 203 that are policy managers to distribute database 301
and/or to generate reports; the tables whose classes are shown at 1717 contain information
about optional parameters for the software being run by a given access filter 203; those
whose classes are shown at 1709 contain information about the proxies and other software
modules that access filters 203 use to do protocol-level access checking in access filter 203;

25 and the tables at 1707 contain information about trust and sensitivity definitions for
identiﬁcations of users and kinds of encryption.

The tables indicated by the reference number 1708 contain information about the VPN to
which access filter 203 belongs. Access filter 203 uses this information to route sessions
30 and also to determine the trust level of the path being used for a given session. Routing
table class 1721 defines tables that list the curreﬁt routes to all networks accessible from
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5 that is being used for the access. This information is available in
access filters tables 1701, shown in FIG 17 and described below. If ther
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domdPn i n emthegnsomhien techpiqueused for messagesdraversing the pathnt er net nane, whet her
it is an access filter 203 and additionally a policy server, whether access
toit is available only via an access filter 203, and whether it is inside

the VPN. | Asbhsicuslyégplained, tie IAecOfsuphibldsaB0L@Rd thelInfogatidroSers tabldsaaoan
Identity that access filter 203 30 éﬁrow des to other entities in VPN
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algorithms. Thus, if access filter 203 determines that a given user wishing to access a given

resource belongs to a user group which has the right to access the information set to which
20 the given resource belongs and that the authentication level used for the user’s
identification is no lower than that required for the resource’s sensitivity level, access filter
203 can further determine whether the trust level of the path is sufficiently high, and if it
is not, access filter 203 can raise the trust level the necessary amount by selecting an

encryption algorithm with the required trust level and encrypting the session.

25
Available Information Tables: FIG. 15
Fig. 15 shows the schema for available information tables 1501. The tables are used by
filter 203 to produce available resources display 1005, shown in FIG. 10. The table classes
shown at 1502 relate each server to its services and to the resources provided by the
30 services. The table classes shown at 1504 organizes the available resources into a hierarchy

for inheritance purposes and are also used to produce the hierarchical list shown at 1005,
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5 Aut hority 1711 that indicates the certificate authority that issued
the X. 509 certificate for the access filter. O course, servers other than
access fwioasree99zay al so have X. 509 certificates, and in tPOx/Isasess2t heir
Server tables will have the server's NSID and MKID. Every plain server in
the VPN hagd@)GolRwifihe LAY fdrk Bfe Sits Eemen® tablds to iR Sy s Bibfes, &dessGilter T TP
service provides access to files (the resources) on the server accordlng to
the file t203rmandetepmine thedieraschyrafsitesCrervers, parvicescand respurees. [Fhehtableblassesf
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the services, tables of class Resources 1409, which represent t resour ces
15 5  avablesdetermines theordsasin whish modifications are distribsited:to the acdessefilfars.i ni t i ons
1715 which define the service. The remai nder of the tables for which FIG
17 gives the schemas contain information that is used by access filters
203. The tRRYdRingd ' Reces ConndF Datdbasé FG. 1905 contain 20 i nformati on
used by access Pyg]t ers 203 that are WI managers to distribute database
301 and/ orAs prejéoesiymentiogad; each adquStfmr 693 \lvhmmexacaslaglmam of thewopyaf 1717
contain |nformat|o ut L,onal for t sof t war run by
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filters 203 use to do protocol -| evelﬁgf:cess chet?& !lléra? accesga@ﬁter 203;
25 almaiv theemodificattons tarel digtvibuted 1ﬁmnnaqcns£s<ﬁ1teaf2033(|a) toothe other asdessifilters
sensitivity definitions for identifications of users and kinds of

encrypti on® O3the tabl es i ndicat ed by the reference nunber 1708 contain
information about the VPN to which access filter 203 bel ongs. Access filter
203 uses this information to route sessions 30 and also to determ ne
the trust FHEwel9 mowmcmmebaom) with snaster pelicyi mmgse%@ﬁmdaxﬁmhariangeskabl e
ol 258 L2 alSlb05S 4 0wl ol Slor Uie S5 RhE R S3alR ;Lécegsew,ﬁ;o%s

PCT/ US98/ Oﬁﬂﬁsﬂme%efmésﬁ@és m-neéaed' 18 dNHEIRAITE had SinkhroHBE MeSHodificd

routes change. Attached Network class 1723 defines tables that in |cate for
each accesaref ércrypted 0sing SKIBcandoserts VlahWNaZQiemmg al m'eﬁocdlochlleé tkrr pawate| y

attached to; tabl of t.h tan ks, to tahl es.of , s Net wor k
Defi niti oncd’Wﬂ“H a@ﬁﬁ& Zﬁ?fhzﬁ’? I ra@a}sl aRymsE of FPIP? access

definiti On&r&xmaaﬁbase SOIW@ﬁch ifftes 208 ndseat b MAfmUneMEd colfies: 1Ge BRhMREK. The
last class in this group is Point to Point
20 (LDB) 1907, which is the database currently being used to do access checking, and mirror
database (MDB) 1905, which is a copy of the database that can be switched in to be used
in place of live database 1907. Thus, access filter 203(a) has an MDB 1905(a) and an

LDB 1907(a) and access filter 203(i) has MDB 1905(i) and LDB 1907(i).

25 If an access filter 203 is being used by an administrator to modify access control database
301, then it will additionally have at least one working database (WDB) 1903. The
working database is a copy of the database that is not being used to control access and
therefore can be modified by the administrator. The administrator does so using a
workstation or PC connected via a network to the access filter. The workstation or PC

30 displays the administrative graphical user interface described above, and the administrator
uses the GUI to make the changes as enabled by administrative policies. The changes may
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Connection 1713, which defines tables that describe connecti ons between
access filters 203 accessible via the VPN. There is a table for each

conbi na ource and destinati on access filter 203 a&%’ﬁ%{ %to a
trust dé#"‘l(}%?/?é%% that specifies the trust |evel of the pa 8&3 A the
sour ce and destination_access filters 203. The trust level in this table is

based 10 affect apy agpest afithe ynformaation stased 1w Access contro) databaseiNs Asiadisateding t he

pat h. As SR i

| nf or mat i éﬂ&)éé{%ﬂ@?&%ﬁ es %@%@ha:%@ﬁﬂ %ﬁ n#o é nh%lgg e% pymSIRtoL
filter 2038an msdeaherpolioe evﬂuattmrfehme mmeeshqoeﬁ‘emofsthefc}mgdsesmhhaer m t
the access _and al so prow& ormat i on abqut the sensitjvity | evel

of the re3dminisrates igatisle fhe ghagges; be oF Shg cicksen appiylbu&t@ampdothm ly

progide the | %Hbﬁﬁ:d Iqls
m n| mum t rus Q{ evel 0 he p%pixcﬁgﬁﬁg%dbéﬁ%%&?%&gﬁo%;s/&f#&%?é%’?gn and
t he trust livedstabasef t he avail abl e encryption algorithns. Thus, if access

filter 203 determ nes that a given user wishing to access a given resource
bel ongs to a user group which has the right to access the information set

to which TR h??]“'?ﬁﬂ [ t|on
| evel usegﬂfty o%ﬁgbgggwg{agé’gt I fic eﬂ%&%?ﬁ%@&%@?ﬁ?hg& r?alqa(l'}l red for
t he resouﬂismlmmns’rhepmbgsshes/meemss filter 203 can further determ ne

whet her the trust |evel of the path is sufficientl h, and |f |t |s not ,
acdBss fiPter Xirst, dbgympdifigations aresenisfrom thegccess tndf@s‘y 97 tBEYOM

I
anor ypt ng 1 ne GESaFGAP Az RY) Rllohss ity 3 LWtk %+5*élﬁ%¥?%%ﬁ@% 15
shows the scherhereOdccassdiltepdHa))nf or nati on tables 1501. The tables are used

by filter 203 to produce avail abl e resqurces display 1005, shown in FIG
10. The tabl e cihesedhe shanges ate incraporated dnta tbwnsts!éﬁi%basvo Thisisgdongibyes and

to the resourc S e shown
b 1504 o gani JetpRREtAE I s B mirror SEiMbRGE To0KRE hEP Fabnifig ke, POV
ggrlﬁoss\z gg?4ggdétzathQ90$(a§iaﬁd>rnbf@d!afaba§efl@0Ma§;raﬂd @Mnmhngmgthe&iewmnﬂir 1005,

PCT/ US98/ 04522 databasg/1905(8)owi ng the Iinks fromthe Site El enents tables to

Servers. - Sarv; ey R GEARE ahe ol oo B MGk PUIE Mgl otk Mol ' 1 °°

establish a di qmwrbutlon tree of access filters 203. As will be expl ai ned

in nore detail |ater, when access control database 301 is nodified, the
tree defi ,fé@agjyaqcpﬁgg‘:@er 203, synchronization is done in the same fashion as with access filter

20 203(a). The order in which the changes are made in the access filters 203 of VPN 201 is
determined by distribution tree 1511, which in turn is set up using filters display 1201. The

access filter 203 with master policy manager 205 is always the root of the tree. By default,

the first access filter 203 installed in VPN 201 has master policy manager 205. As other

access filters 203 are installed, they are added to the tree as children of the Master Policy
25 Manager.

The Master Policy Manager distributes changes to its children sequentially. As each child
access filter 203 receives its distribution, it then distributes to its children. This means that
a shallow distribution tree with many branches off the top level will complete a distribution
30 cycle faster than a deep distribution tree with few branches off the top level. An

administrator with the proper access can reconfigure the distribution tree to make

60



5 tabl es determ nes the order in which nodifications are distributed
to the access filters. Mdifying Access Control Database 301: FIG 19 As
previ ousWp W 20ned, each access filter 203 has an exact R{EWSS8/84582 of t he
copy of access control database 301 bel onging to nmaster policy manager 205
I N access disthitution2hsre aficlént. of FIG 2. FIG 19 shows how that copy of
access control database 301 is nodified and how the nodifications are
distributed fromaccess filter 203(a) to the other access filters 203. FIG

19 shows agcess, f.i. -4 r Ny and, anot her
access 151t tw0 sipiphfor A ot le RSt o BBl NS et MafR 1T o1
i s nodi fyifRer deffifion) iadifferant wbeking daa basel1903e syiRhroniatiod SeHicteas 86ciro
distribute and synchroni ze the nodifications are encrypted using SKI P and
sentd vi a Whentbis happens; masier pelisy sanager|288 decidesyvhiolhy medifisatiemtociacorporatser vi ce

(PCS). Eagh_of the acce fili@ars has a nunber of copies of access control
dat abase 3’@?.“&%§°3@5@s@§*3ﬁ%@‘203 has at a mnimmtwo copies: live

dat abase 20 (LDB) 1907, which is the database currently being used to
do access checking, and mrror database EI\/DB) 1905, which is a copy of the
dat abase tOptimizing BecessiGaniral Database301 .24 a9d23e of |ive database 1907.

S o “Sogbibobeh e BSRGRL phReR 3 EE 43034 B bbb R B AJATE ol o oo°
20319 s bei3ng j¥uBfloptimaed FsHiisBiisfeabiife abéesiBltlicking 2 AG8HH teRplailed GRfndRaAS e

301, then it will ‘additionally have at |east one working database (\WDB)
1903. The detailibelowy, decesd filter 203 aptimizes the datain database3M thatis requined forrunng used

to control. access and.therefor an..h di,f i t admnistrator. The
i ni st r Ao seas shaaen g e BRLvsImCR e 1Bbathin . A28 ™bF nPtmRatiir 1 o
t he accessakh hin®f a ndWRopP bR ditabdse 3001is Féceivéll in access ifREF 2055 1nies optimized

adm ni strative graphical user interface described above, and the

adni ni st r £omm, databsse30d izypettof Mament Mappaddilge OMMFs) inawhich theyacsessipaliey r at i ve

el so5) dHASmeHBR I oRRYin o, WR BRI Hiick asorss,, ThedYRIFs fego aled
control dajeahiRe they Are geferated ds ActirAlHla BitaheryktficRed 105 frogR@eSmemBntdpacges in

access or adm nistrative policies, the adm nistrator can use the policy
eval uat i orandeancgssedthy meanst ofemempet pperationscingtpach gé file pprrationse Adfirthest r at or

e R AT AR R
| ncor por atjggel ifiitefing of thessageslsy IP éduede #nd destination addresses and port numbers for

20 which access is allowed or denied.

FIG. 21 shows an example MMF file 2303. The MMF file in question is
DBCertificatesbyUserGroupFile 2101, which maps the certificate matching criteria used
to identify certificates that belong to particular user groups to identifiers in database 301
25 of records for the user groups specified by the certificate matching criteria. File 2101 thus
permits a proxy that has the certificate that identifies the source of a message that has been
encrypted using SKIP to quickly determine the user groups that the user identified by the
certificate belongs to. In the preferred embodiment, the certificate matching criteria are
the O, OU, and CA fields of the X.509 certificate.
30
All MMF files 2303 have the same general form: there are two main parts: a header 2103
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| i ve dat abase. The process of updating all of the |ive databases is called
dat abase synchroni zati on and distribution. The process has three phases: 10

* FW@ésmoBb"be modi fications are sent fromthe access fg 2vvhere
they were nade (here, access fllter 203(|)) to access flltgﬁﬁ%g to which

changes ar¥HicheanpoR dhe GfeioR hés F8parnar h{a SR A1 Wirk cogpains the
;gcorporat&em&ﬁu heade %”H 2%@%&@.&%@&%&% BHRA hﬁgn"ve

dat abase 1907(a) and m rror database 1905(a),
changi ng t ¢ontaiesae valuerbeinganappésbfoam (0 dig cape certificate Matching mtemr(ems’z 100%

distributed from:t ster er, to. oth ccess FiJters. At each
access fi | #nda privger h@}:ﬁﬂmg ‘%ﬁ#\@g gu?cwt ﬁg H'l:’S 8 JAPRES

access fil{ioAinthid ahstaqiis%hdeirmrmmrmldamu&yeqmtf&emsla Supd/tBattREle i N
the access filters 203 of VPN 201 is determned by distribution tree 1511,

which in tusemdegnﬁed by, EM(S 2HeP b¢lmgsrtg) diThp lentyies cheader R 03 acesartedibytthe 203

wi th master .policy ;manager 2 al oot .of the tree By default

the 1ot ool TR 955eet oo e UC 20008 st Salbetd S5t st Rtnager
205. As ot 1gbrithing 8aEbd hidell €6 focaﬁ%n%ﬁy 2167 8drk@PondidiLid @@%@M%ﬁ'cérﬁﬁéaﬁ@ tree
as children of the Master Policy 25 Manager.” The Master Policy

Manager disiatchingterideriznanges to its children sequentially. As each child
access filter 203 receives its distribution, it then distributes to its
chi Fdren. This nmeans that a shallow distribution tree with many branches

of f the topiLysla B, L:Ldesmd%taeccﬁnﬂetsmsﬂmémmeszsolﬂﬁvslleeem@rearmthan a

deep distri butlon tfee with few branches off the top |evel
adm ni str aommwlemmahen pf aspess filker203 s Thewelationsbiprhietyueen these ﬁéhssamdrthnmabbsn tree
to make 60

PCT/ US98/ 0% 8?% ‘H‘ﬁ?F apParst fromthe descriptions of the contapts of the files providsd o

modi fied tHansHRR, PAHOIME filt 2303 iRbiedhtdd iy anNATH e table WhlcA TdidddstRE
definition) in different worki n%bgata basé 19037 a synchroni zation conflict

can18ccur . fils’s name auhahcqm Hihe fbiles sre subdivided g gtgupnﬁ&hlgéﬂlmweﬁﬂes
whi ch modi b1 pAth89438 HikS OFPAtENS: ihfekeh S5 1B Dser i 23b7 854 PRRSovrcesFile
2309, which describe policies, DBCertificatesByUserGroupFile 2101, which is the MMF
file shown in detail in FIG. 21, DBResourcelDbyServiceIDFile 2315, which relates URLs
of resources to resource IDS, DBResourcesbyResourceIDFile 2317, which relates
20 resources to resource groups, and DBTrustTableFile 2325, which implements SEND table
601. Moreover, the
following files are used to compile rules:
DBServerIDByNameFile
DBIPAndTypeByServerIDFile
25 DBServicePortToProxyPortFile
DBAttachedNetworksByServerIDFile
DBRoutingTableFile
DBRoutingTablebyServerIDFile

30 The files in IntraMap information 2422, finally, are filtered to make list 2431, which is then
downloaded to the client for use by IntraMap applet 2411.
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Optim zing Access Control Database 301: FIGs. 21 and 23 Al though
appropriate for persistent storage and use by admnistration GU 1915,

dat abasew®(®8/40992 301 is not optim zed for use in real-ti mPCaaisegsisehecki ng.
As will be explained in nore detail below, access filter 203 optim zes the
data i n dpefhRYT AXedssi Fifter 263:/FXBlI20ed for run- tinme access checking and to
make the display for the IntraMap. It does the optim zation each tine a new
copy of dEIGba8dsnhlock diagram \tﬁdﬁq‘f architecture 20001 toframaxgess| filtért203opln thezed

form database 301 is a _set ry.JVapped Fil e MV ' ich the
access pol™ Eéatlxon SOVt B’rl#g{’ i2§ﬁﬁl?gy e PéfoPWtsamrs%c&Fﬁs\ﬂi'l)eE ha%\éﬁﬁf qui ck
access. TREC\ifds 2018 &e@impiemented braifivmré. NEle SUMRvaI€ bEIhetimPlentenfAtibAAinsf i | €S,
but then attached to aé‘EEriogram S nenory space and accessed bd/ﬂmaans of

memdry opundaritheWindews MGE bipnd operating systam masufagtused by Micrasefti Garperation i s

achi eved usiang .t h f] .t o | h re. used. do | ow
| evel fil ?X‘F i 3% © é@%%’éé g@sﬁ“& gvgﬁr%?éﬁaﬁﬁ;sgﬁgﬁ?#a@h)ﬁ%%?&%é °%nd port
nunbers f gfoghins at uselevél 2003 6£1he opérafihg SywReh &1d tHEs st rulrlaftheddknfelevsl an
exanpl e file 2303. The MW file in question is DB Oertflcateslrol%/ User
Group Fi | @0050fthe apératingsyssemt A geraral; the paogramsithahfuncat the kern¢l devebdolIR-0
identify certificates.that,belo to.panticul.ar user, gr s to jdentifiers
1 dat abalsvebtpresiehecking gad pieseilibe P Aoihentoatian, wihls p@edblins PLERger e
cenpl fi calRel Ry 4ppliilion” level hdclss chidking? Wido ihéHidediR ERE dser-RvEl Rpohiits afeas the
certificate that '1dentifies the source of a nessage that has been encrypted
usi ng SKI Boftwarq that kiagages aecess qeatroldatabgss 3Q)randsoftwaee: thattnsodiass theddMEst i ed by
the certificate bel s,to. In the preferred embodi pent, .t ceptificate
i chi ng & PuFs e IPISGE ens St B b cqtirar aBRs s oo TheCBlibviigh e 0
AT MF 1 idls8igssidl ll th thedRffR] @R, icBAtiue Wi tBe a5&-16VeD coBipoheBfy t S: @
header 2103 61 WD 98/ 40992 )

PCT/ US98/ pelsd tohacsiess contral rdatabase 30}, candawillbthen alealgwith ppe ¢omponentfora dat a
papr:5 2105 whi ch“co t ai ns thgifi nformati on bei ng mapped to. Header 2103
corlPai ns BIFHOSQL-IYel apcess EhECKing “Each entry contains a val ue being mapped
from(in this case certificate matching criteria (CMC) 2109) and a pointer
2111 to a record in data 2105 which contains the information bei ng mapped 5
to (in thikerngbbevel Campoments of identifiers 2113 in database 301 for the

user groups that the user identified by CMC 2109 belongs to). The entries
I n header 2103 are sorted by the

Network Interface Cards (NICs) 2013: These are the ethernet and token ring cards
20 installed in access filter 203. Three network cards are typically configured. One is

configured for the interface to the Internet, to a wide area network (WAN) 2011, orto a
network connected to another access filter 203. Another is configured for interface 2007
to all client computers and a third is configured for interface 2009 to the servers providing
TCP/IP services. If there is no need for an access filter 203 to be interposed between clients
25 and servers, there may be only two NICs 2013, one to WAN 2011 and the other to a LAN.
There will be no need for the access filter to be interposed if no servers exist at access
filter 203's location or if it is acceptable for all local clients to have access to all local

information resources.

30 SHIM 2017: at installation time, a shim software module is inserted between two levels
of the Windows NT brand operating system (the NDIS and TDIS levels). This causes all
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I nformati on being mapped from (here, CMC 2109), so that standard fast
searching al gorithnms can be used to locate an entry 2107 corresponding to a

gi ven se Jgificate matching criteria. 10 FIGs. 23 A, prowde
a conpl e%ved)é ?5 of the MW files 2301 that are enpl oyed |rll’chljﬁUesg%]4592

| t at f filt 203. .Th bet th fil
L et StAtBe for patdrlerBtosy rmws@eo@agﬁk@htz‘iﬁ?%magn SEREHRR G of
the cont entgrdbr ThP/IP pitdcdl Pash BRcugh S sz’PHﬂnle'%%ﬁhIW g}&oe’o?@@fq

represented by an entry in the table which i ndi cates th

name and igoes dicastiy fiom, NlCtQﬂisgpmﬂefl&tal@ﬂkalmndldegrSHBémBlm‘mk&lS
2319, 232 323 FiJ.es of t are DBUsersFile
2307 and. IAREIBAE LT H Bated brdie e G rolqeof e
DBOe_qtiflcatesByUserGroupFl |l e 2101, which is the MW file shown in detail
in FIG 21, DBResourcel DbyServicel DFile 2315, which relates URLs of

resour ces SKIP mﬂ;ﬂe:GOZDSAHmm#ﬁyﬁkamuﬂuemmmmﬁ 202 Iframr el at es
20 resour,ce %0 res up&, and DBTra]stT | eFi ) e 2355 whi ch

i npl ement SNCGDREE P L%y does nat reguire e %@‘03138 eIyptian
conpile r @@ﬁg jﬁﬁtﬁh | S1ErPR {}gggy

DBSer vi ceggrtﬁgo roxyPor"IE' File %t% ached‘i:{Ni(gltp%érll sByeggtég?:\ﬂﬂ: hﬁg&fézolg.
DBRout i ng'lSlbiﬂeﬂy IléalDaRgulng ipgaleld isaing 8z be endriited, shGOSKIP modile 2021 sendss it

I nt i pformat.i on 242 are .fil make list 2431 whi ch

C {Gen” aolisrbnmehe Broperfic oL forkimnhGion, ith SRk S Ehitkest uttaicaier™ o
98/ 40992 204 in SK[Pm ule 2021 serves to authentxcatea session and encryp! tor/dec: rf;%_ / 04522
Details of Access Filter 203: FIG 20 1s a blo | agra
archi t ect Lneevesamemrfyparanddemt mfdmenorﬂma séssion fhevel. nﬁbﬁnmthexﬁ:calmrshmim in

FIG 20, all of. the cogponenfs ,of access filter 203 other tha NI cards
2013 are |§RSIPHE #; %’BFX&&%‘“’%&%B’P{ tpty gupgper;gf ot ‘?’rﬂF@‘ﬁé SQ%’ runs 5

under the Mndows: MfipIdy IRAPCRRY dikhts that LR STPY AdfenfiGflioR and G PRRid

Cor por ati on
15 algonthms are set by IP filter module 2019 for outgoing packets based on SEND

parameters or are specified within incoming packets.

SKIP module 2021 maintains enough state information for each other site that it talks to
so that it can maintain high-speed operation for most SKIP-type packets. Packets are
20 sometimes 'parked’ while additional processing (shared secret and temporary key
calculation) is performed. 'skipd' module 2037 in user space 2003 performs this extra

processing.

IP Filter 2019: The IP filter operates on a set of rules that the rules compiler, a
25 component of database service 2029, makes from the access policies in access control
database 301. The basic functions of IP filter 2019 are to:
a.  Pass traffic up to the TCP/IP stack.
b. Block traffic — explicitly drop traffic for specific IP addresses and according to
special rules for emergency conditions.
30 c. Drop traffic ~ implicitly drop traffic that neither matches any rules nor is allowed
by any policies.
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The software conponents fall into two broad classes: those that run as
applications prograns at user |evel 2003 of the operating system and those
t hat runwex98ia®2ker nel | evel 2005 of the operating systemPOIUS§®mseal , t he
prograns that run at the kernel level do IP- |evel access checking and

encr ypt i ondand Pk afficcatathenthanfdieliver tfatfictotthéindicated destidation, Sehtelifto a
| evel do application- | evel access checking. Al so included in the

user- | evel conpRsAEheRPligatioNGs thegumentyachingnages access control database 301

From accect cor PRt apafre sl adiiof 1 Ghnk® potcrta! Bl hFARUCH "\ 1)

the kernel conpddedsbes todepal ose Wi th the user-|evel conponents related to
access control database 301, and will then deal with the conponents for 15
protSocol - | elvel Bassdesisions offitp pr_ipfiddissassed belaw) upnnrstablishing\e now sessionfer f ace

Cor 0 (4.5) 2 ARSRC PR s bR A s

confi gured. OnesessionstHat gheyete fallowed dyi pulietel arebyt thet VBN airmeligi feahfrest Wi de
area network (WAN) .2011, .or to a network connected to another access filter
203. Anot her i sdesefitedpsedeustior i nterface 2007 to all client conputers and a

third is c FQLLLY, f | Ldi.ng TCP/ I P
servi ces. ?ﬁﬁ%r@q?ggﬁghﬁéﬁgeﬁﬁaéﬁggg%gégﬁ?ﬁ)@ér @35 ?@X{tl)‘g{'i nt er posed
betmeen clients Rifles generatudbyxheé nidé sompilegy € may be only two NICs 2013, one
to WAN 2011 and the other to.,a LAN. There will be no need for the access

filter to be intSeupeand destingtjon Bf eddressapd portat access filter 203's |ocation

or if it is accept e f . lj | e access to all |ocal
i nformation res%&'&i&%h& Aflg&ﬁa‘iﬁf%ﬂgtspa@%&[@ﬁl ation tine, a shim
sof t war e nodul e Desired efdripibnR@t \wathenficatioh 64 Ol oﬁfgﬁabﬁetw ndowsNT br and
operating system (the NDIS and TDI S | evels). This causes all 63 WO

98/ 40992 PCT/ US98/ 04522

tr ic for particul ar C . ough SHI M 2017. In the
[ rr?)*f enment at iQﬂ',na’gf‘?nﬁ?ﬁ?ﬁ%&f@ﬁ*@#@%ﬁ?@gcoI s pass through SH M 2017,
whil e non-TCP/ I P protocol traffic goes directly fromthe NIC to the

appropriate other kernel nodules. SHI M 2017 invokes SKIP nodul e 2021 as
required to PhaxedsBireetoryr28: VI 204 uses 4 single aecesseanrobdatgbased0iabat:is Al | | P

network traf lf(c'l'p(f résﬁier?texﬂ Eacth%&) E\%?y M ﬁﬂgrdiﬂf v%rlsiong fof 8labase 301 ina given
access filter 203 are maintained in shared directory 2028. Shared directory 2028 also

20 contains each access filter 203's log files.

Private Connect Service (PCS) Module 2025: PCS module 2025 provides access
filter- to-access filter communications in VPN 201. All such communications go
through the PCS. The PCS has its own IP port number and its messages must be
25 encrypted. The particular functions carried out by means of PCS messages are:
. Distribution tree management;
. Distribution and synchronization of database 301;
. Retrieval and distribution of routing table 1721;
. Retrieval of Windows domain and user information;
30 . Network scanning;

’ Retrieval of log contents; and
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I ncom ng packet is not SKIP type, i.e., does not require the authentication
and decryption services perfornmed by SKIP, then SKIP nodul e 2021 passes it

to I P fiyodgugsdul e 2019. Simlarly, if an outgoi ng packepchfishiasi© be
encrypted, then SKIP nodul e 2021 sends it 10 directly to the proper

Nl C 2013 for transnissi W = k t henticator 2024 in
SKI P nodul e'ZOZ?Prgg#?fe%@%s%ﬁ{’ E%ﬁ |°Etgfgéa%§ @@%gﬁ%ﬁﬂgﬁg encryptor/declyptor
2022 serves to encrypt and decrypt information at a session |evel. Both
aut henti cati on and encrygtion/ decryption may be done with an arbitrary

nunber of otISDB Mavager 2027:18PB myrgerd)managesdatabaspdly IandtheR(ES atei ent s
t hat | KI R. . Aut-hent i gat | i on 415 i thnp. t
by 1P 111 ¢ ol SRR B caits B ARSE YO oot docers et nfiS Wil < o
aresspeci f i qge ¥éfiviire ubdiRTedDandP@liR!all tabhd ikt tROGHpied ofddthbaRRizpy ai NS enough

state information for each other site that it talks to so that it can
mai ntai n hi gh-speed operation for nost SKIP-type packets. Packets are 20

soneti mes 'parked whi addi tign [ iR ared s n npor ary
oy cal cul AoPSHYvies Mg HF CombEr0sa: 1 SE0R3 09 Brotcse A s J3hE
perforns t i Yo ks Radl HRE 2efTeopyrofidatdbase FHLR redeiRd!iff abédsk Blte0R®Y. aftes on a
set of rules that the rules conpiler, a 25 conponent of database

service 20MQ&WWIMEQWéSEB’FMMQEBZOmmam detabasecl 90GE) fdrase
301. The basi.c f ti P filt 0) : ) P ffi t
ShdOrGay 1 b agismacoss e i gensrite AL AL AfompaneRt T RBAEME 0n 1 | ¢
| P addr essegyand tﬁ&Rﬁfe‘td]ﬂpﬁelﬂ WIS pétlerdted @ifesfof uRE Wﬁ%ﬁﬂﬁi‘ﬂé £8m 30

C. Drop traffic - 1nplicitl'y drop traffic that neither ches any rul es
nor is all celestantyones pf thel MMEs 23064 The ni spetifi0Podurces, destinations, and port

i cat ed dBEReEEPT WheR pFatsif oy or el os Bk CplR tstandotna Bl ©
machi ne. e.and B?afa catioe (preprmadsl Gmplyt h@ﬂ?és%hﬁﬁbs‘incth]?m.poqﬁ%hﬁhﬂ y

i1l egal internal addresses to | egal” ones. 5 Pass deci si ons

of f1& o prj popefationcthe sdingeindhg Dibare invokes hysthe BB Servise wheneveo a niashifiedhi ch

access cont ol LAYt ARG helesd i 0300 Horh Bstelbéity dibRBEAJSY e S 1 ©

application program is used in special modes during the installation and bootstrapping

process.

20 Memory Mapped Files (MMFs)2301: As already explained, the MMFs 2301 are data
files generated by DB Service module 2029 and utilized by a number of other modules

in access filter 203. The files are designed to make the following operations as efficient

as possible:
. Map from user identification to user group(s);

25 . Map from information resource to information set(s);
. Find policies that are associated with user groups; and
. Find policies that are associated with information sets.

Components related to Authentication
30
Evaluator 2036: Evaluator 2036 is a set of DLLSs that are used by each proxy in proxies
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sessions that may be allowed by policies or by the VPN tunneling features
described previously. IP filter 2019 perforns these functions based on the

f ol | ow nyaoigsfsosaxat i on: 10 * Rul es generated by tPoxussbessgpnpil er;
* Source and destination |IP address and port; -* Encryption, or |ack
of it | fvides e followinp RS & Qn and

aut hentlca%(?%n gﬁg%‘?ggls%%m dl? ° %wm CBEHS Eég‘#{ls having to do with
Dat abase 301 ShRromptingrthetser ﬁ)rm‘tﬂﬁr in\tiahd 20 ibuue@hand 1demﬁlcm0m idsnatiofif r ol

dat abase 301 that is kept esi dent |n eachr, and, every ess filter 203. All

versions of* dat Qblpiringgut-pirband duformatiog, from th B‘hﬁﬁ?%ﬁaﬂ Aedl i n
shared director 5&9 % ared di rectory 2028 al so 20 contai ns each
access filter S 1og files. Private Connect Service (PCS) Mdul e 2025:

PCS5nodul e -2025qmmngldxe cedificste assdciated with theomerent Gser fiem SKHdyni cations in
VPN 201. Al t hr oygh The PCS has jts own |IP
port nunber® andiﬁ‘g“ﬁg’h}g ﬁ@?‘%o@ Le&e’é%raﬁfﬁseﬂwcmé’eﬁﬁ’rtlﬂ%ul ar
functions carrlggﬁq &é P.E 5SS nessages are: * Distribution tree
managenent ; * stribution ang synchroni zati on of database 301; *
Retrieval and dimplementingthe dfust/sensitiviey ¢mﬂmoﬁ§’ﬂa1r the pathlmeaacésavabthen‘wxw ndows
domai n and user |nformtion can

Retrieval of | oglewek éﬁﬂg%Wheth%"%F %0“’3 via epa%handlfso

PCT, U898/0452 y t,i

cutlfyst oms. sﬂ%eﬁﬁ&&%%ﬁﬁhbﬂ%l@%@ S e 0ds BitE: Bheesghe |
and the PCS aresédoe- (Thiese fundtiens are parférmeti ibg acopipeaemiof dadlastas 203 termed each
access filter 203._1t contains 5 the software used to read and
wite all tabl ethg ¥PNJBaRagef es of dat abase 301. DB Service and Rul es
Conpi | er 2029: DB Service 2029 produces NWF files 2301. It does so each
time a new copy of database 301 is received in access filter 203. It

utilizes thguflientitativasTéul Seiviked Usyr IdehBfiédtionqClien? (R TSIUIC)2039 laind2042i abase
190 7( 1) for ATS 2039 is the server in a client-server application that gathers and authenticates user
information. ATS 2039 runs on the computer upon which the other components of
access filter 203 are running. The client part is UIC 2041, which runs on Windows-based
clients. ATS 2039 and UIC 2041 are the mechanism by means of which access filter 203
obtains out-of-band authentication information. ATS 2039 and UIC 2041 communicate
20 by means of a session which is separate from the session being authenticated. ATS 2039
gathers and caches the authentication information it obtains from the UIC clients and
provides it to Evaluator 2046. The cached information from the clients includes
. Windows ID;
. Identity Certificates; and

25 . Authentication token ID's.

SKIPd 2037:

Most of SKIPd's functions are in support of SKIP 2021. Those functions include:

. Exchange of certificate information with other communications partners. This is
30 done through the use of the Certificate Discovery Protocol (CDP).

. Calculation of the Diffie-Hellman shared secret. This shared secret is key to the
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10 a given access filter 203(1) and generate the MVWs 2301. A
conponent of DB service 2029 is the Rule Conpiler, which generates rules
for use "8@9%98 9I P filter nodule fromrel evant ones of the MVEs 2301. The
rul es speci 8 sour ces, destinations, and port nunbers POF USRI %Pt 2access
Is allowed or denied. The, Rule |l er exists as both g DLL and an T
appl i cati on program t?ﬂf[at@i“rﬁfls}&gn &alcplation candake,a copsiderable ameunt@fml 15

operation, the rtﬂﬂ%. ﬁs&%dttgﬂis . a@é&r@ﬂﬂ% by the DB Service whenever a

nodi fi ed dat abase 'S received ITn actess filter 203(1) from nmaster
pol i cy manager 2ACdiculdbon of fiel transparokeypused taencrypt tisesdsdion. Thesd ladys aseifos dur i ng

the installation and boptstrappi ng process. 20 Menory Mapped Fil es
( MVFs) 2301: As aﬁreacgﬁwrﬂfm,“%”?@tﬁ?%m are data files generated by

DB gervi ce ,nodul - agﬁ%jdt L %JF.'B | Anaccess
fil ? er 203.. The ]?'ia?gigl%g’re esv}’lg#ggﬂ?%%rr@%%e oé F@‘ﬁ%g" E)H&Ca%ruaaﬁ% Bdnrgh) as
efficient as posfer Bein user identilemtidon. om user identification to user group(s);
25 ) Map frominformation resource to information set(s); *

Find policies that are associated with user groups; and * Find policies
that are aﬁ%geggﬁ with information sets. Conponents related to

Aut hent i cat’i on val uat or 2036: Evaluator 2036 is a set of DLLs that are

used by eacAs gf@i%siywtameﬂ,es pﬁ&g is sYfwa@/id ERE2203 that intercepts traffic for a
PCT/ US98/ 04522 2031. Eval uator 2036 provides the follow ng functions to the

prd®i es: * partiquiaspsetosgl. The p{@@ﬁundsvs?mds' theprotogolshatdt isintstreptinig angdrran

D et Tt cation | Cone* o e 7 DATH
i or ot | or 8, e AR reauired BB Sl the Mboudles 1pliE ALESER'dnRY 16"
Obt ai ni ng  tdiehepfitate the Gsdr froatthe Meshged thlt bid beidg erehangell dutigrthd seastodkKARD; *

Readi ng the MVFs 2301 and determ ning whether the access policies permt
the user t Pfdbe psexieshut SMER, recsive magsages on pasts athenthan ghe standard ports for

ot udi g dBelf ariigtah Sihe 28 Buktedrbiinh Holpdges BHEF R Uitel spbidRbMR G (O
15 standard port to its non-standard port. The proxy provides the information it has
obtained from the session to evaluator 2036 to decide whether the user has access to the
information resource. If the user does have access, access filter 203 forwards the
incoming messages to the server to which they are addressed and the messages are
processed further in the server by the service for the protocol. In the following, each of
20 the protocols employed in a preferred embodiment is discussed; of course, other

embodiments may include proxies for other protocols.

Pr_ipf: The majority of network traffic occurs over a small number of protocols for
which there are proxies in access filter 203. However, even where there is no proxy, an
25 access decision must be made. In some cases, the decision can be made at the kernel
level by IP filter 2019; when it cannot be, IP filter 2019 provides the traffic to pr_ipf,
which obtains whatever information relative to user identification and information
resources it can from the traffic and passes the information to evaluator 2036 to
determine whether access should be granted. Pr_ipf'is not truly a proxy, since it only
30 makes an access determination for IP filter 2019 and does not pass any traffic to standard

protocol software.
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10 what encryption and authentication is needed and which
access filter is nearest the server. These functions are perfornmed by a
conponemvoods/4ayel uat or 2036 terned the VPN nanager. Aut herrGToedososs23 ool
Service /User ldentification Cient (ATS/U C) 2039 and 2041: 15 ATS

2039 is th [ ' ' ' ' :
aut hont i carEXPosre FTPCpeey FHASCTERp TpRkel 1 30 P trallhe Bloto@ing, iy
t he ot her cpemntenbolinéntafVED201] lateess @iBokis enly enforceg. to Theacountfogoajt i s

Ul C 2041, i ¢h ryns on W ndows-based clie . ATS. 2039 and U_C 2041 are
The aoaiant Stalily othes pabodmerts opiebllnto She Hp acsenc ek iring dh

t henti t4 i i 3 i : b
authenti ca F?Pldégn%'v\dglﬁ%*]et;‘tge?}_ﬁoga &eﬁ%ﬁxﬁ@& ﬁ%@e}'aﬁﬁtﬁc t bein y

nmeans of a session epar at e i ng aut hentiTat ed.
ATS 039 gaadeessed amiprovidésdhis irffernsation ¢o evaladton203i6rtd detenminerwhethevithemses fr om
the U C clignts and provi deshit to ,Eval uator 2046, The cached i nfornmation

from the clPelones o puses geaupwhose (Rempsiadmassceess the infprmation sets comespending . and

P et ons e AR TR e S sy ST

Exchange of in¢etidtions evithethé néep tivm taroospevifiedinthe BTPpooeavell cat i ons part ners.
This is 30 done through the use of the Certificate D scovery
Protocol (CDP). * Cal cul ation of the Diffie-Hell man shared secret. This

shayed secr tsSackRl : :
PCT%fJS%/ 04@?? oper a¥ iig%&g?n é%f E’lpt%’ gwgg&?%%%ﬁnoaﬁu%eaanndtpa %v%mgg%gulsa%r abl e
anmount of tin'Welnbrbwsers and suiind autahhatéd FTP elienss)) & ydufition,, FTP dataGednsfetsaitiliae of

the transport key used to encryp e sessiqn. These keys, last for a
period of ¢ F ASOBA, mﬁaﬂy&ﬁeaawi Tép session. This requiresa §pegi mifacsmew N

provi de cer }ij. f 9@5 ' 1180 dl A hig User
I denti ficat %H(?rgﬁﬁ”gox es&%@‘%d&?é\??‘é@“@@g@#ﬁ%ﬁ?’{%&)‘p? éogf)? i’iﬂge?ggﬁ war e
in filter 2¢hatitlkBbuldallewdkepiesonrd sdfsgibg. for a 10 particul ar protocol.
Thelgor oxy 'understands' the protocol that it is intercepting and can

HTTP: The HTTP proxy is built from the source code for the public domain CERN
implementation of HTTP and contains all of its caching logic. The proxy uses evaluator
2036 to check each access to a URL. No in-band authentications are performed with
HTTP.

20
Telnet: The Telnet resource is only controlled to the server level due to the non-
standardized nature of Telnet logins. The Telnet proxy is only used in order to provide

additional in-band authentications. It is the simplest of the true proxies.

25 NNTP: The NNTP (Network News Transfer Protocol) is used to control both news
feed and news reading operations. During the feed operation, the NNTP proxy watches
for uuencoded messages. These are binary messages that have been translated into ASCIT
text for the purposes of transmission. Such messages are often broken up into multi-part
messages to keep them to a reasonable size. The NNTP proxy caches all parts of binary

30 messages. For each such message, if that message is the last part that will complete a

multi-part message, then the entire multi-part message is assembled and anti-virus 2033
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obtain the information required to identify the resources being accessed
and/or to authenticate the user fromthe nessages that are bei ng exchanged
during t Lon. Al of the proxies but SMIP receive ports
ot her th\gﬁgéﬁgﬁgt andard ports for their protocol, with tﬂgéf@g%‘?%r )
redirecting nessages using a,giyen protocol fromits 15 st andar d
port to it &heeks-iks ahmvsmﬁrémﬂ?g Brese detal below. dhring the, nawes reading has
obt ai ned fr, ' St8ctBy & Hat 1dgei er has
accoss to R, RS S riieaB ) Rl gl el RE L GHINRRIRS SARET o
filter 20320086 isused to determine ifithgcureens agpe mayactdse thearewargréup. whi ch they are
addressed and the nessages are processed further in the server by the
service for the protocol. In the follow ng, each of 20 t he protocols

enpkoyed i er }?Rm&q ' i : eﬁl%“rd e %

enbgdi ment ?‘%‘a&hlﬂ;noél% € proxi Eiﬁ?%’ﬁ h&“ﬁe@%gﬁgﬁ?ﬁ{ rl %fs gﬁ’%ta?rgri ty of
net wor k t r girbtested atrthié server dovelony'The real aaliorprofocontiligend standard POPsackdter e are
proxies in access filter 203. However, even where there_ is ng B{ggx , an 25

access deciconpestipnde egrabliph dsession, butiben uses & refuse URchpaned Aswith e at

t he ker nel . | Il 6 égt% j g&hﬁ o 9
provi des t ﬁéazé‘?g}of | 8kfg£§pdrn|tlgfe,ré | c%@%?%?%gsﬁ@\ﬂ tevtg(r&tlon déédr%%t(fgpnﬁ?%l ative
to user ideMpithatahe reruraliP chahoeliwdliovvedr esources it can fromthe traffic
and passes the information to eval uator 2036 to determ ne whet her access
shd@ d be granted. Pr ipf is not truly a proxy, since it only 30

makes an a . ) ' : | 1 ny
traffic to's andg?%ee%m@gﬁ go m’%@g{féﬂé‘gﬁ{o&@[&g‘gﬁj@ggﬁ difér ;ﬁ’&ﬁésiﬂ
PCT/ US98/ 04hz¢the TEP Filbe's fpFokybrulesyaré aschised td CEYited: frafficets tHeoSMIPeprbky.€
Transfer Protocol. In a present enbodi nent of VPN 201, access control is

only enf or (Wheress the,etherrexiat ligenoepbagon-gerdard pertohe SM i prsery listensson thec ess
Ry e Contgolies L 8Fuld ey ST, Y SnsPHEITY T KRRV B0E1 1 07 O

t he protoco erm nes e server a accoun

acasssed arndfiprane/i dhe atdesspoliciesinditalsase 801 fivsd explicitly 2036 thivastesser mi ne
whet her the user belongs to a user group whose nenbers may access the
i nformati on sets corresponding to the account. The proxy further handl es

t he in-ban eat i | ' . b1 £l K i ' - r that
are speci fiqké'gi'ﬁlﬂr?;i hquii‘gpgruo%o%g?ﬁ%gwfb%ﬁ@%?ﬁ#%%g%é@gcoml ex
protocol, idovedlyadscthe GhthaMap 3o/aiapplenant fhesdowrdoaded appletssitempts to make a

connection back to a socket of the access filter 203 that has report manager 209. IP

20 filter 2019 of local access filter 203(I) intercepts the attempt to make the connection and
provides it to the IntraMap proxy on local access filter 103(I) The proxy responds to
queries from the applet by finding the answers in the local copy of database 301.and
returning the answers to the applet, with all answers being filtered to reflect the user’s
access rights. The IntraMap proxy is not a true proxy in that the entire connection is

25 always completely serviced by the instance of the IntraMap proxy that intercepts the

connection.

Anti-Virus Module 2033

Anti-virus module 2033 in a preferred embodiment is a set of DLLs provided by Trend
30 Micro Devices, Inc., Cupertino, CA. In other embodiments, anti-virus modules from

other sources may be used. Anti-Virus module 2033 checks all data entering VPN 201
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in Wb browsers and sone automated FTP clients). In addition, FTP data
transfers utilize a second, dynam cally determ ned TCP session. This

requi rewaogpmms2 al i nterface between the FTP proxy and | PPERAUSEN0422219 SO
that the FTP proxy can indicate to IP filter 2019 that it should allow the

second sesfirGirusdd IOFRer thlprovidd thefisexivith Seedbidkion the PrdgiessoF Wieteanzfgde for
the public domain CERN i npl enentation of HTTP and contains all of its

cachi ng | ogidto prexenptheyuserss glient program Sionptimingront,the datadn ttansferedto the a URL.

No i n-band aut henticatj [ rf.ormed with TP, . 20 Tel net.. The, Tel net
resource i g‘“’&h?’iﬁé 8§$‘F83€@‘8%?‘§°@ﬁ%§ ‘gté’rvg?‘l’?‘é%ﬁga&ﬁ%d %’5 Wﬁ%ﬁ‘-"g' The

st andar di zpgt paftidncofthe AglaNRéweg i8Rt SR tol letibntRmEK ¥tdrSviRiS chedkipdsi N
order to provide additional in-band authentications. It is the sinplest of

theStrue promplete. A5 soon as the\lgsiportion isviuTthe tempaovankiilrethe temporarefiledsot ocol )

s used to gcontral both fe ng., ne reading_onef ations. rkng the
feed oper afﬁ?i%,eé ?We%ggﬁws&gf‘%h&ecfegf ﬂﬁJﬁW&’Sggo&ﬁé% é%@éss"?en%]?e & are
bi nary nesgrgeJIf & Ginls iffooad RBathe framdéras ssbried! On Apfeséntietbodintnt,theusunr poses
of transm ssion. Such nessages are_often_ broken up into nulti-part mnessages

to keep t hismotified of afailed Honsmission Ifap admigistraor dirg se spesified.can aleshmay bef
bi nary 30 ne For each such nessage, if that nessage is the
e to g FREBERor

| ast part e a multi-part nmessage, then the entire

mukpi - part nessage is assenbl ed and anti-virus 2033 69 WO 98/ 40992
PCT/ US98/ 04522 checks it for viruses as described in nore detail bel ow
Duri ng t heLaownshybogjiAdertanst Repants 2027cess is protected to the news group

l evel . As [n other proxies, eyaluator 203G is used.to determine if the
current uséﬂeﬁﬁy‘pgﬁ&%%@ﬁé“ﬂ‘éa%pﬂ%m‘p%f?"qbwmgE’“ﬁé"éﬁs' Audi 0: The Real Audio
proxy allows clijQghéh L QoAGERIRe Mdll seqidhée SEixAIPtaskPihafiRePpRESEARH at the
server level only. The real audio protocol utilizes a standard TCP socket

connecti on to esceass fiter 203swhern WRN 20s establishedes a return UP channel . As

Wi FTP, the real audy xy h an_ interface.to. | P.filter 2019 that
peﬁ its it to i ﬁﬁgéétagbﬁ%% #?Y‘&%ra 536%@‘ "gf}o&% PP UP channel is
al l owed. 1Q Alerts — a standalone program that watches all of the NT logs, looking for alert
conditions specified in database 301. The method by which an alert is delivered
is specified using the GUI for defining alerts.

. Reports — a subset of the logs are forwarded to a special report log, concentrated

M 1%

20 into a database and later forwarded to Report Manager 209.

Administrative Graphical User Interface 1915
The GUI may run on access filter 203 or on any computer ha\}ing a 32-bit Windows
brand operating system that is attached to access filter 203. Whether the GUI runs on
25 access filter 203 or on an attached system, it utilizes ISDB MANAGER 2027 to read
from and write to a working copy 1903 of access control database 301. All necessary
modifications to access control database 301 are made through GUI 1915. An ‘apply’
operation in the GUI is sent as a signal to PCS 2025, which responds to the signal by
starting the previously-described distribution and synchronization operation.
30
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SMIP: The SMIP (Sinple Mail Transfer Protocol) differs fromthe other
proxies in that the IP Filter's proxy rules are not used to redirect

traffic P proxy. \Wereas the other proxies |isten.
WO $d9oaM %T{@Bf@g}z and

non-standard port, the SMIP proxy listens on the standard po
then makes jts.o connecgjons . to e st ar .S serve 5
sof t war e. ﬁéaé{eﬁegma’gf?c%%'ﬁ*‘r?“d’??&ﬁﬁ‘é?ﬁgmﬁ%ﬂ%xﬁﬁﬁ %%y allow this
access. | ntmahbfliowikeme end'®ind ehaypionamhpie oBRIGT Pwilt tkbee:!pmﬂe%gggetaﬁ.epor t

manager 209 downl oads the IntraMap Java applet and the downl oa appl et
attenpts t onnthktexample ricoamenSFawhosePGisequipped withtSKIP4s aecessing 4 SKIP-203

that h t 209 1P 2 i ter 2019 of |ocal

i1 er 203 FRPRS BREAPL MoK 8% BHYPN 91 o WG TonmBr SISCYRAR HRED BFEORA s | 1

to tshe | nt raRp20T, Gk WadRet G 83 d6.8664H aédeld Blter14b3(3) sﬂ%ea&&ﬁiaﬁlaﬁﬁﬁoms to
e

u
queries fromthe apS_IIet by finding the answers in'th ocal copy of
dat abase 30encryption, dlege,rit will beassumed shatthe gyperaf eapryption being hsedlbly raamerer s

being filte to.reflect.the yser.s, access .r.ights. The trava roxy is
not a true %% ai%lﬁ‘{f?aq ﬁgﬁﬁi%’%@ﬁ Hﬁ?ft‘Y’Bl}?g 1Q acfgss S Web page R_gﬁé"er
conpl et el y 4r thitdsl a Bnsitivity leRellcPTeeerét?. SinGe Whht i8 bBiRg RECRSIedlOa Wb agk CEPL S
the connection. Anti-Virus Mdule 2033 Anti-virus nbdule 2033 1 na

preferred evppmer $5ris using theJET TR proaot fogits session with the HTB gervice on servercr o

Devjces, In ertino .4l n oth enmbadi anti-viru dul es from
ot her sour c‘gg7'rrao§8‘8% r?@éﬁﬁnme-a\?f’?sﬁgﬁﬁﬁ it 16%%5%68@ SEIVEr %%fg"eeﬂ‘ut ering
VPN 201 70 pa&%zm?% all provided with thej i ' :
PCT/ US98/ 045_m' for vi rusesfw‘iu‘r‘i= orp(li%‘;l ?omproﬂrggqt%ueb ﬁéag?pl\}\nv%tﬁk?yeseéﬁgck on
t he progr eswinihumiroames 393 also hasithe sentificate and puhlicikey forsaccessditter 40348y ®m f r om
timng out, _the.data is transferred tp th ' .and ig, copi at .the sane
time into a™ .to‘?}ﬁﬁﬁf tfnﬁs%geaz%rdsefvggs ’\l}fm a&ﬁé@ﬁﬁ]‘g ?ccﬁﬁfég*t%fs‘{b:;gﬂm 6‘?? of the
data, howevertifidate 448 publiR/Key Fo? rédifer 3b3 (¥ loblalhis tleniisiny thy Uéﬁﬁcﬁié%i&tkd%ry’h s 5

e

conplete. As soon as the last portionis in the tenporary file,
t eg%or ary fProtocob); dlasesss Blters203,in MPNE201 have oo canl getsach otherstipuldictkeys andhe

i nd t he. t i { i t..|f Vi i f t th
Tanstor i othe pRflickabtol Serheifin VIR 20P it b& Baniond Biek SKIB, Wagiianalfy, ghd ",
failed tranggkasiten 205 in WPN20Midiwd théiosddRases DOalb6IaRE bihSFaccasl Mefy o3y be
sent to the admnistrator. 10

and servers in VPN 201 g

20 All of the messages which are sent and received as part of the HTTP session between
roamer 503 and server 407 are encrypted and authenticated by SKIP. FIG. 22 shows the
form taken by such a SKIP message 2201. The SKIP message is made by SKIP software
on the system which is the source of the SKIP message. SKIP message 2201 shown here

is from roamer 503. Its main components are:

25
Outer IP header 2203: Outer IP header 2203 is used to deliver the SKIP message to
access filter 403(3). Contained in outer IP header 2203 are a source IP address 2209 for
roamer 503 and a destination IP address 2206 for access filter 403(3). Destination
address 2206 used by roamer 503 was set to specify access filter 403(3) when roamer
30 503 was set up to access VPN 201. Source IP address 2209 may be dynamically

assigned to roamer 503 by the Internet service provider that roamer 503 uses to connect
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Launch, Log, Alert and Reports 2027 The conponents of this nodul e perform

the followi ng functions: * Launch - controls the initial sequence of
st art up waeddoaohat t akes place on an access filter 203 wheoribs@iiz i s
est abl i shed. 15 * Logs - a DLL that provides a standardi zed

| 0ggi ng i N{EIk&AHi& 121. OuterAP Bdder 2268 firMBAHRNA PMeShEtYpB T Hefd 08l | of
the NT | ogs, |ooking for alert conditions specified n"database 301. The

met hod by whichrspecifies that thesnessagee:a SKIP messagei f i ed using the GU for
defining alerts. . Reports - a subset of the logs are forwarded to a
special report |og, concentrated 20 Into a database and | ater
forwarded SKIRader 2405a8KIP Bédfer 2205 contdihs b infemiatiaphéedal td/assyptrsianf ace

1915 The QU may run on access filter 203 or on any conputer having a

32-Bit W nimessager 230 when ity regeiveds t SKIPheadar 2285 pamm@a at leastcacdestindtiont er

203. Wet her, C |ter, 203,.0r on an attached
system it - ?%&W%@W&M%%%g’ f‘ﬁ%ae*f‘ﬁtm%&e Fate, that 15, al?r ki ng
copy 1903 @brti%esR¥r &URLY filter 403 @Y AR 1R dourls Nsm(zgi»@ ahd/ solield MIa®y 2075 1O
access control database 301 are nade through GUI "1915. An ' apply' operation

in the QU fossthesourceds ecruﬁ@malthatcs, Ithzscaﬁﬂea,te fdruromeremsonh additiomSKIPgnal by
3:32; ;![ ingnt G‘P 50 u%){ deMcrL s forI t?)t raigonthm usc(;i 90 ggzﬂgrg{cgm %txrlxgsgage
PCI6 US98/ 04k m@m@ @ﬁﬂh&@&@&f@&b@&%:&&@&ﬁcﬁdﬁﬁm&%ﬁ IGS. 5

and 22 In the follow ng, the end-to-end encryption exanple of FIG wil |
be expl ai n@d welil aeamencrymdttmsp@kkeupftu dearyptingrthe 8eBaga (e 2223)i andequi pped
with SKIP i ce n | P: ui Sel yier 407 side a site on VPN
201. Wen r‘%ﬁ‘ﬁ@fe i@é‘@é?‘eﬁ‘”ﬁbﬂa ‘g@’c‘g?gpﬁ € transporyRY- 001, it was set up
to do so via access filter 403(3) using a particular type of encryption.

Here, it wll be assuned that the type of encryption being used by roaner
503 has a tAuthentieatidn béader 321 bt Authentication h&alder 20Jd rcontairisesMAC @message a \\eb

407 tha t ty S
D8 O o ot i) 271 i o el e M mbrrensetiod oL |5
session wi tu? {mm@r 28 wRklis o8 &%Eéé%te}QOBO)tf verifPthrat Tx{éhﬂé‘ssage%wd 503,

t he access ters 203 in VPN 2 and server’ 407 dre
without tampering.

Encrypted payload 2227: Encrypted payload 2227 contains the encrypted message

20 which roamer 503 is sending to server 407, including IP header 2331 for that message
and encrypted message 2229. IP header 2331 has the IP address for server 407 and the
port number for the HTTP protocol service. Encrypted payload 2227 can be decrypted
by using Kp 2223 with the decryption algorithm specified by CRYPT ALG 2225.

25 Handling SKIP Message 2201
SKIP message 2201 arrives on Internet interface 2011 of access filter 403(3).
Processing of the message begins at the SHIM level in kernel 2005, SHIM 2017 sends
all incoming traffic to SKIP 2021, which in turn recognizes from MT field 2208 that the
message is a SKIP message. To decrypt and authenticate the message, SKIP needs to
30 decryptKp, and to do that it provides SNSID 2219, SMKID 2217, DNSID 2215, and
DMKID 2213 to SKIPd 2037, which uses the IDs to retrieve the certificates for roamer
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equi pped with SKIP, they are all provided with their own public and private
keys. At a mninmum roanmer 503 also has the certificate and public key for
access f 3(3) to which it directs nessages for ser al to
VPN 201; w&c@é‘gé&fl |ter 403(3) has the certificate and b}{%@ﬁwbéj)&é@: roamer

403 (or obtains them usin Certificate Discovery 15 Pr ot ocol ) ;
all access %8 IW@Wﬁﬂtqﬁg%Elg?M I%@\9‘(—:2037 scaticate caghe, Ig?ﬁéﬁ@“‘ﬁm‘?‘c keys

and the pul{héfg 6063 2097 ue et priBNo 2Ly B BbrriBb e THE RGHaboh I BlE P

Addi ti onal | access | I'ters 203 in VPN 201 knows
all of the catﬁfeatemdmsxsédtbgﬁhsvﬁmmﬁhar%@ sipnivafelkey 6d crea@ a shared Al |

BfettmEZn”fés o v, i e”E&%%é%&kﬁaSWiﬁmZﬁimﬁma 8P S P
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[« ade by SR Sopy ARpaR SRp] ST Euy ey M ARARE st or M P70

message. Skhéysagess sigee 9 edmp.itmwn fakesa sxgmﬁcmﬂanmaneof 8. Nexg aMIAC is
conponents are: 25 ter | P header 2203; .Qut.er @B&der 2203 is_used to

del i ver t hecomputed gutire Fpeeiy Mqaﬂéweiéq’(@)sed Mﬂﬁ‘e@ Land MAC | p

T‘Eaiﬁériig?’é%?z?%ﬁ%@ﬁ‘é’é L S i R

roaner 503 cass thekey Ekppeusadytoatecrypts efarypted pdjl&(d%}ZZﬂerenmmhe ofiginal
503 was set up to_access e | P address 2

dynidhi cal | ynassagefem rpam%gégezg?}wts@m ad 77745 then RIeY: ?@@r@%w 4819t hat
roanmer 503 VR %gt(lf)

PCT/ US98/ 04@?‘??@“ F%t er ngo t%%siomcé/]?ear(%ﬁéég, hea anog%%%d?ra edr p%r(t)ﬁ %Penrs a
message typef IPVigader 2231. 20D nils déniesmecess) H’sﬁkéraﬁowffellm amgheri ralecandKl P

message. SKI P header 2205 SKI P headey 2205 c ntains the informtion needed
to decrypt refirgotsthe unencrypted Jaessageto W’?@ﬂ@g 22 Bt and RMKIBRI2D7 te theer 2205

Gost | nat i orP R0 R FEORS bRy, 1P i i dats A DASSIIGPLI TR Bl ol © 1 1°

40318), andMMEs 230irtodini$hdp@P indquestibrsour ce MKI D 2217 for the source s
certificate, that is, the certificate for roanmer 503. In addition, SKIP
header 2205 contains identifiers for the algorithmused to authenticate the

Tessage 10 processng MifindhdardR2 piedibal 166t B RF b1 B0bs Bl e bpRARY Ryt

message ( 225)
The HTTP proxy has in hand the IP address of the server, the port number of the service,

the URL for the Web page, the certificate belonging to the user of roamer 503, and the

20 encryption method used to encrypt the message. It will use evaluator 2036 to determine
the following from the MMF files 2301:
’ the user groups that the user represented by the certificate belongs to;
. the information sets that the Web page belongs to;
. whether there is an access policy that permits at least one of the user groups to
25 access at least one of the information sets; and
. whether the trust level of the message is at least equal to the sensitivity level of
the Web page.

Beginning with the first of these tasks, evaluator 2036 receives the NSID and MKID for
the certificate and uses the certificate matching criteria from the certificate with the
30 DBCertificatesByUserGroupFile to obtain the identifiers for the user groups the user

sending the message belongs to.
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as well as an encrypted transport key for decrypting the nessage (Kp 2223)
and an identifier 2224 for the algorithmused to decrypt the transport key.
Aut hent i watgsanosheader 2211: Aut henticati on header 2211 comrcaiuses/adsh\C
(message 15 aut henti cati on code) 2221, which is conputed according

to the MACHAtdd3u36! &%}hhﬁrfek% ihforib@dsetLBPtaling the addtedd e derdtr CESS

filter 403(3) to verify that the nessage arrived w thout tanpering.
Encrypt ed pthyporanubér of tHerservigs; antl the J/RIafbr 282 Web page amdusimgthe 1P radddess!

message 20 i ch amer. 503 is sending tq server 407, jncluding IP
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the I P addr brvith Mﬁ’ Heri R ol
servi ce. Eﬁcryﬁ{r@g%gﬁﬁgﬂ%ﬂ? caﬁﬁgmgée{grypte Ett)}§/ um%gmﬁpi);zﬂr%%gfh t he
decBypt i on prbudesit, land thedRI with tHeyDEResbiircIDByNameFilexo get the ideritifierifar e SKI P
Message 2201 SKI P, ssage_ 2201, arrives, o nternet jnterf .2011 of access
filter 403(%59“%92@?}??@? apdht °ﬁ€§e§ébfe‘39 sotge Yi‘ﬁ@“ﬁﬁﬁ?ﬂ%t&seﬁw ker nel
2005.  SHI Mig%ef»m theihforinBHeiinhd B Wb ﬁdgeﬁﬁbﬁgewl, whi ch in turn

recogni zes fromMI tield 2208 that the nessage is SKI P nessage. To
decrypt and authenticate the nessage, SKIP needs to 30 decr ypt Kp,

and to do th it .proxi des ,SNSI D 9 .SWKID 2217, I D 2215, and I D
3913 to oI iththe JBenietsin database 0T foithe yecrdieprr And Brmefien péte B 8t o
ro r 73 : : : :
et on o fuaffics Zod8 %%&eeggkﬁ"ﬁ%?ﬂﬁ6°3‘2°§3"‘¥"r88’?711‘ efher Shprs s ap access poliey v e
cache. |f awhiehtpetiitstanyiof thetuserhgroaps Sidt Rhe 286 7belemgs tohacoesiPapy of tho! to

fetch the certificate. The i&formati?n in the certificates is then used
t oget her wilinfpraatien sets that the Weh page belongs jo.1 [n sa-doing, it may pBly£ogsideratesecr et

al ue, whi cly.i ,&Eﬁ,q, Wﬁ{eg Sfg R t : : duce
;/vvou5 | &oPgst‘gir;%g eysﬂ?u?l p an Ep. SK osflgge&e ;ééﬁ%gﬁgﬂgﬂgfeg
secret for arsesufficientffor dheresewrse’gasensitivitydevelt sSThecDBRestircesFile lneps @ach

ign ficant, anount of.,tine. Next, MAC is co ted . for the entireg .received
e S g andnforRegase ieniet thAd GiRhe 259 EraRP IRRNIEh e 21 AGEWAORFS { hat
entire ”essiﬂeagag g&amameegetbf&wﬁg&g gﬁgggﬁgaz%gés&mmémhﬁ& in@icstes t e

key Ekp is use ecrypt encrypte to recover the original
10 nwhetherethé policy allems or d&xdes doeessy Eveldatoa0dGaseR e DBResmimcqsFidei ded

Host | nat | ortodeteminecta Sath OBB o fet ipdom that the Web page belongs to whether the
list of user groups for which there are access policies with regard to the information set
20 includes one of the user groups to which the user belongs. If there is an access policy for
any of the user groups that denies access, the evaluator indicates to the HT'TP proxy that
access is denied; if there is no access policy for any of the user groups that denies access
and at least one that allows access, the evaluator indicates to the proxy that access is
allowed; if there is no access policy of any kind for any of the user groups, the evaluator
25 determines if there is at least one certificate or token based user group that has an allow
policy for the resource. If so, and the requesting client has a UIC running, then the UIC
is contacted to ask the user for additional identity information; if additional identity
information comes back, the process described above is repeated. Otherwise, the
evaluator indicates to the HTTP proxy that access is denied.
30

Of course, evaluator 2036 will also deny access if the access request does not have a
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of I P header 2231. If no rule denies access, IP filter 2019 foll ows another
rule and redirects the unencrypted nessage together with SNSID 2219 and

SWKI D 2 e port for the HTTP proxy. IP filter 201
Hog o ke

DBSer vi C roxyPortFile of 15 MWFs 2301 to fin port in
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of the opetmtilﬁyﬁ gggﬂé%mwweﬁgatfﬂ?ﬂﬁ%%imzhaﬁaaelpﬂer PR3eoRtaias theor t he

server, tk@ng@,ﬁe 1T HER | Rfaé?ﬁlaﬁehg‘l?' Rev-Tol e
certificate be r}gi ng t%v{eﬁ?g'ges%?ﬁ\g%eq%%énsgr 503, and t eﬁ%g’ levhi"
encr ypt i onofithe mser idemtificatiorefromy PB Trhst AnthestieptiondFile varidl the trastclevd] ofitler 2036
to determne the fol]| opm.n r he fil 2301: t he user. groups
that the lﬁ’éﬁﬂ*’é’ﬂﬂ%?é?dmgﬂgbé‘em{.@é m%sgﬁﬁeg@ﬁ§§mg -has encxyptpqle]ghe.
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evel of UMeTSSERe e A€t S U, LRt SHRH A T oSl 1"
NSI D and '\ﬂﬁlnBtiﬁrﬁ& 1R of el WD ‘f)a#ét? rl]@tﬁﬂxgébzgﬁzﬁ RSesGRE DE TastTabIRRIE MiHidh

criteria fromthe certificate
DBCertifi ceffeetiviiyimpleents SEND table Gilit Ifthe trhst levbisrdre Sufficient| Bvaltudter 283& gr oups

t he user sendi ng tagarress e bel ongs aho. 4 WO 98/ 40992

PAf Usos/ ondisaterio thenrexy DBsthedseasy #ialewed.ne i nformati on sets by taking the
| P address of the server, the port nunber of the service, and the URL for
the Wb page and using the I P address with the DBServerl DByl PFile to

det er mi ne Ohee therprexy hdsaonfionédathatsaccéss id/¥atbedigered tdthepnformationresouréd h t he

DBSer vi cel DByPpr t.File to determ ne the service on the server that 5
provi des i $PecHied Ip the mR§sags, the PIoBY opRass AOEHAFRINTELS the %agﬁsm% the

enli ) SRR Wk SPYGe 0 SRPION i o M iRE Ml
theE the Vyellingaiyetobsllowngiee specifiei sebsiorh throujghy tsirice atiserwise cthisadeasien 3@uld or t he
DBRes oL oGBS boOBRBHTIE CHEMIBHN K Lbomy sThe ssseinlo BIPE I AAea
permts any Hidel foHRlontbBHP thel diRfyplibff nbsiel OCINRHEW delsiah ChRieh fhiOT the
example is that the session should be encrypted to the final access filter 403(5) and
should use encryption suitable for the data sensitivity level, which is secret. When IP filter
20 2019 encounters the new session, it finds that it matches the criteria specified by proxy
2031, so it passes the session to SKIP. Since encryption is needed for this session, the
message will be reencrypted. SKIP 2021 creates a SKIP message 2201 in the same
fashion as described above, except that: S
. Outer IP header 2203 for the message specifies access filter 403(3) as the source
25 of the message and access filter 403(5) as the destination;
. SKIP header 2205 has SNSID 2219 and SMKID 2217 for access filter 403(3)
and DNSID 2215 and DMKID 2213 for access filter 403(5), and the other values
in header 2205 are also those required by the fact that the source and destination
for the message are now access filter 403(3) and access filter 403(5);
30 ’ Encrypted payload 227 is the same as before (except that it has been encrypted
using a different key) and MAC 2221 is produced as required for entire new
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20 associated with access filter 403(3)’s message being processed. The source of the

message, access filter 403(3), is thereby recognized as an access filter 403 within VPN
201, so evaluator 2036 responds that the session should be allowed, for the reason that
it is a message already permitted by another access filter 403 within the same VPN 201.
This decision to allow the message is returned to the http proxy 2031. The evaluator
25 2036 will instruct http proxy 2031 on access filter 403(5) to allow any request that comes
over the same session, for the same reason. As the http request is processed, the proxy
will establish an outgoing connection to the http service on server 407, in the same

manner as the outgoing session was established on access filter 403(3).

30 ‘When the connection is initiated to server 407, evaluator 2036 looks up the IP address
of server 407 in the MMF file DBServerIDByIPFile to determine the identifier in
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10 i ndicates to the proxy that the access is allowed. Once the proxy
has confirnmed that access is to be allowed to the informati on resource

speci fied i nmessage, the proxy originates a new sessj to the actual
servi ce,‘q’wg’WP service on server 407. Proxy 2031 sendsk’glil@)ﬁ%%‘?‘é?z message
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destd nat i onwhish perferms:the ageess asthg YWebpage sequested by thegngssagecontainedda ther j | ¢ or
403(5); 30 . g
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301 so indicates, the proxy sends an alert when anti-virus software 2033

detects a virus. As new SKIP nessage 2201 is received at access filter
403(5), it § idha S Akt s ypt ed
as descri be ﬁﬁgt\?/fgeg’g{ @eé@ﬁteﬁ%%% g‘r’réggserrﬁelgeﬁgh?g% itH ﬂ%ﬁh@a@éfﬂx@d&rﬁ?ﬁ
by SKIP 2021 there, and forwarded to IP filter 2019. The message is found to match an
existing session so evaluation is not needed; it is forwarded directly to HITP proxy

20 2031. There it is checked for validity as an HTTP protocol reply message and

=4cD

retransmitted back to the originator of the HTTP session, which is access filter 403(3).
Checking by the anti-virus module 2033 is not done since the originator of this session
is known to be another access filter 403 in the VPN 201, as it is known that access filter
will do the checking if needed. The retransmission of the reply is again processed

25 through SKIP 2021 and encrypted as above, using the SKIP parameters required for an
exchange between access filter 403(3) and access filter 403(5).

When this reply message reaches access filter 403(3), precisely the same thing occurs,
that is, the message passes through SKIP 2021 and IP Filter 2019, to the http proxy
30 2031. There it is checked for validity as an HTTP protocol reply message, possibly
passed through the anti-virus module 2033 (if the message content type warrants it), and
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10 as descri bed above with regard to access filter 403(3), IP filter
2019 on access filter 403(5) recognizes that the nessage is destined for
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a nessage aCoeddyiopernmitted by another access filter 403 within the sane
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20 administrative policies which determine which user groups may administer objects in the

virtual private network. It is these administrative policies which permit easy delegation.

Administrators can employ the graphical user interfaces disclosed herein to administer
the access control data base. The clarity and ease of use of these graphical user
25 interfaces makes it easy to delegate administrative authority to non-specialists. When an
administrator makes a change in the access control data base, the change is first made
in the local copy of the data base for a given access filter and then propagated to the local
copies of the other access filters. The local copy of the access control database also
makes it possible to efficiently implement a graphical user interface to the virtual private
30 network which shows a user only those resources that belong information sets to which

the user groups to which the user belongs have access.
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10 whi ch perforns the access to the Wb page requested by the
nmessage contained in the payload. Having obtained the Web page, the HTTP
service Wﬁgﬁﬁ' %zreturn nessage with an | P header specifying roamer 503 as
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2201 as previously described. This SKIP nessage is directed to access
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message is found to match an exi sting session so evaluation is not needed;
it is forwdirstcascensdilier enconntersiby the rpayespoThe other agzessifilternbetween theaserhecked

for validit P ) retr mLte ack to

t he 5ori gi na%ﬁ@ﬁgfﬁlgﬂ#ﬁ%g‘égé 8&6 %?@ﬁ‘sei g@c‘%&&% rﬁ“le?lgﬁasfg‘ff‘g‘ﬂ 2*Bhecki ng
by the antimithéntieateddby endthés access diltedlOmd $f RCRad Npasotheiregiedt thfouphi S
session is known to be another access filter 403 in the VPN 201, as it is

known that Authenticationrafsessions by dhe ansessifiliers toearh othes dlas, both degreasesitheni ssi on

of the reply_is, agai [0 0 |P 2021 and, encrypted
as above, u%?%‘g‘tt#§°‘%ﬁfﬁ‘e§§§§§gﬂ’ é?esd qegﬁopggdylbﬁ?&gﬁﬁét%ﬁgﬁ Sg &tk Jﬁyaccess
filter 403(thiti3ddneeFegsholt the&irnkfplivate néfWork.t his reply nessage reaches
access filter 403(3), precisely the sane thing occurs, that is, the nessage

pasdes through SKIP 2021 and IP Filter 2019, to the http proxy 30

2031. There,it 15 checke or. validit s.an .HLTP pr col. 4 eply nessage,
possi bly paégé’_&n?%ﬁ%ﬂﬁogﬁ%mgsnwwg%go ﬁ%%‘tﬂeé“%gﬁi?ﬁl‘% tﬁ%@?ﬁﬂﬁ;"’eﬁo nt ent
type war r anfiffer ehdounfeféd b§dhe reqitbt Eeryfd Wddrequest after it has checked the access, and

PCT/ US98/ 04522 retransmtted back to the originator of the HTTP session,

whi ch is roheethes request thrqugh without depaypting ituntid thed

A PR tod
For t - abovelaporcoRss e SR Bl oAl (R B B e ek el BRBERERE B 130
50315 The r eRhiestRTeaE&I. IBoih a&ry‘spﬁ@ﬁiaﬁ@deo%?pﬁdhaﬂﬁﬁsﬁ@ﬁonmés the ainduft
aut henti cated and decrypted by SKIP, provided to the user's browser, and

di spl ayed feofenctyption and decrymtion anddistrivutes thecapsryptiomard fecayptinrthasis denenas
di scl osed t h | | o which the 10 Det ai | ed
Descri ptionﬁﬁh??éﬁﬁgé#ﬁégg‘ggﬁa%gsea%?e intly known to the devel opers of the

Another feature is that the access filter assigns a sensitivity level to an information set and

D

20 a trust level to a mode of identification of a user making a request and permits the access
only if the trust level is at least as great as the sensitivity level. In the preferred
embodiment, identification by Internet address is assigned a low trust level and
identification by cryptographic anthentication with an X.509 certificate is assigned a high
trust level. If the identification used by the user in making the request does not have a

25 trust level sufficient for the sensitivity level, the access filter can interactively request that
the user provide identification with a higher trust level,

The access filter also assigns trust levels to segments of the actual networks in virtual
private network 201 and to encryption algorithms. The access filter analyzes the trust
30 levels of the network segments between the user and the server that contains the

information item, and any of them is lower than the information item’s sensitivity, the
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access filters disclosed herein of constructing and using access filters

t hat overcone the scalability problens which prior-art prior-art access
filters WOS8MM%Rd for virtual private networks. The scal aliQIVUss/p4sedbl ens
are overcone by a number of features of the access filter disclosed herein.
Among  t hemaicesa filter regaitesthat thelsestiineaneryptudotitiper erckyptibh algorithm whekegat i on
of admnistrative authority a 1nistration _of a |ocal co of the

d
access conttrust leysl impatdeast ag éﬁsggé/n pImAROn dleREh sensitivity levelh B sesment
regard to jp, ré{xé %éﬂb%lgg&g%sfﬁ?&doﬂ &gtsné eJthgﬁgg{d%g \fieek QAT 1 ON

The access con es acc pol'i cies etermne which
user groupshessrvecdsessnovhavethe néquisitethstiesel] the fipstlacesss fibdraequifdsithitahe t hat

SN St 1 a(HSGROR BTG P T e oo RB AT FEPReE RBRSGA™ % B b goaieitt
0bJ €Cts | N iy bekd i kY @lckse B iblermmbis dfthd GRERASLILDASHE Al UG 1 C1 €5

whi ch permt easy del egati on. mnls ors can~enpl oy graphrcal user

i nterfaces filtes@ndthellabieaceess filter,aHefirst atoess filber itsel€ emciypto the sebsichptisingase. The
clarity and ease of usg of thes&ggr aphi cal user _25 i nt erfaces nakes

it easy to ePENYPHARAIZOHRM that has the fequisitedryst levely Bygequipiag palyithe ustyeneh an

adm ni strat 3 s nge is
First made Toefiply fordaidBARd oS BRERRT, BRAEAy SHE Be0dEthe biiRel BE 107 |
t heyo pr opagitesd checkinpetol whaalis sonplly Fequiret] ifor the hfbrmautioadtent by bernsittinglike | ocal
copy of the access_control database al,.so nakes it possihle to efficiently

i npi enent  PsEF s otien e mars trusiwarthy identification apd (using| encryption 4o ppgrade the

net wor k whi esaur als At | on
et to wni APt ol E Fenbit df e\ For LGRS s oMy MR 7
WO 98/ 4099 Zcompromising security. It should be noted that in other embodiments, the first access

PCT/ US98/ 04522 Anot her feature of the access filter which contributes to
scal abi | i t yiilter mapengsypt; thg sessiopas raquired Jor the;server,i prowdipng of ¢gprsg thaj the

t kt ' | filt
Can 0.t i CHeBERon TS (e 3pNR! BAmcRnERt M Loyl B R lE “Crce. at he

first access filter encountered by the request. The other access filters
bet ween t he_user and the_ informatjion_ item need only detern ne

= [
whet her  t heWhilgthe DatgiledDescription bas disclpsed the bastanods praseatly knowa ta dhe
filter, i f. . . ] - : .
by the. acoelsyelopfrs SFnpi@ARink U6, 13 Rburep iCW be iibledGlly BN 1 thoggos! one
access checdkilhegl inhthe anseelating treadcessfilters tiot dhy humbert cfothédrdmplenentatiohecki ng

that is done thro out the virtua | yate negwork.
%0 whic emggc;]y tge pring‘lples em oAiecP 1rn tKe access élter dll(sclosed herein are possible.

For example, as pointed out in the Detailed Description, an access filter with the above

features may be implemented as an application running under an operating system, as a
component of an operating system, and/or as a component of a router. Since an
unlimited number of other embodiments of the principles disclosed herein are possible,

25 the Detailed Description is to be regarded as being in all respects exemplary and not
restrictive and the breadth of the invention disclosed herein is to be determined not from
the Detailed Description, but rather from the claims as interpreted with the full breadth
permitted by the patent laws.

30
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10 Authentication also permts encryption to be done in the sane fashion:
the first access filter encountgagePi.siHg d.paLgst encrypts the request

after it cked the access, access fil t he
encr ypt e‘&aﬁggg%gt t hr ough wthouUlﬁﬂngwl‘Eﬂl Eﬁg@§ﬁ2@§22 :
filter before the server that co

t until the €ss

€ a item being accessed by the
15 What isdaimed st 5ched. Doi ng encryption and decryption in this
fashi on reduces the anount of encryption and decryption and distributes the
encryption and decryption that is done in the same fashion as with access
checki ng. 1.Anot Aaradcesst filtes that administese ohjestssivcludinges phusality rof infosmation i vity
| evel to an information set and 20 . a.trust |ev t Q a,.node of
i dentii f i c‘&ﬁ?‘&iﬁewﬁ% §8F afiEe85 Ay, ser 40, AR Iyformation [esppsee ‘ﬁ?& PﬁE‘éB@’s only if
t hegtrusthl¥sdss ffedoni?Rimk: @S great as the sensitivity level. In the
preferred errboéi‘s ment , iﬂggn Ification by Internet address is assigned a | ow
trust |evel ansccesssountrol infarmatiomincludingt ogr aphi ¢ aut hentication with an

X. 509 certificate is gssigned.a high.trust level. If .the identi.ficgation
Used by the usafcest PRliet iormation duchuling gBe.or qaere explicit, asasss policies that oy

| evel Sumeﬁbﬁgg ggiga h&@ﬁnﬁﬁﬂ%&éowéeu vﬁxﬁkeﬁﬁen . Pacobds th@hd Can

I nteractive st that the user provide I catiton wth a higher
trust |evel. Thdmmisteive polityeinfaxinatiombsluging dneust mbrevexplicit adminiptmtive of t he

actual netwqrks i i r.t ual ri e network 201,and toQ.encryption

ST ¢ hapliciey bar detgrming Hhledf whlhes 2 e Tk edipidor sy oech. *Pevel's of the
t k k

network segme ”Bﬁa&@ésgﬁgﬁvyéhg?(efﬁgf&h I?ésﬁ.ﬂrdgggor agﬁﬁg%{ lp{}@ﬁéer ?&Qéc’é s Wresfce

information item an e Information 1tenls
sensi t i vibyyengihye tHGrequestiD tB8 Ack@SHpblicy does not permit the access; and

Chotvot on-af ook FeTRBTHYE POk B e Fhptd R SR e it | " ="
i nf or mat kﬂ@oﬁjgﬁ[ﬂtysdeﬁﬁag e r\égﬁe)ét ifﬂgeeidmhhgtrﬁihvg%Pg@é{ﬁoﬁ%i’@&ﬁiﬁttﬂ@réﬁaﬁﬁﬁ. and the

first access er or-a segment between t acces ter t he
serdser does not have the requisite trust level, the first access filter

requires that e 5 user .or, server encrypt the session with an
encryptidn al gé'?‘Ftaﬁ?Fﬁﬁlé?rsﬁ'aéni’H’é%Ll ¥ trust value before it will
al l ow access; e césy poRdy Ridrmefior ARNSAFERALS W38 WBRTCh ihidrmbtidE GRS S
filter and the last access filter, the first access filter itself encrypts

t he session usithecceess policy gheckenengliays thetuseniddntification informatiorto atheaticatest
for an information

HCRg N T AR R N ey
20
3. The access filter set forth in claim 1 wherein:
the user employs a client to request access to the information resource;
the client includes a browser which displays a list of information resources
accessible to the user according to the access policy; and
25 the access policy checker uses the access policy to determine which information

resources are on the list for the browser.

4 The access filter set forth in claim 1 wherein:
the request may be a request to modify the object.
30

5. The access filter set forth in claim 1 wherein:
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10 access checking to what is actually required for the information
item by permtting the user to offer a nore trustworthy identification and
usi ng enwi048t40982 t 0 upgrade the trustworthiness of a segnPOINIE9I8NIs2
network, the access filter provides flexibility w thout conprom sing -
security. It siiidhube mey} Belatragiest t RloliEy acrelationshiybétweki ¢hd bbjeét ARCESS
filter may encrypt the session as required for the server, providing of
cour se t l#apthenebjeet. encryption for the server is sufficient for the
trust level of the resource. While the Detail ed Description has disclosed

t he best node presently known to the devel opers of inplenenting the above
features,s it WThe abéess BitexSetforth/in 2afAn avtierdi; t hose skilled in the arts
relating to access filters that any nunber of other, inplenentations 20

whi &h enbody tmbemumﬂwévgaerﬁwwtédmmfyttheamgtmmlwfm@mma her ei n
are possi ble. For exanple, as pointed out in the Detail ed Description, an
access filter with the above features may be inplenented as an application
runni ng under IFheQResss HitetsebRiiEiManp6f claifr@MAARIZh GOkhétdinoper ati ng system
and/ or as a conponent of a router. Since an unlimted nunber of other
enbodi ment s of theebjpetiinan pecess poliey| osed herein are possible, 25 t he
Detail ed Description is to be regarded as being in all respects exenplary
and not restrictive and the breadth of the invention disclosed hereinis to
be 1det er §.ned roje akcagltBeseDeirei inadPes il tfoughwhekier from the cl ains
as interpreted with the filll breadth permtted by the patent |aws. 30

82 The cl ai ms dbk¢ pegessjcenteo! information defines user subsets afthemsers and informations s

filter thaf is l.oyed in a conputed system the conputer system being
capabl e &Pgﬁ’%gfﬁgﬁla%gnﬁ?&mﬁo@gggs”ﬁo information resources and the access
filter being ugpadadcBsst pulicy Uektinkies WhidhSiTdrMatie %s_amle aNARE hpdy ddegssqgyput er

system may provide the user with access to a particular infofmation

r esour ce.definingaxhicl user isubsets-mayrascesd iwhichdufoomatianosubsess. | nf or mati on and an
acqgess checker and being characterized in that: the access control

i nformation includes explicit definitions of objects, the definitions

i ncludi ngp.at | epptacees fillef seb Fdrtitin cim® widreinf users, at | eaBitis SheseHas Been Replaced

definition of a set of information resources. HI"“'I" ”I "

the object is a user subset.

10. The access filter set forth in claim 8 wherein:
20 an administrative policy determines which object a user may administer by defining

which user subsets may administer the object.

11. The access filter set forth in claim 8 wherein:

the object is an information subset.

25
12. The access filter set forth in claim 11 wherein:
an information resource has a sensitivity level associated therewith in the access
policy information, the request to access an information resource has a trust level
associated therewith, and
30 the information access checker permits access only if the trust level associated with

the request to access the information resource is at least as high as the sensitivity level of

83
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at | east one definition of an access policy, the access policy defining
access by a defined set of users ThesmedalBR8®esiREy Of i nformation resources,
and at | definition of an policy, L nLstrative
policy c}g@?%/ftﬁdgagadm nistrative acc%ﬂmugiﬂ!’( med set of ﬂedg@gésp/"tq%)ﬁa )
defined object. the access checker a request by a user to
access atheel&ffumgo’brespwca ni ster an object by determining fromthe access

control infor i %J’&r tJ QLS : sted
resource or ag?n{erﬂ&iht er the areﬂuesttgeg ﬁobﬁ%@%’ﬁgle‘@% iﬁe aggxgrggs@?#?er set
forth i nbeloagimgito the informatibrasubséter i zed in that: the access control

I nformation further includes user identification information: and the
access checker enploys the user identification information to authenticate
t heguser qkef or Fid s ; s policy permits the access.
3, 3 %Eé acgggghﬁgi terrrbgtewg?t m@ﬂfg@gfeﬁl further characterized in
that: the user aarpet hys aamode efiidentification estocintaietherdwittt inethendcsessaiclion
resource;, the client includes a browser which displays a |ist of

i nf or mat IRSATPHY™ ces accessible to the user according to the access
policy: and th \ e@{,}.ﬁ'& o]
determ ne whic fﬁ%ﬁ%ﬁi?g?&?&%ﬁf%ei&%?ﬁn t g& |fsétg&%rg€§ﬁe ro&sa:tar. 4,
The accedeast inl paer bysetrustdevehof the mdaaderof |idéntificiteon; etdar act eri zed in that: the
request may be a request to nodify the object.. Thec ,acgess. fil.ter set
folB 1 ol af e TeGHEsh Biay BR ATSRNESt 10808 A ERkdevel 9, MOdE QEGERUREHIBR. o
request to nodify a relationship between the object and anot her object. 6.
The access filter set forth in claiml further characterized in that: the
request ridy be Theraecgsefiltertsat fopthiih wlains @2 avhetein:strati ve policy for the

object. 7. The accessg filter set forih in any of clains | through 6
further char acﬁ@??@@gq;gﬂﬁtr?q?%btw*i@ wiormatipn Esspurce ’%E"?i’&\’!@é‘satpol icy.
8. fed ' | tHelf t her
char act en b PRR Y athis 187el 86 pft O d et stk Bl tlelisct 0 Soeitr 70
as 14 subsdrthexietwork which pedvidels thesiafarmation resource; and

the request may be a request to assign a trust level to the portion.

15. The access filter set forth in claim 12 wherein:
the trust level of the request to access the information resource is determined at
20 least in part by a trust level of an encryption method used to encrypt the request; and
the request may be a request to assign a trust level to an encryption method.

16. The access filter set forth in any one of claims 1 through 6 wherein:

the objects are available resources in the virtual network.

25
17. The access filter set forth in any one of claims 1 through 6 wherein;
the objects are organized hierarchically; and
an access policy for a given object applies to objects that are below the given object
in the hierarchy to which the object belongs.
30
18. The access filter set forth in any one of claims 1 through 6 wherein
84
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and the definition of the set of information resources defines the set as a
subset of another set of information resources. 9. The access filter
set fortwo9es/492 of clains | through 6 further charact eriRPEXiUSIs/0852at . t he
adm ni stered object is a set of users. 10. The access filter set forth
in any of cl ai fRe hedeby Sitedlis bnd offd plaraliGBérestiffal aaehorl that: the

adm ni stered object is a set of information resources. 11. The access
filter set for teachaccessdiltes afthe plumalityhasalocal copy pLtba aceess pentroldnformdtionirat i on
resource %ﬁs a sensitivity |evel associated therewith in the access policy

I nformat iON. the request to access an information resource has a trust

I evel associ at qfle lab&se pblidy ctiRBikkr i QadC4Ress Hee eliPloy8 IheT) @@% y if

t he trust IeveI@l %rsasocig?e with the request to g%ceygs thdecali n ormi%higg%l
resdurce dosesst | east as high as the sensitivity level of the information
resource: and - 84 - the request may be a request tOTRSSHe&MadBeen Replaced
sensitivity level to an information resource belonging t { on
subset. 1fy  THeWcasTREE sétifbrilein dialin f8OWhdteinn claim 1|l iiﬂg@gmr ﬂ m"
characterized in that: a user has a node of identificati |

t her ewi t heach aceess fitenfusthergompsises:nf or mat i on; the trust level of the request

to access the infqrmation J.esource is.deternmned at least in part by a
trust level of atli’fg‘q‘rﬁé‘éoro ln?lbgmepﬁw%g&%ﬁqﬁaﬁp&xsy&&ﬁg&paﬁdge%nn&%; equest
Lo RESI gny ??Jdiﬁ' iohf&he 10taPcdPydR aetortaiRBbitd ﬂfétzﬂdBBy mhaRer policy d38/FGRESS
filter set Tforth in claim11l further characteriZed Tn tha?: clyhe trust | evel

of the readmisistratvepalizysandne i nf ormati on resource is determned at |east in
part by a trust

level of L f_a.path i K b t
B a Server 1 P CRETHCWTORER BRoUPHBRRERaS, ReCRh: fobres BGE AEIRS ana

t he r equesirdly. be a request to assign a trust level to the portion.

15 20. The access filter set forth in claim 19 wherein:
another of the access filters maintains a master copy of the access control
information; and
the distributor provides the modification to the other access filter, receives a master
copy with the modification from the other access filter, and makes the master copy the local
20 copy.

21. A data storage device for use in a system including a processor, the data storage
device being characterized in that:
the data storage device contains code which, when executed in the processor,

25 implements the access filter set forth in any one of claims 1 through 6.

22 The access filter set forth in any one of claims 1 through 6 wherein:
the access filter is implemented as an application program executing under an
operating system.
30

23. The access filter set forth in any one of claims 1 through 6 wherein:
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14. The access filter set for {Hs3heettas RIS ¢ her characterized in
that: the trust level of the reque H |e I nformati on resource is
det er m RRE oglipdosast in part by a tn n encryppipissifsbnd used

to encrypt the request; and the request may be a request to assign a trust
| evel to an engryption.method 15 The access filter set forth in any
one of clains ﬁ’etaﬁf’%?ﬁ e’e‘ﬂ’ﬂﬁ?ﬂ@‘%e% it:\g 3%‘!‘%9’1"?@ 40 CRefAtng sYﬁEmObj ects are
avai l abl e resources in a virtual network. 16. The access filter set
forth in any one of clainms | through 6 further characterized in that: the
obj ects 2fe or §hepcasss filtessetforthimanyoneniglaims hthseugh wihersin:f or a gi ven

obj ect appliesgta | b Ve et in the hierarchy
to which the ome@f?g%gﬁgﬁlﬁé‘gﬁ %?Sﬁt‘éd g?%»gé\‘ﬂlééh%ggé#q ﬁu?e%rm gheetneF%? h in any one
of glaims 1 through 6 futher characterized in that: the access filter is

one of a plurality thereof in a network: each access filter of the
pl ural | t 3. hasAa dceesalcontsphsysiemithat coptrels aceesnby vsers tofinformatiomreseurdes; he

access checker in each acces ilter enploys the | ocal copy to check
access. ?lgacces.s W‘§°g§5§§§gﬁﬁr{s@g' set forth in claim17 further
characterized hirebdthirobaformaiciSAdluding b hedes pdliRy tHal SUefifEPusif Eﬂﬂibi@y
editor which a nenber of an adm nistrative user subset may use to nmake a

nodi f i catdefinitiohs ofiuser subsetscefithe users, explicit definlfipns lo€ infomation subsetsodf the
intformatign: and a distributor .for providing.the.npdificati.on to,the other
ncdfse s ipapdigy Eaqiries wrk bt Sicst oty yfihins iliaems Sirdet bR 1
claim 18&@&%%{%@ﬁ@eﬁ;&as§mu anot her of the access filters

mai ntains a master copy_ of the access control information; and the

di stributor prauwiagesss pplicyrahacker aedhichoiesposds teea srquest byacusss fdridceess to apcei ves
a master ., with the nodificatign fromthe ath access filter.. and nakes
t he mast é’ﬁgﬁ%ﬂfmtrﬁ%o“lr%ec éjeégwpnég'.om the g %@8%353 P9 &R se{s‘é)tf "ﬁ’b‘?}tﬁei n any
one of ChgérTs alménile? UaB irfformutioh Slibsets of which the information resource is a member,

15 and whether the explicit definitions permit access to an information subset of which the

information resource is a member by a user subset to which the user belongs.

26. The access control system set forth in claim 25 wherein
the user subsets and the information subsets are organized hierarchically; and
20 an administrative policy for a given user subset and a given information subset
applies to user subsets that are below the given user subset in the given user subset’s
hierarchy and to information subsets that are below the given information subset in the given

information subset’s hierarchy.

25 27. The access control system set forth in claim 25 wherein
the access control system further controls administrative access to objects and
the access control system further comprises:
administrative policy that is defined using the definitions of user subsets, explicit
definitions of objects administered by the access control system, and explicit administrative
30 policy definitions of which user subsets may administer which objects; and

an administrative policy checker which responds to a request by a user to administer
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characterized in that: the access filter is inplenmented as an application
program executing under an operating system 21. The access filter set
forth i nwexss/ideym2 of clains 1 througth 6 further charact eripeExiusosoif2at : t he
access filter is inplenmented as a conponent of an operating system 22.

The accesg, djdet 6 d&&&nixiiﬂ% 0 the ABMirRAFALVE pORR Wiether'ths OBt aBminilR6L
characterized 1 that: the access filter Is i'nplenented as a conponent of a
rout er i rpalicy definitionsperad. a user syhsettovehich the mserdielangs teadminister thesobjep) oyed
in a conputer system to control access by a user to an information
resource to which the conputer systemis capable of providing access the

access COyg.r ol THeSdc8Ess coREblusktemh seffor@Sih ¢ kéihor mat i gn and an, access
checker gzngd bei ng chggrsagterius?ed in that: mﬁ?vg%he?a{lhe acc]g"sg’%eegHs ! Replaced
i nf & mati on i nahethguespay ks a requést ko modify thefobjest.ect s i ncl udTEHﬂB m mne
definition of a set of users and at |east one definition of

i nformati on resources. and at | east one definition of an access policy. the
access pojg cy dpfd RBG BREEEYstein &t fiH AMAIMSY vHersipers to a defined set of
the information resources. the access checker responding to a request by
the user for achesequest may bierd vaguestitormodifyoal relatidnshig dretwernntha pbjecoand he
access control information whether the requesting user nmay access the
request edH ¢S ‘'on resource. 24. The access control systemset forth
in gaim23 further characterized in that: the definition of the set of
users defines the set as a subset of another set of users: the definition
of the se30.of | Teoaocassicontroksysiemcsst fartlf incldmi2ovheneinias a subset of anot her
set of informatjon resources;: the user S d the.infarnption sets are

or gani zed hi er Eﬁ‘?@&?tl’?ayail&%’r'ﬂf’ﬁﬁ%? qudﬁﬁl?e gﬁrat}vapgﬁp:gﬁg eebiectng an
access policy for a given user subset and a given information subset
applies to

31 The access control system set forth in any of claims 27 through 30 wherein:
15 the object is a user subset.
32. The access control system set forth in any of claims 27 through 30 wherein:

the object is an information subset.

20 33. The access control system set forth in any one of claims 27 through 30 wherein:

the objects are available resources in a network.

34, The access control system set forth in any one of claims 27 through 30 wherein:
the objects are organized hierarchically; and
25 an administrative policy for a given object applies to objects that are below the
given object in the hierarchy to which the object belongs.

35. The access control system set forth in any one of claims 27 through 30 wherein;
the object is an access policy.
30

36. A data storage device for use in a system including a processor, the data storage
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user sets that are below the given user set in the given user set's
hi erarchy of subset relationships ap,glsgeg E'Be%n eptll on subsets that are bel ow

the giv tion set in the gl set's

subset %gé[)logélisrﬁl ps. 25. The a yst em sg#ﬁ?%?tﬁaﬁr n claim
23 furt hg hlar act err zed hat Dot system furt her

cont r ol s9€4A%H Lo Obj ects and t he Obj ects in the access

control infor ”ﬁfe' fa sf&iﬁ@devid&%oﬂ%s%dle%ﬁéh, tleh ixbhREY B th%?roces or,

adm nistrative policy, and adm nistrative policy def n ng access
det i ned nmleméntsﬂwaqcessa;odmlrsysdmab’;ﬂacﬂ\mamndondﬁm%ﬂubeglkw responds to
a request by a user to adm nister an object by determning from the access
control i nformati on whether the requesting user may adm nister the
eqlest eﬁEObJ ¢he a@c@%s conUoF%@teﬁPfe??&tlﬁﬁ%{r Bhe §B’c‘ﬁt§1’§‘2§%rofught35 wherdg:al m 25
further aracterized 1 n that: the reques be a requesSt to nodify the
obj ect . 7 2t'hemewT&mew&emmﬁmﬁxtedystmppkﬂhoﬁprdgtumm&hmgmﬂﬁrf urt her
characterized i.n that: the request may be a request to nodify a
rel ati on8hPReE HRGSYSHPM he obbj ec and anot her object. 28. The access
control systemset forth in claim25 further characterized in that: the
request may be a request to nodify the adm nistrative policy for the
obj ect. 38. Theraecesoeonttol system seit forytsinany oseof daimsi25ithrough 30fwherenins 21
ugh 28 further characterjized.in that: the adm nisitered object is a user
SUBBer, 50, he presen el SelsTE BamPleReRistas & SpmPOReh of $ SREFSRHE BPETS 25
through 28 further characterized in that: the adm nistered object is an
i nformati on subset. 31. The access control systemset forth in any one
of cl ai m8925 t Theacdeséninot systam set forttvinany peelof claimis 215:through 30 wherein:

the access control system is implemented as a component of a router in the

network.
15
40. The access control system set forth in claim 25 wherein the access policy checker
further comprises:
an information subset information provider for a browser employed by the user to
view a list of information subsets accessible to the user, the information subset information
20 provider using the access policy to provide information about which of the information

subsets are accessible to the user to the browser.

41. An administrative access control system that controls administration of objects by
administrative users,

25 the system comprising:

administrative policy that is defined using explicit definitions of administrative user

subsets of the administrative users, explicit definitions of objects administered by the
administrative access control system, and explicit administrative policy definitions of which
user subsets may administer which objects; and

30 an administrative policy checker which responds to a request by a user to administer
an object by determining from the administrative policy whether the explicit administrative
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the adm ni stered objects are avail able resources in a network. 32. The
access control systemset forth in any one of clains 25 through 28 further
charact aw02®do%9n t hat: the objects are organi zed hi erar chiP€AIUSYs/045221 an
adm nistrative policy for a given object applies to objects that are bel ew
the givepoR®) Befinitiond Perntii &k AdMMistiadivehiusdt dubSetOR] Which RRE AR&Sheldks o The
access control systemset forth in any one of clains 25 through further
char act esimizdstertheiebject.t he adni ni stered object is an access policy. 34.
The access control systemset forth in any one of clains 23 through 28
further characterized in that: the access control systemis inplenented as
an appl i qat i onirhp b EEE3STENtRS sy stét setTHRh iMElaidP4] ¥hefeth Syst em The access
control systemset forth in any one of claim23 through 28 further
chabacteri zed the negoeest majd anequest taowake admipistrative palicy figri therobjeetsl as a

t ,of ti { . 30, Th t.ral L t
forth i n RS RmERbE of e sdhiysciflive Hees subsgt AL elfgals apthont Jadiiigi, . 1 ne
access CQ%&éﬂoﬁéﬁtft@%&ﬁeﬂmfm&t ed as a conponent of a router in the

net wor k. The access control systemset forth in claim23 further
characterized in that the access checker further conpri ses:ThigBhektrHa®BéeaRefM4ted

L,nf ti ' f d by th
st or 43s oftor abgRRc o SrueBarodh H BBl RS, mgﬂl ik
i nfjgr mati on re%}%eﬁﬁes%ﬁ{agrib@fa%ﬁ@siﬂﬂn@&i@’ih@%b'eﬁt_s.i ng the acce rcy to

provi de information abouf which of the sets of i1nformation resources are
accessible to the user to the browser. 38. An access control system

that is enpl oy in a co ter syst .to control adm nistrative access by
a user td&“an o%%cﬁﬁcﬁ‘ﬂﬁyﬁtﬂ@sﬁﬁﬁ&ﬂ%F@%éi E’E‘F’% capable of providing
access, the aCQﬁ‘é?eq%@th? b8 ¥SreiRst k&) ehddily NOrelAoRHS beteh the bbfer 4R | ON

and an access checker and being characterized in that: the access control
i nf or mat iapothenobjedes

15
45, The access control system set forth in any of claims 41 through 44 wherein:
the object is a user subset.
46. The access control system set forth in any of claims 41 through 44 wherein:
20 the object is an information subset.
47. The access control system set forth in any one of claims 41 through 44 wherein:
the objects are available resources in a network.
25 43 The access control system set forth in any one of claims 41 through 44 wherein:
the objects are organized hierarchically; and
an administrative policy for a given object applies to objects that are below the
given object in the hierarchy to which the object belongs.
30 49, A data storage device for use in a system including a processor, the data storage

device being characterized in that:
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explicit definitions of obj ectsTh e ‘ 5‘%t one definition of a set
of users. at |east one definition m ject. and at |east one
definiti adm'niistrative nistrativ | fining
adm nistra %4603%%688 by a defined set of users to a defrﬁ’%ﬁ@%ﬂg he
access checker respondi ng to a request % er for adm nistrative )
access to the &hedptaBpmge dgyicysp F‘Fréx%‘tqgs@ tbechsrsor

i nformati. %ﬂﬁ SHHE 1A access to
t he requeste Jectaeal'gf){: g#ﬂgsgﬁé}s‘s cgfr?‘ sys em séq ‘gzrth inclaim

38 further characterized in that: the request may be a request to make

admnistrative policy for the requested object The access
control st emﬁ@tacf’?ﬁstcﬁmirﬂ syftem “F‘d? P%?netﬂfaﬂag& é} F*E@BE*H'? Whﬁﬁem t he

request may be (o Logd i s@ﬂ; %Uﬁsag ?am e
accg‘sas control t]gtilstem Sfét{&?y s|n C ;i.lltén& 8 f %er rac terrz E%that

t he requeat opematingesystemequest to nodify a rel ationship between the request ed
obj ect and anot her object. 42. The access control system set forth in
any of clainms 38 through 41 further charact eri zed in that: the requested

o ect_ | e gSUSGf esillbg?urt Styﬁes ar act er| ze &cla?xﬁ?h??@rﬁg@fd %&J& " obi &

of cl ains t hr er C equest ed obj ect

is a set of infthe m:’.s@nntrelsysuenﬁs implémented aﬁhmmmeﬁsomm;feﬁnng!ﬁdt&m set
forth in any one of claims 38 through 41 further characterized in that:
thewobj ects are available resources in a network. 45. The access

control system ’ﬁ?et%g?s:rstcgnfr& SFR¥mQREroth iff A B FR1diS 8Y Whotldh 33 WhbRI:

characterized int
the access control system is implemented as a component of a router in the

network.

15 53. A graphical user interface for an access control system that controls access by users
to information resources according to an access policy that is defined using explicit
definitions of user subsets of the users, explicit definitions of information subsets of the
information resources, and explicit access policy definitions indicating which user subsets
may access which information subsets,

20 the graphical user interface comprising:

a display upon which is displayed a list of user subsets, a list of objects, and a list
of access policies, and at least an indication of a create access policy operation; and

a selection device for selecting a user subset from the list thereof, an information
subset from the list thereof, and the indication of the create access policy operation,

25 the access control system responding to the selection of the user subset, the information
subset, and the indication of the new access policy operation by establishing a new access

policy for the selected user subset and the selected information subset.
54. The graphical user interface set forth in claim 53 further comprising:

30 an indication of a delete access policy operation; and

the selection device further selects an access policy from the list thereof and the

W



This Sheet Has Been Replaced
t he objects are organi zed hierarchica m nistrative policy for
a given object applies to objects tha} |m4ﬂ'ﬂlnmme gi ven object in the
hi erarchiva 88/40992h t he obj ect bel ongs. . access BOMUSEH/04532St em
set forth in any one of clains 38 through 41 further characterized in that:
t he accesgdfaiidd 6f the MeleBcckss poliby 8p&atiglE as _an application program

exeuting under an operating system 47. °  The access control system set
forth in thepcwsecoptrobsysiemsreg@nding tn e selection of theraccess ipalicearidthe indicatibat : t he

250~ gt ¥ acekEhEchet Bab oAy Pl IBCPIRR! peafBPIBRE R WU 2 S5

t hrough 4¢hefddft her characterized in that: the access control system is
i npl emented as a conponent of a router in the network. 49. A graphi cal
userS interface for an access control system that controls access by users

usi ng oxpricit T8 BN E5G hircfe A, B 3R, £ ki 8 pobefbipoily”
definiti O%cﬁesbﬁélef%ﬂrﬂﬂy%?ﬁ)&@és&yﬁés adnfge i nformation resources, and

explicit access policy definitions indicating which user subsets may access
whi ch i nf thermser interfag Sother compriggsaphi cal user interface conprising: a

di spl ay upon which i.s digplayed a.l.ist of .user,subsets. a list of objects.
and a list of a@ EEO'E‘CW?% Bepé?ssé’ﬁamﬁﬁ°rf§'§§‘§t%¢fh?lﬁﬁ?°€§st%?ﬁ a create
accgps policy opfmdichion ofd'éhangs 8ecRsd typelop@dticif ah®r sel ecting a user subset
fromthe list thereof, an information subset fromthe list thereof, and the
i ndi cati on of tthe selestion daviee Suthensélests amaccess paliayhen theclist ¢hereofi and| they st em

respondi ng to..the.sel ection of .the user subset, the information subset and
the i ndi cg’ﬂcﬁﬂ"’b]ofﬁﬁec%ﬁ%? aﬁﬁséé@’ep?ﬂef&?noper ation by establishing a new

access POiHeGkcdsd EorthtE sysfinfies dmb_mamioaaﬂnfefa@céeheﬁéy%ditﬂé §¥1éB8bh ON
subset. 50. The graphical user interface set forth in claim49 further
conpri si ngf thenindicdtiomof the change ateessttypeopeeationrhy chapgiog theatccess; typmof thee

sel ection device further sele an, acges olicy, fromthe list thereof and
th eg: seqecte access po. %y as specfi{ea bthem ’%at?o otl the Xhange access type opera'Eon.

56. The graphical user interface set forth in any one of claims 53 through 55 wherein:
a user subset may itself have user subsets and an information subset may itself have
information subsets; and
20 the list of user subsets shows the subset relationships among user subsets and the

list of information subsets shows the subset relationships among the information subsets.

57. The graphical user interface set forth in any one of claims 53 through 55, the
graphical user interface further comprising:

25 an indication of an evaluate operation,

the access control system responding to a selection of a user subset and a selection

of the indication of the evaluate operation by the selection device by indicating the
information subsets in the list thereof that the selected user subset may and/or may not
access.

30
58. The graphical user interface set forth in claim 57 wherein:
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I ndi cati on of the delete peration; the access control system
responding to the sel ecti amﬂﬁ H ﬂ Fs policy and the indication of the
del ete awossaopRrl i cy oper ng the selected ag l.icy from
the list thereof. 51. The graphical user interface set %?]3%?#2‘%%2 claim

49 wh i | i Lfi | it f t ype
o Tre urer 2 neHep e SoRfiut e fifthid feihoRas o the RetPrion e idwrer sbsigad ¢
pol i ci es timseldation ofthe inflicativa of tikcevataate by BafoRbfthRReletstntdevi ﬁ‘é’bg?ﬁdi@atﬁ ange

e S

access type gperation; and the selection device further se an dccess
pol i cy orthe pelicigsdn thedist thereof thet applyite thesalerted usdr subset.change access type
oper ati on. the access control systemresponding to the selection of the

access policy and the selection of the indication of the change access type
opefati oisoby Thenghpticdl igerintefise satrilin ahf oh& bf Slafifls 933%66%?95 G 2
specified by the indication of the change access type operation. '52.

The graprﬂ%réncabgwmtﬂwfmfaﬁbersemmzh in any one of clainms 49 through 51

wher ei n: a user itself have user subsets and an information
subset may its@ﬁ%@éf’?ﬁ&%‘@ﬁ%ﬂp?ﬁfb@ets; and the |ist of user subsets
shows the subsetie dcebstconroliyPRmARERMAINGES aSelRSEISofidnfoRfa 'd:?éubgét and

information subsets showg the subset relationships among the information
subset s. asglection of theingicatien efthe gealpate aperationby theiselectianrdevice by ndicating f

cl apns 4 1. Lgal user interface further conprising: an
in Pcat i ?F\é%%p%%&égél%%t}sg t%g&;b ft%ﬂa}yua(xﬁ/eormépg aggit g ise E‘ifgg &%‘F’@é‘ﬁbndi ng
to a sel agbsetn of a user subset and a selection of the indication of the

eval uate operation by the selection device by indicating the information
subsets in the list thereof that the selected user subset may and/or may no

access. . | er interface set. forth in claimb53 wherein:
t he acces%g' conFPgE?@%?g‘me?@WﬁgP s?tefg'ﬁﬁﬁb‘g Wherenj oction of the user
subset and t hetifeclcess totrobéystehefuithéirespbidiio fHe sEiB&iof bRINd B rRfndLbRp Py the

sel gcti on device by e _
1 and the selection of the indication of the evaluate operation by the selection device by

indicating the policies in the list thereof that apply to the selected information subset.

61. The graphical user interface set forth in any one of claims 53 through 55, the
graphical user interface further comprising:
20 an indication of an evaluate operation,
the access control system responding to a selection of an access policy from the list
thereof and a selection of the indication of the evaluate operation by the selection device

by indicating the user subsets and information subsets in the lists thereof to which the

selected policy applies.
25
62. A data storage device for use in a system including a processor, the data storage
device being characterized in that:
the data storage device contains code which, when executed in the processor,
implements the graphical user interface set forth in any one of claims 53 through 55.
30

63. A graphical user interface for an administrative access control system that permits
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indicating the policies in the list thereof that apply to the selectd user
subset. The graphical user interface set forth in any one of clains 49

t hr ough v80 98Mém92gr aphi cal user interface further conprisi RGT/US8/M04322 cati on
of an eval uate operation. the access control systemresponding to a -
sel ect i 0§ ugdr vhd BeléristB ah ABmENbGEive Aibdettof uebrs €6 hdiiniiteridbfectyubcsriiigyd Of the
eval uate operation by the sel ection device by indicati n&{g the user subsets

i n the | astadntinistrative pelicyrthat iadefinnd waing explicit definitions pbthecobjectsand the

I nformat i n.su.gb%et. 56'bs The graphical user interface set forth in claim
55 v\/neref‘ﬁ(i".ums’@“""E’serl\§f'l e, « - 92 - the access control system further

respondstﬁ@ggpﬁcﬁqjs%{e@ﬁcgéoﬁmiﬂgaformaton subset and the selection of the
i ndi cation of the eval uate operation by the sel ection device indicating the

pol$cies in the display upen adfich isadisplayedya list whish dndicates abjentsthatamaprbesubset .
57. The. gr.aphi.c user interface set forth in an ne of, claims 49

t hr ough Sg‘?“‘?ﬁ@‘%BPa ?B%Ffaﬁi@?midﬁfﬁ?‘f 3@@%%&”@0 Far(%’s"lnhﬁ'?d an indication
of an eval uat ea0RRIcEbh Wevick T6r stécting aﬁqlmjécelsussesmm HRSINR tHErREf At fhe

sel ection of an access policy fromthe Iist thereof and a selection of the
i ndi cat i indicationtof the/administratigreoperation, by t he sel ection device by indicating

the user subsets apnd informati pn subsets in t li,sts thereqf. to ich the
sel ect _edt%o? sgﬂBY? gesen of Ws%“ﬂﬁﬁs%"%‘éf&ge Eeéﬂ‘ﬁ%'@& o?gl}e %gg&iaﬁ ®system
| nghudi Ngn A RCESHhE 'adminiReotjéet %Waﬁ%bﬁﬂ&ﬁﬁﬁﬁétﬂ&&bﬁ&ﬁ&i&f&%&&wnﬂ that:

the data storage device contains code which, when executed in the

pr ocessomwith regamdrtorthe objeet. gr aphi cal user interface set forth in any one of
clainms 49 through 51 59. A graphi cal user interface for an Replaced
adni ni strative access control systemthat pernits a user Rt G
adm ni st igat | Ve rhl; '&Iuges_ﬁftafdce_sacrmmﬁxﬁaﬁheioivﬁeieﬁuaccordlﬂ M\ﬂ nr
adm ni strative policy that is detined using explicit defini

obj ects and t hthexdisplay Surther displaysodlist ofipbjests and he graphi cal user interface

corpri Sing: 2 Ghopl YA Siba'd affhAPUGET Splaibs W o 1l cates

the selection device further selects an object from the list thereof,
the administrative access control system responding to the selection of the object and the

add object operation by adding the object.

20 65. The graphical user interface of either claim 63 or 64 wherein:

the objects are in the alternative user subsets, information subsets of information

resources, and available resources.

66. The graphical user interface of either claim 63 or 64 wherein:

25 the appearance of an object on the list indicates whether the user may administer
the object.
67. A data storage device for use in a system including a processor, the data storage

device being characterized in that:
30 the data storage device contains code which, when executed in the processor,

implements the graphical user interface set forth in either claim 63 or claim 64.
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adm ni stered by the user and an indj [ adm ni stration operation:
and a sel ection device for selecti ngml ' bset fromthe |ist thereof
and t he {wisdgg@bdon of the adm nistr operation. the aq;e,‘%_{g%;%i ve
access control systemresponding to the selection of the object and the

I ndi cati gy of the adm pister object .operatiqn by perforn ng the . i
admi ni st r@ri on ‘lgbﬁg’fﬁﬁetﬂr? E‘r‘ﬁh'&bactcﬁsé%cx sérétoi'tlm)s_ystem toipfermationn cal
user int at éin i | aVBEesd &b | l.spl ays
21T st of Catycos b 3itn i el Welt Sontlol Syshn atith Ikt hoctls
oper at i orcontrobinfarimation that ihelidates atcess rights higers t© esourbgsect fromthe i st

t her eof . - 93 -_the admi nistrative access control systemresponding to
the sel edPf YRerdRteffee COMANSME: 21 t he add obj ect operation by adding t he

bj gct. 61. ' ' in®! il 0
obj &c an BHoEesd CAMPOIGRorHARIn r'eﬂde?"féﬁ‘é?pdﬂﬁm@'t&Eﬁﬁd&hﬂ?ﬁpﬁ%ﬁ%ﬁxﬁ%ﬂ

wherein: the objects are in the alternative user “subsets.
subset s oif thewystemehyi readingthe aecessontao] dnfomzatiba byl deterprine at deast thoge resourcéshe

gr aphi cal_user, interface.af .either cl.aimB’9 or, 60 erein. the appearance
of "B objta g e pPist nf ScPEl o BroRicing Riiear a ISt a4Ehikie ruuEes anth e

obj ect. 63. anAnftfale isPlag FRnél@I6r T6r feSPordiig i g‘e’ﬁb' i
processor, the data s_tora8e9%§vi ce bei ﬁgﬁochgl?gg?ge??gtﬁt n {ﬁgg%g%%ygata
st or age dwhich ¥isudlyindicates thoee wisoures tohvhichethe msérgbténtiallhasmcoessssor .

i mpl ements the graphical user interface set forth in either claim59 or

cl a*m 60. 64. A user interface for a systemin which access by users of

the systegn to iTHeQisEPintepfacs &3 PHIERIif d8\hetdinl €M 1S nediated by an access
control system which includes access control information that indicates

access rights dhe usesmaytagcese s givien eesoutdedywne of a pluealitp ofmethogs;i si ng: an
access control jnfqrnmption reader .f.or re ding to an identification of a
user of the systt‘%h?qﬂ@g?aé%?& Wﬁﬁfﬁgfgf@é‘géﬁtgggﬁ?aﬁgr?sﬂ@? i on to determ ne
at |east those the gl RRhéristllridichis i taclPREGES e }ethGE ofRE phfalfty d

prolvsi ding at least 'a’list of those resources;

70. The user interface set forth in claim 69 wherein:

the plurality of methods includes access by activating a hyperlink when the user

selects the resource in the display; and

when a resource may be accessed by means of a hyperlink, the list contains the
20 hyperlink.

71. The user interface set forth in claim 69 wherein:
the plurality of methods includes access by activating a representation of a program

for accessing the method, the representation being external to the display for the user
25 interface.

72. The user interface set forth in claim 69 wherein:
the list of resources further contains resources to which the user does not presently
have access but to which the user may request access;

30 when the user may request access, the list includes an email address for a user who

is able to provide access; and

94

A



an interface display generator for responding to the list by generating a
di splay which visually indicates those resources to which the user

pot ent i amoO/98MR992access. 65. The user interface set fore¢r/Usesmyspam 64
wherein: the user may access a given resource by one of a plurality of

net hods: the |itgé d& beidesar Ehdilidtepfacs fHat fHeliiset Ednyusk 36 s@ACEMAPRAHE CE:
and the display further visually indicates for each ersource the nethod of
t he pl ur aser whodsable to providelaseessi nt erf ace set forth in clai m65 wherein:

- 94 - the plurality of nmethods includes access by activating a hyperlink
when the user selects the resource in the display and when a resource nay

be accesspyl by TRAuNer Biterfack ¥@eotth irkclainl68 Whedeisont ai ns t he hyperlink. 67.
The user interface set forth in claim65 wherein: the plurality of nethods

i ncludes acces sthegeogss qontzelinfgrmatioa inchulesamindisatian for eashagsaurcd whethertbe si ng
th thod, th ta t f {
e £ accresgurcs is €5 3RgeR e ol ko TR R oeh Rol Epdrt MR agediedorte e

list of rasewceamd urther contains resources to which the user does not
presently have access but to which the user may request access; when the
user may requesf the indiration indidatestthatrtbe aesovrceris antita appedr, dbe acasss comedr  who

Is able to_.provide nd, t.he dis ovides an email interface that
t he user gn f??a(@éﬁ e"r?gﬂd‘{d(g%%‘@sﬁ‘%?"ﬁﬁsﬁ able to provide access.
69.10 The user interface set forth in claim®64 wherein: the access

control information ipcludes an indication for eagh resour ce whet her the
resource 74 to 'ﬁ@mrmterfameetoﬂogpluaglmméﬁmﬂ%whsm does not presently have

access to the resource: d.if cat i ndi.cates that th ource
is not to appeat™ #ﬁ?@aya%@ﬁ?sm%% W#Fé??roﬂ’ef’ # manaer i gy "rhrfi‘f’ude

t he resouiséggmlcgsmqolbbqﬁmeao and The user interface set forth in claimb64
or 69 whereln:

the interface display generator filters the list as specified by the filter specifier and
15 displays a result of the filtering.

This Sheet Has Been Replaced
75. The user interface set forth in claim 74 wherein: ' II'I II"” I ll II

the filter specifier specifies a resource to be searched for.

20 76. The user interface set forth in claim 68 wherein:
the access control information further defines access rights of the users to the

resources in terms of access rights of sets of users to sets of resources.

77. The user interface set forth in any of claims 68 through 73 or claim 75 wherein:
25 there is a plurality of copies of the access control information in the system;
one of the plurality of copies is local to the interface display generator; and
the access control information reader in the local copy provides the list of resources

to the interface display generator.

30 78. Apparatus for generating a display indicating resources in a system that can be

accessed by a user of the system the resources being obtained for the user by a client in the

95
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the display further includes a fj r for specifying a manner in
whi ch the resources are to be fi e interface display generator
filters Jwiyygldpsdy as specified by ceifier and&%gg‘%zf\ resul t
[ wh

of the filtering. 71. The user interface set forth in claim erein:
the filter s i fier s | fies a resource to be searched for,. 72.. The
User | nt VRERATGp SprP YR the,sysFent wicka St By e user to thR esbutees Beipg fedigted

i nf or mat iwnardf abckddcdonttof systein acmsded 40ésE cohtréliforififtion thatl iGicARS MeEES 1N
terms of access rights of sets of user to sets of resources. 73. The
user i nt <ights dy3sersiterespureesathe apparatug baisg docatedrin theclsmt end theadpparatus
wherein: there.is a plurality of copies of the access control information

in the syste e of the plurality of copies is local to the interface

di sgl ay gener atadist protacedbg tiecaeess cartrol sydtent thaOibitated those PéiBarcestHab8ar OCal
copy provides the Tist of resources to the interface display generator. 74.
Appar at uspatentialiy be aeeassed by the theiuser anddi cating resources in a systemthat

can be accessed by a.usek gf the sys t he resouyrces,bei ng,ohltai.ned for
the user by a &M é‘ﬁ?rﬁfcﬁ ‘?‘F@a%ﬁ?eé?ﬁ\éf %rﬁ"%‘é"f’\}g? lfﬁsh W%éewﬂ%ﬂ}eéﬁa ccess
by the usginetafing E%iip%?%ﬁ%ﬁs@ﬂ?ﬁﬂﬁ&éﬂ tRbRGearcRs & GhRhIhé G8kr pelenfiXiff €M
that includes access control information that indicates access right's by
users to hasaeesstes, the apparatus being located in the client and the
apgl%r atus conprising: a list produced by the access control systemt hat

I ndi'cates those resources that can potentially be accessed by the user and
an interfare diTH dpatisaeeforth ihBRim 786Me@t the |ist and responds thereto

by generating a display which visually indicates those resources to which
the user pot entthenser mayacgess agivenresource bymme ofip pluralityof msthodsy th in claim

74 wherein: the,user. ces .giyven resource by one of a plurality of
met hods: the | itg?ﬁgtdﬂﬁﬁ?éf% eﬁéh‘?af‘egﬂ%d: and the display further visually
i ndicates for ea#ghisplag Aitiee vishalyRAibaes BF eddifeddutieahs métHAd ofhEPlutdiey User

may access the resource.
15 by which the user may access the resource.

g

80. The apparatus set forth in claim 79 wherein:
the plurality of methods includes access by activating a hyperlink when the user

selects the resource in the display; and

20 when a resource may be accessed by means of a hyperlink, the list contains the
hyperlink.
81. The apparatus set forth in claim 79 wherein:

the plurality of methods includes access by activating a representation of a program
25 for accessing the method, the representation being external to the display for the apparatus.

82. The apparatus set forth in claim 79 wherein:
the list of resources further contains resources to which the user does not presently
have access but to which the user may request access; and
30 when the user may request access, the list includes an email address for a user who

may provide access; and

96

* < L M ) *



76. The apparatus set forth in claim75 wherein: the plurality of

nmet hods i ncl udes access by activating Li Iv\ pertillik whel the user

sel ect s woasnuesaurce in the display: and wel Ch a resource pmEyudgoaRgessed
bv means of a Lihperlinkl. ilhe list contains the hyperliink.C 77. The
apparatus set ' ' | &J]ﬁ%& 111
1] 11 - 96 Eﬁ%%’?ﬂ?%ﬂép%? ni&ﬂg?%t@gis&;t%é tli}ggg&r aogéléés.s ac |végs #’?}% a

r epr esentepddilad thé user whognanproodeacessssi ng t he net hod, the representation
being external to the display for the apparatus. 78. The apparatus set

forth in claim75 wherein: the |ist of resources further contains resources
to Wmchsthe usgy “géﬁﬁ BN MaihoMEwWR&GERSS but to which the user may
request access: an en t e user nmay request access, the list includes an
emai§l address ftiw acgess sontrolfinfonmaiop includesandndieation faneachiresotircepiviretherthe/ i des
an enail interface that th ser of the client can use to send emai] to the
user who fﬁ'ﬁﬁmﬁ? &%/ 1jappeatindae digglay when-the.uses dpeg notpreseatly g% e 3G5esHioithe ¢l ai m
74 whereig ‘_{TE@ gcess control information includes an indication for each
resource V\?‘lo ér the resource is to appear in the display when the user
does not pr eserif thy indivatorsindiestes that théresouremin nokto appehr, the liktaddes doriatiude
i ndi cates_that the respurce is not to appear. the list does not include the
r esour ce theresguraeia the lish The user interface set forth in claim74 or
79 \@herel n: the display further includes a filter specifier for specifying
a manner in which the resources are to be filtered; and the interface
di spl ay gﬁneratmedseihea“rﬁcebafbntlsindm'zﬁecnss wiledein: t he filter specifier and
displays a result of the filtering The user interface set forth in
cl ai m 80 wher eithe display fnthes inclydes rafﬁlf@f spagifier forspesifyingspmanerin whichdber ched
for. resources are to be filtered; and

the interface display generator filters the list as specified by the filter specifier and
15 displays a result of the filtering.

his Sheet Has Been Replaced

8s. The user interface set forth in claim 84 wherein: ‘ l“\l‘ ‘I““ ‘ ll \I “

the filter specifier specifies a resource to be searched for.

20 86. Theapparatus set forth in claim 78 wherein:
the access control information includes an indication for each resource whether the
resource is to appear in the display when the user does not presently have access to the
resource; and
a resource which is not to be displayed is not included in the list.
25
87. The apparatus set forth in claim 86 wherein:
the display further includes a search specifier for specifying an item to be searched
for; and
the interface display generator performs the search as specified by the search
30 specifier on the list.
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82. The apparatus set forth in Rt e afeﬁz t he access control
i nformation includes an indication 1 ml ﬂ Hrce whet her the resource
i's to appeafs bt he di splay when th t presentl,!c)f cess to

t he resource: and a resource which is not to be displayed |s"'tn§§¥/8}ﬁsgil uded

in the list. 83, The appar at @aset forth in claim82 wherein: - 97
- the di 88 ay fhe@RRIrafusCIeh i claum B WhepsiRsi fi er for specifying an item

to be searched ' | Snéll I g&{lfgg search
as specilied b)t/ﬂ séogg%roé%@%%{e%h?ﬁ%g on e?ﬁler itgt%m} 4.gset e gg%%&gt us set

forth in presehtly Réverdveessibat td which titusef maprequest asceksjmhdber contai ns resources
to which the set of users does not, presently have access but to which the
user may requedhe aceess santrol systamywediates the seyrch seph thatdhe peaseivis alseadrensear ch

such thatre&&ﬁ?cei‘%@&ﬁhcﬂ&e%h%q% i dPadcesour ces to which the user may

request access. atus set forth in claim74 wherein: the
systemincl udes one or nore access filters. each access filter containing a

copy of the acgess control jnfor i nd, the access filters including a
| ocal acc¥ss f&%@??’é@élsett%“}'ﬂ‘é%ggwﬁﬁfﬁﬂua server that provides a |ist
di spl ay resour gg Q%ﬂeﬁﬂnélﬁde@oﬂ%’%@?%@s@ﬁﬁ %@ﬂhé&g?&m&?@éﬁt’i@ﬁﬁ %A;;?

I nterface display-generator, ient nmak€s a request _
di spl ay rofsheiacess ¢dntrobinfernmtibn lahé thecasodsa filters dndhiding a koicaldicaeds dijter Josalur ce
respondi ng thereto by downl gadi ng, t he downl oadabl e programto the client;
andOt he devﬁip&&e%my D sy erthatproNides a listydispley respurce avhichsis a doynlpasieble access

filter r gqﬂi : llff)}g : cess filter's copy of the
access 03’%{} 0 @E}%&qn%rﬁ%xg% (yﬁ?'fa e‘{'#%ﬂ@ﬁ@ﬂ?ﬁﬁ providing the list to the
downl oadabl e prhgelient maSes a requeRaoathetlist digplayyescured, the adtessfilies coaidingl € by a

processor_ the dafa storage apparatus heing characterized in that: the data
storage dpphstaisp yesﬁwmeﬁssm@@g@mrttﬁ. e 0@3@3&&\9 dopmigadahle pspgramtoor .

i mpl enenttﬁetcﬁ&tf mderface di spl ay generator of claim74.

15 the downloadable program makes a request for the list, the local access filter
responding thereto by using the local access filter’s copy of the access control information
to make the list and providing the list to the downloadable program.

90. Data storage apparatus which is readable by a processor, the data storage apparatus
20 being characterized in that:
the data storage apparatus contains code which, when executed by the processor,

implements the interface display generator of claim 78.

91. Apparatus that provides an information resource in response to a request froma
25 user, the request including an identification of the user according to a mode of identification
and the apparatus comprising:
access control information including
a sensitivity level associated with the resource and
a trust level associated with the mode of identification; and
30 an access checker which permits the apparatus to provide the resource only if the

trust level for the mode of identification is sufficient for the sensitivity level of the resource.
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request froma user, the request inc t| fication of the user

accor di ngd gx/489930de of identificati o rat us coms»r/uggmgszzaccess
control information including a sensitivi ty I evel associated with the -
resource ggnd aphkly ?Eaﬂaﬁu\é"s&ﬁ?ﬁ%bﬁfrﬁgl‘%ﬁeﬂxﬁ he node of identification: and
an access checker I C ermts the apparatus to provide the rsource only
if the trust | a\phhalitpbfmbmddeslefdkmﬁbanbnﬁnmﬂomdmthtﬁa‘met;nhe plaralithe
sensitivit Ievel of t{hearesource The_apparatus set forth in

cl ai m 87 infedigg at legst,p ?W“&V"P‘ﬁ‘és pbmeatificate fr b6 SeEat j on are associ at ed
with the use. the plurality including at |east authentication by neans of a
certificate for the user. 89. The apparatus set forth in claim 88
whebei n: 93he pl'liheappaxyttusfsehfod@sinolaim&@mhefdimation further include at |east

aut henti cati on aut hen aL.on |.P addr ss andor domain nane.

and aut henti caf R‘K r?f(ﬂﬂé{éﬁ %HE} E@%"P@ﬁ&ﬁﬂ&& eaghauthenticaion by

appar at Usg &%aﬁtﬁéﬂd&aﬁc{h 1 1Pl s df(ﬁl%?ﬁbﬂmnﬁmﬂé,%&hﬁﬂ%ntﬂ:fauaﬂgfine er?tm%]

|dent|f|cat n are assoCiated with the user: the i1dentificaltion of the user

i dent i f i esystetreprosieddDcordi ng to one or nore of tile nodes of

I dentificati on; and if the trust |evel associated wth none of the

identification's nodes of identification presently known to the apparatus
puf ficgent f ﬁf‘s%%éfdréﬁ'xh&laﬁrﬁ‘é‘f hetdd® apparatus requests further

|de1nt|f|cat|on1?*;oakpgﬁe user. I‘V apparatus set forth in any one of

clains 87 throwgﬁluﬁﬁtwdrfenedes oftdwtxﬁmnnare assomnmwithnheubem a apath in a

networ k; the ac ntr ol formg rther includes a path trust |evel
SS00i at ed i 1 B FEnGAFHHOR ofah, Bist J4enAE e St Ace NG EAD e AR PAFS ABR her t o
permt t m@’%;&ﬂbl’aﬁdﬂ de the resource on the basis of the path trust
| evel . h‘ﬁo he apgarat us set forth in any one of clains 87 through 90

wher ei n t he adfthe srustdexel aﬂsomatéd)wrthnomf theidemification’ b uohdss afidemtificasigni i on

| evel associated with an enc nethod. t access, checker further
det¥er mi mm'ﬁsen gchgp tottg m%cxent% the sensrll evxtyclew.a the apparatus requests

further identification from the user.

This Sheet Has Been Replaced
87. Apparatus that provides an Isiﬂl ource in response to a

95. The apparatus set forth in any one of claims 91 through 94 wherein:
the request is transferred via a path in a network;
20 the access control information further includes a path trust level associated with the
path, the access checker further determining whether to permit the apparatus to provide the
resource on the basis of the path trust level.

96. The apparatus set forth in any one of claims 91 through 94 wherein:

25 the access control information further includes an encryption trust level associated
with an encryption method, the access checker further determining whether to permit the
apparatus to provide the resource on the basis of the encryption trust level of the encryption

method used to encrypt the access request.

30 97. The apparatus set forth in claim 96 wherein:

the access checker permits the apparatus to provide the resource only if the access

99
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permt the apparatus to provide the resource on the basis of the encryption
trust level of the encryption nethod used to encrypt the access request.

93. T atus set forth in claim92 wherein: th e checker
permts pﬁ%@‘g’g atus to provide the resource only if tﬁ"e@é@?ﬁ’ng’equest
has been encrypted with an encryption nethod whose encryption trust |evel

i s suf fi creayestihas bepr enenypted with gn eagryptionompethod whase eapiyation trustslevelfinrth i n
any one o l.ai ) wherein: the access request is transferred
via a pat%ﬁ?4%gm§5?%ﬁ%ﬁéﬁgﬁge? e access control information further

I ncludes a path trust |evel associated with the path and an encryption
trust |evel associated with _an encryption nmethod. the access checker

further p88nitt1hRaRRIEatuSeh forthin any ope ef ¢laims Hthraugh d whesginy i f either the

pat he trust | eve), i | Gl f et L VI eval or the access
reqtr]sest has beeérk‘eeagﬁe?sg%{dggh\?\n%ﬁ&sgéﬁmtgﬁar%g@&%héﬁ\ﬁo&i& ose encryption trust
| evel is suffi ctheracedss tonthal iformmdtionfiitlerlitihedes 95. The apparat us set
forth in claim94 wherein: the path is nade up of one or nore links: the

access control i nforRath tustievel asseciated mithdhe pathiand trust | evel associ at ed

wi th each link: and . . Us the |link trust., evel of the
link with the | east %Eﬁ?‘&@#@n{&#%‘ﬁ &I\ég%}%tﬁ“@ anenc h%ﬁlg‘ﬁﬂ’é)gat us set forth
in clai m94 whetigiabeeseichesittd G thenPétitting thieuppRAatls tb previds thetresdurseGalydirng t o

an encryptjon nmethod: and the path trust |evel is the encryption trust
| evd® of eitker theonatipirpss levelds sublicient for the sensitivity favel ofithe acress fequeshhasibeen ai m 87

dovi ce 1 oPHERIeR VA Bp ehapell S ot bobon ot ovelif sSBERRERR BEV, oo

bei ng chagafsitRityd&#li n that: the data storage device contains code which.
when executed in the processor inplenents the apparatus set forth in claim
87. 99. The apparatus set forth in claim87 WnereiTﬂgsSheetHasBemReplaced

99. The apparatus set forth in claim 98 wherein: | lIlII' IIIIH I |I "
15 the path is made up of one or more links;

the access control information further includes
a link trust level associated with each link; and

the path trust level is the link trust level of the link with the least sufficient trust

level.
20
100.  The apparatus set forth in claim 98 wherein:
a request made via the path is encrypted according to an encryption method; and
the path trust level is the encryption trust level of the encryption method.
25 101.  The apparatus set forth in claim 91 wherein:
the resource is a World Wide Web page.
102. A data storage device for use in a system including a processor, the data storage
device being characterized in that:
30 the data storage device contains code which, when executed in the processor,

implements the apparatus set forth in claim 91.
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- 100 - the apparatus is inplenented at least in part as an application
program executing under an operating system 100. The apparat us set
forth | wobsi#®37 wherein: the apparatus is inplenented atPCramssndse2 part as
a corrponent of an operating system 101. The apparatus set forth in claim
87 xhereigy ﬁﬁ#&tf&tﬂﬁ@l&‘i@ﬁﬁﬂeﬁh | east in part as a conponent of
a router |n a net Apparat us that provides an infornmation
resource via ethpappamtusmugtplanmdmtrléastm;mrlmmnapph&aﬁqunmammxacutaguest
fromthe utfgr t he aggar atus conprising: access control information

i ncl udi ng? §Bﬁ’§ Y8y o] associated with the resource. a path trust

| evel associated wth the path. and an entryption trust |evel associated

wi th an encryption nmethod; and an access checker which permts the

appdar at ut04.o0 me/anrarathaesqté@rﬂm;émmrﬂlywmmtther the path trust level is

sufficient for,the sensitivit or the encr t|o trust .level is
sufficient fortheARPATEHSISIMRIPH é“tﬁg%tg ”R Qtan QRErating SYSteM-t h t he

encryption method. 103. The apparatus set forth in claim102 wherein:
the path is nmade up of one or nore links: the access control information
further 108 udEke apparatiss set fisrth incolaiin Slswheremt ed wi th each |ink: and the path

trust level is the link trus eve {?thellnk with the Iﬁ)?ast suf.fici ent
link trust |eviie appgzatus is q"r?i“%‘ﬁ%d’ ak {sastJnpartAs g, component Of FSUlEEdR i n: a
regylest i a the path is encrypted according to an encryption method

and the path trust level is the encryption trust |evel of the encryption
nmet hod. 105. The apparatus set forth in claim 102 wherein:

106.  Apparatus that provides an information resource via a path through a network to
a user in response to a request from the user, the apparatus comprising:
access control information including
15 a sensitivity level associated with the resource,
a path trust level associated with the path, and
an encryption trust level associated with an encryption method; and
an access checker which permits the apparatus to provide the resource only if either
the path trust level is sufficient for the sensitivity level or the encryption trust level is

20 sufficient for the sensitivity level and the request is encrypted with the encryption method.

107.  The apparatus set forth in claim 106 wherein: This Sheet Has Been Replaced

T

the path trust level is the link trust level of the link with the least sufficient link trust

the path is made up of one or more links; l
the access control information further includes
25 a link trust level associated with each link; and

level.
108.  The apparatus set forth in claim 106 wherein:

30 a request made via the path is encrypted according to an encryption method; and

the path trust level is the encryption trust level of the encryption method.
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: : Th
the apparatus is located in the pat
resource and when the portion of th

ESheet Has Been Replaced

user and the information
wmf | ocat ed between the

appar at ug,diigbdie resource has a pa r that is fi.cient.

t he appafvat us og%crypts the request using an encryption ne%’%ssgw%%g :

encryption trust level is sufficient_ for the sensitivity level. 106. The
appar at ud08et EbPﬁHPﬁfhmépﬁifﬁT‘gGSdﬂﬁé}%Whefmn a portion of the path with a

path trust |ev ' ' ’t'mtw' . . ar.at us
and the user. l%eabggtétgsk?lgﬁgﬁgyéﬁgrm ts %Qgg%gggﬁg% y%ﬁ&ﬁg@ﬁ@-&, has
encrypt eantthe request using an encryption nmethod whose encryption trust

| evel is sufficient for the sensitiviiy level. 107. The apparat us set
forth in clai m%%@w%qq{@ﬁh‘éﬂwwgwp%ﬁ apparafus aud Higresoyegeneen

t heguser | ' : [ . h with
a pStn o PALA PG ik RABFRPS ot SUHCRR, (B Spsofils Endibn 1 reled Hing T
appar at usnerygtidi metidrwhdss ceneryption truiselevet is suffioiént fortthe sasitivtiglevely if the

user has encrypted the request using an encryption net hod whose encryption
trust level is sufficient for the sensitivity |level. 108. The appar at us

set fortrh'bn a?#?@%ﬁé‘ﬁéé@ﬁﬁé&%%ﬁmwmﬁ 07 wherein: the path trust

| evel is 'subje access checker checks the path trust

| evel for ever yheaGpsition bOthe pathiwithtacpatt astdevetithdt ot eiffidiest ik Tocatedy St em
i ncl uding a processor. the, data storage device being characterized in that:
t hdOdat a Lﬁtwﬁeagbe aRRATaras aushthg user, theecesp phackon Repmitk gmcws onlytifithepsescessor .

forth i ntaF SPom0g R e bying'ah bokfpfib B whdek enorypubl BB RRRF D
as an appuffividnt €or the s@isitivitgletecut i ng under an operating system 111. The
apparatus set forth in claim 102 whererin: -102 -
111.  The apparatus set forth in claim 106 wherein:
15 the apparatus is located in the path between the user and the information resource;
and
when a portion of the path with a path trust level that is not sufficient is located
between the one apparatus and the user, the access checker permits the access only if the
user has encrypted the request using an encryption method whose encryption trust level is

20 sufficient for the sensitivity level.

112.  The apparatus set forth in any one of claims 106 through 111 wherein:
the path trust level is subject to change; and '
the access checker checks the path trust level for every request.

25
113. A data storage device for use in a system including a processor, the data storage
device being characterized in that:
the data storage device contains code which, when executed in the processor,
implements the apparatus set forth in claim 106.
30

114, The apparatus set forth in claim 106 wherein:
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the apparatus is inplenented at |ea conponent of an
M“E’HWBNE In claim 102 wherein:
conponemcTafssgodseyt er in

operating system. 112. The. appa

t he appama s@409s2 i npl emented at | ea

the network. 113. An i nproved access filter of the type which receives.
an access requ | Y=Y, fipart : ' by a
user to an inf g@tﬁﬁ‘ *’%ra]alﬁesodfr?{:rg?m%ﬂse‘“g%gess contr né@ﬁﬁ;%&%%%sgﬁg

det er m natnder antopetating systeroser nmay have access to the resource, and the

I nproved access filter having the inprovenment conprising: an access check
confirmer that determ nes whether another access control systemin the
network h alr ﬂ?ﬂﬁ W j +.he access check confirner
causi ng t%gs'accglggslxgl te?gét%gm?rlgklg{lt e ‘tggerrre#hation only if the

det e§ i nati on hthe appératas isémplgmemtedatieaitinipartas a cpoment ofem dpetdting systém.

The access filter set forth in claim 113 wherein: when the determ nation

I ndi cates that access will be allowed. authentication information

i ndicatin hat AR5 16AEhdhint Ne access filter is added to
t he accesglé‘equyslggpﬁgﬁﬁe&%&access flk‘lf}élrn'set forth inclam 14
wher ei n: the autheedppacstts isrimiphdngenped atdeast én part iasl @ onfpoaentfofra foupdtiih itie key
belonging to the access filter that makes the access check and an encrypted
di gest of REW¥T8ccess request that nmay be decrypted with the public key

bel gppging to the access filter that makes the access check. 116. The
access filter set forth in any of clains 113 through 115 wherein: as part
of handl i ng7t he Ancimpeoved ateéss filteoof the type ehichreceioad an advesoifugaes vid |4 er
further checks the data for a viruys and does not allow any virus |aden data
to be ret Oetveark; theraceess seuest rsauesting access by\a userfoAndafosmation resqures; théhi ch

further | Aerorncentbt ufrPibels o de i il i A bierishh nh AeBEIdME o T

the clienké&outae, éndpath in the network in response to an access -103-

15 the improved access filter having the improvement comprising:
an access check confirmer that determines whether another access control system
in the network has already made the determination, fhe access check confirmer causing the
access filter to make the determination only if the determination has not already been made

by another access filter.

20
118.  The access filter set forth in claim 117 wherein:
when the determination indicates that access will be allowed, authentication
information indicating that the access check was made by the access filter is added to the
access request.
25

119.  The access filter set forth in claim 118 wherein:
the authentication information is an identifier for a public key belonging to the
access filter that makes the access check and an encrypted digest of the access request that
may be decrypted with the public key belonging to the access filter that makes the access
30 check. |
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This Sheet Has Been Replaced )
request from a user on a client, th rs each being capabl e of
maki ng a determ nation whether the a shoul d be allowed. and if
t he requesd og/500b» be al |l owed, encryp st. the Llter
havi ng the i nprovenent conprising: an access check confi rrrg&/ﬁ%(&%” :

det erm ne ether another access filter .ha l.rea made the determ nation
and when ?%(g{] i@gﬁ Fee, fs%zfg’gﬁﬁ'ba?%%fe%’r’f@f’jb?gﬁml‘ L\PswheteiBhg t he path

wi t hout decrypt} ARdIHg JThRe i for, fillé& t
forth in clai m%ﬁlga&v\hrbgrh ei n: ts%,g r%tgt&ﬁdtdgt%ﬁswn Oﬁ%i‘{i?é%ﬁl%ﬁi%er#g&sn fegdes a
| ast acceButher chesks the daty for awirusrandidees nopaliow anyviras laden dataite bé eetamsdr ver
of the se{vtﬁlrs that provides the information resource: when the access
filter isANEBME access filter, the other access filter directs the
encrypted request to the |ast access filter; and when the access filter is

the last access filter. the request is decrypted and routed to the server.
119. Thi2hcceds impraved acess filsert which isaised togethet S/ithtacplesality efatherakcdsbe

rccess 1 Tt inE BefrR b BacfBE inchidef et 253 odryers- 35t RroAdmntosmabioB m
whi ch t herdsaarce@fthelibnts VR a path iR eheRi®bR iR F’%RBHQ t6 9K aE%Q féég{aét Hynfhi ch

gives the access filter accesS to the key be ging to t access
filter; awnserwndrclient theaesess filtdrs eachibeingroapaiidief making a deferthingtion Wirthegquest

[ d ' t he k I [ he | ast, filter. 120, Th
hocHle" Y Phitaciairabd siTld BE afied Sn fesherequiiin o botlonsdossoriptingthe. |
confi rnerréagggrme@ggesg B,ﬁér 1R '@qﬁgﬁﬁmgﬁﬁﬁgg@gggﬁ%been made. the access

filter makes the determ nation and term nation indicates that
access Wil |l be aidcoesscdheckivenfiroeethat determines whetheranothier 8stess!fafer has difadpccess
filter set fogitgj n clgi m 120 wh@rPe.i 351 t he cl i,enth encrypts the access
request bEPET thedstsamigtion and whenbat is the ¢ase, pagsing:the enqrgpted zequestialongithe
access chpgak witHolut de&{ptilpithe RRqpes. t hat the access check has not been made.

th?llsaccess request is decrypted prior to nmaking the determ nation. -
1 0

122.  The improved access filter set forth in claim 121 wherein:
the path to an information resource includes a last access filter through which the
request passes en route to a server of the servers that provides the information resource;

when the access filter is the other access filter, the other access filter directs the

20 encrypted request to the last access filter; and
when the access filter is the last access filter, the request is decrypted and routed

to the server.

123.  The access filter set forth in claim 122 wherein:
25 . each of the access filters has a key for encrypting requests to be decrypted by the
access filter;
each of the access filters has routing information from which the last access filter
can be determined and key information which gives the access filter access to the key
belonging to the last access filter; and
30 when the access filter is the other access filter, the request is encrypted using the

key belonging to the last access filter.
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122. The access filter set f [ 20 wherein: when the
determ nation indicates that acc | owed, authetication
i nf or mtatWeIsMHRIR cat i ng that the access check was nade by tH/tsssma2filter
is added to the encrypted access request. 123. The access filter set -
forth inj@hai mrhdacydis iRerset fdtth iaklan@Ri Getieréln: | Nnformation is an identifier
for a public key belonging to the access filter that nakes the access check

and an encr ypt achedithe gecess check confimner deteymings thatzan apegssighece basmatdemi t h
th bl i | ' c i t he. heck.
194, P Ao AEHP RlePChmbles REBERRRRion anl Sy Rt ABIRRAA G InRERES Pl o

encrypt i GiecéSSWARHE alowed The Aicesh reuedtivienbiypted. t he request; each of the

access filters specifies a sensitivity level for the resource and a trust
| ev8l for each of the encryption nethods; and the access filter uses the

trust ey an LId.Vi N mne the encryption nethod.

125. 111?3 ac?&é?‘f%??g?g%gré%olpﬁﬁ#nﬁgr@%% "of clainms 120 through 123

wherein: each Qﬁeéﬂ&ﬁt@e@?&&héidcéﬁﬁ' uest beforksyding thecrequiospto the acestyBRES t 0 be
Ss

decrypted by the acce ilter; each of the access filters has routing
i nformatiasd from which the last access filter can be determined and key

the | act acces Sl codh Sh@REEHmicr deBlrmBRR T e acclfs GRY B BAYRY, ., ¢
usqe i n &hadey Bid dt@edsiiequisrie d ﬂ?gibrtolﬁﬁldngthérd&erﬁﬁﬁﬁﬁﬁ.f”ter set forth

in any one of clains 120 throug 3 wherein: the server that provides the
resource has a key for encrypting requests to be decrypted by the server:

t he acce i | t.er. near el Vver Jnformati on which gives the
access fisﬁtger ;@’feaggestsgﬁ%ﬁéeereg?@#‘c& evf'k@rﬁﬁmhg to the server: and the
access filter RgnCtie ddtermifdticar indiRars "thatt Scdebie will B8 Sfllowrd! attheltidalien t he

key belonging to the server.
information indicating that the access check was made by the access filter is added to the

g\

15 encrypted access request.

127.  The access filter set forth in claim 126 wherein:
the authentication information is an identifier for a public key belonging to the
access filter that makes the access check and an encrypted digest of the access request that
20 may be decrypted with the public key belonging to the access filter that makes the access
check.

128.  The access filter set forth in claim 124 wherein:
a plurality of encryption methods are employed in encrypting the request;
25 each of the access filters specifies a sensitivity level for the resource and a trust
level for each of the encryption methods; and
the access filter uses the trust level and the sensitivity level to determine the

encryption method.

30 129.  The access filter set forth in any one of claims 124 through 127 wherein:
each of the access filters has a key for encrypting requests to be decrypted by the
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-105- 127. An access filter whisGheel SasBs@Repiscedne of a plurality of

acccss filters in a network, the Emggﬂgﬁllﬂgtwservi ng to nake a

determ [ ether a request f user to anA P&E'on
resour cggvbvigﬁ}lzo%gg permtted and th her i ncl ud{}r‘?ﬁlﬁé |eJﬁt from
which the user nakes the request via a path in the network that includes at
| east on@C%HPS Ui access filters and a server that provides the information
resource in regRaNSGhd AedelihitepdhATout; %fﬁﬁaﬁﬁ&&ﬁBH%ﬁ& mm{ti Seionng | ocal
copy of access COI’ltI‘O%Q‘I;n ormati on ‘tl agt I ndi cat es whet%er t g uésggirﬂt%ay
access t lcan besdaterminedandhkeyeinforpiation evhicthgives theprcogss filtee abaesato tepkeyt 0 nmake
t he det egnfena.tion; eglpuc{ an access 3heck confirnmer that determ nes whet her
anot her Reloggusp thelastiaccess AREL ARd 1o a1 ready made the deternination and
only causes | NweGH8REnSRERK e 11 aBkO TG (6% BhEHIRAE hollls RheY access
filter has done so. 128 The access filter set ‘?g#t in ?:ﬁ%aifr}hhlzf
further conprising: an encrypter/decrypter for encrypting and decrypting

h : wh h ' ' A il b
berm tt ed30; na 1aardes et fopin ane e obans 2% MBape 157 whEHE  The access
filter set foryf (fvel aiaﬂbﬂo?&dfg@ﬁé%gagrée%sedﬂxa@ymr%c@pﬁhd%g% ekt Go HpauUEST

such that the request can be rypted by the encrypt pter in the
| ast accegeryptdditarthe servere pat h. 130. The access filter set forth in

claim 129 wherein: the, encrypter can, encr t he request agcording, to a
SLIDAl ity of - ofe aptss BerineerhS the sesven hes ey TRGHRAAN WHED BIvas 116 0HS8 Bt o5 a
sensi ti ViaEé’?s.L.?Hﬁlefﬂbﬁ@k&}‘@elé@ﬂ%‘focﬁe@meéaﬁd ust level with each of the

plurality of encryption ethods: and the encrypter encrypts the request

usi ng an encr yphé accesefilteminaafest bee server akércrypts thehaccesstrequest using the keayel  of

t he encr;go&)igon method is at |east equal to the sensitivity |level of the
resour ce OCPRBINEIALNGSEVIS fi|ter set forth in claim128 wherein: the client
encrypts the request: and - 106-

15 131.  An access filter which is used as one of a plurality of access filters in a network,
the access filter serving to make a determination whether a request for access by a user to
an information resource will be permitted and the network further including a client from
which the user makes the request via a path in the network that includes at least one of the
acess filters and a server that provides the information resource in response to the request,

20 the access filter comprising:

a local copy of access control information that indicates whether the user may
access the resource;

an access checker which employs the local copy to make the determination; and

an access check confirmer that determines whether another access filter in the path

25 has already made the determination and only causes the access checker to make the

determination if no other access filter has done so.

132.  The access filter set forth in claim 131 further comprising;
an encrypter/decrypter for encrypting and decrypting the request; and
30 when the determination is that the request will be permitted, the encrypter/decrypter
encrypts the request.
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the access filter enploys the encrypter-decrypter to decrypt the request
prior to making the determ nation. 132. The access filter set forth in
any one wbhaslda99zs 127 through 131 further conprising: an aetiresdsioasszor for
maki ng an aut hentication for the request: when the determ nation is that -
the requgghy W kiyahe e hikt {8 forth HIAMCBISWhdrbiher enpl oys the aut henti cat or
to produce authentication Information that authenticates the request and
adds t he aut henhe entriypter emdryptathe requesd sudhethatethe esquestagad behdecaypteddsy thleck
confirnmer det erra' nes fr.og}tre addegpdaut hﬁnti ation information whet her
anot her AocEPLerfdeptypter|in the, fastaceess fler in the DAy o i nation. 133. The
access filter set forth in claim127 further conprising: an editor for
maki ng a change in the | ocal copy of the access control information: and a
chadge priddagatThe acoessfiltepses fortmin cléim I33awbeseind ot hers of the plurality of
access filters., 134, The access,filter set forth in claim.Ja33 wherein:
t he access conttP%IenFWPEﬁrncé‘PiMr f SPaYeTh pESrung iR HH%@M&@P may
make a cr}ﬁ&gﬁdg.n a predeterm ned part of the local copy;, and the access
checker further enploys the local copy when a user enpolys the editor to
make a parti culthe acdessigmttod infedneatian desoeiatesraadensitivitylevél avitlt the resoarceiand
permtted 10 nake the particul ar, change. 135. The access filter set
forth in &trastievebwithraph phthe; %@géc%ﬁ‘&‘}’ﬁf’thpﬁ%&?%t ion further pernmits

a gjgven user mddml&ﬁ *ﬁ?d’&ﬂ&‘u' sﬁd@"an : ) ; ate

rragl:ong t he ch\gﬁg% t 0'"anot ?\‘Z?ﬁuser. é]#?}% WR %‘gﬁgegﬁggﬁéeel@g%‘gﬂuse in
a syst em thatthedrust lexelpofdbe enmyptidnmettiad és attleasteguatitovthe sersitivity levehofsheer i zed
in that: the data storage device contains code which. when executed in the
processor™®S9HEf-enents the access filter set forth in any one of clains 113.

117. or 127. 137. The access filter set forth in anyTosngheetfHac Béh Replacddl 3.
117. or 127 wherein: - 107- the access filter is inpl
appl i cat i 185. pr cThesavces fiten setrfgrth irdelainalB82 wherein:

15 the client encrypts the request; and

the access filter employes the encrypter-decrypter to decrypt the request prior to
making the determination.

136.  The access filter set forth in any one of claims 131 through 135 further comprising:
20 an authenticator for making an authentication for the request;
when the determination is that the request will be permitted, the access filter
employs the authenticator to produce authentication information that authenticates the
request and adds the authentication information to the request; and
the access check confirmer determines from the added authentication information

25 whether another access filter has already made the determination.

137.  The access filter set forth in claim 131 further comprising:

an editor for making a change in the local copy of the access control information;
and
30 a change propagator for propagating the change to others of the plurality of access
filters.
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operating system 138. The access filter set forth in any one of clains
113. 117. or 127 wherein: the access filter is inplenented as a component
ol ai s N1 SR OO et ein: the access filter i i nplSTaRoBatas o
component 1 Of. a 'Ith%uefcgerass iﬁ?texE ape(ta fc?r?ﬁ 1\;1VO crlal.(xm 137 wherein:

the access control information further indicates whether a given user may make a

change in a predetermined part of the local copy; and
the access checker further employs the local copy when a user employs the editor
5 to make a particular change to make a determination whether the user is permitted to make

the particular change.

139.  The access filter set forth in claim 138 wherein:
the access control information further permits a given user who may make a change

10 in the predetermined part to delegate making the change to another user.

140. A data storage device for use in a system including a processor, the data storage

device being characterized in that:

the data storage device contains code which, when executed in the processor,

15 implements the access filter set forth in any one of claims 117, 121, or 131.

141.  The access filter set forth in any one of claims 117, 121, or 131 wherein:

the access filter is implemented as an application program executing under an

operating system.
20
142.  The access filter set forth in any one of claims 117, 121, or 131 wherein;
the access filter is implemented as a component of an operating system.
143.  The access filter set forth in any one of claims 117, 121, or 131 wherein:
25 the access filter is implemented as a component of a router in the network.
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