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per f or mance % B1d ncreaS| ng costs in sone cases. Thus, there is a need
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Figure 1 is a schematic depiction of one enbodirrent of e present

i nvent i osfrugichs2Bat Rigompran for ammhﬂ@pphmenafonenemle;tcmwndbnalhnenenbodi ment

Sl gasebgm{ app:l'lcatlons me{yeo%erDv\Ei\rslt%rcn%cal%aseband code and vice versa. Such

overwriting may be the result of inadvertent coding errors or deliberate action by an intruder.
As aresult, awkward accommodations must be implemented to facilitate the uneasy
15  marriage between processors related to conventional applications and processors related to
wireless applications. In some cases, special software may be utilized. In other cases,
completely independent systems may be provided with very limited inter-subsystem
communications. As still another alternative, separate storage may be utilized for the
separate subsystems. All of these approaches may have the effect of reducing performance
20  and increasing costs in some cases.
Thus, there is a need for a way to handle the disparate needs of the separate

processing functions in a single wireless device.

Brief Description of the Drawings

Figure 1 is a schematic depiction of one embodiment of the present invention; and

25 Figure 2 is another schematic depiction of the embodiment shown in Figure 1.

Detailed Description

Referring to Figure 1, a wireless device 10 may include a processor 12. The
processor 12 may communicate over a bus 14 with a variety of functional units. Such units
may include, in some embodiments, an analog to digital (A/D) converter 22, a digital to

30  analog (D/A) converter 24, a coder/decoder (CODEC) 26, a digital signal processor (DSP)
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With respect to non-baseband or conventional processing applications, the conditions

are reversed when executing code in the application space. In the application space, the
register 20 allows an application to read and write data into an application memory space.

30  However, the register 20 prevents writes to the baseband memory space.



VWhile the nmenory 18 is shown as being broken up into very discrete areas,
those 10 skilled in the art will appreciate that the address space applied
to any particular function may be dynamically allocated. Thus, the areas
"that are dedicated to particular functions may be physically dispersed

wi thin other areas dedicated to other functions. However, the overall code
space dedicated to a particular function is known and is applicable by the
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resul t of cod’#fﬁﬁe msnaory A8 igshogan gsibeingrhrekenip 1ntogvery giserptesasens; those
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spirit and scope of this present invention. is’clainmed is: 1 1. A

syst em compatisnnrggisier 20.photopmsambodinents tiddneseryd8npayr hesosingle gitsgretedcoupl ed
to iﬁl dcﬁ-r olgerssorbto anatlﬁézrg coqﬁ 4. fetches to determ ne whet her the code
f et thes SHEMRPEMEY O HUeHANH 1P 2Ag 9rbde?§536and 5 applications; and 6 a storage
coupl ed to saisth feg@t, 3 S6mé amboBimeh@] e PoMKIRS tHA atiRdelad hpsiehdass 7 and
non- baseband, applications. 1 2. The systemof claim 1l wherein said register

bl ocks e¥ervritet ¢ateaf # Basgbandppplicationdnteduesdsd sliminaied. cEhis aypids the meethfoar ea of
sai d st j [ ' 1 3. : aim2
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f cl
wri £8s PBFE “é%lg?r CTHBRCHRSEBEHIPRYEY i cati ons from occuring in the storage
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wherein said systemis a wreless telephone. 1 6. The systemof claim1l
wher ei nhaelied aacks.adbe bsecdiiegrammablet emearyodamsigementtunits M) analbles baseband
and nonhtg&se?sb%nc ar?é) allcicgs%tr{g?l S a%%i%rn%ﬂgge%.r 8 that was intended to be protected is
effectively left vulnerable. By code separating access rights and privileges, enforced by
25  hardware, access rights and privileges may not be deliberately modified by an intruder or
inadvertently altered as a result of coding errors. As a result, critical and highly sensitive
applications like baseband processing applications can be protected from any modification
that may adversely impact their performance.
While the present invention has been described with respect to a limited number of
30 embodiments, those skilled in the art will appreciate numerous modifications and variations
therefrom. It is intended that the appended claims cover all such modifications and variations

as fall within the true spirit and scope of this present invention.



1 7. A nethod conprising: 2 analyzing code fetches to determ ne whether the
code fetches relate-to 3 baseband or non-baseband applications; and 4

bl ocki ng said code fetches from dedi cated areas of said storage based on S
"whet her said code fetches relate to baseband or non-baseband applicati ons.
-5 1 8. The method of claim?7 including.analyzing the address of a code
fetch to 2 determ ne whether said code fetch relates to baseband or

non- baseband E@Li?ﬁﬁﬁ 1.s,l 9. The nethod of claim8 including blocking
code fetches 7t é??ﬁg $9%a non2 baseband application froma storage area
dedi cated to baseband applications. 1 10. The nethod of claim9 including
bl ocki ng code fetches not relating to boot 2 and security code froman area
of the storade ded) &¥sta@@dcomBpBBeE and security code. 1 11. The nethod of
claig18 includinga r&&%&%g code fetches relating to baseband 2 applications
froman area of stdrage dedicated to non-baseband applications. 1 12. The
met hed of cl ai m 1kniaddtessdtongpatisomeegisteradaplesd o oiptesontoragglysé eddet 0 2
prevent wites related tao non-baseband applications fromoccurring in a

st or 4ge feiches to dglermingvdigthes thecods stenes peipte dabasshand or npy-basehandet hod of
claim7 .16 i onparing an address of a code fetch to a set 2 of
addrggsg'ﬂg%@gggggg t o baseband applications and based on said conparison
conté6ol | i ng 3 accessorage trapkiddndaid pegistediavorg sérogageasadedantedito bdsebiml
artigcle c&nﬁa%si%g(g n?diun1storing instructions that enable a processor?2
based s8¢ BRPPB5CONGIPPIGIRONSHde fet ches to deterni ne whether the code
fetches relate to baseband 4 or non-baseband applications; and 5 block said
code fetches from dedi cated areas of said storage based on whether 6 said
codelf et ches % el atlhetsystomsdiobamd lowherein-skidgegisterblaphd dodatfétolmes relatingto The
artigle of ,.claim14 further storing.nstructions that,enable the processor?2
basel < goriPaR A Rion o an b9 sfid st REaler  bERBRU P ERREL her
said code fetch 3 relates to a baseband or non-baseband applicati on. -6 1
16. The article of _claim15 further storing instructions that enable the

procéssor 2 Based Whsynmiad claimiovieseie spidistarage ineludes aprenfondpotiadeband
appl hcatL ongy EERMA afth (5 ARE L8 Sppti AAGCAEH && BAEGRBALARPIIpTRL RIS
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4. The system of claim 3 wherein said address comparison register prevents
2 writes related to non-baseband applications from occurring in the storage area dedicated to

3 baseband applications.

1 5. The system of claim 1 wherein said system is a wireless telephone.

1 6. The system of claim 1 wherein said storage includes an integrated circuit

2 having both baseband and non-baseband application storage areas.

7. A method comprising:
analyzing code fetches to determine whether the code fetches relate to
baseband or non-baseband applications; and

blocking said code fetches from dedicated areas of said storage based on

wnm AW N =

whether said code fetches relate to baseband or non-baseband applications.



.1 17. The article of claiml16 further storing instructions that enable the
processor2 based systemto bl ock code fetches not relating to boot and
security code froman area of the 3 storage dedicated to boot and security
‘code. 1 18. The article of claim15 further storing instructions that
enabl e the processor2 based systemto._ glock code fetches not relating to
baseband applrcatrons fronran area of 3 storage directed to baseband
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occurring in a storage area dedi cated to baseband applications. 1 20. The

article of claim14 further storing instructions that enable the processor?2
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3 dedicated to baseband applications.

1 13.  The method of claim 7 including comparing an address of a code fetch to a set
2 of addresses dedicated to baseband applications and based on said comparison controlling

3 access to baseband application storage areas.

1 14. An article comprising a medium storing instructions that enable a processor-
2  based system to:

3 analyze code fetches to determine whether the code fetches relate to baseband
4  ornon-baseband applications; and

5 block said code fetches from dedicated areas of said storage based on whether
6  said code fetches relate to baseband or non-baseband applications.

1 15.  The article of claim 14 further storing instructions that enable the processor-

2 based system to analyze the address of a code fetch to determine whether said code fetch

3 relates to a baseband or non-baseband application.
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3 storage dedicated to boot and security code.

1 18.  The article of claim 15 further storing instructions that enable the processor-
2 based system to block code fetches not relating to baseband applications from an area of

3 storage directed to baseband applications.

1 19.  The article of claim 18 further storing instructions that enable the processor-
2 based system to use an address comparison register to prevent writes related to non-baseband

3 applications from occurring in a storage area dedicated to baseband applications.

20.  The article of claim 14 further storing instructions that enable the processor-
based system to compare an address of a code fetch to a set of addresses dedicated to

baseband applications and based on said comparison control access to a baseband application

AW N =

storage area.



