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Provi si onal Patent Application No. 60/033,896, filed Decenber 20, 1996, to
Anderson et al . METHOD ANDSY STEMFORPROZESSING EVECTRONICIDOCUMENTShed
Oct ober 10, 1996, pertaining to International Application No.

PCT/ US96/ 04771. 15 The present invention relates to el ectronic docunents
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readabl e and co L el readabl e, ) ) E | NVENTI N 20
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transm SSI on nmechani sns, such as mail, with inherent delays associated with
such ﬂ’% % ongecord keeping for such transacti ons has required
si gni t additional steps, such as keeping a checkbook | og for personal

checks, keeplng copi es of prescriptions and nedi cal records, nalking many
duplicates of nortgage applications, and the |ike.

1. U.S. Patent Application No. 08/418,190, filed April 7, 1995, naming John Doggett,

Frank A. Jaffe et al. and Milton M. Anderson as inventors.

10 2. U.S. Provisional Patent Application No. 60/033,896, filed December 20, 1996, to

Anderson et al.

3. Published PCT Patent Document WO 96/31965, published October 10, 1996,

pertaining to International Application No. PCT/US96/04771.

15
The present invention relates to electronic documents and, more particularly, to
electronic documents that are both human readable and computer readable.
BACKGROUND OF THE INVENTION
20 Preparation and storage of copies of documents for paper transactions is expensive and

time consuming. Completion of such transactions among geographically distant parties has
traditionally required conventional transmission mechanisms, such as mail, with inherent

delays associated with such mechanisms. Record keeping for such transactions has required



5 The digital computer and conmputer network make it possible to
elimnate many of the drawbacks of paper transactions. The digital conputer
is a powerf woabmresspr ocessing tool that allows a user to orgeaE/Us97/28400r €
and anal yze data at volunmes and rates that woul d be inpossible by any prior
known techni ques. The conputer network is a simlar step forward. By

| i nki ng together several conputers and by providing shared resources and
cross-platform 10 comuni cati ons, engi neers have devel oped the conputer
net wor k i ng s TaJal FTF: Vg ey \ I '

I mpr oved a% e@gsahf gddsl{éégﬁa? gitapg’aétuggiségﬁpﬁﬂ cgcadtl thﬁgg%?@%ggpgg %@%%%%Fg%gﬁgns
and to permt easy trapnsm ssgion,of electronic docu ts between such,. ..
ocat § on. Gbplss OF Blescriptiong B0 SREQiGRL SFHE. A MBS, QoA icates,oh MActEpE# gonlications
networks is the Internet. The Internet is a global system of interconnected
conput er rardvtbe kke.f orned into a single world wi de network, using an
agreed-upon protocol. A user, through the Internet, can interactively
transmt nmessages with users in different countries. Simlarly, a user in
the U S. connected to files and |ibraries and other jurisdictions such as
Eur opg and Asi can.. downl oad files faor 20 rsonal .. use. ,Accor di ngl

Che Tt or net - coPAEH OmaOIEE 2B 6RRUE oftgr nBEf I RsLlE 6 iR ma of the
simlar to the comunications functions provided by hamradi o operators.
Mor eover, drawbaals of paper cmwiens.n@hmdtgktagcqmputem agpaysrfid datal processing yiool that
provi ding el ectronic -2- access to resources and information avail able
from I nt erdiRiysSidsestd Grighhiae) Otdretane aniykeldath At dsldivel afid kited that WHHRI R Tmpossible

i nefficiencies of paper transactions, other problens exist. Many of these
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docunent or part of a docunent has .
together several computers and by providing shared resources and cross-platform

10 communications, engineers have developed the computer network into a tool that provides
sufficient processing power to provide improved access to sophisticated applications by users at
remote locations and to permit easy transmission of electronic documents between such

locations.

15 -One of the most widely accepted and heavily used networks is the Internet. The
Internet is a global system of interconnected computer networks formed into a single world
wide network, using an agreed-upon protocol. A user, tbrough the Internet, can interactively
transmit messages with users in different countries. Similarly, a user in the U.S. connected to
files and libraries and other jurisdiction; such as Europe and Asia, can download files for

20 personal use. Accordingly, the Internet computer network provides strong communications
functions similar to the communications functions provided by ham radio operators.
Moreover, the Internet computer network acts like a universal library, providing electronic
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been signed, the reader nmust be given access to the entire docunent; thus,

a party who nmay only need to know that the docunent has been signed nust be
gi ven acces¥O®#3166® entire document, including any confi denfCAUSHEYPati on
cont ai ned therein. Signatures are used in a wi de range of contexts,

I ncluding financial instrunents, contracts, nortgage applications, and 10
nmedi cal records and prescriptions, to indicate the agreenent, consent or
authority of the signer. Transactions that require signatures have

t r adi t i onajdessiairbaests aad ieoimaion avaibblesirémInexet sitésothsoughont the wartd.and
paper. As used herein, 'signature has its broadest source; that is, it
means any indication of agreenent, consent, certification, acceptance, or
ot her giving of authority, that is associated with a person or entity. 15
The present invention |everages the OE di stri but,ed net work onputlng
to overcome nanjn additionsto; the aperent Fﬁ@p teeﬁ paper Sransachons, ¢ s%f@t’ cERLxISt

Is well known that digital conmputing and conputer networks reduce or

el i mi nate Ry of these pretflerhdirelite toedoenments dlfat requirecsignatires. d Eapantigular t in order for
docunents. Word processing prograns are used al nbost universally by

| ndi vgdual 3 Bl Qi"ﬁﬁg&%ﬁﬁ%}ﬁ P HAErGRe that QQMHQr Hb@tﬂﬁéﬂttor fUSTE N dScument has
Howevér, documents require signatures are a special case that present
speci al -3 probl ens. , The sjgnature itse s the firs since a
si gnature Peen $1ﬁ%ﬁdt therrepdey “t“’ﬁbbgﬁ‘tve’bf‘ccﬁ? W ‘h"aFR}H'F doFyment,, u&‘% (%l} Mz,
signing el ectronic docunents have been devel oped, |nclud|ng cryptographlc
digital si gniytneed takoow ithah the, document(ias been dignedymusit de gdesndacoess o theentire

In addition to the problentof associating a signature with a docunent,

ot her  specigghyridse DinefiRing! g chﬁde\SnilCln%hﬁoﬂ EorARabthefein! O SifRfires ireaised in 2
require S|gnatures or affett commerci al

wide range of contexts, including financial instruments, contracts, mortgage applications, and
10 medical records and prescriptions, to indicate the agreement, consent or authority of the
signer. Transactions that require signatures have traditionally employed conventional means
for execution, such as pen and paper. As used herein, “signature” has its broadest source; that
is, it means any indication of agreement, consent, certification, acceptance, or other giving of

authority, that is associated with a person or entity.

15
The present invention leverages the power of distributed network computing to
overcome many of the inherent inefficiencies of paper transactions.
. Tt is well known that digital computing and computer networks reduce or eliminate
20 many of the inhereﬁt inefficiencies in dealing with documents. Word processing programs are

used almost universally by individuals and businesses who produce, store and transmit
documents, However, documents that require signatures are a special case that present special
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transactions. In particular, special requirenments or protocols may apply to
the content of such docunents. For exanple, detailed rules exist as to how
vari ous actwoeseressrequired to conplete or respond to the i rFcavusstene on
each part of -a paper check or other financial instrunment. 10 Simlarly,
rules exist as to how to conplete and process a nortgage | oan application.
Different parts of medical records are also conpleted pursuant to protocols
that require specific action on the part of nedical personnel, insurers,

and the 'iﬁgobéétﬁ%. eRpg S@Bath&%afq@aﬁsrg&gﬁotﬂm g&beﬁ(gfgnﬁﬂﬁ'e &fuéditﬁbxﬁ}xghﬂugpf of

parts of t ocument s I nportant, and a neéd exists to use the [ogic
structure in the staqrage, ni pyl gtion,and transm ssion .of such,dogunent so
Chat  docunehemaneal Senstish, Trerobols fo5 stenifinlpr etz Sreumepts, bays e developed,
protocol requires that a document bear a date, a logical elenent of the
docunent s limeldding erygtographit digitaldignrature algorithmso mor¢/pantioviarly diseusspd belowol s
associ ated with signed docunents are often established over tine through
custom and usage, so a need exists to permt electronic docunents that
closely mrror current practice. Al so, although nost individuals or

busi nesses have.co ters, certain.functjons continue,to, be 2 .

por f orived i t hodi SOt PFEPIER b aisBFialiSy & femts Wikh 4 ioRmeRhuather spesish o
Thus, it is inportant that docunents that require signatures not only be,
machi ne pr prehdembhze likslst tosdxiss inh casashof dactiziohts that 4equire signpturepondffach agromercial
| anguages has been devel oped to hel p users manipul ate docunments according
to | ogical naagicabhs. BHEHitARY IpERS redoleiMin or pFGbESIP naR AGHIFI6 the cobkedt of such
powerful tool 1 n processing docunments. Markup | anguages al so have ot her
advant ages jiore_ par i cul ar | Ll | . Qw, f i ant
such | ang ué‘&é‘gn? 't ﬁgr ?r%?&é r‘%%ﬂ é‘?@? F’ggkaa% §° hg}%ﬁ% %%Efgro?gé ff&gﬁ?& %Lm;jl_ete

Certai n advantages of an_ enbodi nent of the present invention
or respond to the information on each part of a paper check or other financial instrument.

10 Similarly, rules exist as to how to complete and process a mortgage loan application. Different
parts of medical records are also completed pursuant to protocols that require specific action on
the part of medical personnel, insurers, and the like. In each of these cases the logical content
of the different parts of the document is important, and a need exists to use the logical structure
in the storage, manipulation and transmission of such document so that documents can be sent

15 to known protocols. For example, if a protocol requires that a document bear a date, a logical
element of the document should be defined for data information. Moreover, the protocols
associated with signed documents are often established over time through custom and usage, so
a need exists to permit electronic documents that closely mirror current practice. Also,
although most individuals or businesses have computers, certain functions continue to be

20 performed without the. aid of a computer, such as viewing éhuman signature. Thus, it is
important that documents that require signatures not only be machine processable, but also

human readable.



may be understood by devel opi ng an understanding of SGW.. SGW is defined
by the International Organization for Standardization in | SO 8879

(I nf or rat i oNOP8BYEESSi ng- - Text and of fi ce systens--- St andar d ¥eamessakiaed
Mar kup Language 10 (SGW), ([Ceneva): 1SO, 1986)). SGW is an

I nternational standard for the definition of device-independent,

system i ndependent nethods of representing texts in electronic form SGW
is an international standard for the description of marked-up el ectronic

text. More parth Gy éfconipuldr lamzuagdtttias beandeiaiped ¢ HElh hiverd eSmipulite dotEndtind
| anguages. In the present context, the word "markup" covers all sorts of

speci al markup.codes inserted i ' « aoy.er,

For et t ndecpi FroeieBr Raleit, SEitbaBEEk, Mbinds smach R B g  hyertul

encodi ng, can be defined as any_neans of making explicit an interpretation
of a text.togl ineprReassing dgennaents. sMarkm lapguages dlsphaverethen adyaniagesdaore pgetiqndarly
for encoding texts. A nmarkup | anguage nust specify what markup is all owed,

what mar Kigesérsbadeslow e Oneld\thgmobtlimpdfiant sucls languipes di theiStgidashGencrldett ext ,
and what the markup nmeans. SGWL provides the neans for doing the first

threg; a | £ a f . | LN
fu Tl 16 AE Rl SRS O8ratiCiay nabog U ol enltdBighbof O SrEUA v Eflion
characteristics of SGW._distinguish it from other_ markup | anguages:
enphasi s ¢RaYibeupdesstood by devrloping an updesstandipg Pf #8Mdup; document type
definitions; and independence fromany one systemfor representing the
script in which a text is witten. S A descriptive markup system
uses mar kup codes which sinply provide nanmes to categorize parts of a
docunent. Mark d | + S L, ' s fok:Q0)

S S P of e TnichiaTonh Ot indpR bRl i 190 8579

docunent and asse ortion t OW Nng |

etc. By CO(?r%xgnsutit’ionaprocessing-—’rext and office systems---Standard Generalized Markup Language
10 (SGML), ([Geneva): ISO, 1986)). SGML is an international standard for the definition of
device-independent, system-independent methods of representing texts in electronic form.
SGML is an international standard for the description of marked-up electronic text. More
particularly, SGML is a meta-language formally describing markup languages. In the present
context, the word “markup” covers all sorts of special markup codes inserted into electronic
15 texts to govern formatting, printing, or other processing. More generally, markup, or

encoding, can be defined as any means of making explicit an interpretation of a text.

A markup language is a set of markup conventions used together for encoding texts. A

markup language must specify what markup is allowed, what markup is required, how markup
20 is to be distinguished from text, and what the markup means. SGML provides the means for
doing the first three; a specific markup language such as that of the present invention fulfills

the last function for particular contexts.



procedural markup system defines what processing is to be carried out at
particular points in a docunent. In SGW., the instructions needed to
process a dQeWgBfdssfor some particul ar 10 pur pose (for exgfar®rzidco
format it) are distinguished fromthe descriptive markup which occurs

Wi thin the docunent. Usually, the instructions are collected outside the
docunent in separate procedures or prograns such as that of the present

i nvention. Wth descriptive instead of procedural markup the same docunent

can readily be & d i ff e \

o uii ch can afPFGe SPRERERES Br SNE s i iTRom s HuRip, BEilEl Sl
whi ch are considered relevant. For exanple, a content anal ysis_program

mi ght di soagaseripsiveiradiey thangreesdura) maskemitsiosument thpe definitionsi adinderendendsi | e
a formatting program m ght extract and collect themall together for
printing gont By 6fé systert I6trephaaphttig thBistfigy iaWhiclos text & wiiktegessi ng

I nstructions can be associated with the sane parts of the 20 file. For
exanpl e, one program m ght extract names of persons and places froma
docunent to cr eate an i ndex or dat abase ~whil e another, operating on text
that has been "marked .up' in sonme way ht print nanes_ of persons and
placds in a di s%ﬂeﬁsfmw%m%temases mar odgs Jhich SMPYERIOVIE TSR of a
docunent type, and hence a docunent. type definition ( DTD'). Docunents are .
regarded Qastepenizenpartsygicsdogunsent.ddarkupandedsuehias listCe sigply identifynpporion.of he
type of a docunment is formally defined by its constituent parts and their
structurey r »he. t

consi sts ofx]’_ {tﬁ?&%g%g%é Q{J ¢ ?Dﬂlgﬂ%att foﬂéﬁ y‘%é'%]ma%ﬁ%‘ Y. ﬂ;ﬂ%pﬂntam 2
sequence of one Dre ar aqr th| ng | acki a t|tIe accordi n

Chi's. f or mRFocgaRTa) FmaTkp e ?qe§s 184°§19§3F&led O at HECNEF DO 1 2
sequence of paragraphs foI | oned by an abstract, whatever other report-1like
char act er idstumentt eS6ML, the instructions needed to process a document for some particular

10 purpose (for example, to format it) are distinguished from the descriptive markup which occurs
within the document. Usually, the instructions are collected outside the document in separate

procedures or progranis such as that of the present invention.

With descriptive instead of procedural markup the same document can readily be

15 processed by many different pieces of software, each of which can apply different processing
instructions to those parts of it which are considered relevant. For example, a content analysis
program might disregard entirely the footnotes embedded in an annotated text, while a
formatting program might extract and collect them all together for printing at the end of each
chapter. Different sorts of procéssing instructions can be associated with the same parts of the

20 file. For example, one program might extract names of persons and places from a docuﬂuent to
create an index or database, while another, operating on text that has been “marked up” in
some way, might print names of persons and places in a distinctive typeface.
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m ght have for the human reader. 10 | f docunents are of known
types, a special purpose parser can be used to process a docunent claimng
to be of awawsswmssar type and check that all the el enents REJEIIBAI06r

t hat docunent - type are indeed present and correctly ordered. Mre
significantly, different docunments of the same type can be processed in a
uni formway. Prograns can be witten which take advantage of the know edge
encapsul ated in the docunent structure information, 15 and whi ch can

thus behave i ngaMDaRoipiéWades e AbtidRsh Bbcunal iy, 48d BBse' Ldodufimint peurent s
encoded according to its provisions are transportable between different

har dwar e and .sof ~ERVI ronnent s w t.hout, | os f info i OQ.:

doscr pt i GEAMAPRGSTTIEN; DPGEREE ircreBistrn ah b 38 ohssr hp i Bhe it Brocrsed,
transportability requirenment at the abstract level. Athird feature )
addr esses bytcomputere Thetype effa dorament isrfgsnally defined byciteeanstiwent pasis and; their
docunents are conposed. SGWL provides a general purpose nechani smfor

string subghétitsl TAB definifion ofta TE, Tor &xuiaie,neipht besayat of coikitsi 0Tt tifteindautfor,
particular string of characters in the docunment should be replaced by sone

ot her_ stri n th ol Sant | r t e
nabis ¢ SO i et A el 8£65¢ B ol bbbl A BB RNAsE 2 il

character sets, or of any one systemto provide all the graphic characters
needed f omccordiagite gis &nrmbmﬂmmn.mﬂ%yogfﬂmﬁw ke adenerti and Redtheapiorla f or
5 non- portabl e characters. The strings defined by this

st ri ng- sulgquehes 6fparaEaptRTolowed by anhbsthegnwhdtéves othEreeyniike tharattoristics ahesa
textual unit is known as an elenent. Different types of elenents are given

di fferent nﬂ@ﬁﬁﬁaw%iltht?%aﬂrr@a\ﬂleges no way of expressing the neaning of a

10 If documents are of known types, a special purpose parser can be used to process a
document claiming to be of a particular type and check that all the elements required for that
document type are indeed present and correctly ordered. More significantly, different
documents of the same type can be processed in a uniform way. Programs can be written
which take advantage of the knowledge encapsulated in the document structure information,

15 and which can thus behave in a more intelligent fashion.

SGML also ensures that documents encoded according to its provisions are
transportable between different hardware and software environments without loss of
information. The descriptive markup feature and the document type definition address the

20 | transportability requirement at the abstract level. A third feature addresses it at the level of the
strings of bytes (characters) of which documents are composed. SGML provides a general
purpose mechanism for string substitution; i.e., a machine-independent way of stating that a
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10 particular type of elenment, other than its relationship to other
el ement types. Wthin a marked up text (a docunent), each el enent nust be
explicitlywaskets9r tagged in sone way. The standard provi GeI/is90/24000
variety of different ways of doing this, the nost conmmonly used being to
insert a tag at the beginning of the elenent (a start-tag) and anot her at
its end (an end-tag). The start- and end-tag pair are used to bracket off

the el ement occurrences within the running 15 text, inr rather the sane
way as diffeg RRSREuREnt SO bE 2Ep1IREY e sth&Csthiflg when
conventio &%ﬁé\ﬁ%‘gﬁ%%ﬂ%ﬁ%as the abi ?‘%y,,tog%se ﬁﬁ es stating \g/\hi ch

el ements can be nested within_athers to sinplify Kup. ..Such rul es are, the
first stagteidecumentds B%ﬁcFﬁﬁé'g}‘ hla?qasllrﬁﬁ?“fg?fg@? medﬁ?%‘ﬁ’ &cﬂ’%‘i‘?@t %npuster systerns
structure of an SGWL docunent, or docunment type definition. SGW is nost
usef ul in wonidertzandvdach ethér's charatter sets; os of anyener systematoeprovide all the graphiched
agai nst a pre-defined set of rules. Such rules can include |egal rules or

known pr ot {ﬂﬁagécéers Qesdeatsr QE:aﬂ%@ﬁf hppiatic b?‘-’ﬂfb\‘l@ing escriptive Mappies For

explicit, esi gner reduces his or her 0wn burdens in marking up and

verifying the electronic te Wwhi | I I ng. for t o e explici n
i nter gr et aP?rBHmS?ebi? ﬁéa%‘i%?rﬁ cﬁﬁ by %sdgifﬁ‘ﬁa i%V R@& ﬁ‘?“‘&a??ﬁﬁ@\hﬁ‘%{’r 1{5?%‘1’@9138? artehcéhf‘(gxt
bei ng encoded. 5 . A variety of software is available to assist in
the tasks eititieseati ng, validating and processing SGW docunents. At the

heart of nobst such software is an SGW parser: that is, a piece of software

whi ch can take a docunent type definition and generate fromit a software
system capabl e of validating any docunent invoking that DI.D. Qutput froma

parser o 115 SIECSH ol o P S R ©

version of the docunent instance in canonical form(typically with .
elements are given different names, but SGML provides no way of expressing the meaning of a

10 particular type of element, other than its relationship to other element types. Within a marked
up text (a document), each element must be explicitly marked or tggg_ed in some way. The
standard provides for a variety of different ways of doing this, the ﬁost commonly used being
to insert a tag at the beginning of the element (a start-tag) and another at its end (an end-tag).

' The start- and end-tag pair are used to bracket off the element occurrences within the running

15 text, imr rather the same way as different types of parentheses or quotation marks are used in

conventional punctuation.

SGML has the ability to use rules stating which elements can be nested within others to
simplify markup. Such rules are the first stage in the creation of a formal specification for the |
20 étructure of an SGML document, or document type definition. SGML is most useful in
contexts where documents are seen as raw material to be matched against a pre-defined set of
rules. Such rules can include legal rules or known protocols, customs or practices. By making
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all end-tags supplied and entity references resolved) or formatted
according to user specifications. This formcan then be used by other

pi eces’ of ¥¥PP&BMA685 (| oosely or tightly coupled with the par SRE/USNI/2#08vi de
addi tional functions, such as structured editing, formatting and dat abase
managenment. 15 A structured editor is a kind of intelligent word-processor.
It can use information extracted froma processed DID to pronpt the user
with informati on about which elenments are required at different points in a
docunent e hiles eglivitpthic desigher rRgucssdid exherldwrclhurdensdn ngirkiag up 2 vetityiyg thee
task of preparing a docunent, for exanple by inserting tags automatically.
20 A formatter one : P ' d
Form of 1 EIeoRaRs s e b A e e Yl P ol R 68 el 2
typefaces or sizes, are intimtely -09- related to structural

di sti ncti siepificantipagicwiarities of thgtextibging pneedad y t ake advant age of
descriptive markup. It is also possible to define the tagging structure
expected by a formatting programin SGW ternms, as a concurrent document
structure. 5 Text -ori ented dat abase managenent systens typically
use igwert ed 14 G0 S a0hildbe  ASEUERAL BskPfr bt \aidiRRg Ghg t e
A sedrch can be nmade“for an occurrence of sone word or word pattern wthin
a docunent or wthi subdi vi si o0 f one. Meaningful subdiyvj.sjons of input
docunent s PFPYEsS1BE g@ﬁﬁ@é’%@e@? é&&?‘ﬁe@n&f‘f &pst W*ﬁg&@ﬁﬁdﬁ #p RapsE; thatds, 2
using descriptive markup. It is thus sinple for textual database systens to
t ake advappiegeofabiié@re which@hh takegydatutheotitype tiefinition and generate from it a software

system capable of validating any documenf invoking that DTD. Output from a parser, at its
simplest, is just " “yes'' (the document instance is valid) or * “no'’ (it is not). Most parsers will
10 however also produce a new version of_the document instance in canonical form (typically with
all end-tags supplied and entity references resolved) or formatted according to user
specifications. This form can then be used by other pieces of software (loosely or tightly
coupled with the parser) to provide additional functions, such as structured editing, formatting

and database management.

15
A structured editor is a kind of intelligent word-processor. It can use information
extracted from a processed DTD to prompt the user with information about which elements are
required at different points in a document as the document is being created. It can also greatly
simplify the task of preparing a document, for example by inserting tags automatically.
20

A formatter operates on a tagged document instance to produce a printed form of it.
Many typographic distinctions, such as the use of particular typefaces or sizes, are intimately

-9.



Hypertext systens inprove on other nethods of handling text by supporting
associative l.inks within and across docunents. Again, the basic building

bl ock needw® 98@7635uch systens is al so a basic buil di ng bl ocPCHFUSSRA000

mar kup: the-ability to identify and to |ink together 15 i ndi vi dual
docunent elenents is an inherent a part of the SGW protocol. By tagging
links explicitly, rather than using proprietary software, devel opers of
hypertexts can be sure that the resources they create will continue to be
usef ul . Teldtedb struchii didtinetions; anddopmattéry pan thas usefully eakeradyantagesofadesgriptive
processor which can correctly interpret SGW tags. HITP servers in w de use

process ! y _ ,
| anguagest Bkt B AR FRSLR G GAg i tab g Rl e Abhctet By & fotiutife pRUetit o

to mani pul at e docunents accordi.ng to |logical content identified by tags
within a %@@ﬁhﬁﬂFF'3&69°m““33%983FW%%éF%ﬂBFkup | anguages have not fully
addressed the special problens associated with docunents involved in
signature transactions. A particular need exists for a flexible markup

| anguage that permits a docunent designer to create docunents that are
designed to complooirid Rese BRMEdRIR 8 ferd (pRiallfusp WRRES ik Bliefbs th Péine
variety of particular transaction Contextis tat "5 I nvol ve signature

Al so, a nged.exists for Jar kup | anguage that pernmts the design g
oounrent SinthdpeumRarts ot RV St SRR 3Fech Shm RS it ot Y oot oo
exists for electronic docunents that can be subdivided or redacted as
transmi t t wdrd or pard pattazhovigiin atdocumenteayr within afsubdivisircofienst Maadingfi
validity of the signature renains. 10 The benefits of a flexible,
pover f ul gayikiPich? BEHPEE dORIMRMESIIDEE ot B Elogk1PYelited &f fiRGAbAIYisfond 'd?élﬂied()f
specific transaction contexts in which such a |anguage I1s particularly

useful . Tlrllselgge descriptive markup. It is thus simple for textual database systems to take advantage of

10 SGML-tagged documents.

Hypertext systems improve on other methods of handling .text by supporting associative
links within and across documents. Again, the basic building block needed for such systems is
also a basic building block of SGML markup: the ability to identify and to link together
15 individual document elements is an inherent a part of the SGML protocol. By tagging links
explicitly, rather than using proprietary software, developers of hypertexts can be sure that the
resources they create will continue to be useful. To load an SGML document into a hypertext
system requires only a processor which can correctly interpret SGML tags. HTTP servers in
wide use for network computing are suitable to interpret SGML.
20
Although markup languages exist in accordance with the SGML standard that permit the user

to manipulate documents according to logical content identified by tags within a document,
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transaction contexts relate to enbodi nents of the invention. One such
context is.in the area of financial instrunents, and particularly

el ect roni cWQIsRRJ65T ansfer instrunents. These contexts are deEHVIREE4M8r el y
by way of iflustrations and it should be understood that any context in

whi ch signed 15 docunents are used may benefit fromthe present

I nvention. As seen in Fig. 1, in a typical financial transaction 10 a payer
12 transfers funds to a payee 14. |ndividual payers and payeesprefer

di f f er entpventiohalemanarp lahgwlighé baesnot fullysaddresséd tienspeciat problémes ksspciated dvith
cards and debit cards. The transfer of funds between the payer 12 and the

payee 14.a8§ﬁ%t§ Thvolbety 8 ‘é%niaﬁh}@ traReHcAbRs, | W2 pafichiaP Béed’"éi;{ilgts%? aWlexiBlE Gnarkup

banki ng in ions 16._THe banks' functionS include collecting an

hol di ng funds d sited by account .hol ders and res i.n 0.instructions.
' om ¢ be IanESaen 1R Brrus dediEiaRt desigiends aieafffashERRR thatls dbignid e dbpplEin
whi ch i nvoke _these banking institution functions. Fig. 2 shows a paper
check tr degsheequineneots and oflexe projocsle ek aowide yarietyrneff partiewlar wansaetinn gonjexts mt
to the payee 14. The check 22 is typically found in a checkbook 24. Each

chegk hasnwpwssiglanires. ARbaieedRAzES fdrfadharklieladghre Wat pefisitythedesiin éfidocnaie
30, the sumof noney to be paid 28, and the signature of the payee 38) to

be fille . ' cky LLien. EWASTE o

" ccor d TP dhe{bctEpRRYREbIE and HBALABHRD & R bidd et B oRKEHICHeaERS
i ncluding the sumto be paid 28, the nange of the, payee 30, he

i dent i f i %reatp%bmbéwg@fortrﬁ%c&#@é@wiﬁm P, Wheksinhe fiegrity ahthsdprypent and
10 In the body of the check 22, the payer 12 instructs the payer's bank 36
to pay t He wtlslityofshasighatamremait8. t o t he payee 14. The check 22 identifies
the payer's bank 36, the payer's account nunber 40 (using nmagnetically
readabl e characters) at the payer's bank, and the payer 23 (usually

10 The benefits of a fiexible, powerful markup language may best be understood by reference
to a number of specific transaction contexts in which such a language is particularly useful. These
'transaction contexts relate to embodiments of the invention. One such context is in the area of
financial instruments, and particularly electronic funds transfer instruments. These contexts are
described merely by way of illustrations and it should be understood that any context in which signed

15 documents are used may benefit from the present invention.

As seen in Fig. 1, in a typical financial transaction 10 a payer 12 transfers funds to a payee

14, Individual payers and payees prefer different payment methods at different times, including cash,

checks,‘ credit cards and debit cards. The transfer of funds between the payer 12 and the payee 14

20 may in-volve intermediate transactions with one or more banking institutions 16. The banks'
functions include collecting and holding funds deposited by account holders and responding to

instructions from the account holders. Checks are an example of financial transactions which invoke
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by printed name and address). After filling in the date 34, the nane of the
payee 30 and.the sum of 15 noney 28 as ordered by the payee 14, the
payer si gnWQM¥876¥Feck 22. A payee typically considers a che®kTH¥®HA®G c and
accepts it for paynment only if it contains the signature 38 of the payer,
the printed identification of the payer 23 and the printed nane and | ogo 42
of the payer's bank 36, and does not appear to be altered. The check 22

al so contains a routing and transit nunber 25 which indicates the routing
of the cliwskbankinginstitaion'funciamk 36 for presentnment. 20 After the payer 12
presents the conpleted check 22 to the payee 14 in a financial transaction
(such as a sal e of goods or services), the payee 14 endorses the check 22
on the back with instruction -12- to deposit the amount 28 with the

payee' s bank A i t.h

provi si onal | y%gg'gaslhf)é)g? ﬁ%&%‘éy@kﬁ@h%@@%%?@%ﬂc&a @ﬁ@%@tﬁ%féﬁ'ﬁ@y&e payer
desi gnated on the face of the check 28 pending clearance through the
federal rl@sterthe payestldm TheshackeEhisdnpisalinfpund yhra vhegkpopk 24 ipeh cbe"ifal}?ﬁ sgprals
The payee's bank 46 routes the check 22 to the payer's bank, possibly using

t he § ederbldnk spacesvforthe Hate 3dathe namb ofi the: Y ee B 0,athé sum exfneduiey 16 be pald2d; andjthe
arrangenent, which uses the routing and transit nunber 25 to deliver it to

the payerg aaﬁg br e ggﬁ“c??g éigf’ﬁ%lﬁcgbgtgﬁ%??%r%t hendach ch¥ckab vﬁrf%&nf?ﬁ@?:ﬁyegraz

and (at least for s re 38 of the payer

check 22.is authenti.¢ and,10 t.he r..12 fficient. funds jin her
ccount  KsosR TgRt e hesicinmchef el BB o R battions itk B8 b
the payer's account 40 and transfers finds to the payee's bank 46 for the
anount dde bgpaitd 38, tba name of theqiayes30, she isleptification er ofths shedkai?, aud thedste of

I ncl udes verification steps
the transaction 34.

10
In the body of the check 22, the payer 12 instructs the payer’s bank 36 to pay the stated sum
" of money 28 to the payee 14. The check 22 identifies the payer's bank 36, the payer's account
number 40 (using magnetically readable characters) at the payer's bank, and the payer 23 (usuaily -
by printed name and address). After filling in the date 34, the name of the payee 30 and the sum of
15 money 28 as ordered by the payee 14, the payer signs the check 22. A payee typically considers a
check authentic and accepts it for payment only if it contains the signature 38 of the payer, the
printed identification of the payer 23 and the printed name and logo 42 of the payer's bank 36, and
does not appear to be altered. The check 22 also contains a routing and transit number 25 which

indicates the routing of the check to the payer's bank 36 for presentment.

20

Afier the payer 12 presents the completed check 22 to the payee 14 in a financial transaction

(such as a sale of goods or services), the payee 14 endorses the check 22 on the back with instruction
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performed by the payee 14 and the payer's and payee's banks 36 and 46. 15
The banks 36 .and 46 send bank statenents 52 and 54 to the payer 12 and
payee ‘14, wepgpazsss/el y, which reflect events of the transactRGIUSH/24000
pertinent to-each of the parties for reconciliation of their accounts with
their records. Processing a paper check requires tinme as the physical check
Is routed to the payer, the payee, 20 t he payee's bank, the clearing
house and/or the payer's bank. The sane is true of other types of financial

transact | BS%PI)QQ’@E inBntPRRGEN he o 46.SHThe GHeck I6Ats buthastit, Sd a§ee bank 46

gener at ed Ing a credit card . In acredit card transaction, a

nmer chant nmakes I mpr.ession of the t r's gard i,ch -

cust oner P’J‘?@;‘ﬁ“&%@% Er,r;H’tt%&{F PRYSEIS AFequnt gg ?‘é@g? ﬁtflo'fxg © f{'h°é‘\é{? FS%%%’%% %t.he EF%% of the
merchant typically obtains a positive acknow edgnment or credit

aut hor i zatheok 28 pendingelearasnedhrongh thedederalaseavecypgmanpdiaseentancs apé paymnt bl dhe
credit card slip. This assures that paynent will be received. 5

Sever al Bbaile34.0r using el ectronic comunication to substitute for
paper flow’in financial transactions are in use or have been proposed.

El ectroni c Check Presentnent (ECP) is a standard banking channel used to

cl ear checks collected by banks prior to or w thout routing the physical
checks. The Automated, O earjng House 10 i s, gn electronic fund
Cranst er | Syst oG eneds,ban 48 Touiga dne Bt 22 & b gt s TRPRoRSS P uSag i federal
as a normal clearing house, receiving a transaction over the network and

t hen spl i tasénvg bankccleavingihogset30e@r ddior establishadrolsaring prangemant, whichwsesttheirputing ansh
to the payer's and the payees banks. Electronic Data Interchange (EDI) is a

simlar ehgcdimmiter b5 ATeRdHiaD e pRY&!stank B6,iwhieH then véids iterautheatidiftoiie vhege

of business docunents such as involices and contracts. Wth EDI, the funds
t f hs 1 f I ] f4 ' t
Lo R st b AR RO o e A P2 TG4 27 Bl and

10 the payer 12 has sufficient funds in her account 40 to cover the amount of the check 28, the payer's

bank 36 debits the payer's account 40 and transfers funds to the payeg's bank 46 for the amount
désignated on the check 28. A complete check transaction 20 thus includes verification steps

performed by the payee 14 and the payer's and payee's banks 36 and 46.

15 The banks 36 and 46 send bank statements 52 and 54 to the payer 12 and payee 14,
respectively, which reflect events of the transaction 20 pertinent to each of the parties for

reconciliation of their accounts with their records.

Processing a paper check requires time as the physical check is routed to the payer, the payee,
20 the payee's bank, the clearing house and/or the payer's bank. The same is true of other types of
financial transactions involving paper instruments, such as credit card slips generated during a credit

card sale. In a credit card transaction, a merchant makes an impression of the customer's card, which
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ACH. So-call ed hone banking allows a consuner to use a honme or personal
conputer to, e.g., request that the bank pay certain bills. 20 El ectronic
funds: trangdesst6E$T), or wire transfer, is used for direct PCHHST/EA000f
finds from-a payer to a payee, both usually corporations, using a bank's
centralized conputer as an intennediary. -14- The EFT system may be used
i n conjunction with the ACH system descri bed above. Automatic teller

machi nes (ATM and point of sale (POS) devices allow an individual to

conduct e SRRAAS HeRYight A8 hcliBl 24 4 RBeiptioP it Srahiie1iBR"Phe MEhataY SicAIR BYtAins

conput er “term connecte e user's bank which allow access,

directly or jndirect t hrough sw t.chi ng ngt ks, .to fthe userss account in
the cent ladl(’s’é‘&?rﬁ‘i]@@?"a Er{eﬂ%orgzaeﬁlit_ aug'}%zp@qq §°I\#I%%S°‘&5Weéé STedyt card company before
conputer termnals |ocated at a place of business which allow access to an
i ndi vi duattepting theuoredit eerd shipit This assusrsdhatipaymeniombl hesecaiyadni n a net wor k of
financial institutions, to permt transfer of funds fromthe user's account
to the nmerchant's account at anot her bank. 10 Check i magi ng, another

el ectronic transaction procedure, involves the scanning of a paper check by

a scanner, whigh diaqiti | hmog : ' 0| S
t he 41 nage el ec@?’gﬁ} gfhefbéﬁ%ﬁg E'.:o‘%ndeq 11518 ??%@pg%%%gdﬁﬁe%ﬁﬁ%ﬂ%g’kg ?g% rw b
electronically to substitute for or precede the physical delivery of the

check, e fipancigliransagiions areinaise prhave bgenP9pe¥e: The i nage of the 15 check

may be recreated on a conputer nonitor or on paper for verification by the
appropriate banking institutions.

Electronic Check Presentment (ECP) is a standard banking channel used to clear checks

collected by banks prior to or without routing the physical checks. The Automated Clearing House

10 (Ac'H) is an electronic funds transfer system used by retail and commercial organizations. The ACH
acts as a'normal clearing house, receiving a transaction over the network and then splitting and

| routing the debit and cfedit portions of the transaction to the payer's and the payee's banks.
Electronic Data Interchange (EDI) is a similar electronic transactional system, primarily used for the
interchange of business documents such as invoices and contracts. With EDI, the funds transfer is

15 frequently transmiﬂttcd over other financial networks, such as through electronic funds transfer or

ACH.

So-called home banking allows a consumer to use a home or personal computer to, e.g.,
request that the bank pay certain bills.

20

Electronic funds transfer (EFT), or wire transfer, is used for direct transfer of funds from a

payer to a payee, both usually corporations, using a bank's centralized computer as an intermediary.

-14-



Several systens are currently used to secure electronic financial
transactions.. For exanple, IC chip cards, or smart cards, are small devices
(cont ai ni nGV@b§/P55i t h nenori es) which are capable 20 of PERURGHa8Q
data with a-conmputer or a termnal and of perform ng sinple data processing
functions, and are thus nore versatile than a sinple credit card. The smart
card is portable and may be easily used in POS and ATM environnents. - 15-
Q her enbodi ments of the invention relate to execution of |egal docunents,
conpl et i he FIysteggrapbphiseddhiconfmnctivitiwith siresACEksystenodesstibstbabovedi cal
records. As seen in FIG 18, in a typical contract transaction 401 a first
signer 410 signs a legal 5 docunent 483 and delivers the docunent to a
second signer 422. The docunent nmay pass through various intermnediaries

421, such as a notary, [for other l.ons, suc tarj zatiqn. Al so, .th
docunent may Hautgmadisdel ”E“i?&"\‘ffls iC #id Rp! ts%s('iL ?Pzﬁ ewﬂrqw ?'%Hlfli“f‘a‘éﬁ to
docunent in order to verify the signature or the contents of the docunent.
A third panfyctéXBansaction fiema jocatipn outside thechame. 44T Msehavegematpssomptite? teroinals
ot her party whose action depends on the contents of the docunent and the 10

si gnat ur @onfekdd toithduders barfk wiith aBovw ibdead|direomy bviatirktBthkigh QWitdBihg métworks,
depicted in which the first signer 410 signs a docunent 483. In addition to

substantive, cont § act S8S, doc Vil Bcl & e :

arti oo 483nE SR CiGeothE°EE cehilfl ERRHIR be P RC! SIShiN” PORTER 6% oy oot
472, a 15 notarization |jne 474 ang ot her features. Once signed by the
first sigempuerdempinalgdecatechat #alace of bpsinesy which allow aceess 4 an dndiyigpalis ascount
The second signer may sign the docunment with the second signer's signature
480 at t Hefeemation skwrghat aicemputer within a Tksvatk ofi fimancialpnstithBonsp o peytritr fransfer oy
a notary 421 wth a notarization 482 at the notarization line 474. The

document gikys Emlthéisers ab&Hnt to the merchant's account at another bank.

10
Check imaging, another electronic transaction procedure, involves the scanning of a paper
" check by a scanner, which digitizes the image of the check pixel by pixel and stores the image
electronically in a memory. The image may then be transferred electronically to substitute for or
precede the physical delivery of the check, e.g., to truncate the clearing process. The image of the
15 check may be recreated on a computer monitor or on paper for verification by the appropriate

banking institutions.

Several systems are currently used to secure electronic financial transactions. For example,

IC chip cards, or smart cards, are small devices (containing chips with memories) which are capable

20 of exchanging data with a computer or a terminal and of performing simple data processing
functions, and are thus more versatile than a simple credit card. The smart card is portable and may

be easily used in POS and ATM environments,
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to various third party readers 423. For exanple, the contract may provide
for an escrow of finds 20 with an escrow agent, and the docunent nmay

need to beworanyesstted to the escrow agent in order to per mPACTYURI7/24000 oW
agent to understand the conditions under which the fumds will be rel eased.

-16- In contract transactions such as that depicted in FIG 21, it is
often a condition of the contract that certain information exchanged
bet ween the parties be kept confidential. In particular, certain terns of

the contract @guerefdbotiniansiof theidventién letatt icaxdcutiombf Rbal ddeumiests, campietion of
nore parties may need to denonstrate to a third party that the contract has

been signed | e third party does
not need™% &gggeéﬁéﬁgﬁéﬂ &ﬁ{}ﬁ%&%{%%@&%dl?ﬂrﬁ?@&t he contract has been
signed as to certain terms. For exanple, the escrow agent only needs to
know the ternms of the escrow arrangenent, not all of the terns of the

busi ness rel ati onship between the parties. Simlarly, third parties relying
on a st at enentAsbseenie F§Gg b8 rintantypicaheondiagh trnsavtion 481 adfinst gigogred t0ysignd ¥ legal
need to see the provisions of the contract that relate to ownership of

Pr oper ty dodifert Hb?ﬂﬁ@délﬁeﬁs'ﬁé doafiRht 6nOWBondsigner &Qe%é%bﬁn&%}ﬂégﬁﬁéss through

processi ng systens, where the S|gner S|gns the entire file, such

denonstrati.on requirnes. t dIS | osur ntire fi

Craneact vetiem fEHelRFichdAt BEh R i) 5 G dstloB el s Slt-BEOE ], Atso,

the relevant infornmation and the_ signature remains. Wth an eI ectronic
file, sufRcymeridndbbe passeden F%Vm%% @Sn"fﬁﬁéﬂ?q vill egadithe degiment in order to
docunent, as well as the validity of the signature. A need has arisen to
provi de tvbﬁfyctbe'l@igﬁdtmeme tierudntenesofithe doounadnt.e Acthird atty 426 obulddeiajgdge arbitrator
along with the security and famliarity of known paper contracting nethods.

ol n hog o e 7ot R WAL B enlt o (el o SRkttt

conffact pr a portion of the contract on the screen or in a printout and
obt &l n aflF¥evant informati on that can be obtained through electronic

Referring to FIG. 21, a typical contract transaction 481 is depicted in which the first signer

410 signs a document 483, In addition to substantive contract clauses, the document may include

the names of the parties 484, the date 486, a signature line 470, a second signature line 472, a

15 notarization line 474 and other features. Once signed by the first signer 410 the document may be
transmitted to a second signer 422. The second signer may sign the document with the second
signer’s signature 480 at the second signature line 472, The document may then be notarized by a

notary 421 with a notarization 482 at the notarization line 474. The document may be transmitted

to various third party readers 423. For example, the contract may provide for an escrow of funds

20 with an escrow égent, and the document may need to be transmitted to the escrow agent in order to

permit the escrow agent to understand the conditions under which the funds will be released.
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20 processing. The need for human readability arises from anong ot her
things, the fact that not all readers will have conputer systens that are
capabl e of woss1766§ t he el ectronic formof the docunents. - 1PRCT/USIN24f80t gage
| oan application is one type of |egal docunent that may be prepared in
accordance with the present invention. Referring to FIG 19, in typical
nortgage transaction 489, a borrower 452 signs a |oan application 490. The
| oan application may be signed at various signature lines. The | oan

appl i cation i Sptchftfact trasactions swthias timt depicted in FiGsDlydt is afersa témditigrhofithe contract

I ntermediary 5 such as a broker 455. The application nmay then be

revi ewed ' LI shd nfRdéq 1

| ender s, @?tcejc&?ffa ﬁlﬁg%g’?l ??%Igyxe%%#ce ?elbgh&%gr% ﬁg’[ lleénlgqtsli‘ uté ? ons gﬁlgq?@%cflﬁﬂéscerwn
Referring to FIG 22, a typical ,martgage | oap.,appligation transaction.489

i s depi ctiedms of thpreniragtaze rﬁﬂbﬁf%%lfggegﬁﬁtrﬁ dﬁﬁﬁtrﬁﬁﬂﬁﬁra?ﬁﬁ ‘?réa?ﬁe@&ﬁ@ay,
The nortgage application 490 may include 10 various information such as
t he dat e e2d to ddmeonstrate o athird pastypthet the conteet hay hednpigned jag tesrertaim qtheydermiso Often,
particul ar clauses 492, 494, and a signature line 498 for the entire

appl scat i @B #iff pat) AoBHdt a¥eT to kadw WR dmiof theofiadt, Wndy {hat e coitfuct b bebnbighdie
| ender and for ‘thé broker 455. The nortgage application, once signed by the
borrower, at the.signatgre | jnes 49 )

he 1 ender espRamieAiE Kool B Gurdiy dedt infiiibep oy WS bF B8 fhow
the lender's signature |ine 501 and, 15 transmt, it to the ]Jender., The.
broker 458rangemantsaotaAllf the tepmeokthg husingss relaRenshippbetwern Be PaTisHt g%‘}af%g‘ﬁfd
be sent on to one or nore third parties 456 such as a bank for review Al so
ot her parpdrties iehingeed statenseneby bee sippdrithatithosignerovmsasrtasinqrepkirty ondy veed togee
agency or an appraiser, to verify that the borrower has given perm ssion to
reveal i U&Q?F@;iéi&{% oT M cRhRRH tHaPrelditorvlershilf dfPRoptityl The dilémflialis thaPider kidvae
the credit reporting agency and other third party has reported to the

| eNET A5 duat S Eumend 20dChn ! SioTRY whiE B ARRIL UEnd BE B3 T8 WctPf 2h6GuRRon

apprdval

requires the disclosure of the entire file. With paper transactions, the confidential information can
be blacked out, so that only the relevant information and the signature remains. With an electronic
file, such redaction places in question the integrity of the entire document, as well as the validity of
the signature. A need has arisen to provide the convenience and flexibility of electronic contracting,

15 along with the security and familiarity of known paper contracting methods.

As with electronic checks, a need also exists for electronic contracts to remain human
readable. That is, an individual should be able to read the contract or a portion of the contract on the
screen or in a printout and obtain any relevant information that can be obtained through electronic

- 20 processing. The need for human readability arises ﬁ:orh, among other things, the fact that not all

readers will have computer systems that are capable of reading the electronic form of the documents.
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Mort gage | oan transactions raise simlar confidentiality concerns as |egal
contracts. A credit -18- reporting agency may only need to see the part

of the appWwoediress t hat authorizes a credit report, but knowgrabisdstisni C
techni ques require the signer to sign the entire file; thus, in order to
ensure the validity of the signature, the credit reporting agency mnust
receive the entire docunent. O her third parties may al so need to see only
part of the application. Accordingly, a need has arisen to provide 5

for transnissign f'?{ﬂ*éé Yo agpliRlid)806nd gg,g %Ekﬂc&éciuﬂﬁnt/"ﬂia!t A 88 répiardd i

Integrity and va y of the signature, IT as of the infdrmation in

" cadbl o, *Haedanes WO AL e gl el RO IR B 1o, A o ol Gpek it 0 4,

docunent, such as credit agencjes, %{)qpr aisers or the like may not have
conput er aborrowes/AResigns alean application4H]. dhgloanappiicsormay. be signed af yetons siggature
Human readability permts the continued application of existing custons and

| egal rul giges.i The Ragiapglidation ¢otitw trinsaditteds @ Slenddrtin edrme tases tizogkicamBtirmediary
processing. Referring to FIG 20, another type of docunent that requires

signat ure i kec W W fﬂ!gs‘ : I, l¢ : :
apgt i%:a nt' éu‘?rlerhgiac a l&lrllggg'r gh%%é) ?15%10]@1 in?%?ﬁé oct Sélgﬁgéaﬂp% Ha'éi [ ‘%ﬁﬁ tB g Z’aﬁrréﬁ i t%%c} parties
o rmy  adSe-el e BREEAE PGS EIOH ERAILLS EHFAO S Darkipe IRERGGBL AU Thhe.
docunent may be transferred through or to various internediaries 467, or

third parties 468, such as the patent, other doctors, hospital
adm ni strators, insurance conpanies, guardians, famly nenbers and the

li ke. 20 Ref er Refigrih@toIG. 223 typical fidrtghdedPartipphcatiel amSacti489ds dépiitedmiviliich
521 is provided. A first doctor 462 may signarecord 520. The recordmay

' nclude oRe ol ESijﬁfb?rﬁts%?iﬁoﬂéaég apﬂiﬂﬁﬁ@ﬁj h$3 The mortgage application 490 may include

10 various information such as the date 491, the names of the parties 493, various signature lines for
- particular clauses 492, 494, and a signature line 498 for the entire application for the borrower, as
 wellasa signature' lines 500, 501 for the lender and for the broker 455. The fnortgage application,

once signed by the borrower at the signature lines 492, 494 and 498, may be transmitted to the lender

454, The lender may then sign with the lender’s signature 505 at the lender’s signature line 501 and

15 transmit it to the lender. The broker 455 may also sign at the signature line 500. The document may
then be sent on to one or more third parties 456 such as a bank for review. Also other parties may

need to see the application, such as a credit reporting agency or an appraiser, to verify that the
borrower has given permission to reveal information contained in the application or in a credit

report. Once the credit reporting agency and other third party has reported to the lender 454, the

- 20 lender 454 may then approve the loan and provide an approval 508 to the ‘oofrower 452.

Mortgage loan transactions raise similar confidentiality concerns as legal contracts. A credit
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-19- record 520 may include various health-related content itens such as
a diagnosi.s 522, prescription 524, or an action taken 523, as well as other
content itwoms/3sas6h as heal th i nsurance information 525. Th@®OTARIV/@M8P0 may
include a signature line 528 for the first doctor 462 and a signature |ine
529 for other itens to be signed by a second doctor 464. Once the nedical
record is signed and conpleted 5 by a first doctor 462, it may be
transmtted to the second doctor 464 for signature 534 by the second doctor
464 at thpofiRgaRencyaaiponly needioatethe paitof te2pliGtiva thiteuthedzesd credit tpdrt3a0
I's signed by one or nore doctors, it nmay be transmtted to an internediary
467, suc ' L R | i i
" maur anc i SieRHSAE @naRitkh Ry Bnerh sty i IBAOLY, RIS Enchlo B
a fam |y nenber _or ,the patient, One.or nore of these _parties nma .
requir edvqlglx@'éqféhqﬁgnawéctﬁlﬁ Giedi 36p0THAE 2gENGY, Bt fe5CINF e["&l'ée 3%%1\‘("8? e?%‘er third
i ndi cate consent to procedures, to indicate insurance covera%(;éa or for |
ot her pupgtisemay Zlsosieedtarset enlymast of ecrpplicationy Assordingly. ayeed hasarifen tpprovide
doctors 462, 464 in order to take action on the nedical record. Medical
rec gr ds Pdr%ahsxhﬁssmmfrfpaﬁtof adfttdaga loampipplicaionomtsle enstuimg the istggrityahdivalidity of
in

contidential 15 ormation that nmay need to be read by third parties,

such as pati.ent heal thi ' . ' ' and the like, but
nost of ﬂT‘Fe“%’PﬁE\“S’ ??a"?%u é‘{s]‘;%hggyglgﬁ%}mg@égﬁsg éohé{e\i%gag%hg%?i i ons of the

I nformati on. For exanple, an insurer may need to know the diagnosis, but
may be excluded from consideration certain information in the record, such
as HV status. Simlarly, a doctor diagnosing a nmedical condition may not
need to know iAmisrigagecapelicationineedsto berhmoranceadable; bedapss vasious particsiwbowild eead
systens, in order for the reader to ensure the integrity of the record and

the vali ghmbr af1 dftRe abQiRRin tch b\greBitlapérids] éﬁ)éd:lﬁerﬂ o8 tHedBRAnay’ndl beck @i

to be abfe to transmt portions of a signed nedical record while ensuring

t helOi nt eg{'sité S &fat ;[xrg%a;r)a%‘fé) 6 regcﬁrclig élg&o\ﬁ% cii&iu}ﬁénﬁf Irf\%ﬂ%%ﬁﬁlw fermits the continued

application of existing customs and legal rules, increasing the comfort of users with electronic

document processing.

Referring to FIG. 20, another type of document that requires signatures and is subject to
15 various legal requirements is a patient’s medical record 520. A first doctor 462 may sign the medical
record or part of the medical record and transmit it to a second doctor 464 who may add additional
information and signatures to the document. The document may be transferred through or to various
intermediaries 467, or third parties 468, such as the patent, other doctors, hospital administrators,
insurance companies, guardians, family members and the like.
20
Referring to FIG. 23, a depiction of a medical record transaction 521 is provided. A first

doctor 462 may sign a record 520. The record may include one or more dates 530, 532. The medical
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- 20- Medi cal records al so need to be human readable. Many of the parties
who will read the records, such as doctors and nurses may not have

i nredr at e We®BEETHss 0 conputer systens for processing the docrReETSy/24800s0,
human readability permits parties in the nedical field to continue to use
customary practices in dealing with such records. Mreover, if docunents
remai n human 5 readabl e, then existing |legal rules for paper records can
be applied to electronic records. Medical records also need to be readable

in seg ”Fél:tcﬁd 570 haf HTBdSvaribub BealifrelftediE Gitertitérzucin ks 4 Hiagnégis 522y \prexcription
particular diagnosSis or prescription wthout having .know edge of a

patient's.entire, | C hi s . LOF T I LTS8 i :

The i nvéﬁf"i %ﬁniaﬁtbqrﬁg%?agg%ﬁ?%ﬁ[%sﬁ%‘gméu %ﬂgﬁgragi{%l ng a sl Sﬁg%non 523.
el ectroni ¢ docunents. _In. one aspect, the inventjon i gil u&ies, a mar kup

| anguagdhecesordiSHymay inchude geignatire Ham528 for thefirstlogios AR Aad # Sigatues ling 329 4Rk
are created under which electronic docunents are divided into 15 bl ocks
That ar etias femk & belsighddby ogicord ddctarl4éd. Omze the medipalaeéard is signadeandygomplsted
bl ock. Each of many different types of electronic docunents can have a

record i i . it o o
a b% ki Wﬁc&r Qg@ﬁg gdg? E[Bg lﬁrans‘?ﬁl‘tbd £ ¥BE Stcond HEtoPF645ot Sigadtiire34byah n

s conputer environnent for electronic record

keepi ng,, a | ing institutiogn'.s co t envi ronnent r '

2ol 1 caidogis $68a e stind sistocy e RO 3200t 87 MEloel foR RERB SRS b B
type definitions for 20 various el ectronjc docunment types (including,
for exarpingre dbasensy ibmay beliksosmittedtn anyintemsgisry 464, isuehsas ‘h%‘lﬁ’tté'{ admipistration, or
prescriptions, contracts, and the |like) can be formed using napping

techni qugs thﬁ'HV)ﬁﬂ? 4d%esuch @b @ linsuedtice Rbmphny, emedicalnrecdrds settione ob thechospitalf a
is defined to include -21-

guardian, a family member or the patient. One or more of these parties may be required to take

10 action 537, for example to sign the record, to indicate consent to procedures, to indicate insurance
coverage, or for other purposes. These parties may need to rely on the signature of the doctors 462,

‘464 in order to take action on the medical record.

Medical records are like contracts and loan applications in that they contain confidential

15 information that may need to be read by third parties, such as patient health information, insurance
information and the like, but most of the third parties only need access to certain portions of the
information. For example, an insurer may need to know the diagnosis, but may be excluded from
consideration certain information in the record, such as HIV status. Similarly, a doctor diagnosing

a medical condition may not need to know insurance eligibility. Under current electronic document

20 systems, in order for the reader to ensure the intégﬁty of the record and the validity of the signature,
the entire file is disclosed. A need exists to be able to transmit portions of a signed medical record

while ensuring the integrity of the record and the validity of the signature

-20-



such content. Also, the various docunent types are preferably defined to
satisfy existing custonms, protocols and |egal rules. For exanple, in the
case wher eWma8/3865%ct r oni ¢ docunent is an el ectroni c check, tHeI/uUSSGasBOL
type definition for electronic checks can be designed to conply with
Regul ation E, of the Uniform Commercial Code and other state and federal
| aws for paynent 5 I nstrunents. An exanple of a docunent type
definition for the electronic check is depicted in FIG 43. \Were the

docunent is aMedltalakcorésalss neddd Wopim@anieatistle Vedyniftthe paties Wi Witbiegd ekl
to conmply with health care regul ati ons. Wen the docunent is a nortgage

| oan appl ] | , ' : ]
| ondi ng. PEG Sich 5 SR SR huGANmAT o0F Hal) Slmlcflichp SBeaks Hh BBl 39448 for
types of docunenis .in other contexts t .are lLegal]y.required.t 0 )
e par (GFOSEHITE B8 ADBRCTE St Bah S0 A RS Rertich i Smecel eld @ samtings
be applied to legally significant comuni cations, such as perfornative

ut t er anceas psé customayrpracticesiin dealing withtsuch escondsl iMbreewer, if docuheatsaachain human
protocols for handling content for that type of comrunication, Thus, a

content  hlomklel flen eRBtingRYaldles #6r pipdftecids chh BE lﬁ?ﬂfedato(‘ellﬁ?:%nﬁ%@cﬁﬁs. Medical

defined, and t he associ at éd computer software w treat the content In

that bl ock a e | | £ is h f 15 - check. ..Simjlar
pr ot ocol §e°c95% %e rgeg&gogl}q J?%‘gagfeflg?eggﬁt‘ﬁfnkf )%c@%%%ﬁp @1 ag%\%é%%’fer&% en"tn,tlﬁe 0 kiiow
i ncluding content rel evant tqQ business practices and |egal rules. |n one
enbodi merparticylar disgaons QpreseEplianaithout having knowledgepiipnatient’s entirgmedical history.
el ectronic instrument is created for effecting a transfer of funds from an
account of a payer in a funds-hol ding 20 institution to a payee, the

I nstrument including an electronic signature of the payer. A digital

o

repr esentQiNRiAR T Lok tificate by the institution of the
aut hent i J‘\“L 1 iTot e payer, and the public key of the payer is

a ded to t instrynent. This enables a party regeiving the -22- .
ppﬁ? e 1nventlfon qnclua_es a computer-base met?{lod or creating a signed electronic

‘documents.

In one aspect, the invention includes a markup language according to the SGML standard

in which document type definitions are created under which electronic documents are divided into

15 biocks that are associated with logical fields that are specific to the type of block. Each of many —
different types of electronic documents can have a record mapping to a particular environment,

such as a legacy environment of a banking netwc;rk, a hospital’s computer environment for
electronic record keeping, a lending institution’s computer environment for processing loan
applications, or a court or arbitrator’s computer system. Semantic document type definitions for

20 various electronic document types (including, for example, electronic checks, mortgage
applications, medical records, prescriptions, contracts, and the like) can be formed using mapping

techniques between the logical content of the document and the block that is defined to include

21-



I nstrument, e.g., the payee or a bank, to verify the payer's signature on
the instrunment. A simlar certificate of authenticity could al so be issued
in other cRBlexseas For exanple, a certifying authority coulrCTigsri4000t hat a
doctor is properly licensed and authorized to sign a prescription. A
certifying authority could certify as to the creditworthiness of a borrower
in atransaction. A certifying 5 authority could certify as to the
authority of an indi vidual to sign a contract for a given conpany. These

exanpl es R yA1§+ d{f{d&hk Wcutlen P%'Pestiréﬁl%?&hm REfihed tohkdsfy axiswiig dufsyonng

entity paﬂ |pa es enent ati ons t he |nven lon may al so include one

or nore of the follo tures el ect £ 1.0 [

di gi t al rm@@@r@éthg\aﬁ@?%f é"%@l%e‘ﬂ&'%‘fasﬁ i e’ﬁé@%ﬂ%‘ﬁ#m‘ﬂm{lﬁ‘gﬁ‘fﬁ "‘H%A{c}g%‘%
of the electronic check, this may include: (a) paynent instructions,

the i dent pheekof tHehdoquanert fypecdefinttioni foe elactroniafeheeks gra/be desighed to cernaly Wlth
Identity of the finmds-holding institution. In the case of nedical records,

the digit &%ﬁlﬁlg&?ﬁe Bf flel BiforfPTompetdidCddecandiomer stasandffedéral Mostfor payment
doct ors, entity of the patient, the identity of the hospital, as the

|dent|ty of anrns f

i denti ti e SSHRMEH}S, anq'@ﬁ 825 &gﬁ?g ty;?e E%ﬁﬁtgﬁngr?}r g?%#ggédéﬁghe%ﬁhgf eﬁzcted m
third 15 - parties may be digitally represented Inths & .
cont ract , Ri@e43.dWfere the dogmment is ayaedical secord, thirdosmaepilyPy ?é‘EP%% E3f B designed
Digital represent ations of a verifiable signature of a signing party, such

as the paygeomplyanittthenthicar regalhtons. Whan thesocimenipe nubetgagoldanapplietionpthec
docunent. The electroni c docunent nay be delivered electronically to the

t1tut t | t
md um | Adopten: GaEte detighRL o oyl et BAS ﬁ%é&‘ﬁ?‘é%e?“%ﬁ%m?a‘ém%
certificate 20 may be verified in conneciion with whatever, action.i s
requi red Ibg r@%@Yr@@@i@F@r@fpﬁhﬁprﬁlﬂf [loguments, e ?W%ﬁﬁ%arfé egally T5ayiEd o,

the case of the electronic check. In the case of the el ectronic check, an

accoppt nipEbhe partieilabeonitere] UDisimient type defimitionsoini ESMhsar SGMi: canl thup b applied to
enbodi nents, -23-

legally significant communications, such as performative utterances, in a manner that permits the

establishment of rules and protocols for handling content for that type of communication. Thus,
a content block for the “pay to the order of” block of a check can be defined, and the associated
computer software will treat the content in that block as the identification of the payee of the
15 check. Similar protocols can be established for all types of significant content, including content

relevant to business practices and legal rules.

In one embodiment, the invention features a computer-based method in which anelectronic

instrument is created for effecting a transfer of funds from an account of a payer in 2 funds-holding

20 institution to a payee, the instrument includirrg an electronic signature of the payer. A digital
representation of a verifiable certificate by the institution of the authenticity of the account, the payer,

and the public key of the payer is appended to the instrament. This enables a party receiving the
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simlar identifying information, such as the patient's health insurance
code nunber, the nunber of a given |oan application or contract, or the

li ke, may eobsiziéssled. In the el ectronic check enbodi nent, tPEI/HEYE4MO may
be a deposit "account or a credit account. The instrunent may be an

el ectronic substitute for a check, a traveler's check, a certified check, a
cashier's check, or a credit 5 card charge slip. In all enbodi nents,
the publicly accessible data communication nmedi um may be unsecured. Also
appended tftrufintleas] the payeectrabank; torveyifip theiaperisaignatise on din instranentofA gimilar
verifiable signature of a second signer. The second signer may be the payee

of an el ei@ﬂiﬁ@ﬁt? of%flﬁ 'cﬁ¥ 86A@ Mo bissueddh oREschtexts TR ekgnple, d cepifying duthiority

exanpl e. veritiable certificate by a third party, such as an institution

whi ch hol ds gn acgcount of  the pa . i s & Credit:e s
st it uti SRuierpert thaiautasior it pRBYED iClnshl wil flih R fo SO S frestiptnl (BEHitying
may be a verifiable certificate by a ceptral uﬁ?horit , such as a banki.
aut hor i t y authiotity ceddessrtify #sttadhe ﬁ%’etdtfwﬁﬁgin)‘??s R OEQWF‘KE‘ P HEP§ACHPR-o 14 ﬁfﬁ“@%mg
hol ds the payee's account in the case of the electronic check. 15 Delivery
of the el QgiHofit} Eoul@cetiBnas weke bethoritypfian individaalito isigatacontract fot & gives sompeny.
communi cation nediumand in part via a publicly accessible data

conmmuni caty | W Lo PGB AL lckigyiag ehtitg Patitipates.
third par w‘%%oé%%lﬁ%eafr,gﬁ%ﬁc ﬂg%&%% an insﬁlfﬁ??oﬁﬁﬁﬁ?chﬂiﬁ%l gsﬂatz account
of the payee to the funds-holding institution via an electronic clearing
house 20 in the case of an electronic check, froma broker to a | ender
in the case of a nortgage |oan application, or froma hospital ti) an

i nsurance conpdmplémentationsaof shesinventipngnasaalse inekida ong oF mexgpihe folloyving features.

The electronic instrument may include digital representations of the content of the document. In the
10 case of the electronic check, this may include: (2) payment instructions, (b) the identity of the payer,
(c) the identity of the payee, and (d) the identity of the funds-holding insti.tution. In the case of
medical records, the digital representations may include the identities of the doctor or doctors, t‘ne;
identity of the patient, the identity of the hospital, as the identity of an insurer. In the case ofa
mortgage application, the identities of borrower, lender, broker, and other parties and relevant third
15 parties may be digitally represented. In the case of a contract, the identities of all parties may be
digitally represented. Digital representations of a verifiable signature of a signing party, such as the
payer of an electronic check, may also be appended to the electronic document. The electronic
document may be delivered electronically to the institution at least in part via a publicly accessible
data communication medium. At the receiving party, the signature of the signer and the certificate
20 may Ee verified in connection with whatever action is required by the receiving party; such as
transmitting funds to the payee in the case of the electronic check. In the case of the electronic

check, an account number may be included in the electronic instrument. In other embodiments,
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A party reading the signature of the first signer can verify the signature
and the certificate of any party certifying the signature. In the case of
the el ectrwo®aiksck, at the payee, the signature of the pabeFUsiR%M
certificate of the institution may be verified. Qher signatures and
certificates may be verified by other parties to various transactions.

Thus, in the case of the electronic check, at the 5 I nstitution holding
an account ofthe payee, the signature ofthe payer and the certificate of
the ftndsimitwidtntifyinginformationsupmgs the patientisihsalth insuraneeendemumbepygle pamber of
generated by public key cryptography. The appending step nmay be done by a

separ at € ;ShgBAYLE afflidatién for WEnirhe, 6 \the tikwhmay heecintinded. tInethersdedtionit clieck
the el ectronic 10 docunent. Digital representations of a proposed

transaction d erifi ' it Yocohd ITHeliRGnRb i-A0
a transaéfios l,meg‘gé%e £a°§ L‘g&gg@e% %@3% Eceégflkm{ &rrgay& eﬁ %cec:o%tte r’lg"i(’zle fromﬁnﬁg{wg’gra?y
to the other party,,such as the payer, 0 n el ropi ¢ chegk. , at l.east 1inR.

part via d%OM@Pgﬁ}Weé%%%}ﬁcgl %‘?Té?e"' § °E6%’rﬁ ﬁF‘%’gFfl SHC%e?Wr Slch?%ﬁ' bt Flgﬁlt
may be automatically transferred fromthe electronic docunent to a,

conyut er catdpcharpedtipalmsalberabmliments, the publichnaccassitde datasamneunication mesijum aay be

such as an accounting systemthat tracks accounts receivable or processes

orders. AnkQQrs¥ database of infornmation about electronic 20 docunent
transactions my be created. In general, in another aspect, the invention
features an apparatus including a portable token -25- having a nenory, a

processor, and a port for conmunication with a conputer. The nenory
cont ai ns . _ . .
Also appended to the electronic document may be digital representations of a verifiable

signature of a second signer. The second signer may be the payee of an electronic check, a second

10 or doctor, a mortgage lender, for example. A verifiable certificate by a third party, such as an
institution which holds an account of the payee of an electronic check, or a credit institution in the

" case of a'mortgage application, may also be appended, as may be a verifiable certificate by a central
authority, such as a banking authority, with respect to the third party, such as the institution which

holds the payee's account in the case of the electronic check.

15
Delivery of the electronic document may be in part via a private controlled secure
communication medium and in part via a publicly accessible data communication medium. The
electronic document may be delivered from one third party to another, such as from an institution
which holds an account of the payee to the funds-holding institution via an electronic clearing house
20 in the case of an electronic check, from a broker to a lender in the case of a mortgage loan

application, or from a hospital to an insurance company in the case of a medical record, for example.
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a private encryption key associated with a party or with another item
associ at edw@,g%% t party, such as an account in a funds-hal di n@
institution, .or a health insurance nunber, and which is usaBl&¥® 7’&ﬂ’ﬂgnd a
secure, verifiable signature to an el ectronic paynment docunent executed in
connection with 5 the item such as a check drafted on an account or a
cl aimagainst a health insurance policy. Inplenentations of the invention
may i nclude ong or nore of the fol Lowing features., The.penpry contain
certification mm‘ingﬁl‘ep?%nﬂ@&k g‘&? Iir eg‘gnﬁé‘f%‘{?f‘ﬁbgleéiﬂﬂ‘am %‘{Hi "i¥‘§ certifispte of
to append secure, verifiable certificates to electronic docunents to
certify eanyqiagy centiftingthssignere. dn thocase of theelectdonichuhesk,gh theurayee thie sigpattntei of
key of the owner. A unique identifier may be assigned to each el ectronic

docunent . thd payepaid thBleertifiedte bf R instiutidnThdfBe vetiiRR A DY Qighftufbs aRTREHFEAEImMAY

smart disk, which may internally hold a private signature key and a secure

menory f I r . certd fication i nnatj on be
given a f)t:a’er#ep Z‘&gﬁggﬁ‘ﬁfﬁ%%‘? Q’#ﬁ@&nﬁéﬁ‘r‘g&&oﬁﬁyw % Blat&‘(? bl g@%?@f‘ﬁ”ﬂﬁgﬁ , at the
information, provided by a third party authority, such as_a central bankin
15 5 aupsipiienhq ding Mbaccauet o theayed thasianatuee e rayesaed teicertificate of the! fundse
append secure, verifiable certificates to electronic docunents to certifiy
t he aut helmtlding institftioa npayrbeverfiedh as t he funds-holding institution in the
case of the electronic check, The certification information provided by the
third party authority may have a limted useful life. In the electronic
check enbodi nent of the present invention, the central banking authority
may be a Unit St at es Federal Reserye Bank, The nor, al so
contain a conp Ség@uﬁ%rtnw QF gP‘éﬁ?@fléV pb‘sﬁ‘éF%VcWB{%%E“ C&R‘Eﬁf’g‘?"@g sen msy be
of the information contained in the docunents, to which signatures have
been appeifdedy ameparaigsignabue devjeafromehedovipe whiohi penforms thexfreation qfahe glettoordc
transaction, such as a payer who holds the account in -26- t he

i ns0t ut i doenmant. endor senent signature of a payee, a signature of a doctor
or patient, a signature

Digital representations of a proposed transaction and a verifiable signature of the party
initiating or proposing a transaction, such as a payee of a check, may be delivered from that party
to the other party, such as the payer of an electronic check, at least in part via the publicly accessible

15 communication network.

Information may be automatically transferred from the electronic document to a computer-
based data storage, manipulation, access and retrieval system, such as an accounting system that

tracks accounts receivable or processes orders. A log or database of information about electronic

20 document transactions may be created.

In general, in another aspect, the invention features an apparatus including a portable token
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of a borrower, broker or |ender, or the signature of a contracting party.
The nmenory nay. al so contain a personal identification nunber -for
control1ingWR8#¥€5% 0 the nmenory. 5 In general, inPEHEPHEA000
aspect, the invention features a conputer-based nethod of creating an

el ectronic docunent. Digital data is formed which represents the identity
of each party to the transaction, and other relevant facts to the
transaction, such as the anount to be paid in the case of an electronic |
check, or hdvingamemorypd proesssari and aiport forcompunicationawithes easapuderi dhe mesory pentains
that is part of a nmedical record. Then, in a secure hardware token, a

di gi tal sigpaydi¢ érchyptioR RO Eestidted wiklea ptdtyar withh ahBthariednh 83so¢iatee elithithat party, such

i nvention features having a second signer sign an el ectronic docunent and

enter infog | t | | Well ' e

nar dvar 0. ¢ B ey R H S pREREL G, B bl o Aol oh AR Ecable 19
information. In the electronjc check enmbodj nent, the invention.features g,
Comput or - bBERERd AEACHISCVeaHIABIS AP0 30 SIERFRBISPATIRERt AGFHAN EXFOuiGIdR Fofipeation with
information included in the paynment instrunent in digital fonr into a

secur & har thedtes, sudhess axcheck draftedon anciceount eppelaiti agpinst dihgaltheinsurageespalicy. t o
the digital information. In general, in another aspect, the invention
features a conputer-based nethod for regulating the use of account nwnbers
with respect to accounts in a funds-holding institution. Digital account 20
nunbers are assjgned for use,by account ho rs_in creathn | ect r-oni ¢

I nstrunents, t htégﬂ%‘?‘?tﬁ orﬁc??glfﬁ?veﬂﬁﬁ%gﬂagl i‘fﬁé’nﬁ %% P}"ﬁ%?f #’Fg%?%\gﬁ%ﬁ%&ef'omﬁ
account nunbers used by account hol ders with respect to non-el ectronic

i nst r ument Mmemary may containscertificationyinformation, proyided by dhe institution aad whiehhissisable to
-27- t hen accepted from account holders only if the electronic

i nst r unent append lseciee, vesfishle tdrtfichtesitd alecaonio dodunentdiercertify a relaribasiimbetiveennan
of this feature, each digital account number nay be |inked

10 owner of the signature and a public key of the owner. A unique identifier may be assigned to each

electronic document. The portable token may be a PCMCIA compatible card, smart card or smart
disk, which may internally hold a private signature key and a secure memory for the check serial
number. The certification information may be given a limited useful life. The memory may also
contain certification information provided by a third party authority, such as a central banking
15 authority in the case of an electronic check, and which is usable to append secure, verifiable
certificates to electronic documents to certify the authenticity of a party, such as the funds-hoiding
institution in the case of the electronic check. The certification information provided by the third
party authority may have a limited useful life. In the electronic check embodiment of the present
invention, the central banking authority may be a United States Federal Reserve Bank. The memory
20 may also contain a complete 6r partial register of electronic documents, or a subset of the
information contained in the documents, to which signatures have been appended. The appended

signature may be a signature of any party to a transaction, such as a payer who holds the account in
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Wi th a non-el ectronic account nunber, and the two nunbers may be |inked
with a commpn .account in the institution, so tat electronic instrunments and
non- el ect r oM@9%376%5 unent s may be drawn against 5 t he saRETASEH4HI0. A
simlar aspect can be applied to regulating unique identifying nunbers to
information in a particular nortgage application, contract, nedical record,
or other electronic docunent. In general, in another aspect, the invention
features a conputer-based net hod of attaching 10 a docunent to a

rel at ed el thetinstititions et emdonsentent fignatira 9f a payegps signatmieiof aldastor of patfent, dcignature
and appendi ng the hash to the electronic docunment. In particular, the

| nvention pAghyAGges bgaéehgfilefnae Gahﬁ%%gs b2 oP 8 68Rackhg Pty k%efmé‘rﬁ&?%&y also

within the document, appending t to docurrent nane tags of

bl ocks, hashi.n Lesu nd s

DK e B A P Rt oepd oo ot o
for redum ng fraud with respect to transm ssion of an el ectronic docunent,
such as deposit of an electronic paynment instrunent with a funds-hol ding
institution. A key-encrypted signature of a first party, such as a payee in
the cgse of theltgeneial,dihmsotigehaspect, thefrwehiion features b computppbisgd nietiodWficreatifg de
of an institution or third party, and a nunber associated with information

of the fir | g : t

number of  PreRGli SoRTnak: il icHimod bilth EARRAR 1 ertly Bt @?ﬁﬁlﬁw to the
el ectroni c check, arge jncluded W|th he doc.urrent an at the .thi ,
Chere (s alaasaEHdTe S0 RRTTFSVER HoHO R AT OB RICh ARIE ADONDN D Bt e case of
accepting the el ectronic docunent. -28-. In general, in another aspect,

t he i nvent amele¢temicichesk,or thergmoust ofmedicinein the dasewf an etmu'omg pfesetiption that is part
associated wth an el ectronic paynent document. A cryptographic signature

associ at edoph ffedRaPREdrd. Thed, 8 a duttRRdwars (eRS@eHallsirhiive HOpPERIRE tPtheldata.

part of the docunent. Upon receipt of an
10

In another aspect the invention features having a second signer sign an electronic document

" and enter information about a transaction in digital form into the secure hardware token and, in the
token, append a digital signature to the digital information. In the electronic check embodiment, the
invention features a computer-based method of endorsing a payment instrument by entering

15 information included in the payment instrument in digital form into a secure hardware token and,

in the token, appending a digital signature to the digital information.

In general, in another aspect, the invention features a computer-based method for regulating

the use of account numbers with respect to accounts in a funds-holding institution. Digital account

20 numbers are assigned for use by account holders in creating electronic instruments, the digital
account numnbers being distinct from non-electronic account numbers used by account holders with

respect to non-electronic instruments. At the funds-hoiding institution, electronic instruments are
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el ectroni ¢ docunent, there is automatic checking of the cryptographic

si gnature against 5 crypt ographic signature information of other

el ectroni c ¥@o8IENGsS previ ously received. Advantages of the PEDESYVHAOMAY

i nclude one or nore of the follow ng. The invention provides an
all-electronic paynments and deposit gathering instrunent that can 10 be
initiated froma variety of devices, such as a personal conputer, screen
phone, ATM or paynents accounting system Financial accounts rmay be rapidly
and secur ehsh aetepteddrdmtacemmt holdelisroplypHithe elestramieinstpmentp idehide ane of the digital
proprietary networks, w thout requiring pre-arrangenent, by interconnection

wth the %&@@k RemdRRK 16 liSplehtetaR0Ak Sfathis!feimet ea@hl&g?tﬁfadc@ﬁﬂt%‘ﬁhib%hﬂ? Ee litk&

i ntegration control | ed_ exi sting banking comruni cati on systens w

rapidly grawn lic.networks bn a sgcure fashion 15, wi.l.l allow for
ol eront PR dorkReknib AtehRe i, A it iteh P B2 inked ot St alfount
consuners. The invention addresses the problem of gathering deposits .
el ect r oni dathejinsfifations s thateleattonisrinstrumenis aad non-alesiionisdngimuments snay he dsawry againsy
and comrercial, to gather, transmt and deposit, e.g., checks, into their

account s whé bk apbotmit.c A kiynilae asp@ct cancbebappledtoaregtilatifh enique Rlehtifyingomanbede o
an 20 el ectronic paynent alternative for trading.using public data

net wor ks t; . t ' ti I | ec |

rapl | cat odRiGEBNS in o ARG BiRea T RpER! AR Redigh Eed SXGAYIER
processesciog enable it to be readily accepted by the marketplace. By

ret ai ni ng 4998MEAk; ¢ characteristics and flexibility of, e.g., the paper
check, the invention nay be adopted nore rapidly. Due to its simlarity to,
e.g., paper checks, the invention can be used within the structure of

exi sting | aws, regulations, and standard business practices. Simlarly, the

nedi cal recor dsjp defieral 3R Bhothéxtdspers, thinventiodl feftinfe® BicomB@e-baed el ¢Flalifdhin
enbodi ments of the present invention can be used within existing | egal an

busi 1555 S §3LGMALER a related electronic document by forming a cryptographic hash of the document and

appending the hash to the electronic document. In particular, the invention includes a method for
~ caleulating hashes of blocks of content within the document, appending the hashes to document

name tags of the blocks, hashing the appended result, and signing the hash.

15 In general, in another aspect, the invention features a computer-based method for reducing
fraud with respect to transmission of an electronic document, such as deposit of an electronic
payment instrument with a funds-holding institution. A key-encrypted signature of a first party, such
as a payee in the case of the electronic check, a public key of the party, a routing code of an
institution or third party, and a number associated with information of the first party associated with

20 the transaction, such as the number of the payee'é account in the institution in the case of ﬁe
electronic check, are included with the document, and, at the third party, there is automatic checking

of the routing code and the number before accepting the electronic docurnent.
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A variety of types of paynment instruments nmay be inplenented, e.g.,
certified checks, cashiers' checks and credit card charge slips, and
addi ti onal O¥PA&®BTHEi es may be provided, e.g., future 10 PEIVUYST 24009 mi t
checks, and rulti-currency paynents. The invention nay be used in all

mar ket segnents, fromindividual consuners to |large corporations. It wll
enabl e busi nesses to conplete safely and cheaply paynents over public
networks, to prepare and transmt nedical records, to execute and transmt
contracts, to chngénetad ifi another aspectpthe dmeentibn featmepd caapiterrlsasedindtiiod fengdyeing
I n other transactions that require signatures. Because the contents of the

el ectroni caARriaEdited Qﬁth%re'lec%nfc'b?%ﬂkﬁ@ddcﬂﬁieﬁt dQ ¢ KRS rapHi®Y gRBusdtas e hRsl with

a party's remttance informtion, e instrunent wi'll easily integrate with

exi sting or new ¢ ut er plicatibons, .such as_accou ecei vahl e syst

cl & m t FacRPAG tyidt Bitaiosh Ripph e e dBRHE Br PP i desia em Sttt B gn
of the electronic docunents enabl es open public networks to be linked to
private neelectrémic dossiment, theririsi autopatieregheeking dofb fhek coypsegraphic neignasur sagainst
hospital networks, or the like, in -30- a secure fashion. The use of
digitsl si mgtdgiragﬁnic fighdrrisfobastsh of ghérdect@nit dvetinkiits pedvicuslyagesived. such
as banks, nmake the el ectronic docunents trusted and secure. They are
tanper-resistant due to the use of cryptographic signatures. This wll
provi de greater security and reduced fraud | osses for all parties in the

transaction procgess by elimpnating nost of. the common, causes .of bad
transacti ons, Sggﬁa@aé’es °fé€; ‘l?é{ﬁ‘tk?g‘d'@?y E’r‘fﬁ’@ﬁs"f‘ep&@r‘iﬁfe@ﬁ ?‘ﬁ@ﬂ%s , and the
| i ke. To provide confidentiality, the docunents nay al so be encrypted when
sent over public networks. The use of public-key certificates enabl es easy
el ectroni c authentication by a contracting
The invention provides an all-electronic payments and deposit gathering instrument that can
10 be initiated from a variety of devices, such as a personal computer, screen phone, ATM or payments
accounting system. Financial accounts may be rapidly and securely settled between trading partners
over open public or proprietary networks, without requiring pre-arrangement, by interconnection
with the existing bank clearing and settlement systems infrastructure. The integration of controlled

existing banking communication systems with rapidly growing public networks in a secure fashion

15 will allow for implementation and acceptance by banking institutions, industry, and consumers.

The invention addresses the problem of gathering deposits electronically over public
networks, since it enables all customers, retail and commercial, to gather, transmit and deposit, e.g.,
checks, into their accounts without physically going to a bank branch. The invention provides an

20 electronic payment alternative for trading using public data networks to conduct transactions.

The invention to a degree electronically replicates heavily-used and well-understood existing
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party such as a payee of a check, and third parties such as the payee's and
payer's banks. Digital 10 signatures can be validated automatically.
Since the sywassm7essn be fully automated, and new processi ng eanvukes/ziedie
out si de of existing applications, such as a standard Demand Deposit Account
(DDA), the cost of processing an electronic docunent will be quite |ow, and
the costs of inplenentation mnimzed. To further 15 mnimze

i npl ementation costs, in the electronic check enbodi nent, the electronic

| nst r umentgupeech e&lepﬁoeéseartabmwm tdbetrbeﬁhlwac&pteﬂg:thmwae{plmt Bycretaining the basic
I ncl udi ng 'sone of t he nechani sns currently used for interbank clearing of

Eggf:kgoandchg}ag&khﬂfﬁ'aﬁd p@'{ﬁﬁn@ & n%ﬁt S &? Hleg%’ hemyPhnd e gal%pt&%{ ?%H%Pldl

benefits. The yse, of electronic nts w,ll be nor st ,effective, than
exi sting Jaysle sy to, aaepenfrgla KSvihedyqTiion et} Ruses VIDHLhE SRR of existing
processi ng capabilities of conputers. The use of electronic mail or

el ect r oni daw§Tegulations,and stasdardbusiness practicen slimjlatijshe piledisaloatdrys, locepplications
paper. In addition to the significantly reduced costs of creating and

mai |89 a JoedARRbntedtS: 4hl Qfer ShBEHmeRS ¥EthOpRSent Rivetiivh call BO LOARIIAR eﬁ‘sun% legal
|ncrenental | abor), the party gains the ability to control the timn
transaction such ments, both through fiuture dating of transactions
and throu&wat é&@&@& rellablllty and delivery speeds 5 of

el ectronic nall. The I nventi on addresses the problemof fraud and supports
prudent fraud managenent Through integrated fraud prevention neasures and
distributed liability for fraud. These nmechanisns will reduce nost of the
current causes Afvatiegudf types bfigaymeent dusgementsahaye batimplemedtepd, ieqat tertifiediohecks,
fraudul ent depositing. In addition, because the el ectronic check

i npl ement gLyt QlebVRdthaitcAaKarge slips, and additional capabilities may be provided, e.g., future

10 dating, limit checks, and multi-currency payments.

The invention may be used in all market segments, from individual consumers to large
corporations. It will enable businesses to complete safely and cheaply payments over public
networks, to prepare and transmit medical records, to execute and transmit contracts, to complete

15 and process loan applications, and to engage in other transactions that require signatures. Because
the contents of the electronic document, or part of the electronic document, may be attached to a
party’s remittance information, the instrument will easily integrate with existing or new computer
applications, such as accounts receivable systems, claim tracking systems, database applications and
the like,

20

The security of the electronic documents enables open public networks to be linked to private

networks, such as financial payments and bank clearing networks, hospital networks, or the like, in
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paynment nodel, the potential liability of the banks for fraudul ent
transactions will be limted while equitably sharing the responsibilities
for the int WRI3765K t he system anong payer, payee, and bankBCT/NS97/24000

el ectroni c docunent may be signed and transmtted from personal financial
software and 15 ot her conputing applications, through the use of an
open programmtic tool set and application programm ng interfaces.

El ectronic instrunments capability can be directly integrated into a payer's
appl i cat i ongsecurafashiers Fhowmse efligitabsignatures hprdyane baged sighing, andecertificatiomggentsesugh
transaction. This benefit will be available to both consuners, through

i nt egr at i 0RspMKsmBlgctke BRGtré1IE Bocinehtitthisted an@oécled "Fhe?&?e R pEiemt s 3 /G8

integration wth existing accounting systens. 20 El ectroni c docunments of

t he present inventi e) Tl ; I
tranem & pit SPRAE A ErEs ik BRL ARV IARE shlly heieds SRR IGAN A
part of the docunent -32- can read that part, w thout being .given access
to ot her pRattissinthafrapszction progess by gliminating mest ghthe cofnman gansanelhad ctieps, such
subject to a valid, certified signature. O her advantages and features of

t he i svent aobadpaper dhedsfakapmpsoriptionsf arithe lilee. (ol frovidewpniidentialitic derdoptments arag
fromthe clains. Advantages and features of the invention nay be better

understOodaﬁxbe‘ag&gg@&'@h@ﬂs&m@fi bHShétotisons. 10 The term

"client," as use ei n, enconpasses any data processing systens suitable
for operating a processor according to the invention and for establishing a
comuni cation link to an Internet site. An Internet site can be any program
running on a data processing platformthat connects to the Internet and
that recei ves adbesse p@nutéxfﬁ@y ogftificates enablesreasyrelectranicrawshentiegtion he e contracting

party such as a payee of a check, and third parties such as the payee’s and payer’s banks. Digital

10 signatures can be validated automatically.

Since the; system can be fully automated, and new processing can be dc;ne outside of existing
applications, such as a standard Demand Deposit Account (DDA), the cost of processing an
electronic document will be quite low, and the costs of implementation minimized. To further

15 minimize implementation costs, in the electronic check embodiment, the electronic instruments may
be integrated with the existing bank infrastructure, including some of the mechanisms currently used
for interbank clearing of checks and electronic payments, such as bilateral arrangements, ACH and

ECP.

20 In all embodiments, parties of all sizes gain substantial benefits. The use of electronic
documents will be more cost effective than existing paper documents due to volume efficiencies and

the automatic processing capabilities of computers. The use of electronic mail or electronic
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conventional or proprietary transfer protocol. 15 The term "application
program " as used herein, enconpasses any conputer file that contains or
mani pul’at esWEH8765% a format for bei ng accessed and processelCHYST774000

processing unit of a conputer. 20 The term "di sk," as used

herei n, enconpasses any nenory device that can store conputer data and that
provides an interface for accessing the stored data. -33- The term
"network, .’

as used herein, enconpasses any system conprising a series of
conput er s |trangmibsion is lessco an physicalijstransparingeapei dn tx@m@ng@sgmﬁ@anﬂy reduced
Internet, intranets, or other conputer networks. 5 The term
"browser, " @stsUsféereftitigeantl maiingaGuaRnE Mo bk sk, @ivelobey fstmpsh phbtoedpieder
for nmultinmedia presentation of information, including text images, sound

05, BB OR oy AU ) 5nkd OSSR B e
e o N By R R o et 8 e

a page of a site which is associated with the hypertext link. The term
"URL" f$reansof'diettdonicrmaibsour ce | ocator” and the term enconpasses the address
of a network site that is accessed by clicking or initiating a hypertext
link that is associated with 15 the URL. The term "HTM." means hypert ext
mar kup | anguage, which refers to | anguages for the creation of pages of the

type capable of ’Pﬁé Png/er\{tiicﬁx\'\%jdrgs\éesamg rp%\ﬁg&l of fraud and supports prudent fraud management

through integrated fraud prevention measures and distributed liability for fraud. These mechanisms

will reduce most of the current causes of fraud, including forgery, alteration, duplication, and
10 fraudulent depositing. In addition, because the electronic check implementation follows the check
payment model, the potential liability of the banks for fraudulent transactions will be limited while

equitably sharing the responsiﬁilities for the integrity of the system among payer, payee, and banks.

An electronic document may be signed and transmitted from personal financial software and
15 other computing applications, through the use of an open programmatic tool set and application
programming interfaces. Electronic instruments capability can be directly integrated into a payer’s
application, and does not require that a payer “go off-line” to complete a transaction. This benefit
will be available to both consumers, through integrations with packages such as Intuit’s Quicken™,
and businesses through integration with existing accounting systems.
20
Electronic documents of the present invention have the further advantage that a signer can

sign and transmit part of the electronic document, and a third party receiver of part of the document
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20 ' The term "FSM." means "Financi al Services Mrkup Language,” in
accordance wi t:h the present invention. -34- The term ' HTTPA as used

herein, shaMO ¥¥6pass the aHyper Text Transfer Protocol ", wRFENSERE nean
a protocol under which nessages are sent over the Internet fromclients to

servers in the client/server nodel of distributed conmputing. 5 BRI EF
DESCRI PTION OF THE DRAWNGS FIG | is a block diagramof a financi al
transaction. FIG, 2 is a, flow diagramof the steps of .a check transaction,
10 can readthag past, withous heme-gvemacsess Weother ags.and yienfy kat thepagt is part of a

i nstrument transaction. FIG 4 is a block diagramof a workstation. FIG 5
i s a for najocainentthet is stbjectitc ackkid jcettifigd sigratwecanpl e for use with the Wrld
Wde 15 Web. FIG 6 iss a format of an el ectronic check and deposit
endorsenent instrument. FIG 7 is a block format of an el ectronic check. 20
FIG 8 is a format of a digital cryptographic signature based on DDS. -35-

FIG 91s abl 0(%51@1(;j Iag\garn?ang%g];nc? ?ea%irgsc E)f &gliﬁve%%g I&Rﬁ %Iéco%er gpparent from the following

5 description and from the claims.

Advantages and features of the invention may be better understood by reference to certain

definitions.

10 The term “client,” as used herein, encompasses any data processing systems suitable for
operating a processor according to the invention and for establishing a communication link to an

- Internet site. An Internet site can be any program running on a daia processing platform that
connects to the Internet and that receives access requests, whether under HTTP, FTP or any other

conventional or proprietary transfer protocol.

15
The term “application program,” as used herein, encompasses any computer file that
contains or manipulates data in a format for being accessed and processed by the processing unit
of a computer.
20 The term “disk,” as used herein, encompasses any memory device that can store computer

data and that provides an interface for accessing the stored data.
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FIG 10 is a bl ock diagram of the interaction between a screen phone and a
server. FIG 11 is a block diagramof a certifie

transact [ on“@?@"ﬁs is a block diagramof a nonnal transacti gﬁ%’? 40% G
13 is a bl ock di agram of a cash and transfer transaction flow. 10 FIG 14
Is a block diagramof a "l|ockbox" transaction flow FIG 15 is a block
diagram of a finds transfer transaction flow 15 FIG 16 is a

bl ock di agram a‘n el gctroni,c checkbo Ilcatlon ace. FIGS 17A
and 178 are b EERRS of Ui BRFD. REentities Sy st 255ippsing » ks of
protocols. FIG 18 |s a bl ock d| agram dep| cting a contract transaction. 20
FIG 19 i sompitesshnkeddyteleconupinicatiogs networks ang piaydueluds the Intersigt; tintoanets, geother
FIG 20 is a block diagramdepicting a nmedical record transaction. FIG 21

i s a bl ockogiphgraftw@Rsct i ng additional details of acontract transaction. 5
FIG 22 is a block diagramdepicting additional details of a |oan
application transaction. FIG 23 is a bl ock diagram depicting additional
details of a medical record transaction. FIG 24 is a bl ock diagram
depicting use of a conputer network in a contract transaction. 10 FI G 25
is a %l ock di agFhmiernjbromsaly” asusedihercinormsompassaeanioapplication pragram which allows
application transaction. FIG 26 is a block diagram depicting use of a
conput er @t iilkiniediadpfeehtatiin bEdModmation, including text images, sound and video clips.

Typically a browser allows the user to connect by the Internet to different sites on the Internet.

The term “hypertext link” as used herein, encompasses any graphical icon, button,
10 highlighted text or other symbol that permits a computer to direct a server to display a page of a

site which is associated with the hypertext link.

The term “URL" means “uniform resource locator” and the term encompasses the address
of a network site that is accessed by clicking or initiating a hypertext link that is associated with

15 the URL.

The term “HTML" means hypertext markup language, which refers to languages for the

creation of pages of the type capable of being viewed by a browser.

20 The term “FSML" means "Fipancial Services Markup Language,” in accordance with the

present invention.
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15 transaction. FIG 27 is a block diagram depicting a conputer hardware

system for wckf tories of a contract. 20 FIG 28 is a bl ock
di agram depi ?8235% conput er hardware system for the parti es PEGUST24400p
application transaction. -37- FIG 29 is a block diagramdepicting a
conput er hardware systemfor the participants in a nmedical record
transaction. FIG 30 is a schematic diagramillustrating the basic
conponents of t \V\or | Web.. 5 FIG. 31 is a di m depi ct.i ng.t he »
b1 00k st uct ur o 1o¢ terrm SHETBE ahhed decciv, shellencambess 16 STt TR Digtidler Boropar,
bl ock structure of a nedical record. 10 FIG 33 is a diagram

depi cti ng iwhichhsimtlkmsdrn uqirotoeolainder which messhges are sent dvkGtheS3Intemet frdommglients to
depicting the block structure of an electronic contract FIG 35 is a

depi ot 0N gleyt3n B el BikGls e oFBighudl coffegg e5ent i nvention. 15 FIG

36 is a block diagram epl cting the docurrent onbl nati on nethod of the
present invention. FIG 37 is a flow chart depicting the steps of the
secure hash algorithm of the present 20 invention. FIG 38 is a block

di agram depicting the nested structure of the docunents of the present -38-
5 BRIEF &SQBIEIIQ] 1 OF THE DRAWINGS .

FIG. 1 is a block diagram of a financial transaction.
FIG. 2 is a flow diagram of the steps of a check transaction,

10 FIG. 3 is a flow diagram of the steps of an electronic iés&ument transaction.
FIG. 4 is a block diagram of a workstation.

FIG. 5 is a format of an electronic check template example for use with the World Wide

15 Web.
FIG. 6 is a format of an electronic check and deposit endorsement instrument.
FIG. 7 is a block format of an electronic check,

20

FIG. 8 is a format of a digital cryptographic signature based on DDS.
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invention. FIG 39 depicts the certain tags of FSML for encl osing bl ocks of
information, in the electronic check enbodi mnent of the invention. 5 FIG 40
depi ct s t heWOIB7€58gs for signature bl ocks in an embodi ment RFT/P$RI/24000
invention. FIG 41 depicts the FSML tags for conbining bl ocks. 10

FIG 42 depicts the FSML tag structure for an electronic check. FIG 43
depi cts an exanple of a docunent type definition for the el ectronic check.
DESCRI PTI ON OF THE | NVENTI ON 15 . Broadly speaking, the invention
is a method andFiKG:$riemblask dingeame eEanrjeattonicohaekbeokieardnent s. The el ectronic
docunents have a predefined structure that is both human readabl e and
conputer readable. In an enbodi nent of the invention, the electronic
docunents may be financial el ectronic docunments. As an exanple, one type of
financi al el ect G : i i o

i ncl ude | oan ap%@clgtlggﬁts&,&%mwgggﬁéﬁﬂgﬁgc%? Smgr‘lgﬁ%’% her %ﬁkﬂ
docunents that are signed or certified. Further exanples include notarized
docunents, medical prescriptions, transcripts, wills and trusts, and the

| i ke. Any of these docunents may be formatted as a docunent type definition
in FSBPL. The exBlghlldds ablock diagram ofn certjfiéd dheek ratsastion. 39- WD 98/ 37655
PCTI US97/ 24000 :

FIG 12 is a block diagram of a normal transaction flow.

FIG. 13 is a block diagram of a cash and transfer transaction flow.

10
FIG. 14 is a block diagram of a "lockbox" transaction flow.
FIG. 15 is a block diagram of a funds transfer transaction flow.
15 FIG. 16 is a block diagram of an electronic checkbook application interface.
FIGS 17A and 17B are block diagrams of electronic check API's, modules and protocols.
FIG. 18 is a block diagram depicting a contract transaction.
20

FIG. 19 is a block diagram depicting a loan application transaction.
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and all signed docunents and docunent - based transactions are within the
scope of the invention. Part of the underlying systemfor an_enbodi nent of
the i nventi SYOPE3AE world Wde Wb. FIG 30 is a schematic ffp4000
illustrating ' the basic conponents of the Wirld Wde 5 Web. FIG 30
depicts client conputers 400 which are connected by tel econmuni cati ons
links 402 to one or nore server conputers 404. The client conputers 400 are
equi pped with web browsers 408 that permt the client conputers 400 to view
pages of docuneRIG 204ap bigck disgzam depicing 2 madicel record HansaeRgt. st andard. The
SGWL pages, such as HTM. pages, are typically displayed in graphical

format. Well-known web browsers 408 such as Netscape 10 navi gat or and
M crosoft Explorer automatically format data that is programmed in the HTM
| anguage accor dgfig, 21%\3/3;!1&1(%1 Béﬂhﬁ%éoﬁ;%dgﬁf QAR @tohftadt LrdfeR@ed.€d back

and forth between the client conputer one or nore server conputers

404 according to a well- known protocol known as the HyperText Transport
Protocol. The nessages sent according to the HITP are addressed according
to Uniform Resource Locators, or URLs, which 15 determ ne where the

Interfet resour EEGi2 isadlogkidiagran depighing additional desailsafadean applieation trapsaction.
Ot her protocols, such as FTP, are also avail able. In the so-called
"client-server" nodel of distributed conputing, nessages are sent from
client conmputers to one or nore servers. Servers that use the Wrld Wde

Vb typi cal kye 26 ; o, " HITD: S ,
server -y have TGt AL difidem BAERRERRhe) Sl ) BT behord wfoalfin,

be di splayed on a client's conputer screen when accessed froma client

conputer. Al so, web servers may include or provide access to other servers
t hat -40- i ncl ude Common Gateway Interface ("CE@") prograns that permt
access to ot her Fi@s3tis @addockdiagram depicting use of a computer network in a contract transaction.

10
FIG. 25 is a.-block diagram depicting use of a computer network in a loan application

transaction.

FIG. 26 is a block ciiagram depicting use of a computer network in a medical record

15 transaction.

FIG. 27 is a block diagram depicting a computer hardware system for the signatories of a

contract,

20 FIG. 28 is a block diagram depicting a computer hardware system for the parties to a loan -

application transaction.
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the web server, such as application prograns and databases i ncl uding
application progranms for manipul ating el ectroni c docunents. _Thus i t hout
t he need f&f&%ﬁ‘fgﬁf’ar dware or software, other than a standarﬂcyglﬁg%ﬁ\%o
conputer and a common web browser 408, a user can access 5 dynami c
applications and content that are stored on the web server. A Financi al
Servi ces Markup Language (FSM.) has been devel oped to allow for the

creation of electronic, docyments that are human readabl e and chi.ne .
readabl e and Bl@ce2ismbleck figgram QBP&"tHﬁ%WP‘&W&%‘S‘@Z‘%&?’B?NQ‘H@BWW@Wa

standard. By using FSM., 10 one can create, sign and process electronic
docunent medical mecortbaydactimt of the invention, the el ectronic docunments may
be el ectronic checks, and FSM. nay be used to create, sign and process
el ectroni c checks and their associ ated docunents. In other enbodi nents, the
docunents may be nedical records, |oan applications, contracts, or the

| i ke. The creatjon,of t el.ectroni G, docu uses | st .

not od bl ow, - G- 90§t HEmRuE b BpPERHEE Sast ConRmtn BE R84 ¥ G5 Heo.
publ i c key cryptographic signature and hash algorithmto provide security
attbi butes. The FSM. si gnature nechani smal so all ows docunents to be

conbi ned, or added to, without | oss of the security attributes. The
processi ng (eF¥G. 3bisgndihgram depidtingahs blook stutae € ar Blestroricitiezk | cat i on,
paynent, etc.) of the electronic docunents is al so autonated. 20

The PSM. docunents are ASCI | docunents that are both human readabl e and
machi ne readabl e and processable. ASCI|I encoding of data itens provides

i nt eger, hex, al..string and,.hpol gan types. Tags a al ues are readabl e
w thout spect FI0a37 isadiaBiacanpi e e logk Sevinut o & pedical Frobidh
internationalization. ASCIlI formats are conpatible with electronic mail
transaction as well as with V.42bis and ot her data conpression.

10 FIG. 33 is a diagram depicting the block structure of a loan application.

FIG. 34 is a diagram depicting the block structure of an electronic contract.

FIG. 35 is a depiction of the multi-level hash method of the present invention.

15
FIG. 36 is a block diagram depicting the document combination method of the present
invention.
FIG. 37 is a flow chart depicting the steps of the secure hash algorithm of the present
20 invention.

FIG. 38 is a block diagram depicting the nested structure of the documents of the present
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An FSML el ectroni c docunent is made up of a nunber of blocks as depicted in
FIGS. 5 31-34. '"An electronic check is depicted in FIG 31. A nedical
record is dWRi%BEFSin FIG 32. A loan application is depict BCTVHSH 2400033 A
contract is depicted in FIG 34. Each bl ock contains some common 'fields"
or 'elements” in (SGW) term nol ogy. Every FSM. el ectroni ¢c docunent

consi sts of one or nore encl osed docunents. These docunents are nested.
Nesting may be done by enclosing earlier fornms of a docunment inside |ater
edi ti ons #HvepW@h.docunent or 10 by ot her conventional markup techni ques.
Each encl osed docunent is built inside a <fstc- doc> tag structure. The
FSML tag structure for an electronic check is depicted in FIG 42.
Referring to FIG 31, an.electronic check may be a docunent type 700 and

the type appeaiggi BotdMidy R dk@ikiagh of FSMIRGYFefitiosifg a8  of foriYion, in the

i nclude the nane of th lcheck, a 15 ver si on nunber "or simlar
informatiog. Al oggcg(d ata bl 03@704 el include information that is to be
| ogged by EHECHGRIGITHEG €] ot OF ANCHXERHNi ¢ checkbook, such as the date and
anount of a transaction. A contents block 708 may include all other content
for tShe check. Referring to FIG 32, the type block 700 reflects a nedical
record type. The header 20 702 shows a version of the record; e.g. a
patient's char FIGLaDasHcts BleRIVD thes 10¢ sighmuid Blobikeindat efibaditheASilihe $nvehtion.
prescriptions, records of vital signs and the |like. The contents bl ock 708
may include any contents to be signed, such as a prescription, or other
information. -42- Referring to FIG 33, the type block 700 reflects a

| oan application type. The header bl qgck 7Q2 may_include a version nunber of
the type of ap@ﬁeéﬁi@ﬁ?fs%ﬁsw @gﬁ&féoméﬁé@qk&fi nanci ng. The | ogged
data block 704 may include information fromthe application, such as dates,
nanmes, salary information, debts and the |Iike. The contents block 708 may

i nclude all

10 FIG. 42 depicts the FSML tag structure for an electronic check.

FIG. 43 depicts an example of a document type definition for the electronic check.

DESCRIPTION OF THE INVENTION

15 Broadly speaking, the invention is a method and system for processing electronic
documents. The electronic documents have a predefined structure that is both human readable
and computer readable. In an embodiment of the invéntion, the electronic documents may be
financial electronic documents. As an example, one type of financial electronic document is an
electronic check. Other examples include loan applications, medical records, contracts and other

.20 documénts that are signed or certified. Further examples'include notarized documents, medical
prescriptions, transcripts, wills and trusts, and the like. Any of these documents may be

formatted as a document type definition in FSML. The examples herein are merely illustrative
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5 items for signature, such as the whole application and separate
clauses or .consents that require separate signatures. Referrinag to FlG 34,
the type bIY¥@R83IM5refl ects a contract type. The header bl ol 7ALRI0
reflect other information, such as the version of the contract or the

| i cense agreenent. 10 The | ogged data bl ock 704 may incl ude dates,
names and other pertinent itens for storage, and hel pful for providing an
audit trail. The contents bl ock 708 may include one whaol e contract and any
parts t haandraligigned dospments and dosumaent-basediransastionk areiwighin the scape pkthgynyention.
data for a transaction. Moreover, these docunent type 15 definitions
permt the establishnment of rules that wll reject a docunent that is

m ssing some required elenment. For exanple, a contract nay require an
approval of a ' P Is ]

sof tware of Fsﬁf? %@FEM g%l;ﬁ@??ﬂﬁ%m ocr%tg} rfégfr‘\btoaggérg\ré?lh}\évlgﬁ}gfo? ;gget\?ﬁﬂg W 13
docunent type definitions may he used to support .l egal rules ang. business
practices) ego Fifde 3011y a ischematic aggﬁmtlﬂgstgqt@gttﬁ%f%s(gc ERRoRERLS of, e%@"g‘fgﬂg?:t ed
fromtanpering, and all blocks that need to be authenticated are assigned a
di gi sal sWebatFIGe 30alepivtnelient nomputersd00uwhichlaoe donnedtdd by telétmmmiinicatéons links
signature nmay use one of the standard digital signature algorithns, such as
MD5/ RSA o : Wl | u ' ' sV

oy, and 1o YR mORiericd doRpul RSt ITRP AR cREpRACANY st Hdlbpta R by
certificate such 0%5 an X 50% Vﬁrsi on 1 Oeréé]fic.ate. 5 : he vari ous
bl ocks neREOMgeRs 0 hatezmit, tBe, chient somputers 400 i WY pagesef dgcumey Fs may
be bound together .by a signature block. In one enbodi nent, depicted in FIG
35, the spmgparedmecording to the SGML standard. The SGML pages, such as HTML pages, are

typically displayed in graphical format. Well-known web browsers 408 such as Netscape
10 navigator and Microsoft Explorer automatically format data that is programmed in the HTML
language according to well-known protocols. Information is transported back and forth
between the client computer 400 and one or more server computers 404 according to a well-
known protocol known as the HyperText Transport Protocol. The messages sent according to
the HTTP are addressed according to Uniform Resource Locators, or “URLs”, which
15 determine where the Internet resource is and which protocol to use to access the resource.

Other protocols,'such as FTP, are also available.

In the so—call;d “client-server” model of distributed computing, messages are sent from
client computers to one or more servers, Serve;é that use the World Wide Web are typically
20 called “HTTP servers” or “web servers.” “A web server may have installed on it files that
include SGML documents that can be displayed on a client’s computer screen when accessed
from a client computer, Also, web servers may include or provide access to other servers that
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bl ock 800 contains the block nanes (j, k) of the bl ocks 804 and 806 being
bound t oget.her and the digital hashes 808 and 810 of the content for these
bl ocks. A h¥h9857¢55can be generated fromthe document nanes BREUSAE249%%i t al
hashes 808 and 810, and a digital signature 812 can be generated 10 by
digitally signing the hash 811. The digital signature 812 of the hash 811
can be incorporated into the block 800. Next, the contents of the bl ock 800
can be signed, such as by a private encryption key. By enploying this

mul ti | evel inchelkiCoprhercGateway Intetfaces(" G programe that phunit aéness tocethet regources on
software is able to verify that all the blocks that are bound together are

present ang,eRgsesehid Hﬁﬁ%gta fig#! pi‘Bg"rﬁhls It @atatia&s inBhRRE dpyliSdtidnlioSiks Br

docunent is veriflable. peci fic bl ock structures for "electronic
docunent s and, oci at ed .dacunent s e descrjbed in.Appendi x B, whigh
Cont s amBBEIHERE CHRnEAPRATG L POy tog B dprd i iR erdyast of Gpfigace,
docunents, nanely checks. Additionally, Appendix B contains an exanpl e of

an el ect r oother than alstandandrpensonabepmputes andqa sogumon webibrawser 08 FENser B @ceessi ¢
docunent is to pass through various steps and institutions that are part of

an ensire 8¥1§a§1ﬁ8‘aﬁﬁlﬁfati&§s%ﬁ%%ﬁ&nﬂhﬁt SeQEdre®bh ChehPOBISBDEr, and per haps - 44-
adds new intformation to the docunent, a docunent conbining nechanismis

described that allows the additional information to be added while all ow ng
the original information to be protected and verified using digital
signatures. By binding blocks together, the data in all the bl ocks bein

bound is pr ot echdkintncishServiges Marupliapguage (FSMLY hasbesnrdevelopedtaaliow Budbere
cryptographically 5 associ ated. One such process is depicted in FIG 38.

Referring tRafidrdof cléotronic dstdmeaty that are human readable and machine readable and

processable. FSML is a markup language according to the SGML standard. By using FSML,

10 one can create, sign and process electronic documents. In an embodiment of the invention, the
electronic documents may be ele(_:tronic checks, and FSML may be used to create, sign and
process electronic checks and their associated documents. In other embodiments, the
documents may be medical records, loan applications, contracts, or the like. The creation of
the electronic documents uses a block structure as noted below, The signing of the electronic

15 documents can employ a public key cryptographic signature and hash algorithm to provide
security attributes. The FSML signature mechanism also allows documents to be combined, or
added to, without loss of the security attributes. The processing (¢.g., signature verification,

endorsements, authentication, payment, etc.) of the electronic documents is also automated.

20 The FSML docﬁmenfs are ASCH documents that are both human readable and machine
readable and processable. ASCIH encoding of data items provides integer, hex, real, string and

boolean types. Tags and values are readable without special software, SGML escape sequences
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information to a docunent 824, the existing docunent 824 is enclosed in a
<fstc-doc> tag structure 826 which may al so enclose new bl ocks 828 and 830
cont ai ni ng“f‘?lga/:ﬂéW i nformati on. New signature bl ocks 832 an&C3API 7@1‘&90% SO
be contained in the new information and nmay sign blocks in the inner nested
docunent. Each new, surrounding el ectronic docunent (<fstc-doc>) 10 can
al so have a new <action> bl ock and a DOCTYPE paraneter for use by the
receiving systemto determ ne the nmethod used to process the nodified
docurnent . petifit iterndtipnatizationh eASCH ferimats axg sompatibBMit electeomid mail trgndattdarkas wll
information, in the electronic check enbodi nent of the invention. Referring

to FIG 36 ‘,ymfevems &@b@&kﬂﬁg)@ozgmgsqmpe aut henticated, or tanper-proofed,

a 15 digit signature block 8 i's added to the el ectronic document.

The signature block 820 contains a reference to a certificate bl ock 822
containing a public key used to verify the digital signature. The signature
bl ock can al so be used to bind multiple blocks together, so that the

resul ting conpobmdSY¥8c eleatronic dacument ds indeep Ofl'ihaumvmfﬂmsfa@demﬂgdumﬁm

bl ocks in an enbodi nent of the invention are depicted in FIG 40. 20 Wen

combigi ng 21034 deihid el s dpictl in FIGTBRUNG ORI Brd it BepiB@ASe FIS. $h1e

original blocks may not be uni qué. As such, the docunment conbi ning process

o =5, 00" o4 S5 s LR L 39, AP BRbASIE 50 B TR 19,

for conbining blocks. The digital signature is to insure that the
el ect r oni codtainsneme ¢ammon fiBeids"ordaigments” inoSGhElerteaninology aRpesy fEML electrayic
using the nultilevel hash operation, the electronic docunment is able to

provi de i raycament ek ohetor diord r&dclbmr;umaﬁs sThéseQocumients e nds@d e NREAH
operation also allows various
may be done by enclosing earlier forms of a document inside later editions of the document or
10 by other conventional markup techniques. Each enclosed document is built inside a <fstc-

doc> tag structure. The FSML tag structure for an electronic check is depicted in FIG. 42.

Referring to FIG. 31, an electronic check may be a document type 700 and the type
appears in the typg block of the document. A header 702 may include the name of the check, a
15 version number or similar information. A logged data block 704 may include information that
is to be logged by a database, such as an electronic checkbook, such as the date and amount of

a transaction. A contents block 708 may include all other content for the check.

Referring to FIG. 32, the type block 700 reflects a medical record type. The header
20 702 shows a versibn of the récdrd; €.g. a patient’s chart. Logged déta block 704 may include
dates and amounts of prescriptions, records of vital signs and the like. The contents block 708

may include any contents to be signed, such as a prescription, or other information.
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bl ocks or associ ated docunents to be bound together while still providing
i nproved aut hentication and tanper resistance. The digital signature can
pertain to XM#67%Phe bl ocks or a set of blocks. Further, inpFLygY/24000
aut henti cati on and tanper resistance allows blocks to be |later dropped or
10 remove froma bundle, yet the digital signature is still able to be
aut henti cated. Thus, portions of docunments may be transmtted and

aut henti cated, while confidential portions are redacted. Referring to FIG
37, the cal cul Refamingfto FIGi 381 the tppaybiack 700 reflepsraf loamepplivstidwiyponshe Beadsr ,
a nonce value (<nonce>) is created as a random nunber at step 600, The

nonce val focic%'a%ﬁgggﬁélude,d %éﬁgi;%;ﬁibeﬂoﬁmﬁﬁk ofatppRcADn hihUS 2HbnRaheMedgR

enhance the securl provi de he hash operation. Second, the nonce

value is logically prepend to.t: ubject. hlo content s bef ore hashi

at a st epr@g?:m‘ﬂg'r rtfe E‘Eg?fgﬁ%ﬁl"égi’ Og 'ﬂ%’s’l’i“:{}‘a? 6‘?6@”%% i %%PPE’Q?(H’@’ P‘I‘F@gas
contents of the subject block having the nonce val ue prepended, while

excl udi ngdhtes, tHmesk salagy informatienddéhtpand thadike aEhemontentsdilock 7P muy include all

characters in between, with the exception of all carriage returns, line
feeds, 20yems faPSighititd, isieh f9OREPMAE apblichfiéh atEapdhite ARtkes BPestesls 8RR s@firkn
a line are 1ncl udgd in'the hash. SGW 'entities, i.e., character nanes

encl osed bet ween. an _anpersand (& and a semicolon (;), are |left

unt r ansl aﬁ%ﬂi‘r%ﬁéﬁg“l"rgg%ng. Fourth, at a step 608 the resulting hash val ue
is inserted into the -46- <hash> entry in the signature block. Fifth, at
a step 610 the second through fourth steps are repeated for each block to
be signed. Sixth, at a step 612 a second hash cal culation is performed on

the contents ofRdffi®ingSthbTd6EL 32, Hislyhe Blokk 700 réfecR¢ctast fype The Yiedes block 702
cal cul ated hashes, their block references, and the <nonce>. This includes

i 1 ng o] SpR S EERERHPRR Sich o veretoR ] el oo SR R drptihas”

a step 614 the second hash value is then encrypted usi nrgt_ a private key. The
resdift i s The logged data block 704 may include dates, names and other pertinent items for storage, and

" helpful for providing an audit trail. The contents block 708 may include one whole contract

and any parts that require separate signatures.

The blocks include the relevant data for a transaction, Moreover, these document type
15 definitions permit the establishment of rules that will reject a document that is missing some
required element. For example, a contract may require an approval of a clause by a manager,
and if approval is not included, the software of FSML would reject the document as an invalid
type. Thus, document type definitions may be used to support legal rules and business
practices.
20
The blocks making up the electronic document can be protected from tampering, and all
blocks that need to be authenticated are assigned a digital signature contained in a signature block.
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the signature which is inserted (as Hex ASCI1) into the signature bl ock as
the value for .the <sig>tag. 1 0 An application progranm ng
interface (A ¥8/Fs6een an application program and an FSM. elP&AYYS§HR4000
docunent is ctreated by conventional programm ng neans. The APl all ows

devel opers of application prograns to process el ectronic docunents and
associ at ed docunents wi thout having to handle all of the details associated
with the internal format and processing of these el ectronic docunents.

I nst ead, trhe dfgiial bizaathid Mhp ascoid of the standdrSWgitebsigeitureialgorityms, vath AaMDSYRSA
all the 15 details -of the internal format and processing of these

e TR T PR At B SGEMRIE e e

application programthus does not need to know abqut the actual, format, of
&

an FSM. dusingerpublic kexywhich alse cae emiploy afertifigate sueh aan srsipndaCanificate.
application, 20 such as an el ectronic checkbook. Likew se, the PSM.
bj ect Library will not need to know or care about details of hardware,

operating systens, GUI's, databases, etc. In order to have platform

i nd q , : g : . _ :
appl Foat 1 on . 47 H¢ vaiits G180EGhatihg bRite AEEEK icfinents Bl by ABURUAE alciniepinay
call is made by_the application programto create, parse, verify, nodify,

bind and &¢fhenid we&mé%ataeslswtm@ I one-abadimenisiepigtsd iR Ele: 35 the sizaatre

are also provided to allow insertion and extraction of data itenms into and
out of anblookl800@onnstthe bloth@amed(j, Kppithe blacks 804/ anE806 bdimglbdwmdaogethersind dke
over an FSM. system|library which acts as a | ower |ayer that translates the

FSM. Qbj eglgilal RESBEY 86€ HH BRIEhS chifeft fob theBblobks!! A'hash 811 can be generated from the
document names and the digital hashes 808 and 810, and a digital signature 812 can be generated

10 by digitally signing the hash 811. The digital signature 812 of the hash 811 can be incorporated

_ into the block 800. Next, the contents of the block 800 can be signed, such as by a private

| encrjrption key. By employing this multilevel héshing' technique, the binding is such that the;

receiving software is able to verify that all the blocks that are bound together are present and have

not been tampered with. Thus, the integrity of the entire document is verifiable.

15
Specific block structures for electronic docurpents and associated documents are described
in Appendix B, which contains a Document Type Definition (DTD) for certain FSML electronic
documents, namely checks. Additionally, Appendix B contains an example of an electronic check
document.
20

In situations in which the FSML electronic document is to pass through various steps and
institutions that are part of an entire system that processes the electronic document and perhaps
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hardware |ibrary functionality. 10 An FSML System Layer AP
provi des a standardi zed vendor-independent interface to functionality of
t he el ect r oMQ98378%kbook hardware. Application programs do n&CTAHSH24080
i nvoke functions of the FSML System Layer Library indirectly but instead
may use the API. An el ectronic checkbook is an electronic card (e.g., a
smart card) that is programed to 15 act as an el ectroni c checkbook.
Thé el ectronic checkbook carries signature and decryption private keys,
act i vat i ord@¥ hisw (ifermatival to kiaducinenta a idocuméntoembining mechanismois Xeschnibed that allows
security reasons are accessible only by processes internal to the
el ectroni | t ' ; | f |

é 5@&%@? infotiitloth Be SRR Alloway the YrigirdY Hirtydbitien'th BE AL Bhd

Sem conduc ara, California, Telequlp Corporatio
Hanpshire, and others,. . Electronic ds. c e used to,store | ed.dat g .
For madi caetiigd usimegitas BRI o St PiodinecRlects aether oS uBfacin A e bi58 being
transactions as well. Although, FSM. is described with respect to

el ect r oni bouhddk proté@ad fiom amperng while-at the samedime theublecksthecome [coyptogmaphically
ot her docunents to be built fromthese primtives while retaining a

standard fa@%d@ﬁte&‘fhiéﬁe.%ﬁgh geodagsr i aér#iatea%ixﬁzkﬁcb@!urkéfeuﬁf &P FIGN88, Tadd new

present system and net ho ffers a dunber of advantages dver existing

systens fqr_5 ., processing o I gned, docuprent s. . docynent. typ

Gor i1 oarasmatin 19 AcaeeR 5 9 XA doch Bt B0 i SO dR B tsrloc> tag
docunent types according to the |ogical purpose of blocks of content of

such si gnestrugtre B26twhiclinay dtsoanelose ngw dlepks 838 and 880 chotginieg thetneay inforaation.
range of flexibility in structuring docunents for neeting |egal '

requi r enenysy %f%aﬁfr@ Block§ 832 bEABH $naly UsoSBICELrARHTRIMES nelOfdhiAiBh @nd miky! digh

el ectroni c check enbodi nent of the present invention, 10 docunents my
be produc %qoctkgé}}x ﬂ?eoljgy]ﬁtlay ne\g{e& tE!lof:aﬁ(n"zesntt.' 'ﬁc}lx %%,l su%o&%&itng e e%tercl)iE: d%%\%%gntc(rkeﬁkcgdoc >)

10 can also have a new <action> block and a DOCTYPE parameter for use by the receiving system

to determine the method used to process the modified document. FIG. 39 depicts the certain tags

of FSML for enclosing blocks of information, in the electronic check embodiment of the invention.’

Referring to FIG. 36, whenever a block 804 is to be authenticated, or tamper-proofed, a
15 digital signature block 820 is added to the electronic document. The signature block 820 contains
a reference to a certificate block 822 containing a public key used to verify the digital signature,
The signature block can also be used to bind muitiple blocks together, so that the resulting
compound document can be veriﬁe_d. The FSML tags for signature blocks in an embodiment of
the invention are depicted in FIG. 40.
20
When combining an FSML block into a larger, compound document, the names of the
original blocks may not be unique. As such, the document combining process also operates to
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The fl exi bl e docunent structures also permt the user to design docunents
tat can be._accessed by a wi de range of transport systens and that can be
mani pul at edWE\84a78§de range of conputer systems. Thus, in t hBCEVE¥HZAHN; ¢
check enbodi‘'ment of the present invention, the 15 i nstrunents created
with the present system nay be accessed and nmani pul ated by existing
conputer systens for demand deposit accounts. Since it is created according
to the SGW standard, a standard that is designed to pennit easy interface
to HTTP s@andlé fathingiconflietsontrenain dutuments beinp obmbined nset leckmanes that ayeshat nmigue.
20 conpatible wth alnost all conputer network communications systens,

I ncl udi nggiyaﬁﬁ#aaéeg%e F@%@@@b}:fc&%ﬁhﬁ%{ﬁwr ks connected to the

| nt er net ervers an e I ment of the invention, an
architecture for an electronic check systemis disclosed. The electronic
check systemis an all-electronic paynent and deposit gathering instrunent
tat can be initiated froma variety of devices, such as a personal

conput er, scr edhedigitaé sighdiiferinmhinsure that theajertonis dacumen is authenyis prdrhasTin: been
el ectroni c check system provides 5 rapi d and secure settlenent of

e o o . : . . _
I nanct a vﬁﬁ"gg‘?%l} %n ﬁéﬂﬁltﬂ@vepﬁésh’b?&'sm%%e Pg{i:’('rdxﬁc %cu(%{?gg%'alﬁsqu*mwde

net wor ks pre-arrangenent e e tronic

el ectroni¢ financial jnstrument whigh in ne r.e ts, mmcs the paper .
check. It TBraved antentiraBon AT IpRRT TeNSRRSEo e Aiieveldash ppegaton alsg aflonts yasigus
for signing and 10 endorsing, and relies on digital cryptographic

certi fi catbdxks or assodiated docuneentsiie bp kpend wgetherawhile stitipraviding imprqyed anthentivatidms
and bank accounts and to provide a degree of security to all parties to the

transacti g ¢6distirte ! Fhe digith\Genhbfte @hn Bresh 1 B o thE BiGELEBY als8k6F blocks.
advant age of the interaction

Further, improved authentication and tamper resistance allows blocks to be later dropped or

10 remove from a bundle, yet the digital signature is still able to be authenticated. Thus, portions of

documents may be transmitted and authenticated, while confidential portions are redacted.

Referring to FIG. 37, the calculation of a digital signature is performed as follows. First,

a nonce value (<nonce>) is created as a random number at step 600. The nonce value is used

15 in producing a hash value as discussed below to enhance the security provided by the hash
operation. Second, the nonce value is logically prepended to the subject block contents before
hashing at a step 602. Third, at a step 604 a hash value is calculated using the contents of the

subject block having the nonce value prepended, while excluding the block start tag and block end

tag, but including all characters in between, with the exception of all carriage returns, line feeds,

20 and trailihg spaces on a line. Leading and embedded spaces in a line are included in the hash.
SGML entities, i.e., character names enclosed between an ampersand (&) and a semicolon (;), are

left untranslated when hashing. Fourth, at a step 608 the resulting hash value is inserted into the
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15 bet ween publicly available, relatively unsecure el ectronic networks
such aswﬁ networks, the Internet, wreless, or e- icja_ rks,

are di stinc {"‘Fges in terns of the security of informati(r)r% Gﬁ;%ﬂm}f

transm ssion over the two types of networks and systens 80. Public networks

and banki ng networks are distinct entities in terns of the security of
I nformati on during transm ssion over the two types of networks. EXxisting

G S0t pl | et HAS| SHSLEE Sghetars b k@ﬂﬁré 1 BY SR BEEHRE iy s e

| ess di sciplined. The cryptographlca seal ed and aut henticated .el ectronic
check passepeatai-foosachizveknmbestgned. t Rirstere 61k seqond haslb Faleulationis pesfaamed
secured financial -50- - networks. The gateway filters undesired traffic

t hr ough a'l?\ 2! dontdn®s §f @¥CakigANA SUBIN-BIbcR] whith ceatiMsthbipRevionsty caRhMdSashes,
resulting fromintentional or uni ntent i onal access by pérsons operating in

L1 anoact | GHEF ERK Elezihets ARG e, <paes 1 o inghides A0 chiBifhelt OReRy Kistdyr e

receives a menorandum of a proposed transaction 66, such as a bill, invoice
or orfler famdnthef <dsigdatpzrytag, Whilecadgnittingnell eaaisge refuras; dinej feeds and trailing spaces.
transaction may be initiated by the payer 12 only. The nmenorandum 66 may

contai n t hgxveakest Sstep 814 e sséchddash 9aluelis ten BRdryPRAIBHR a’alpﬁdatblkey heThe result is
payee' s secure authenticator 68 using public key cryptography. 10 - The

payer 12 validates t 2 |

Veri ty t hanbsipouite HHERPESEreD, B} PEASCED o 0 thabia? pRAKES o N oE Y e
To proceed with the transaction, the payer 12 electronically creates a
financi al ®&strunent 74, e.g., an electronic check (e.g., on a personal
conputer), payable to the order of the payee 14, and signs and records it
using the payer's secure authenticator 70. In effect, the secure

aut henti cator 70 enables the payer 12 to digitally sign the

10 An application programming interface (API) between an application program and an FSML

electronic document is created by conventional prograroming means. The API allows developers
~ of application programs to process electronic documents and associated documents without having
to handle all of the details associated with the internal format and processing of these electronic
documents. Instead, the API facilitates calls to an FSML Object Library that handles all the

15 details-of the internal format and processing of these electronic documents.

An FSML Object Library is described to hm;dle processing that deals with the format and
contents of FSML documents, an application program thus does not need to know about the actual
format of an FSML document or any of the details of the interaction with a database application,

20 such as an electronic checkbook. Likewise, the FSML Object Library will not need to know or
care about details of hardware, operating systems, GUI's, databases, etc. In order to have
platform independence, the FSML Object Library receives all input from the calling application
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15 instrunment 74 with a private signature key and enter the transaction
in a secure |.og, such as an el ectronic check book 71. A record of the
transacti ofW‘Prﬂ@”éF%o be kept in the payee's accounting syst SR 9SI72400

aut henticat 6r al so appends to the check cryptographically signed
certificates of, e.g., the payers bank and the federal reserve bank

aut henticating the payers account and the payer's bank., respectively. The
payer 12 then electronically sends the instrunment 74 and the 20,

menor andupregam; whigh glsePeEHOHBS AR RECESSANLOVIREL. ggfég 1&K\33‘EJB}S ir‘k‘er anplication,program
instrunment 74 fromthe payer 12, the payee 14 validates the payee's -51-

di gi tal sitgrnpédss,epdrss, n@rify,binobdifk ehind rand t aheraviseyopefite omathe endmoryeresériant FSML
payer's bank 82 and the payer's account with the certificates. The payee 14
al so veri f} a £ : i Qpi‘h? iSESRIN j it Cin #ﬁso
it in stordgglgrn%&t }FP}@?QLS g‘%{% @e{éﬁd%té’dﬁ‘é’y t e(?,:m|lfg)ﬁ§1yer x{tg&ﬁ% &?ggaelésar y.&p ellt
payee 14 endorses. the instrunent' 74 with the payee's digital signature

usi ng its danfSMi daeypent. 68. In effect, this enables the payee 14
digitally to sign the instrument 74 with a private signature key and enters
the tgansaction in a secure |log, such as an el ectronic checkbook 69. The
aut henti cator al so appends to the check cryptographically signed

tificat fir H3Ey | int ich
corti 1 cat es ofpegyy OENAHAS Aeklk AN BR0kESIRE ah FMESYSethary wich

aut henti cati ng € payee“s acc t and payee's

payee 14 detaches the nenprand 66, a oryvar ds.the nmenprandum a% 10 .
appr opr i ataétsp%?y?riq’(fe’ﬁ?ﬁeﬁ ;{ﬁﬁtq@ﬁﬁeﬁgm % gyhe pgieﬁ i'mreryc’??@ﬁﬁe‘f‘@tf ffo fhe particular
accounts receivable system 76. Finally, the payee 14 electronically

deposi ts, Happwarellibyaryifenctiopalftyi c network, the instrunment 74 with the

banki ng institution which nmaintains the payee's account 78. The payee's

bank 78 receives the endorsed instrunent 74 deposited by the payee 14, 15
val i dates both the payee's digital signature of endorsenment and the payer's

R al digit % FSML System Layer API provides a standardized vendor-independent interface to
functionality of the electronic checkbook hardware. Application programs do not need to invoke

functions of the FSML System Layer Library indirectly but instead may use the API.

An electronic checkbook is an electronic card (e.g., a smart card) that is programmed to

15 act as an electronic checkbook. The electronic checkbook carries signature and decryption private
keys, activation PINs (Personal Identification Numbers or passwords) that for security reasons are
accessible only by processes internal to the electro;xic checkbook. Suitable electronic cards are
available from National Semiconductor, Inc of Santa Clara, California, Telequip Corporation in

Hew Hampshire, and others. Electronic cards can be used to store logged data for medical

20 records, loan applications, contracts, and other transactions as well.

Although, FSML is described with respect to electronic checks, FSML is a flexible
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signature using public key cryptography, verifies that the instrunent 74 is
valid and checks the certificates. The payee's bank 78 then credits the sum
of noney spW&II%3EE55 n the instrunent 74 to the payee's accoumMCTA/37/24088r s
the'instrument 74 with the payer's bank 82 via existing electronic
settlenment procedures, e.g., bilateral arrangenents, ECP, ACH, ATM EFT, or
check i magi ng. 20 The settl enment procedures are carried out over a
network 80 connecting the conputers of a |arge nunber of bankin ..

i nsti t uti ctregturdthahatiows magoothersdscamentd ko bebuil ﬂemﬁesﬁmthbgermmg@
network 65. -52- After clearance of the instrunent, the payer's banking
i nstituti QR Aard ReRkMeBich b8n B satEIBEeraduHARPlocddingThe payers bank 82
val i dates both the payers.and 1 he payee's signatures using public

key. crypt ography. The payer's bank 82 also verifies that the instrunent 74
I's not a duplicate and that the date of the instrunment 74 is valid, and

checks the certificates. If 5 there are sufficjent funds to,cover the

face val ue of tThee presant sysigm andymethod Qfiersamumber a%%iyamage&%r pristingsystems fep
debits the payer's account, treating the itens as a nornmal DDA transaction,
and e§ ect rpotessing\of signed dpaywantst The dobementyyre' defibiioks GBthe pessentiinvention pefnait
network 80 to settle the paynent. The instrunment 74 is archived for

per manent 5t gr oPﬁﬂxs’é&iJrL@éﬁﬁxeﬁﬁy?és Jc&ﬁdﬁ%)f@ﬂie%éi@ilgmﬂfosé bfswbxesr@f-coﬁ%gtA of

After the transaction has been conpfeted, the payers bank 82 Issues a

statenent 84 to t ayer reflectin .debit to the er's cQ .
and ¢ he. payehsignsd ARttty ohe osubihn ik delhinkas hus remhit oA Floe? ofBFGHhLin
update 86 to the payee 14 reflecting the credit to the payee's account.
Supp! enmentstupturingsiocaments feraneating legs! requirementsansk other requirementsfor sushent 74,
such

documents. For example, in the electronic check embodiment of the present invention,

10 documents may be produced that comply with existing legal structures for paper checks.

The flexible document structures also permit the user to design documents that can be
accessed by a wide range of transport systems and that can be manipulated by a wide range of
computer systems. Thus, in the electronic check embodirn;ant of the present invention, the

i5 instruments created with the present system may be accessed and manipulated by existing

computer systems for demand deposit accounts,

Since it is created according to the SGML standard, a standard that is designed to permit
easy interface to HTTP servers that are connected to the Internet, the present system is
20 compatible with almost all computer network communications systems, including the Internet

and local computer networks connected to the Internet by HTTP servers.
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15 as the payers and payee's nanes or neno |lines, can be included in the
statenent 84 or the report 86. The information contained in the statenent
84 and the W@B¥316586 nmy be autommtically conpared with the Pal/EFI7E4000
accounting system 72, and the payers accounts receivable system 74,
respectively, to verify that the transaction was carried out properly. 20
As seen in FIG 4, an electronic docunent, such as an FSML docunent, such
as an electronic check, may be created or verified and endorsed at a |
conput er t er ni lnan embegimest of the investien aagrehitectyrs for an elgeirqnie shackisysondy t he
payee's workstation 92. Both workstations have the -53- sanme gener al
format. Eggéloksds Fhe@Peitivnidiclick kystémisgealbocioiopaymend and Bepositgattierinppuse
and display for interaction with the user. Mdens 91 and 93 (or other
network c 2 Ct nE ;ahii 1 : ' it
"ot or mat | SRR e caBE st walibly OFREUELRAHTS o BB SRaRIE SREE
other parties tg the jransaction via ong of the, el ectronic, networks. 5

Bach wor KERGE; M mashineos RAYSERASCOUSBRSY HePo (hhe giecUARIC FHRFK SYMED RIS o
signature card, such as a PCMCIA card 94 or 96, may be inserted. The PCMCI A
card594 orapibandsseanrecetiteranh offivkncial acaomats tebresndmdingepantaens 'ovextiuplic at
signature card, provides a secure nmeans for generating a signature with a
private sbﬁgﬁ&wn&%rk@wﬁmﬁ&%ﬁngpre%%gé@w.c checkbook. Alternatively,
the el ectronic checkbook with its regi ster nay be a separate card fromthe
digital signature card. 10 Each workstation 90 and 92 contains a software
package 102 or 104 to be run by the CPU. Besides the usual operating

system the softwaye package contains prograns, for handling electronic, .
checks. The pa}%fae CRB’P&@S& lgﬁng%cﬁgglc ‘b‘ﬁll 1&?@%@‘“6‘3“?}”@ SRING FeSPefis gumics
checkbook as one of its software applications, including invoking the

si gnat ur eteyapér chieclaf Ittis mifEadChnd momtad electronically, uses digital signatures for signing and

10 endorsing, and relies on digital cryptographic certificates to authenticate the payer and payee and
their respective banks and bank accounts and to provide a degree of security to all parties to the

transaction.

As seen in FIG. 3, the use of electronic checks may take advantage of the interaction

15 between publicly available, relatively unsecure electronic networks 65, such as dial-up networks,
the Internet, wireless, or e-mail networks, are distinct entities in terms of the security of
information during transmission over the two types bf networks and systems 80, Public
networks and banking networks are distinct entities in terms of the security of information during
transmission over the two types of networks. Existing communications approaches in the

20 banking system are secure and well disciplined. Public electronic networks are unsecured and to
some degree less disciplined. The cryptographically sealed and authenticated electronic check

passing across gateway 60 is the link between the public networks and secured financial
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15 94 to attach the payer's signature to an el ectronic check. The

el ectronic; k application prepares an el ectronic chec t to
t he payee f&aﬁééggghe i nput of the necessary information by ?ﬁgﬁgggg@&QZ
and records the transaction in a secure electronic register 95. The payer's
wor kstation 90 al so hel ps finance software for keeping track of the payer's
transactions and communi cation software for sending the el ectronic check
and other infaqr i on, 20 el ectropi cal Ly over of the networks f

"Ts moderestoRs: e eRsPR ey udrsieh e droleE ndBelof o e g ORI ot B
has finance and conmmuni cati ons software -54- applications. However, the
payee' s vsecuretfirtancial 8wiodss resfliting freny intentiona or unipteriopalascessbyi pevesns eperating
sent to the payer 12. It -also contains software for invoking the signature
function ﬂﬁhgﬁgmﬁgwghedgignature card 96 to attach the payee's signature to
an el ectroni c” check as an endorsenent before the payee 14 sends the

el ectronic check to the payee's bank for deposit. 5 The formatting of the
el ectroni c check has a nunber of enbodinments. A preferred enbodi nent is as
an FSM. docunent, as described above. In another enbodi nent, the el ectronic
check is formaasecenis HGs éringsbroad sense,a trasaetionds initipted svhgniamgyer ¥e e48niact ed
character set in order to be conpatible with a wide variety of electronic

nai | syst gifkumes) eldédonidaliy feivéda mendrRhdii® 6f %\Tgﬂagbb&i tratsRctivnt 6655k £ Vil
Transfer Protocol. The format of this other enbodi nent of the electronic

check is based on tagged | | r ' ' ' of
a1 bel " ribvace ofouled L 0 4 PP {6 R bk KRbRRvL WickadRERRETEe
el ectronic check i.s typically created with a tenplate docunent, as seen in-
FI-G 5. Thisitiased by theinsyer bbonly. The memgrpadun 66 maysontain thepayepngigitalsignature,
remttance information. The bottom portion 107 of the

which may be generated by the payee's secure authenticator 68 using public key cryptography.

10 The payer 12 validates the payee's signature by using the payer's public key to verify the payee's

digital signature and thus authenticates the payee 14. To proceed with the transaction, the payer
12 electronically creates a financial instrument 74, e.g., an electronic check (e.g., on a personal

computer), payable to the order of the payee 14, and signs and records it using the payer's secure
authenticator 70. In effect, the secure authenticator 70 enables the payer 12 to digitally sign the

15 inslrumeﬁt 74 with a private signature key and enter the transaction in a secure log, such as an
electronic check book 71, A record of the transaction may also be kept in the payee's accounting
system 72. The authenticator also appends to the chc;.ck cryptographically signed certificates of,
e.g., the payer's bank and the federal Teserve bank authenticating the payer's account and the
payer's bank., respectively. The payer 12 then electronically sends the instrument 74 and the

20 memorandum 66 via a public network 65 to the payee 14.

Upon receipt of the instrument 74 from the payer 12, the payee 14 validates the payee's
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15 tenplate contains field that the payer conpletes to prepare the

el ectroni c.check. The tenplate may be sent by e-mail fromthe_payee to the
payer. In W_&W"ééﬁse t he payer can use an editor or word pr&?é'gg%‘r’?’zt’@(’enter
order and renittance information. The check body can al so be pre- fonnatted
by the payee with the anpbunt, 'pay to the order of', and payer's public key
| ines already conpleted, allow ng the payer to enter mninmal information
into the hody, qof the 20 | ectroni c check, before signing it. |,

At er nat | gl stewurs y5ine rulfic KSLriPlgEmBRYy The Rpyes 4 Veries fhegaysrs bark §2 4ud
processor and ot her application, such as Quicken, to create a properly.

f or mat t ed tig pager'savcourd fedthkthe e&tificates. | Thegpayee kb also verifiss thathe insg'u:r@nmégxsgxqt S
filled in by the payer as the FSM. docunent is conplete, the electronic

check may  he..5i &ﬁﬁﬂ&tg)’arﬂm&ﬂgid storh g Milind Bfte BFLETedbyEthe PhyR TDCifHRERRYOK.
The el ectroni ¢ chiec

book is contained within a PCMClI A'card containing the

payer's prjvate signgture, key and tificates fro he hank and,t .
Pederal | dbspotee Hiroaatses t i enl AL Wit b Ree s il P nalfd e v affhpticator
letters of reference attesting to the validity of the payer's account and
t he Fayer '68. Hueffient,ithis enables the payseddidigitally tosign the instrument 74 with atpnivateank,
respectively. For exanple, in FIG 6, electronic check 110 contai ns an

i dent i fi cafohQRrd keyRE chts the eranédction Bl £6dcu1bg, subR eKarl didetrdriecltbekBodiey. THe
C

el ectroni c check was created 114, an order to the bank to pay a certain sum

of nmoney 116, the nane of e..ha he. ' LG t Qf
Toney o BRbbRoraR0 seheds b uREG: cibiotBicklY Sod Bettial B e g R RRR
t el ephone nunber of the payer 124, and the payer's signature 126 in digital
format vebrtk ansl the frdera) reservebapk puthensipgting theingies'sigesonaiyand the payge'afeks i onal
feature of an electronic check delivered over a public

respectively. The payee 14 detaches the memorandum 66 and forwards the memorandum and

10 appropriate payment information from the electronic check to the payee's accounts receivable
system 76. Finally, the payee 14 electronically deposits, typically via a public network, the

" instrument 74 with the banking institution which maintains the payee's account 78.

The payee's bank 78 receives the endorsed instrument 74 deposited by the payee 14,

15 validates both the payee's digital signature of endorsement and the payer's original digital
signature using public key cryptography, verifies that the instrument 74 is valid and checks the
certificates. The payee's bank 78 then credits the sur,n of money specified in the instrument 74 to
the payee's account and clears the instrument 74 with the payer's bank 82 via existing electronic
settlement procedures, e.g., bilateral arrangements, ECP, ACH, ATM, EFT, or check imaging.

20 The settlement procedures are carried out over a network 80 connecting the computers of a large
number of banking institutions, the network 80 itself indirectly connected with the public
network 65.
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15 network is the payer's network address 128, e.g. an Internet address,
to permt tHhe: to acknow edge receipt of the electronic check. The

el ectronic %%E@%&?sso may contain a nmeno bl ock 130 for stori nﬁCT’HF?ﬂzr‘fﬁqol on
personal to the payer and a secure hash algorithm (SHA) 132 resulting from
a calculation over an associ ated docunent, to attach securely itens such as
an invoice received fromthe payee. The hash al gorithm may be of the type
nore particul arIy 20 des I pbed abov Whepever, a. bl St

aut hent i cat ed, fg%?’é‘a““%e‘&r {Payers;banking inst ‘8‘?‘5’8@ rgcmg@ the
added to the eI ectrom C docurrent The signature block contains a reference
to a certi piocesdsed istramentit diteipagers tank BR2 validatessoehi theqpayer's dng théipayee'si t al
signature. The signature -bl ock can also be used to bind nultiple blocks

t oget her, %"%ﬂ tﬁ%g I&EB? r?hﬁﬁélkéy &thSEﬁgHy! ”T'héjg@éoc Bk PEBANK Ml QPvetiek ihaR the 1ﬁstrmnent

When conbi to a ["arger onpoun t he nanes of

a1 s oper P 1 sialte REHEAUAE ke o SESSERAT 72 %@ﬁ@#&@s@”ﬁg%ﬁsﬁtﬁéiﬂ

use bl ock nanes that are not unique. The standardized format of an
el ect Soni cthereare sufficient finda td ¢aver thedadervajuanfdhe insrementtiin ghelgnyer's angbwritpthe
signatures, annotations and transformati on into other docunent-types. The

st andar di Zgg,pk 64K 9NH&bits MRCayesSs a'acawuee&itng tRVRmeAd d SRl DIDARSRALHGH, aRd

means, such ‘as Inter net and e-mail. In particular, the transport pr ot ocol s

D e SR Hot e 20 PV AR b BRSO

various enbodi ment of the invention, the format of an electronic check may
be rodul ar paymerthThe instramant T4-s erobineddor parmenent storags agd setpieval £3 atthsipayer’s as
seen in FIG 7. Any nunber of information |ines 3 grouped between begin and
end |ines gask ddsevshere. I 0ck 6.
10
After the transaction has been completed, the payer's bank 82 issues a DDA statement 84
to the payer 12 reflecting the debit to the payer's account, and the payee's bank 78 issues a
statement, report or accounts receivable update 86 to the payee 14 reflecting the credit to the
payee's account. Supplementary information related to the transaction in the instrument 74, such
15 as the payer’s and payee's names or memo lines, can be included in the statement 84 or the report
86. The information contained in the statement 84 and the report 86 may be automatically

compared with the payer's accounting system 72, and the payee's accounts receivable system 74,

respectively, to verify that the transaction was carried out properly.

20 ' As seen in FIG. 4, an electronic document, such as an FSML document, such as an
electronic check, may be created or verified and endorsed at a computer terminal or workstation,
such as the payer's workstation 90 or the payee's workstation 92. Both workstations have the
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Each bl ock has an identifying name which is used to reference it, and
bl ocks can.be. conbined to form other nore conplicated docunents with a neta
line 7. TheVAd8@T4AFity of el ectronic checks 20 al so al | owBCTAIS97/24000

I ndependent "signature of any bl ock by any entity and for use of the system
for other financial instrunments, such as letters of credit and | oan
docunents. -57- The security and authentication aspects of electronic
checks are supported by digital signatures using public key cryptography. .
Publ i ¢ kesame\gehergh faphgt. [Eaeh hasa CHUhwith diskrsterage anddnenonylasd akeyboand riase and
calculations to protect the integrity and secrecy of an encoded el ectronic

transm Ssidqghayor Hitefcti Wi usr. IVOERS 9F aRYP T RetWotlt driteBtic3) areS 2

| ong nunber “or” 5 nunbers (here expressed in xadecl mal notation)” 102
whi ch are praduced b he .Si r' se, of hi.s.private signagur ey, apnd. t he
message ¢ GBS (e vatksrignt 20 pa vhE R iRt e b et b hepie b
signature may al so be acconpanied by a date and tinme stanp 103. The

crypt ogr agei passedfelectronigeily teeother prstics to thextrarisastionovia ene dféhgpelyetronigmetworksunt |
el ectroni ¢ check docunment and issuing bank, and to securely seal the

el ecty oni g fdkstRESO0 Add D 41568 hasSEPOMATUYdreoslahd 100Nt RhiER afsPnafiPEeird
the electronic check. Mdst inportantly, digital si gnafures may be used to

verify a docunen i ance. A publ i ked t.q, verif. .
Cr ypt ogr apHFL A BOALPTA PR SR 66 ey BY tisbied) i RRBIG R Retd o 98 e eppanic
the private key which is used to create the signature. The payer's digital
15 si grievieedhat 26ts a5 he yrey's digitabsipnatare\card, prayides aseqieg means, forgenerating a
message whi ch was signed are used as inputs to the public key signature

verifi cat igghairg Withi dytivardsighatired@y can td 4548 elictrbiic SReckBbOlE - ARMRAtIVE 1K e
cryptographi c signatures are useful because the signature of a signer,

Co o o 4nl o BRARR i, Y YRS e £l AR b BN BARRELEE, V10
10
Each workstation 90 and 92 contains a software package 102 or 104 to be run by the
CPU. Besides the usual operating system, the software package contains programs for handling
electronic checks. The payer’s workstation 90 has manipulations of the electronic checkbook as
“one of its software applications, including invoking the signature function of the PCMCIA card
15 94 1o attach the payer’s signature to an electronic check. The electronic checkbook application
prepares an ele;ztronic check to be sent to the payee 14 upon the input of the necessary
information by the payer 12 and records the transac;ion in a secure electronic register 95. The
payer’s workstation 90 also helps finance software for keeping track of the payer’s transactions

and communication software for sending the electronic check and other information

20 electronically over one of the networks from its modem 91 to another party’s modem.

The payee’s workstation 92 similarly has finance and communications software
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Since the signer conputes his signature on a docunent using his private
key, and since the 20 verifier verifies the signer's signature using the
signer's pWBMRE there nust be a way for the verifier toPEFUEI/26900
associ ati on” between the signer (and his account information) and the public
key used to verify the signer's signature on the el ectronic check.

Crypt ographi ¢ signatures are -58- used to sign checks when they are

witten, co-signed, endorsed and pr.ocessed.. Cryptographi c signatyres are
o S0 usaePlippeRs AW BR PRYRO PR g O R ] P acAt ST Grer o of
reference” tat contain a nane or description of a signer and the signer's
publ i c fepice b bs, sentrtpdhepayeo 12+ Il ¢dndaingsaftvere furiiovoling thersignatuaafinetion of
knows the certification authority's widely publicized 5 signature

verifi Cafd sEnETA ﬁg@;{% [4/96 Barfzh the pARLS sk 1%dn Aol UMLK B D! 1 ©

key for "use I n ver e signer's signature. A party signing an

el ectroni¢ check. is the onl ntity. i ossessi f its ,privage ,Sigpnature
ey, Thendhereags befuum B ek o Stdsdon Sr SRS Siseid e waee bl ot dar el
making it difficult to 10 forge. The private signature key generates a

crypt ographic signature in a secret code, which is unique and is identified
only with the signer. Signature cards always keep the private key internal

to the proceg$@iodRsifEBPMé elttohit GRER hasdBurlBé oTRRIbol ndiS. SA?P&QTéé sent
into the signature card, and the signature card uses the private key to

Connect ErDodEnomt & A E VG GriEns of Beckibed S, JE A tRerdpaliBentofiens h o
cryptographic signature verification algorithmupon receipt of the signer's
si gnat uelkectroniv ehedlyis fommatiegragaserdes ah2 bl MG text linestusing aepytrictedichamatensad
used by others, who obtain the public keys prior to or during a
in order to be compatible with a wide variety of electronic mail systems, including those
10 implementing the Internet Simple Mail Transfer Protocol. The format of this other embodiment
of the electronic check is based on tagged value pairs. Each information line is composed of a
label name and a value, e.g., amount=$19.95. In this embodiment, an electronic cﬁeck is
typically created with a template document, as seen in FIG 5. The top portion 106 of the
template 105 contains the payee’s remittance information. The bottom portion 107 of the
15 template contains field that the payer completes to prepare the electronic check. The template
may be sent by e-mail from the payee to the payer. In which case the payer can use an editor or
word processor to enter order and remittance infonnat{on. The check body can also be pre-
formatted by the payee with the amount, “pay to the order of”, and payer’s public key lines
already completed, allowing the payer to enter minimal information into the body of the
20 electronic check before signing it. Alternatively, the payer can use a general template and an
editor, word processor and other application, such as Quicken, to create a properly formatted

electronic check.
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transaction. The use of public key cryptography allows the public keys to

be used and. stored 20 I ndependently of the private keys. However, the
publ i c ‘and WA BEBI&Skeys are mathematical ly |inked, since theJCAfUSIYG at ed
as a pair. -59- Tanpeér-resi stant signature cards or other hardware

devices are useful to conpute the cryptographic digital signatures w thout
the possibility of disclosing the signer's private signature key.

Tanper - pr oof i of a | ectroni heck. and.associ ated infg ' IS .
achi eved usi ngg&NjF‘F‘gp‘%gTe }1;95‘5‘? @@i%ﬂ% alg 18 é‘*ﬁ%@?@ﬁ%‘ﬁ‘f’%@dﬂ%"é“
cards, or special cryptographic processors, can S be used to better
secur e t hempléte,abeelketyoniachich meythesigned bygasding itdamugip thediayerjeeleetramid ski | |
on the part of the account holders to secure their keys, especially against

attacks téﬁ&&éb%ﬂk.”?h&‘@l@&tr&ﬁ@ BIRekbOkSis RYntaiHER Witin B POMCEA cird'dol@ining BR
signature card may keep a non-erasable | og of docunents signed, so that the

hol der can revi ew whet her .al | uses.of, the car ayv een, leqgitimate. 10 The
i gl tal SRR B SEbeSie Ey nd BTGt R BEmaBE Penk B8 Her Sheein i 1
and has not been tanpered with. By using the multilevel hash operation, the
el ec§ r onicertifivateswray becrypsbgraphicghyosignrd [ettgrs of referanceatiestingitol the validity efther
resi stance. The multil evel hash operation also allows various bl ocks or
associ at gfiyelocayesixitant thdyfayePs BEthbRGab Ritite thédks apdintt th9aoksl, BAd e bank,

| nproved "aut hentication and tanper resistance. The digital signature can
pertain to any @f the blocks or a set of blocks. Further, inproved

aut hent i ¢5YB° vei%d tanper resistance allows bl ocks to be | ater dropped or

renove froma bundle yet the digital signature is still able to be
aut henti cat ed.

For example, in FIG 6, electronic check 110 contains an identification number for the
10 electronic check 112, the date that the electronic check was created 114, an order to the bank to
pay a certain sum of money 116, the name of the payee 118, the payee’s public key, the sum of
“money to be paid 120, the payer’s account number 122, the name, address and telephone number
of the payer 124, and the payer’s signature 126 in digital format verifiable using the payer’s
public signature key 134. An additional feature of an electronic check delivered over a public
15 network is the payer’s network address 128, e.g. an Internet address, to permit the payee to
acknowledge receipt of the electronic check. The electronic check also may contain a memo
block 130 for storing information personal to the paye.r and a secure hash algorithm (SHA) 132
resulting from a calculation over an associated document, to attach securely items such as an
invoice received from the payee. The hash algorithm may be of the type more particularly

20 described above.

Whenever a block must be anthenticated, or tamper-proofed, a digital signature block is
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20 Referring still to FIG 6, one difference between an

el ectroni c.check and a paper check is the presence of authenticatin
certificat é‘é???’ﬁ%ﬁért i cul ar an account certificate 136 and aPEER7/24000
certificate 138. The payer can expedite the establishnent of trust anong
the parties to the -60- transaction by enclosing with the signed check a
"letter. of reference” or cryptographic certificate 136 regarding the
payer's account, stating the payer's nanme, address and _tel ephone nunber 124
and | nt eaddad tedlr eleetromdgdocumentinThasigaature block cantgins agefesense imacetificate block
verification key 134, signed by the bank hol ding the payer's account with
its di gi ahtaiigp@pubiiR kyiuded B Yepify iQiigitil Gighatutey  THe sfgnature bivekiean bieb befhsal
reference or certificate-38 regarding the payer' bank states the payer's

bank's nang, 142 .. I e | ' .

publ i ¢ o (ormpapuiBlHIFRs dibher SoEhAAP SRR Wbl MR AOGR ot VRafRd
payer's account with its digital signature private key 140. Simlarly, a
second letter of reference or certificate 38 regarding the payer's bank
states the payer's bank's nanme 142, address 144, electronic network routing
codes 146 and puhén corshifing!ROML 1fto a larges cothpeaid dooument, théShantes ofithed drigital
central body such as the federal reserve wth its digital signature private

key 150. r | t : I : ' ' re
vori 11 cations By Pube HRNE AR the luinBoRinilig BiotEss il el e o Sl
the account _certificate 136, and then the payer's sjgnature 126 on .the

el ocs r on memEngequtliots when the docamens bewECPmbRIEH aSe Blogk AFRCHINELTF 3AT TigMock
mechani snms for providing a trusted identification between trading partners.

The trust nmechanismcurrently used is pre-arrangenent of the transaction,
so that the receiving part is assured of the secure transm ssion of the

enal os. banics WP PhHFAGlerof o HBEEPOhE SREL AR HekolmpY piopfifle™

certificates that validate the identit nd_ aut henticity of the
10 multiple s?gnatures, annotatgons an tmxsfor)rlna?ion into other docume%t types. The standardized

electronic check is also usable over different transportation means, such as Internet and e-mail.
n particular, the transport protocols include FTP, STTP and HTTP for the Internet. The format

of the electronic check is independent of the transport protocol.

15 +Further, in the various embodiment of the invention, the format of an electronic check
may be modular, in that several information lines can be grouped as a block, as seen in FIG 7.
Any number of information lines 3 grouped between bégin and end lines 4 and 5 is a block 6.
Each block has an identifying name which is used to reference it, and blocks can be combined to
form other more complicated documents with a meta line 7. The modularity of electronic checks
20 also allows for independent signature of any block by any entity and for use of the .system for

other financial instruments, such as letters of credit and loan documents.
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20 el ectronic check issuer. Trading partners will be able to validate

these certificates, if desired, on- line, and conduct business w thout
pre-ariangeM@@d3765%t with the assurance that the other partyPEHUSIE4000
transaction-is authentic. -61- The use of certificates in the electronic

check systempermts validation at any point, by anyone, in the paynent
cycle. Electronic checks and el ectronic checkbooks can be authenticated by
the use of public key certificates at any point in the settlenment c¢cygcle by
the payee or t ABeBREHRLY ?@rﬁ“ﬁ@ﬂ?’cﬁﬂ’é’ﬁ@%?e@tssqf{%&“&ﬁﬂ cg?ﬁéﬁéee%’ﬁﬂ?%ed;iy ‘E‘E@payee
may be cryptographically linked to an 5 el ectronic check as it is

pr ocessed sigh€arss using publiekeyadrpptographyc Riddickey tryptagraghyaisésoverplarge mimbers ant
use as evidence of paynment. In order for payers to determ ne the public

si gnature A AR tohSfoGRYtebith® 84 Geckdd§lof bl Bhdoded BlekRordiE ©
paid to tﬁéﬁé%)r{%féact perglocr??d%?at rrafel%eeusefulégrgﬁpubl icsér‘?t he pu%l 1c 10 °
signature_ keys. i.n a,publi.c_director., Al ternat. vel t payee can, funi sh
his publi @’a’églrﬂﬁ%?%régﬁﬁ lﬁﬁgége? ?ﬁgft?‘lc%%ggwa@ﬁ sxtgﬂéﬁ%er @rxgﬁﬁwmpnhggf ce or
remttance information. In this case, the payer nmay consult the certificate
revodat i onuinbers (farRexprpssed imhexpdacimaldiotationp 02 whigh age produpsd biytheigngren yse of

the certificate and account are still valid. Simlarly, the payee may
consul t t B felvatel stprdtire keg K1 the tesdagé tsbedigiddes piyiry toshepatlivkeyignaturé O
endorsing and depositing the electronic 15 check. An el ectronic check

may be deljveped ' 1 SS) ks i il
cyatoms.  ARERER, Pie AERMme o (o RRGERAILPE, PUaBUL KRR 100 Pre™
deposit and passed fhrough the system as, a paper check. The,signhatyres and
CoPtiti caPORORaPNe ieriE Bnsed 1 eettisge T poy AT achomth SlSPRE Shedi ng
bank. El ectronic checks transmtted via electronic nmail be accessed at
document and issuing bank, and to securely seal the electronic check, permitting the use of public

10 networks for sending the electronic check. Most importantly, digital signatures may be used to

verify a document after issuance.

A public key, applied to verif}_' cryptographic digital signature, is always generated in

conjunction with the private key which is used to create the signature. The payer’s digital

15 signature 126, the payer’s public verification key 134, and the message which was signed are
used as inputs to the public key signature verification algorithm, which produces a true or false
value. Public key cryptographic signatures are useful because the signature of a signer, computed
using the signer’s private key, can be verified by anyone else who knows the signer’s public key.
Since the signer computes his signature on a document using his private key, and since the

20 verifier verifies the signer’s signature using the signer’s public key, there must be a way for the
verifier to trust the association between the signer (and his accouﬁt information) and the public

key used to verify the signer's signature on the electronic check. Cryptographic signatures are
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personal conputers with industry-standard protocols or Application
Programm ng_l.nterfaces (APlI's), such as VIMor MAPI, or they

enbedded mﬁ_ﬂ?ﬁyaﬁﬂicated application protocols -62- suchP§§X§E§mﬁﬁkP
server protocol used by Internet Wrld Wde Wb servers, In either case,
the format of the electronic check is independent of the underlying
transm ssion protocol. Further, disclosure of the electronic check

i nstrument during transm ssion wil] not enable fraydulent presentation by
ot hers. Wsadksto sigrechesks when gieyrase WalkleR A davsd, ras;&éﬁegtaﬂémq%*e 4 %{%ﬁﬁ&"c

check. 5 However, the payer's e-nmail address is included to permt
acknow edjpiRfiires £y alsermsed by certificatiareauthdritied tesign tertificatesrai Tlettary ofwefaramed” t o
provi de a guarantee of delivery. Upon receipt of the signed electronic

check andhianaidel ﬁgmgwgésrc,ribﬂéfﬂbfﬁi erf e AP o SHLARYEY. | Phhs, bl iR

processes the payer' s or extracts the elec ni‘c che n orses the
10 electropic check. T endor,s nt i, done.by. t he.payge' s, el ect.,roni,c
checkbooltustathe ferdifigrion et apt whgdovs o Ratichlioh SEBR"S widsfr RS Rt oo
appends the payee's certificate information. The payee's PCMCIA card al so,
aut dimat | cignature yeiifjeationdgean vetifytthe pertificate anditmst dhesiguerismnblic sapy faraise in
ensure that each endorsenent is unique. This nunber should be included in

t he depo%ﬁﬁqﬁgﬂg §gﬁéﬂgié&hﬁe.ﬁat ion, so that the payee can reconcile
checks mail ed To thé payer's 15 bank for cashing with the deposits
recorded in his bank statenment. Upon endorsing the el ectronic check, the
payee creates a deposit instrunment 160 which is attached to the electronic
check 110, as shown jn_FIG 6. The deﬁosit i pstrunent 160 nay. be .,an FESM
docunment type Aparinsigninganelactioniachsek itibe onlyentift Bynassessian gk its privaigsignature
endor senment, such 20 as the payee's account nunber. The deposit

i nst r unerkey.l @he poivatei signaarre kedp neé¢d ravar boexposeditora thisd pattyenalangit Bficulated t he
sum of noney to be deposited 166. It also contains the payee's account

10 forge. The private signature key generates a cryptographic signature in a secret code, which is

unique and is identified only with the signer. Signature cards always keep the private key
“ internal to the processor and memory on the card. The document to be signed is sent into the
signature card, and the signature card uses the private key to compute the signature. The private
key is never accessible via the card’s connector.
15
The public signature key must be used in conjunction with a cryptographic signature
verification algorithm upon receipt of the signer’s sighature to verify the signature. The public
signature key is known and used by others, who obtain the public keys prior to or during a
transaction, The use of public key cryptography éllows the public keys to be used and stored
20 independently of the private keys. However, the public and private keys are mathematically

linked, since they are generated as a pair.
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nunber 168, the nane, address and tel ephone nunber of the payee 170, the
payee's |nternet -63- address 174 and the payee's signature 175 in

di gi tal for NQ9%¥83Fabl e using the payee's public signature k&ETHBI72408%
deposit instrunent 160 also may contain a nmeno |ine 180. The deposit
instrunment may al so contain an account certificate 190 and a bank
certificate 5 192. The account certificate 190 states the payee's nane,
address and tel ephone nunber 170 and Internet address 174, account nunber
168, and publ i Tampagnesistant sigmahire cards onothey hdrd@aresdayiced atpusefid thesrkpiteltld ng
the payee's account with its digital signature 176. Simlarly, the bank

certif | Cof o faphRURLIT MimkiifesRANRAY AL 0P Bist I AR orivaRATBature

178, addr l'ectrgni ¢ network routing code 184 and public signature

verificatjon. ey 186 i_gped a.ceptral body.sueh as the.l0,. federal. .
Feser ve wkoh Tertperpnione 42 an st uPu Hledond Sei RS Tfineuie i eohipge Woe igital
reserve's public signature verification key 152 can sequentially verify the
bank cer t $ignatures andsecurechash algorithra o Signrtuse cardy,on spegial aryptagrephic pagosssoss, can
signature 175 on the el ectronic check. The endorsenent function of the

el ecyr oni pe g3ed & berte seresitheqiriver leys and preatlp sedude theenetd for diligaie afd skill on the

originally signing an el ectronic check. However, a heightened |evel of

security j ' | s bot h
chock i Pt GAREREobhtdiers RfEecRicRBl WEfs, E8belialy A4S ok ErdiBNGERHS 1
payee's bank to be deposited,or shed,, wi.th the oceeds to be deposite

o) the: pagetions by APk HHRLATS ToF(Agshe HEgat coPd ey kcop & Do <rasable Tog of
el ectroni c checks are gathered by banks. via e-mail or other protocols and
cl eared t docomghtssigned ssodhitthi holdertrmmview, whetbér albudes bfithercatd bayedeerent , ACH
or ECP, automatically follow ng the bank routing code 146. -64-

legitimate.

10

The digital signature is to insure that the electronic document is authentic and has not
 been tampered with. By using the multilevel hash operation, the electronic document is able to
provide improved authentication and tamper resistance, The multilevel hash operation also
allows various blocks or associated documents to be bound together while still providing
15 improved authentication and tamper resistance. The digital signature can pertain to any of the
blocks or a set of blocks. Further, improved authentication and tamper resistance allows blocks
to be later dropped or remove from a bundle yet the &igita.‘t signature is still able to be

authenticated.

20 Referring still to FIG. 6, one difference between an electronic check and a paper check is
the presence of authenticating certificates, in particular an account certificate 136 and a bank

certificate 138. The payer can expedite the establishment of trust among the parties to the
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Upon recei pt of the endorsed check after clearance, the payer's bank
verifies t heck was properly endorsed usi ng the payeg! i
signature Bgéﬁ)?fssgl so verifies the payer's signature, and ogﬁ@ﬁ%?&t he
account and bank certificates. The amount of the check is debited fromthe

payer's account, assum ng available funds, ‘and then stored for archival
purposes. 5 Fi nally, an ACH credit transaction is ori gi nated to settle

with the payee mul ti Ie t rapsactj,ons the, e ban

et 11 e FHSHRROR B pRASHnE Tk B sFeneRRRERCE ekt ol iRl R o B Plie Fetitihue
check to the payee's account at the payee s bank. |If the size of t he check
so war r ab3Gregatdingthy payes’sacconmtisiziing thepayer'd nawd, asidress anthitelephone aumber 124
expedi ted processing. For exanple, the payer's bank may e-mail notification

to the pﬁ@ﬁt&n&%ﬂr@s@l%&@é&uﬁtﬂ&nﬁr'l% 4rid pwBlic si ghﬁﬁd@é Périftfation kepll 34, dby
ot her neans. The payer's bank will return the endor sed el ectronic check to

t he paye S the
depost t £ Siprbic WERERE @B S RCoul i BReh ligBi bEVERel 1050ty g

i f the deposit transaction fa|I t he payer's account may credited with the
15 5 anggegnd datter ﬁérefeémﬁeneee@ﬁe%tﬁ Sﬁe@ﬁ@g theqrayer baak siatesthe payes' s papk's' s
banks provide statenents or reports to the payer and the payee,

respect i ughy 142 eddress iy, eleetronie hetstarb routingleeddk 146 ambputilicasignatare &sﬁﬁcation key
statenents may be generated el ectronically or on paper. The payer's bank
may i ncl C »

st at emen?l %f%éﬁg% &E%Oﬂlﬂa%%gﬁt%%ﬁyggﬁe S %e%roam t)btf’irrvgtr?skz‘a3 tl|48 n on
t he paye at enent er,..so that e can
Foconc | S BSFrBielet AL R Eka o SeRRtRR e A e n@v%a?rhen?sta 48 ng

with the transactlons actual ly credited to the payee's -65-
payer’s bank’s name 142, address 144, electronic network routing code 146 and public signature

10 verification key 148, signed by a central body such as the federal reserve with its digital signature
private key 150. Therefore, anyone knowing the federal reserve’s public signature verification
key 152 can sequentially verify the bank’s certificate 138, the account certificate 136, and then

the paf'er’s signature 126 on the electronic check.

15 The certificates are the electronic check mechanisms for providing a trusted identification
between trading partners. The trust mechanism currently used is pre-arrangement of the
transaction, so that the receiving part is assured of the secure transmission of the transaction.

The structure of the electronic checlc system with certificates enables banks or their agents, in the
role of trusted parties, to provide certificates that validate the identity and authenticity of the

20 electronic check issuer. Trading partners will be able to validate these certificates, if desired, on-
line, and conduct business without pre-arrangement, but with the assurance that the other party to

the transaction is authentic.
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account. The primary security element of electronic checks is the use of an
el ectroni c.checkbook in the formof a PCMCl A card, which generates an

el ectroni c WASYR765Rd stores a record of it in a5 secur ePEHESY/24000

regi ster. Possibly suitable PCMCI A cards are Tessera, National

Seni conductor's i Power and the Tel equip CryptaPlus card. Aternatively, the
el ectroni ¢ checkbook may be inplenented in an 1SO format 1C chip smart card
or smart disk erhaps wi thout the check regi ster due, to nenory

limtation), ¢ userafgentificptapindhe pleetronie chchgysigmmﬁnés yalidatian et Y OB
for use by systems that process |arge volunes of checks or maintain a

nurber of adfdne, inghesdyhent eychd) cRlkditmmicschetkeartd@istrnivashdclibookdexml befautheaticated
transacti on between two personal conputers, but the smaller and nore

brom see VS SLRIE K37 chANica) by bl i sHABRS R af%‘d?aﬂir%@?ﬁ%ﬁ

card is a deV| ce, t hat rov des reat securi a f| nanC| al
© o ubar, damoshslineps AdoraRieny b the PRESh Ik bt e eBrphitay

systems a secure black box, e.g. a Racal s Guardata, protects
trandact i electrorsy eheckas ftrimprocesacd, kesnltingdn an elsstonit docup@mEsvitabls for axchiving and
separate, narrowWy defined, secure electronic environnent used in

conj unct i g i dvitiefed 6 ﬁyﬂxghtsuch as a personal conputer. Information passes
back and forth between the PCMCI A card and the term nal or workstation. 20

The tanper-resistant PCMCI A card contains a nmechanismto generate or store
uni que check identifiers and calculates and verifies digital signatures and

certificates using public key -66-
In order for payers to determine the pubhc signature keys of payees, and thereby help to

ensure that their checks are paid to the correct person, it may be useful to publish the public
10 signature keys in a public director. Alternatively, the payee can furnish his public signature key
and certificates with the order blank, invoice or remittance information. In this case, the payer
~ may consult the certificate revocation list (CRL) potion of the director service tc; determine
whether the certificate and account are still valid. Similaﬂy, the payee may consult the CRL to
determine the status of the payer’s account prior to endorsing and depositing the electronic

15 check.

An electronic check may be delivered by hand, direct transmission or public electronic
mail systems. An electronic check may be printed out at the bank of first deposit and passed
through the system as a paper check. The signatures and certificates are also produced with OCR

20 and scanned by the issuing bank. Electronic checks transmitted via electronic mail be accessed at
personal computers with industry-standard protocols or Application Programming Interfaces

(API’s), such as VIM or MAP], or they may be embedded within dedicated application protocols
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cryptography. The PCMCI A card securely stores the user's private
crypt ogr aphi ¢ which is used to digitally sign el ectroni en
they are wﬁ#ﬁ?@ﬁ*ﬁﬁd endorsed. The PCMCI A care is preferanySFﬁﬁﬁgé?$g£d by
deriving its own random private key using an internal hardware random
nunber generator. Certificates are provided and backed by a Certificate

| ssuing System5 (AS). The PCMCI A card is also protected by providing

oo B R Skn PBR GgTaBefoyil WEESoRL, st
ST RS i P A B oA

activation by a push button on the card itself, to guard against fraudul ent
use of t hédisclasute ofithe dl¢ctiopicathecicinstumenttdusing fpesrhissionwillinetrenalild dranddlant! | v,
a tinmeout nechani smmay be used. The PCMCI A card al so naintains a register

of checksptaatbratidothas! Thus, Tepsbeatdi: Gciehiotddge deieih oF teiiutrdnent aad

only fronP I"’A"s i nterface. The register may be read, but not

overwrittgn. 15 seen in Kl 9..a R A car 00 wust c ailn at |.east
the bove: However B8RS st el edirsss sl 0 680 ok Seirinstf dbbitnhmuig,
199, the siqgner's private signature key 206, and check and endorsenent | ogs
224 and 2ewtifind glepiaepic mail mapbe used toprgivide agupsantesofdplivenider al reserve 220,
t he account certificate 208 and the bank certificate 210 may be kept on the
PCMCI A 20 card, but storing themin the work-station permts
verification using the federal reserve's public key in the case of

suspected alt eﬁgh?&eﬁt of fife SF ie%é%%@fd?%he%d%&%%‘iéﬂr&ercfﬁ‘%ﬁ&t@ﬁgl‘en'ﬁﬁﬁ’xﬂed

be accessed us a standar he 1 nput and output o

el ectroni ﬁifgrrtlx?a%%g?&lé p%{']geur!’rgcegges_tgg payer’s order, extracts the electronic check and endorses the

10 electronic check. 'fhe endorsement is done by the payee’s electronic checkbook, which signs the
check, adds its own endorsement information and appends the payee’s certificate information.
The payee’s PCMCIA card also automatically assigns sequential transaction numbers to
endorsements to ensure that each endorsement is unique. This number should be included in the
deposit and clearing information, so that the payee can reconcile checks mailed to the payer’s

15 bank for cashing with the deposits recorded in his bank statement.

Upon endorsing the electronic check, the payee creates a deposit instrument 160 which is
attached to the electronic check 110, as shown in FIG. 6. The deposit instrument 160 may be an
FSML document type and may contain some of the same information as in the endorsement, such
20 as the payee's account number. The deposit instrument 160 contains an identification number
162, the date 164, and the sum of money to be deposited 166. It also contains the payee's account

number 168, the name, address and telephone number of the payee 170, the payee's Internet

-63-



conpatible wwth mail user agents, file editors and other software for
general uses,:as well as specialized financial applications, _qgn var |
of platfor n‘émjgﬁél"fféi ng personal conputers and workstations. 581‘/(1%97/2%06
el ectronic check book contains a register 222 that functions like a
conventional checkbook register, but w thout account bal ances. Wen an

el ectronic check is created, the electronic check nunber, date, anount,
payee, signature and hash are recorded in a check log 224. For .each deposit
made i nt caddnessdi7d @nd tins payeh's signatues LT inadigital fortnab yeatdale usiog theqrayee’s public
checkbook, the deposit nunber, date and anmpbunt are stored in an endorsenent
| og 226. Ai%na,ttﬁx% 19 172. ahedepsnit msenackigollsoanay duntdnRakkind e 1900er e may

al so be entries for bank-fees and interest earned on the account.
Integrating the el ectronic checkbook with other software applications would
allow the el ectronic check account to be automatically bal anced. Since the
register may only have a limted nenory space, the ol dest_transactjonal
itens are renovbe depasiinstrument ynayalsp ¢antainanaespupkeertifacate 0 anda bagk cortifivple
PCMCI A card 200 acts as an el ectronic checkbook in conjunction with various
appl § cat i 192.f Tincadcomst c2ptificafol dlestatepthe, pagiee's mingy, hddressmniditelepleone mimbert 70 and
set up in a Wrld Wde Wb browser and server. There is also a form

gener at or pf G o ] fIRdsE 974 Cack Ot itinfRe 168,188 tpgllglﬁérﬁgndtﬁ'e%ﬁﬁi:&% _ égz,fﬁ?érﬁb% t

wi ||l have appfl cati1ons sucE as a salles catal og, "accounts recei I'e and 20

order progessing., Jhere are,al so connuni gations and hgr _.persgnal finapc

appl i cat | R CAREBPIHRE REY s sreouaioniy i fbia i 126 SiruliEl” B bank s
check, either signed by the payer or endorsed by the payee. A QF formatted
file or al9Zyeghrding therpayee's bankastates the paygebagk's apme dd8, addresg 182, electronic network

ety
0 The

routing code 184 and public signature verification key 186, signed by a central body such as the
10 federal reserve with its digital signature 188, Anyone knowing the federal reserve's public
signature verification key 152 can sequentially verify the bank certificate 192, the account

~ certificate 190, and then the payee's signature 175 on the electronic check.

The endorsement function of the electronic checkbook need not be as secure as in the
15 case of originally signing an electronic check. However, a heightened level of security is needed

if the same signature card is used by the payee for both check writing and endorsement.

The endorsed check is then forwarded to the payee's bank to be deposited or cashed, with
the proceeds to be deposited to the payee's account. Payments or deposits consisting of
20 electronic checks are gathered by banks via e-mail or other protocols and cleared through
standard banking channels, such as bilateral agreement, ACH or ECP, automatically following

the bank routing code 146.
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sof tware outside the el ectronic checkbook. The el ectronic checkbook 200
-shoul d al sq be conpatible with a screen-based tel ephone 250 connected to a
~dial-up serwem8R3BI5 as seen in FIG 10. In this case, nost oPCTHEIYilent s
“of 5 t he ‘el ectroni c check woul d be assenbl ed by the screen phone 250 and
‘the server 252 using information stored by each. The variable information,
isuch as the payee and anmount, would be sent fromthe screen phone to the
‘server as part the on-line transaction. To conplete the electroni¢ check,

the screen phUpen weeipt ofthgisndonspd check aften plearanes thapayrr'Dbank iaridigs thabthe

payer's PIN 204, the el ectronic checkbook would sign the el ectronic check,

and the ggLRWasphspRely watbided Osing tieaguyeé b pulslicsigiatire kepd Itadsevenifies tHeepayer's
conpl eted and valid el ectronic check for mailing to the payee 14. The

PCMCI A card . prefli . I ' %] [ L.al s i S
i nbeddedmg'ﬁahﬁ?earbdr( ngng(ﬁ)ftlgefa%g %@%ﬁ?&%?ﬁ%ﬁ ?r%en%ﬁg%@t?rt.e. glélgsls\r%h%er
hel ps determ ne 15 whet her the e tronic eck was .signed by a

| egi t i nafremdhe payessreCURb ARBBYRE Pﬁal@g%ﬁwas»ﬁ“ 1 %ﬁ?ﬁégtf?fg?g&%#ﬁ{“ﬁ%& PCMCI A
card also automatically increments the nunbers of the electronic checks.

Si nge t hBinattgcin AQHInzedit fransaetionhisPCgiated tarsditlei with the peypegibanki (of maltiplssi nce
each PCMCI A card wil'l have its own public signature key, every check will

be uni qu ions with th HRmAEBE stifledin doRciipiated gats), Whicheeditmeof a
secure hgg:hs%gtr%ngrvyxthme{)g% Sl}%h)eas an NI ST Sgcure Hagsrﬁ%gorithm W th

o uont BRGeRs 0t B e b Bl SRSl of Pt 8 bogl, 1R S o e check

check. This -69- . feature "seal s" the associated information and binds_ it
to the sbaywananisdbe peyees agemink mayrhe giedited by Fed Wire or other expedited processing. For

example, the payer's bank may e-mail notification to the payee's bank for crediting prior to

10 receipt of actual funds by other means.

The payer's bank will return the endorsed electronic check to the payee if it cannot be
cashed, e.g. due to insufficient funds, or if the deposit transaction fails, e.g. the payee’s account is
closed. For example, if the deposit transaction fails, the payer’s account may credited with the

15 amount of the returned check in some flows.

The payer’s and payee’s banks provide statements or reports to the payer and the payee,
respectively, regarding their electronic check transactions. These statements may be gen_erated
electronically or on paper. The payer’s bank may include a copy of the electronic check with the

20 payer’s statement. The payee’s bank may fdentify the payee’s deposit transaction on the payee’s
statement, including the deposit number, so that the payee can reconcile an electronic check sent

electronically to the bank for cashing with the transactions actually credited to the payee’s
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can then verify that the associated information belongs with the electronic
check and has. not been change after the electronic check was signed. 5

The only f WRPE¥SM65Hhi ch nust be perforned by the PCMCI A car RGHEUINTE4M0Nng
the signature, since the payer's private signature key can never be all owed
to | eave the PCMCI A card, for security reasons. However, better security is
achieved if the SHA of the electronic check is also perfornmed by the PCMCI A
card, so that the PCMCI A can be sure that the nunber, date, payee and
anount | 88f®8%into the PCMCIA card are the ones used in the computation of
10 the SHA. The el ectronic checkbook is issued by the bank that hol ds
the el ectronic checking account. Initialized el ectronic checkbooks may be
sent to the account holder, in which case the PIN should be sent separately

for security regyeinfary Scudtyebmitlof elebbrit thetks HaHe G5 sfanBidetaicldheckbook in
distributed to bank branches. The bank officer can then use a trusted

initialization t.erdn n | oo JY| Iy £ al’d

o t1 cor (5 LEPARTMEIA T, BnERRehGrtol BRpIscCE SRR IR LEG1 Ao
is inserted into the termnal to be initialized. This pethod has the
advant ageeawe ghacksegister Rosshlycsuitplle REYEKIA cardeare dicase, Nationaliiemicondystor’s
custonmers, accounts can be added to el ectroni c checkbooks al ready being
used by tPewreuntdreTelequip CopptaPlihs cad.cAltemativaly rthé elestomrc 2ieckboglc inay beo

their expiration dates w thout issuing new electronic checkbooks. The bank,

or its a éfepén?ed%%ﬂl@@tf&%hﬂ@ cﬁig%ﬁfahi da¥d Yot MK gegéa?s Refholit the Theck

responsi b or authenticating the identity of the roni c check%ook and
PIN are del.ivered to the.carr.ect rson. .The el ectroni c check,n al so -70-
support CEPTES SRGMAEY Himi OP)eP’g{ R ?enéﬁ%|cryp3?gr6%xgh, ® bank or
approved third party to act as a stand-in processor for electronic checks

f or bankpredessorsfos usmbihsystams thﬁtrm@qesgllawpwgwes of checks or maintain a number of

10 electronic checkbooks. The PCMCIA card is ideal for a transaction between two personal
computers, but the smaller and more pottable smart card is better suited to a POS transaction at a

"merchant’s premises (if the 'appropriate smart card reader is implemented).

A PCMCIA card is an electronic device that provides greater security for a financial
15 transaction. A PCMCIA card, or in the case of mainframe accounting systems, a secure black
box, e.g. a Racal’s Guardata, protects transactional systems from unauthorized access. The
PCMCIA card is a separate, narrowly defined, secure électronic environment used in conjunction
with a terminal such as a personal computer. Information passes back and forth between the
PCMCIA card and the terminal or workstation.
20
The tamper-resistant PCMCIA card contains 2 mechanism to generate or store unique

check identifiers and calculates and verifies digital signatures and certificates using public key
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t he processing requirenents for electronic checks. This wll facilitate

el ectroni c.check deploynent in a secure way w thout affecting the
traditi onal WOR$RIeASst onmer rel ationship. 5 Similar functions tRETURIZR4080 t he
PCMCI A card ‘can be served by | arge scal e cryptographic processors, such as
Atalla or Racal CGuardata boxes, for |arge operations where individual
signature cards are inpractical. For servers or mainframes which issue or
endorse a | arge volune_of checks, or which issue or, endorse checks on, . .
behal f ofcrpptography. The BEMCIAt candsesurely stores theuser’s private sniptegraphic keyy whidviage
capacities of signature cards may be exceeded. In this case, special

Crypt ogr aabd fo Mgitallysign Blettrodie chéuke whoh tegugdwiitien ehdeddotselic TROPCVIGIA care
primary use is to nake electronic paynents on public networks, it nay be
used in an 15

| t.] : : I

banks maHF¥ﬁ§%5§$€§?@%ﬁgghgﬁggﬁgfﬁ%mgg?ﬁ%PM@#§@F$§Rﬁ§ é%&g%?§¥ roﬁ?ﬁﬁblic
network users, providing an opportunity for copplete full servige,
el ect r oni NG URBHEOBLEABCHECTa {5 st bioYed Fad Dpcked By ﬁéﬁ%ﬁ@%@@n&a FYsiemH
i npl ementations are al so possible. The el ectronic check al so provides a
genefic nmads). for all electronic, digitally signed and 20 aut henti cat ed
financial instrunments. The .check provides a well understood nodel for
paynent, and its electronic analog is necessary for electronic comrerce,
even if other fornms of electronic paynment exist. The el ectronic check wll
tie other for nt.into the fi.nancial. - 721- lNfrastruet yre, .since
checks end up TeECHEIAE b P Rete B 3 eing forsn, f AmafRba SR aiag,
specifications of user-defined attribute paranmeters and routing
i nf or nat | Bwnber GRIND} ddhe PN and private sigpature keyampstibestarpd ikthe glgatronic ghaskbeak.
resenbl e other financial paynents

Some mechanical action may be required of the payer for each new check, either reinsertion of

10 the PCMCIA card into its port on the payer’s workstation or activation by a push button on the
card itself, to guard against fraudulent use of the card once it is attached to the payer’s computer.
* Additionally, a timeout mechanism may be used. The PCMCIA card also maintains a register of |
checks signed and issued. The electronic check register should be read only from the PCMCIA’s

interface. The register may be read, but not overwritten.

15
As seen in FIG. 9, a PCMCIA card 200 must contain at least the PCMCIA card serial
number 202, the PIN 204, the cryptographic function 199, the signer’s private signature key 206,
and check and endorsement logs 224 and 226 in a register 222. The public keys for the federal
reserve 220, the account certificate 208 and the bank certificate 210 may be kept on the PCMCIA
20 card, but storing them in the work-station permits verification using the federal reserve’s public

key in the case of suspected alteration of the certificates. The electronic checkbook should be

accessed using a standard APT 228. The input and output of the electronic checkbook should be
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5 i nstruments. The flexibility of the paranetric approach enabl es
mul tiple electronic paynents instrunents to nmeet current needs, while

provi di ng fwo9®asWssi nanci al instrunents. The el ectroni c checRCHE§#E#b8lace a
wi de variety of the debit and funds transfer functions found in today's
banki ng, as well as other functions yet to be introduced. The provision of
new paraneters woul d enable a variety of sinple and conpound transacti ons,

such as cashier's and certified checks, 10 drafts on a savings account
or lines ébfmﬁati%!ﬂ Wwith tﬁﬁh&%hﬁﬁg‘eﬁtspﬁmﬂd&orsmnédt}ter e@ﬂwh:de‘dni geaerat uses,cdivedl as
foreign or multi-currency drafts, and "split" or Iim't checks that may be

endor sed r ]

present riEtpig.ButEt Bhpiaohs B e SF RS SR RO o
made out such that it is valid p to a certain anDunt e.qg. for a hotel room
deposi t. WekstaligBdr sed, the el ectronic check can then be endorsed for the
actual anount 15 of the expense, up to the previously defined limt.

O her exanples may include letters of credit, |oan agreenents and | oan
applications. In sone cases, changing the instrunent type may change the

concgpt ual 1 Oyhe PlectrOiib bm:klb@tﬁa eSREIn® B registeroiNghatdanctions lik€a torentional
remal n unchanged. For exanple, as seen in FIG 11, a certified electronic

check inv a b C egusual
manner as® qﬁ@@i‘?‘%ﬁ%ﬁ%ﬁo&% “g@g{&?&“é%dﬁre‘ceﬁs %}r?éeleaglnég J%%X e ‘g& &%{"9 tshlg'm | ar
to normal checks, except that the payee 14 is guaran%eed that I he f S are
avai | abl ecleatraniggljesk numbsr, date; gmewg. @ysetsr@ﬁtuee ancRashars reprdeding checlplogy 36
for certification. The -72- bank may require the use of privacy enhanced
nmai | or app4dfdrwatiedépdsii nealeiinte théwelectrbmidt ¢ieyk adcoutreendoizad by therelédtronic an
equi val ent to ensure the identity of the payer and that the conmunuication

wth t he %%bgﬁﬁﬁ'h% dziE@ Encpﬁﬂ&ﬁ*"a}é stc?] &'h ﬁ?&?d&%eﬂteﬁﬁ%% hby| IEthe

signet_ure to the payer. Upon receipt of
cer Hbf ! edelgclme'ocr}lcr: %ecﬁboé]( asthé Qa%a Yy theré rnna¥% SO b% entries for bank fees and interest

earned on the account. Integrating the electronic checkbook with other software applications
' would allow the electronic check account to be autdmatically balanced. Since the register may
only have a limited memory space, the oldest transactional items are removed automatically

when the memory has been exhausted.

15
The PCMCIA card 200 acts as an electronic checkbook in conjunction with various
application functions 221. For example, an interface with the Internet is set up in a World Wide
Web browser and server. There is also a form generator for electronic checks and other forms.
In particular, a merchant will have applications such as a sales catalog, accounts receivable and
20 order processing. There are also communications and other personal finance application

functions. The output 223 of the PCMCIA card is an electronic check, either signed by the payer

or endorsed by the payee. A QIF formatted file or an applications interface file are generated in
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5 the bank's certification signature as part of the validation of the
check. As seen in FIGS. 12-15, there are nmultiple scenarios for the
functi onal WOR#33855¢| ectroni c checks. In the "deposit and cl &TUSIF408% i o

(FIG 12), the payer 12 receives a bill or invoice fromthe payee, issues
an electronic check, and sends it to the payee. The payee 14 endorses the
10 el ectronic check and presents it to his bank 46 which, in turn, wll

settle it with the payer's bank 36. This is the usual format, as described
i n det ai ofRhRY utside thb elec@&Eb chetdtbbslansfer” or "Z" scenario (FIG 13), the
payer 12 receives a bill or invoice fromthe payee, issues an electronic
check and sends it to the payee. The payee 14 endorses the el ectronic check
and presents it directly_to the payer's bank 36, which sends paynent to the
payee's account at his bank_46. r.1 he "Il opkbox" scenarjio (F 14),
the payer 12 fBeelegigenig cgfeq%%k 208 shatld akep mcpmagﬁyéf@ﬂmcr?%’s‘a?éé fgiephons

el ectronic check, and sends it to the payee's bank 46, either directly or
via a | oz3henan2éied ¢o a didhap sepven282,iastseemindfia. 0. Tinthipeaseanestipfithe cobtentsanf
sends accounts receivable information to the payee and clears the paynent
wtht hemB%Y&HpﬁicP,?iS& #0uld B dsGirfbiRa $93hé Goredr tioRe TBH 2R HKRCARY 95 using

endor senent. Fina In the "funds transfer"” 'scenario (FIG 15), the payer
12 receiyves_a 20

i1l orinval ce.fromhis bank 36 (assumi ng electronic
b1 11 pr cloSEIRAR starpd Bk At TAANAeER ik RRiatins B8 & 1R meRes 4l i S OB
bank), issues an electronic check and sends it _to his bank. The_ payer's
bank 36, senhfrony the seicgm phenastorthe serverasmeet tha pading tepasastiap. de completaibee s
bank 46, which -73- sends a record of the transaction to the payee 14

Wi t h accelegticnié elistiythielsereen bhomewvonld enbbleithe electtonit bindckbosic2000uHIg thb @ayed’s
can be used directly between individual parties, or through third party

servi ce pROYLAIGHS e1cEhGRE CREKDOGK Hotfl S8R tRFelEctfonR etk G edn hﬁne(:) would

consuner, consuner to busl ness, bu5|ne§§ to consumer, ang EUSIHG?% t

o]
=

bu % nes Séenldfmé Stllgngt{al.}/eeglldl assemble the completed and valid electronic check for mailing to the

payee 14.

The PCMCIA card prefixes each electronic check with its serial number, which is
imbedded in the processor of the card during its manufacture. This number helps determine
15 whether the electronic check was signed by a legitimate electronic checkbook in case of fraud
investigations. The PCMCIA card also automatically increments the numbers of the electronic
checks. Since the check numbers for each PCMCIA éard will be sequential and since each

PCMCIA card will have its own public signature key, every check will be unique.

20 Another feature of the PCMCIA éard is the use of a secure hash algorithm (SHA), such as
an NIST Secure Hash Algorithm, with respect to documents or information associated with or

attached to documents or information associated with or attached to an electronic check. This
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a business, then the requirements for signing and | ogging capacity in the
el ectroni c.checkbook may be greater due to volune requirenents, The formats
of an el ectW8APB76heck and the entire el ectronic check syst effrIP$7/28W010
uniform so 'that the electronic check system nay be interconnected and used
In conjunction with standard Application Programm ng Interfaces (API'S),
such as standard el ectronic checkbook interfaces and el ectroni c check
display interfaces. API's apply on the |evel of individual check, processing
as wel | a’eawm‘fegalﬁithmssgmated@fématm and dindit todhe sigaedelsctronie cheoka dignguce
may be used to define an electronic check with field such as the date, the
anount angn it vesifethat the associated idformatidn betorpstwithdthe dlédirdric\dhbelbamitesmot
interacts with the el ectronic checkbook using an APl to create the conplete

el ectroni ' : 's do not change, so that the

system @%eﬁgﬁgféﬁgg?%%ﬁ@gﬁgﬁﬁggﬁg%y rewiting the particular system
APl and the link to the electronic check system 20 Forexanpl e, as
seen in FIG 16, an el ectronic checkbook 200 sends an el ectronic check over
the network 65 after interfacing with a driver 201 at a connector interface
205.5 The dri veFhe2tly function whidh must be parformap by 2b8PCMCIcdrd iserating the to t he
signer's application software 207. -74- Through a mail APl 209, the

conpl et edilafifb, ek ShepHHeRs pivASHEnAR kel Ran AETMDelalEFed THRaGE BRIFCMICIA
check system may be consSidered a nodul e whi ch provides services to other

nodul es and, .0 APl .S, f | [ QN S, emis
gover ned Cﬁffi’ gorssec&nﬁg%a;&gss %(}%B’rg%tb g@%ﬁ%&%ﬁ?@f%ﬁ%&!&g—g&gfﬁ?{é ?e(?r%]l* “check
services to user interface applicajions, to financial app]ications such as
Bi 11 payrebaek isalke pelomnet oy DR PCMAL Pirdzva Bashe FRBABlAGhbbe G i tas muimber,
el ectroni c checks al so pennits separation of the cryptographic functions
from t he dapgpaysetand amount logged into the PCMCIA card are the ones used in the computation of

10 the SHA.

The electronic checkbook is issued by the bank that holds the electronic checking

account. Initialized electronic checkbooks may be sent to the account holder, in which case the
PIN should be sent separately for security reasons. Alternatively, uninitialized cards may be

15 distributed to bank branches. The bank officer can then use a trusted initialization terminal and a
special smart card identifying the bank officer to establish a secure connection to a centralized
CIS. The new card is inserted into the terminal to be initialized. This method has the advantage
of making electronic checkbooks immediately available to new customers, accounts can be added
to electronic checkbooks already being used by the customer, and certificates can be refreshed

20 prior to' their expiration dates without issuing new electronic checkbooks. The bank, or its agent,
is also acting as a certifying authority since it is responsible for authénticating the identity of the

electronic checkbook and PIN are delivered to the correct person. The electronic check may also
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whi ch wite and endorse checks, both physically and logically, to
facilitate.application of the cryptographic infrastructure to _secure other
fi nanci al ng §37%8ht s or documents; i.e. two cards 10 mayF GEVEYEE 0 he
five primary applications and API's needed for the el ectronic check

enbodi nent of the present invention are nmanagenent, check witing, check
accept ance and endorsenent, check clearing and reconciliation. Managenent

Si‘gnat ur SvREeyt SR EREA bR AR onBR2A NGl b diothcr bR AN i By
i bank o adas A0 B PHOcEPE P SJFoHGS G IONGAES abie aRAC G GAFRID PP~

wi |l assune the roles of.both payer and payee, but at different tines. 20
Ther e i s the prasessingtreqfirementsdfot elagironicicieeks. Thigvall Gmfidateslbgiresicphesk de f or
the creation, destruction, and mani pul ati on of a paraneterized el ectronic
fi nanci algehfAshehfiaschlrd Sve ViRl BTG e thadifidifil baiCEBRhG rbRoMhiS UCh

i nstrunen s electronic Checks, the generation and -75- verifi‘cation
of digital signatures on the paynent instrunents, and the interaction with
el ectroni ¢ checkbook hardware devices. APl functions for supporting the
application needs described-include a "wite" function, S for creating,
an el ect roni ¢ Sélexfunpiionsite thase of e ACMEIA sardsan be served by larggscalecsiyptographic
signing the electronic check, a "co-sign"” function, for appending a second

si gnat ur @rédeséd?s; sattess Arlla or Rhext Guanlataisies, for largeciperations wheredndilidual
signatures on a check and validating the binding to an associ ated docunent

i f - n "o i i i e GJ s t
B oA Gt i B ey s i

deposited or cashed;. a."register read"
P of checks, or which issue gr endorse cﬁec?cs on behalf of a number of account holders, the

10 processing and key storage capacities of signature cards may be exceeded. In this case, special

cryptographic hardware must be used.

Although the electronic check’s primary use is to make electronic paymients on public
networks, it may be used in any situation where a paper check would be used. For example,
15 banks will use electronic checks to gather electronic deposits from _public network users,
providing an opportunity for complete full service electronic remote banking anywhere the

customer is connected. POS and ATM implementations are also possible.

The electronic check also provides a generic model for all electronic, digitally signed and
20 authenticated financial instruments. The check provides a well understood model for payment,
and its electronic analog is necessary for electronic commerce, even if other forms of electronic

payment exist. The electronic check will tie other forms of payment into the financial
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10 function, for reading the contents of the check register contained in
t he el ectroni.c checkbook; and a "registry entry" function, for appending an
entry to t VO8RS r egi ster. For exanple, an el ectronic chedCT4PSRR4000
attached to'electronic remttance informati on provided by a renote payee.
Thi s enabl es the paynent to be nmade, routed correctly and 15

automatically posted to both parties' accounting systens. Integration with
m cropaynment accounting systens for high volunme, small value financial

t ransact i gf@stickire sielchedks @aé up yisiobved at somepsihEinanesd payraent shothardsms.

el ectroni c check. The standardi zation of the electronic checkbook

i nterfaces and the API's to access el ectronic checkbook functions
simplifies integration with a variety of hone and small busi ness accounti ng

and conmuni catjons software ka e B defining the,|layqgut qf t
el ectroni c che&Rroughspec ‘?# gf‘feﬁ%% Ol?’r’é e parageters H‘Hn RpRiation,
anount) can be readily extract ed fromthe electronic check and used in
ot her apptledeiniocteck untiligh paper chétk, ean benade to resdmhbie atherl finaktial paymdntns ar e
used to process ancillary el ectronic nmessages such as acknow edgnent of

deposi t, RfrimBRd TheAkabilianer Bk ?mmd‘ap@kﬁwmne mxﬂﬂﬁlee@erc%ﬁicrpaymems

financial i1nstrunment approach allows reuse of the cryptographic

infrastructure t f e

of 1 hose. EtuRguS W ek Stttz S Breyipb teel fhoR e LRMBRe b “ThObERronse
the payee to verify the S|gnature ofeé{?he payer, as well as by the payee's
bank and ehesk Méambsaqsm de yasjety iof the debitiand fupda transfer Tanetions depnddrdofday ’Sor i or
to firther processing to cash or clear -the el ectronic check. The API

fi ncti onsbaiking, aewelips ethenfuactidng yat odelintraduced Dhe ok isiva of nepepasdmetersiwoulde
10 user's personal conputer and in the el ectronic checkbook hardware.

In the caggpifa Garfdly S86iMple and compound transactions, such as cashier’s and certified checks,

10 drafts on a savings account or lines of credit, traveler’s checks, credit card debits or credits,
foreign or multi-currency drafts, and “split” or “limit” checks that may be endorsed “up to” a
 predefined limit. These poséible instruments will present new processing options. For example,
an electronic check méy be made out such that it is valid p to a certain amount, e.g. for a hotel
room deposit. When endorsed, the electronic check can then be endorsed for the actual amount
15 of the expense, up to the previously defined limit. Other examples may include letters of credit,
loan agreements and loan applications. In some cases, changing the instrument type may change

the conceptual flow, or routing information; in other cases, the flow may remain unchanged.

For example, as seen in FIG. 11, a certified electronic check involves a payer 12 creating
20 an electronic check in the usual manner as described above. Certified checks are endorsed and
cashed similar to normal checks, except that the payee 14 is guaranteed that the funds are

available. The payer 12 e-mails the electronic check to the payer’s bank 36 for certification. The
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using the PCMCI A interface and standard Card and Socket Services, nost of

the functions:may be inplenented on the PC Card since it can support
subst ant i al Vﬂ??ﬁ’féé%ﬁ ng, nenory and interface bit rate. This a"ﬁi‘reﬁ%?aﬁ‘o“o

maxi m zes the portability of electronic checking information because the

el ectroni c checkbook register function is physically coupled to the
signature 1 5 function. The electronic check functions in an environnment
of programmatic tools, including interacting API's, nodul es and protocols.
As seen ibankiay reduire the disd 3privacy ehkacedniad oc ke equivslenttoensitre thenidentity of the
payer's workstation using signature card API's 300 and el ectroni c checkbook

20 A%hh&éﬁ%naiﬂmqgwam kP erfsBROMe identify sTHe biyRe ahd tHabtheRBy RGO

el ectronic mail and transport API's 304. thé payee'’'s workstation al so

recei ves the el ectr.onic.¢hec hr.ough .,,ts el ectronic.mail. and transpor

AP s 30aMita i FEY s FOReRAb s R drilgPertangend £ BFnER seBfile o3RS ik and
payee's -77-  workstation using an-electronic check translator nodul e and
i s~ act ed eupaih ithack e theqfayem riépanreegipt ¢fthe ratifindelertsenic ockiihe payeecaan yarity
check nmodul es 310 include extraction of the check fromthe transm ssion,

el eaf r onitke BarkeKcortificativn signanasds part bftheivalidaiontdfehe eheckt ance original ly
sent fromthe payee to the payer. After applying endorsenent API's 312 to
endorse the electronic '5 check, the payee's workstation transmts the
endorsed el ectronic check to the payee's bank for deposit using its

el ectronic mai| and .t p |'s 306,, The payee. s bank receives_.the
endorsed el ectAbifed 1g EZ@E fn’r‘;ls’i e arep ¥°Mq5%85@°MB&é°%ﬁelgcw
according to a defined transport and deposit protocol 316. The nodules 10
appl i ed Iwhetitse Ipshectdepositiand ¢lear!’ achnarin (gﬂ(‘a de),dhe payehé2 keceivans bilt oringdigs from
el ectroni c check validation-and application integration nodules 320. After
i nt er bankh & pAvel Reles'aR@IRUBAHICTCBBEIE and sends it to the payee. The payee 14 endorses the
10 electronic check and presents it to his bank 46 which, in turn, will settle it with the payer’s bank
36. This is the usual format, as described in detail above. In the “cash and transfer” or “Z”
‘scenario (FIG 13), the payer 12 receives a bill or invoice from the payee, issues an electronic
check and sends it to the payee. The payee 14 endorses the electronic check and presents it
directly to the payer’s bank 36, which sends payment to the payee’s account at his bank 46. For
15 the “lockbox” scenario (FIG. 14), the payer 12 receives a bill or invoice from the payee 14, issues
ah electronic check, and sends it to the payee’s bank 46, either directly or via a lockbox 260 or
other secure intermediary. The payee’s bank 46 then sends accounts receivable information to
the payee and clears the payment with the payer’s bank 36. In this scenario, there may be no
payee endorsement. Finally, in the “funds transfer” scenario (FIG. 15), the payer 12 receives a
20 bill or invoice from his bank 36 (assuming electronic bill presentment allows for capture of the

payee’s bills by the payer’s bank), issues an electronic check and sends it to his bank. The

payer’s bank 36, in turn, transfers funds to the payee’s account at the payee’s bank 46, which
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check with the payee bank's endorsenment is sent electronically to the
payer's bank,. which receives the processed el ectronic check through its

el ectroni c wps/z7asgl transport APlI's 322. The payer's bank al®RI/689324a9dul es
such as an el-ectronic check translator 324, and el ectronic check 15

val idation and application integration nodules 326. The el ectronic check

I nfrastructure i s governed by a conputer at the payer's bank or its agents
whi ch contains protocols 328 for the key server, public keys and the CRL.
The el ec | [ PwhE aﬁﬁg i0ablExFeRbdtRaal "
cases, s%e@ﬁpggﬂ%g@mg@g??gﬁ?%@{?returr?e @gtc%o?bgguffic%tg%f f unds

I n the payer's account. Since exceptions processing provides for dealing
with a problemin the normal flow of the electronic check through the
system the conventional paper check procedure may be necessary, although
aspects -78- Itis cleatthat el¢amonichieckgrandwedised direstiythetweanindividuab parties,fosr nor e
expedi ted exceptions processing. Solutions to the problem of potenti al

fraudul eprouphaBiRd phrtpkavice providabeBlestrbhisichbeksledn bk ektiiagédCorsigeew at each
stage of the processing of an electronic check to ensure the integrity of

h 5 . . : " H 1 .
el | h nat SRAEE SpRYRASTER ifeci i el 1 ERARUAEE o8 GEUARE o BRIE: HFthe payer s

forgery, alteration, duplicatiop, and fraydulent depositing. Forgery.is
pr event ed bpsinessicthen thg reqriremangs 5?1%?&33%31%9@3&% 1%&’\5 “Pﬁlcscié‘i}?b@"k
har dwar e devi ces and 10 t hrough appropriate controls over -the validity
of el ect mapbe gedaesridue 6o voliimeae@srerintser ati on i s prevented by the
application of digital signatures to the el ectronic check and through the
use of the SHA function which creates a unique digest of the electronic
docunent. Duplication is a sonmewhat nore difficult problemto prevent,

since by its Y o riats 0f%n®ectronic check and the entire electronic check system will be

10 uniform, so that the electronic check system may be interconnected and used in conjunction with
standard Application Programming Interfaces (API’s), such as standard electronic checkbook
interfaces and electronic check display interfaces. API’s apply on the level of individual check
processing as well as integration of the entire system. For example, the C language may be used
to define an electronic check with field such as the date, the amount and the payee. - Also, the

15 Internet World Wide Web browser interacts with the electronic checkbook using an API to create
the complete electronic check. The electronic check API’s do not change, so that the system may
be interfaced with any system by rewriting the particﬁlar system API and the link to the

electronic check system.

20 For example, as seen in FIG. 16, an electrontc checkbook 200 sends an electronic check
over the network 65 after interfacing with a driver 201 at a connector interface 205. The driver

201 works under a driver API 203, which is connected to the signer’s application software 207.
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15 al |l -el ectronic docunent can be easily reproduced. Although each of

t he payee, .t he payee's bank and the payor's bank verifies that there is no
recent duplWe&Ba76heck, the probl em of duplication is addresBEHUSH2A8Wkr a
addi tional ways. First, electronic checks nust be dated and will expire
nore rapidly than paper checks. Second, el ectronic check certificates wll
al so expire, preventing their use after a given tine period. This ensures
that the accounts are periodically refreshed, and that 20 t he bank has
an oppor tThupugh amméAé’l!r289,tth@cqunpleéflieleyﬁenxc@h@cl@éémt@veé@es%mg&%evi ce.
Third, the issuer bank keeps an archive of electronic checks which have
been presented previously. In addition, an "active" check file will be used
agai nst which checks can_be matched. This file need -79- only store the

unber and haciih ARESRe AR BRerREr bp T Al PuloiBe AL bR SEOA R
amount | ¢ U a0d S ARE o be ek b eliorpiis ek mindBThE e R R

so that the issuer's bank can maintain a file of used electronic checks. 5

Thi s5f i | eserieswfiprotosald. The A8T’e pravide léctronin ghieck seruices tecusevhiterfagk @pplicadions, to

i ssued and paid by the payer's bank. The comnbination of these efforts

shoul d efd.gabiaVQipticitidhs @u@lﬁastumﬁayxﬁ&upa‘ndaomm ﬁ@t@rgﬁb@mﬂspm mhdhitde design
r

successfiully flI'0wi ng through the paynents system audul ent depositing is

anot her sigpi ficant i ._Siac ' Mai oy
cnencr yprtdRsahia hetS RS peR i @eRaio by CoPr BB CRo R BoBifk dplsations
than the intended recipient. The el ectronic check provides for application
of the i rivkigkiaaite and qndew@-cbecécﬁ,m%mpﬂaﬁz apdlagieallyptofamliate applicaipn gf ﬁﬂm I'n
the event that an el ectronic checkbook is conprom sed, e.g., |ost, stolen,
or repudicymtdgraphic infrdsyructureite secuee othehfmancizb insemmiehtsortdesurhents;titeatwo cards

el ectroni c checkbook can be revoked.

10 may be used.

The five primary applications and API’s needed for the electronic check embodiment of
the present invention are management, check writing, check acceptance and endorsement, check
clearing and reconciliation. Management functions allow for card issuance, inactivation,

15 reactivation, and signature key management functions. Check writing is assumed to be
performed by the payer, acceptance and endorsement by a payee, clearing by the banks, and
reconciliation by the payer. Most users and organizations will assume the roles of both payer and

payee, but at different times.

20 There is a base set of supporting modules. These base modules provide for the creation,
destruction, and manipulation of a parameterized electronic financial instrument (the electronic

check), the interpretation of such instruments as electronic checks, the generation and

~75-



Ensuring the confidentiality of critical custonmer information is a priority
for any network paynents instrunment. To this end, the electronic check need
not cont ai W@RBRIEShg checki ng account nunbers which coul d bPGHIEEdI0ed
and then used to commt fraud by paper checks. 20 Digital account
nunbers may be linked with non-el ectronic account nunbers so that both
types of transactions may take place with respect to the sane account.
Encryption of an electronic check,is not required t revent.fra ue t.o
the e orersicabin oF R AET b Baiint insineris. 351 e YERlRa Pt efotiforié
el ectroni c checks and ot her paraneterized paynent instrunents may be

encr ypt edchackboak pdwarbldeyicelir i ng transm ssi on between parties to ensure
confidentiality. Tanper-resistance of the PCMCIA card is al so needed to the
extent necessary to nmake it 5 econom cally unattractive for attackers
to steal signature cards, extract the private key, and pass bad checks

02,08, 1 B0 508 BB Sl e RIPR L B0,
' I ' f th houl I f
UL, ek s eIt B ke SRt e

necessary, since the card only contains private information for one or
sever al 1@lectroniacherkna Scotsigh hianctidma forsipperding aseebndsggnature Yo thectlerinonie chiek; a
card hol der has an incentive to report theft or tanpering (rather than to

eXt 1 act s hurcflodi36r VeRifyihp Sigtlatifes %ﬁlmea(fﬁhtdanaaﬁneg“daébmmrng% faﬁaééloxia_tédhe

account an ertificates can have expiration dates 1n order to limt

the time durin ich el ectronic,checks can . Wwitten. An, account e
ol osed pr Ay {8 prebent; afsEafirdy FHRGSF, (R ertio el dortng St Rhg il
security reasons, preventing verifiers fromknow ng that the signpature on
t he el ect eppendingtaacendersenyens@nd signingithe ehegls fosbe deposifed aicadhed: a regisienrad” its
associated certificates are revoked. This is no different fromthe current
Si t udl i on findetioh, fohreading the contents of the check register contained in the electronic checkbook; and

a “registry entry” function, for appending an entry to the check register.

For example, an electronic check an be attached to electronic remittance information

provided by a remote payee. This enables the payment to be made, routed correctly and

15 automatically posted to both parties’ accounting systems. Integration with micropayment
accounting systems for high volume, small value financial transactions will enable those systems
to settle accounts using an electronic check. The standardization of the electronic checkbook
interfaces and the API’s to access electronic checkbook functions simplifies integration with a
variety of home and small business accounting and communications software packages. By

20 defining the layout of the electronic check, the information it contains (e.g., account number and
amount) can be readily extracted from the electronic check and used in other applications through

the API’s.
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soneone continues to wite checks sing check blanks froma closed account
The rapid clearing of electronic checks will deter this behavior, and banks
can of fer WQ#MMEHd check verification 20 servi ces whi cHPGREP§H7434000

si gnatures, ‘account status and funds availability. Al though FSM is
primarily described with respect to electronic checks, FSM. is a -81-
flexible structure that all ows many ot her docunents to be built fromthese
primtives while retaining a standard format which can be partially

verified durigaqdiabes s fsetiohb arenised hrosass andtliaryctlsonbohizdnestiges such asunber

of - advant ages over existing systens for 5 processi ng of signed
docunents, The .do b O L) imé?b}é'tﬁ : '
t he desiwgwf@gﬁwgéﬁgg%%%?h ‘%%‘/‘%@ d%z:eggr [ %ga%%(ﬁ;&ﬁie gl cafhggslg%%ael

of bl ocks of content of_such si d docunents. .The docunent e

def i ni ¢ iipstsusnentappeash SloWS Foue g SYBIOLIPRIS TBIRStTay it Spetially e HeriEy
docunents for neeting | egal requirenents and other requirenents for such
docunent fanctie, tesafeqiaed therinteprityaif dhetse oressageh elfde instimwe] the verifyf funétionman dent

i nvention, 10 docunents may be produced that conply with existing |egal

strgctu r@s%dfbg;ﬂée?gﬁ% t& G5 She ShRatideDFiti ShyeR a8 RN las B HUCHAYESS balSdRRE i €

the user to docunents that can be accessed by a w de range of

transport systens and.that.can be mani pyl at - W & Q r
Syt o, PAVRLE barn o e PRk Rt s RSP AP s P Efte FREBEDCG,
the 15 instrunments created with the present system may be accessed and
mani pul atleat thy elestroni¢ peckonput er systems for demand deposit accounts. O her

enbodi ments of the present invention are further described and are within
the scope of the invention. 20

The API functions will be implemented by a combination of software operating in the
10 user’s personal computer and in the electronic checkbook hardware. In the case of a PC Card,
using the PCMCIA interface and standard Card and Socket Services, most of the functions may
be impiemcnted on the PC Card since it can shpport substantial processing, memory and
interface bit rate. This approach maximizes the portability of electronic checking information
because the electronic checkbook register function is physically coupled to the signature

15 function.

The electronic check functions in an environment of programmatic tools, including
interacting API’s, modules and protocols. As seen in FIGS. 17A and 17B, an electronic check is
generated at the payer’s workstation using signature card API’s 300 and electronic checkbook

20 API’s 362. The electronic check is transmitted by the payee using electronic mail and transport
API’s 304. the payee’s workstation also receives the electronic check through its electronic mail

and transport API’s 306. The electronic check is integrated into the software of the payee’s
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As seen in FIG 24, the execution of a contract 483 may take advantage of
publicly avail able el ectronic networks 550 such as the Internet, dial-up
net wor ks, \WO®BRBE5net wor ks or e- -82- mai | . As seen i nFIRGT/QS7/24p00
transaction-is initiated when a first signer 410 signs a |egal docunent

483. The first signer may have a secure authenticator 540 whi ch enabl es the
first signer 410 to digitally sign the |legal docunent 483. The first signer
may have a database 544 which records the transaction in which the first

si gner 43igridtativn wsheg areglettratic ek tradd@tor Toduld@nd issavteduppndy the software e
transn1tted to a second signer 422 by the network 550. The second signer

mey then .3 ? é!flﬂéé%ﬂt THE ietBtrbiie cREkAREdIEHD infludeSkifRtian beRichedd or
542 whi ch erm the second signer 422 to digitally sign the |egal

el ot r onifora e ARRSR SR DTG Pliecﬁﬁgﬁ%%%&n%@%’%%b@%&@é%%’eiur e igdnally

signed by the second signer, the docunent may be sent _via the net%se 550
through aemtdfrom the pryentathepayss Afies applyingendorsementARLS 312 togndesse theeleptgnic
The third parties 425 may have various types of proprietary networks 426

i nclqidi nghéckehepayblre warketation tgmsinits dss ertdored slestsorda shecktad thesayesly barlofir
other functions are highly si m | ar to those detailed for the electronic

check ab RBAL still in the act. 15
Ref erri néﬁ‘é‘fos@fsdf&%elgﬁ&ﬁﬁ v%g?e néﬁgiégfr)‘;%r participation of a first

signer and a second signer in a legal transaction is depicted in which a
first signer workstation 600 is provided including a PCMCI A 610, a nodem
608, CPU, keyboard, nouse, display, and nenory. Residing on the conputer is
sof tware 604 ViHieglayeels banlersceinesibe endorsed eloctronin checkwialitsplectronigrmail anst
applications 606. The applications may include communi cations applications,

20 datAbeeARPRI3N4 @Eédimiaga@ 8 defifedoari¥Psre aD@dposie bicietol B06. Themotiley
transaction docunents, such a
10 applied by the payee’s bank include an electronic-check translator 318, electronic check
validation-and application integration modules 320. After interbank clearing, the electronic
check with the payee bank’s endorsement is sent electronically to the payer’s bank, which
receives the processed electronic check through its electronic mail and transport API’s 322. The
payer’s bank also has modules such as an electronic check translator 324, and electronic check
15 validation and application integration modules 326. The electronic check infrastructure is .

govemned by a computer at the payer’s bank or its agents which contains protocols 328 for the

key server, public keys and the CRL.

The electronic processing scheme may also be applied to “exceptional” cases, such as
20 electronic checks returned due to insufficient funds in the payer’s account. Since exceptions
processing provides for dealing with a problem in the normal flow of the electronic check

through the system, the conventional paper check procedure may be necessary, although aspects

-78-



signature applications. The first signer systemmy al so i nclude a PCMClI A
card 612 as well as a register 614 as part of a digital signature card that
wor ks in como®sBvess With the workstation 600. -83- The se®CH@S81/24080 has
a second signer workstation 602 which is simlarly configured in that it

I ncl udes a nodem 618, a PCMCI A 620, a PCMCI A card 628 with a register 626,
a keyboard, nouse, CPU, display, disk and nenory. Also, the second signer
wor kst ati on 602 includes software 622 that includes an operatjng system as
wel | as ‘ofithiecalectrmpin procaducmay ba usddi astsuppert farangre expeditehexrentions peocessing.
dat abase applications and signature applications, anong others. The
configuration of hardware and the software are si mlar to those described
in the el ectronic check errbodl ment . Additional software for contract
preparation a

FIG 25, a rm:gjé‘gg’ ?#lg" |on B{eﬁﬂ 5’%#3‘%‘%“8 ghﬁ%@%éﬁ%g(?&ﬁt
The borrower 452 may sign the Ioan aa I|c n 49Q the boervver

secure auntedhe systampat stage efiths BFofe| ’Sén%l" %? efronds Mﬁ? &ngpe éniegﬁﬁ' of the
application 490. A database 556 of the borrower's systempernmts the
borrpwer enfirgsysterd t he transaction. Once the borrower has signed the |oan
application 490, it may be transmtted by the network 561 to the | ender
454. The | ender 15 may digitally sign the |oan application 490 using the
| ender’' s secure aut henticat or 558. This transaction nay be recorded by the
| ender' s dat ahgse 560. 455..h si.gned. t | oan applicaf i

450, 1ty bellErssRRY et dipytecd St mpu SRR SHP s LB shis RE Rt 6,
462 to a proprietary network or intranet 564 of one_ or npre hanking

i nsti t ut ilmd<heds, includingiforesty, alieretiemiduplication, anthiraudentslgpesitieg:skorgemriage
and retrieval, and other functions are acconplished in 20 a mamer
simlar tpieﬁéheéd Bsaduligg thabdigithladgnaant keydwre stored in secure hardware devices and

10 through appropriate controls over the validity of electronic check certificates. Alteration is
prevented by the application of digital signatures to the electronic check and through the use of

the SHA function which creates a unique digest of the electronic document.

Duplication is a somewhat more difficult problem to prevent, since by its very nature an
15 all-electronic document can be easily reproduced. Although each of the payee, the payee’s bank
and the payor’s bank verifies that there is no recent duplicate check, the problem of duplication is
addressed in several additional ways. First, electronic checks must be dated and will expire more
rapidly than paper checks. Second, electronic check certificates will also expire, preventing their
use after a given time period. This ensures that the accounts are periodically refreshed, and that
20 the bank has an opportunity to ensure the integrity of the secure key storage device, Third, the
issuer bank keeps an archive of electronic checks which have been presented previously. In

addition, an “active” check file will be used against which checks can be matched. This file need
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Referring to FIG 28, the hardware necessary for participation of the
borrower and l.ender -84- in a nortgage loan transaction is depicted in
whi ch a bor weves3798sr kst ati on 630 i s provided including vari cRPET/USATRAEOM8NT S
simlar to the conponents required for the electronic check or financi al

transaction. The | ender workstation 632 is simlarly configured. Software
for preparation and mani pul ati on of |oan applications are also |ocated on
t he workstations 630 and 5 632. Referring to FIG 26, the transm ssion
of a medi gy réﬁecﬁi&héa& fhSvahaRiafes S48 ABbRA b vE, i268 thelQ6dtfni AGR R 54 nfier

medi cal rec or a portion thereof 520 with the first doctor's secure
aut henti cat Q6. whi ch perm.ts iqit sl,gnat ure of th Lcal recond
520. The. énd habipiormagond entiy fudioe Atpealil kerrnliont e AR ER 47 18
responsive to the first doctor's secure authenticator. Once signed, the
medi cal r ebeskchuBter,date, signatute payee andhrmayngitor the peyeparbegk atthe same memsdhe
doctor 464. The second doctor may add material including a signature using

t he secon@ledesihio checkiesant so thut the fisieratbank baBmaifitaén & Glostthsdd electrornic dhdckbase
572 will record the signature and the additional information. Once signed

by o or | gal :
netuor k57T R SRERELRY 0 et 3 AupRER! dockelidThck ol Bl bty e o
one or nore third parties, 468, ich could include an i.nsyrapce, coppany an
St ot st peyens bagk” Dhe comaigstion; o eee PGS ShguH e Euly myimnigs (Be risk OF R

mani pul ati ons, storage and retrieval, and other functions are acconplished
i n a mannelupKdata ¢lestrohix dhiack sugsessfully flowing thromgh therpaymehtscslyste)

Referring to FIG 29, the hardware required for a nmedical record
transaction or transmission is provided in which a first doctor workstation
660 and a second doctor workstation 662 are provided. The workstations are

simlarly conf iFgauurd%gn{ &)ep%?l?mg\%raﬁﬁ@} éigﬂﬁcﬁl? fesae; Ynte E@Eﬁonic checks which are sent

10 unencrypted could conceivably be deposited or “cashed” by someone other than the intended
recipient. The electronic check provides for application of the intended recipient’s cryptographic

keys to minimize this problem.

In the event that an electronic checkbook is compromised, e.g., lost, stolen, or repudiated

15 by a customer, then the certificates for that electronic checkbook can be revoked.

Ensuring the confidentiality of critical customér information is a priority for any network
payments instrument. To this end, the electronic check need not contain existing checking
account numbers which could be intercepted and then used to commit fraud by paper checks.

20 Digital account numbers may be linked with non-electronic account numbers so that both types
of transactions may take place with respect to the same account. Encryption of an electronic

check is not required to prevent fraud due to the use of private key cryptographic signatures.

-80-



- 85- ot her transactions of the present invention, such as an electronic
check transactton, or the execution of a contract. Software residing on the
wor kst at i on¥O0®88768Ad 662 nmy i ncl ude applications for creatipgrasshz4o00

mani pul ati ng nedi cal records, including wage processing software. 5

The many features and advantages of the present invention are apparent from

the wittenggsedr sleteshia Reckp BE6thetsaradetetifid pay ficACRStHLEENLO Hfay be encrypted,
nodi fi cations and’ changes will readily occur to those skilled in the art 1t

I s not deS|r dto t and
operation ¥ ?Flpl??t‘w?té taéngéxg% d@&&%@%&égﬁmﬁﬁ i ﬂ@gl fications
and equivalents nay be resorted to as falling within the scope of the

i nvention. -86- I ntroduction FSM., the Financial Services Mrkup
Language, is an SGW[1] mark-up | anguage designed to allow the creation of

el ectroni ¢ fi nanTamperrsistinot of the BUMCE A isdssindeded kethe erientiezessant foanske it
One is to create, and sign generic financial (or even non-financial)

docuneat s. [ | ) ' ' C

Bl ect rbni ¢ %% ﬁéﬁféﬂx'%ﬁﬁﬁé.ﬁ?@%séﬁ%%&% té%%%%ﬂké chils R e BRYPAEF, 50 pass
describe t u e of FS for generic ter chapters wl]

descri be F I aﬂ@aﬁﬁﬁ égEFaégﬁsr’@HP’Ee plep and digabled. Any
associ at ed docurrents. FSML Docunent s nay be signed. This signing, using

publ i c key atteyyytag ertpdut thesprivatd sigreature key should result in evident alteration of the card and

B

should take at least a few days to succeed. However, an extremely high degree of tamper-
proofing is not necessary, since the card only contains private information for one or severat
10 accounts (rather than system level secrets) and since the card holder has an incentive to report

thef! or tampering (rather than to extract a secret to use for fraud or counterfeiting).

Most importantly, the account and bank certificates can have expiration dates in order to
limit the time during which electronic checks can be written, An account may be closed prior to
15 the expiration of the account certificate for other security reasons, preventing verifiers from
knowing that the signature on the electronic check is good until it clears. If the account is closed,
its associated certificates are revoked. This is no different from the current situation in which
someone continues to write checks using check blanks from a closed account. The rapid clearing
of electronic checks will deter this behavior, and banks can oﬁ'er automated check verification

20 services which verify signatures, account status and funds availability.

Although FSML is primarily described with respect to electronic checks, FSML is a
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and hash al gorithnms, provides a nethod of ensuring that docunents have the
follow ng security attributes: Authentication A docunent recipient can
aut hent i cat ewplsas7dshe docunent was created by a specific per PoOT/US97/24000
institution, -and was not  forged or created by an inposter. Integrity

A docunent recipient can determ ne that the docunent was not changed or
corrupted in any way since it was created by the originator.

Non-r epudi at i on A docunent recipient can prove that a docunent was

def i ni t el yflexibletstrmictyse thatallows gnaﬁapgwr docaynents te e built fxem shese primitivegivehilss

t he-docunent, claimng that soneone else created it using their nane. The

FSM. si gnatetiigingecfaidirdromhas svhidh cande gacially nérifiddaiupiag peodessigrd, or added to,
wi t hout | oss of these security features. An FSM. El ectroni ¢ Fi nanci al

Docunent is conprised of a nunber of blocks, as defined in the FSM
definitions below Each block contains sonme common fields, or elenents in
SGWL t erm nol og and al so contains,fields that are specific to.the t of
bl ook, 7 SUDke POt Sy SpkeiBod ghters bt of BRI QYREe MG Systelts Tor
El ectronic Docunment is that it is a flexible structure. Separating

si gnatsur es processirigf dfsigned documentsl Thha dagungent type definitiopsofihe ptesend linveatibn permit
rich, conplex docunent to be built fromthese "primtives," while retaining

a st andar dg{eQie8i3h offthfdacti doRBmBRtHRA adstFdiMe td thie Sskics parpdser B18ckd oFlcanear ¢f
syntax definition.
such signed documents. The document type definitions thus permit a wide range of flexibility in
strﬁcturing documents for meeting legal requirements and other requirements for such

documents. For example, in the electronic check embodiment of the present invention,

10 documents may be produced that comply with existing legal structures for paper checks.

The flexible document structures also permit the user to design documents that can be
accessed by a wide range of transport systems and that can be manipulated by a wide range of
computer systems. Thus, in the electronic check embodiment of the present invention, the

15 instruments created with the present system may be accessed and manipulated by existing

computer systems for demand deposit accounts.

Other embodiments of the present invention are further described and are within the
scope of the invention. |
20
As seen in FIG. 24, the execution of a contract 483 may take advantage of publicly

available electronic networks 550 such as the Internet, dial-up networks, wireless networks or e-
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- 88- Notation In the pseudo- SG\M definitions below, an attenpt is being
made to show exanples of the SGW format for FSM. el ectroni c docunents,

rat her 't harwoes/amss f ormal neta-linguistic notations to defi RCWEEH24NOnpr e
accurate definition is 1ater in the docunent using nore formal notations
(Extended BNF[7][8] and SGWL. DTD[I]). In these definitions, the follow ng
sinple notations are used to indicate the type of value being used for a
particular field. cccccccc This is used to represent a character string.
The. nunb epaip Ag'séenlifl Fibie24l thadshorion ickaitfateaihenacinsdigndri 02l dnd edefab dacumdnt
the string. aracter strings may contain any |egal SGW character, except

h del,i m f _ . 1 '
char act e @3perst Sier e efit B sholfe SRtk b 4o Btk oh e e EREre 41UEET
eing ¢ aligialRiEndea SoEBeTS e AT ENRER CHBDAR YR HoP e

encl osed in quote synbols, unless a trailing blank is desired in a

char act erghgrhhdd@tiominwhich the first signer 410igAStiellegah doarhent 483.r Thegdemweent may
denote an integer nunber, containing only the digits 0 - 9. The nunber of

ns ﬁg S A9 ve H’%s%x?}ih@d tgsctbh® ﬂgﬂeﬂm AL Rdtwok 5510 -Th“e@oﬂcﬁsi?x? alayltBéh sign

el sewher e, "nrmn. ASCl | “character string used denote a

decimal (real) nunbey, .containi.ng only the,didits - .9 ,and | nal .
opt i onal th@%p%perfwﬁwg_tﬁwﬂ?ﬂwﬂﬂg er’s secure a“ﬂ‘ﬁﬁgcﬂg’ﬁlsaz &%&%?’é‘?a‘s ﬁ?#@du%%er
to denote the hexadeci mal encodi ng on ) )

422 to digitally sign the legal document 483. The second signer’s computer system also includes

an electronic database 548 to record the secénd signer’s signature. When signed by the second
signer, the document may be sent via the network 550 through a network connection 552 to one
10 or more third parties 425. The third parties 425 may have various types of proprietary networks
426 including ATMs or the like. Signatures, transmissions, data storage and other functions are
' highly similar to those detailed for the electrénic check above; as will be readily apparent to and

still in the act.

15 ‘Referring to FIG. 27, the hardware necessary for participation of a first signer and a
second signer in a legal transaction is depicted in which a first signer workstation 600 is provided
including a PCMCIA 610, a modem 608, CPU, keybéard, mouse, display, and memory.
Residing on the computer is software 604 which includes an operating system as well as a
number of applications 606. The applications may include communications applications,

20 database applications and one or more applications for executing transaction documents, such as
signahire applications. The first signer system may also include a PCMCIA card 612 as wellasa

register 614 as part of a digital signature card that works in connection with the workstation 600.
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a binary string of octets. It may only contain the ASCII characters 0-9,
A-F, and a-f. The nunber of h's does not indicate the size of the string.
OTHER WO 98/37655An UPPERCASE string as a val ue represent sSPCTRAEIH24000-
SUBSTI TUTE SHEET ( RULE 26) Docunment Formatting Rules In order for the
FSML El ectronic docunent to be easily transmtted by a variety of nethods
(E-nmail, file transfer, storage nedia, etc.) it was designed to be a plain
ASCI | document. However certain formatti ng rules should be adhered to in
or der t o Thaesesord sigatr msatsecind signen suwekstaticartdovhichisctimiladyrsonfigurghintthasit ar
E-mai|l systens(9], will successfully transport the FSM. El ectroni c docunent

unc hange%chm% rhdin 61828 POMCES 630REPCRITIAL e 8% Wh%&ég‘igteﬁﬂ% Ialmbmd

rul es for in order to ensure that si gned docunents can

success bt g s 05, A0 s*ét%og&%tﬁfa@ﬁ. iR

characters (ASCII val ues, 0x20- Q(?E) exce t for line-engds (see bel ow).. Any
char act eseftwaigrfd2ithat includes an eperating system as ws{ 1 a5 wasipysapplications 624 Whichdneluds
XOC, OxCE- OXE-OxlI F, Ox7F-OxFF) are to be ignored. This neans that they may

be rg rvaedmhﬁfrﬁUaﬁoﬁd;datd’msu mpplicationpaml-sigmatare applicatioh$, amonigatiees.cThe s
required that is not di spl ayabl e as one of the above ASCI| printable

char act erg
cufidra RN R RACHR dohfatd e SRR hode BN FAE cRBkb Y RRR®

for the c bet ween an anper sand and
embodiment. Additional software for contract preparation and manipulation may also be

provided.

10 As seen in FIG. 25, a mortgage transaction may also take advantage of a network 561.
The borrower 452 may sign the loan application 490 with the borrower’s secure authenticator
554 -w}ﬁch permits a digital signature of the loan application 490. A database 556 of the
borrower’s system permits the borrower to record the fransaction. Once the borrower has signed
the loan application 490, it may be transmitted by the network 561 to the lender 454. The lender

15 may digitally sign the loan application 490 using the lender’s secure authenticator 558. This
transaction may be recorded by the lender’s database 560. Once the broker 455 has signed the
loan application 490, it may be transmitted via the network 561 through a network connection
462 to a proprietary network or intranet 564 of one or more banking institutions 456. Signatures,
authentication, data manipulations, storage and retrieval, and other functions are accomplished in

20 a manner similar to that used for the electronic check.

Referring to FIG. 28, the hardware necessary for participation of the borrower and lender
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sem colon, e.g. &circuunflex;. Note that these SGW entities wll not be
transl ated dur.i ng the processing and cryptographic hashing of an FSVL

El ect roni c BXWIAIS. They are only used for the purpose of JdPEPIURY7/24000
printing of chHaracters not in the usual ASCI | subset. 3. Al lines in

t he docunent nust be |less than or equal to 76 characters in |length. Wen it
IS necessary to continue information on a |ine past 76 characters, a

| i ne-end sequence may be inserted. A line-end sequence consists of either a

- 90- Caf b inffafelodh Brahisdetidn! is Qfikled &1 which @ boewet Holistation®AD i9prdviddd

These sequences are usually Operating System specific and wll probably be

Coauonces tngiRihg Yaid 30RRGK e TRRIA, Weonfibhed FRukER T 8 blepblE ol or

El ectroni c_ docunent. 4. Li ne-end sequences, may, be inserted_at apy point
in the dodinaneial trapsactinay The lendesavarksiainap33ds smilagly sentignred. Saftwamitort t he
characters preceding the |Iine-end sequence are spaces (ASCII Ox20). Any
spaces at gréjaratiof a0d nanipubionof loan bpplicationsen®alssl lqeatedrontthe prodastativne §30 lard
docunent, so if trailing spaces are required, they should be placed in

quotg§ (A3sh! 0x22). 5. Enbedded spaces, i.e. spaces that are not
i medi ately before a line-end are to be processed as is, i.e. they are not
to be renoved before processing, hashing, etc. 6. Leadi ng spaces, e.g.

i ndentation, are allowed but not recomended, as

Referring to FIG. 26, the transmission of a medical record 520 is depicted wherein a first
doctor 462 signs the medical record or a poﬂion thereof 520 with the first doctor’s secure
authenticator 566 which permits a digital signature of the medical record 520. The signature may

10 then be recorded in a database 570 which is responsive to the first doctor’s secure authenticator.
Once signed, the medical record 520 may be transmitted to a third party or to a second doctor
464. The second doctor may add material including a signature using the second doctor’s sécure
authenticator 568. The second doctor’s database 572 will record the'signature and the additional
information. Once signed by one or more doctors, the medical record 520 may be sent by a

15 network 574 through a network connection 576 to a proprietary system 578 of one or more third
parties 468, which could include an insurance company an administrative, or the like.
Signatures, authentication, data manipulations, storag;e and retrieval, and other functions are

accomplished in a manner similar to that used for the electronic check.

20 Referring to FIG. 29, the hardware required for 2 medical record transaction or
transmission is provided in which a first doctor workstation 660 and a second doctor workstation

662 are provided. The workstations are similarly configured to the workstations necessary for
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| eadi ng spaces are not deleted from processing, and as |ine-ends are
renoved, the | eading spaces on a line will -90A- be i ndi stingui shabl e
fromthe daw®8BAmMSSg the previous |ine, and thus may cause fRGIMASHTBHSON
violations or field data m sinterpretation. For exanple: <tagl>abcde

<t ag2>def ghi woul d cause the value of tagl to be 'abcde -91- SUBSTI TUTE
SHEET (RULE 26) CGeneric FSM. 4.1 Ceneric El ectroni c Docunent
Definition The definition begins with an FSNL el ectroni ¢ docunent. Every
FSM. el ectotherittansastionsofithe presant inyertiono sichas apslestrenie cheskdransastionor dhe These
docunents are nested, with the nesting done by enclosing earlier fornms of a

docunent | Geixgtionl Fa@on@at Sofondre taidifeonidRwakitations 660 end 665 ady etudeent i s
built inside a <fstc-doc> tag structure. <fstc-doc docname"cccccccc”

doctype" ccg %,g & it ?{{-;s & PGBHE R PR ipinP e RN G 8E KR nafiY Rhed [i3dling software.

<fstc-doc>

C-—l

5 The many features and advantages of the present invention are apparent from the written
descﬁpﬁon and appendices. Further, since numerous modifications and changes will readily
occur to those skilled in the art, it is not desired to limit the invention to the exact construction
and operation as illustrated and described. I-fence, all suitable modifications and equivalents may

be resorted to as falling within the scope of the invention.

-86-



</fstc-doc> Figure 4.1: Docunent elenent definition The docname= attribute
paraneter is a:docunment name, assigned by the software creating the
docunent. TiMos9sra68s Wi | | be used when conbi ni ng docunents. (BeErUSIMID0 NQ
Docunents, below). If multiple FSNM docunents are being created at one
tinme, as part of one file or transm ssion, the creating software should
ensure that 3 he docunent nanes.are unique, within the file or transm ssion.
Note: Attri gﬂf—aﬁﬂters nmust be enclosed in quotes. The doctype=
attribute paraneter is a docunent type, used to specify the type of
docunment. This type is used by the receiving software to ensure that it has
recei ved t herqMIL! SielFihatiefal SerdosWNIBRp nanguageni@ ah[SGML[ 1 «ha%sug Rngh

process. The document types are chosen froma |ist of pre-defi ned types or
may be typeddeaignedtp albaw thycrerionsefinieawgnimiinanciabdocumentar ti es, except that
the latter agreed-upon types may not conflict with any pre-defined types.
Note: Attribute parameters nust be enclosed in quotes. -92- SUBSTI TUTE
SHEET (RULE can b2 uBEE TS YeveriCdbpfieftidnisC Onleqd ¥P&8atB! fird\dén Péibric financial (or
st andar di ze ocunent types, and privately agreed-upon types, all privately
agr eed- upon aven mnmﬁnahyqah)siosbmehﬂ Renohresf mmmobpuctﬁh application; 8¢6 ereate, and

oot o onFoR B . A e ey, B Sl s e
panks, coul d,Br Wit £t RO b Rifent EAHERRBRrs will deskiie sxg@?aﬂaggg\%nt

types will be guarantee not to start wmtht acters
create and process Electronic Checks and assocxated documents.

FSML Documents may be signed. This signing, using public key cryptographic signature

and hash algorithms, provides a method of ensuring that documents have the following

security attributes;

Authentication A document recipient can authenticate that the document was
created by a specific person, or institution, and was not forged or
created by an imposter. '

Integrity A document recipient can determine that the document was not
changed or corrupted in any way since it was created by the
originator.

Non-repudiation A document recipient can prove that a document was definitely

created by the originator even if the originator “repudiates” the

document, claiming that someone else created it using their name.

The FSML signature mechanism also allows documents to be combined, or added to,

without loss of these security features.

An FSML Electronic Financial Document is comprised of a number of blocks, as defined
in the FSML definitions below. Each block contains some common fields, or elements in

SGML terminology, and also contains fields that are specific to the type of block.
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4.2 Generic Block Conmon Field Definitions A block contains sone common
fields, along with other fields specific to the type of block. Except in a
few cases a?;é) g ot herwi se specified, the order of fields within a

bl ock is no pre&e ned.. Once created, however, fields may nSCTHSYRAMY or
rearranged inside a block, to permt the digital signatures and hashes to
be valid. Common Bl ock Field Definitions Each of the bl ocks contains sone
field definitions which are conmon to all block types, as foll ows:

<bl kname>cc ¢ge ggn¢ ‘egf bfthe Rl E&%&%ﬁ:ﬁ&ﬁﬁs fh'aﬂxt i ORGS0 sttucthtet r&?hﬁtmg
common to all bl ocks bl knane (required) This is a character string

whi ch nust signatares, certificatds, actual damsetgniath separatecblodkseilows a dich,uromyilexd daocument

created. The cr in war e .nmust sure t hat ock re unj
o Chi o doTbb el S Hest S o Bl BaiAL s et et MR CBR b PR Bhe
bl ocks. cCri{erified accord®ipito rg@éx)daﬁsgg@kg@j fidiRUE/ FALSE) flag used to
detern‘inei?eaebacci H’%[c?!itlcal I gm is critical, then the
recei ving software nmust be able to process the block. If the software
cannot process a critical block, it nust abort processing the entire
docunent, or otherw se determ ne how to handl e the docunent as an

exceptional case. This flag is used to allow for expansion of the block
types, to allow software to "ignore" block types that it doesn't
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recogni ze, providing that they are marked non-critical by the software that
created them Certain types of blocks, such as informational nessages, etc.
-93- SUBSTI-TUTE SHEET ( RULE 26) m ght al ways be considered _non-critical.
Ot her type¥O®XP553s signatures, night always be consi der ed PEATYSPUZ4000 The
criticality flag is assuned to have a default of TRUE unl ess ot herw se
specified as FALSE. Thus, it is not required to be specified in every

bl ock. verw 3 S[ioptional) A nunber which indicates the Version of the
bl ock. New &@gr? may be introduced, and this nunber is used by receiving
software to detennine if it is capable of parsing/processing a block. If
the version nunber is larger than the one understood by the receiving

sof tware, ifh tha'fdeuds-SGNEL db@iitiors belw) @h aREBPIES beihd abit chowasxdmpias bf thee t he
criticality flag to determine if it can continue to prqcess the docunent.

If the ver SS@MLfommetior ESMbtelegtiopicdogements, ratferiban toatse formpbmetaginguiste

conor o bl i . N >

of "thet ol 1tans 48 éanHienro A hndrE AErkig fiakinicH Rdterih Y docBhim SRG ik | 370
formal notations (Extended BNF[7]{8] and SGML DTD{1}).

In these definitions, the following simple notations are used to indicate the type of value being

used for a particular field.

CCCeceeee This is used to represent a character string. The number of ¢’s in the definition
does not indicate the allowed size of the string. Character strings may contain
any legal SGML character, except the tag delimiters (< or >) and the other
SGML formatting characters. These characters may be inserted into the string
using the standard SGML escaping sequences. Country or language-specific
characters may also be used, again using the standard SGML escape
sequences[1]. Character strings need not be enclosed in quote symbols, unless
a trailing blank is desired in a character string.

nonnn An ASCII character string used to denote an integer number,

containing only the digits 0 - 9. The number of n’s does not indicate
the size of the number string. This is described elsewhere.

annnn.nn An ASCI character string used to denote a decimal (real) number,

containing only the digits O - 9 and a single, optional decimal point.
hhhhhh An ASCII character string used to denote the hexadecimal encoding on
a binary string of octets. It may only contain the ASCII characters 0-9,

A-F, and a-f. The number of h's does not indicate the size of the string.

OTHER An UPPERCASE string as a value represents itself.

-80.

SUBSTITUTE SHEET (RULE 26)



<action> </ action> <signature> </ si gnature> <cert>

</cert> <attachnent > </ attachnment > <nmessage> <rressage>
Figure-4.3 generl c block el enments The bl ock types €

fol | ows: de_é ﬁg A bl ock describing the action to be pgﬁﬁm t he
reci pi ent si gnature A block with the signatures and hashes of other

bl ocks cert A public key certificate attachnent An associ at ed
docunent at taﬁmﬂmﬁlﬁnﬁkﬁl\lnm% rﬁ wessage An i nformati onal
message, such as an error report 4 3.1 Generic Action Block Definition This
bl ock contai ns information about the action to be perfornmed by the

L s o B BB Bt s B By SVRRSS S GRARRS
(E-mail, file transfer, storage media, etc.) it was designed to be a plain ASCII document.
However certain formatting rules should be adhered to in order to ensure that most of the
usual transport mechanisms, in particular E-mail systems[9], will successfully transport the

FSML Electronic document unchanged.

Note that these rules supersede the white space and line end rules for SGML, in order to

ensure that signed documents can be successfully verified.
The rules are as follows:

1. All characters in the document should be chosen from the ASCII subset known
as printable characters (ASCII values 0x20-0x7E), except for line-ends (see
below). Any characters found in the document that are not in this set (0x00-
0x09,0x0B, 0x0C, 0xOE-0xE-0xIF, 0x7F-0xFF) are to be ignored. This means

that they may be removed before the document is processed.

2. If a character is required that is not displayable as one of the above ASCII
printable characters, it should be encoded in the document using an SGML
entity name for the character{1], enclosed between an ampersand and a
semicolon, e.g. &circumflex;. Note that these SGML entities will not be
translated during the processing and cryptographic hashing of an FSML
Electronic Document. They are only used for the purpose of display or

printing of characters not in the usual ASCII subset.
3. All lines in the document must be less than or equal to 76 characters in length.
When it is necessary to continue information on a line past 76 characters, a

line-end sequence may be inserted. A line-end sequence consists of either a
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</action> Figure 4.4: Action block elenent definition Action Block Field
Definitions Function (required) The function field contains a character
string .chos‘g 1%&{%a set of commands or verbs specific to the %@gl i cation
or type of §3 bei ng sent. Each application, or type of PGHUSHEAP00 | |
have a uni que set of allowable functions that are supported. (see E-check
specific Action block definition below) . reas ason

W) ason equired) The r.
field indicates the r&%BHBQ?}EWW%@?S%?\P’;@QﬁéFﬁéA&F Péemso B
recipient. It nmust be Qpe. | ; | = 7
PROCESS Thi s indi cas;a S 13%}}%&8?}‘0?#%%?&?@ gﬁ\%ﬁ?%é %\da }e?rr?gé‘@}égﬁ to
the recipient for nornebangedineesiong rafifdriNDechanismsTFos thisotasen alklindrend t he
docunent is a possible du Iicatg bei ngvr s?nt to the recinpient. ltFSi/'i'f”' d
onl'y be processed if iSearencaswillbefemavedbetare afy processing js fonergisipe
This indicates that thge SBBLurhentbei Ng sent as a test, and should not be
filly processed (i.e. 1t should not transfer funds). |INFO Thi s
i ndi cates that the docunent is being sent for informational purposes only
(e.g. as part of jhe text of an email ssage), and i s, not,.tq be processed.
RETURN Thi <hi ni T9p#8d sFbERPRnAE R BT 4 2BePAgt Cunt SadtEicr e

will be removed before processing, except if the characters preceding the

iy S

line-end sequence are spaces (ASCH 0x20). Any spaces at the end of a line
will also be removed prior to processing the document, so if trailing spaces
are required, they should be placed in quotes (ASCI 0x22).

5. Embedded spaces, i.e. spaces that are not immediately before a line-end are
to be processed as is, i.e. they are not to be removed before processing,
hashing, etc.

6. Leading spaces, e.g. indentation, are allowed but not recommended, as

leading spaces are not deleted from processing, and as line-ends are

removed, the leading spaces on a line will
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originator as a returned item The docunent will usually contain a
<nessage> bl ock indicating the reason for the return. 4.3.2 Generic
Signature Bl ock Definition This block contains a digital si r

anot her bl'YeR8BT658et of blocks. It is required whenever a b?‘g@@%ﬁ"{)&be

aut henti cated, or tanper-proofed. It also contains the reference to the
certificate block containing the public key used to verify the signature.
It is also used to "bind" nultiple blocks together, so that the resulting
conpound docunent can be. vieri.fied Unl ess ot herw se specit.ied, .t a

bei ng signed consi st e‘&ﬁ"%ﬁ@“‘@?ﬁ%ﬁj gm@o ?gﬁ@gn 'I“gttﬁeeprfg’cﬁuéi'flg'b n&c‘E&'ﬂE’?ch IS
defined to be every! isarbitlenan vikaidrsk Gefd i aesimirpriraton. Ror swdmph: ock.
The signature nust include the blocknanme, criticality, and version fields,
if present, as well as the contents of the block. -95- The actual hashes
of the signed bl OCks<tg§§>aibQﬁ%Ud6d to allow verification of the binding even
if the actual content It bound bl ocks is not avail able. -95A- :
SUBSTI TUTE SHEET (RULE 25gtag2>defgiinat ur e> <bl kname>cccccccc <crit >TRUE

would cause the value of tagl to be ‘abede
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<vers>| . O <si gdat a> <bl ockref >cccccccc <hash al g-' SHA' >hhhhhh
<bl ockr ef >cccccccc <hash al g' SHA">hhhhhh <nonce>nnnnn <si gref >cccccccc
<certissueﬁifﬁﬁﬁ§§§c <certserial >nnnnnnn <al gori t hn>SHA/ RSA

<t i mest anpeccCeCet <l ocati on>cccecccec <usernane>ccccce <usePgdtiS2H2408ec
<user phone>cccccc <usermail >cccccc <useridnuncccccc <userot herid>cccccc

</ si gdat a> <sig>hh&%§ﬂ&L</signature> Figure 4.5: Generic Signature bl ock
el enent def GRNGIAG ic Signature Block Field Definitions bl ockref
(required) The signature block contains one or nore <blockreP fields, each
of

4.1 Generc Electronic Document Definition

The definition begins with an FSML electronic document.

Every FSML electronic document consists of one or more enclosed documents. These
documents are nested, with the nesting done by enclosing earlier forms of a2 document inside

later additions to the document. Each enclosed document is built inside a <fstc-doc> tag

structure.

<fstc-doc docname“cececece” doctype="ccecccee”>
a sequence of one or more blocks and/or nested <fstc-doc> documents

</fstc-doc>

Figure 4.1: Document element definition

The docname= attribute parameter is a document name, assigned by the software creating the
document. This name will be used when combining documents. (See Combining Documents,
below). If multiple FSML documents are being created at one time, as part of one file or

transmission, the creating software should ensure that the document names are unique, within

the file or transmission. Note: Attribute parameters must be enclosed in quotes.

The doctype= attribute parameter is a document type, used to specify the type of document.
This type is used by the receiving software to ensure that it has received the correct type of
document, i.e. one that it knows how to process. The document types are chosen from a list
of pre-defined types, or may be types agreed upon by the sending and receiving parties, except
that the latter agreed-upon types may not conflict with any pre-defined types. Note: Attribute

parameters must be enclosed in quotes.
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whi ch contains the unique block nanie of the associated bl ock being signed.
Al'l of the block references nust appear inmediately before their respective
hashes (seewlpfsalss The <blockref> and <hash> pairs may be repeated
multiple times-to sign nultiple blocks. -96- hash BCEAIRY/24000 Thi s
field contains the actual hash of the respective block. Each <hash> start
tag may haveelevint SicBtbRflidPbatwedire dafifdll) StaRddrdiz&Bddciment (?gés', i privaed t o
performthe hash. The currently allowed paraneters are ] or SHAI4]. If
not specifi egreedupon tyipes alliprivatglyfagraed-upon Sprument types should iviBefied yathr e at ed.
O her hash al gorit has, be su rded in fixture. te: AtLribute
paraneters ﬁ‘h%?mﬁré th@éﬁ’ﬂg Pﬂ"%@&%@?"%ﬁ‘&eﬁ &ocumem('\gg%lﬂsieﬁé' )au%#ogni s a
nonce, or ORBplidafitns! ageeiMoBEHEd by Ui of Smalb@olip of Bsbpeating darfka! éuldbe written
di scourage crypt anafyS| s attacks. See the section below on Signhature )
Cal cul at i ongs dooppe="puRSlaTAlgredsfineddosune)t types Niljjbe guaranteed oyt sarWith
This is t hed%lcg\%xa zg,gg,,_pf the <cert> bl ock which contains the public key
that can be USs o verify the signature. This field, although optional, is
only optional when an agreenent is in place indicating that the recipient
of the
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docunent does not need the certificate in order to process the docunent.
certissuer (optional) This field contains the unique distingui shed nane
of the.issuer:of the certificate[6]. It should only be specified if the
<cert> bl oM&98476855 0t being sent with this document. certse®CaIUS97/24000
(optional) This field contains the unique certificate serial nunber
assigned by the issuer of the certificate. It should only be specified if
the <cert> BIDckGenesicBlockeCommen FieldiDefiitiondocunent . al gorit hm
(required) This string indicates the algorithmused to sign the signature
bl ock. It may be Ms/ RSA[ 3] or SHAIDSA[ 5] or SHA/ RSA. Note: |nplenmentors of
code that is used to sign FSM. El ectroni c Docunents may choose to ort

only one of ANeckgnstainssemecopmenficlds, Aprgwith otheBelds spesific 1o HiedHea @ of
code that i rify 4 F . L I

t hree al gor ﬁ%gg‘ ‘J’I‘ﬁelv&s{&esér-\ss%lfi é’gi\élks n ef&grﬁgee(r)%fﬁ?%. géi%feﬁég% \%P?gibc@is ot
depr ecat ed. piddeRsedaiQnce cregtef] howevey, fitldis mafyinet be mpeed ér rearrdriged inisive atbkork, tohe
docunent was signed, It -must be jin Universal tine[1lQ (i.e. GMI) specified
as CCYYM DDPemiitihs gigitahugnaturpeand hashes o Be walid; t or al characters, and where
"CC'" is the century (currently 19, soon 20), "YY" is the year, "MN is the
nonth, "DD' is. the day, "hh" is the hour, "mt" is the mnute and "ss" is
t he second. CeamighaBieck FielddPpéfinitiomk) This is an identification string
containing the certifjcate users nane. IS, pptiopally inserted. intg the
docunent by the @aﬂbf”%éﬁi’@cﬁ%ﬁ’%se“’f‘!?@ﬁ ée_%gx;{_%ns W?"Fhia\ée Fqramen thﬂ]{qu? five
fol |l ow ng fiﬁegsas%lfovﬁpt lonal identification data. This

<blkname>cceecee
<crit> TRUE|FALSE
<vers>nnn.nnn
Figure 4.2: Elements common to all biocks
bikname (required) This is a character string which must contain a block name assigned

at the time the document is created. The creating software must ensure that the
block names are unique within a document. The names are used to refer to the
block from other blocks.

crit (optional) A boolean (TRUE/FALSE) flag used to determine if a block is
critical. If a block is critical, then the receiving software must be able to
process the block. If the software cannot process a critical block, it must abort
processing the entire document, or otherwise determine how to handle the
document as an exceptional case. This flag is used to allow for expansion of
the block types, to allow software to “ignore” block types that it doesn’t
recognize, providing that they are marked non-critical by the software that

created themn. Certain types of blocks, such as informational messages, etc.
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data is supplied by the electronic token owner to the token issuer at the
time the token is initialized, but it is not certified to be correct or
accur at e byuiy ggﬁen issuer. The data is inserted into the electronic
t oken when the tokKén is initialized, and may al so be correct @ETASURAAR ed
| ater by the issuer using admnistrative token finctions and passwords.

This data is then inserted g r coptrol of hecgtg i nto the docunent . by
SR

the el ectronic token, me"" %34%‘3'{“" g% $ich 38 Fighanirep, mighte
user once the documen sﬁﬂfe-r S

docunent, which of thr(g1 SSE I cégtt%il %in I gﬁg ?E{g{ls eﬁlg%ggelrlétv'g q%egatug

t he docunent in any oﬁmﬁimnl 3 otherwise ypecified @ FADSE. dhus, litdsnotuequitsdido be
(optional) Thi s |s an |die£nt| Al cathgon string containing the certificate
user s address. Skt ed into the docunent by the

El ectroni c har dware token user phone (optional) This is an
identification string containing the certificate users phone nunber. It is
optional ly iveserted i (emional Aduuehee mihidhyinditatesithe Yersioni of theabldelar New oknsions

user enai | (optional) This .is,an,identifi Lon ring containin
certificate users em gad‘?té%d’élceq’ta“ﬁ,}“ Cli?ﬁéﬁ"}sﬁjf’%?&g‘f’@ﬁ ﬁw%re tﬂgemm““e
docunment by the El ect Gitscapdl %&G&ssxﬁﬁ'}al&ﬁuﬁmevérﬁ%hﬁﬁ\@ér):sfﬁﬂe? is
an identification string contal ning t certificate users identification

nunber. It is optionathap theiere ungdgrstonddythe reseivingsottwisg, it mastisswme that it
har dwar e t oken. -97A-

cannot process the block, and must use the criticality flag to determine if it can
continue to process the document. If the version number is not specified, it is

assumed to be 1.0.

4.3 Generc Block Definitions

Each Generic FSML block starts and ends with one of the following sets of block tags:

~G3A-
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userotherid (optional) This is an identification string containing any
user identification the user wishes (e.g. conpany nane). It is optionally
inserted ipnto:the docunent by the El ectronic hardware token,

(optional )a‘ﬂﬁs?t}ﬁsel d specifies |ocation/country where the ngﬁﬁg{é“%&}as
signed. sig (required) This is a hexadecimal encoding of the actual
signature gata—Srgmature catcutrartom The carcutrattomnm of - the Strgnature 1s
perforned astadTepws 1. Find Tagonce> value is created as a random nunber.
2. The 4nonce> value is logically prepended to the subject block
contents be*f@c@omashi ng. Thi%actioo® udes the tag string "<nonce>", e.g. if

t he nonce 12345 t kgsignagurerct er s <nonce>12345 are | ogi cal |y

pr epended tch subj ect bl egdenpef ore hashing. 3. The hash is cal cul at ed
using the ¢Qg t he subgp@ehmbBisck, (W th the <nonce> prepended)

excl udi ng qtggngi gﬁ start t & odl ock end tag, but including all
characters etween, with ception of all carriage returns, line

f eeds, and ttraill ng.--spaces. 0N Line In;.\rhnn and. . enbedded Spaces in.a lin
are included in the hash. SdEwerf]:disof genesic bioskelemeats nanes encl osed

bet ween an anpersand and a semi colon) are |eft untranslated when hashing. -
4, The resulting hash value is inserted into the <hash> entry (as Hex

ASCI 1) in t1R tiedittppddlace ddfinekas follows: Steps 2 through 4 are repeated for
each block to be signed. -98-

action A block describing the action to be performed by the recipient
signature A block with the signatures and hashes of other blocks

cert A public key certificate

attachment  An associated document attached to an FSML document
message An informational message, such as an error report

4.3.1 Generic Action Block Definition

This block contains information about the action to be performed by the recipient of the

Electronic Document.
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6. A, second hash calculation is performed on the contents of the

<si gdata sub- bl ock, which contains the previously cal cul ated hashes, their
bl ock references, and the <nonce>. This should include all characters

bet ween t he wglogdadsa) tag and the </sigdata> tag, again omtt;, %14,24000
carniage returns, line feeds, and trailing spaces. This second I's then
encrypted using the private key The result is the signature whi ch i's
inserted (i
tag. 4.3.3|<caqtion>c Certificate Block Definition This block contains an
encoded X $0Xpiianimebtatatsec] (6)]. <cert> <bl knane>cccccccc <crit>TRUE
<vers>1. 0 fcesehtyregES09vl <certissuer>cccccccc <certserial >nnnnnnn
<cert dat a>hh o</ cert> Figure 4.6: Ceneric Certificate block el ement
definition]- % %},@&'ELJCQIE SHEET ( RULE 26) Generic Certificate Block

Field Defini t reason>cccccccc

</action>

Figure 4.4: Action block element definition
Action Block Field Definitions
Function (required) The function field contains a character string chosen from a set of
commands or verbs specific to the application or type of document being sent.
Each application, or type of document will have 2 unique set of allowable
functions that are supported. (see E-check specific Action block definition

below).

reason (required) The reason field indicates the reason that the document is being

transmitted to the recipient. It must be one of the following character strings.

-94A-
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certtype (required) This field indicates the type of certificate
contained in the bl ock. The possible values are X509vl or possibly XS09v3
(to be.deternined). certissuer (required) This field contains the unique
di stinguis of the issuer of the certificate. certser]

(required) h?%dsﬁ}%?ll%gl d contains the unique certificate serial b?ﬁ Sg7r/24000

assi gned by the i ssascpést h {4 ng ' ot kBitige
cont ai ns the hexadeci rr%]ésencgggghg%c%ﬂae??;aggiefﬁ%a%tﬁ%mA%&. I%E{n Cli 11[12]
encoded X. 509 certificate. 4.@cipieGefoenomnadptaxessingnt Bl ock Definition This

bl ock contains any docunent that is to be attached to the FSM. El ectronic
Docunent (e.g. a Remttance notice, Contract, etc.). <attachnent>

<bl kname>ccccccce <pegRD </ afigh Adicated tHaf i HRILMert 194 pBssible/ dupgBeme beiag
Attachment bl ock definitron Any data may be contained in the Attachnent

bl ock, between the <adata> arrgsent saithe secipienys It shouldcenlnbeaprocesses f 85 roia
rules for SGW docunents and @@o _f‘ol‘h}ow the formatting rules for FSNL

El ectroni ¢ Docunents. If the Gatp at Fﬁ%fie';y?r‘i . €. not expressible as ASCI |
text, it nust be encoded using the BASE64 encodi ng nechani sm(9] and nust be

contained in lines | ess than 76 characters in |ength. -99-
TEST This indicates that the documert is being sent as a test, and

should not be fully processed (i.e. it should not transfer funds).

INFO This indicates that the document is being sent for informational
purposes only (e.g. as part of the text of an email message) and

is not to be processed.

RETURN This indicates that the document is being sent back to the
originator as a returned item. The document will usually

contain a <message> block indicating the reason for the return.

4.3.2 Genenc Signature Block Definition

This block contains a digital signature for another block, or set of blocks. It is required
whenever a block must be authenticated, or tamper-proofed. It also contains the reference to
the certificate block containing the public key used to verify the signature. It is also used to

“bind” multiple blocks together, so that the resulting compound document can be verified.
Unless otherwise specified, the data being signed consists of the entire contents of the subject
block, which is defined to be everything between the start and the end tags for the block. The
signature must include the blockname, criticality, and version fields, if present, as well as the

contents of the block.

.95.

SUBSTITUTE SHEET (RULE 26)



4.3.5 Generic Message Bl ock Definition This block contains error nessages
and return information that indicates the reason that the attached FSM.
Docunent was hot processed successfully or it nmay contain other information
about the %&6@%‘%@5 docunent. -99A- <nmessage> - bl knane>ccogerness7/24000
<crit>TRUE <vers>|. O <retcode>ccccccc <nsgtext>cccccccccce <nsgdata>

/ message>1hi GHhS Hisifes oBERaigned MRsEage iftludel ki nérifitafiomof the bindngerviic if
Message Block Field Definitions retcode | required) This field contains
a return dmcheniahdontents afithe boundbiacks iswaf av#lablet t ached docunent was ret ur ned.
nsgt ext (required) This field contains a textual nessage expl ai ning why
t he docunent was returned. nsgdata (optional) This field contains any
ot her data that nay be associated with the nessage, e.g. a report or bank
statenent. - '
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- 100-

the various steps and institutions that are part of the entire systemthat

processes

: ment, new i nfornmati on nay be added to the docunent. To

al low the NEW I A3rmation to be added, while still all owi ngPER@SEI34890hal

information to be protected and verified using digital

si ghatures, a

Combi ni ng Docunents As an FSM El ectroni ¢ Docunent passes throughm

docunent c
docunent,

whi ch may @
<si.gnature
si gn bl ocky
must al so |
<action> bl
by the recgq
nodi fi ed dq
conmpound d(
not be uni
conflicts |\
into a new
Al of the
<fstc-doc>
the sanme ¢
uni que. |f

ﬁ

D%I ning_nmechanismis defined. To add new information to a
1 iﬁ&‘%ﬁp docunent is enclosed in a <fstc-doc> tag structure,
| S

i n
0
3 BfaitkEREE

C¢f&tv bl ocks containing the new information. New
y al so be contained in the new information and may
ifversd.0 nner nested documents. Each new, surrounding <fstc-docs
avesigalataew <action> bl ock, and DOCTYPE paraneter, and the
oc k<gslockrE¥ScdoBiccbel ongi ng to the out ernost <fstc-doc> are used
i Vi Bighsh sETACSHhBhIGT M ne the nethod used to process the
pcunent . Wien conbi ning original FSM2L docunents into a |arger,
pCu heie€9ccckgRosit Slip), the names of the original blocks nay
jue. . L Xete i ng process nust be used to handl e nam ng
\Vhen n er “of docunents are being conbined (i.e. enbedded)
docﬁ?ﬂ?ﬁﬁm‘?ﬂ‘é docunent conbining process is as follows: 1.
or i QA CESEE- doc> el enents are enclosed in a single new
el efeemissuerfiecceedcgi nal docname attribute parameters are kept with
nt eftegtseriafrrogsnanl of t he conbi ned docunent nanes are not
t heyalgorehmd>SHARSAe, new, uni que nanes
<timestamp>cccceeee :
<location>ccceccce
<username>ccccce
<useraddr>cccece
<userphone>ccecce
<usermail>cccece
<useridnum>cccece
<userotherid>ccccce
</sigdata>
<sig>hhhhhhhh
</signature>

v

Figure 4.5: Generic Signature block element definition

Generic Signature Block Field Definitions

blockref

(required) The signature block contains one or more <blockref> fields, each of
which contains the unique block name of the associated block being signed. All
of the block references must appear immediately before their respective hashes
(see below). The <blockref> and <hash> pairs may be repeated multiple times

to sign multiple blocks.
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shoul d be assigned by the conbining software. 2. Any tinme a bl ock nane
reference is required to refer to a block which is not the same <fstc-doc>
as the onewgpipiasdai Ng the reference (i.e. inter-docunent references) then
t he ref erence consists of the DOCNAME of the <fstc-doc> &ICHAREF/24000
concatenated wth a period"" and then with the <bl kname> of the inner bl ock
being refetasid to. TiFeguiral) Shischeltbcbntding the actoalthastyof the cespedtivadibcko Haoh e
than two levels, e.g.,' quterdoc.innerdoc.block'. As an, exanple: |fthere are
two original documen{besh>starhiag may hpys gn Wﬂ%‘ﬂ%ﬁs‘g‘%’ ttg}ga%lﬁ?r%
<bi-kame>bl ockl </ at t debiHertofth ¥ sl OThe Glrfvnfly ARSwELPGEABRrs 46 BADS(2] or
<attachnent > <bl knarrgg og{?l O@aiﬁ achment > y 2] )
SHA[4]. If not specified, the value will default to SHA. The use of MDS is
deprecated. Other hash algorithms may be supported in future. Note:

Attribute parameters must be enclosed in quotes.

nonce (required) This is a nonce, or one-time random number, used to “salt” the
hashed data to discourage cryptanalysis attacks. See the section below on

Signature Calculations.
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</fstc-doc> Figure 5.9: Exanple of conbining docunents - before V\hen they
are conbined, the result is: <fstc-doc docnane="newdoc"> <fstc-doc

docnane= "do
<f st c-doc docnane%g%

tachnment > <bl knane>bl ocki </ attachnent> </fstc-doc>
oc2' > <attachnment > <bl kcnanme>bl ockl </ at tE4HBSPE34G00

</ fstc-doc> <signature> <bl ockref>doc 1 .blockl <blockref>doc2. bl ockl
</ si gnat ur e> sigkdfst c- do¢aptiongl) fl‘hlSSSﬂ:GbkEkamé ef thie <cervh bivick gvhithcuomesirtsshe public

after -102- Any ext ernal referen es he <attachme t>aﬂ100gi§1 i n, tﬁe
first document woul d béey that can be use tove thesxgnature This field, although optional, is

certissuer

certserial

algorithm

timestamp

usermname

only optional when an agreement is in place indicating that the recipient of the

document does not need the certificate in order to process the document.

(optional) This field contains the unique distinguished name of the issuer of the
certificate{6]. It should only be specified if the <cert> blocks are not being sent

with this document.

(optional) This field contains the unique certificate serial number assigned by
the issuer of the certificate. It should only be specified if the <cert> blocks are

not being sent with this document.

(required) This string indicates the algorithm used to sign the signature block.
It may be MDS/RSA[3] or SHA/DSA[5] or SHA/RSA. Note: Implementors
of code that is used to sign FSML Electronic Documents may choose to
support only one of the above three possible signing algorithms. Implementors
of code that is used to verify FSML Electronic Documents must support all
three algorithms. This ensures interoperablity. The use of MDS5 is deprecated.

(optional) This field specifies the time that the document was signed. It must
be in Universal time[10] (i.e. GMT) specified as CCYYMMDDThhmmssZ,
where the T and Z are literal characters, and where “CC” is the century
(currently 19, soon 20), “YY” is the year, “MM” is the month, “DD” is the

day, “hh” is the hour, “mm” is the minute and “ss” is the second.

[(optional) This is an identification string containing the certificate users name.

It is optionally inserted into the document by the electronic hardware token.
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'dool.blockl', and the <attachnment> block in the second docunent woul d be
"doc2, bl ockl'. References inside - 102A- docl to any bl ocks would still
, use the ori-ginal, single level nanes. Simlarly for internal references
_inside doWO%Y-WlﬁéS is extended if the nesting is continued tRCHBRY240Mn two
| evel s, e.g.” 'outerdoc.innerdoc. bl ock' -103 SUBSTI TUTE SHEET (RULE 26)

E- CHECK SPECI FI C FSM. Thi s chapt scr t he us FS for Elegtronic
Checks and associ at ebhig Seldn#ng egmg %?P@*@W‘P‘%ﬁ'&?’éda& ﬁ“ﬁl es
are applicabl e, exce &wﬁé} ck
have ggdl tional fiel %ﬁt f‘@ﬁ?@%?ﬂé‘fﬁ% ﬁ| E@'g Clisg‘eel?? ?noﬁlﬁ{:ei-aé ﬂhelﬁhﬁ >

DOCTYPE Definitions fﬂhmlféﬁﬁ‘il’i‘tffﬁﬁhm; buteit ismot uemﬁui fof bret apragooors aca!gamls'tthbe one

of the follow ng val ues for Check or  rel docunent
Thi's i ndi cates that E? data l%*%ﬂé‘&ﬁiwegm%mgﬁbﬁk?“%ﬁ%ﬁ“i‘%

usabl e as a payment. m%se dmcjf'n %be corrected or up@hted 14k yAhE Bsidiabing he

docunent is a signed, e
administrative token functions and passwords.

This data is then inserted, under control of the user, into the document by the
electronic token, however the data cannot be changed or deleted by the user
once the document is created. The user may select, when writing a document,
which of the six identification fields are to be inserted into the document, in any

combination, or may select none of them.

useraddr (optional) This is an identification string containing the certificate users
address. It is optionally inserted into the document by the Electronic hardware

token.

userphone  (optional) This is an identification string containing the certificate users phone
number. It is optionally inserted into the document by the Electronic hardware

token.

useremail (optional) This is an identification string containing the certificate users email
address. It is optionally inserted into the document by the Electronic hardware
token.

useridnum  (optional) This is an identification string containing the certificate users

identification number. It is optionally inserted into the document by the

Electronic hardware token.
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which is usable as a paynent to a third parry. CERTCHECK

This indicates that the docunent is a signed, certified check, which is
usabl e as a Xmant and contains bank certification information certfying
that the f|W§§ At avai | abl e and hel d. DEPOSI T ~ PCT/USSTRZp090

I ndi cates that the docunent is a group of one or nore endorsed, signed

el ectroni c checks, conbined with one or nore deposit slips, Jnét%ﬁded as a

deposit. Rmupessherid  (optional) This is an idenfificationgstrng WataRg anvHiseheMRsaton hey

Crbesages block 1 ndi cat iSbes s, Dbl antd)] (IOBBER Merd inf hedbama "
SHEET (RULE 26) 6.b%theﬂeae¢xﬁ®mmﬁbm&enDocurTent Gobal Structure 6.2.1

BNF Structure of FSML El ectroni ¢ Check Docunents The following is an
Ext ended BNF( 7][8] description of the global block structure of FSM. E-

Check El ectyp ﬁ Docgsgﬁﬁ'kfrﬁll) Iﬁiy%e%@cﬁgtlaédngﬂlc&nﬁﬁ%@e Wbﬁeﬁfwﬁwf

nmeaning 'is |ned ani ng used to encl ose
opt i onal |tems { } used to encl ose repeated itens (repeated zero or
nore tinmes) ) . . . . .
sig (required) This is a hexadecimal encoding of the actual
signature data.
Signature Calculation

The calculation of the Signature is performed as follows ...
1. The <nonce> value is created as a random number.

2, The <nonce> value is logically prepended to the subject block contents before
hashing. This includes the tag string "<nonce>", e.g. if the nonce value is 12345, the
characters <nonce>12345 are logically prepended to the subject block before hashing.

3. The hash is calculated using the contents of the subject block, (with the
<nonce> prepended) excluding the block start tag and block end tag, but including all
characters in between, with the exception of all carriage returns, line feeds, and trailing
spaces on 2 line. Leading and embedded spaces in a line are included in the hash.
SGML entities (i.e. character names enclosed between an ampersand and a semicolon)

are left untranslated when hashing.

4. The resulting hash value is inserted into the <hash> entry (as Hex ASCII) in the
| signature block.

5. Steps 2 through 4 are repeated for each block to be signed.
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< > used to encl ose specific FSM. tags. <O used to
speci fy FSM. bl ocks. Nanes not enclosed in any of the above bracket synbol s
are called-nontermals and are used to define synbols internal to the BNF
speci fi catWOH98875§. Note: Blocks are not required to be in PREUSZUE% der
specified bel ow, except that the <action> bl ock nust always appear as the

first block in any cfstc-doc>. Subgroup BNF definitions First, ,sone
| ower - | evel nonfer ni Adecandihaph ealquiatiops Bﬁ%ﬁ@u%%@ﬂ%‘,s qm'i‘?:ﬁs%‘gfﬂ) afug-

<signature> blo if: éﬁ@ < : Ji -and t
ncctai g or oup. Stod Wit Efindthe B Sl cAIRGGAN Nahel Meif BLE T/OACS. and the
c?r t_sig_gr ?Up[ <nonce>-= T]his sﬁlétlﬂﬂ giehide al charhotés detweeh thracdigdatay tgg anpthe co=
<(signature)> [<(cert)>] tell _sig_group, = <(si, gnat ur e) > )

[ <(account)> <( s##ta&@zms z@m&m@mw@e@éﬁn‘i?@ﬁi@g SPQCGS- This
act _sig_group i LD herr SheHit _’ if Rthe sibhiesvilia] a
user signature ?ﬁégpg?g%ﬁ??'gg%gn aéggﬁﬁ%fhégggﬁ%gcgﬁgganer, dsélgll(l)si tor.x The
cert_sig_group ivinsemed$istTie: ASCOhmtaithe signatarcbledeast the biloe for theorsigs tager
signature that does not require an account, e.g. check endorser, or Ceneric
FSML docunent. The bank_sig _group includes the <signature> and <cert>

bl ocks use Ao8k i BniddRr s account and certificate, or a

ret ur ned ig'esgly ?r}ﬁesone&gtgﬁ%?Bg%%unent §i gned by the Bank. The

tell _sig_group includes the <signature>, <account>, and <cert> blocks for a

t e.l ler’s s block contains an encoded X.509 certificate [O)R

<cert>
<blkname>ccceecee
<crit>TRUE
<vers>1.0
<certtype>X509vl
<certissuer>cceceece
<certserial>nnnnnnnn
<certdata>hhhhhhhh

</cert>

Figure 4.6; Generic Certificate block element definition
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bank officer's signature that requires an account, e.g. certified check.
- 105A- SUBSTI TUTE SHEET ( RULE 26) Si gned El ectroni c Check BNF

definiti-ons ned echeck. doc:: = <f st c-doc doctype=' check"> -
<(action)> 9%) > acct _si g_goup bank sig_group {<(attachnEHWW$Wnﬂmo

[ <(mvoi ce) >] -</fttc doc> mul ti pl y_si gned-echeck-doc: : = <fstc-doc

doct ype="ch > LQ..aroup bank sig_ group si gned_echeck_doc
[err] nultlgﬁ? g%iﬁé g%fﬁ%@%iﬁgﬁﬁgﬁg doc> Certified, Signed Electronic
Check BNF definitions certifiedecheck doc::= <stc-doc doctype-"certcheck">
<(action)> <(certification)> tell sig_ grou bank_ sig_group signed echeck

doc [err] meemttypey si {feauiredy Rhisifielddndicgtasshetype efcertificate contained in the block. The
possible values are X509v1 or possibly X509v3 (to be determined).

certissuer (required) This field contains the unique distinguished name of the issuer of the
certificate.

certserial (required) This field contains the unique certificate serial number assigned by
the issuer of the certificate.

certdata (required) This contains the hexadecimal-encoded binary value of the
ASN.IDER[11][12] encoded X.509 certificate.

43.4 Generic Attachment Block Definition

This block contains any document that is to be attached to the FSML Electronic Document

(e.g. 2 Remittance notice, Contract, etc.).

<attachment>
<blkname>ccececce
<adata>

<fadata>
</attachment> _ _
Figure 4.7: Generic Attachment block definition

Any data may be contained in the Attachment block, between the <adata> and </adata> tags.
The data must follow the rules for SGML documents and also follow the formatting rules for
FSML Electronic Documents. If the data is binary, i.e. not expressible as ASCII text, it must
be encoded using the BASE64 encoding mechanism([9] and must be contained in lines less than

76 characters in length.
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Endorsed, Signed El ectronic Check BNF definitions check _doc_ i st
. =si gnedecheckdoe [err] nultiply_signedecheck doc [err]

certifiedecheck doc -106- endor sed_echeck) _doc <f stc-doc
doct ype="enOH8BKE5S <(action)> <(endorsenent)> cert sig_gr ouBCHARKI/24000
sig_group - check_doc_ list </fstc-doc>

mul tiply endorsed_echeck _doc::= <fstc-doc doctype='endcheck"> <(action)>
<(endorsenent)> cert_si g _goup bank_sig_group endorsed _echeck _doc |

mul ti pl yensorsed echeck doc </fstc-dqac> - 106A- Deposited El ectronic
Check BNF dé@ihi Gepsiic Massage B E’élb@ﬁ!"f“g‘? D - endor sed- check_doc

mul ti pl yendor sed- echeck_doc deposit_group_doc <f st c-doc
doct ype="deposit"> <(action)>
This block contains error messages and return information that indicates the reason that the

attached FSML Document was not processed successfully or it may contain other information

about the attached document.
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e

<(deposit)> { <(deposit)> ) acct_sig_group [bank_sig_group] { acct_
sig_group [bank_sig_grfoup]) endorsed_doc_list ( endorseddoc_list }

</ f st c- doc) %%g %{e acct sig group is repeated if multiple deposit slips
for multiple a s are being used. rf all deposit slips aPETISOT7240080 Sane
account, only one acct Si ggroup IS present Ret ur ned El ectrom c Check BNF
defi ni t| ons 2 - y 1
<(message) > b:mksagvg group deposit group doc i endorseddocl i st check
docli st { bgnkst arpikhamétdcSsecetoo> Note: The bank sig group is used here hy
t he -bankl to}sign thggemeegage, and possibly the bankstanp bl ocks. It
contains a d¢ifferegiSeptificate than the one used by the bank to sign
users accoupts ang %cfé&ig&ﬂ: bl ocks. -107- SUBSTI TUTE SHEET ( RULE 26)
6.2.2 G oball Strugture ned El ectronic Check

ceecesceecee
<msgdata> '

) >

</message>

Figure 4.8: Generic Message block element definition

Generic Message Block Field Definitions

retcode (required) This field contains a return code indicating the reason why the

attached document was returned.

msgtext (required) This field contains a textual message explaining why the document
was returned.
msgdata (optional) This field contains any other data that may be associated with the

message, e.g. a report or bank statement.
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G obal Block Strucur Detail - Signed El ectronic Check Bl ocks

Bl ock Bl ock Ref er ences Bl ock Bl ock Function NO and
Contents - No. <action> d PAYNENT/ PROCESS
<check>  WO98B65 o g gnat ur e> C3 hash of <adGIf27/24000

d Si gner s signature hasch of <chec> C2 bash of

si gner's <account > C4 hashes of any <attachnent s> C6 bash of any

<i nvoi ce> reference to <account> C4 <account > 4
issuer/seriél gf <C'ﬂocumems G5 signer's account block <cert>

C5 signer's certificate
<attachnent > C6

attachnments. invoice <signature> hash of signer's <account>

bl ock C4 AspmRRML Elpgrmw@cumhp@se8§h@ush the vageyssieps aad mstlwoa%'fbéP ¥ce

to bank's <ce

bank' s cert? éfq"%mé@%sg%gﬁm CRaNE = mﬁdo%{:‘ ys\gmfowéa?p;n e abcetﬁdgﬁ%to the
<bi kname>C documefit. g MWhé@xbﬁQzl@maﬁon to bk kRdER R still allowinghke biginal

<si gnat ur e> <bl kname>C3 . . si gnat ure> <account> .  <bl knane>C4. ..
</ accounp <afrmation to be prmméﬁ@;wﬁqe d using digitalsignatresae Aegument combiRig>Co

-lattachienbsishiPhdmes! )

To add new information to a document, the existing document is enclosed in a <fstc-doc> tag
structure, which may also enclose new blocks containing the new information. New
<signature> Blocks may also be contained in the new information and may sign blocks in the
inner nested documents. Each new, surrounding <fstc-doc> must also have a new <action>
block, and DOCTYPE parameter, and the <action> block and DOCTYPE belonging to the
outermost <fstc-doc> are used by the receiving system to determine the method used to

process the modified document.

When combining original FSML documents into a larger, compound document (e.g. Deposit
Slip), the names of the original blocks may not be unique. A document combining process
must be used to handle naming conflicts when a number of documents are being combined (i.e.

embedded) into a new document.
The document combining process is as follows:

1. All of the original <fstc-doc™> elements are enclosed in a single new <fstc-doc>
element. The original docname attribute parameters are kept with the same contents, unless all
of the combined document names are not unique, If they are not unique, new, unique names

should be assigned by the combining software.

2. Any time a block name reference is required to refer to a block which is not the same

<fstc-doc> as the one containing the reference (i.e. inter-document references) then the
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<si gnar ur e> <bl kname>C7 . . </signature> <cert> <bl knanme>C8 .

</cert> </fstc-doc> -108- 6.2.3 @ obal Structure - Certified, Si gned. .

El ectronic @gﬁ;’%ﬁg obal Bl ock Structure Detail - Certified Signed

El ectronic ocks Bl ock Bl ock Ref er encB&T/US97/24000

Bl ock Bl ock Functi on No. and Contents No. <action>

Ql PAYIVENT/ PROCESS <c. > @ , < gum

certifi cat i GHTHICEERNSISLS ﬁ%&ﬁf@‘m of thegfstc-doc> elpmeny cht?ﬁdo%hapmd
Ce&{dtﬁéﬁﬁh&b% Hhé> BP&Q::@E: laéékgéeﬁ%lrefé%@ C2 hash of new

<certification> erence to ban count > <cert>

@7} certlfler s certificate

<account > i,ssuer/serial of <ce

certifier's accomfgméﬂedégﬂﬁﬁ égcomnue% t°@’retha“ twalvRlsoF-8certfier:
<account > bl ock gufhiochiHakdos bidegnat ure hash of cerdfiers <cert> block 4
reference to bank's <cert> Cr <cert> Q7

bank's certificate signed E-check Cn

ori gi nal ecﬂseacxll(exﬁn%}e(::-doc docnane="Q' doctype=""'certcheck">

If there are two original documents:
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<action> <bl kname>Q@ . . </action> <certification> <bl knanme>Q2.

c/ endor senent > <si gnat ur e> <bl kname>@ . .. <signature> <cert>
<bl knane>(;)$v098,3 76 cert> <account > <bl kname>@ .. . </account>
<si gnahtre> -~ <plkname>Q6 . .. </signature> <cert> X WHSHESe5P
</ cer> <fstc-doc docnhane= "C doct ype="check"> <acti on> <bl knanme>C |
. . <l acti gmre—<ctretk> ot Rmame=C2———<ftheck>—<stTgmature>
<bl knane>CJ <fstc-dot doepamert doclccount > <bl kname>C4 . </ account >
<cert> <attdchhemtbre>C5 .. . </cert> <attachnent> <bl kname>C6 ...
</ attachnent > ( epichamietblockdi gnat ur e> <bl kname>C7 . . . </signature>
<cert <bl kname>C8 ... </cert> <fstc-doc> <fstc-doc> -109- 6.2 4
A obal Str CtHfaﬁa hn@ﬂ@rsed El ectroni ¢ Check G obal Bl ock Structure Det ai
- Endorsed &_ pi.c Chetk Bl ocks Bl ock Bl ock References
Bl ock Bl jo unct I on
<fstc-doc docname="doc2">
<attachment>
<blkname>block1
</attachment™>
</fstc-doc>

Figure 5.9: Example of combining documents - before

‘When they are combined, the resuit is:

<fstc-doc docname="newdoc”>
<fstc-doc docname="docl">
<attachment>
<blkname>biockl

</attachment>
</fstc-doc>

<fste-doc docname="doc2">
<attachment>
<blkname>blockl

</attachment>
</fstc-doc>

<signature>
<blockref>doc1 . blockl

<blockref>doc2 blockl

</signature>

</fste-doc>

Figure 5.10: Example of combining documents - after
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No and Contents No. <acti on>. El

PAYMENT/ PROCESS <endor senent > E2

endor senment ywhlgggkdss <si gnat ur c> E3 hash of <action>

El endorsers signature hash of original <check> PEYURYAIM new
<endor senent > E2 hashes of any new <attackmets> ES reference to
endorsers <cert E4 <ccrt> E4

endorsers certificate <attachnent> E5

new attachnments <signature> E6 hash of endorsers <cert> bl ock
E4 - bank's signature reference to bank's <cert> E7 <cert>

E7 Any external references to the <attachment> block in the firstzddcumentavauld beat e si gned
E- check . . oryj gl pal ., .,
echeck <f st AOgLBlogk e Fartagiypenss block it seqand dosupent uld be dogt BRskk e
: </ act Referenc@isidesenent > <bknanme>E2. .. </endorsenent> <signature>

<bl kname>E3 .. . </signature> <cer> <bl kname>E4. .. </cert>
<attachnent> <blknanme>E5 . .. </attachnment> (optional) <signate>

<bl kname>E6 . .. <signatbre> <Cert> <bl kname>E7 ... </cer>

<f st c-doc docnanme="C"' doctype="check"> <action> <bl knanme>Cl

</ action> <check> <bl kname>C2. .. </check>
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<si gnat ur e> <bl knanme>C3. .. <(signature> <account> <bl kname>C4 .

</ account > <cert > <bl kname>C5. . </cert> <attachnent> <bl knanme>C6
</ att awhmsxm;’ss( optional) <signature> <bl kname>C7. . nat ur e>

<crrt> *<pl kname>C8 ... <(cert> </fstc-doc.> <fstc- doé’;‘%i SP@y24000

6.2.5 G obal Structure - Deposited Electronic Check G obal Bl ock

Structure Detail - Deposited El ectonic Check Bl ocks Bl ock

Ref er ences Bl ock Bl ock Function and Contents

No. <action> D1 DEPQCSI T/ PROCESS <deposi t > D2

deposit slip(s) <signaure> D3 hash of <action> D1

depositors signature hash of ori gi nal <endorsenent > E2 hash of new

<deposi > bl ( %}’ Cc

depositors <acc§))ﬁnr?{bl°£%4w er ence é[)&n ep05| g%gag‘aafci@gu% > or%tggxglunt>

D4 | eferecesiasidatioc <cert> deposi tors account bl ock

This is extended if the nesting is continued to more than two levels, e.g.

‘outerdoc.innerdoc.block’.
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<cert> D5

depositors certificate <signature> D6 hash of depositors
<account> “54 s banks signature hash of depositors <cert> bl ock D5
BB7%2 10 bank's <cert> D7 <cer > CT/E§77/3300

bank s certificate endorsed E-check
original echeck <fstc-doc docnane"D' doctype-"deposit"> <action>
<bl kname>D1 ... </action> <deposi tt> cbl kname>D2. . . </deposit>

<si gnat ur e g&éﬁ@ﬁﬂ% gnat ue> <account > <bl kname>D4. ..

</ account >E¢ IEBC .. <l/cert> <signature> <bl knanme>D6 ...
</ si gnature> <cert> <bl knarre>D7 ... <lcert> <fstc-doc docnane"E"

doct ype="endcheck"> <acti on> <bl kname>El . .. </action> <endorsenent >

<bl kname. >F&is chapts¥ &d3ckibecs CiRdze of FSMIN@t Bleetronic Chbdidsnadassbdated dosurméry aAllir e>
<cert> <bl knane>E4. <cert> <attachnent> <bl knane>E5

</ at t achmeof the(Grperio RSML forsmass and ules are applrabie fecepbthat new block fmss efegdded,
< t> "C
dgg'[ ype'"c ﬁ'e’% EQEAH( §§E§J§§e addﬂé%’{aﬁﬁél&ﬂfg ggﬁatgg%léjc% ?gﬁ > <check>

<bl knanme>C2. . . </check>
6.1  Electronic Check DOCTYPE Definitions

The DOCTYPE parameter in the <fstc-doc> tag must be one of the following values for a E-

Check or related document ...

CHECK - This indicates that the document is a signed electronic check,

which is usable as a payment.

ENDCHECK This indicates that the document is a signed, endorsed check,
which is usable as a payment to a third party.

CERTCHECK This indicates that the document is a signed, certified check,
which is usable as a payment, and contains bank certification

information certfying that the funds are available and held.
DEPOSIT This indicates that the document is a group of one or more
endorsed, signed electronic checks, combined with one or more
deposit slips, intended as a deposit.
RETURN This indicates that the document is a deposit item being returned

by the bank for some reason. It will contain a <message> block

indicating the reason for the return.
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<signature> <bl kname>C3 .. . </signature> <account> <bl kname>C4 .

<account > <cert> <bl knane>C5 . . . </cert> <attachnment> <bl kname>C6 .
</ att aghaE] optional) <signature> <bl knanme>C7 .. . </signature>

<cert> C‘pasg/%ﬁ?%arrpm .. <lcert> </fstc-doc> </fstc-doc>Pg§g3§H8@>

-111- 6.2.6 G obal Structure - Returned El ectronic Check d obal Bl ock

Structre Detail_- Retu neg El ectronj eck Bl ocks BBl ock Bl k

Ref erencr $.2  Electronic Check Documggt Gigbg Btion No. and Contents

No. <action> RI RETURN | NFO <nessage> R2

return item nessage <signature> R3 hash of <action> R1

bank' s si gt urBNR Saictnfe of RSMB ddectronic Check De2uthersh of ori gi nal <deposit>

bl ocks D2 refrence to bank's <cert> <cert> R4

bank's certificate returned E-checks CED
cchecks enfalSRIwRE & an Extended BNF[7][8] description of the global block structure of FSML E-

Check Electronic Documents.

BNF Meta-Notation

The meta-symbols of BNF are:

= meaning “is defined as”

| meaning “or”

[] used to enclose optional items

{} used to enclose repeated items (repeated zero or more times)
<> used to enclose specific FSML tags.

<0> used to specify FSML blocks.

Names not enclosed in any of the above bracket symbols are called nonterminais and are used

to define symbols internal to the BNF specification only.

Note: Blocks are not required to be in the exact order specified below, except that the

<action> block must always appear as the first block in any <fstc-doc>.

Subgroup BNF definitions

First, some lower-level nonterminal definitions of signature groups, which contain <signature>

blocks and their associated <account> and <cert> blocks.

i

acct_sig_group <(signature)> [<(account)> <(cert)>]

cert_sig_group = <(signature)> [<(cert)>}]

bank_sig_group u=  <(signature)> [<(cert)>]}

tell_sig_group o= <(signature)> {<(account)> <(cert)>]
-105-

SUBSTITUTE SHEET (RULE 26)



deposits <fstc-doc docnane="R " doctype="return"> <action> <bt kname>R1 .
.<action> <nessage> <blknane>R2.. . </nessage> <signature> <bl knane>R3 .
.. <lsi gnwscfﬁﬁsgcert > <bl kname>R4... </cert> <fstc-doc docnarne="D"
doct ype='deposit > <action>  <blkname>Dl . . </action> <dBpbYFI24000
<bl kname>D2 ... </deposit> <signature> <blknanme>D3 . . . <lIsignature>
<account > <bl knane>D4.. . <.account> <cert> <bl knanme>D5. .
</cert> <signature> <blname>D6.. . </signature> <cert> <bl kname>D7. .
</cert> 'fﬁéic@r_@i@f%rﬁﬁﬁ HRIHASthE <sigAfineP 2 RHEHN Ol <erfRbldcREFor 2 user
<bl-knanme>El ... "<acli on> <endor senent > <bl kname>E2. . <endor senent >
<si gnat ur esignature Hiak requizeees: account, eg icherkisigner; depasitor: <bl kname>E4. .
</cert> <attachnent > <bl kname>E5. . . </attachnent> <optional >
<si gnat ur e> <bl hname>E6. </signature> <cert> <bl kname>E7. . .
</ cert> <fPh&cedOsigAa6BR RIS thel ASikyARee> CAAaeert> PREkS PR3 user signafipé KiaaasssCl
<action> <check> <bi kname>C2. <.. check>
not require an account, e.g. check endorser, or Generic FSML document.

The bank_sig_group includes the <signature> and <cert> blocks used by the bank to sign the

users account and certificate, or a returned item, or some other document signed by the Bank.

The tell _sig_group includes the <signature>, <account>, and <cert> blocks for a teller’s or
bank officer’s signature that requires an account, e.g. certified check.
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<si gnat ur e> <bl knarme>C3 . </signature> <account> <bl kname>C4 .

</ account > <cert> <bl cnane>C5. .. </cert> <attachment>

<bl | name>€6.: .. </attachnment> <optional > <signature> <bH§P rﬁ 00
</ si gnat JY@2BR857 ¢ > <bl knarme>C8. . . <tcert> <fste-doc

</ fstc-doc> <fstc-doc> <fstc-doc> -112- 6.3 El ectroni ¢ Check Bl ock

Definitions This section describes the blocks, fields, and other

i nf or nat i SignesifEledtfonic ChedkBINE defigfioSSM_ f or El ect roni ¢ Check docunents.
Each E- Check Specific PSM. bl ock el ement starts and ends with one of the
follow ng sets of block tags: Start Tag End Tag <action>

</ acti on>gssi LAY @S¢ = %W@ﬁsﬂ@g@k> </ check>
sigried 3 ég‘<??jeposit> <endor se

<deposi t > nt > </ endor senent >
<(action)>

<(check)>
acct_sig_group bank_sig_group
{<(attachment)>}
{<(invoice)>]
</fstc-doc>

multiply_signed_echeck_doc ::= <fstc-doc doctype="check”>
<(action)>
acct_sig_group bank_sig_group
signed_echeck_doc | multiply_signed_echeck_doc
</fstc-doc>

Certified, Signed Electronic Check BNF definitions

certified_echeck_doc ::= <fstc-doc doctype="certcheck™
<(action)> '
<(certification)> tell_sig group bank_sig_group
signed_echeck_doc | multiply_signed_echeck_doc
</fstc-doc>

Endorsed, Signed Electronic Check BNF definitions

check_doc_list ::=signed_echeck_doc | multiply_signed_echeck_doc]
certified_echeck_doc
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<certification> </certification> <account> </ account > <cert>
</cert> <attachnent > <att achnment > <i nvoi ce> </ nvoi ce>
<nmessage> . </ message> <bankst anp> </ bankst aggps@miacioe>

</ bundl e>wo 9pB7655. 11: List of block elenments The bl ock types are defined
as follows: action: A bl ock describing the action to be perfornmed by
the recipient signature A block with the signatures and hashes of other
bl ocks chegliorsed echefi)_@bect r om=c c i6stdedohegastype="endcheclehosit sl ip, attached
to one or nore checks endorsenent ancgl @gtroni c endorsenment, attached to a
check certification A certificati 6/f*®Ed to create a certified check

account A bl ock contai ni ng acC%Hdbﬂ-,gmémjzoemtsigggrwprbank_sig_groun public
key certificate attachnent An associated docunent attached to an FSM.
docunent invoice An 4 nvoi ce/ r ewhedkades: lifocunent cont ai ni ng paynent

i nformati on bankst anp A bl ock corg@{ n#bg_g processi ng status information
bundl e A bl ock used to conbi ne cg'g up of checks for inter-bank
transm ssion' 'to be defined -113-

multiply_endorsed_echeck_doc ;= <fstc-doc doctype="endcheck™>
| <(action)>
<(endorsement)> cert_sig_group bank_sig_group
endorsed_echeck_doc | multiply_ensorsed_echeck_doc

</fstc-doc>
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6.3.1 E-Check Action Block Definition E-check action bl ocks are the sane as
Generic Action blocks. The function field definition for the E-check

appl i cati oRy ; one of the follow ng character strings PAYMENT This

i ndi cat es trwhg]tﬁ/ls.ﬁggdocurrent is a check being sent as paynmentPEHUS774000e
TRANSFER Thi s indicates that the docunent is a check being sent to a bank
to be cashed and transferred. DEPCSIT This indicates that the docunent
is a check or group of checks being sent to a bank for deposit. CERTIFY
This indicates that the docunent is a check being sent to a bank for
certification. STOP This indicates that the docunent is a stop
payment beiDepositet ElectrenihEhéck BINEXERtions Thi s i ndi cates that the docunent

[ [ [ bej t t bank t h I ic d [

ent i Ly, . SBOBMBEIRE T ot ur CHBPTIRI TR AT B RO R oM ur e

Bl ock is ”&p&s’i{f_gro}% ade:£ener i <sreldab Abstiype-Bhgmaiiim>except for additional
ibe

fields as descr el ow. - 114(actionsi gnat ure> <bl kname>cccccc <crit>TRUE
<vers>1.0 <(dep08it)>
{ <(deposit)> }
acct_sig_group [bank_sig_group]
{ acct_sig_group [bank_sig_group] }
endorsed_doc_list
{ endorsed_doc_list }
</fstc-doc)

Note: The acct_sig_group is repeated if multiple deposit slips for multiple accounts are being

used. Ifall deposit slips are for the same account, only one acct_sig_group is present.
Retumned Electronic Check BNF definitions

returned_item_doc = <ftsc-doc doctype="return"?
<(action)>
<(message)> bank_sig_group
deposit_group_doc | endorsed_doc _list | check_doc_list
{ bankstamp }
</ftsc-doc>

Note: The bank_sig_group is used here by the bank'to sign the message, and possibly the
bankstamp blocks. It contains a different certificate than the one used by the bank to sign

users accounts and certificate blocks.
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<si gdat a> <bl ockref >cccccccc <has al g[ err] " SHA>hhhhhh <bl ockref >cccccccc
<has al g=SHA" >hhhhhh <bl ockref >ccccccc <has al g="SHA">hhhhh <nonce>nnnnn

<si gref>cccgece <certissuer>cccccccec <certserial >nnnnnnn <al gori t hn>SHA/ RSA
<ti nest anp> g%%@@%g <l ocati on>cccccccce <username> CCCCee <J83V§ﬂﬂ Wcccec
<usermai | >cccccc <useridnunmpcccccc <userot heri d>cccccc </ si gdat a>

<si g>hhhhhhh </si gnature> Figure 6.12: E-check Signature bl ock el enent
definition E-Check Signature Block Field Definitions bl ockref

(required) The signature bl ock contains one or nore <bl ockref> fields, each

6.2.2 Global Structure - Signed Electronic Check

Giobal Block Structure Detail - Signed Electroric Check
Blocks Block | Block References Block Block Function
No. and Contents No.

<action> Cl PAYMENT/PROCESS
<check> c2
<sigmamre> c3 hash of <action> Ci signer's signature

hasch of <check> c2

hash of signer's <account> C4

hashes of any <attachments> C6

hash of any <invoice>

reference to <account> C4
<account> C4 issuer/serial of <cert> Cs signer’s account block
<cert> C5 signer's certificate
<attachment> Cé attachments. invoice
<signature> c7 hash of signer's <account> block | C4 bank's signature

hash of signer's <cert> block Cs

reference to bank’s <cert> C8 :
<gert> C8 bank's certificate

<fsic-doc docname="C" doctype="check">
<gction> <blkname>Cl . . . </action>
<check> <blkname>C2. . . </check>
<gignature>  <blkname>C3 . .. </signature>
<account™> <blkname>C4 . . . </account>
<gert> <blkname>CS5 . . . </cert>
<attachment> <blkname>C6 ... </attachment> (optional)
<signature>  <blkname>C7 ... </signature>
<cert> <blkname>CS8 . . . </cert>
</fstc-doc>
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of which contains the unique bl ock nanme ofthe associ ated bl ock being
signed. Al of the block references nust appear imedi ately before their
respective-hashes (See below). The <bl ockref> and <hash> paj

repeat ed MIPEPBT®EStines to sign multiple blocks. -115- ﬁ%{gﬁvgﬁﬁﬁ&
(required) This field contains the actual hash of the respective bl ock.
Each <hash> start tag may have an attribute paraneter which specifies the
al gorithmused to performthe hash. The currently allowed paraneters are
MD5[ 2] or SHA[4]. If not specified, the value will default to SHA. The use
of MD5 is (ﬁezﬂecﬁlabaicSthnte—Cdrtiﬁed,lSignedﬁtacanﬁbeheclfrust be enclosed in

guot es. nonce (required) This is a nonce, one-tine random

nunber, us¢d t(/)n:??LEm. @Q@BEWB@\?& Q;egdﬁfﬁﬁ{ g EXEB&Qal ysi s at tﬂs.

Si gr ef \UVLI UTTAAT
whi ch cont aBlesksa r ef er enBleckt o} Blixk Refesetcded | cat e bl o¢ Bloclor | iBlock Burkctiva bl ock
et ur @s that don't need

nane of the¢ <cert> bl ockNe.t se| 4nd Comsgnts- 115A- Si
when an

account bl ock Son> This fi Irsjonly optronal
[ ;cﬂﬂh? gfcaﬁ' Wﬁ eC| piept of the.. .
certification block

agr eement pl ace ip
<gignature> hash of <action> Q1 cerntifier's signature
hash of original <check>
hash of new <certification> Q2
reference to bank's <account> Qs

<cert> Q4
<account> Qs
<signature> Qs

certifier's certificate
certifier's account block
bank's signature

issuer/serial of <cert> Q4

hash of certifier' <account> block | Q5

hash of certifiers <cert> block Q4
: reference to bank's <cert> C7

<cert> Q7

signed E-check Cn

bank's certificate
original echeck

<fstc-doc docname="Q" doctyps="certcheck">

<action>

<blkname>Ql . .
<certification> <blkname>Q2. ..
<signatere>  <blkname>Q3 .

<blkname>Q7 . |

. </action>

</endorsement>

. . signanure>
. <Jcere>

... </account>

. . </signature>

. <feert>

<fste-doc docname="C" doctyps~—"check">

<action>
<check>
<signature>
<account>
<cert>
<attachment>
<signature>
<cert>
</fstc-doc>

<fstc-doc>

<hlkname>Cl .

<b!kname>C2. o
<blkname>C3 ...
<bilkname>C4 . ..
<blkname>CS5 . .
<blkname>C6
<blkname>C7 .
<blkname>C3 . ..

. </action>

</check>

</signarure>

</account>

. </cert>

. .. <attachment> (optional)
.. </signature>

<feert>
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docunment does not need the certificate in order to process the docunment.

certissuer (opt| onal) This filed contains the unique distinguished nane
of the issugy ége certificate(6). It should only be specified if the
<account > ang <cert> bl ocks are not being sent with this doctfméH¥?2488 only

when the bl ocks being signed do not require an account, e.g. an

endor senent. certseri al (optional) This field cont ai ns the uni que
certificate serial nunber assigned by the issuer of the certificate. It
shoul d only be specified if t <a <cert> bl ocks are not being
sent with tKi%4dsaehakSiructursy e&ﬁ Pﬂ‘é%r‘é ¥cks being signed do not
require an acu%e-g—an-ende&sem&——&kge#ﬁ#m——(—#eqw—#ed&—?hﬁ—
string indi¢ates the al gorGihianBiotkSeuchie Betgln EhdvisedElgmadiciCiectol ock, |t may He
MD5/ RSA[ 3] ¢T—SHADSA[ 5T OT DEF;%HDI-\ Note, T nprenepLors pi_code fnat 1s

used to si gnBPéWL El ectro‘ﬂ?“t‘;‘ oFlBefeenctiay choose | BoSupp8loek Fd’ﬁ?‘&?“one of

t he above t htree-—Ressibl-crd-cai feat et a ot g at e oele i liertorisS

used to veri kyeabpSM EI e tglonl 0 A ERRCRESt suppbrt al{ three al gorlthms.
Thi's ensur e$ <pabmefer abigy ty.| The use of MD5 is dpprecal esfiorsémeaitdei@np

(optional) Théignafter! d spega f i gaéhfop<dctisie t hat t he PBrunmenéndesss Sgngaed. |t
must be in Uni versal ti (i . d. i yrighpeehdcked as CCYYNWWDDThhmmssZ. wherle
the T and Z{are literal [charadtheshsfsewrandatsenet>' CC'[{ EZ t he century
(currently 19, soon 20),| "YY" |ilsshesvfanygew <attadiienti>s| ERe npnth, "DD' is the

day, "hh" ig the hour, "jnmi' i g referencetosadopers s> ss | B4t he second[lO]
| ocati on <cedpt i onal )| Bhi s jfiel d specifies | ocat i on/ c b ERdetEsss GRAEFAEE t he
docunment wa$ <¥Rehre> usdrifane g tlonal) This{is an RSt | on
string cont aiAPRYt he addBunt |Jesyoeng "f:q‘"é‘k op Eg)nal REEPEEY i nto
the check b tl‘;'e El ectrorgﬂc CHEERBES P 6657 e bank's certificate

signed E-check Cn original echeck

<fstc-doc docname="E" doctype& endcheck">
<action> <blimame>El . .. <faction>
<endorsement> <blkname>E2 . . . </endorsement>
<signature>  <blkuame>E3 ... </signature>
<cert> <blkname>E4 . . , </cert>
<attachment> <blimame>ES . .. </attachment> (optional)
<signature>  <blkname>E6 ... </signature>

<cert> <blkname>E7 . . . <cert>

<fste-doc docname="C" doctype=="check">
<action> <blkname>Cl . ., </action>
<check> <blkname>C2. . . </check>
<signature> <blkname>C3 . . | <signature>
<account> <blkname>C4 . . . </account>
<cert> <blkname>CS5 . , , </cert>

<attachment>  <blkmame>C§ . .. </attachment> (optional)
<signature> <blkname>C7 . . . </signature>

<cert> <blkname>C8 . . . </cart>
</fstc-doc> :
<fstc-doc>
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token. This field, and the 5 following fields are considered the electronic
equi val ent of the data usually printed on a paper check by the Check
Printing COW 5116- This data is supplied by the chec

t he bank at t.he tfrre the el ectronic checking account is estag{elgjﬁeﬁy)@u

Is not certified to be correct or accurate by the bank. The data is

i nserted i n gst h@“ﬁf’f%e Copgggﬁég it upgat k Checkbook is initialized at

t he bank, Iater by the bank using
admnlstrat' :xﬁc @ls Then
inserted, upde - . eitr-ontc
Checkbook, %’ﬁ&tlﬁg Ber once
t he check iS=—ctontod— Lt N0, o8R0 L oM o Se—afar e it
soneti mes riesutioned by chdédk guMWWm zations or Merchants. The usdr
may sel ect, | vdemsitwri ti ng B check, which of the 6 ildentif | d@wite¥P®i el ds arle
to be inser| &ignired t he |[Meck, hﬁh%ﬁ?“%nbl nati on, nalyeBSHEE HERYFe of
t hem useraddr (optfi onal ) <FR“P‘§ P i ionf string containing
t he account| users addregs. It ‘% o rt intp the check by the
El ectroni c Checkbook harldwar e ptipnal) This is an
identificatjon string cagntainifng I one{ nunber. It is
optional ly Jpsgrted intqghe ¢ReCkeh] MI ectro |]95 Cher haqls Radudividce
t oken. <cert> D5 depositors certificate
<gigmature> D6 hash of depositors <account> D4 bank's signature
hash of depositors <cert> block D5
D7 reference to bank's <cert> D7
<cgrt> Cn, En bank's certificate
endorsed E~check originai echeck
<fstc-doc docname="D" doctype=“deposxt">
<gction>  <blkmame>D1... </action>
<depositt> <b1knam9D2. . . Ydeposit>
<signature> <blkpame>D3 . .. </signature>
<account> <blkname>D4 . .. </account>
<cert> <blkmame>D5 . . . <cert>
<signature> <blkname>D5 . . . </signature>
<gert> <blkname>D7 . . . <cert>
<fste-doc docname="E" doctype="endcheck">
<action> <blkname>E]l . . . </action>
<endorsement> <blkname>E2 . . . </endorsement™>
<signature>  <blkname>E3 . .. </signature>
<cert> <blkname>E4 . . . </cert>
<attachment> <blkname>ES5 . .. </attachment> (optional)
<signature>  <blkname>E6 . .. </signature>
<cert> <blkname>E7 . . . </cert>
<fstc-doc docname="C" doctype="check">
<action> <bikname>Cl . . . </action>
<check> <blkname>C2. . . </chegk>
<signature> <blkpame>C3 . . . </signature>
<agccount>  <blkname>C4 | . . </account>
<cert> <blkname>CSs . . . </cert>
<attachment> <bikname>C6 ... </attachment> (optional)
<signaure> <blkname>C7... </signature>
<cerp> <blkname>C8 . . . </cert>
</fstc-doc>
</fste-doc>
<fstc-doc>
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-116A- SUBSTI TUTE SHEET ( RULE 26) user mai | (optional) This is an
i dentification string containing the users enail address. It is optionally
i nserted in\fVB B?s heck by the El ectroni c Checkbook hardware token.

useri dnum % p6[ tonal) This is an identification sting cofCA¥§oHg4%0he
account users identification nunber. It is optionally inserted into the

check by th ectronic Checkbook rdwar e_t o userot herid (optional)
This is an gagnt ﬁ W&&ﬁ gﬂ?’ﬁﬂ‘ﬂcn(al gy user identification the

1 o m\ IL FPY £, Ll H tad at o chaoo
user W shes—~e—g—eonpaRy—ha -S~epttehat-r—hsert-ed—+rt-o—the—chee

by the Elecfronic Checkboakobhmdmmemteo}eaﬂ - Rarged Electronic Check(r equi red) Thi §

I s a hexadeCgpat €ncodl NGQE | Biociatardabes 5! gnat Ur € [GaF J. Blosk Batlishl ©
Cal cul ation| The cal cul aaim.n of Mnﬁtgnature |s e qrdorimed_as foI | ows.

The <nonce>yarue 15 Craagnea { | N omaoC CL T OF NECRKOOOK) as a rando

wehli%) )

nunber. 2. messad3€ <NONGE> valrue s oglcally pr gpend bJect
bl ock contenj: mittP’ € hg§di ng. I% Lgl udes the tjag %MQ elg.
if the nonce value is 12345, t %rs <nonce are | ogi caIIy
prepended to the subject] bl ock phgbRkiginkl 23dpbsRS biocks D2 The hash is
cal cul ated usi ng the content s | aderdnbin 6dalot €gd> bl ock, (With the <nonce>
pr epended) pwuudl ng theg Ral ock start tag and bl ock end Yadls cerifidate

returned E<checks | CED echecks, endorsements.
deposits

<fstc-doc docname="R" doctype="return">
<action>  <blkname>Rl ... </action>
<message> <blkname>R2 ... </message>
<signature> <blkname>R3 . .. </signature>
<cert> <bikname>R4 . . . </cert>
<fstc-doc docname="D" doctype="deposit"™>
<action> <blkname>D1 . . . </action>
<deposit>  <blkname>D2 ... </deposit>
<signature> <blkname>D3 . . . </signature>
. <account> <blkname>D4 . .. </account>
<cert> <blkname>D5 . . . </cert>
<signature> <blkname>D6 . . . </signature>
<cert> <blkname>D7 . . . </cert>
<fstc-doc docname="E" doctype—-"endcheck">
<action> <blkname>E1 . . . </action>
<endorsement> <blkname>E2 . .. </endorsement>
<signature> <blkname>E3 . . . </signature>
<cert> <blkname>E4 . . . </cert>
<attachment> <blkname>ES . . . </attachment> <optional>
<signature> <blkname>ES6 . . . </signature>

<cert> <blkname>E7 . . . </cert>

<fstc-doc docname="C" doctype=" check">
<action> <blkname>C1 . . . </action>
<check> <blkname>C2 . . . </check>
<signature>  <blkmame>C3 . .. </signature>
<account> <blkname>C4 . . . </account>
<gert> <blkname>CS . . . </cert>

<attachment> <blkname>C6 . .. </attachment> <optional>
<signature> <blkname>C7 . , . </signature>

<cert> <blkname>C8 . . . </cert>
</fstc-doc>
</fstc-doc>
<fstc-doc>
<fste-doc>
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including all characters in between, with the exception of all carriage
returns, line feeds, and trailing spaces on a |line. Leading and enbedded
spaces. i n @Vd:f%g}ﬁﬁggre included in the hash. SGW entities (i peTASIzR4000 €1
nanes encl ose etween an anpersand and a sem colon) are |left untransl ated

when hashing. -117- 4. The resulting hash value is inserted into the
<hash> entry (as Hex ASCII) in the signature bl ock. 5. Steps 2 through
4 are repeated for each block to be signed. 6. A second has cal cul ati on

is perfornmed on the cont e‘%iss Ofkhléh .<si gdat a> sub- bl ock, which contains the
previ ousl y 3l cuElsetErninGhgrsHlog B0Mck references, and the <nonce>. This
shoul d include all characters between the <sjgdata> tag_and the </l§' a>
tag, agai n This sectingdescribesshe blaeks, fields, apd other wgom@eers§pealﬁa tq thejuse Af é@i@g
Thi s secondEleetsdni¢ Eheckalocements;pt ed using the private key in the electronic
checkbook. The result is the signature which is inserted (as Hex ASCII)
into the siBatE+Chedk Spekifia ¥FSMiecblucit elememrstartsand shdpwithaone o the PllowingssetsRifock
Defi ni ti on Plbélstahps:ock contains_the key data for an FSM El ectronic Check

Mul tiple sijohwendagertificatixsi Tagy be required, as determned by the
restrictionsc<dchighd i n the s¢/g@ph>s account bl ock. -1 17A-

<signature> </signature>

<check> </check>

<deposit> </deposit>

<endorsement> </endorsement>

<certification> </certification>

<account> </account>

<cert> </cert>

<attachment> </attachment>

<invoice> </invoice>

<message> </message>

<bankstamp> </bankstamp>

<bundle> </bundle>

Figure 6.11: List of block elements
The block types are defined as follows:
action: A block describing the action to be performed by the recipient
signature A block with the signatures and hashes of other blocks
check An electronic check
deposit A deposit slip, attached to one or more checks
endorsement An electronic endorsemént, attached to a check
certification A certification, used to create a certified check
account A block containing accounting information
cert A public key certiﬁcate
attachment  An associated document attached to an FSML document
invoice An invoice/remittance document containing payment information
bankstamp A block containing processing status information

bundle A block used to combine a group of checks for inter-bank transmission'

1o be defined -113-
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<check> <bl knane>ccccccc <crit>TRUE <vers>1. 0 <checkdat a> <checknuntnnn
<dat e i ssued>ccccccccc <dateval i d>ccccececce <country>ccc <anount >nnn. nn
<CUrrency>gef :87.9@5'[ o>cccccccc <payt obank>ccccccc <payt oacct pEfBS#ab1d
<payt ocust no>ccccccccc </ checkdat a> <checkbook>nnnn <restrictions>ccccccc
<payt okey>hhhhhh <payeracct>ccccccc <menp>cccccccc <conditions>cccccccc
<l egal notice> This instrunent is subject to check | aw'

6.3.1 E-Check Action Block Definition

E-check action blocks are the same as Generic Action blocks. The function field definition for

the E-check application must be one of the following character strings

PAYMENT This indicates that the document is a check being sent as payment to a payee.

TRANSFER This indicates that the document is a check being sent to a bank to be cashed
and transferred.

DEPOSIT  This indicates that the document is 2 check or group of checks being sent to a

bank for deposit.

CERTIFY  This indicates that the document is a check being sent to a bank for
certification. '

STOP This indicates that the document is a stop payment being sent to a bank.

INQUIRY  This indicates that the document is an inquiry being sent to a bank or other

Electronic document processing entity.

6.3.2 E-Check Signature Block Definition
The E-check Signature Block is the same as the Generic Signature Block, except for additional

fields as described below.

-114-

SUBSTITUTE SHEET (RULE 26)



</ check> Figure 6.13: Check bl ock el enent definition Check Block Field
Definitions checkdata (required) This is an enclosing sub-block. It is

used to conwaigs3aéss of the check field that will be interpre?gqj %@
| ogged by the El ectronic Checkbook hardware token. To sinpliTy 6% é)oby

this token,

specified. FITS- checknum (required) Thrs rs the unique check nunbe
created by i@ roni ¢ Checkbook hardware token. dateissued (requirefd)
This is the|effecthlymanpiceccsscct he check, supplied by the check issuer. It
is not necepsaril gerith®REE: e t he check was written. The date nust be
specified i p the k@gssltdndard [ 1 format CCYYMVDD, where "CC' is the
century (cufrentl ysigdstassoon 20), "YY" is the year, "MM is the nonth and
"DD" is the|day. T%}&&Pébc\!&c&&cc@e free to process or ignore this date as
they choose} datevakj.d This is the effective date of validify
for the chefk, sup e{ycrc@&cg eck issuer. It is not necessarily the date
t he check whs vvrlttgg bmg d for future use. Currently, it shoulgd
al ways be the sane P& i ssued>. The date nust be specified ih
the I SO staHdard[l%ornat CCYYMVD, where "CC' is the century (currently
19, soon 20 gqeecc" MM'' is the nonth and "DD' is the day.
- 118A- <has alg=" ">hhhhhh

<ponce>nnnnn

<gigref>ccceccece

<certissuer>cccceeee

<gertserial>nnnnnnnn

<algorithm>SHA/RSA

<timestamp>ccceceee

<location>ccceccee

<username> CCCCee

<useraddr>cecece

<usermail>ccecee

<useridnum>ccecec

<userotherid>cccece

</sigdata>

<gig>hhhhhhhh

</signature>

t he <checkdat a> sub-bl ock contents nust be in the order

Figure 6.12: E-check Signature block element definition
E-Check Signature Block Field Definitions

blockref (required) The signature block contains one or more <blockref> fields, each
of which contains the unique block name of the associated block being
signed. All of the biock references must appear immediately before their
respective hashes (See below). The <blockref> and <hash> pairs may be

repeated multiple times to sign multiple blocks.
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SUBSTI TUTE SHEET (RULE 26) country (optional) This is the 3 Ietter
| SO country code[ 13] of the location where the check is to be considered
witten: anmpunt (required) A decimal nunber containing the anmount of
the check. YO8 (required) A 3 letter 1SO currency cedajussyr4goayt o
(required) This is a string which is the nanme or other check-issuer

specified identification of the g g This field, and the foll ow n% three
fiel ds for beskubunit wirequirer)}{Eltis feld eentainsthe porusidashoeishe respesaiye blocko a%*he

check. If nultiple pay

repeated, with the fi eﬁiﬁ%ﬁﬁ%ﬁ?@@% g?’h&?ﬂ‘é ‘Saggrg?fgpay EQ{%&X&@FU ng
optional fields). paytﬂbﬁﬁthmused&ﬁiet‘famﬂﬂehﬁﬂ Srhe&uﬁ'eﬁﬂ}&mﬂawbﬁlp@famders are
speci fied nust be acconpani ed ei ther the <paytoacct>field, or_ the
<payt ocust no> fi el d, a%im Qﬂs 1. i et @h@ﬁ%gﬂwwgﬂeﬁh’ét%§% Theuse

I
gggggg;ﬁf ed b3(/0lto Léozga&@éﬁiﬁf&‘#@e@‘ﬁﬁw cgﬁ PSH alr%]}snﬁgthe a%iggeﬁdnf‘ nunber

of the payee. paytocusgues.(optional) This is a field which if speC| f| ed
must be acconpani ed by the <paytobank> field, It contains the custone
nunber of tPRACPayee at rﬁweéﬁyféw angnge, owafméowmgreumtg ﬁeﬂ Iq“’eu of

an account nunber. che ( ?H1E g!!!mh i nteger, supplied by

the El ectronic Checkboﬂén V\}é)r‘{é& it cﬁl e bank-uni que seri al

nunber of tdigreEheck bOO(bptxoﬂal)QHus is the block name of the <account> block which contains a
reference to the certificate block, or it is the block name of the <cert> block
itself, for
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restrictions (optional) This is a string containing restriction information
about the specific check. The field may be repeated. It nust be one of the
foll owi ng character strings. [err] DURATI ON PnYnWhD [errr] FOR DEPOSI T ONLY
[err] ALL RWBE5688)ST ENDORSE The PnYnMhD is an | SO st andar AATHSH@tW8d of
representing duration, where each "n" is a one ortwo digit nunber, and the
P character is required. The Nunbers before Y, M and D, represent years,

nont hs and days, respectivel The,.duration i Ol [ of, a_check
defaul ts to 60 days ifﬂ%%‘"%%yth%tr%‘*;geﬁﬁww bRk, i %ﬂiét%”%avsh °§"t°6‘6f f%nal,)
This is a hexadeci mal @ideestRmalRviRin 6 afrasmeht i€ b iR ilicadini@ chat ehelvRLipieat of the
specify the payee. If specified, the check may only be deposited in an
account whose certi fi cincamprtgioesnotinged thecartifigaty in qrderstojpresessihg desumeeat ed

Feld cont SoMPREa ondoRe BAFHkd biRsnf Y BB bininauiibd PRROTHEISHI " e
payer at the payees bufk b&fificaté(6f - It bhsuld ol bé sgegmgr }]fhl@e me@:{tu&ﬁg <t~.i>n>
al d. IS IS nNnot a pan

T T et g s ool B oy o bl e s b
electric WTLy, on gt i RubPupioah CLShEMIER || 0
W shes. certserial (optional) This field contains the unique certificate serial number assigned by
the issuer of the certificate. It should only be specified if the <account> and
<cert> blocks are not being sent with this document, and only when the
blocks being signed do noi require an account, &.g. an endorsement.
algorithm (required) This string indicates the algorithm used to sign the signature block.
It may be MDS/RSA[3] or SHA/DSA[5] or SHA/RSA. Note: Implementors
of code that is used to sign FSML Electronic Documents may choose to
support only one of the above three possible signing algorithms.
Implementors of code that is used to verify FSML Electronic Documents
must support all three algorithms. This ensures interoperability. The use of
MBDS is deprecated.
timestamp (optional) This field specifies the time that the document was signed. It must
be in Universal time (i.e. GMT) specified as CCYYMMDDThhmmssZ, where
the T and Z are literal characters, and where “CC” is the century (currently
19, soon 20), “YY” is the year, “MM’ is the month, “DD" is the day, “hh” is

the hour, “mm” is the minutes and ss is the second[10].

location (optional) This field specifies location/country where the document was
signed.
username (optional) This is an identification string containing the account users name.

It is optionally inserted into the check by the Electronic Checkbook hardware
token.
This field, and the 5 following fields are considered the electronic equivalent

of the data usually printed on a paper check by the Check Printing company.
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- 119A- condi tions (optional) A character string field, used to specify
any conditions between the check i ssuer and endorser. Not processed by the
bank. |egal notiice (required) This itemnust contain the character string
"This instrW@MBBTESED] ect to check |aw'. 6.3.4 Deposit Bl ock PEEUSAT2408h Thi s
bl ock contains a electronic deposit slip, which is bound (via a signature
bl ock) to one or nore endorsenent bl ocks before being sent to a bank or

ot her financial insti tws%mggauﬁgmthe c@&@g@gﬁ@{%g%&ﬁgﬁﬂg t}w ocks

nust al so have check bl ocks to‘them < kname>cccccccce
<crit>TRUE <vers> 1.0 <lkzowond sheckingaccountiy established buki i ot certified t be correct

Gefimi 11 on Deposi T Bl oCRSENERCIIBE Pk (19 e Bserted TR0 the EREiTpie heshbaok s
the effective date of then dRRAREbOSK isinitidtHRR bi B bk, GliPmay also be corrected or
updated later by the bank using administrative checkbook functions and
passwords.
This data is then inserted, under control of the user, into the check by the
Electronic Checkbook, however the data cannot be changed or deleted by the
user once the check is created. It therefore supplies a form of identification
sometimes required by check guarantee organizations or merchants. The user
may select, when writing écheck, which of the 6 identification fields are to be
inserted into the check, in any combination, or may select none of them.
useraddr (optional) This is an identification string containing the account users address.
It is optionally inserted into the check by the Electronic Checkbook hardware
token.
userphone (optional) This is an identification string containing the account users phone
number, It is optionally inserted into the check by the Electronic Checkbook

hardware token.
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depositor. It is not necessarily the date the deposit slip was created. The
date nust be specified in the | SO standard[10] format CCYYMWDD, where "CC'
is the centUry (currently 19, soon 20), "YY" is the year, "MM is the nonth

and "DD' i VOR¥IWEy. - 120- currency (required) A 3 | @CTarsot/s000
currency code[14]. itens (required) An integer specifying the total
nunber of checks or other itens being deposited. country (optional) A 3

letter |SO Ggertaily codepptidnal)&hik ibad-iddstifivaion virikd cdlkaitieg 'tmidsbx@rem“&hia&dﬂakwck
contains a digital endarsenent of a fjnancial docunent, usua X a check. It
must be bound (via a silyitaptipeallyjinsentsd intp tﬂaﬁeheshémeiﬁle@m%@ boojohpsdware
<endor senent > <bl | hanme3gegcccc <crit>TRUE <vers>1.0 <endor sedat a>
<dat e>ccccccccc

useridnum (optional) This is an identification string containing the account users

identification number. It is optionally inserted into the check by the
Electronic Checkbook hardware token.

userotherid (optional) This is an identification string containing any user identification the
user wishes (e.g. company name). It is optionally inserted into the check by
the Electronic Checkbook hardware token.

sig (required) This is a hexadecimal encoding of the actual signature data.

Signature Calculation
The calculation of the Signature is performed as follows...

1. The <nonce> value is created (by the electronic checkbook) as a random
number.
2, The <nonce> value is logically prepended to the subject block contents before

hashing. This includes the tag string “<nonce>”, e.g. if the nonce value is
12345, the characters <nonce> 12345 are logically prepended to the subject
block before hashing.

3. The hash is calculated using the contents of the subject block, (with the
<nonce> prepended) excluding the block start tag and block end tag, but
including all characters in betweenl with the exception of all carriage returns,
line feeds, and trailing spaces on a line. Leading and embedded spaces in a
line are included in the hash. SGML entities (i.e. character names enclosed

between an ampersand and a semicolon) are left untranslated when hashing.
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<country>ccc <anmount>nnn.nn <currency>ccc <payto>cccccccce

<payt obank>ccccccc <paytoacct >ccccccccc <paytocust no>ccccccccc

</ endor sedat a>* <checkbook>nnnn <restrictions>ccccccc <payt okey>hhhhh
<meno>ccccc O HFRHor senent > Fi gure 6.15: Endorsenent bl ock BCHHEST124000
definition Endorsenment Block Field Definitions endorsedata (required) This
I's an encl osing sub-block. It is used to contain all of the endorsenent
fields that will be interpreted and/ or | ogged by the El ectronic Checkbook

har dwar e t oken. To si npl I‘SI he A gdor s
sub- bl ock cont ent §*nust ’h?yreﬁ" agpa&ueéspxgéqr?qﬁéﬂfo iﬂas e“ég?%saﬁex ASCID)
(optional) This is the ghfgcdi 8 8iRkof the endorsenment, supplied by the

endorser. It is not necessarl y the date the endorsenent was created. The
dat e

5. Steps 2 through 4 are repeated for each block to be signed.

6. A second has calculation is performed on the contents of the <sigdata>

sub-block, which contains the previously calculated hashes, their block
references, and the <nonce>. This should include all characters between
the <sigdata> tag and the </sigdata> tag, again omitting all carriage
returns, line feeds, and trailing spaces. This second hash is then encrypted
using the private key in the electronic checkbook. The. result is the
signature which is inserted (as Hex ASCII) into the signature block as the
value for the <sig> tag.

6.3.3 Check Block Definition
This block contains the key data for an FSML Electronic Check.

Multiple signers/certificates may be required, as determined by the restrictions field in the

signer’s account block.

¢ e, e 0 A
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payt o (optional) This is a string

t her endorser identification of the ultimte payee or
FEECThis field, and the following 3 fields forma

h iggpbTRigs one of the possible payees for the check. If

ees are being-specified, then the subunit may be repeated, with
i <eehe>1dhne order for each payee (excluding optional fields).

yt ob nﬁga optional) This field if specified nust be

by 3&? % he <payt oacct> field, or the <paytocustno> field,

nt ai Nkchdamihncode of the ulti mate payee. paytoacct

lhis field if specified nust be acconpani ed by the <paytobank>

lhi ch <dateassned>cerscesgeount number of the ultinate payee.

(opt i<8£¥%~|v .dIQécgccti eld which if specified nust be acconpani ed

cc

na or
In

<country>ccc
<amount>nnn.nn
<currency>ccc
<payto>ccceeece
<paytobank>cccccee
<paytoacct>ccececceee
<paytocustno=>cccceecce
</checkdata>
<checkbook>nnnn
<restrictions>ccecece
<paytokey>hhhhhh
<payeracct>ceceece
<memo>Cccceeeee
<conditions>ccceccee
<legalnotice>“This instrument is subject to check law”
</check>

Figure 6.13: Check block element definition

Check Block Field Definitions

checkdata

(required) This is an enclosing sub-block. It is used to contain all of the check
field that will be interpreted and/or logged by the Electronic Checkbook
hardware token. To simplify parsing by this token, the <checkdata> sub-block
contents must be in the order specified.
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<payt obank> field. It contains the custoner nunber of the ultinmate payee at
their bank. Sone banks nmay use this in lieu of an account nunber. checkbook
(required)-This is an integer, supplied by the Electronic Checkbook

har dwar e t wioes/3768si ch i s the bank-uni que serial nunber of tME/EHEEAHE0K.
restrictions (optional) This is a string containing restriction information
about the specific check being endorsed. The field may be repeated. It nust
be one of the follow ng character strings. [err] FOR DEPOSI T ONLY payt okey
(optional) This is a hexadeci mal encoded Public Key which may be used to
uni quel y speheckunt he (pequired) This is peecuniquetheak rumblse crieated Py thel Eledeonieposi t ed
in"an account whose cgrtificate, has the identical key. Ts item may be
repeated if rmultiple %‘5@%"%%? exé'peci fied. neno (optional) A
character string field, used for any purpose the endorsenent issuer w shes.
-122- 6.3.6 Certification Block Definition This block contains a digital
certificati dateisfued chiseduired) Bhis ig tha effestiverdatargf the ehegksuppliegibyttheclisck dsuetr e

avai |l abl e and arehel d.in the acc t ,unt,il .the check cl.gar It i,s creat.ed

by a bank of ficer or & rfoéf‘e%?ﬁ_ ! E? _d#git}?o‘@ﬁ Y@s wH ?’bn eLffage %‘P‘g&? SP%G%%%

check that it certifiiashe ISOPéhdatd@D[ PimarOC ¥TMMDEY GiHefeCT Gk the by
(currently 19, soon 20), “YY” is the year, “MM” is the month and “DD” is the
day. The bank will be free to process or ignore this date as they choose.

datevalid (required) This is the effective date of validity for the check, supplied by the
check issuer. It is not necessarily the date the check was written. It is reserved
for future use. Currently, it should always be the same date as the
<datetssued>. The date must be specified in the ISO standard{10] format
CCYYMMDD, where “CC” is the century (currently 19, soon 20), “YY" is the
year, “MM” is the month and “DD” is the day.
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<vers>1. 0 <dat e>ccccccccc <country>ccc <checkbook>nnnn <cseri a>nnnnnn
</certification> Figure 6.16: Certification block elenent definition
Certification Block Field Definitions -122A- date (required) This
is the ef f eWDI%B7at e of the certification, supplied by the REGEIYIN24400 i  e.
t he bank. The date nust be specified in the |SO standard [10] fornmat
CCYYMVDD, where "CC' is the century (currently 19, soon 20), "YY' is the
year, "M is the nonth and "DD" is the day. country (optional) This is
the 3 letter 1SO country code of the |location where the certificationis to
be considered witten[13]. checkbook (required) This is an integer

suppl i ed by the El ectronic Checkbook hardware token, which is th
bank- uni que ceemtival nufapsional) Thisés the? dener B5Q GfN—@ﬁYtChéQ[W]sﬁfslihghC#@O&‘M@fe the

certified check. cser his is a bank-unique serial nunber
of the certified checghechés '8 b%&%%%&%%& and identification purposes in
the issuing bank. 6.3.7 Account Bl ock Defi n| tion This bl ock contains

i nformati on about the account of the check issuer, or endorser. It is
amount (reguired) A decimal number containing the amount of the check.

currency (required) A 3 letter ISO currency code{14].

payto (required) This is a string which is the name or other check-issuer specified

identification of the payee.

This field, and the following three fields for a subunit which identifies one of
the possible payees for the check. If multiple payees are being specified, then
the subunit may be repeated, with the fields in the same order for each payee

(excluding optional fields).
paytobank  (optional) This is a field which if specified must be accompanied by either the
<paytoacct>field, or the <paytocustno> field, and which contains the bank code

of the payee.

paytoacct (optional) This is a field which if specified must be accompanied by the

<paytobank? field, and which contains the account number of the payee.
paytocustno (optional) Thisis a ﬁelcf which if specified must be accompanied by the
<paytobank> field. It contains the customer number of the payee at the payees

bank. Some banks may use this in lieu of an account number.

checkbook  (required) This is an integer, supplied by the Electronic Checkbook hardware

token, which is the bank-unique serial number of the checkbook.
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al ways used in conbination with a certificate block. -123- <account >
<bl knane>ccccccc <crit>TRUE <vers>1.0 <bankcode>ccccc <bankacct>ccccc
<bankser >nnnnnn <expdat e>cccccc <accttitle>cccccc <accttype>cccccce
<banknane>w0d86es58bankaddr >cccccc <bankphone>cccccc <bankf aeCUs9724000
<banknmai >cccccc <acctrest>cccccc <certissuer>ccccccc <certserial >nnnnnnnn
<banki nfo | >ccccccccececececcce <banki nf o2>cccccccccceccccce

restrictions

paytokey

payeracct

memo

(optional) This is a string containing restriction information about the
specific check. The field may be repeated. It must be one of the following
character strings.

®DURATION PnYnMnD
eFOR DEPOSIT ONLY
e ALL PAYEES MUST ENDORSE

The PnYnMnD is an ISO standard{10] method of representing duration,
where each “n” is a one or'two digit number, and the P character is required.
The Numbers before Y, M, and D, represent years, months and days,
respectively. The duration (valid lifetime of a check) defaults to 60 days if

not otherwise specified here.

(optional) This is a hexadecimal encoded Public Key which may be used to
uniquely specify the payee. If specified, the check may only be deposited in
an account whose certificate has the identical key. This item may be

repeated if multiple payees are being specified.

(optional) This is a field containing a character string which is the account
information of the payer at the payees business, i.e. the number that the
payee uses to determine who is paying, or why it is being paid. Thisisnota
bank account number. As an example, this is the payer’s account number at

the electric utility, on a check used to pay an electricity bill.

(optional) A character string field, used for any purpose the check issuer

wishes.
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<banki nf 03>cccccccceccecccecec </ account> Figure 6.17: Account block el ement
definition Account Block Field Definitions bankcode (required) This is a
string containi n% t he uni que bank routing code of the issuing bank. -123A-
SUBSTI TUTEEHIBS03RULE 26) bankacct (required) This i BCRUSPT24800
contai ning the account nunber of this account in the issuing bank. bankser
(required) This is a nunber containing the account bl ock serial nunber of

t hi s accourbnditicade (optional) Abeiukactmpﬂ@ﬁeld used tespecifip e}y ddnditions belween
expiration date of this account bl oc date nu b cified in the

| SO st andard[ 10] for %Wﬁh\ﬂf) ang £a ‘?é'se‘ tl"&"@?ﬁ@@é’ﬁﬁ%é@'ﬁ‘( currently 19,
soon 20), "YY is the year, "MM is the nonth, and "DD' is the day.
accttitle (optional) This is a string cont ai ni ng the account title.
accttype legalmuytice ongtepuifed)Thissitem stust coptain theaiharavter istringd his imstrumpat
banknane (optionalé .Thi s % H? sfring containing the bank's nanme bankaddr
(optional) This is a Eij‘ftﬁﬁc Gtt'&W ni ng the bank's address. bankphone
(optional) This is a string containing the bank's phone nunber. bankfax

(optional) This is a string containing the bank's fax nunber
6.3.4 ' Deposit Block Definition

This block contains a electronic deposit slip, which is bound (via a signature block) to one
or more endorsement biocks before being sent to a bank or other financial institution for

deposit. The associated endorsement blocks must also have check blocks bound to them.

<deposit>
<blkname>cccccece
<crit>TRUE
<vers>1.0
<amount>nnn.nn
<currency>ccc
<date>ccecece
<country>cce

<items>nnnnn

</deposit>

Figure 6.14: Deposit block element definition
Deposit Block Field Definitions

date (required) This is the effective date of the deposit slip, supplied by the
depositor. It is not necessarily the date the deposit slip was created. The
date must be specified in the ISO standard{10] format CCYYMMDD, where
“CC” is the century (currently 19, soon 20), “YY” is the year, “MM” is the
month and “DD” is the day,
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et e ST T A e e

bankenai | (optional) This is a string containing the bank's enail

address. acctrest (optional) This is a string containing any
restrictions on the account. It nust be one of the foll ow ng character
strings. Th¥OPBR@T&Smay be repeated. -124- SUBSTI TUTE SHEET (pRwaiSe269000
[err]M NI MUM AMOUNT nunn. nnn CCC [err] MAXI MUM AMOUNT nnnnn.nn CCC [err]n
SI GNATURES REQUI RED [err] n SI GNATURES REQUI RED ABOVE AMOUNT nnnnn.nn CCC

[ err] SPECI AL PROCESSI NG [.ert] RE CCC The "p".in the above restrictions
represents &°HtfHer. ‘Lw"éé:é%J 3"2% ?‘@E@@M%&%urrency code(14]. This
indicates the currency being specified in the AMOUNT, or the currency that
checks are being restricted to by the bank (in the CURRENCY CCC
restrictionjtemserti ss(required) Andogegerespycifyingshe fotdl durpberiodichecks brother itpms being
di stingui shed name of ,the-issuer of the certificatef6] which can be used to
verify signatures on éﬁﬁf‘tﬁ‘gcurrents contai ning this account bl ock.

certseri al (required) This field contains the unique certificate serial
nunber assigned by the issuer of the certificate which can be used to
verify signseemss on [Stionad) AuhisttesISOobountnyicadefith). s account bl ock.

banki nf ol (optional) This field contains the Issuing Bank information
that is encoded into

0]

6.3.5 Endorsement Block Definition

This block contains a digital endorsement of a financial document, usually a check, It must be

bound (via a signature block) to the check it endorses.
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the MCR Ii

t he "auz on us"

bank of fir

ne on paper checks. This field corresponds to the field known as
field in ANSI X9.37-1994[15]. This field is used by the
st :deposit to create "M CR-Line" information used in internal

bank procew $8B763nd i nter-bank transm ssion (e.g. ECP dat aPCT/PRE/34PY d i s

encoded as
a deci nal

character i
letter "N,
docunent
consi sts of
field. If t
nunber w |
| eadi ng zer

Echeck with
i ns<ar@iemsEBaNNNNI87,

field cont
this field
(optional)
into the M

known as tHe "on us"

t he bank of
i nt er nal
field usual

digit will

i S

b3

follows. It contains up to 15 characters. Any character that is

be placed into the "MCR-1ine" unchanged. If a

nthis field contains a sibgst ring cant.aini ng- the - 124A

tdisrseHastring will be replaced by the check nunmber when the

processed at the bank of first deposit. If the subfield

a <sbikmagme>cdéceeat he check nunber will be placed, as is, into the

he gutgjggtﬁ consists of a sequence of "NNN...N then the check

be“Pia nt-o the field right justified, and padded with

0S. <fipsqp exanpl e, if an FSML El ectronic Docunent, containing an

a <checknun» field of 101, is received, and the <banki nfol >

then the bank of first deposit will place
"MCR-1line" informati on as 123745800101987. banki nfo2

%aéﬁpd%:c(%‘icﬁcf ns the Issuing Bank information that is encodeq

ger checks. This field corresponds to the field

field in ANSI X9.37-1994[15]. This field is used by

first<emepeShenb create ' M CR-Line" information used in

nk pr %Sggrim;}gcccand inter-bank transm ssion (e.g. ECP data). Thig

ly

into
Thi s

<payto>cceeceee
<paytobank>ccccece
<paytoacct>cceceecee
<paytocustno>ccceeceee
</endorsedata>
<checkbook>nnnn
<restrictions>cccccee
<paytokey>hhhhhh

<memo>ccceccee

</endorsement>

Figure 6.15: Endorsement block element definition
Endorsement Block Field Definitions

endorsedata  (required) This is an enclosing sub-block. It is used to contain all of the -

endorsement fields that will be interpreted and/or logged by the Electronic
Checkbook hardware token. To simplify parsing by this token, the

<endorsedata> sub-block contents must be in the order specified.
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consi sts of the payer's account nunber, a serial nunber or transaction
code, or both. The field can consist of up to three subfields, separated by
an asterisk'é:". The field is encoded as follows. It contains up to 20
charact er s WOAMRPERAr acter that is a decimal digit or asteri CTXISPT24980

pl aced into the "M CR-Iine" unchanged. If a character in this field
contains a substring containing the letter "A, this substring will be

repl aced bydatéhe accodeptionshit pevediste ofishe eridorssmette suppliechby thee bank

S}
of first deposit. If the subfield consi.st f single ' A C

nunber will be pl acea‘?“gﬁ?eri'g?“"l ?Becteﬁén%itg?ga.teﬁ?ef’ﬂ S"éﬁ%‘f?”éfé‘he&%ﬁsﬁﬁgg&Sf a
sequence of 'AAA . A" e Be bpRifRE GOtHIISOWHRAErd 1 0] folt DCACEMMDDowhére “CCel d
right justified, and padded with | eadi ng zeros. -125- SUBSTI TUTE SHEET

( RULE 26) | f a chds theteentursh(currertlyf 19 Sepnciit X Wisis shesiens { MMigiscehmanthi ng
the letter "N, this %@b ”iig'ﬂ}?vxagl be replaced by the check nunmber when

t he docunent is proce at e bank of first deposit If the subfield
consists of a single "N, the check nunber will be placed, as is, into the

field. If the subfield consists of a sequence of 'NNN...N ¢then the check
number wi | Icayatrpl acedoptiens Fs isithe Hlett epuniy rede of shrdlopatieaahers the

| eadi ng zeros. As an .l E! e i ¢ Docunent, containing an
Echeck with an <bankaeglég‘g%lgnetllgd&ol%mfgg%g ﬁéﬂg A <checknrune field of
101, is received, and the <banlinfo2> field contains A*NNNNN*987, then the
bank of first deposit w_ll place this field_into any "MCR-1ine"
i nf or mat i oramount (optional) A decimal number containing the amount of the endorsement. It

may be less than the amount on the actual check, in which case the amount of

the check is overridden.
currency (optional) A 3 letter ISO currency code[14].

payto (optional) This is a string which is the name or other endorser identification of

the ultimate payee or next holder in due course.
This field, and the following 3 fields form a subunit which identifies one of the
possible payees for the check. If multiple payees are being specified, then the

subunit may be repeated, with the 4 fields in the same order for each payee

(excluding optional fields).
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as 12345678*00101*987. banki nf o3 (optional) This field contains the

| ssuing Bank information that is used in inter-bank processing. This field
corresponds-to the field known as the "external processing code" field in
ANSI X9. 37- ;W@ﬂi This field is used by the Bank of first gdqRshbsdod
determ ne if check truncatlon is permtted and what type of truncation is
used. The field is encoded as a single character2 6.3.8 E-check Certificate
Bl ock Def i guytdbatk Thi(spMmkamsﬁﬁi:hifmpeciﬁcdemmoueebcméﬁeabby eithm:aheeﬂ&]ytoamPi s

identical to the Gengrjc rtlflcate A- 2.ch er .encqding to
be deternined. SUBS £ d“%“cg c@“@“ﬁﬁ@%@”‘kﬁ"&ﬁﬁ t Bl ock
Definition This bl oglimpe S any docurrent that is to be attached to the

FSML El ectronic Docunent (e.g. a Remittance notice, Contract, etc.). It is
identical to the Generic -Attachnent Bl ock. 6.3.10 Invoice Block Definition

Thi s bl ock contalns VOl . N used, by a ner.c oy __of

o 1 equestPWiREct no (YD ESeriiby 6T hedecRmPRFa Phite SRALSHET Tt n
the invoice. It is %ﬁ%ﬂﬁ%ﬂﬁ&s&m&b@ﬁ%meﬁ@Ftﬂahmgﬁ:@yaywe payer to be
attached to the check being used to pay the invoice. <invoice>

<bl kname>ccccccc <crit>TRUE
paytocustno  (optional) This field which if specified must be accompanied by the
<paytobank> field. It contains the customer number of the ultimate payee at

their bank. Some banks may use this in lieu of an account number.

checkbook  (required) This is an integer, supplied by the Electronic Checkbook hardware
token, which is the bank-unique serial number of the checkbook.

restrictions  {optional) This is a string containing restriction information about the specific
check being endorsed. The field may be repeated. It must be one of the

following cha.racter strings.

oFOR DEPOSIT ONLY
paytokey (optional) This is a hexadecimal encoded Public Key which may be used to
uniquely specify the payee. If specified, the check may only be deposited in an
account whose certificate has the identical key. This item may be repeated if
multiple payees are being specified.
memo (optional) A character string field, used for any purpose the endorsement issuer

wishes.
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<vers>1.0 <custacct>cccccccc <anmpunt >nnn. nn <currency>ccc <payto>ccccccce
<payt obank>ccccccc <paytoacct>ccccccccc <payt ocust no>ccccccccce

<payt okey>hhhhhh <dat e>cccccccc <invdata> </invdata> </invoice> Fi e
6.18: | nvoi¥R9%37%68% el enent definition -126- | nvoi ce BI Og%’rﬁsgﬁlgd%&
Definitions custacct (optional) This field contains the custoners
account nunber or code in the nerchants (payees) accounting system |t

shoul d be r gt3g NClrtificdtioa Bloak Oefiition field in the check used to pay the
I nvoi ce. anount (required) A decimal nunber containing the anount

bei ng i nvoiced, or the ambunt due. currency (required) A 3 letter 1SO
currency ¢ Oq%s]béllclck contains a digital certification of a check, i.e. a statement by the bank that the funds

are available and are held in the account until the check clears. It is created by a bank officer

or teller and must be bound by a signature block to the check that it certifies.

<certification>
<blkname>cccecece
<crit>TRUE
<vers>1.0
<date>ccececece
<country>cce
<checkbook>nnnn

<cserial>nnnnnnnn

</certification>

Figure 6.16; Certification block element definition

Certification Block Field Definitions

-122A-

SUBSTITUTE SHEET (RULE 26)



payt o (required) This is a string which is the nane or other
check-issuer specified identification of the payee. This field, and the
followng 3-fields forma subunit which identifies one of the possible

payees for thgoghrek. If nultiple payees are being specified pdhgsrbifo
subunit may be repeated, with the fields in the sane order for each payee

(excluding optional fiel dcsiz. -126A- SUBSTI TUTE SHEET ( RULE 26) payt obank
(optional ) detd s i s a (fequired)Whisds thefefoptivei datecaf the cartificationcuppligd yathe gereifieter

th t t> field, t field whi ch ins th
bank bode_of t he payde: T Hg DR SRR Reritcd i e 180 HEdElk (YRR AHAE, | "°
speci fied nust be accctr@mmnpwnme‘ceﬂayﬂe%ﬂh? fchabstly B o @ cUNishes

t he account nunber of the payee. pazytocustno optional) This is a field
which if specified mysar, 3dMicis thepnonthand{DDRés thpdsy.obank> field. It
contains the custonmer nunber of the payee at the payees bank. Some banks
may use this in lieu of an account nunber. paytokey (optional) This is a

hexadeci malgogiepded Roptidnal) K6 ivheGett@ IS Decoun@d cdde ofthélldrhioswidE the t he
payee. This itemmay be repeated if nultiple payees are being specified.
dat e (opt i onalcprtifigetiands to haransidered yaiteBHBli s due. The date nust be
specified in the | SO standard[ 10] format CCYYMVDD, where "“CC' is the
century (currently 19, soon 20), "Y' is the year, "MM is the nonth and

"DD" is thehéékbook (required) This is an integer, supplied by the Electronic Checkbook hardware
token, which is the bank-unique serial number of the hardware token that is
signing the certified check. -

cserial (optional) This is a bank-unique serial number of the certified check, used for

audit-trail and identification purposes in the issuing bank.

6.3.7 Account Block Definition

This block contains information about the account of the check issuer, or endorser. Itis

always used in combination with a certificate block.
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i nvdat a (optional) This field contains any other data that may be
associated with the invoice, e.g. a purchase order or other purchase
information... 6.3.11 E-Check Message Bl ock Defim tion Thi g~piR6Ha4e60nt ai Ns
error nese@aepyesind return information that indicate the reason that the
attached FSME Docunment was not processed successfully or it may contain

ot her information about the attached docunent. It is identical to the
Generi c Message BIrock. -127- 6. 3. 12 Bankstanp Bl ock Definition This

bl ock contaeesynty ocessi ng i nformati on anal ogous to the bank stanps pl ace
on the bdck af,.a R eck as it is processed by the banks and ot her
instituti ons%ﬁ"ﬁgf‘?%&éswt hr ough t he plroocessi ng i%f astructure. <bankstanp>
<bl kname3cccegitsTRYEr i t >TRUE <vers>| .0 <date>cccccccec <tinmestammp>ccccccde
<st anpseriji at >nnnnnnnn <bankcode>nnnnnnn <serveri d>cccccccce
<st anpdat|a>cteE®det </ bankst anp>

<bankcode>ccece
<bankacct>ccece
~ <bankser>nnnnnn

<expdate>cccece
<accttitle>ccecce
<accttype>ceeeee
<bankname>ccecce
<bankaddr>ccccee
<bankphone>cccece
<bankfax>cccece
<bankmail>ccccec
<acetrest>cccece
<certissuer>cccecccee
<certserial>nnnnnnnn
<bankinfo 1>cccccceecececeece
<bankinfo2>cccececcceceececcee

<bankinfo3>ccceccccecceece

</account>

Figure 6.17: Account block element definition
Account Block Field Definitions

bankcode (required) This is a string containing the unique bank routing code of the
issuing bank.
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'Figure 6.19: Bankstanp bl ock el enent definition -127A- Bankst anp Bl ock
'Field Definitions. date (required) This is the effective date of the
;bank stanp.- The date nust be specified in the | SO standard[lO&v&g ?2“26
:ccyymvoD, WHRPE3768% i s the century (currently 19, soon 20),F 7124000 ¢
.year, "MM is the nonth and "DD" is the day. tinmestammp (required) This
ifield specified the time that the docunent was stamped. It nust be in
‘Uni ver sal tibaskacet e. @efyired)dhisfis 8 dtring cOBwiningDhT bt vonstsmmbeh of this decount imthe 7
are literal characters _ancgp\gpere "CC'" is the century (currently 19, soon
20), "YY is the year, SSWEBPP.{he nonth, "DD' is the day, "hh" is the hour,
"m'" is the mnute and ss is the second [10]. stanpserial (required) This
field contains a bank-uni que serial nunber, used for tracking.Purposes
wi thin the Dmnkserhat dreguired) Thisds aipumker containing the lagcavanbdockiserial nymbey of thixd)
This is a string containi ng. ttge. uni que,bank routing code of the bank.
serverid (optional )acqq“n 1m;tae 13Swg {;’Jﬂ’& contai ni ng the uni que bank E-check
server identification, which may be used if a bank has nore than one
E-check server and needs to identify which one processed the docunent and
creat ed the axpddtet ar ni{required)Jdistis the expisatiaprriaty of this acgountbloel. | Tine dasemastrieng
any addi tional i nfor mabLon 618 sulladif Poy Brobad Ui EnMDD SnBRMECHSHRS
century (currently 19, soon 20), “YY” is the year, “MM” is the month, and

“DD” is the day.
accttitle (optional) This is 2 string containing the account title,
accttype (optional) This is a string containing the account type.

bankname (optional) This is a string containing the bank’s name.
bankaddr (optional) This is a string containing the bank’s address.
bankphone  (optional) Thisis a 'string containing the bank’s phone number.
banidfax (optional) This is a string containing the bank’s fax number
bankemail (optional) This is a string contairﬁng.the bank’s email address.

acctrest (optional) This is a string containing any restrictions on the account. It must be

one of the following character strings. The field may be repeated.
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SUBSTI TUTE SHEET (RULE 26) Certificate Cuidelines The follomnng
gui del i nes should be used for issuing and utilization of <account> and
<cert> bqu% E%ﬁ{%]There is one certificate per bank custoner, and there
is one accou 32k for each customer with signing pr|V|Ie§€§“F%WQﬂ@%h
account [err] X509 D stinguished nane formats fbr certificates are
structured as follows Nane of Custoner or Account Hol der: countryNane

per 1SO standard st at @YPIMTMANIENT nnnnn.ga CCANS| st andar d

or gani zat i onNane M,‘mgf @9{’& 1@5 p;g@@tzat i onal Uni t Nane
"checki ng" corrrmnNarre. A ank-assigned arbitrary ID # Nane of
Bank (issuer of CustonsySIGNATURESRERQUIREDNt r yName per | SO

st andard st at eOr Provi nceNane er ANSI standard or ani zat i onName
name of the bank or gait BONAETRIES RﬁQ&ERED BRfCEeA (i ssuer

of Bank Certificate): gAYy per I SO st andard
st at eOr Provi nceNane per W sS[ angard or gani zat i onNanme name of
t he bank o CURRENCY CCC

The “n” in the above restrictions represents a number. The “CCC” is a 3 letter
ISO currency codef14]. This indicates the currency being specified in the
AMOUNT, or the currency that checks are being restricted to by the bank (in
the CURRENCY CCC restriction).

certissuer (required) This field contains the unique distinguished name of the issuer of the
certificate{6] which can be used to verify signatures on FSML documents
containing this account block.

certserial (required) This field contains the unique certificate serial number assigned by
the issuer of the certificate which can be used to verify signatures on FSML

documents containing this account block.

bankinfol (optional) This field contains the Issuing Bank information that is encoded into
the MICR line on paper checks. This field corresponds to the field known as
the “auz on us” field in ANSI X9.37-1994[15]. This field is used by the bank
of first deposit to create “MICR-Line” information used in internal bank
processing, and inter-bank transmission (e.g. ECP data). The field is encoded
as follo.ws. It contains up to 15 characters. Any character that is a decimal
digit will be placed into the “MICR-line” unchanged. If a character in this field

contains a substring containing the
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-‘or gani zat i onal Uni t Nane "checking CA" -129- For certified checks the
certificate of the teller certifying the check would contain a subject

nane: count per |SO standard stateO Provj
per ANSI ‘&é?&gﬁﬁsgr gani zat i onNane name of the banki’gflﬁ%%ﬁow

or gani zat i onal Uni t Nanme " checki ng operations” comonNane
bank-assigned teller ID # State or province nanes are included because
banks have per-state Mﬁkﬂﬁg&nmbmw&bmpbcad@thavheckmmherwilen'llhe

organi zati onal unit ngnes contain (

subj ect name what the PHTFILEPR 59°°§ﬁ‘?§ é‘FtbF“gf%ég gs'bﬁ%ﬂ\ﬁﬁ%ﬁ{)%?ﬁés

pol i cy should apply. bage Nh%eé&a@m@éwsypﬁwamnmﬁ@ﬁem Ipeaefsaﬁﬁa& he
custoner's actual name; only some arbitrary nunber that the bank can use to

link the customer to consistsafiasequence of POMSHN thenithg chele nemberoyill be blasednintch
e ek The X0 o e ied o S AT A S "
lleave a bank is presupBRIYEl&ystic Document, containing an Echeck with a <checknum> field of
101, is received, and the <bankinfo1> field contains 1237458NNNNN987, then
the bank of first deposit will place this field into any “MICR-line” information
as 123745800101987.

bankinfo2 {(optional) This field contains the Issuing Bank information that is encoded into
the MICR line on paper checks. This field corresponds to the field known as
the “on us” field in ANSI X9.37-1994{15]. This field is used by the bank of
first deposit to create “MICR-Line” information used in internal bank
processing, and inter-bank transmission (e.g. ECP data). This field usually
consists of the payer’s account number, a serial number or transaction code, or

both. The field can consist of up to three subfields, separated by an asterisk .

The field is encoded as follows. It contains up to 20 characters, Any character
that is a decimal digit or asterisk will be placed into the “MICR-line”
unchanged. If a character in this field contains a substring containing the letter
‘A’, this substring will be replaced by the account number when the document
is processed at the bank of first deposit. If the subfield consists of a single *A’,
the account number will be placed, as is, into the field. If the subfield consists
of a sequence of ‘AAA...A’ then the account number will be placed into the

field right justified, and padded with leading zeros.
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hn the rate at which they open/cl osel change accounts or the restrictions on
t hose accounts. A year, or six nonths is a reasonable lifetinme for a
certificate. oThe <account> block is issued when an account _is ogened or
changed i n WOAR3EEpect. The expiration dates shoul d probabP§THE %2408}
shorter than those for certificates. [err] The <account> bl ock contains the
I ssuer nane and serial nunber of the certificate that the custoner can use
i n signing docunents (checks, endorsenents, deposit slips) on that account.

tan bo opti onal - ot neoltaramei o o S SnRk  dshHe il AL B AT ORES he
| ssuing Certification dushmgivill tsieeith thebeck AGHBerwRAOR doaghentisACCesS
a

Protocol . However, the payee woul d prob prefer to get the payer's
certificate included imeg@b@b@mqfﬁﬁreémsumé%@y Idsansists o5 sisgle ‘N°,

prefer to get the bank, f ] , I h be t.hat
certificates should bem?ﬁgg#d,ﬁnb%g&g* ?égigg%‘#?@ﬁgﬂﬁt?\ eg%é’l%l' Ig'r:l|Feos(r2"tﬁa:lglrdecé) e
wi th the docunment reci gf £squentdiof NNNI..(NFathed HR\cheER/ nligberwilltbachlaceli3fko the
SUBSTI TUTE SHEET (RULE_26), . . Field Sunmary Below.is a summary of the
attributes of each of feld rightjustified, MdPa}déiF%?méllFqufﬁs-an FSNL El ectronic
Docunent. 8. 1 Field Attributes Table (part 1) Field Attribute Summary -

Part One

D

As an example, if an FSML Electronic Document, containing an Echeck
with an <bankacct> field of 12345678, and 2 <checknum> field of 101, is
received, and the <bankinfo2> field contains A*NNNNN*987, then the
bank of first deposit will place this field into any “MICR-line” information
as 12345678*00101*987.

bankinfo3  (optional) This field contains the Issuing Bank information that is used in
inter-bank processing. This field corresponds to the field known as the
“external processing code” field in ANSI X9.37-1994{15]. This field is used
by the Bank of first deposit to determine if check truncation is permitted and

what type of truncation is used. The field is encoded as a single character.’
6.3.8 E-check Certificate Block Definition

This block contains an encoded X.509 certificate[6]. It is identical to the Generic
Certificate Block. '
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Field Cont ai ni ng M N Max Sl Ze Opt

Logged Not es Nane Bl ocks Si ze Si ze Code
bl knane - 3o 1 16 it

al | ‘%.98’37655 4 5 F Yes vaPsCT’US97’24°°°aI |
1 8 P Yes acct est <account > 1
256 P Yes accititle <account > 1 76
P Yes acctype <account > 1 76 P
Yes adat a <attachrrent > 1 N A Yes
al gorithm <Si %nat ur 7 7 F anmount
mitiple typds9 E-check Attachment Blocijeﬁmhggg B Yes
bankacct <account > 1 18 B bankaddr
<account - 1 76 P Yes bankcode
<account > <lypRlbfdcR¥BAtains any document th& is to be aQtachedPto the FSMEEl8ardaty Bodument
<account > Yes bankax

<account > (e.g. a Remittance notice, Contract, e;c) It 131¢pnt1ca.l|ro the Gengpe Aashment Bilock.
<account > 1 15 B Yes banki nf 02
<account > 1 20 B Yes banki nf 03
<account> g3 10 Invoice Block Definition 1 1 B Yes bankname
<account > 1 76 P Yes bankphone
<account > 1 76 P Yes bankser

<account >

1 76 Tps black 8g?tgms mvglgg Hfgrmatzon used by a merchant or ot%xer payee tczlreqrglﬁfl &13.? the
certissuer payddbiehtelathbdDfing the information contained in the invad®@® It is dso used asres

remittance information by the payer to be attached to the check being used to pay the invoice.

<invoice>
<blkname>ccecece
<crit>TRUE
<vers>1.0
<custacct>ccceceee
<amount>nnn.nn
<currency>ccc
<payto>cccceece
<paytobank>ccececce
<paytoacct>cceeeccee
<paytocustno>ccccceece
<paytokey>hhhhhh
<date>cceeccee

<invdata>

</invdata>

</invoice>

Figure 6.18: Invoice block element definition
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certserial mul tiple types 1 16 P Yes

certtype <cert> 6 6 F checkbook
mJI ti pI e t : 1 16 B checknum <checkdat a>
%58/37655 : Yes conditions <check> PCT/US97/24000
1 76 P Yes country mul tiple types 3
3 F Yes Yes cseri al <certification> 1
16 P Yes currency mul tiple types 3 3
Yes Field Attributes Table (part 2) Field
Attrl but e %m;@lock%ig}fﬁ%ﬁmﬂqgﬁa d Containing Mn
Max Si ze opt Logged Not es Nane Bl ocks
Size Size Code cust acct <i nvoi ce>
76 = custeest dat doptional) This field dontajsis ske gustomers account number or codgin the 8
F Yes Yes dat.e echdal a 8
5 F RerEnG 1P e eepon SRR Tt shovid be remmed in the 5
8 F _ <pEPFaRIPEAA B the check ussias e it invoice. 8
8 F function <action> 1 16 F hash
<si gnat ur e> 1 256 F invdata <i nvoi ce>
1 N A Yes itens <deposit > 1
8 P _
amount (required) A decimal number containing the amount being invoiced, or the
amount due.

currency (required) A 3 letter ISO currency code{14].

payto (required) This is a string which is the name or other check-issuer specified
identification of the payee.

This field, and the following 3 fields form a subunit which identifies one of the
possible payees for the check. If multiple payees are being specified, then the

subunit may be repeated, with the fields in the same order for each payee

(excluding optional fields).
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| egal noti ce <check> 1 76 P |l ocation

<si gnat ur e> 1 76 P Yes nmeno

<check> o gg/37685 1 76 P Yes megt ?é‘rmssmmo

<nessage> .. . 1 76 P wsgdat a <nessage>
I N A Yes nonce <si nat ue> 8

16 P t h 1 .7 P
Yes Payt gaypea))('t%%gnk (opfﬂwm ig § feld which if specified must befccompanieél%y either the

Yes paytoacct ineﬁé?:t}t H88 %or the <paytocustno> field, land whxc}il&ntamﬁhe bank Yes
Yes payt oba mul ti pI ypes

Yes payt ocusno rooti¢ ofthe payes. 1 18 L Yes
Yes payt okey mul tiple types 128 256 F Yes
reason <action> - 1 16 F restrictions
;C heck> <e rﬁi?foigtg‘rg Cgrioptlonal) This 131% field 32%3 if specifiéd mAstoe accomparnféﬁi‘%?stﬁél3> 5
sig <si gnéadpaytebank> field, and which containPie accoptnumber of tigrmyee

<si gnat ur e> 1 76 P Yes st anpdat a

<bankst anp> N A N A starnpseri al <bankst anp>

16 16 payt o@uskhdm%ﬁiﬂ%al) This i$% B8 WhithSf spRER¥S mastibe accompame’dﬁ:y the 16

F Yes "'uSer add <si gnat ur e> P
Yes user enmi | <§pgytabauﬂce:ﬁeld It contains the customer n];mber oft‘h@ payeerat the payeess
useri dnum <Si gn re Yes

USer Nane <si gnz’f’@f'ei‘)me banks may use this in lieu «ifan acco%numbg. Yes

paytokey (optional) This is 2 hexadecimal encoded Public Key which may be used to
uniquely specify the payee. This item may be repeated if multiple payees are
being specified.

date (optional) The date that the payment is due. The date must be specified in the
ISO standard[10] format CCYYMMDD, where “CC” is the century (currently

19, soon 20), “YY” is the year, “MM" is the month and “DD” is the day.

invdata (optional) This field contains any other data that may be associated with the

invoice, e.g. a purchase order or other purchase information..
6.3.11 E-Check Message Block Definition

This block contains error messages and return information that indicate the reason that the
attached FSML Document was not processed successfully or it may contain other information

about the attached document. It is identical to the Generic Message Block.
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- 1

userot herid <si gnat ur e> 1 76 P Yes

user phone <si gnhar ur e> 1 76 - Yes
Notes: 1 Fi e longer but only the first 16 bytes are

Si ze Code c?lbgrgrﬁg?cﬁpt he above tabl es indicates the reason th5FTﬁ%87’24°°ﬂ
speci fied Maxsizes were chosen, as follows: -132- Max Size Reason codes
Code Rationale B Requi red by Banking standards F

Format of data dictates size L Linited by Logging area size
limtations P Practicality considerations limt size -133-

SUBSTI TUTE SHEET (RULE 26 1. A nmethod for allow ng distributed
production 3482 Enuks%mpﬁl@kdﬁnfmtgncorrprl sing providing a conputer

network having a first and a second workstation and bei'ng capabl e of
transferring an el ectroni ¢ docunent between the workstations, providing

each of the #iJ§i5heldnitss pibdedsifg infiftinbtiin £3REPIFI0%he TR stafipd PlaREd Bh BfelBaE C

of a paper check as it is processed by the banks and other institutions as it flows through the

processing infrastructure.

<bankstamp>
<blkname>ccccecce
<crit>TRUE
<vers>1.0
<date>ccccecee
<timestamp>cccceeee
<stampserial>nnnnnnnn
<bankcode>nnnnnnnn
<serverid>ccceecee
<stampdata>ccecceee

</bankstamp>

Figure 6.19: Bankstamp biock element definition
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document to include blocks of information including a content bl ock
r'lepresentative of content, and a signature block representative of a

i gnat ure siygpaksmgsoci ated with the content bl ock, and having a hash
agperator for processing data to generate a hash signal, allo T340 4t
tjhe first workstation to operate the respective editor to nodify a first

il ectronic docunment to include a first content block and an associ at ed
flirst signature block, and to enploy the hash operator to generate a first
hash signal BgnidtabipBibtloFeld Defiitions.r st content block and to insert the
first hash signal within the first signature block and to generate a first
si gnature hash signal as a function thereof, transferring the first

Ceoont wor kegBtTon' & (et RS A or i bl B 1Sl
el ectroni c docunent t cspeifiédid ¢helSOeRaitidrd] DOTt fOfhat COTKMMDDawhees G0 ds e

second signature block, and to enpl oy the hash operator to generate a
second hash signal as Senfughrremslyod, sopn 2DC0NY ischn yaat, “HIVC ks thamonth andser t

{ he second hash si 9”a|“ﬂﬁ't@k§{}&a§)e second signature block and to generate a

.

second signature hash signal as”a function thereof, and allowing a third
user to operate the editor to generate a third signature signal as a

function of the first signature h sjgnal and the second signatur ash
5ignal . 2. ABEHEIR er-mgeﬂ)rm%@f srecifigd the tipe thatthe Fla%’iﬁf%k‘ia&ﬁ"a&’e‘i R

el ectroni c docunents - di Sit.r € [ AR G5
di vi di ng the el ect ron?o\céq%%vgets%ltt&#é;gg' g@)égwﬁ”?m; app “élgzr}g”%ere
jsignature to one or nuheTahd Zhee et kisiracders, and prheta1ECEY isulid dentuey Gurteatiin 1o,

function to the signature _and the blocks, wherein the blocks inc|ude a
ssi gnature bl ock and easeﬁnB&@cWHﬁg‘eé'e?fean’ééh%% DIghisths days i uithe; -

;f-l evel hash function cq{ml:’ium,:is%%ﬁ%iﬁgsgsgwgﬁm@er;

a stampserial  (required) This field contains a bank-unique serial number, used for tracking
purposes within the bank that creates the <bankstamp> block.

bankcode (required) This is a string containing the unique bank routing code of the bank.
serverid (optional) This is a string containing the unique bank E-check server

i identification, which may be used if a bank has more than one E-check server

! and needs to identify which one processed the document and created the

bankstamp.

stampdata  (optional) This is a string containing any additional information the bank wishes

to include in its bank stamps.
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- 87- appendi ng the random nunber to the contents of the electronic
docunent; calculating a first hash val ue of the random nunber and the
contents of-the docunment; inserting the first hash value into the signature
bl ock; appewdssgs7kdse random nunber to the contents of each Wi@glswhidobe

el ectroni ¢ docunent; cal culating a second hash val ue of the random nunber
and the contents of the block; calculating a third hash value of the first
hash val ueCertificatecGuidelines val ue, the reference nunbers of the bl ocks, and
t he random nunber; and encrypting the hash value. 3. The nethod of cl ai m 2,
wherein the bl ocks are capable of being transmtted w thout destroying the
integrity £f fhfl]&mﬁ# gﬂﬂ%ﬁiﬁ? siduidod &ﬁ@?&ﬁﬁﬁﬂﬁ%ﬂ@uﬂ 1SS <acfount> and <cert>
conputer-base Sys processing a at I's human readabl e and
machi ne prydsskssabl e, conprising: a docunent type definition according to

t he standard generalized mark-up | anguage standard, wherein the docunent
type definition provides for conpliance wth at | east one of a | egal
requirement and a b onée&;,ﬁea%‘e é%ﬁd@mﬁi&{b@t&ﬂ%é&&%bfabéﬂun%ﬂmfd} a
reci pient of a signe portl on t he document may verify one or nore of the
authenticity, the exschutustmenrvdthtsigaingpriziieges foreach daesogndr ti on wi t hout havi ng
access to the entire docunent. 5. The conputer-based system of claim4,
wherein conpliance with at |east one of a | egal requirenent and a business

practice conprises: &xshRMguktheffamtefordart ﬁ?‘%ex%cﬁbgd}b EirGctited as follows ..
comruni cati on; and

Name of Customer or Account Holder:

countryName per ISO standard
stateOrProvinceName per ANSI standard
organizationName name of the bank

organizationalUnitName “checldng”
commonName . bank-assigned arbitrary ID #

Name of Bank (issuer of Customer Certificate):

countryName per ISO standard
stateOrProvinceName per ANSI standard
organizationName name of the bank
organizationalUnitName “checking”

Name of Bank CA (issuer of Bank Certiﬁcate):‘

countryName per ISO standard
stateOrProvinceName per ANSI standard
organizationName name of the bank

organizationalUnitName “checking CA”
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a protocol for manipulation of the content of such block. 6. The
conput er - based systemof claim5, wherein the significant comunication is
a perfor-mat W&\ iﬁﬁﬁrﬁnce. 7. The conputer-based systemof claim5, wherein
the signifi R Tak: nication is a statement to pay funds toPCRAISST/#900 of a
party. 8. The conputer-based systemof claim5, wherein the significant
conmuni cation is a medi cal prescription. 9. A conputer nmark-up | anguage
for processing a docunent that is human readabl e and machi ne processabl e,

conprising: a do FEFH"ﬁ L Rt L rﬁ-fg-w he standard
general i zed mar k%p an%yuglggﬁs' %g%{éﬁ%?egﬁgggﬁ%%e ksuch docunent type
definition for seleehetk woukitentdimcasubjett namteo a plurality of blocks; a

signature algorithm wherein a recipient of si gned, portion of the
document may verify orffSUBFYNA®® of the auP 31‘19: t he execution and the

integrity of the porti ' g%}@ging a entire docunent;
means for dividing theﬁgef%\‘g%r oni c gcumn?%ﬁﬁgi%ﬁ ality of bl ocks;

means for applying a <rganidatiosNdnee one or mameobthebhrd bl ocks; and nmeans for
applving a multi-level hash . function to the si.gnature apd the bl ocks,
wherein tne bl ocks incﬂ"&ﬂi’é"‘aﬁ"%ﬁg@ﬁ ®e bl o&?" ORHRMOM| ock has areference

nunber, wherein the mgﬁghanmg hash funcbmmgmgeﬁgrs{bgreans for
er; :

generating a random nu

State or province names are included because banks have per-state banking units under

existing law.
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means for appendi ng the random nunber to the contents of the electronic
docunent; neans for calculating a first hash value of the random nunber and
the contents of the docunent; neans for inserting the first hash value into

the signat uggy gd& NeEANS for appendi ng the random nunber tg-th&598Hent s
of each bl ock of the el ectronic docunent; means for calculating a second
hash val ue of the random nunber and the contents of the bl ock; neans for
cal cul ating a fThe lotgahizaﬁomhhxtienaniest:bul;aiﬂi“dmddbgi’sdm thatlitiis cleghby thesubjectnaste

val ue, the reference nunber e bl.o ndo nber; and
means for encr J{# ﬁx@ppypgsq Hfﬁhl Wt??dTﬁE‘swm&%f(&g% H‘]?‘*qgrapﬁyansm ssi on
of electronic docunents in a distributed conputer network, conprising: a

first conputer, a second conmputer; a network; a docunent type definition in
a markup |angua@@qﬂnh&eﬂﬂ@emmshcq/ﬁmn@edqmmmunmﬁmsmengapwel@nnw.gn!dn of

docunents into_a g.al i S nd a u a tigcator. for
ensuring aut heﬁ?’f‘gﬁéé }“X gﬁf&%’f@?ﬁ%%%’b‘ﬁm E@?th c?sﬁémaﬁq ¢ aarhdélsof a
docunent part ‘fé!itibhb&x S@at the ¥isiéméd s dithgdahkat i on of the entire docunent.
11. A system of clai m 10, further conprising:

®The expiration dates on the certificate can be further into the future than those on the

account blocks, since the rate at which customers leave a bank is presumably lower

than the rate at which they operv/close/change accounts or the restrictions on those

accounts. A year, or six months is a reasonable lifetime for a certificate.

o The <account> block is issued when an account is opened or changed in some
respect. The expiration dates should probably be a lot shorter than those for

certificates.

®The <account> block contains the issuer name and serial number of the certificate that
the customer can use in signing documents (checks, endorsements, deposit slips) on

that account.

By prior agreement, the inclusion of certificates in electronic checks can be optional,
since the bank can always request the certificate from the issuing Certification
Authority using the well known X.500 Directory Access Protocol. However, the payee
would probably prefer to get the payer’s certificate included in the Electronic check.
The payee would probably prefer to get the bank’s certificate as well, thus the rule
should be that certificates should be included in all documents unless a prior agreement

with the document recipient indicates that they may be omitted.
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a token having a nenory, a processor, and a portfor. comrunication

W t h-a-conputer, the menory storing a private encryption key associ ated
with securewobgsigesion rel ated to the user of the conputer %Jﬁ“ Hsabl e
to append a secure, verifiable signature to an electronic do 000
generated with the conputer, and certification information provided by a
third party which is usable to append a secure, verifiable certificate to
the el ectronic docunent to certify a relationship between the user and a
public key Peld Su ~v 12. The system of claim 10, wherein the docunent is
a loan application. 13" The system of claim 10, wherein the docunent is a
contract. 14. The system of claim 10, wherein the document is a nedical

record. 15. e,system of _cl ai m rein the, doc i ption.
16 “The sy B2 BT 960 GEPER L HEh SbeFues SLLaSt flednn B FSEL P
system of GdigdBniODoddanei N the docunent is a notarized docunent. 18. A

system for transm ssion of secure el ectronic docunents over a distributed
conput er network, conpri sing: a first conputer for signing an electronic
docunent ; ec g? ter .fo i,gning an el ectroni ¢ docunent signed by
the first ?%ﬁpu?n‘?gggﬁé?ﬁtﬂﬁf&ﬁadgcunent processor, for generating

el ectroni c docunents, wherein the docunents may be divided into a pluralit

of blocks gccording to logical cqg of csuch Dl OGksS; and a secure
aut hent i catlar, fnrgrii gifagl;ﬁ cig%‘i{({h\ g, S @"fgm such blaocks 10 A
conput er - bdyath net h@damhingecuri ng the {vansiivesi PBizof | ebgcl r aBgged dQcuNmet s
over Name Blocks Size Size Code I

blkname all 1 16 P

crit ali 4 5 F Yes

vers all 1 8 P Yes

accirest <account> I 256 P Yes

acctiitle <account> 1 76 P Yes

accttype <account> 1 76 P Yes

adata <attachment> 1 N/A Yes

algorithm | <signature> 7 7 F

amount miltiple types 1 101 B Yes

bankacct <account> 1 18 B

bankaddr | <account> 1 76 p Yes

bankcode <account> <bapkstamp> 9 9 B Yes

bankemail | <account> 1 76 P Yes

bankfax <accouant> 1 76 P Yes

bankinfol <account> 1 15 B Yes

bankinfo2 | <account> 1 20 B Yes

bankinfo3 <account> 1 1 B Yes

bankname | <account> 1 76 P Yes

baokphone | <account> 1 76 P Yes

bankser <account> I 16 B

blockref <signature> i 76 P

certdata <cery> 1 N/A

certissuer | multiple types 14 -256 P Yes

certserial maultiple types 1 16 P Yes

certtype <cert> 6 6 F

checkbook | multiple types 1 16 B

checknum | <checkdata> 1 15 B Yes

cenditions | <check> 1 76 P Yes

country multiple types 3 3 F Yes Yes

cserial <certification> 1 16 P Yes

currency multiple types 3 3 F Yes Yes -
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a distributed conputer network, conprising: dividing the electronic

docunment into a plurality of blocks; applying a signature to one or nore of
t he blocks;ﬁ§%ﬂﬂieglying a multi-level hash function to the sjgnature and

t he bl ocks. 20. .conput er - based system for processing a do&l R8s
human readabl e and machi ne processabl e, conprising: a docunent type
definition ij,a A Jan e; ag type of such docunent type
definition f sggﬁ¥§§Ph§B?ﬁ§§%g%%&ént into a plurality of blocks; and a

signature algorithm wherein a recipient of a signed portion of the

docunent may -
integrity off the portion wthout [FeidaughacSessryt-8atTre entire docunent. 21.
The conpute 3 N tne.stogpature algori{h
conpri ses: 4 : s@gs@e b c<s,i°g%ﬁ°{i snié%nd
signature allgSPfehrto Elani-ngtro—coc it _ =
of claim 20, kel N thewel@sunent is a | oam hpphd patei op.ved3} The
conput er - baqegte Syst emj afultipledjped 20, wherpi n & he dofuFen Yes & caedragt.
24. The cony)uhieisnddased <ehedidmms of cl ai m 50, 8vher e h Fhej docufrenffes s @
medi cal recqrdstevalb. Thecleckdmert er - based pyst&®m of8 ¢l & nj 20, r\hel’f'ea' n {he
docunment i s [axg@atescri jt<ewemnt26. The conput et } basiel §ysfem of cl ai m 20,
wher ei n t he |deetprent ifsadiow’r anscript. 2f. The cl¥hpuferbasefl system of
claim 20, wjdeshin the |fSFWBENt is a not pri Zefl d#thimént
itvdata <invoice> 1 N/A Yes
items <deposit> 1 8 P
legalnotice <check> 1 76 P
location <signature> 1 76 P Yes
memo <check> 1 76 P Yes
msgiext <message> 1 76 P
msgdata <message> 1 N/A Yes
nonce <signature> 8 16 P
payeracct <check> 1 76 P Yes
payto maltiple types 1 16 L Yes !
paytoacct muitiple types 1 18 B Yes Yes
paytobank multiple types 9 9 B Yes Yes
paytocustno multiple types 1 18 L Yes Yes
paytokey multiple types 128 256 F Yes
reason <action> _ 1 16 F
restrictions <check> <endorsement> 1 256 P
retcode <message> 1 8 F
serverid <bankstamp> 1 8] P
sig <signature> 128 2561 F |
sigref <signature> i 76 P Yes
stampdata <bankstamp> N/A} NA
stampserial <bankstamp> 16 16 P
timestamp <signature> <bankstamp> 16 16 F Yes
useradde <signature> 1 76 P Yes
useremail <signature> i 76 P Yes
useridnum <signature> 11 76 P Yes
username <signature> 1 76 P Yes
userotherid <signature> 1 76 P Yes
userphone <signature> 1 76 P Yes
Notes:

1 Field may be longer but only the first 16 bytes are logged.

The Size Code column in the above tables indicates the reason that the specified Maxsizes

were chosen, as follows:
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28. The conputer-based systemof claim2l, wherein the first signature
al gorithm and the second signature al gori t hm are public key signature
al gori t hns. w2998/37€£ conput er - based system of claim 21, wherein the docunent
is a loan application. 30. The conputer-based system of cl ai FrPYSINZHM0e n

t he docunent is a contract. 31. The conputer-based system of claim 21,
wherein the docunent is a nmedical record. 32. The conputer-based system of
claim 21, wperern—the—deeunent—s—e—preser+pt+oeR. 33. The conputer - based
system of cjaim 21, whMariSizetReasahodeent is a trlanscript. 34. The

conput er - bafEUSYST am of (,I ar T2 whererm tiegocunent is a notarized
document . 3pCodthe cp nale. based system of claim 21, wherein the docunent
is a financfgl 1nsty} rrent .ne co&&}ser basgqd system of cl ai m 35,
further comagi si ng: gﬁ%‘%" soci atg public keys with signers
of such bl ofKs or sl Elﬁ ate}¥eei n the fifrst signature al gorithm and
t he second pEgnat ur pL tumsérep@gpmtkwm gnature algorithns. 37. The
conput er - bapBd syst bﬁt calitydomsid@atidns dimitsizec onprli si ng: a data storage and
retrieval device tor storing a private key of such signature algorithm 38.
The conput er-based system of claim 37, further conprising: a data storage
and retrieval device for recording data associated with a financial
transaction. -92- 39. The conputer-based system of claim 38, further
conpri si ng:
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an algorithmfor ensuring the uni queness of the docunent. 40. The
conput er - based system of claim 39, wherein the transm ssion of the docunent

i S i nsensi twcg%%%ﬁye t ranspor t—system—41, A conput er - baseg%(z@g%ﬁégﬁr

processing a, d nt that is - d machi ne pr
conprising: neans for separati qm%mm@*mm%to a plurality of bl ocks;
means for signing the bl ocks; anth 0} s Slsgni ng the entire docunent,
wherein a recipient of a signed bl ock of such docunent nmay verify that the
bl ock is a block of such entire docunent. 42. A systemfor providing
cryptographically signed electronic financial instrunents, conprising: a
syntax definition for said financial instrunents; electronic checkbook

har dwar e, for ensuring authenticity and uni queness of the financi al

I nstrumnent; Qqng§£ fure systempernitting the binding and di scarding of
docunent parts. } conput er mar k-up | anguage for processing a docunent

that i s hunpan readahl nd, machi.ne. processabl e.._conpri.si Rg; Q type
definiti onnﬁn a ‘ﬁ&?ﬁ@ﬁ’? t%%ﬂb’@ﬁ@%,‘“‘%"&ﬁé P{@H§‘°&r°f§ﬁ8{\?f&%‘8%ﬁ%ﬂ“%f”g B@Hgg&g
definition for separating the docunent into a plurality of blocks; and a

si gnature al gor i pravidingieessomiprtennetwerkhiaving adirstand jagreond swarkstasion gnd bejpg capable
docunent may verify one or nore of the authenticity, the execution and the

i ntegrty odf tdnefepiytanalectiviib dotunitmy betyearthe soritstativhis entire docunent. 44.
The mar kup | anguage of claim 43, wherein the docunent is a |oan

28%’!{ Ir ;2: ' on.  45. pr i PRinFRh&EF heéREHEE AR with &1 (it Pcapihie b MddifylRg SR EMERic | S @
document to include blocks of information including a content block representative of content,
and a signature block representative of a signature signal associated with the content block, and
having a hash operator for processing data to generate a hash signal,

10 allowing a user at the first workstation to operate the respective editor to modify a first
electronic document to include a first content block and an associated first signature block, and to
employ the hash operator to generate a ﬁrst hash signal as a function of the first content block
and to insert the first hash signal within the first signature block and to generate a first signature
hash signal as a function thereof,

15 ransferring the first electronic document to the second workstation,

allowing a user at the second workstation to operate the respective editor to modify the
first electronic document to include a second content block and an associated second signature
block, and to employ the hash operator to generate a second hash signal as a function of the
second content block and to insert the second hash signal within the second signature block and

20 to generate a second signature hash signal as a function thereof,

and allowing a third user to operate the editor to generate a third signature signal as a

function of the first signature hash signal and the second signature hash signal.
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46. The markup | anguage of claim 43, wherein-the docunment is a nedical
record. 47. The markup | anguage—ef——<Tl ai m 43, wherein the docunment is a
prescri-pti : he mar kup | ap 't\\mm43, wherein t SA¥Edt 1S
a transcri g?.l?g%%?ss%he mar kUprm‘%\\ *\m 43, wherein tﬁ?@gcumsnt IS
a notarized docunment. 50. Th Kup |wnguage of claim43, further
conprising: neans for dividing the electronic docunent into a plurality of
bl ocks; nmeans for applying a signature to one or nore of the blocks; and
means for applying a nulti-Ilevel hash function to the signature and the

bl ocks. 51. A conputerized systemfor transm ssion of electronic docunents
in a distrd.but e system fiorctransmissioniof elestrpnic sibougnents inragdistrivuted commitéranetivagks al
conputer, coupled to a network, for sending an el ectroni c docunent

according to a & t fype definition in a markup | anguage, a second
programuabl e digital conputer, coupled to the network, for receiving the
el ectroni ¢ doc téxr st nmenory, coupled to the first conputer, for

executing a secure authenficator for signing the electronic docunent, and a
second nenory, coug%ﬁd to the second conputer, for executing a secure

aut henti cat or tHh3EEORMCAMBYEG he authenticity of the el ectronic docunent,
wherei n the docunent type definition defines the el ectronic docunent as

i ncl uli ng a pl wadtwosk; of bl ocks, and the document retains a valid

aut henti cati on upon di scarding a block of the docunent. 52. A conputerized

system for transddcafieattypé defrition acotdihg wnthe sEadiidpériesalizvdmarkup language
standard, the document type definition permitting the division of documents into a plurality of
blocks; and

a secure authenticator, for ensuring authenticity of a document and permitting the

10 discarding of a document part without destroying the authentication of the entire document.
3. The system of claim 1, wherein the document is a loan application,
4, The system of claim 1, wherein the document is a contract.
15
5. The system of claim 1, wherein the document is a medical record.
6. The system of claim 1, wherein the document is a prescription.
20 7. The system of claim 1, wherein the document is a transcript.
8. The system of claim 1, wherein the document is a notarized document.
T (435
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di stributed conmputer network, conprising a first programmble digital
conputer, coupled to a network;—for—signing—an—el ectroni ¢ docunent and

transm-tti ngygdamsresscunent ove : , second progr ampargsetiespod al
conputer, coupled to the net malmn"@wﬂgﬂlj)r,ﬂlzan el ectroni ¢ docunent signed
by the first conputer, and -94+ "¢ ,=coupled to the first computer,
for executing a docunent processor that generates an el ectronic docunent
capabl e of being divided into a plurality of blocks according to |ogical

content of the bl ocks, wherein each of the first conputer and the second

conput er conpri Sﬁﬁicﬂné”ﬁx%!éétrﬁﬁédsmhﬁ&a 1ﬁwg?la%henticator for

digitally signing the docunents and the bl ocks. A Ctonput er - based system

for processing a docunent that. is hupman readabl.e and machi ne processabl e,
e SbiHER 4 TBE I

conprising a proff BISEBRATET Pone o f%’fﬁ T f}fseﬁn o a nenory for storing

a docunent type definition.in a markup, Ian&gage and a tag type of the

document type deepmiyipgamultilevebhashfunctign fo the signatate andithe Blogksural ity of

bl ocks, and a nenory, coupled to the conputer, for executing a signature
al gorithmthat signs a block of the docunent, whereby a recipient of a
bl ock of the docunent signed by the signature algorithmcan verify one or

mor e ofs t he jaut heRé borhpiter-5438d M¥AGH of BMim 3N dvHeRn RIS inchte o dighaBRE bicRR
wi t hout having access to the entire docunent. 54. The conputer-based system

of cl e}i m 53, Whegu?ci &cﬁlﬂ?ocﬁihgggi‘éfér@n@ r&ﬁ{bie;, Q\Fﬂe&%reinﬁﬁﬁ-:level hash function comprises:

generating a random number;
appending the random number to the contents of the electronic document;
calculating a first hash value of the random number and the contents of the document;

10 inserting the first hash value into the signature block;
appending the random number to the contents of each block of the electronic document;
calculating a second hash value of the random numbér and the contents of the block;
calculating a third hash value of the first hash value, the second hash value, the reference

numbers of the blocks, and the random number; and

15 encrypting the hash value.

13.  The method of claim 11, wherein the blocks may be transmitied without destroying the

integrity of the signature with respect to the document.

20 14. A computer-based system for processing a document that is human readable and machine
processable, comprising:

a document type definition according to the standard generalized mark-up language
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a first signature algorithmfor signing one or nore bl ocks of the docunent;
and a second signature algorithmfor signing the entire docunent. 55. A

conput eri zgeh exséssm for providi ng cryptographically signed ptegissnmos
financial 1 nstruments, conprising Wmd to a nmenory for
rnanci al

storing a syntax definition for th i unment that defines the
format of the financial instrunent “ﬁ\\ gpl urality of bl ocks,

el ectroni ¢ checkbook hardware, couﬁ@‘“\ﬁ\m ssor, for ensuring the
uni queness of the financial instru @and fBr permitting authentication of

the financjal, iqaastrunent, and instructions for directing the processor to
sign the f$ﬂ5ﬁ%’al I nstrunent and bl ocks thereof, whereby the

e o o g o e B RS o BB GO SRor
blocks; and
a signature algorithm, wherein a recipient of a signed portion of the document may verify
5 one or more of the authenticity, the execution and the integrity of the portion without having

access to the entire document.
15.  The computer-based system of claim 14, wherein the signature algorithm comprises:
a first signature aigorithm for signing the blocks; and
10 a second signature algorithm for signing the document.

16.  The computer-based system of claim 14, wherein the document is a loan application.

17.  The computer-based system of claim 14, wherein the document is a contract.

15
18.  The computer-based system of claim 14, wherein the document is a medical record.
19.  The computer-based system of claim 14, wherein the document is a prescription.
20 20.  The computer-based system of claim 14, wherein the document is a transcript.

'21. - The computer-based system of claim 14, wherein the document is a notarized document.
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22.  The computer-based system of claim 14, wherein the first signature algorithm and the
second signature algorithm are public key signature algorithms.
23.  The computer-based system of claim 15, wherein the document is a loan application.
24,  The computer-based system of claim 15, wherein the document is a contract.
25.  The computer-based system of claim 15, wherein the document is a medical record.
26. The com?uter-based system of claim 15, wherein the document is a prescription.
27.  The computer-based system of claim 15, wherein the document is a transcript.
28.  The computer-based system of claim 15, wherein the document is a notarized document.
29, The computer-based system of claim 15, wherein the document is a financial instrument.
30.  The computer-based system of claim 29, further comprising:
certificates to bind public keys to signers of such blocks or such documents.
31.  The computer-based system of claim 30, further comprising:
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a data storage and retrieval device for storing a private key of such signature algorithm.
32,  The computer-based system of claim 31, further comprising:
a data storage and retrieval device for recording data associated with a financial

5 transaction.

33.  The computer-based system of claim'32, further comprising:

an algorithm for ensuring the uniqueness of the document.

10 34.  The computer-based system of claim 33, wherein the transmission of the document is

insensitive to the transport system.

35. A computer-based system for processing a document that is human readable and machine
processable, comprising:
15 means for separating the document into a plurality of blocks;
means for signing the blocks; and
means for signing the entire document, wherein a recipient of a signed block of such

document may verify that the block is a block of such entire document.

20 36, A system for providing cryptographically signed electronic financial instruments,
comprising:

a syntax definition for said financial instruments;
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electronic checkbook hardware, for ensuring authenticity and uniqueness of the

financial instrument; and

a signature system permitting the binding and discarding of document parts.

5 37. A computer-based system for processing a document that is human readable and
machine processable, comprising:
a document type definition according to the standard generalized mark-up language
standard, wherein the document type definition provides for compliance with at least one of a

legal requirement and a business practice.

10
38.  The computer-based system of claim 37, further comprising:

a éignature algorithm, wherein a recipient of a signed portion of the document may
verify one or more of the authenticity, the execution and the integrity of the portion without
having access to the entire document.

15
39. The computer-based system of claim 38, wherein compliance with at least one of a
legal requirement and a business practice comprises:

a content block for a type of significant communication; and

a protocol for manipulation of the content of such block.

20

40.  The computer-based system of claim 37, wherein the signficant communication is a

performatwe utterance.
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41.  The computer-based system of claim 37, wherein the significant communication is a
statement to pay funds to the order of a party.
42.  The computer-based system of claim -37, wherein the significant communication is a
medical prescription.
43. A computer mark-up language for processing a document that is human readable and
machine processable, comprising:
a document type definition according to the standard generalized mark-up language
standard;
a tag type of such document type definition for separating the document into a
plurality of blocks; and

a signature algorithm, wherein a recipient of a signed portion of the document may

verify one or more of the authenticity, the execution and the integrity of the portion without

having access to the entire document.

45,

46.

The markup language of claim 43, wherein the document is a loan application.

The markup language of claim 43, wherein the document is a contract.

The markup language of claim 43, wherein the document is a medical record.
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47.  The markup language of claim 43, wherein the document is a prescription.
48.  The markup language of claim 43, wherein the document is a transcript.
49.  The markup language of claim 43, wherein the document is a notarized document.

50.  The markup language of claim 43, further comprising:
means for dividing the electronic document into a plurality of blocks;
10 means for applying a signature to one or more of the blocks; and

means for applying a multi-level hash function to the signature and the blocks.

51.  The computer-based method of claim 50, wherein the blocks include a signature block
and each block has a reference number, wherein the multi-level hash function
15 comprises:
means for generating a random number;
means for appending the random number to the contents of the electronic document;
means for calculating a first hash value of the random number and the contents of the
document;
20 means for inserting the first hash value into the signature block;
means for appending the random number to the contents of each block of the

electronic document;

means for calculating a second hash value of the random number and the contents of
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the block;

means for calculating a third hash value of the first hash value, the second hash value,

the reference numbers of the blocks, and the random number; and

means for encrypting the third hash value.
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