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METHOD AND SYSTEM FOR PROCESSING ELECTRONIC DOCUMENTS CROSS-REFERENCE TO
RELATED APPLICATIONS This application incorporates by reference the
following patent applications or 5     publications: 1. U.S. Patent
Application No. 08/418,190, filed April 7, 1995, naming John Doggett, Frank
A. Jaffe et al. and Milton M. Anderson as inventors. 10           2. U.S.
Provisional Patent Application No. 60/033,896, filed December 20, 1996, to
Anderson et al. 3. Published PCT Patent Document WO 96/3 1965, published
October 10, 1996, pertaining to International Application No.
PCT/US96/04771. 15 The present invention relates to electronic documents
and, more particularly, to electronic documents that are both human
readable and computer readable. BACKGROUND OF THE INVENTIN 20
Preparation and storage of copies of documents for paper transactions is
expensive and time consuming. Completion of such transactions among
geographically distant parties has traditionally required conventional
transmission mechanisms, such as mail, with inherent delays associated with
such mechanisms. Record keeping for such transactions has required
significant additional steps, such as keeping a checkbook log for personal
checks, keeping copies of prescriptions and medical records, malking many
duplicates of mortgage applications, and the like. 



5           The digital computer and computer network make it possible to
eliminate many of the drawbacks of paper transactions. The digital computer
is a powerful data processing tool that allows a user to organize, store
and analyze data at volumes and rates that would be impossible by any prior
known techniques. The computer network is a similar step forward. By
linking together several computers and by providing shared resources and
cross-platform 10    communications, engineers have developed the computer
network into a tool that provides sufficient processing power to provide
improved access to sophisticated applications by users at remote locations
and to permit easy transmission of electronic documents between such
locations. 15           One of the most widely accepted and heavily used
networks is the Internet. The Internet is a global system of interconnected
computer networks formed into a single world wide network, using an
agreed-upon protocol. A user, through the Internet, can interactively
transmit messages with users in different countries. Similarly, a user in
the U.S. connected to files and libraries and other jurisdictions such as
Europe and Asia, can download files for 20    personal use. Accordingly,
the Internet computer network provides strong communications functions
similar to the communications functions provided by ham radio operators.
Moreover, the Internet computer network acts like a universal library,
providing electronic -2-    access to resources and information available
from Internet sites throughout the world. In addition to the inherent
inefficiencies of paper transactions, other problems exist. Many of these
problems relate to documents that require signatures. In particular, in
order for 5     a reader of a paper document to determine that a particular
document or part of a document has 



been signed, the reader must be given access to the entire document; thus,
a party who may only need to know that the document has been signed must be
given access to the entire document, including any confidential information
contained therein. Signatures are used in a wide range of contexts,
including financial instruments, contracts, mortgage applications, and 10
medical records and prescriptions, to indicate the agreement, consent or
authority of the signer. Transactions that require signatures have
traditionally employed conventional means for executions such as pen and
paper. As used herein, 'signature has its broadest source; that is, it
means any indication of agreement, consent, certification, acceptance, or
other giving of authority, that is associated with a person or entity. 15
The present invention leverages the power of distributed network computing
to overcome many of the inherent inefficiencies of paper transactions. It
is well known that digital computing and computer networks reduce or
eliminate 20     many of the inherent inefficiencies in dealing with
documents. Word processing programs are used almost universally by
individuals and businesses who produce, store and transmit documents.
However, documents that require signatures are a special case that present
special -3-    problems. The signature itself is the first problem, since a
signature is traditionally thought of as a manual signature. Protocols for
signing electronic documents have been developed, including cryptographic
digital signature algorithms, more particularly discussed below. 5
In addition to the problem of associating a signature with a document,
other special problems are likely to exist in cases of documents that
require signatures or affect commercial 



transactions. In particular, special requirements or protocols may apply to
the content of such documents. For example, detailed rules exist as to how
various actors are required to complete or respond to the information on
each part of a paper check or other financial instrument. 10     Similarly,
rules exist as to how to complete and process a mortgage loan application.
Different parts of medical records are also completed pursuant to protocols
that require specific action on the part of medical personnel, insurers,
and the like. In each of these cases the logical content of the different
parts of the document is important, and a need exists to use the logical
structure in the storage, manipulation and transmission of such document so
that documents can be sent 15    to known protocols. For example, if a
protocol requires that a document bear a date, a logical element of the
document should be defined for data information. Moreover, the protocols
associated with signed documents are often established over time through
custom and usage, so a need exists to permit electronic documents that
closely mirror current practice. Also, although most individuals or
businesses have computers, certain functions continue to be 20
performed without the aid of a computer, such as viewing a human signature.
Thus, it is important that documents that require signatures not only be
machine processable, but also human readable. -4-    A group of computer
languages has been developed to help users manipulate documents according
to logical content. Such languages, known as 'markup languages," are a
powerful tool in processing documents. Markup languages also have other
advantages more particularly described below. One of the most important
such languages is the Standard Generalized 5     Markup Language ('SGML").
Certain advantages of an embodiment of the present invention 



may be understood by developing an understanding of SGML. SGML is defined
by the International Organization for Standardization in ISO 8879
(Information processing--Text and office systems---Standard Generalized
Markup Language 10    (SGML), ([Geneva): ISO, 1986)). SGML is an
international standard for the definition of device-independent,
system-independent methods of representing texts in electronic form. SGML
is an international standard for the description of marked-up electronic
text. More particularly, SGML is a meta-language formally describing markup
languages. In the present context, the word "markup" covers all sorts of
special markup codes inserted into electronic 15    texts to govern
formatting, printing, or other processing. More generally, markup, or
encoding, can be defined as any means of making explicit an interpretation
of a text. A markup language is a set of markup conventions used together
for encoding texts. A markup language must specify what markup is allowed,
what markup is required, how markup 20    is to be distinguished from text,
and what the markup means. SGML provides the means for doing the first
three; a specific markup language such as that of the present invention
fulfills the last function for particular contexts. -5-    Three
characteristics of SGML distinguish it from other markup languages:
emphasis on descriptive rather than procedural markup; document type
definitions; and independence from any one system for representing the
script in which a text is written. S           A descriptive markup system
uses markup codes which simply provide names to categorize parts of a
document. Markup codes such as <list> simply identify a portion of a
document and assert of that portion that "the following item is a list,"
etc. By contrast, a 



procedural markup system defines what processing is to be carried out at
particular points in a document. In SGML, the instructions needed to
process a document for some particular 10    purpose (for example, to
format it) are distinguished from the descriptive markup which occurs
within the document. Usually, the instructions are collected outside the
document in separate procedures or programs such as that of the present
invention. With descriptive instead of procedural markup the same document
can readily be 15    processed by many different pieces of software, each
of which can apply different processing instructions to those parts of it
which are considered relevant. For example, a content analysis program
might disregard entirely the footnotes embedded in an annotated text, while
a formatting program might extract and collect them all together for
printing at the end of each chapter. Different sorts of processing
instructions can be associated with the same parts of the 20     file. For
example, one program might extract names of persons and places from a
document to create an index or database, while another, operating on text
that has been "marked up' in some way, might print names of persons and
places in a distinctive typeface. -6-    SGML also provides the notion of a
document type, and hence a document type definition ("DTD"). Documents are
regarded as having types, just as other objects processed by computers. The
type of a document is formally defined by its constituent parts and their
structure. The definition of a report, for example, might be that it
consists of a title and author, 5     followed by an abstract and a
sequence of one or more paragraphs. Anything lacking a title, according to
this formal definition, would not formally be a report, and neither would a
sequence of paragraphs followed by an abstract, whatever other report-like
characteristics these 



might have for the human reader. 10           If documents are of known
types, a special purpose parser can be used to process a document claiming
to be of a particular type and check that all the elements required for
that document type are indeed present and correctly ordered. More
significantly, different documents of the same type can be processed in a
uniform way. Programs can be written which take advantage of the knowledge
encapsulated in the document structure information, 15    and which can
thus behave in a more intelligent fashion. SGML also ensures that documents
encoded according to its provisions are transportable between different
hardware and software environments without loss of information. The
descriptive markup feature and the document type definition address the 20
transportability requirement at the abstract level. A third feature
addresses it at the level of the strings of bytes (characters) of which
documents are composed. SGML provides a general purpose mechanism for
string substitution; i.e., a machine-independent way of stating that a -7-
particular string of characters in the document should be replaced by some
other string when the document is processed. This feature counteracts the
inability of different computer systems to understand each other's
character sets, or of any one system to provide all the graphic characters
needed for a particular application, by providing descriptive mappings for
5     non-portable characters. The strings defined by this
string-substitution mechanism are called entities. The SGML structure for a
textual unit is known as an element. Different types of elements are given
different names, but SGML provides no way of expressing the meaning of a 



10     particular type of element, other than its relationship to other
element types. Within a marked up text (a document), each element must be
explicitly marked or tagged in some way. The standard provides for a
variety of different ways of doing this, the most commonly used being to
insert a tag at the beginning of the element (a start-tag) and another at
its end (an end-tag). The start- and end-tag pair are used to bracket off
the element occurrences within the running 15    text, inr rather the same
way as different types of parentheses or quotation marks are used in
conventional punctuation. SGML has the ability to use rules stating which
elements can be nested within others to simplify markup. Such rules are the
first stage in the creation of a formal specification for the 20
structure of an SGML document, or document type definition. SGML is most
useful in contexts where documents are seen as raw material to be matched
against a pre-defined set of rules. Such rules can include legal rules or
known protocols, customs or practices. By making -8-_    the rules
explicit, the designer reduces his or her own burdens in marking up and
verifying the electronic text, while also being forced to make explicit an
interpretation of the structure and significant particularities of the text
being encoded. 5           A variety of software is available to assist in
the tasks of creating, validating and processing SGML documents. At the
heart of most such software is an SGML parser: that is, a piece of software
which can take a document type definition and generate from it a software
system capable of validating any document invoking that DT.D. Output from a
parser, at its simplest, is just 'yes" (the document instance is valid) or
''no" (it is not). Most parsers will 10     however also produce a new
version of the document instance in canonical form (typically with 



all end-tags supplied and entity references resolved) or formatted
according to user specifications. This form can then be used by other
pieces of software (loosely or tightly coupled with the parser) to provide
additional functions, such as structured editing, formatting and database
management. 15 A structured editor is a kind of intelligent word-processor.
It can use information extracted from a processed DTD to prompt the user
with information about which elements are required at different points in a
document as the document is being created. It can also greatly simplify the
task of preparing a document, for example by inserting tags automatically.
20 A formatter operates on a tagged document instance to produce a printed
form of it. Many typographic distinctions, such as the use of particular
typefaces or sizes, are intimately -9-    related to structural
distinctions, and formatters can thus usefully take advantage of
descriptive markup. It is also possible to define the tagging structure
expected by a formatting program in SGML terms, as a concurrent document
structure. 5           Text-oriented database management systems typically
use inverted file indexes to point into documents, or subdivisions of them.
A search can be made for an occurrence of some word or word pattern within
a document or within a subdivision of one. Meaningful subdivisions of input
documents will of course be closely related to the subdivisions specified
using descriptive markup. It is thus simple for textual database systems to
take advantage of 10     SGML-tagged documents. 



Hypertext systems improve on other methods of handling text by supporting
associative links within and across documents. Again, the basic building
block needed for such systems is also a basic building block of SGML
markup: the ability to identify and to link together 15    individual
document elements is an inherent a part of the SGML protocol. By tagging
links explicitly, rather than using proprietary software, developers of
hypertexts can be sure that the resources they create will continue to be
useful. To load an SGML document into a hypertext system requires only a
processor which can correctly interpret SGML tags. HTTP servers in wide use
for network computing are suitable to interpret SGML. 20 Although markup
languages exist in accordance with the SGML standard that permit the user
to manipulate documents according to logical content identified by tags
within a document, -10-    conventional markup languages have not fully
addressed the special problems associated with documents involved in
signature transactions. A particular need exists for a flexible markup
language that permits a document designer to create documents that are
designed to comply with legal requirements and other protocols of a wide
variety of particular transaction contexts tat 5     involve signatures.
Also, a need exists for a markup language that permits the design of
documents that are machine processable and human readable. A fiurther need
exists for electronic documents that can be subdivided or redacted as
transmitted in parts, wherein the integrity of the document and the
validity of the signature remains. 10           The benefits of a flexible,
powerful markup language may best be understood by reference to a number of
specific transaction contexts in which such a language is particularly
useful. These 



transaction contexts relate to embodiments of the invention. One such
context is in the area of financial instruments, and particularly
electronic funds transfer instruments. These contexts are described merely
by way of illustrations and it should be understood that any context in
which signed 15     documents are used may benefit from the present
invention. As seen in Fig. 1, in a typical financial transaction 10 a payer
12 transfers funds to a payee 14. Individual payers and payeesprefer
differentpaymentmethods at different times, including cash, checks, credit
cards and debit cards. The transfer of funds between the payer 12 and the
payee 14 20     may involve intermediate transactions with one or more
banking institutions 16. The banks' functions include collecting and
holding funds deposited by account holders and responding to instructions
from the account holders. Checks are an example of financial transactions
which invoke    these banking institution functions. Fig. 2 shows a paper
check transaction 20, in which a check 22 is transferred from the payer 12
to the payee 14. The check 22 is typically found in a checkbook 24. Each
check has several 5    blank spaces (for the date 34, the name of the payee
30, the sum of money to be paid 28, and the signature of the payee 38) to
be filled out by the payer 12. As each check is written, the payer 12 keeps
a record of the check in a check register 26 which lists check transactions
including the sum to be paid 28, the name of the payee 30, the
identification number of the check 32, and the date of the transaction 34.
10 In the body of the check 22, the payer 12 instructs the payer's bank 36
to pay the stated sum of money 28 to the payee 14. The check 22 identifies
the payer's bank 36, the payer's account number 40 (using magnetically
readable characters) at the payer's bank, and the payer 23 (usually 



by printed name and address). After filling in the date 34, the name of the
payee 30 and the sum of 15    money 28 as ordered by the payee 14, the
payer signs the check 22. A payee typically considers a check authentic and
accepts it for payment only if it contains the signature 38 of the payer,
the printed identification of the payer 23 and the printed name and logo 42
of the payer's bank 36, and does not appear to be altered. The check 22
also contains a routing and transit number 25 which indicates the routing
of the check to the payer's bank 36 for presentment. 20 After the payer 12
presents the completed check 22 to the payee 14 in a financial transaction
(such as a sale of goods or services), the payee 14 endorses the check 22
on the back with instruction -12-    to deposit the amount 28 with the
payee's bank 46. If the check looks authentic, the payee bank 46
provisionally credits the payee's account 48 for the amount of money
designated on the face of the check 28 pending clearance through the
federal reserve system and acceptance and payment by the payer's bank 36. 5
The payee's bank 46 routes the check 22 to the payer's bank, possibly using
the federal reserve bank clearing house 50 or other established clearing
arrangement, which uses the routing and transit number 25 to deliver it to
the payer's bank 36, which then verifies the authenticity of the check 22
and (at least for some checks) the signature 38 of the payer 12. If the
check 22 is authentic and 10    the payer 12 has sufficient funds in her
account 40 to cover the amount of the check 28, the payer's bank 36 debits
the payer's account 40 and transfers finds to the payee's bank 46 for the
amount designated on the check 28. A complete check transaction 20 thus
includes verification steps 



performed by the payee 14 and the payer's and payee's banks 36 and 46. 15
The banks 36 and 46 send bank statements 52 and 54 to the payer 12 and
payee 14, respectively, which reflect events of the transaction 20
pertinent to each of the parties for reconciliation of their accounts with
their records. Processing a paper check requires time as the physical check
is routed to the payer, the payee, 20    the payee's bank, the clearing
house and/or the payer's bank. The same is true of other types of financial
transactions involving paper instruments, such as credit card slips
generated during a credit card sale. In a credit card transaction, a
merchant makes an impression of the customer's card, which -13-    the
customer then signs, to fimntion as a receipt for the transaction. The
merchant typically obtains a positive acknowledgment or credit
authorization from the customers credit card company before accepting the
credit card slip. This assures that payment will be received. 5
Several mechanisms for using electronic communication to substitute for
paper flow in financial transactions are in use or have been proposed.
Electronic Check Presentment (ECP) is a standard banking channel used to
clear checks collected by banks prior to or without routing the physical
checks. The Automated Clearing House 10    (ACH) is an electronic funds
transfer system used by retail and commercial organizations. The ACH acts
as a normal clearing house, receiving a transaction over the network and
then splitting and routing the debit and credit portions of the transaction
to the payer's and the payees banks. Electronic Data Interchange (EDI) is a
similar electronic transactional system, primarily used for the interchange
of business documents such as invoices and contracts. With EDI, the funds
transfer is 15    frequerntly transmitted over other financial networks,
such as through electronic funds transfer or 



ACH. So-called home banking allows a consumer to use a home or personal
computer to, e.g., request that the bank pay certain bills. 20 Electronic
funds transfer (EFT), or wire transfer, is used for direct transfer of
finds from a payer to a payee, both usually corporations, using a bank's
centralized computer as an intennediary. -14-    The EFT system may be used
in conjunction with the ACH system described above. Automatic teller
machines (ATM) and point of sale (POS) devices allow an individual to
conduct a transaction from a location outside the home. ATMs have remote
computer terminals 5     connected to the user's bank which allow access,
directly or indirectly through switching networks, to the user's account in
the central computer of the bank. Similarly, POS devices are remote
computer terminals located at a place of business which allow access to an
individual's account information stored in a computer within a network of
financial institutions, to permit transfer of funds from the user's account
to the merchant's account at another bank. 10 Check imaging, another
electronic transaction procedure, involves the scanning of a paper check by
a scanner, which digitizes the image of the check pixel by pixel and stores
the image electronically in a memory. The image may then be transferred
electronically to substitute for or precede the physical delivery of the
check, e.g., to truncate the clearing process. The image of the 15    check
may be recreated on a computer monitor or on paper for verification by the
appropriate banking institutions. 



Several systems are currently used to secure electronic financial
transactions. For example, IC chip cards, or smart cards, are small devices
(containing chips with memories) which are capable 20     of exchanging
data with a computer or a terminal and of performing simple data processing
functions, and are thus more versatile than a simple credit card. The smart
card is portable and may be easily used in POS and ATM environments. -15-
Other embodiments of the invention relate to execution of legal documents,
completion of mortgage applications, and transmission of signed medical
records. As seen in FIG. 18, in a typical contract transaction 401 a first
signer 410 signs a legal 5    document 483 and delivers the document to a
second signer 422. The document may pass through various intermediaries
421, such as a notary, for other actions, such as notarization. Also, the
document may be passed on to various third parties 425 who will read the
document in order to verify the signature or the contents of the document.
A third party 425 could be a judge, arbitrator 423, escrow agent 427, or
other party whose action depends on the contents of the document and the 10
signature. Referring to FIG. 21, a typical contract transaction 481 is
depicted in which the first signer 410 signs a document 483. In addition to
substantive contract clauses, the document may include the names of the
parties 484, the date 486, a signature line 470, a second signature line
472, a 15    notarization line 474 and other features. Once signed by the
first signer 410 the document may be transmitted to a second signer 422.
The second signer may sign the document with the second signer's signature
480 at the second signature line 472. The document may then be notarized by
a notary 421 with a notarization 482 at the notarization line 474. The
document may be transmitted 



to various third party readers 423. For example, the contract may provide
for an escrow of fimds 20    with an escrow agent, and the document may
need to be transmitted to the escrow agent in order to permit the escrow
agent to understand the conditions under which the fumds will be released.
-16-    In contract transactions such as that depicted in FIG. 21, it is
often a condition of the contract that certain information exchanged
between the parties be kept confidential. In particular, certain terms of
the contract are often required to be kept confidential. However, one or
more parties may need to demonstrate to a third party that the contract has
been signed as to certain other terms. Often, 5     the third party does
not need to know all terms of the contract, only that the contract has been
signed as to certain terms. For example, the escrow agent only needs to
know the terms of the escrow arrangement, not all of the terms of the
business relationship between the parties. Similarly, third parties relying
on a statement by one signer that the signer owns certain property only
need to see the provisions of the contract that relate to ownership of
property. The dilemma is that under known 10     electronic document
processing systems, where the signer signs the entire file, such a
demonstration requires the disclosure of the entire file. With paper
transactions, the confidential information can be blacked out, so that only
the relevant information and the signature remains. With an electronic
file, such redaction places in question the integrity of the entire
document, as well as the validity of the signature. A need has arisen to
provide the convenience and flexibility of electronic contracting, 15
along with the security and familiarity of known paper contracting methods.
As with electronic checks, a need also exists for electronic contracts to
remain human readable. That is, an individual should be able to read the
contract or a portion of the contract on the screen or in a printout and
obtain any relevant information that can be obtained through electronic 



20     processing. The need for human readability arises from, among other
things, the fact that not all readers will have computer systems that are
capable of reading the electronic form of the documents. -17-    A mortgage
loan application is one type of legal document that may be prepared in
accordance with the present invention. Referring to FIG. 19, in typical
mortgage transaction 489, a borrower 452 signs a loan application 490. The
loan application may be signed at various signature lines. The loan
application is then transmitted to a lender in some cases through an
intermediary 5     such as a broker 455. The application may then be
reviewed and acted upon by various third parties 456, such as mortgage
lenders, credit reporting agencies, banking institutions and the like.
Referring to FIG. 22, a typical mortgage loan application transaction 489
is depicted in which the borrower 452 submits a mortgage application 490.
The mortgage application 490 may include 10    various information such as
the date 491, the names of the parties 493, various signature lines for
particular clauses 492, 494, and a signature line 498 for the entire
application for the borrower, as well as a signature lines 500, 501 for the
lender and for the broker 455. The mortgage application, once signed by the
borrower, at the signature lines 492, 494 and 498, may be transmitted to
the lender 454. The lender may then sign with the lender's signature 505 at
the lender's signature line 501 and 15    transmit it to the lender. The
broker 455 may also sign at the signature line 500. The document may then
be sent on to one or more third parties 456 such as a bank for review. Also
other parties may need to see the application, such as a credit reporting
agency or an appraiser, to verify that the borrower has given permission to
reveal information contained in the application or in a credit report. Once
the credit reporting agency and other third party has reported to the
lender 454, the 20    lender 454 may then approve the loan and provide an
approval 508 to the borrower 452. 



Mortgage loan transactions raise similar confidentiality concerns as legal
contracts. A credit -18-    reporting agency may only need to see the part
of the application that authorizes a credit report, but known electronic
techniques require the signer to sign the entire file; thus, in order to
ensure the validity of the signature, the credit reporting agency must
receive the entire document. Other third parties may also need to see only
part of the application. Accordingly, a need has arisen to provide 5
for transmission of part of a mortgage loan application while ensuring the
integrity and validity of the signature, as well as of the information in
the part that is transmitted. A mortgage application needs to be human
readable, because various parties who will read part or all of the
document, such as credit agencies, appraisers or the like may not have
computer 10    systems that are capable of reading electronic documents.
Human readability permits the continued application of existing customs and
legal rules, increasing the comfort of users with electronic document
processing. Referring to FIG. 20, another type of document that requires
signatures and is subject to 15     various legal requirements is
apatient's medical record 520. A first doctor 462 may sign the medical
record or part of the medical record and transmit it to a second doctor 464
who may add additional information and signatures to the document. The
document may be transferred through or to various intermediaries 467, or
third parties 468, such as the patent, other doctors, hospital
administrators, insurance companies, guardians, family members and the
like. 20 Referring to FIG. 23, a depiction of a medical record transaction
521 is provided. A first doctor 462 may signarecord 520. The recordmay
include one or more dates 530, 532. Themedical 



-19-    record 520 may include various health-related content items such as
a diagnosis 522, prescription 524, or an action taken 523, as well as other
content items, such as health insurance information 525. The record 520 may
include a signature line 528 for the first doctor 462 and a signature line
529 for other items to be signed by a second doctor 464. Once the medical
record is signed and completed 5     by a first doctor 462, it may be
transmitted to the second doctor 464 for signature 534 by the second doctor
464 at the second doctor's signature line 529. Once the medical record 520
is signed by one or more doctors, it may be transmitted to an intermediary
467, such as a hospital administration, or to a third party 468 such as an
insurance company, a medical records sections of the hospital, a guardian,
a family member or the patient. One or more of these parties may be
required to take 10    action 537, for example to sign the record, to
indicate consent to procedures, to indicate insurance coverage, or for
other purposes. These parties may need to rely on the signature of the
doctors 462, 464 in order to take action on the medical record. Medical
records are like contracts and loan applications in that they contain
confidential 15    information that may need to be read by third parties,
such as patient health information, insurance information and the like, but
most of the third parties only need access to certain portions of the
information. For example, an insurer may need to know the diagnosis, but
may be excluded from consideration certain information in the record, such
as HIV status. Similarly, a doctor diagnosing a medical condition may not
need to know insurance eligibility. Under current electronic document 20
systems, in order for the reader to ensure the integrity of the record and
the validity of the signature, the entire file is disclosed. A need exists
to be able to transmit portions of a signed medical record while ensuring
the integrity of the record and the validity of the signature 



-20-    Medical records also need to be human readable. Many of the parties
who will read the records, such as doctors and nurses may not have
immediate access to computer systems for processing the documents. Also,
human readability permits parties in the medical field to continue to use
customary practices in dealing with such records. Moreover, if documents
remain human 5    readable, then existing legal rules for paper records can
be applied to electronic records. Medical records also need to be readable
in segments. For example, a health insurer may be entitled to know a
particular diagnosis or prescription without having knowledge of a
patient's entire medical history. SUMMARY OF THE INVIEN1TON 10
The invention includes a computer-based method for creating a signed
electronic documents. In. one aspect, the invention includes a markup
language according to the SGML standard in which document type definitions
are created under which electronic documents are divided into 15    blocks
That are associated with logical fields that are specific to the type of
block. Each of many different types of electronic documents can have a
record mapping to a particular environment, such as a legacy environment of
a banking network, a hospital's computer environment for electronic record
keeping, a lending institution's computer environment for processing loan
applications, or a court or arbitrator's computer system. Semantic document
type definitions for 20    various electronic document types (including,
for example, electronic checks, mortgage applications, medical records,
prescriptions, contracts, and the like) can be formed using mapping
techniques between the logical content of the document and the block that
is defined to include -21- 



such content. Also, the various document types are preferably defined to
satisfy existing customs, protocols and legal rules. For example, in the
case where the electronic document is an electronic check, the document
type definition for electronic checks can be designed to comply with
Regulation E, of the Uniform Commercial Code and other state and federal
laws for payment 5     instruments. An example of a document type
definition for the electronic check is depicted in FIG. 43. Where the
document is a medical record, the document type definition can be designed
to comply with health care regulations. When the document is a mortgage
loan application, the document can be designed to comply with mortgage
lending regulations. Other embodiments can be readily envisioned for other
types of documents in other contexts that are legally required to 10
have particular content. Document type definitions in FSML or SGML can thus
be applied to legally significant communications, such as perfornative
utterances, in a manner that permits the establishment of rules and
protocols for handling content for that type of communication, Thus, a
content block for the 'pay to the order of' block of a check can be
defined, and the associated computer software will treat the content in
that block as the identification of the payee of the 15    check. Similar
protocols can be established for all types of significant content,
including content relevant to business practices and legal rules. In one
embodiment, the invention features a computer-based method in which an
electronic instrument is created for effecting a transfer of funds from an
account of a payer in a funds-holding 20    institution to a payee, the
instrument including an electronic signature of the payer. A digital
representation of a verifiable certificate by the institution of the
authenticity of the account, the payer, and the public key of the payer is
appended to the instrument. This enables a party receiving the -22- 



instrument, e.g., the payee or a bank, to verify the payer's signature on
the instrument. A similar certificate of authenticity could also be issued
in other contexts. For example, a certifying authority could certify that a
doctor is properly licensed and authorized to sign a prescription. A
certifying authority could certify as to the creditworthiness of a borrower
in a transaction. A certifying 5     authority could certify as to the
authority of an individual to sign a contract for a given company. These
examples are merely illustrative of all transactions in which a certifying
entity participates. Implementations of the invention may also include one
or more of the following features. The electronic instrument may include
digital representations of the content of the document. In the 10     case
of the electronic check, this may include: (a) payment instructions, (b)
the identity of the payer, (c) the identity of the payee, and (d) the
identity of the fimds-holding institution. In the case of medical records,
the digital representations may include the identities of the doctor or
doctors, the identity of the patient, the identity of the hospital, as the
identity of an insurer. In the case of a mortgage application, the
identities of borrower, lender, broker, and other parties and relevant
third 15     parties may be digitally represented. In the case of a
contract, the identities of all parties may be digitally represented.
Digital representations of a verifiable signature of a signing party, such
as the payer of an electronic check, may also be appended to the electronic
document. The electronic document may be delivered electronically to the
institution at least in part via a publicly accessible data communication
medium. At the receiving party, the signature of the signer and the
certificate 20     may be verified in connection with whatever action is
required by the receiving party, such as transmitting funds to the payee in
the case of the electronic check. In the case of the electronic check, an
account number may be included in the electronic instrument. In other
embodiments, -23- 



similar identifying information, such as the patient's health insurance
code number, the number of a given loan application or contract, or the
like, may be included. In the electronic check embodiment, the account may
be a deposit account or a credit account. The instrument may be an
electronic substitute for a check, a traveler's check, a certified check, a
cashier's check, or a credit 5     card charge slip. In all embodiments,
the publicly accessible data communication medium may be unsecured. Also
appended to the electronic document may be digital representations of a
verifiable signature of a second signer. The second signer may be the payee
of an electronic check, a second 10    or doctor, a mortgage lender, for
example. A verifiable certificate by a third party, such as an institution
which holds an account of the payee of an electronic check, or a credit
institution in the case of amortgage application, may also be appended, as
may be a verifiable certificate by a central authority, such as a banking
authority, with respect to the third party, such as the institution which
holds the payee's account in the case of the electronic check. 15 Delivery
of the electronic document may be in part via a private controlled secure
communication medium and in part via a publicly accessible data
communication medium. The electronic document may be delivered from one
third party to another, such as from an institution which holds an account
of the payee to the funds-holding institution via an electronic clearing
house 20    in the case of an electronic check, from a broker to a lender
in the case of a mortgage loan application, or from a hospital to an
insurance company in the case of a medical record, for example. -24-  



A party reading the signature of the first signer can verify the signature
and the certificate of any party certifying the signature. In the case of
the electronic check, at the payee, the signature of the payer and the
certificate of the institution may be verified. Other signatures and
certificates may be verified by other parties to various transactions.
Thus, in the case of the electronic check, at the 5     institution holding
an account ofthe payee, the signature ofthe payer and the certificate of
the ftnds- holding institution may be verified. The signatures may be
generated by public key cryptography. The appending step may be done by a
separate signature device from the device which performs the creation of
the electronic 10     document. Digital representations of a proposed
transaction and a verifiable signature of the party initiating or proposing
a transaction, such as a payee of a check, may be delivered from that party
to the other party, such as the payer of an electronic check, at least in
part via the publicly accessible 15    communication network. Information
may be automatically transferred from the electronic document to a
computer- based data storage, manipulation, access and retrieval system,
such as an accounting system that tracks accounts receivable or processes
orders. A log or database of information about electronic 20     document
transactions may be created. In general, in another aspect, the invention
features an apparatus including a portable token -25-    having a memory, a
processor, and a port for communication with a computer. The memory
contains 



a private encryption key associated with a party or with another item
associated with that party, such as an account in a funds-holding
institution, or a health insurance number, and which is usable to append a
secure, verifiable signature to an electronic payment document executed in
connection with 5     the item, such as a check drafted on an account or a
claim against a health insurance policy. Implementations of the invention
may include one or more of the following features. The memory may contain
certification information provided by the institution and which is usable
to append secure, verifiable certificates to electronic documents to
certify a relationship between an 10    owner of the signature and a public
key of the owner. A unique identifier may be assigned to each electronic
document. The portable token may be a PCMCIA compatible card, smart card or
smart disk, which may internally hold a private signature key and a secure
memory for the check serial number. The certification infonnation may be
given a limited useful life. The memory may also contain certification
information provided by a third party authority, such as a central banking
15     authority in the case of an electronic check, and which is usable to
append secure, verifiable certificates to electronic documents to certifiy
the authenticity of a party, such as the funds-holding institution in the
case of the electronic check, The certification information provided by the
third party authority may have a limited useful life. In the electronic
check embodiment of the present invention, the central banking authority
may be a United States Federal Reserve Bank. The memory 20     may also
contain a complete or partial register of electronic documents, or a subset
of the information contained in the documents, to which signatures have
been appended. The appended signature may be a signature of any party to a
transaction, such as a payer who holds the account in -26-    the
institution, an endorsement signature of a payee, a signature of a doctor
or patient, a signature 



of a borrower, broker or lender, or the signature of a contracting party.
The memory may also contain a personal identification number -for
controlling access to the memory. 5           In general, in another
aspect, the invention features a computer-based method of creating an
electronic document. Digital data is formed which represents the identity
of each party to the transaction, and other relevant facts to the
transaction, such as the amount to be paid in the case of an electronic
check, or the amount of medicine in the case of an electronic prescription
that is part of a medical record. Then, in a secure hardware token, a
digital signature is appended to the data. 10 In another aspect the
invention features having a second signer sign an electronic document and
enter information about a transaction in digital form into the secure
hardware token and, in the token, append a digital signature to the digital
information. In the electronic check embodiment, the invention features a
computer-based method of endorsing a payment instrument by entering 15
information included in the payment instrument in digital fonr into a
secure hardware token and, in the token, appending a digital signature to
the digital information. In general, in another aspect, the invention
features a computer-based method for regulating the use of account nwnbers
with respect to accounts in a funds-holding institution. Digital account 20
numbers are assigned for use by account holders in creating electronic
instruments, the digital account numbers being distinct from non-electronic
account numbers used by account holders with respect to non-electronic
instruments. At the fumds-holding institution, electronic instruments are
-27-    then accepted from account holders only if the electronic
instruments include one of the digital account numbers. In implementations
of this feature, each digital account number may be linked 



with a non-electronic account number, and the two numbers may be linked
with a common account in the institution, so tat electronic instruments and
non-electronic instruments may be drawn against 5     the same account. A
similar aspect can be applied to regulating unique identifying numbers to
information in a particular mortgage application, contract, medical record,
or other electronic document. In general, in another aspect, the invention
features a computer-based method of attaching 10     a document to a
related electronic document by forming a cryptographic hash of the document
and appending the hash to the electronic document. In particular, the
invention includes a method for calculating hashes of blocks of content
within the document, appending the hashes to document name tags of the
blocks, hashing the appended result, and signing the hash. 15           In
general, in another aspect, the invention features a computer-based method
for reducing fraud with respect to transmission of an electronic document,
such as deposit of an electronic payment instrument with a funds-holding
institution. A key-encrypted signature of a first party, such as a payee in
the case of the electronic check, a public key of the party, a routing code
of an institution or third party, and a number associated with information
of the first party associated with 20    the transaction, such as the
number of the payee's account in the institution in the case of the
electronic check, are included with the document and, at the third party,
there is automatic checking of the routing code and the number before
accepting the electronic document. -28-    In general, in another aspect,
the invention features a computer-based method for reducing fraud
associated with an electronic payment document. A cryptographic signature
associated with a party to the document is appended to the document or to
part of the document. Upon receipt of an 



electronic document, there is automatic checking of the cryptographic
signature against 5     cryptographic signature information of other
electronic documents previously received. Advantages of the invention may
include one or more of the following. The invention provides an
all-electronic payments and deposit gathering instrument that can 10    be
initiated from a variety of devices, such as a personal computer, screen
phone, ATM or payments accounting system. Financial accounts may be rapidly
and securely settled between trading partners over open public or
proprietary networks, without requiring pre-arrangement, by interconnection
with the existing bank clearing and settlement systems infrastructure. The
integration of controlled existing banking communication systems with
rapidly growing public networks in a secure fashion 15    will allow for
implementation and acceptance by banking institutions, industry, and
consumers. The invention addresses the problem of gathering deposits
electronically over public networks, since it enables all customers, retail
and commercial, to gather, transmit and deposit, e.g., checks, into their
accounts without physically going to a bank branch. The invention provides
an 20    electronic payment alternative for trading using public data
networks to conduct transactions. The invention to a degree electronically
replicates heavily-used and well-understood existing -29-    paper check
processes to enable it to be readily accepted by the marketplace. By
retaining the basic characteristics and flexibility of, e.g., the paper
check, the invention may be adopted more rapidly. Due to its similarity to,
e.g., paper checks, the invention can be used within the structure of
existing laws, regulations, and standard business practices. Similarly, the
medical records, loan applications, $     electronic contracts and other
embodiments of the present invention can be used within existing legal and
business structures. 



A variety of types of payment instruments may be implemented, e.g.,
certified checks, cashiers' checks and credit card charge slips, and
additional capabilities may be provided, e.g., future 10     dating, limit
checks, and multi-currency payments. The invention may be used in all
market segments, from individual consumers to large corporations. It will
enable businesses to complete safely and cheaply payments over public
networks, to prepare and transmit medical records, to execute and transmit
contracts, to complete 15     and process loan applications, and to engage
in other transactions that require signatures. Because the contents of the
electronic document, or part of the electronic document, may be attached to
a party's remittance information, the instrument will easily integrate with
existing or new computer applications, such as accounts receivable systems,
claim tracking systems, database applications and the like. 20 The security
of the electronic documents enables open public networks to be linked to
private networks, such as financial payments and bank clearing networks,
hospital networks, or the like, in -30-    a secure fashion. The use of
digital signatures, hardware based signing, and certification agents, such
as banks, make the electronic documents trusted and secure. They are
tamper-resistant due to the use of cryptographic signatures. This will
provide greater security and reduced fraud losses for all parties in the
transaction process by eliminating most of the common causes of bad
transactions, such 5     as bad paper checks, fake prescriptions, and the
like. To provide confidentiality, the documents may also be encrypted when
sent over public networks. The use of public-key certificates enables easy
electronic authentication by a contracting 



party such as a payee of a check, and third parties such as the payee's and
payer's banks. Digital 10    signatures can be validated automatically.
Since the system can be fully automated, and new processing can be done
outside of existing applications, such as a standard Demand Deposit Account
(DDA), the cost of processing an electronic document will be quite low, and
the costs of implementation minimized. To further 15    minimize
implementation costs, in the electronic check embodiment, the electronic
instruments may be integrated with the existing bank infrastructure,
including some of the mechanisms currently used for interbank clearing of
checks and electronic payments, such as bilateral arrangements, ACH and
ECP. 20           In all embodiments, parties of all sizes gain substantial
benefits. The use of electronic documents will be more cost effective than
existing paper documents due to volume efficiencies and the automatic
processing capabilities of computers. The use of electronic mail or
electronic -31-    transmission is less costly than physically transporting
paper. In addition to the significantly reduced costs of creating and
mailing a document (no check stock, envelopes, stamps, photocopies or
incremental labor), the party gains the ability to control the timing of
transactions, such as payments, both through fiuture dating of transactions
and through the increased reliability and delivery speeds 5     of
electronic mail. The invention addresses the problem of fraud and supports
prudent fraud management Through integrated fraud prevention measures and
distributed liability for fraud. These mechanisms will reduce most of the
current causes of fraud, including forgery, alteration, duplication, and 10
fraudulent depositing. In addition, because the electronic check
implementation follows the check 



payment model, the potential liability of the banks for fraudulent
transactions will be limited while equitably sharing the responsibilities
for the integrity of the system among payer, payee, and banks. An
electronic document may be signed and transmitted from personal financial
software and 15     other computing applications, through the use of an
open programmatic tool set and application programming interfaces.
Electronic instruments capability can be directly integrated into a payer's
application, and does not require that a payer "go off-line" to complete a
transaction. This benefit will be available to both consumers, through
integrations with packages such as Intuit's Quicken, and businesses through
integration with existing accounting systems. 20 Electronic documents of
the present invention have the further advantage that a signer can sign and
transmit part of the electronic document, and a third party receiver of
part of the document -32-    can read that part, without being given access
to other parts, and verify that the part is part of a document that is
subject to a valid, certified signature. Other advantages and features of
the invention will become apparent from the following 5     description and
from the claims. Advantages and features of the invention may be better
understood by reference to certain definitions. 10           The term
"client," as used herein, encompasses any data processing systems suitable
for operating a processor according to the invention and for establishing a
communication link to an Internet site. An Internet site can be any program
running on a data processing platform that connects to the Internet and
that receives access requests, whether under HTTP, FrP or any other 



conventional or proprietary transfer protocol. 15 The term "application
program," as used herein, encompasses any computer file that contains or
manipulates data in a format for being accessed and processed by the
processing unit of a computer. 20            The term "disk," as used
herein, encompasses any memory device that can store computer data and that
provides an interface for accessing the stored data. -33-    The term
"network,.' as used herein, encompasses any system comprising a series of
computers linked by telecommunications networks and may include the
Internet, intranets, or other computer networks. 5           The term
"browser," as used herein, encompasses any application program which allows
for multimedia presentation of information, including text images, sound
and video clips. Typically a browser allows the user to connect by the
Internet to different sites on the Internet. The term 1hypertext link" as
used herein, encompasses any graphical icon, button, 10     highlighted
text or other symbol that permits a computer to direct a server to display
a page of a site which is associated with the hypertext link. The term
"URL" means "uniform resource locator" and the term encompasses the address
of a network site that is accessed by clicking or initiating a hypertext
link that is associated with 15    the URL. The term "HTML" means hypertext
markup language, which refers to languages for the creation of pages of the
type capable of being viewed by a browser. 



20           The term "FSML" means "Financial Services Markup Language," in
accordance with the present invention. -34-    The term 'HTTPA as used
herein, shall encompass the aHyperText Transfer Protocol", which shall mean
a protocol under which messages are sent over the Internet from clients to
servers in the client/server model of distributed computing. 5     BRIEF
DESCRIPTION OF THE DRAWINGS FIG. I is a block diagram of a financial
transaction. FIG. 2 is a flow diagram of the steps of a check transaction.
10           FIG. 3 is a flow diagram of the steps of an electronic
instrument transaction. FIG. 4 is a block diagram of a workstation. FIG. 5
is a format of an electronic check template example for use with the World
Wide 15     Web. FIG. 6 is a format of an electronic check and deposit
endorsement instrument. FIG. 7 is a block format of an electronic check. 20
FIG. 8 is a format of a digital cryptographic signature based on DDS. -35-
FIG. 9 is a block diagram of an electronic checkbook card. 



FIG. 10 is a block diagram of the interaction between a screen phone and a
server. 5           FIG. 11 is a block diagram of a certified check
transaction. FIG 12 is a block diagram of a nonnal transaction flow. FIG.
13 is a block diagram of a cash and transfer transaction flow. 10 FIG. 14
is a block diagram of a "lockbox" transaction flow. FIG. 15 is a block
diagram of a finds transfer transaction flow. 15           FIG. 16 is a
block diagram of an electronic checkbook application interface. FIGS 17A
and 17B are block diagrams of electronic check API's, modules and
protocols. FIG. 18 is a block diagram depicting a contract transaction. 20
FIG. 19 is a block diagram depicting a loan application transaction. -36-
FIG. 20 is a block diagram depicting a medical record transaction. FIG. 21
is a block diagram depicting additional details of acontract transaction. 5
FIG. 22 is a block diagram depicting additional details of a loan
application transaction. FIG. 23 is a block diagram depicting additional
details of a medical record transaction. FIG. 24 is a block diagram
depicting use of a computer network in a contract transaction. 10 FIG. 25
is a block diagram depicting use of a computer network in a loan
application transaction. FIG. 26 is a block diagram depicting use of a
computer network in a medical record 



15    transaction. FIG. 27 is a block diagram depicting a computer hardware
system for the signatories of a contract. 20           FIG. 28 is a block
diagram depicting a computer hardware system for the parties to a loan
application transaction. -37-    FIG. 29 is a block diagram depicting a
computer hardware system for the participants in a medical record
transaction. FIG. 30 is a schematic diagram illustrating the basic
components of the World Wide Web. 5 FIG. 31 is a diagram depicting the
block structure of an electronic check. FIG. 32 is a diagram depicting the
block structure of a medical record. 10           FIG. 33 is a diagram
depicting the block structure of a loan application. FIG. 34 is a diagram
depicting the block structure of an electronic contract FIG. 35 is a
depiction of the multi-level hash method of the present invention. 15 FIG.
36 is a block diagram depicting the document combination method of the
present invention. FIG. 37 is a flow chart depicting the steps of the
secure hash algorithm of the present 20    invention. FIG. 38 is a block
diagram depicting the nested structure of the documents of the present -38-



invention. FIG. 39 depicts the certain tags of FSML for enclosing blocks of
information, in the electronic check embodiment of the invention. 5 FIG. 40
depicts the FSML tags for signature blocks in an embodiment of the
invention. FIG. 41 depicts the FSML tags for combining blocks. 10
FIG. 42 depicts the FSML tag structure for an electronic check. FIG. 43
depicts an example of a document type definition for the electronic check.
DESCRIPTION OF THE INVENTION 15           Broadly speaking, the invention
is a method and system for processing electronic documents. The electronic
documents have a predefined structure that is both human readable and
computer readable. In an embodiment of the invention, the electronic
documents may be financial electronic documents. As an example, one type of
financial electronic document is an electronic check. Other examples
include loan applications, medical records, contracts and other 20
documents that are signed or certified. Further examples include notarized
documents, medical prescriptions, transcripts, wills and trusts, and the
like. Any of these documents may be formatted as a document type definition
in FSML. The examples herein are merely illustrative -39-    WO 98/37655
PCTIUS97/24000 



and all signed documents and document-based transactions are within the
scope of the invention. Part of the underlying system for an embodiment of
the invention is the World Wide Web. FIG. 30 is a schematic diagram
illustrating the basic components of the World Wide 5     Web. FIG. 30
depicts client computers 400 which are connected by telecommunications
links 402 to one or more server computers 404. The client computers 400 are
equipped with web browsers 408 that permit the client computers 400 to view
pages of documents that are prepared according to the SGML standard. The
SGML pages, such as HTML pages, are typically displayed in graphical
format. Well-known web browsers 408 such as Netscape 10     navigator and
Microsoft Explorer automatically format data that is programmed in the HTML
language according to well-known protocols. Information is transported back
and forth between the client computer 400 and one or more server computers
404 according to a well- known protocol known as the HyperText Transport
Protocol. The messages sent according to the HTTP are addressed according
to Uniform Resource Locators, or URLs, which 15     determine where the
Internet resource is and which protocol to use to access the resource.
Other protocols, such as FTP, are also available. In the so-called
"client-server" model of distributed computing, messages are sent from
client computers to one or more servers. Servers that use the World Wide
Web are typically 20     called "HTTP servers" or "web servers." "A web
server may have installed on it files that include SGML documents that can
be displayed on a client's computer screen when accessed from a client
computer. Also, web servers may include or provide access to other servers
that -40-    include Common Gateway Interface ("CGI") programs that permit
access to other resources on 



the web server, such as application programs and databases including
application programs for manipulating electronic documents. Thus, without
the need for any hardware or software, other than a standard personal
computer and a common web browser 408, a user can access 5     dynamic
applications and content that are stored on the web server. A Financial
Services Markup Language (FSML) has been developed to allow for the
creation of electronic documents that are human readable and machine
readable and processable. FSML is a markup language according to the SGML
standard. By using FSML, 10     one can create, sign and process electronic
documents. In an embodiment of the invention, the electronic documents may
be electronic checks, and FSML may be used to create, sign and process
electronic checks and their associated documents. In other embodiments, the
documents may be medical records, loan applications, contracts, or the
like. The creation of the electronic documents uses a block structure as
noted below. The signing of the electronic 15     documents can employ a
public key cryptographic signature and hash algorithm to provide security
attributes. The FSML signature mechanism also allows documents to be
combined, or added to, without loss of the security attributes. The
processing (e.g., signature verification, endorsements, authentication,
payment, etc.) of the electronic documents is also automated. 20
The PSML documents are ASCII documents that are both human readable and
machine readable and processable. ASCII encoding of data items provides
integer, hex, real, string and boolean types. Tags and values are readable
without special software. SGML escape sequences -41-    permit
internationalization. ASCII formats are compatible with electronic mail
transaction as well as with V.42bis and other data compression. 



An FSML electronic document is made up of a number of blocks as depicted in
FIGS. 5    31-34. 'An electronic check is depicted in FIG. 31. A medical
record is depicted in FIG. 32. A loan application is depicted in FIG. 33. A
contract is depicted in FIG. 34. Each block contains some common 'fields"
or 'elements" in (SGML) terminology. Every FSML electronic document
consists of one or more enclosed documents. These documents are nested.
Nesting may be done by enclosing earlier forms of a document inside later
editions of the document or 10    by other conventional markup techniques.
Each enclosed document is built inside a <fstc- doc> tag structure. The
FSML tag structure for an electronic check is depicted in FIG. 42.
Referring to FIG. 31, an electronic check may be a document type 700 and
the type appears in the type block of the document. A header 702 may
include the name of the check, a 15    version number or similar
information. A logged data block 704 may include information that is to be
logged by a database, such as an electronic checkbook, such as the date and
amount of a transaction. A contents block 708 may include all other content
for the check. Referring to FIG. 32, the type block 700 reflects a medical
record type. The header 20     702 shows a version of the record; e.g. a
patient's chart. Logged data block 704 may include dates and amounts of
prescriptions, records of vital signs and the like. The contents block 708
may include any contents to be signed, such as a prescription, or other
information. -42-    Referring to FIG. 33, the type block 700 reflects a
loan application type. The header block 702 may include a version number of
the type of application, such as a home mortgage refinancing. The logged
data block 704 may include information from the application, such as dates,
names, salary information, debts and the like. The contents block 708 may
include all 



5     items for signature, such as the whole application and separate
clauses or consents that require separate signatures. Referring to FIG. 34,
the type block 700 reflects a contract type. The header block 702 may
reflect other information, such as the version of the contract or the
license agreement. 10     The logged data block 704 may include dates,
names and other pertinent items for storage, and helpful for providing an
audit trail. The contents block 708 may include one whole contract and any
parts that require separate signatures. The blocks include the relevant
data for a transaction. Moreover, these document type 15     definitions
permit the establishment of rules that will reject a document that is
missing some required element. For example, a contract may require an
approval of a clause by a manager, and if approval is not included, the
software of FSML would reject the document as an invalid type. Thus,
document type definitions may be used to support legal rules and business
practices. 20 The blocks making up the electronic document can be protected
from tampering, and all blocks that need to be authenticated are assigned a
digital signature contained in a signature block. -43-    The digital
signature may use one of the standard digital signature algorithms, such as
MD5/RSA or SHA/DSS. The digital signatures can be created using a private
key, and then later verified using a public key which also can employ a
certificate such as an X.509 Version 1 Certificate. 5           The various
blocks making up the electronic documents and any associated documents may
be bound together by a signature block. In one embodiment, depicted in FIG.
35, the signature 



block 800 contains the block names (j, k) of the blocks 804 and 806 being
bound together and the digital hashes 808 and 810 of the content for these
blocks. A hash 811 can be generated from the document names and the digital
hashes 808 and 810, and a digital signature 812 can be generated 10    by
digitally signing the hash 811. The digital signature 812 of the hash 811
can be incorporated into the block 800. Next, the contents of the block 800
can be signed, such as by a private encryption key. By employing this
multilevel hashing technique, the binding is such that the receiving
software is able to verify that all the blocks that are bound together are
present and have not been tampered with. Thus, the integrity of the entire
document is verifiable. 15 Specific block structures for electronic
documents and associated documents are described in Appendix B, which
contains a Document Type Definition (DTD) for certain FSML electronic
documents, namely checks. Additionally, Appendix B contains an example of
an electronic check document. 20 In situations in which the FSML electronic
document is to pass through various steps and institutions that are part of
an entire system that processes the electronic document and perhaps -44-
adds new information to the document, a document combining mechanism is
described that allows the additional information to be added while allowing
the original information to be protected and verified using digital
signatures. By binding blocks together, the data in all the blocks being
bound is protected from tampering while at the same time the blocks become
cryptographically 5    associated. One such process is depicted in FIG. 38.
Referring to FIG. 38, to add new 



information to a document 824, the existing document 824 is enclosed in a
<fstc-doc> tag structure 826 which may also enclose new blocks 828 and 830
containing the new information. New signature blocks 832 and 834 may also
be contained in the new information and may sign blocks in the inner nested
document. Each new, surrounding electronic document (<fstc-doc>) 10    can
also have a new <action> block and a DOCTYPE parameter for use by the
receiving system to determine the method used to process the modified
document. FIG. 39 depicts the certain tags of FSML for enclosing blocks of
information, in the electronic check embodiment of the invention. Referring
to FIG. 36, whenever a block 804 is to be authenticated, or tamper-proofed,
a 15    digital signature block 820 is added to the electronic document.
The signature block 820 contains a reference to a certificate block 822
containing a public key used to verify the digital signature. The signature
block can also be used to bind multiple blocks together, so that the
resulting compound document can be verified. The FSML tags for signature
blocks in an embodiment of the invention are depicted in FIG. 40. 20 When
combining an FSML block into a larger, compound document, the names of the
original blocks may not be unique. As such, the document combining process
also operates to -45-    handle naming conflicts when the documents being
combined use block names that are not unique. FIG. 41 depicts the FSML tags
for combining blocks. The digital signature is to insure that the
electronic document is authentic and has not been 5     tampered with. By
using the multilevel hash operation, the electronic document is able to
provide improved authentication and tamper resistance. The multilevel hash
operation also allows various 



blocks or associated documents to be bound together while still providing
improved authentication and tamper resistance. The digital signature can
pertain to any of the blocks or a set of blocks. Further, improved
authentication and tamper resistance allows blocks to be later dropped or
10    remove from a bundle, yet the digital signature is still able to be
authenticated. Thus, portions of documents may be transmitted and
authenticated, while confidential portions are redacted. Referring to FIG.
37, the calculation of a digital signature is performed as follows. First,
a nonce value (<nonce>) is created as a random number at step 600, The
nonce value is used 15    in producing a hash value as discussed below to
enhance the security provided by the hash operation. Second, the nonce
value is logically prepended to the subject block contents before hashing
at a step 602. Third, at a step 604 a hash value is calculated using the
contents of the subject block having the nonce value prepended, while
excluding the block start tag and block end tag, but including all
characters in between, with the exception of all carriage returns, line
feeds, 20     and trailing spaces on a line. Leading and embedded spaces in
a line are included in the hash. SGML entities, i.e., character names
enclosed between an ampersand (&) and a semicolon (;), are left
untranslated when hashing. Fourth, at a step 608 the resulting hash value
is inserted into the -46-    <hash> entry in the signature block. Fifth, at
a step 610 the second through fourth steps are repeated for each block to
be signed. Sixth, at a step 612 a second hash calculation is performed on
the contents of the <sigdata> sub-block, which contains the previously
calculated hashes, their block references, and the <nonce>. This includes
all characters between <sigdata> tag 5     and the </sigdata> tag, while
admitting all carriage returns, line feeds and trailing spaces. Seventh, at
a step 614 the second hash value is then encrypted using a private key. The
result is 



the signature which is inserted (as Hex ASCII) into the signature block as
the value for the <sig> tag. 1 0          An application programming
interface (API) between an application program and an FSML electronic
document is created by conventional programming means. The API allows
developers of application programs to process electronic documents and
associated documents without having to handle all of the details associated
with the internal format and processing of these electronic documents.
Instead, the API facilitates calls to an FSML Object Library that handles
all the 15    details -of the internal format and processing of these
electronic documents. An FSML Object Library is described to handle
processing that deals with the format and contents of FSML documents, an
application program thus does not need to know about the actual format of
an FSML document or any of the details of the interaction with a database
application, 20    such as an electronic checkbook. Likewise, the PSML
Object Library will not need to know or care about details of hardware,
operating systems, GUI's, databases, etc. In order to have platform
independence, the FSML Object Library receives all input from the calling
application -47-    program which also performs any necessary output. A
call is made by the application program to create, parse, verify, modify,
bind and otherwise operate on the memory-resonant FSML document. Functions
are also provided to allow insertion and extraction of data items into and
out of an FSML document. 5 The FSML Object Library described herein resides
over an FSML system library which acts as a lower layer that translates the
FSML Object Library requirements into the particular 



hardware library functionality. 10           An FSML System Layer API
provides a standardized vendor-independent interface to functionality of
the electronic checkbook hardware. Application programs do not need to
invoke functions of the FSML System Layer Library indirectly but instead
may use the API. An electronic checkbook is an electronic card (e.g., a
smart card) that is programmed to 15     act as an electronic checkbook.
The electronic checkbook carries signature and decryption private keys,
activation PINs (Personal Identification Numbers or passwords) that for
security reasons are accessible only by processes internal to the
electronic checkbook. Suitable electronic cards are available from National
Semiconductor, Inc of Santa Clara, California, Telequip Corporation in Hew
Hampshire, and others. Electronic cards can be used to store logged data
for medical 20    records, loan applications, contracts, and other
transactions as well. Although, FSML is described with respect to
electronic checks, FSML is a flexible -48-    structure that allows many
other documents to be built from these primitives while retaining a
standard format which can be partially verified during processing. The
present system and method offers a number of advantages over existing
systems for 5    processing of signed documents. The document type
definitions of the present invention permit the design of transaction
document types according to the logical purpose of blocks of content of
such signed documents. The document type definitions thus permit a wide
range of flexibility in structuring documents for meeting legal
requirements and other requirements for such documents. For example, in the
electronic check embodiment of the present invention, 10     documents may
be produced that comply with existing legal structures for paper checks. 



The flexible document structures also permit the user to design documents
tat can be accessed by a wide range of transport systems and that can be
manipulated by a wide range of computer systems. Thus, in the electronic
check embodiment of the present invention, the 15    instruments created
with the present system may be accessed and manipulated by existing
computer systems for demand deposit accounts. Since it is created according
to the SGML standard, a standard that is designed to pennit easy interface
to HTTP servers that are connected to the Internet, the present system is
20     compatible with almost all computer network communications systems,
including the Internet and local computer networks connected to the
Internet by HTTP servers. 49-    In an embodiment of the invention, an
architecture for an electronic check system is disclosed. The electronic
check system is an all-electronic payment and deposit gathering instrument
tat can be initiated from a variety of devices, such as a personal
computer, screen phone, ATM machine, or payments accounting system. The
electronic check system provides 5     rapid and secure settlement of
financial accounts between trading partners over public or proprietary
networks without requiring pre-arrangement. The electronic check is an
electronic financial instrument which in some respects mimics the paper
check. It is initiated and routed electronically, uses digital signatures
for signing and 10     endorsing, and relies on digital cryptographic
certificates to authenticate the payer and payee and Their respective banks
and bank accounts and to provide a degree of security to all parties to the
transaction. As seen in FIG. 3, the use of electronic checks may take
advantage of the interaction 



15     between publicly available, relatively unsecure electronic networks
65, such as dial-up networks, the Internet, wireless, or e-mail networks,
are distinct entities in terms of the security of information during
transmission over the two types of networks and systems 80. Public networks
and banking networks are distinct entities in terms of the security of
information during transmission over the two types of networks. Existing
communications approaches in the 20     banking system are secure and well
disciplined. Public electronic networks are unsecured and to some degree
less disciplined. The cryptographically sealed and authenticated electronic
check passing across gateway 60 is the link between the public networks and
secured financial -50-    networks. The gateway filters undesired traffic
through and helps to prevent corruption of the secure financial networks
resulting from intentional or unintentional access by persons operating in
the public networks. 5           As seen in FIG. 3, in a broad sense, a
transaction is initiated when a payer 12, e.g., a consumer, electronically
receives a memorandum of a proposed transaction 66, such as a bill, invoice
or order form, from a payee 14, e.g. a merchant. Alternatively, a
transaction may be initiated by the payer 12 only. The memorandum 66 may
contain the payee's digital signature, which may be generated by the
payee's secure authenticator 68 using public key cryptography. 10    The
payer 12 validates the payee's signature by using the payer's public key to
verify the payee's digital signature and thus authenticates the payee 14.
To proceed with the transaction, the payer 12 electronically creates a
financial instrument 74, e.g., an electronic check (e.g., on a personal
computer), payable to the order of the payee 14, and signs and records it
using the payer's secure authenticator 70. In effect, the secure
authenticator 70 enables the payer 12 to digitally sign the 



15    instrument 74 with a private signature key and enter the transaction
in a secure log, such as an electronic check book 71. A record of the
transaction may also be kept in the payee's accounting system 72. The
authenticator also appends to the check cryptographically signed
certificates of, e.g., the payers bank and the federal reserve bank
authenticating the payers account and the payer's bank., respectively. The
payer 12 then electronically sends the instrument 74 and the 20
memorandum 66 via a public network 65 to the payee 14. Upon receipt of the
instrument 74 from the payer 12, the payee 14 validates the payee's -51-
digital signature using public key cryptography. The payee 14 verifies the
payer's bank 82 and the payer's account with the certificates. The payee 14
also verifies that the instrument 74 is not a recent duplicate, and holds
it in storage until the date specified by the payer 12, if necessary. The
payee 14 endorses the instrument 74 with the payee's digital signature
using its authenticator 5     68. In effect, this enables the payee 14
digitally to sign the instrument 74 with a private signature key and enters
the transaction in a secure log, such as an electronic checkbook 69. The
authenticator also appends to the check cryptographically signed
certificates of, e.g., the payee's bank and the federal reserve bank
authenticating the payee's account and the payee's bank, respectively. The
payee 14 detaches the memorandum 66 and forwards the memorandum and 10
appropriate payment information from the electronic check to the payee's
accounts receivable system 76. Finally, the payee 14 electronically
deposits, typically via a public network, the instrument 74 with the
banking institution which maintains the payee's account 78. The payee's
bank 78 receives the endorsed instrument 74 deposited by the payee 14, 15
validates both the payee's digital signature of endorsement and the payer's
original digital 



signature using public key cryptography, verifies that the instrument 74 is
valid and checks the certificates. The payee's bank 78 then credits the sum
of money specified in the instrument 74 to the payee's account and clears
the'instrument 74 with the payer's bank 82 via existing electronic
settlement procedures, e.g., bilateral arrangements, ECP, ACH, ATM, EFT, or
check imaging. 20    The settlement procedures are carried out over a
network 80 connecting the computers of a large number of banking
institutions, the network 80 itself indirectly connected with the public
network 65. -52-    After clearance of the instrument, the payer's banking
institution 82 receives the processed instrument 74. The payers bank 82
validates both the payers and the payee's signatures using public
key.cryptography. The payer's bank 82 also verifies that the instrument 74
is not a duplicate and that the date of the instrument 74 is valid, and
checks the certificates. If 5     there are sufficient funds to cover the
face value of the instrument 74 in the payer's account, the payers bank 82
debits the payer's account, treating the items as a normal DDA transaction,
and electronically sends payment to the payee's bank 78 over the financial
network 80 to settle the payment. The instrument 74 is archived for
permanent storage and retrieval 83 at the payer's bank or elsewhere. 10
After the transaction has been completed, the payers bank 82 issues a DDA
statement 84 to the payer 12 reflecting the debit to the payer's account,
and the payee's bank 78 issues a statement, report or accounts receivable
update 86 to the payee 14 reflecting the credit to the payee's account.
Supplementary information related to the transaction in the instrument 74,
such 



15    as the payers and payee's names or memo lines, can be included in the
statement 84 or the report 86. The information contained in the statement
84 and the report 86 may be automatically compared with the payer's
accounting system 72, and the payers accounts receivable system 74,
respectively, to verify that the transaction was carried out properly. 20
As seen in FIG. 4, an electronic document, such as an FSML document, such
as an electronic check, may be created or verified and endorsed at a
computer terminal or workstation, such as the payer's workstation 90 or the
payee's workstation 92. Both workstations have the -53-    same general
format. Each has a CPU with disk storage and memory and a keyboard, mouse
and display for interaction with the user. Modems 91 and 93 (or other
network connections) are attached to the workstations 90 and 92 and permit
information, including the electronic check, to be passed electronically to
other parties to the transaction via one of the electronic networks. 5
Each workstation 90 and 92 also has a PCMCIA port 98 and 100, into which a
signature card, such as a PCMCIA card 94 or 96, may be inserted. The PCMCIA
card 94 or 96 is an electronic device that acts as the user's digital
signature card, provides a secure means for generating a signature with a
private signature key, and acts as an electronic checkbook. Alternatively,
the electronic checkbook with its register may be a separate card from the
digital signature card. 10 Each workstation 90 and 92 contains a software
package 102 or 104 to be run by the CPU. Besides the usual operating
system, the software package contains programs for handling electronic
checks. The payer's workstation 90 has manipulations of the electronic
checkbook as one of its software applications, including invoking the
signature function of the PCMCIA card 



15     94 to attach the payer's signature to an electronic check. The
electronic checkbook application prepares an electronic check to be sent to
the payee 14 upon the input of the necessary information by the payer 12
and records the transaction in a secure electronic register 95. The payer's
workstation 90 also helps finance software for keeping track of the payer's
transactions and communication software for sending the electronic check
and other information 20     electronically over one of the networks from
its modem 91 to another party's modem. The payee's workstation 92 similarly
has finance and communications software -54-    applications. However, the
payee's workstation 92 has software for preparing an order or invoice to be
sent to the payer 12. It also contains software for invoking the signature
function of the PCMCIA signature card 96 to attach the payee's signature to
an electronic check as an endorsement before the payee 14 sends the
electronic check to the payee's bank for deposit. 5 The formatting of the
electronic check has a number of embodiments. A preferred embodiment is as
an FSML document, as described above. In another embodiment, the electronic
check is formatted as a series of 7 bit ASCII text lines using a restricted
character set in order to be compatible with a wide variety of electronic
mail systems, including those 10    implementing the Internet Simple Mail
Transfer Protocol. The format of this other embodiment of the electronic
check is based on tagged value pairs. Each information line is composed of
a libel name and a value, e.g., amount=$ 19.95. In this embodiment, an
electronic check is typically created with a template document, as seen in
FIG 5. The top portion 106 of the template 105 contains the payee's
remittance information. The bottom portion 107 of the 



15    template contains field that the payer completes to prepare the
electronic check. The template may be sent by e-mail from the payee to the
payer. In which case the payer can use an editor or word processor to enter
order and remittance information. The check body can also be pre- fonnatted
by the payee with the amount, 'pay to the order of', and payer's public key
lines already completed, allowing the payer to enter minimal information
into the body of the 20    electronic check before signing it.
Alternatively, the payer can use a general template and an editor, word
processor and other application, such as Quicken, to create a properly
formatted electronic check. -55-    In any embodiment, once the template is
filled in by the payer as the FSML document is complete, the electronic
check may be signed by passing it through the payer's electronic checkbook.
The electronic checkbook is contained within a PCMCIA card containing the
payer's private signature key and certificates from the bank and the
federal reserve. The 5    certificates may be cryptographically signed
letters of reference attesting to the validity of the payer's account and
the payer's authority to write checks against the account, and the bank,
respectively. For example, in FIG 6, electronic check 110 contains an
identification number for the 10    electronic check 112, the date that the
electronic check was created 114, an order to the bank to pay a certain sum
of money 116, the name of the payee 118, the payee's public key, the sum of
money to be paid 120, the payer's account number 122, the name, address and
telephone number of the payer 124, and the payer's signature 126 in digital
format verifiable using the payer's public signature key 134. An additional
feature of an electronic check delivered over a public 



15    network is the payer's network address 128, e.g. an Internet address,
to permit the payee to acknowledge receipt of the electronic check. The
electronic check also may contain a memo block 130 for storing information
personal to the payer and a secure hash algorithm (SHA) 132 resulting from
a calculation over an associated document, to attach securely items such as
an invoice received from the payee. The hash algorithm may be of the type
more particularly 20    described above. Whenever a block must be
authenticated, or tamper-proofed, a digital signature block is -56-
added to the electronic document. The signature block contains a reference
to a certificate block containing a public key used to verify the digital
signature. The signature block can also be used to bind multiple blocks
together, so that the resulting compound document can be verified. 5
When combining FSML into a larger, compound document, the names of the
original blocks may not be unique. As such, the document combining process
also operates to handle naming conflicts when the documents being combined
use block names that are not unique. The standardized format of an
electronic check makes it a flexible instrument, permitting 10    multiple
signatures, annotations and transformation into other document types. The
standardized electronic check is also usable over different transportation
means, such as Internet and e-mail. In particular, the transport protocols
include FTP, STTP and HITP for the Internet. The format of the electronic
check is independent of the transport protocol. 15          Further, in the
various embodiment of the invention, the format of an electronic check may
be modular, in that several information lines can be grouped as a block, as
seen in FIG 7. Any number of information lines 3 grouped between begin and
end lines 4 and 5 is a block 6. 



Each block has an identifying name which is used to reference it, and
blocks can be combined to form other more complicated documents with a meta
line 7. The modularity of electronic checks 20    also allows for
independent signature of any block by any entity and for use of the system
for other financial instruments, such as letters of credit and loan
documents. -57-    The security and authentication aspects of electronic
checks are supported by digital signatures using public key cryptography.
Public key cryptography uses very large numbers and complex mathematical
calculations to protect the integrity and secrecy of an encoded electronic
transmission. As seen in FIG 8, a digital cryptographic signature 101 is a
long number or 5    numbers (here expressed in hexadecimal notation) 102
which are produced by the signer's use of his private signature key and the
message to be signed as inputs to the public key signature algorithm. The
signature may also be accompanied by a date and time stamp 103. The
cryptographic infrastructure is used to authenticate the payer and account,
electronic check document and issuing bank, and to securely seal the
electronic check, permitting the use of public 10    networks for sending
the electronic check. Most importantly, digital signatures may be used to
verify a document after issuance. A public key, applied to verify
cryptographic digital signature, is always generated in conjunction with
the private key which is used to create the signature. The payer's digital
15    signature 126, the payer's public verification key 134, and the
message which was signed are used as inputs to the public key signature
verification algorithm, which produces a true or false value. Public key
cryptographic signatures are useful because the signature of a signer,
computed using the signer's private key, can be verified by anyone else who
knows the signer's public key. 



Since the signer computes his signature on a document using his private
key, and since the 20    verifier verifies the signer's signature using the
signer's public key, there must be a way for the verifier to trust the
association between the signer (and his account information) and the public
key used to verify the signer's signature on the electronic check.
Cryptographic signatures are -58-    used to sign checks when they are
written, co-signed, endorsed and processed. Cryptographic signatures are
also used by certification authorities to sign certificates or "letters of
reference" tat contain a name or description of a signer and the signer's
public key. Thus, anyone who trusts the certification authority and who
knows the certification authority's widely publicized 5     signature
verification key can verify the certificate and trust the signer's public
key for use in verifying the signer's signature. A party signing an
electronic check is the only entity in possession of its private signature
key. The private signature key need never be exposed to a third party,
making it difficult to 10    forge. The private signature key generates a
cryptographic signature in a secret code, which is unique and is identified
only with the signer. Signature cards always keep the private key internal
to the processor and memory on the card. The document to bd signed is sent
into the signature card, and the signature card uses the private key to
compute the signature. The private key is never accessible via the card's
connector. 15 The public signature key must be used in conjunction with a
cryptographic signature verification algorithm upon receipt of the signer's
signature to verify the signature. The public signature key is known and
used by others, who obtain the public keys prior to or during a 



transaction. The use of public key cryptography allows the public keys to
be used and stored 20    independently of the private keys. However, the
public and private keys are mathematically linked, since they are generated
as a pair. -59-    Tamper-resistant signature cards or other hardware
devices are useful to compute the cryptographic digital signatures without
the possibility of disclosing the signer's private signature key.
Tamper-proofing of an electronic check and associated information is
achieved using digital signatures and a secure hash algorithm. Signature
cards, or special cryptographic processors, can S     be used to better
secure the private keys and greatly reduce the need for diligence and skill
on the part of the account holders to secure their keys, especially against
attacks through network connections by computer hackers. Further, the
signature card may keep a non-erasable log of documents signed, so that the
holder can review whether all uses of the card have been legitimate. 10 The
digital signature is to insure that the electronic document is authentic
and has not been tampered with. By using the multilevel hash operation, the
electronic document is able to provide improved authentication and tamper
resistance. The multilevel hash operation also allows various blocks or
associated documents to be bound together while still providing 15
improved authentication and tamper resistance. The digital signature can
pertain to any of the blocks or a set of blocks. Further, improved
authentication and tamper resistance allows blocks to be later dropped or
remove from a bundle yet the digital signature is still able to be
authenticated. 



20           Referring still to FIG. 6, one difference between an
electronic check and a paper check is the presence of authenticating
certificates, in particular an account certificate 136 and a bank
certificate 138. The payer can expedite the establishment of trust among
the parties to the -60-    transaction by enclosing with the signed check a
"letter of reference" or cryptographic certificate 136 regarding the
payer's account, stating the payer's name, address and telephone number 124
and Internet address 128, account number 122, and public signature
verification key 134, signed by the bank holding the payer's account with
its digital signature private key 140. Similarly, a 5     second letter of
reference or certificate 38 regarding the payer' bank states the payer's
bank's name 142, address 144, electronic network routing code 146 and
public signature verification key 134, signed by the bank holding the
payer's account with its digital signature private key 140. Similarly, a
second letter of reference or certificate 38 regarding the payer's bank
states the payer's bank's name 142, address 144, electronic network routing
code 146 and public signature 10     verification key 148, signed by a
central body such as the federal reserve with its digital signature private
key 150. Therefore, anyone knowing the federal reserve's public signature
verification key 152 can sequentially verify the bank's certificate 138,
the account certificate 136, and then the payer's signature 126 on the
electronic check. 15           The certificates are the electronic check
mechanisms for providing a trusted identification between trading partners.
The trust mechanism currently used is pre-arrangement of the transaction,
so that the receiving part is assured of the secure transmission of the
transaction. The structure of the electronic check system with certificates
enables banks or their agents, in the role of trusted parties, to provide
certificates that validate the identity and authenticity of the 



20     electronic check issuer. Trading partners will be able to validate
these certificates, if desired, on- line, and conduct business without
pre-arrangement, but with the assurance that the other party to the
transaction is authentic. -61-    The use of certificates in the electronic
check system permits validation at any point, by anyone, in the payment
cycle. Electronic checks and electronic checkbooks can be authenticated by
the use of public key certificates at any point in the settlement cycle by
the payee or the bank. Further, deposit slips and endorsements by the payee
may be cryptographically linked to an 5     electronic check as it is
processed, resulting in an electronic document suitable for archiving and
use as evidence of payment. In order for payers to determine the public
signature keys of payees, and thereby help to ensure that their checks are
paid to the correct person, it may be useful to publish the public 10
signature keys in a public director. Alternatively, the payee can funish
his public signature key and certificates with the order blank, invoice or
remittance information. In this case, the payer may consult the certificate
revocation list (CRL) potion of the director service to deternine whether
the certificate and account are still valid. Similarly, the payee may
consult the CRL to determine the status of the payer's account prior to
endorsing and depositing the electronic 15    check. An electronic check
may be delivered by hand, direct transmission or public electronic mail
systems. An electronic check may be printed out at the bank of first
deposit and passed through the system as a paper check. The signatures and
certificates are also produced with OCR 20     and scanned by the issuing
bank. Electronic checks transmitted via electronic mail be accessed at 



personal computers with industry-standard protocols or Application
Programming Interfaces (API's), such as VIM or MAPI, or they may be
embedded within dedicated application protocols -62-    such as the HTTP
server protocol used by Internet World Wide Web servers, In either case,
the format of the electronic check is independent of the underlying
transmission protocol. Further, disclosure of the electronic check
instrument during transmission will not enable fraudulent presentation by
others. Thus, the payee need not acknowledge receipt of the electronic
check. 5    However, the payer's e-mail address is included to permit
acknowledgment. Systems providing certified electronic mail may be used to
provide a guarantee of delivery. Upon receipt of the signed electronic
check and associated order, invoice or remittance infonmation, the payee
processes the payer's order, extracts the electronic check and endorses the
10    electronic check. The endorsement is done by the payee's electronic
checkbook, which signs the check, adds its own endorsement information and
appends the payee's certificate information. The payee's PCMCIA card also,
automatically assigns sequential transaction numbers to endorsements to
ensure that each endorsement is unique. This number should be included in
the deposit and clearing information, so that the payee can reconcile
checks mailed to the payer's 15    bank for cashing with the deposits
recorded in his bank statement. Upon endorsing the electronic check, the
payee creates a deposit instrument 160 which is attached to the electronic
check 110, as shown in FIG. 6. The deposit instrument 160 may be an FSML
document type and may contain some of the same information as in the
endorsement, such 20    as the payee's account number. The deposit
instrument 160 contains an identification number 162, the date 164, and the
sum of money to be deposited 166. It also contains the payee's account 



number 168, the name, address and telephone number of the payee 170, the
payee's Internet -63-    address 174 and the payee's signature 175 in
digital format readable using the payee's public signature key 172. The
deposit instrument 160 also may contain a memo line 180. The deposit
instrument may also contain an account certificate 190 and a bank
certificate 5     192. The account certificate 190 states the payee's name,
address and telephone number 170 and Internet address 174, account number
168, and public signature verification key 172, signed by the bank holding
the payee's account with its digital signature 176. Similarly, the bank
certificate 192 regarding the payee's bank states the payee bank's name
178, address 182, electronic network routing code 184 and public signature
verification key 186, signed by a central body such as the 10    federal
reserve with its digital signature 188. Anyone knowing the federal
reserve's public signature verification key 152 can sequentially verify the
bank certificate 192, the account certificate 190, and then the payee's
signature 175 on the electronic check. The endorsement function of the
electronic checkbook need not be as secure as in the 15     case of
originally signing an electronic check. However, a heightened level of
security is needed if the same signature card is used by the payee for both
check writing and endorsement. The endorsed check is then forwarded to the
payee's bank to be deposited or cashed, with the proceeds to be deposited
to the payee's account. Payments or deposits consisting of 20
electronic checks are gathered by banks via e-mail or other protocols and
cleared through standard banking channels, such as bilateral agreement, ACH
or ECP, automatically following the bank routing code 146. -64- 



Upon receipt of the endorsed check after clearance, the payer's bank
verifies that the check was properly endorsed using the payee's public
signature key. It also verifies the payer's signature, and optionally the
account and bank certificates. The amount of the check is debited from the
payer's account, assuming available funds, and then stored for archival
purposes. 5    Finally, an ACH credit transaction is originated to settle
with the payee bank (or multiple transactions with the payee bank may be
settled in an accumulated group), which credits the proceeds of the cashed
check to the payee's account at the payee's bank. If the size of the check
so warrants, the payee's account may be credited by Fed Wire or other
expedited processing. For example, the payer's bank may e-mail notification
to the payee's bank for crediting prior to 10    receipt of actual funds by
other means. The payer's bank will return the endorsed electronic check to
the payee if it cannot be cashed, e.g. due to insufficient funds, or if the
deposit transaction fails, e.g. the payee's account is closed. For example,
if the deposit transaction fails, the payer's account may credited with the
15    amount of the returned check in some flows. The payer's and payee's
banks provide statements or reports to the payer and the payee,
respectively, regarding their electronic check transactions. These
statements may be generated electronically or on paper. The payer's bank
may include a copy of the electronic check with the 20    payer's
statement. The payee's bank may identify the payee's deposit transaction on
the payee's statement, including the deposit number, so that the payee can
reconcile an electronic check sent electronically to the bank for cashing
with the transactions actually credited to the payee's -65-  



account. The primary security element of electronic checks is the use of an
electronic checkbook in the form of a PCMCIA card, which generates an
electronic check and stores a record of it in a 5     secure check
register. Possibly suitable PCMCIA cards are Tessera, National
Semiconductor's iPower and the Telequip CryptaPlus card. Alternatively, the
electronic checkbook may be implemented in an ISO format IC chip smart card
or smart disk (perhaps without the check register due to memory
limitation), or it may be implemented in cryptographic hardware processors
for use by systems that process large volumes of checks or maintain a
number of 10    electronic checkbooks. The PCMCIA card is ideal for a
transaction between two personal computers, but the smaller and more
portable smart card is better suited to a POS transaction at a merchant's
premises (if the appropriate smart card reader is implemented). A PCMCIA
card is an electronic device that provides greater security for a financial
15    transaction. A PCMCIA card, or in the case of mainframe accounting
systems, a secure black box, e.g. a Racal's Guardata, protects
transactional systems from unauthorized access. The PCMCIA card is a
separate, narrowly defined, secure electronic environment used in
conjunction with a terminal such as a personal computer. Information passes
back and forth between the PCMCIA card and the terminal or workstation. 20
The tamper-resistant PCMCIA card contains a mechanism to generate or store
unique check identifiers and calculates and verifies digital signatures and
certificates using public key -66-   



cryptography. The PCMCIA card securely stores the user's private
cryptographic key, which is used to digitally sign electronic checks when
they are written and endorsed. The PCMCIA care is preferably initialized by
deriving its own random private key using an internal hardware random
number generator. Certificates are provided and backed by a Certificate
Issuing System 5     (CIS). The PCMCIA card is also protected by providing
for entry of a personal identification number (PIN). The PIN and private
signature key must be stored in the electronic checkbook. Some mechanical
action may be required of the payer for each new check, either reinsertion
of 10    the PCMCIA card into its port on the payer's workstation or
activation by a push button on the card itself, to guard against fraudulent
use of the card once it is attached to the payer's computer. Additionally,
a timeout mechanism may be used. The PCMCIA card also maintains a register
of checks signed and issued. The electronic check register should be read
only from the PCMCIA's interface. The register may be read, but not
overwritten. 15 As seen in FIG. 9, a PCMCIA card 200 must contain at least
the PCMCIA card serial number 202, the PIN 204, the cryptographic function
199, the signer's private signature key 206, and check and endorsement logs
224 and 226 in a register 222. The public keys for the federal reserve 220,
the account certificate 208 and the bank certificate 210 may be kept on the
PCMCIA 20    card, but storing them in the work-station permits
verification using the federal reserve's public key in the case of
suspected alteration of the certificates. The electronic checkbook should
be accessed using a standard API 228. The input and output of the
electronic checkbook should be -67-   



compatible with mail user agents, file editors and other software for
general uses, as well as specialized financial applications, on a variety
of platforms including personal computers and workstations. 5           The
electronic check book contains a register 222 that functions like a
conventional checkbook register, but without account balances. When an
electronic check is created, the electronic check number, date, amount,
payee, signature and hash are recorded in a check log 224. For each deposit
made into the electronic check account endorsed by the electronic
checkbook, the deposit number, date and amount are stored in an endorsement
log 226. If the 10    electronic checkbook has the capability, there may
also be entries for bank fees and interest earned on the account.
Integrating the electronic checkbook with other software applications would
allow the electronic check account to be automatically balanced. Since the
register may only have a limited memory space, the oldest transactional
items are removed automatically when the memory has been exhausted. 15 The
PCMCIA card 200 acts as an electronic checkbook in conjunction with various
application functions 221. For example, an interface with the Internet is
set up in a World Wide Web browser and server. There is also a form
generator for electronic checks and other forms. In particular, a merchant
will have applications such as a sales catalog, accounts receivable and 20
order processing. There are also communications and other personal finance
application unctions. The output 223 of the PCMCIA card is an electronic
check, either signed by the payer or endorsed by the payee. A QIF formatted
file or an applications interface file are generated in -68-   



software outside the electronic checkbook. The electronic checkbook 200
should also be compatible with a screen-based telephone 250 connected to a
dial-up server 252, as seen in FIG. 10. In this case, most of the contents
of 5    the electronic check would be assembled by the screen phone 250 and
the server 252 using information stored by each. The variable information,
such as the payee and amount, would be sent from the screen phone to the
server as part the on-line transaction. To complete the electronic check,
the screen phone would enable the electronic checkbook 200 using the
payer's PIN 204, the electronic checkbook would sign the electronic check,
and the screen phone would 10    send the signature and assemble the
completed and valid electronic check for mailing to the payee 14. The
PCMCIA card prefixes each electronic check with its serial number, which is
imbedded in the processor of the card during its manufacture. This number
helps determine 15    whether the electronic check was signed by a
legitimate electronic checkbook in case of fraud investigations. The PCMCIA
card also automatically increments the numbers of the electronic checks.
Since the check numbers for each PCMCIA card will be sequential and since
each PCMCIA card will have its own public signature key, every check will
be unique. 20           Another feature of the PCMCIA card is the use of a
secure hash algorithm (SHA), such as an NIST Secure Hash Algorithm, with
respect to documents or information associated with or attached to
documents or information associated with or attached to an electronic
check. This -69-    feature "seals" the associated information and binds it
to the signed electronic check. The payee 



can then verify that the associated information belongs with the electronic
check and has not been change after the electronic check was signed. 5
The only function which must be performed by the PCMCIA card is creating
the signature, since the payer's private signature key can never be allowed
to leave the PCMCIA card, for security reasons. However, better security is
achieved if the SHA of the electronic check is also performed by the PCMCIA
card, so that the PCMCIA can be sure that the number, date, payee and
amount logged into the PCMCIA card are the ones used in the computation of
10    the SHA. The electronic checkbook is issued by the bank that holds
the electronic checking account. Initialized electronic checkbooks may be
sent to the account holder, in which case the PIN should be sent separately
for security reasons. Alternatively, uninitialized cards may be 15
distributed to bank branches. The bank officer can then use a trusted
initialization terminal and a special smart card identifying the bank
officer to establish a secure connection to a centralized CIS. The new card
is inserted into the terminal to be initialized. This method has the
advantage of making electronic checkbooks immediately available to new
customers, accounts can be added to electronic checkbooks already being
used by the customer, and certificates can be refreshed 20    prior to
their expiration dates without issuing new electronic checkbooks. The bank,
or its agent, is also acting as a certifying authority since it is
responsible for authenticating the identity of the electronic checkbook and
PIN are delivered to the correct person. The electronic check may also -70-
support correspondent banking relationships, and will allow another bank or
approved third party to act as a stand-in processor for electronic checks
for banks that are unable to directly support 



the processing requirements for electronic checks. This will facilitate
electronic check deployment in a secure way without affecting the
traditional bank-customer relationship. 5 Similar functions to those of the
PCMCIA card can be served by large scale cryptographic processors, such as
Atalla or Racal Guardata boxes, for large operations where individual
signature cards are impractical. For servers or mainframes which issue or
endorse a large volume of checks, or which issue or endorse checks on
behalf of a number of account holders, the 10    processing and key storage
capacities of signature cards may be exceeded. In this case, special
cryptographic hardware must be used. Although the electronic check's
primary use is to make electronic payments on public networks, it may be
used in any situation where a paper check would be used. For example, 15
banks will use electronic checks to gather electronic deposits from public
network users, providing an opportunity for complete full service
electronic remote banking anywhere the customer is connected. POS and ATM
implementations are also possible. The electronic check also provides a
generic model for all electronic, digitally signed and 20     authenticated
financial instruments. The .check provides a well understood model for
payment, and its electronic analog is necessary for electronic commerce,
even if other forms of electronic payment exist. The electronic check will
tie other forms of payment into the financial -71-    infrastructure, since
checks end up involved at some point in most payment mechanisms. Through
specifications of user-defined attribute parameters and routing
information, the electronic check, unlike a paper check, can be made to
resemble other financial payments 



5     instruments. The flexibility of the parametric approach enables
multiple electronic payments instruments to meet current needs, while
providing for new financial instruments. The electronic check may embrace a
wide variety of the debit and funds transfer functions found in today's
banking, as well as other functions yet to be introduced. The provision of
new parameters would enable a variety of simple and compound transactions,
such as cashier's and certified checks, 10     drafts on a savings account
or lines of credit, traveler's checks, credit card debits or credits,
foreign or multi-currency drafts, and "split" or "limit" checks that may be
endorsed "up to" a predefined limit. These possible insturuents will
present new processing options. For example, an electronic check may be
made out such that it is valid p to a certain amount, e.g. for a hotel room
deposit. When endorsed, the electronic check can then be endorsed for the
actual amount 15     of the expense, up to the previously defined limit.
Other examples may include letters of credit, loan agreements and loan
applications. In some cases, changing the instrument type may change the
conceptual flow, or routing information; in other cases, the flow may
remain unchanged. For example, as seen in FIG. 11, a certified electronic
check involves a payer 12 creating 20     an electronic check in the usual
manner as described above. Certified checks are endorsed and cashed similar
to normal checks, except that the payee 14 is guaranteed that the funds are
available. The payer 12 e-mails the electronic check to the payer's bank 36
for certification. The -72-    bank may require the use of privacy enhanced
mail or an equivalent to ensure the identity of the enhanced mail or an
equivalent to ensure the identity of the payer and that the communuication
with the payer is confidential. The bank will then append a certifying
signature to the check and e-mail it back to the payer. Upon receipt of the
certified electronic check, the payee can verify 



5     the bank's certification signature as part of the validation of the
check. As seen in FIGS. 12-15, there are multiple scenarios for the
functional flow of electronic checks. In the "deposit and clear" scenario
(FIG. 12), the payer 12 receives a bill or invoice from the payee, issues
an electronic check, and sends it to the payee. The payee 14 endorses the
10     electronic check and presents it to his bank 46 which, in turn, will
settle it with the payer's bank 36. This is the usual format, as described
in detail above. In the "cash and transfer" or "Z" scenario (FIG 13), the
payer 12 receives a bill or invoice from the payee, issues an electronic
check and sends it to the payee. The payee 14 endorses the electronic check
and presents it directly to the payer's bank 36, which sends payment to the
payee's account at his bank 46. For 15    the "lopkbox" scenario (FIG. 14),
the payer 12 receives a bill or invoice from the payee 14, issues an
electronic check, and sends it to the payee's bank 46, either directly or
via a lockbox 260 or other secure intermediary. The payee's bank 46 then
sends accounts receivable information to the payee and clears the payment
with the payer's bank 36. In this scenario, there may be no payee
endorsement. Finally, in the "funds transfer" scenario (FIG. 15), the payer
12 receives a 20     bill or invoice from his bank 36 (assuming electronic
bill presentment allows for capture of the payee's bills by the payer's
bank), issues an electronic check and sends it to his bank. The payer's
bank 36, in turn, transfers funds to the payee's account at the payee's
bank 46, which -73-    sends a record of the transaction to the payee 14
with accounts receivable information. It is clear that electronic checks
can be used directly between individual parties, or through third party
service providers. Electronic checks can be exchanged consumer to 5
consumer, consumer to business, business to consumer, and business to
business. If the payer is 



a business, then the requirements for signing and logging capacity in the
electronic checkbook may be greater due to volume requirements, The formats
of an electronic check and the entire electronic check system will be 10
uniform, so that the electronic check system may be interconnected and used
in conjunction with standard Application Programming Interfaces (API's),
such as standard electronic checkbook interfaces and electronic check
display interfaces. API's apply on the level of individual check processing
as well as integration of the entire system. For example, the C language
may be used to define an electronic check with field such as the date, the
amount and the payee. Also, the 15    Internet World Wide Web browser
interacts with the electronic checkbook using an API to create the complete
electronic check. The electronic check API's do not change, so that the
system may be interfaced with any system by rewriting the particular system
API and the link to the electronic check system. 20          Forexample, as
seen in FIG. 16, an electronic checkbook 200 sends an electronic check over
the network 65 after interfacing with a driver 201 at a connector interface
205. The driver 201 works under a driver API 203, which is connected to the
signer's application software 207. -74-    Through a mail API 209, the
completed electronic check is sent over the network 65. The electronic
check system may be considered a module which provides services to other
modules and to API's. The flow of an electronic check through the system is
governed by a 5     series of protocols. The API's provide electronic check
services to user interface applications, to financial applications such as
bill payment, and to third party applications. The modular design of
electronic checks also pennits separation of the cryptographic functions
from the applications 



which write and endorse checks, both physically and logically, to
facilitate application of the cryptographic infrastructure to secure other
financial instruments or documents; i.e. two cards 10    may be used. The
five primary applications and API's needed for the electronic check
embodiment of the present invention are management, check writing, check
acceptance and endorsement, check clearing and reconciliation. Management
functions allow for card issuance, inactivation, 15    reactivation, and
signature key management functions. Check writing is assumed to be
performed by the payer, acceptance and endorsement by a payee, clearing by
the banks, and reconciliation by the payer. Most users and organizations
will assume the roles of both payer and payee, but at different times. 20
There is a base set of supporting modules. These base modules provide for
the creation, destruction, and manipulation of a parameterized electronic
financial instrument (the electronic check), the interpretation of such
instruments as electronic checks, the generation and -75-    verification
of digital signatures on the payment instruments, and the interaction with
electronic checkbook hardware devices. API functions for supporting the
application needs described include a "write" function, S    for creating
an electronic check, binding it to an attached document (if present) and
signing the electronic check, a "co-sign" function, for appending a second
signature to the electronic check; a "verify" function, for verifying
signatures on a check and validating the binding to an associated document
(if present); an "endorse" function, for verifying signatures on the check
and if valid, appending an endorsement and signing the check to be
deposited or cashed; a "register read" 



10    function, for reading the contents of the check register contained in
the electronic checkbook; and a "registry entry" function, for appending an
entry to the check register. For example, an electronic check an be
attached to electronic remittance information provided by a remote payee.
This enables the payment to be made, routed correctly and 15
automatically posted to both parties' accounting systems. Integration with
micropayment accounting systems for high volume, small value financial
transactions will enable those systems to settle accounts using an
electronic check. The standardization of the electronic checkbook
interfaces and the API's to access electronic checkbook functions
simplifies integration with a variety of home and small business accounting
and communications software packages. By 20    defining the layout of the
electronic check, the information it contains (e.g., account number and
amount) can be readily extracted from the electronic check and used in
other applications through the API's. -76-    Additional API finctions are
used to process ancillary electronic messages such as acknowledgment of
deposit, returned checks, and electronic statements. The parametric
financial instrument approach allows reuse of the cryptographic
infrastructure, especially the verify function, to safeguard the integrity
of these messages. For instance, the verify function can be 5     used by
the payee to verify the signature of the payer, as well as by the payee's
bank and the payer's bank to verify check signatures and endorsements prior
to firther processing to cash or clear the electronic check. The API
finctions will be implemented by a combination of software operating in the
10     user's personal computer and in the electronic checkbook hardware.
In the case of a PC Card, 



using the PCMCIA interface and standard Card and Socket Services, most of
the functions may be implemented on the PC Card since it can support
substantial processing, memory and interface bit rate. This approach
maximizes the portability of electronic checking information because the
electronic checkbook register function is physically coupled to the
signature 1 5    function. The electronic check functions in an environment
of programmatic tools, including interacting API's, modules and protocols.
As seen in FIGS. 17A and 17B, an electronic check is generated at the
payer's workstation using signature card API's 300 and electronic checkbook
20     API's 302. The electronic check is transmitted by the payee using
electronic mail and transport API's 304. the payee's workstation also
receives the electronic check through its electronic mail and transport
API's 306. The electronic check is integrated into the softvare of the
payee's -77-    workstation using an electronic check translator module and
is acted upon by the software in application modules 308. The electronic
check modules 310 include extraction of the check from the transmission,
electronic check validation, and extraction of the remittance originally
sent from the payee to the payer. After applying endorsement API's 312 to
endorse the electronic '5    check, the payee's workstation transmits the
endorsed electronic check to the payee's bank for deposit using its
electronic mail and transport API's 306. The payee's bank receives the
endorsed electronic check via its electronic mail and transport API's 314
according to a defined transport and deposit protocol 316. The modules 10
applied by the payee's bank include an electronic-check translator 318,
electronic check validation-and application integration modules 320. After
interbank clearing, the electronic 



check with the payee bank's endorsement is sent electronically to the
payer's bank, which receives the processed electronic check through its
electronic mail and transport API's 322. The payer's bank also has modules
such as an electronic check translator 324, and electronic check 15
validation and application integration modules 326. The electronic check
infrastructure is governed by a computer at the payer's bank or its agents
which contains protocols 328 for the key server, public keys and the CRL.
The electronic processing scheme may also be applied to "exceptional"
cases, such as 20    electronic checks returned due to insufficient funds
in the payer's account. Since exceptions processing provides for dealing
with a problem in the normal flow of the electronic check through the
system, the conventional paper check procedure may be necessary, although
aspects -78-    of the electronic procedure may be used as support for more
expedited exceptions processing. Solutions to the problem of potential
fraudulent usage of electronic checks must be built into the system at each
stage of the processing of an electronic check to ensure the integrity of
the 5     entire system. The security measures discussed above will
eliminate most of the causes of losses due to bad checks, including
forgery, alteration, duplication, and fraudulent depositing. Forgery is
prevented by ensuring that digital signature keys are stored in secure
hardware devices and 10    through appropriate controls over the validity
of electronic check certificates. Alteration is prevented by the
application of digital signatures to the electronic check and through the
use of the SHA function which creates a unique digest of the electronic
document. Duplication is a somewhat more difficult problem to prevent,
since by its very nature an 



15    all-electronic document can be easily reproduced. Although each of
the payee, the payee's bank and the payor's bank verifies that there is no
recent duplicate check, the problem of duplication is addressed in several
additional ways. First, electronic checks must be dated and will expire
more rapidly than paper checks. Second, electronic check certificates will
also expire, preventing their use after a given time period. This ensures
that the accounts are periodically refreshed, and that 20    the bank has
an opportunity to ensure the integrity of the secure key storage device.
Third, the issuer bank keeps an archive of electronic checks which have
been presented previously. In addition, an "active" check file will be used
against which checks can be matched. This file need -79-    only store the
checks for valid dates, as mentioned above, and the electronic check serial
number and hash information to identify a duplicate. Also, the payer may
send check details such as the check number, date, signature, payee and
amount to the payer's bank at the same time as the electronic check is sent
so that the issuer's bank can maintain a file of used electronic checks. 5
This file can be used to determine if a duplicate electronic check was
issued and paid by the payer's bank. The combination of these efforts
should effectively minimize the risk of a duplicate electronic check
successfiully flowing through the payments system. Fraudulent depositing is
another significant issue, since electronic checks which are sent 10
unencrypted could conceivably be deposited or "cashed" by someone other
than the intended recipient. The electronic check provides for application
of the intended recipient's cryptographic keys to minimize this problem. In
the event that an electronic checkbook is compromised, e.g., lost, stolen,
or repudiated 15     by a customer, then the certificates for that
electronic checkbook can be revoked. 



Ensuring the confidentiality of critical customer information is a priority
for any network payments instrument. To this end, the electronic check need
not contain existing checking account numbers which could be intercepted
and then used to commit fraud by paper checks. 20     Digital account
numbers may be linked with non-electronic account numbers so that both
types of transactions may take place with respect to the same account.
Encryption of an electronic check is not required to prevent fraud due to
the use of private key cryptographic signatures. -80-    However,
electronic checks and other parameterized payment instruments may be
encrypted, where possible, during transmission between parties to ensure
confidentiality. Tamper-resistance of the PCMCIA card is also needed to the
extent necessary to make it 5     economically unattractive for attackers
to steal signature cards, extract the private key, and pass bad checks
using the private signature key before the card is reported stolen and
disabled. Any attempt to extract the private signature key should result in
evident alteration of the card and should take at least a few days to
succeed. However, an extremely high degree of tamper- proofing is not
necessary, since the card only contains private information for one or
several 10     accounts (rather than system level secrets) and since the
card holder has an incentive to report theft or tampering (rather than to
extract a secret to use for fraud or counterfeiting). Most importantly, the
account and bank certificates can have expiration dates in order to limit
the time during which electronic checks can be written. An account may be
closed prior to 15    the expiration of the account certificate for other
security reasons, preventing verifiers from knowing that the signature on
the electronic check is good until it clears. If the account is closed, its
associated certificates are revoked. This is no different from the current
situation in which 



someone continues to wite checks sing check blanks from a closed account
The rapid clearing of electronic checks will deter this behavior, and banks
can offer automated check verification 20     services which verify
signatures, account status and funds availability. Although FSML is
primarily described with respect to electronic checks, FSML is a -81-
flexible structure that allows many other documents to be built from these
primitives while retaining a standard format which can be partially
verified during processing. The present system and method offers a number
of advantages over existing systems for 5     processing of signed
documents. The document type definitions of the present invention permit
the design of transaction document types according to the logical purpose
of blocks of content of such signed documents. The document type
definitions thus permit a wide range of flexibility in structuring
documents for meeting legal requirements and other requirements for such
documents. For example, in the electronic check embodiment of the present
invention, 10     documents may be produced that comply with existing legal
structures for paper checks. The flexible document structures also permit
the user to design documents that can be accessed by a wide range of
transport systems and that can be manipulated by a wide range of computer
systems. Thus, in the electronic check embodiment of the present invention,
the 15    instruments created with the present system may be accessed and
manipulated by existing computer systems for demand deposit accounts. Other
embodiments of the present invention are further described and are within
the scope of the invention. 20 



As seen in FIG. 24, the execution of a contract 483 may take advantage of
publicly available electronic networks 550 such as the Internet, dial-up
networks, wireless networks or e- -82-    mail. As seen inFIG. 24, a
transaction is initiated when a first signer 410 signs a legal document
483. The first signer may have a secure authenticator 540 which enables the
first signer 410 to digitally sign the legal document 483. The first signer
may have a database 544 which records the transaction in which the first
signer 410 signs the legal document 483. The document may 5     then be
transmitted to a second signer 422 by the network 550. The second signer
may then sign the document using the second signer's secure authenticator
542 which permits the second signer 422 to digitally sign the legal
document 483. The second signer's computer system also includes an
electronic database 548 to record the second signer's signature. When
signed by the second signer, the document may be sent via the network 550
through a network connection 552 to one 10     or more third parties 425.
The third parties 425 may have various types of proprietary networks 426
including ATMs or the like. Signatures, transmissions, data storage and
other functions are highly similar to those detailed for the electronic
check above, as will be readily apparent to and still in the act. 15
Referring to FIG. 27, the hardware necessary for participation of a first
signer and a second signer in a legal transaction is depicted in which a
first signer workstation 600 is provided including a PCMCIA 610, a modem
608, CPU, keyboard, mouse, display, and memory. Residing on the computer is
software 604 which includes an operating system as well as a number of
applications 606. The applications may include communications applications,
20     database applications and one or more applications for executing
transaction documents, such as 



signature applications. The first signer system may also include a PCMCIA
card 612 as well as a register 614 as part of a digital signature card that
works in connection with the workstation 600. -83-    The second signer has
a second signer workstation 602 which is similarly configured in that it
includes a modem 618, a PCMCIA 620, a PCMCIA card 628 with a register 626,
a keyboard, mouse, CPU, display, disk and memory. Also, the second signer
workstation 602 includes software 622 that includes an operating system as
well as various applications 624 which include 5    communications,
database applications and signature applications, among others. The
configuration of hardware and the software are similar to those described
in the electronic check embodiment. Additional software for contract
preparation and manipulation may also be provided. 10          As seen in
FIG. 25, a mortgage transaction may also take advantage of a network 561.
The borrower 452 may sign the loan application 490 with the borrower's
secure authenticator 554 which permits a digital signature of the loan
application 490. A database 556 of the borrower's system permits the
borrower to record the transaction. Once the borrower has signed the loan
application 490, it may be transmitted by the network 561 to the lender
454. The lender 15    may digitally sign the loan application 490 using the
lender's secure authenticator 558. This transaction may be recorded by the
lender's database 560. Once the broker 455 has signed the loan application
490, it may be transmitted via the network 561 through a network connection
462 to a proprietary network or intranet 564 of one or more banking
institutions 456. Signatures, authentication, data manipulations, storage
and retrieval, and other functions are accomplished in 20    a mamner
similar to that used for the electronic check. 



Referring to FIG. 28, the hardware necessary for participation of the
borrower and lender -84-    in a mortgage loan transaction is depicted in
which a borrower workstation 630 is provided including various components
similar to the components required for the electronic check or financial
transaction. The lender workstation 632 is similarly configured. Software
for preparation and manipulation of loan applications are also located on
the workstations 630 and 5     632. Referring to FIG. 26, the transmission
of a medical record 520 is depicted wherein a first doctor 462 signs the
medical record or a portion thereof 520 with the first doctor's secure
authenticator 566 which permits a digital signature of the medical record
520. The signature may 10    then be recorded in a database 570 which is
responsive to the first doctor's secure authenticator. Once signed, the
medical record 520 may be transmitted to a third party or to a second
doctor 464. The second doctor may add material including a signature using
the second doctor's secure authenticator 568. The second doctor's database
572 will record the signature and the additional information. Once signed
by one or more doctors, the medical record 520 may be sent by a 15
network 574 through a network connection 576 to a proprietary system 578 of
one or more third parties 468, which could include an insurance company an
administrative, or the like. Signatures, authentication, data
manipulations, storage and retrieval, and other functions are accomplished
in a manner similar to that used for the electronic check. 20
Referring to FIG. 29, the hardware required for a medical record
transaction or transmission is provided in which a first doctor workstation
660 and a second doctor workstation 662 are provided. The workstations are
similarly configured to the workstations necessary for 



-85-    other transactions of the present invention, such as an electronic
check transaction, or the execution of a contract. Software residing on the
workstations 660 and 662 may include applications for creating and
manipulating medical records, including wage processing software. 5
The many features and advantages of the present invention are apparent from
the written description and appendices. Further, since numerous
modifications and changes will readily occur to those skilled in the art it
is not desired to limit the invention to the exact construction and
operation as illustrated and described. Hence, all suitable modifications
and equivalents may be resorted to as falling within the scope of the
invention. -86-    Introduction FSML, the Financial Services Markup
Language, is an SGML[1] mark-up language designed to allow the creation of
electronic financial documents. FSML can be used for several applications.
One is to create, and sign generic financial (or even non-financial)
documents. Another, more specific application, is to create, and process
Electronic Checks, and their associated documents. One chapter will
describe the use of FSML for generic documents. Later chapters will
describe FSML when used to create and process Electronic Checks and
associated documents. FSML Documents may be signed. This signing, using
public key cryptographic signature 



and hash algorithms, provides a method of ensuring that documents have the
following security attributes: Authentication    A document recipient can
authenticate that the document was created by a specific person, or
institution, and was not forged or created by an imposter. Integrity
A document recipient can determine that the document was not changed or
corrupted in any way since it was created by the originator.
Non-repudiation    A document recipient can prove that a document was
definitely created by the originator even if the originator "repudiates"
the document, claiming that someone else created it using their name. The
FSML signature mechanism also allows documents to be combined, or added to,
without loss of these security features. An FSML Electronic Financial
Document is comprised of a number of blocks, as defined in the FSML
definitions below. Each block contains some common fields, or elements in
SGML terminology, and also contains fields that are specific to the type of
block. -87- SUBSTITUTE SHEET (RULE 26)    The concept of the FSML
Electronic Document is that it is a flexible structure. Separating
signatures, certificates, actual data, etc. into separate blocks allows a
rich, complex document to be built from these "primitives," while retaining
a standard fornat which can be parsed and verified according to a standard
syntax definition. 



-88-    Notation In the pseudo-SGNM definitions below, an attempt is being
made to show examples of the SGML format for FSML electronic documents,
rather than to use formal meta-linguistic notations to define them. A more
accurate definition is later in the document using more formal notations
(Extended BNF[7][8] and SGML DTD[l]). In these definitions, the following
simple notations are used to indicate the type of value being used for a
particular field. cccccccc    This is used to represent a character string.
The number of c's in the definition does not indicate the allowed size of
the string. Character strings may contain any legal SGML character, except
the tag delimiters (< or >) and the other SGM formatting characters. These
characters may be inserted into the string using the standard SGML escaping
sequences. Country or language-specific characters may also be used, again
using the standard SG` escape sequences[l]. Character strings need not be
enclosed in quote symbols, unless a trailing blank is desired in a
character string. nnnnn              An ASCII character string used to
denote an integer number, containing only the digits 0 - 9. The number of
n's does not indicate the size of the number string. This is described
elsewhere. nrmnn.nn           An ASCII character string used to denote a
decimal (real) number, containing only the digits 0 - 9 and a single,
optional decimal point. hhhhhh             An ASCII character string used
to denote the hexadecimal encoding on 



a binary string of octets. It may only contain the ASCII characters 0-9,
A-F, and a-f. The number of h's does not indicate the size of the string.
OTHER              An UPPERCASE string as a value represents itself -89-
SUBSTITUTE SHEET (RULE 26)    Document Formatting Rules In order for the
FSML Electronic document to be easily transmitted by a variety of methods
(E-mail, file transfer, storage media, etc.) it was designed to be a plain
ASCII document. However certain formatting rules should be adhered to in
order to ensure that most of the usual transport mechanisms, in particular
E-mail systems(9], will successfully transport the FSML Electronic document
unchanged. Note that these rules supersede the white space and line end
rules for SGML, in order to ensure that signed documents can be
successfilly verified. The rules are as follows: 1.    All characters in
the document should be chosen from the ASCII subset known as printable
characters (ASCII values 0x20-Ox7E), except for line-ends (see below). Any
characters found in the document that are not in this set (OxOO- OxO9,OxOB,
OxOC, OxOE-OxE-OxlF, Ox7F-OxFF) are to be ignored. This means that they may
be removed before the document is processed. 2.    If a character is
required that is not displayable as one of the above ASCII printable
characters, it should be encoded in the document using an SGML entity name
for the character[ 1], enclosed between an ampersand and a 



semicolon, e.g. &circuumflex;. Note that these SGML entities will not be
translated during the processing and cryptographic hashing of an FSVL
Electronic Document. They are only used for the purpose of display or
printing of characters not in the usual ASCII subset. 3.    All lines in
the document must be less than or equal to 76 characters in length. When it
is necessary to continue information on a line past 76 characters, a
line-end sequence may be inserted. A line-end sequence consists of either a
-90-    Carriage Return (ASCII OxOD) or Line-Feed (ASCII 0x0A) or both.
These sequences are usually Operating System specific and will probably be
changed by various transport mechanisms. For this reason all line-end
sequences will be removed before any processing is done on the FSM
Electronic document. 4.    Line-end sequences may be inserted at any point
in the document, as they will be removed before processing, except if the
characters preceding the line-end sequence are spaces (ASCII Ox20). Any
spaces at the end of a line will also be removed prior to processing the
document, so if trailing spaces are required, they should be placed in
quotes (ASCII 0x22). 5.    Embedded spaces, i.e. spaces that are not
immediately before a line-end are to be processed as is, i.e. they are not
to be removed before processing, hashing, etc. 6.    Leading spaces, e.g.
indentation, are allowed but not recommended, as 



leading spaces are not deleted from processing, and as line-ends are
removed, the leading spaces on a line will -90A-    be indistinguishable
from the data ending the previous line, and thus may cause field length
violations or field data misinterpretation. For example: <tagl>abcde
<tag2>defghi would cause the value of tagl to be 'abcde -91- SUBSTITUTE
SHEET (RULE 26)    Generic FSML 4.1    Generic Electronic Document
Definition The definition begins with an FSNL electronic document. Every
FSML electronic document consists of one or more enclosed documents. These
documents are nested, with the nesting done by enclosing earlier forms of a
document inside later additions to the document. Each enclosed document is
built inside a <fstc-doc> tag structure. <fstc-doc docname"cccccccc"
doctype"cccccccc"> a sequence of one or more blocks and/or nested
<fstc-doc> documents 



</fstc-doc> Figure 4.1: Document element definition The docname= attribute
parameter is a document name, assigned by the software creating the
document. This name will be used when combining documents. (See Combining
Documents, below). If multiple FSNM documents are being created at one
time, as part of one file or transmission, the creating software should
ensure that the document names.are unique, within the file or transmission.
Note: Attribute parameters must be enclosed in quotes. The doctype=
attribute parameter is a document type, used to specify the type of
document. This type is used by the receiving software to ensure that it has
received the correct type of document, i.e. one that it knows how to
process. The document types are chosen from a list of pre-defined types, or
may be types agreed upon by the sending and receiving parties, except that
the latter agreed-upon types may not conflict with any pre-defined types.
Note: Attribute parameters must be enclosed in quotes. -92- SUBSTITUTE
SHEET (RULE 26)    To prevent such conflict between pre-defined,
standardized document types, and privately agreed-upon types, all privately
agreed-upon document types should be prefixed with the characters "p-"
(meaning private). For example, a document type used for auto-loan
applications, agreed to be used by a pair or small group of cooperating
banks, could be written as doctype:'p-autoloan". All pre-defined document
types will be guaranteed not to start with the characters "p-". -92A- 



4.2   Generic Block Common Field Definitions A block contains some common
fields, along with other fields specific to the type of block. Except in a
few cases and unless otherwise specified, the order of fields within a
block is not predefined. Once created, however, fields may not be moved or
rearranged inside a block, to permit the digital signatures and hashes to
be valid. Common Block Field Definitions Each of the blocks contains some
field definitions which are common to all block types, as follows:
<blkname>ccccccc <crit> TRUEIFALSE <vers>nnn.nnn Figure 4.2: Elements
common to all blocks blkname     (required) This is a character string
which must contain a block name assigned at the time the document is
created. The creating software must ensure that the block names are unique
within a document. The names are used to refer to the block from other
blocks. crit        (optional) A boolean (TRUE/FALSE) flag used to
determine if a block is critical. If a block is critical, then the
receiving software must be able to process the block. If the software
cannot process a critical block, it must abort processing the entire
document, or otherwise determine how to handle the document as an
exceptional case. This flag is used to allow for expansion of the block
types, to allow software to "ignore" block types that it doesn't 



recognize, providing that they are marked non-critical by the software that
created them. Certain types of blocks, such as informational messages, etc.
-93- SUBSTITUTE SHEET (RULE 26)    might always be considered non-critical.
Other types, such as signatures, might always be considered critical. The
criticality flag is assumed to have a default of TRUE unless otherwise
specified as FALSE. Thus, it is not required to be specified in every
block. vers        (optional) A number which indicates the Version of the
block. New versions may be introduced, and this number is used by receiving
software to detennine if it is capable of parsing/processing a block. If
the version number is larger than the one understood by the receiving
software, it must assume that it cannot process the block, and must use the
criticality flag to determine if it can continue to process the document.
If the version number is not specified, it is assumed to be 1.0. 4.3
Generic Block Definitions Each Generic FSML block starts and ends with one
of the following sets of block tags: -93A-    Start Tag            End Tag 



<action>             </action> <signature>          </signature> <cert>
</cert> <attachment>         </attachment> <message>           <message>
Figure 4.3: List of generic block elements The block types are defined as
follows: action       A block describing the action to be performed by the
recipient signature    A block with the signatures and hashes of other
blocks cert         A public key certificate attachment   An associated
document attached to an FSML document message      An informational
message, such as an error report 4.3.1 Generic Action Block Definition This
block contains information about the action to be performed by the
recipient of the Electronic Document. -94-    <action> <blkname>cccccccc
<crit>TRUE <vers> 1.0 <function>cccccccc <reason>cccccccc 



</action> Figure 4.4: Action block element definition Action Block Field
Definitions Function     (required) The function field contains a character
string chosen from a set of commands or verbs specific to the application
or type of document being sent. Each application, or type of document will
have a unique set of allowable functions that are supported. (see E-check
specific Action block definition below). reason      (required) The reason
field indicates the reason that the document is being transmitted to the
recipient. It must be one of the following character strings. -94A-
PROCESS    This indicates that the document is an original being sent to
the recipient for normal processing. RESEND       This indicates that the
document is a possible duplicate being resent to the recipient. It should
only be processed if it is not a duplicate at the receiver. TEST
This indicates that the document is being sent as a test, and should not be
filly processed (i.e. it should not transfer funds). INFO         This
indicates that the document is being sent for informational purposes only
(e.g. as part of the text of an email message) and is not to be processed.
RETURN       This indicates that the document is being sent back to the 



originator as a returned item. The document will usually contain a
<message> block indicating the reason for the return. 4.3.2 Generic
Signature Block Definition This block contains a digital signature for
another block or set of blocks. It is required whenever a block must be
authenticated, or tamper-proofed. It also contains the reference to the
certificate block containing the public key used to verify the signature.
It is also used to "bind" multiple blocks together, so that the resulting
compound document can be verified. Unless otherwise specified, the data
being signed consists of the entire contents of the subject block, which is
defined to be everything between the start and the end tags for the block.
The signature must include the blockname, criticality, and version fields,
if present, as well as the contents of the block. -95-    The actual hashes
of the signed blocks are included to allow verification of the binding even
if the actual contents of the bound blocks is not available. -95A-
SUBSTITUTE SHEET (RULE 25)    <signature> <blkname>cccccccc <crit>TRUE 



<vers>l.O <sigdata> <blockref>cccccccc <hash alg-'SHA'>hhhhhh
<blockref>cccccccc <hash alg'SHA">hhhhhh <nonce>nnnnn <sigref>cccccccc
<certissuer>cccccccc <certserial>nnnnnnn <algorithm>SHA/RSA
<timestampeccccccc <location>cccccccc <username>cccccc <useraddr>cccccc
<userphone>cccccc <usermail>cccccc <useridnumcccccc <userotherid>cccccc
</sigdata> <sig>hhhhhhh </signature> Figure 4.5: Generic Signature block
element definition Generic Signature Block Field Definitions blockref
(required) The signature block contains one or more <blockreP fields, each
of 



which contains the unique block nanie of the associated block being signed.
All of the block references must appear immediately before their respective
hashes (see below). The <blockref> and <hash> pairs may be repeated
multiple times to sign multiple blocks. -96-    hash        (required) This
field contains the actual hash of the respective block. Each <hash> start
tag may have an attribute parameter which specifies the algorithm used to
perform the hash. The currently allowed parameters are MD5[2] or SHA[4]. If
not specified, the value will default to SHA. The use of MD5 is deprecated.
Other hash algorithms may be supported in fixture. Note: Attribute
parameters must be enclosed in quotes. nonce       (required) This is a
nonce, or one-time random number, used to "salt" the hashed data to
discourage cryptanalysis attacks. See the section below on Signature
Calculations. -96A- SUBSTITUTE SHEET (RULE 26)    sigref      (optional)
This is the block name of the <cert> block which contains the public key
that can be used to verify the signature. This field, although optional, is
only optional when an agreement is in place indicating that the recipient
of the 



document does not need the certificate in order to process the document.
certissuer    (optional) This field contains the unique distinguished name
of the issuer of the certificate[6]. It should only be specified if the
<cert> blocks are not being sent with this document. certserial
(optional) This field contains the unique certificate serial number
assigned by the issuer of the certificate. It should only be specified if
the <cert> blocks are not being sent with this document. algorithm
(required) This string indicates the algorithm used to sign the signature
block. It may be M5/RSA[3] or SHAIDSA[5] or SHA/RSA. Note: Implementors of
code that is used to sign FSML Electronic Documents may choose to support
only one of the above three possible signing algorithms. Implementors of
code that is used to verify FSML Electronic Documents must support all
three algorithms. This ensures interoperablity. The use of MD5 is
deprecated. timestamp    (optional) This field specifies the time that the
document was signed. It must be in Universal time[1O] (i.e. GMT) specified
as CCYYMlDDThhmmssZ. where the T and Z are literal characters, and where
"CC" is the century (currently 19, soon 20), "YY" is the year, "MN' is the
month, "DD" is the day, "hh" is the hour, "mmc" is the minute and "ss" is
the second. username    (optional) This is an identification string
containing the certificate users name. It is optionally inserted into the
document by the electronic hardware token. -97-    This field, and the five
following fields are optional identification data. This 



data is supplied by the electronic token owner to the token issuer at the
time the token is initialized, but it is not certified to be correct or
accurate by the token issuer. The data is inserted into the electronic
token when the token is initialized, and may also be corrected or updated
later by the issuer using administrative token finctions and passwords.
This data is then inserted, under control of the user, into the document by
the electronic token, however the data cannot be changed or deleted by the
user once the document is created. The user may select, when writing a
document, which of the six identification fields are to be inserted into
the document, in any combination, or may select none of them. useraddr
(optional) This is an identification string containing the certificate
users address. It is optionally inserted into the document by the
Electronic hardware token. userphone    (optional) This is an
identification string containing the certificate users phone number. It is
optionally inserted into the document by the Electronic hardware token.
useremail   (optional) This is an identification string containing the
certificate users email address. It is optionally inserted into the
document by the Electronic hardware token. useridnum    (optional) This is
an identification string containing the certificate users identification
number. It is optionally inserted into the document by the Electronic
hardware token. -97A-   



userotherid  (optional) This is an identification string containing any
user identification the user wishes (e.g. company name). It is optionally
inserted into the document by the Electronic hardware token. location
(optional) This field specifies location/country where the document was
signed. sig         (required) This is a hexadecimal encoding of the actual
signature data. Signature Calculation The calculation of the Signature is
performed as follows 1.    The <nonce> value is created as a random number.
2.    The <nonce> value is logically prepended to the subject block
contents before hashing. This includes the tag string "<nonce>", e.g. if
the nonce value is 12345, the characters <nonce>12345 are logically
prepended to the subject block before hashing. 3.    The hash is calculated
using the contents of the subject block, (with the <nonce> prepended)
excluding the block start tag and block end tag, but including all
characters in between, with the exception of all carriage returns, line
feeds, and trailing spaces on a line. Leading and embedded spaces in a line
are included in the hash. SGML entities (i.e. character names enclosed
between an ampersand and a semicolon) are left untranslated when hashing.
4.    The resulting hash value is inserted into the <hash> entry (as Hex
ASCII) in the signature block. 5.    Steps 2 through 4 are repeated for
each block to be signed. -98-   



6.    A, second hash calculation is performed on the contents of the
<sigdata sub- block, which contains the previously calculated hashes, their
block references, and the <nonce>. This should include all characters
between the <sigdata) tag and the </sigdata> tag, again omitting all
carniage returns, line feeds, and trailing spaces. This second hash is then
encrypted using the private key. The result is the signature which is
inserted (is Hex ASCII) into the signature block as the value for the <sig>
tag. 4.3.3 Generic Certificate Block Definition This block contains an
encoded X.509 certificate [(6)]. <cert> <blkname>cccccccc <crit>TRUE
<vers>1.0 <certtype>X509v1 <certissuer>cccccccc <certserial>nnnnnnn
<certdata>hhhhhhhh </cert> Figure 4.6: Generic Certificate block element
definition -98A- SUBSTITUTE SHEET (RULE 26)    Generic Certificate Block
Field Definitions 



certtype    (required) This field indicates the type of certificate
contained in the block. The possible values are X509vl or possibly XS09v3
(to be determined). certissuer    (required) This field contains the unique
distinguished name of the issuer of the certificate. certserial
(required) This field contains the unique certificate serial number
assigned by the issuer of the certificate. certdata    (required) This
contains the hexadecimal-encoded binary value of the ASN. IDER[1 1][12]
encoded X.509 certificate. 4.3.4 Generic Attachment Block Definition This
block contains any document that is to be attached to the FSML Electronic
Document (e.g. a Remittance notice, Contract, etc.). <attachment>
<blkname>cccccccc <adata> </adata> </attachment> Figure 4.7: Generic
Attachment block definition Any data may be contained in the Attachment
block, between the <adata> and </adata> tags. The data must follow the
rules for SGML documents and also follow the formatting rules for FSNL
Electronic Documents. If the data is binary, i.e. not expressible as ASCII
text, it must be encoded using the BASE64 encoding mechanism(9] and must be
contained in lines less than 76 characters in length. -99-   



4.3.5 Generic Message Block Definition This block contains error messages
and return information that indicates the reason that the attached FSML
Document was not processed successfully or it may contain other information
about the attached document. -99A-    <message> -blkname>cccccccc
<crit>TRUE <vers>l.O <retcode>ccccccc <msgtext>ccccccccccc <msgdata>
/message> Figure 4.8: Generic Message block element definition Generic
Message Block Field Definitions retcode     (required) This field contains
a return code indicating the reason why the attached document was returned.
msgtext     (required) This field contains a textual message explaining why
the document was returned. msgdata     (optional) This field contains any
other data that may be associated with the message, e.g. a report or bank
statement. 



-100-    Combining Documents As an FSM  Electronic Document passes through
the various steps and institutions that are part of the entire system that
processes the document, new information may be added to the document. To
allow the new information to be added, while still allowing the original
information to be protected and verified using digital signatures, a
document combining mechanism is defined. To add new information to a
document, the existing document is enclosed in a <fstc-doc> tag structure,
which may also enclose new blocks containing the new information. New
<signature> Blocks may also be contained in the new information and may
sign blocks in the inner nested documents. Each new, surrounding <fstc-doc>
must also have a new <action> block, and DOCTYPE parameter, and the
<action> block and DOCTYPE belonging to the outermost <fstc-doc> are used
by the receiving system to determine the method used to process the
modified document. When combining original FSM2L documents into a larger,
compound document (e.g. Deposit Slip), the names of the original blocks may
not be unique. A document combining process must be used to handle naming
conflicts when a number of documents are being combined (i.e. embedded)
into a new document. The document combining process is as follows: 1.
All of the original <fstc-doc> elements are enclosed in a single new
<fstc-doc> element. The original docname attribute parameters are kept with
the same contents, unless all of the combined document names are not
unique. If they are not unique, new, unique names 



should be assigned by the combining software. 2.    Any time a block name
reference is required to refer to a block which is not the same <fstc-doc>
as the one containing the reference (i.e. inter-document references) then
the    reference consists of the DOCNAME of the <fstc-doc> element
concatenated with a period"" and then with the <blkname> of the inner block
being referred to. This is extended if the nesting is continued to more
than two levels, e.g. 'outerdoc.innerdoc.block'. As an example: Ifthere are
two original documents: -1O1A-    <fstc-doc docname="docl '> <attachment>
<bikame>blockl </attachment> </fstc-doc> <fstc-doc docname-"doc2">
<attachment> <blkname>blockl </attachment> 



</fstc-doc> Figure 5.9: Example of combining documents - before When they
are combined, the result is: <fstc-doc docname="newdoc"> <fstc-doc
docname="doc 1"> <attachment> <blkname>blocki </attachment> </fstc-doc>
<fstc-doc docname="doc2'> <attachment> <blkcname>blockl </attachmnent>
</fstc-doc> <signature> <blockref>doc 1 .blockl <blockref>doc2.blockl
</signature> </fstc-doc> Figure 5.10: Example of combining documents -
after -102-    Any external references to the <attachment> block in the
first document would be 



'dool.blockl', and the <attachment> block in the second document would be
'doc2,blockl'. References inside - 102A-    docl to any blocks would still
use the original, single level names. Similarly for internal references
inside doc2. This is extended if the nesting is continued to more than two
levels, e.g. 'outerdoc.innerdoc.block'. -103- SUBSTITUTE SHEET (RULE 26)
E-CHECK SPECIFIC FSML This chapter describes the use ofFSML for Electronic
Checks and associated documents. All of the Generic FSM formats and rules
are applicable, except that new block types are added, and certain blocks
have additional fields (e.g. signature blocks). 6.1 Electronic Check
DOCTYPE Definitions The DOCTYPE parameter in the <fstc-doc> tag must be one
of the following values for a E- Check or related document... CHECK
This indicates that the document is a signed electronic check, which is
usable as a payment. ENDCHECK                  This indicates that the
document is a signed, endorsed check, 



which is usable as a payment to a third parry. CERTCHECK
This indicates that the document is a signed, certified check, which is
usable as a payment, and contains bank certification information certfying
that the finds are available and held. DEPOSIT                   This
indicates that the document is a group of one or more endorsed, signed
electronic checks, combined with one or more deposit slips, intended as a
deposit. RETURN                    This indicates that the document is a
deposit item being returned by the bank for some reason. It will contain a
<message> block indicating the reason for the return. -104- SUBSTITUTE
SHEET (RULE 26)    6.2   Electronic Check Document Global Structure 6.2.1
BNF Structure of FSML Electronic Check Documents The following is an
Extended BNF(7][8] description of the global block structure of FSML E-
Check Electronic Documents. BNF Meta-Notation The meta-symbols of BNF are:
meaning 'is defined as" [errr]           meaning "or" used to enclose
optional items { }         used to enclose repeated items (repeated zero or
more times) 



< >          used to enclose specific FSML tags. <O>         used to
specify FSML blocks. Names not enclosed in any of the above bracket symbols
are called nontermals and are used to define symbols internal to the BNF
specification only. Note: Blocks are not required to be in the exact order
specified below, except that the <action> block must always appear as the
first block in any cfstc-doc>. Subgroup BNF definitions First, some
lower-level nonterminal definitions of signature groups, which contain
<signature> blocks and their associated <account> and cert> blocks.
acct_sig_group     ::=    <(signature)> [<(account)> <(cert)>]
cert_sig_group     ::=    <(signature)> [<(cert)>] bank_sig_group      ::=
<(signature)> [<(cert)>] tell_sig_group        ::=    <(signature)>
[<(account)> <(cert)>] -105- SUBSTITUTE SHEET (RULE 26)    The
act_sig_group includes the <signature>, <account>, and <cert> blocks for a
user signature that requires an account, e.g. check signer, depositor. The
cert_sig_group includes the <signature)>, and <cert> blocks for a user
signature that does not require an account, e.g. check endorser, or Generic
FSML document. The bank_sig_group includes the <signature> and <cert>
blocks used by the bank to sign the users account and certificate, or a
returned item, or some other document signed by the Bank. The
tell_sig_group includes the <signature>, <account>, and <cert> blocks for a
teller's or 



bank officer's signature that requires an account, e.g. certified check.
-105A- SUBSTITUTE SHEET (RULE 26)    Signed Electronic Check BNF
definitions signed_ echeck._doc::=    <fstc-doc doctype='check"> -
<(action)> <(check)> acct_sig_goup bank sig_group {<(attachment)>)
[<(mvoice)>] -</fttc-doc> multiply_signed-echeck-doc::= <fstc-doc
doctype="check"> <(action)> acct_sig_group bank sig_group signed_echeck_doc
[err] multiply_signedecheck_ doc </fstc-doc> Certified, Signed Electronic
Check BNF definitions certifiedecheck doc::= <stc-doc doctype="certcheck">
<(action)> <(certification)> tell_ sig_group bank_ sig_group signed echeck
doc [err] multiply signed echeck doc </fstc-doc> 



Endorsed, Signed Electronic Check BNF definitions check_doc_ ist
::=signedecheckdoe [err] multiply_signedecheck doc [err]
certifiedecheck_doc -106-    endorsed_echeck)_doc              <fstc-doc
doctype="endcheck"> <(action)> <(endorsement)> cert sig_group bank
sig_group -             check_doc_ list </fstc-doc>
multiply_endorsed_echeck_doc::= <fstc-doc doctype='endcheck"> <(action)>
<(endorsement)> cert_sig_goup bank_sig_group endorsed_echeck_doc |
multiplyensorsed echeck_doc </fstc-doc> -106A-    Deposited Electronic
Check BNF definitions endorsed_doc_list ::-     endorsed-check_doc
multiplyendorsed-echeck_doc deposit_group_doc         <fstc-doc
doctype="deposit"> <(action)> 



<(deposit)> { <(deposit)> ) acct_sig_group [bank_sig_group] { acct_
sig_group [bank_sig_grfoup]) endorsed_doc_list ( endorseddoc_list }
</fstc-doc) Note: The acct sig_group is repeated if multiple deposit slips
for multiple accounts are being used. rf all deposit slips are for the same
account, only one acct siggroup is present. Returned Electronic Check BNF
definitions returneditem doc         <ftsc-doc doctype="return"? <(action)>
<(message)> bank-sig-group deposit group doc i endorseddoclist check
doclist { bankstamp } </ftsc-doo> Note: The bank sig_group is used here by
the banklto sign the message, and possibly the bankstamp blocks. It
contains a different certificate than the one used by the bank to sign
users accounts and certificate blocks. -107- SUBSTITUTE SHEET (RULE 26)
6.2.2 Global Structure - Signed Electronic Check 



Giobal Block Strucur Detail - Signed Electronic Check Blocks
Block    Block References              Block    Block Function NO.     and
Contents                   No. <action>           Cl      PAYMENT/PROCESS
<check>            C2 <signature>       C3       hash of <action>
Cl       signer's signature hasch of <chec>               C2 bash of
signer's <account>    C4 hashes of any <attachments>   C6 bash of any
<invoice> reference to <account>        C4 <account>           C4
issuer/serial of<cert>          C5       signer's account block <cert>
C5                                              signer's certificate
<attachment>      C6
attachments. invoice <signature>       C7       hash of signer's <account>
block  C4    bank's signature hash of signer's <cert> block  C5 reference
to bank's <cert>    C8 <cer>             C8
bank's certificate <fstc-doc docname="C"  doctype="check"> <action>
<bikname>C l... </action> <check>      <blkname>C2. . . </check>
<signature>    <blkname>C3 ... </signature> <account>    <blkname>C4. ..
</accounp <cert>        <bkname>C5 . .. </cert> <attachment>  <blknam>C6 .
.. ./attachment> (optional) 



<signarure>    <blkname>C7 . . </signature> <cert>       <blkname>C8 . ..
</cert> </fstc-doc> -108-    6.2.3 Global Structure - Certified, Signed
Electronic Check Global Block Structure Detail - Certified Signed
Electronic Check Blocks             Block    Block References
Block    Block Function No.     and Contents                   No. <action>
Q1       PAYMENT/PROCESS <check>            Q2
certification block <signature>        Q3       hash of <action>
Q        certifiers signature hash of original <chock>       C2 hash of new
<certification>    Q2 reference to bank's <account>  Q5 <cert>
Q4                                               certifier's certificate
<account>          Q5       issuer/serial of <cert>        Q4
certifier's account block <signature>        Q6       hash of certfier'
<account> block   Q5  bank's signature hash of cerdfiers <cert> block  Q4
reference to bank's <cert>     C7 <cert>             Q7
bank's certificate signed E-check     Cn
original echeck <fstc-doc docname="Q" doctype="'certcheck"> 



<action>      <blkname>Ql . . </action> <certification> <blkname>Q2. ..
c/endorsement> <signature>    <blkname>Q3 . .. <signature> <cert>
<blknane>Q4. . . </cert> <account>     <blkname>Q5 .. . </account>
<signahtre>    <blkname>Q6 . .. </signature> <cert>        <blkname>Q7 . ..
</cer> <fstc-doc docname="C" doctype="check"> <action>       <blkname>C I .
. . </action> <check>        <blkname>C2 ... </check> <signature>
<blkname>C3 ... </signature> <account>      <blkname>C4 .  </account>
<cert>         <blkname>C5 .. . </cert> <attachment>   <blkname>C6 ...
</attachment> (optional) <signature>    <blkname>C7 . . . </signature>
<cert          <blkname>C8 ... </cert> <fstc-doc> <fstc-doc> -109-    6.2.4
Global Structure - Endorsed Electronic Check Global Block Structure Detail
- Endorsed Electronic Check Blocks            Block    Block References
Block    Block Function 



No.    and Contents                       No. <action>.         El
PAYMENT/PROCESS <endorsement>     E2
endorsement blocks <signaturc>       E3       hash of <action>
El        endorsers signature hash of original <check>       C2 hash of new
<endorsement>     E2 hashes of any new <attackmets>  ES reference to
endorsers <cert  E4 <ccrt>             E4
endorsers certificate <attachment>      E5
new attachments <signature>        E6      hash of endorsers <cert> block
E4       bank's signature reference to bank's <cert>    E7 <cert>
E7                                                bank's certificate signed
E-check    Ca                                                original
echeck <fstc-doc docname="E" doctype="sndcheckl"> <action>     <blkname>E1
. . . </action> <endorsement> <bkname>E2. .. </endorsement> <signature>
<blkname>E3 .. . </signature> <cer>         <blkname>E4. .. </cert>
<attachment>  <blkname>E5 . .. </attachment> (optional) <signate>
<blkname>E6 . .. <signatbre> <Cert>          <blkname>E7 ... </cer>
<fstc-doc docname="C" doctype="check"> <action>       <blkname>CI .
</action> <check>        <blkname>C2. .. </check> 



<signature>    <blkname>C3... <(signature> <account>      <blkname>C4 . ..
</account> <cert>         <blkname>C5. . </cert> <attachment>   <blkname>C6
. .. </attachment> (optional) <signature>    <blkname>C7. . <signature>
<crrt>         <blkname>C8 ... <(cert> </fstc-doc.> <fstc-doc> -110-
6.2.5   Global Structure - Deposited Electronic Check Global Block
Structure Detail - Deposited Electonic Check Blocks              Block
References                Block    Block Function and Contents
No. <action>           D1      DEPOSIT/PROCESS <deposit>         D2
deposit slip(s) <signaure>        D3      hash of <action>               D1
depositors signature hash of original <endorsement>    E2 hash of new
<deposi> block(s)    D2 .., repeatfor all endorsed checks hash of
depositors <account>  D4 reference to depositors <account>  D4 <account>
D4        issuer/serial of <cert>        D5        depositors account block



<cert>            D5
depositors certificate <signature>       D6        hash of depositors
<account>  D4        banks signature hash of depositors <cert> block    D5
D7       reference to bank's <cert>     D7 <cer>              Cn: En
bank's certificate endorsed E-check
original echeck <fstc-doc docname"D" doctype-"deposit"> <action>
<blkname>D1 ... </action> <depositt>  cblkname>D2. . . </deposit>
<signature>  <blkame>D3 .. . </signatue> <account>  <blkname>D4. ..
</account> <cert>       <blkname>D5. .. </cert> <signature> <blkname>D6 ...
</signature> <cert>     <blkname>D7 ... </cert> <fstc-doc docname"E"
doctype="endcheck"> <action>     <blkname>El . .. </action> <endorsement>
<blkname.>E2 ... </endorsement> <signature>    <blkname>E3 ... </signature>
<cert>       <blkname>E4.. .<cert> <attachment>  <blkname>E5 ...
</attachment> (optional) <signature>    <blkname>E6. . . </signature>
<cert>        <blkname>E7 ... </cert> <fstc-doc docname-"C'
doctype'"check"> <action>    <blkname>Cl  . .. </action> <check>
<blkname>C2. . . </check> 



<signature>   <blkname>C3 .. . </signature> <account>    <blkname>C4 . ..
<account> <cert>      <blkname>C5 . . . </cert> <attachment> <blkname>C6 .
.. </attachment> (optional) <signature>   <blkname>C7 .. . </signature>
<cert>       <blkname>C8 .. </cert> </fstc-doc> </fstc-doc> <fstc-doc>
-111-    6.2.6 Global Structure - Returned Electronic Check Global Block
Structre Detail - Returned Electronic Check Blocks           BBlock  Blk
Referencrs                     Ref Block Function No. and Contents
No. <action>         RI      RETURN/INFO <message>        R2
return item message <signature>      R3      hash of <action>            R1
bank's signature hash of <message>          E2 bash of original <deposit>
blocks  D2 refrence to bank's <cert> <cert>           R4
bank's certificate returned E-checks   CED
cchecks endorsements. 



deposits <fstc-doc docname="R'" doctype="return"> <action>    <btkname>R1 .
. .<action> <message>  <blkname>R2.. . </message> <signature> <blkname>R3 .
. . </signature> <cert>     <blkname>R4... </cert> <fstc-doc docnarme="D"
doctype='deposit"> <action>    <blkname>Dl . . </action> <deposit>
<blkname>D2 ... </deposit> <signature>  <blkname>D3 . . . <lsignature>
<account>   <blkname>D4.. . <.account> <cert>       <blkname>D5. . .
</cert> <signature>  <blname>D6.. . </signature> <cert>      <blkname>D7..
. </cert> <fstc-doc docnamne="E" doctype="endcheck"> <action>
<blkname>E1 ... <action> <endorsement> <blkname>E2. . <endorsement>
<signature>    <blkname>E3 . . . <signature> <cert>         <blkname>E4.. .
</cert> <attachment>   <blkname>E5. . . </attachment> <optional>
<signature>    <blhname>E6.  </signature> <cert>         <blkname>E7. . .
</cert> <fstc-doc docname="C" doctype="check"> <action>       <blkname>Cl .
. . <action> <check>        <bikname>C2. <..  check> 



<signature>    <blknarme>C3 .  </signature> <account>      <blkname>C4 . ..
</account> <cert>         <blcname>C5. .. </cert> <attachment>
<bllname>C6. .. </attachment> <optional> <signature>    <blkname>C7. . .
</signature> <cert>         <blknarme>C8. . . <tcert> <fstc-doc>
</fstc-doc> <fstc-doc> <fstc-doc> -112-    6.3   Electronic Check Block
Definitions This section describes the blocks, fields, and other
information specific to the use of FSML for Electronic Check documents.
Each E-Check Specific PSML block element starts and ends with one of the
following sets of block tags: Start Tag          End Tag <action>
</action> <signature>        </signature> <check>            </check>
<deposit>          </deposit> <endorsement>      </endorsement> 



<certification>    </certification> <account>          </account> <cert>
</cert> <attachment>       <attachment> <invoice>          </nvoice>
<message>          </message> <bankstamp>        </bankstamp> <bundle>
</bundle> Figure 6.11: List of block elements The block types are defined
as follows: action:     A block describing the action to be performed by
the recipient signature    A block with the signatures and hashes of other
blocks check       An electronic check deposit     A deposit slip, attached
to one or more checks endorsement An electronic endorsement, attached to a
check certification  A certification, used to create a certified check
account     A block containing accounting information cert        A public
key certificate attachment  An associated document attached to an FSML
document invoice     An invoice/remittance document containing payment
information bankstamp   A block containing processing status information
bundle      A block used to combine a group of checks for inter-bank
transmission' 'to be defined           -113-   



6.3.1 E-Check Action Block Definition E-check action blocks are the same as
Generic Action blocks. The function field definition for the E-check
application must be one of the following character strings PAYMENT  This
indicates that the document is a check being sent as payment to a payee.
TRANSFER This indicates that the document is a check being sent to a bank
to be cashed and transferred. DEPOSIT    This indicates that the document
is a check or group of checks being sent to a bank for deposit. CERTIFY
This indicates that the document is a check being sent to a bank for
certification. STOP        This indicates that the document is a stop
payment being sent to a bank. INQUIRY    This indicates that the document
is an inquiry being sent to a bank or other Electronic document processing
entity. 6.3.2 E-Check Signature Block Definition The E-check Signature
Block is the same as the Generic Signature Block, except for additional
fields as described below. -114-    <signature> <blkname>cccccc <crit>TRUE
<vers>1.O 



<sigdata> <blockref>cccccccc <has alg[err]"SHA>hhhhhh <blockref>cccccccc
<has alg=SHA">hhhhhh <blockref>ccccccc <has alg="SHA">hhhhh <nonce>nnnnn
<sigref>ccccccc <certissuer>cccccccc <certserial>nnnnnnn <algorithm>SHA/RSA
<timestamp>cccccccc <location>ccccccccc <username> cccccc <useraddr>cccccc
<usermail>cccccc <useridnum>cccccc <userotherid>cccccc </sigdata>
<sig>hhhhhhh </signature> Figure 6.12: E-check Signature block element
definition E-Check Signature Block Field Definitions blockref
(required) The signature block contains one or more <blockref> fields, each



of which contains the unique block name ofthe associated block being
signed. All of the block references must appear immediately before their
respective hashes (See below). The <blockref> and <hash> pairs may be
repeated multiple times to sign multiple blocks. -115-    hash
(required) This field contains the actual hash of the respective block.
Each <hash> start tag may have an attribute parameter which specifies the
algorithm used to perform the hash. The currently allowed parameters are
MD5[2] or SHA[4]. If not specified, the value will default to SHA. The use
of MD5 is depreciated. Note: Attribute parameters must be enclosed in
quotes. nonce         (required) This is a nonce, or one-time random
number, used to "salt" the hashed data to discourage cryptanalysis attacks.
sigref        (optional) This is the block name of the <account> block
which contains a reference to the certificate block, or it is the block
name of the <cert> block itself, for -115A-    signatures that don't need
account blocks. This field, although optional, is only optional when an
agreement is in place indicating that the recipient of the 



document does not need the certificate in order to process the document.
certissuer    (optional) This filed contains the unique distinguished name
of the issuer of the certificate(6). It should only be specified if the
<account> and <cert> blocks are not being sent with this document, and only
when the blocks being signed do not require an account, e.g. an
endorsement. certserial    (optional) This field contains the unique
certificate serial number assigned by the issuer of the certificate. It
should only be specified if the <account> and <cert> blocks are not being
sent with this document, and only when the blocks being signed do not
require an account, e.g. an endorsement. algorithm     (required) This
string indicates the algorithm used to sign the signature block, It may be
MD5/RSA[3] or SHA/DSA[5] or SHAIRSA. Note: Implementors of code that is
used to sign FSML Electronic Documents may choose to support only one of
the above three possible signing algorithms. Inplementors of code that is
used to verify FSML Electronic Documents must support all three algorithms.
This ensures interoperability. The use of MD5 is deprecated. timestamp
(optional) This field specifies the time that the document was signed. It
must be in Universal time (i.e. GMT) specified as CCYYNMMDDThhmmssZ. where
the T and Z are literal characters, and where "CC" is the century
(currently 19, soon 20), "YY" is the year, "MM" is the month, "DD" is the
day, "hh" is the hour, "mm" is the minutes and ss is the second[10].
location      (optional) This field specifies location/country where the
document was signed. username      (optional) This is an identification
string containing the account users name. It is optionally inserted into
the check by the Electronic Checkbook hardware 



token. This field, and the 5 following fields are considered the electronic
equivalent of the data usually printed on a paper check by the Check
Printing company. -116-    This data is supplied by the checkbook owner to
the bank at the time the electronic checking account is established but it
is not certified to be correct or accurate by the bank. The data is
inserted into the Electronic Checkbook when the Checkbook is initialized at
the bank, and may also be corrected or updated later by the bank using
administrative checkbook functions and passwords. This data is then
inserted, under control of the user, into the check by the Electronic
Checkbook, however the data cannot be changed or deleted by the user once
the check is created. It therefore supplies a form of identification
sometimes required by check guarantee organizations or merchants. The user
may select, when writing a check, which of the 6 identification fields are
to be inserted into the check, in any combination, or may select none of
them. useraddr      (optional) This is an identification string containing
the account users address. It is optionally inserted into the check by the
Electronic Checkbook hardware token. userphone     (optional) This is an
identification string containing the account users phone number. It is
optionally inserted into the check by the Electronic Checkbook hardware
token. 



-116A- SUBSTITUTE SHEET (RULE 26)    usermail      (optional) This is an
identification string containing the users email address. It is optionally
inserted into the check by the Electronic Checkbook hardware token.
useridnum     (optional) This is an identification sting containing the
account users identification number. It is optionally inserted into the
check by the Electronic Checkbook hardware token. userotherid    (optional)
This is an identification string containing any user identification the
user wishes (e.g. company name). It is optionally inserted into the check
by the Electronic Checkbook hardware token. sig           (required) This
is a hexadecimal encoding of the actual signature data. Signature
Calculation The calculation of the Signature is performed as follows... 1.
The <nonce> value is created (by the electronic checkbook) as a random
number. 2.      The <nonce> value is logically prepended to the subject
block contents before hashing. This includes the tag string "<nonce>", e.g.
if the nonce value is 12345, the characters <nonce> 12345 are logically
prepended to the subject block before hashing. 3.      The hash is
calculated using the contents of the subject block, (with the <nonce>
prepended) excluding the block start tag and block end tag, but 



including all characters in between, with the exception of all carriage
returns, line feeds, and trailing spaces on a line. Leading and embedded
spaces in a line are included in the hash. SGML entities (i.e. character
names enclosed between an ampersand and a semicolon) are left untranslated
when hashing. -117-    4.     The resulting hash value is inserted into the
<hash> entry (as Hex ASCII) in the signature block. 5.     Steps 2 through
4 are repeated for each block to be signed. 6.     A second has calculation
is performed on the contents of the <sigdata> sub-block, which contains the
previously calculated hashes, their block references, and the <nonce>. This
should include all characters between the <sigdata> tag and the </sigdata>
tag, again omitting all carriage returns, line feeds, and trailing spaces.
This second hash is then encrypted using the private key in the electronic
checkbook. The result is the signature which is inserted (as Hex ASCII)
into the signature block as the value for the <sig> tag. 6.3.3  Check Block
Definition This block contains the key data for an FSM Electronic Check.
Multiple signers/certificates may be required, as determined by the
restrictions field in the signer's account block. -I 17A-  



<check> <blkname>ccccccc <crit>TRUE <vers>1.0 <checkdata> <checknum>nnn
<date issued>ccccccccc <datevalid>cccccccc <country>ccc <amount>nnn.nn
<currency>ccc <payto>cccccccc <paytobank>ccccccc <paytoacct>ccccccccc
<paytocustno>ccccccccc </checkdata> <checkbook>nnnn <restrictions>ccccccc
<paytokey>hhhhhh <payeracct>ccccccc <memo>cccccccc <conditions>cccccccc
<legalnotice>'This instrument is subject to check law" 



</check> Figure 6.13: Check block element definition Check Block Field
Definitions checkdata   (required) This is an enclosing sub-block. It is
used to contain all of the check field that will be interpreted and/or
logged by the Electronic Checkbook hardware token. To simplify parsing by
this token, the <checkdata> sub-block contents must be in the order
specified. -118-    checknum    (required) This is the unique check number
created by the Electronic Checkbook hardware token. dateissued   (required)
This is the effective date of the check, supplied by the check issuer. It
is not necessarily the date the check was written. The date must be
specified in the ISO standard [1O[ format CCYYMMDD, where "CC" is the
century (currently 19, soon 20), "YY" is the year, "MM" is the month and
"DD" is the day. The bank will be free to process or ignore this date as
they choose. datevalid    (required) This is the effective date of validity
for the check, supplied by the check issuer. It is not necessarily the date
the check was written. It is reserved for future use. Currently, it should
always be the same date as the <dateissued>. The date must be specified in
the ISO standard[10] fornat CCYYMMD, where "CC" is the century (currently
19, soon 20), "YY' is the year, "MM"' is the month and "DD" is the day.
-118A- 



SUBSTITUTE SHEET (RULE 26)    country     (optional) This is the 3 letter
ISO country code[13] of the location where the check is to be considered
written. amount      (required) A decimal number containing the amount of
the check. currency    (required) A 3 letter ISO currency code[14]. payto
(required) This is a string which is the name or other check-issuer
specified identification of the payee. This field, and the following three
fields for a subunit which identifies one of the possible payees for the
check. If multiple payees are being specified, then the subunit may be
repeated, with the fields in the same order for each payee (excluding
optional fields). paytobank    (optional) This is a field which if
specified must be accompanied by either the <paytoacct>field, or the
<paytocustno> field, and which contains the bank code of the payee.
paytoacct    (optional) This is a field which if specified must be
accompanied by the <paytobank? field, and which contains the account number
of the payee. paytocustno  (optional) This is a field which if specified
must be accompanied by the <paytobank> field. It contains the customer
number of the payee at the payees bank. Some banks may use this in lieu of
an account number. checkbook   (required) This is an integer, supplied by
the Electronic Checkbook hardware token, which is the bank-unique serial
number of the checkbook. -119- 



restrictions (optional) This is a string containing restriction information
about the specific check. The field may be repeated. It must be one of the
following character strings. [err]DURATION PnYnMnD [errr]FOR DEPOSIT ONLY
[err]ALL PAYEES MUST ENDORSE The PnYnMnD is an ISO standard[lO] method of
representing duration, where each "n" is a one ortwo digit number, and the
P character is required. The Numbers before Y, M, and D, represent years,
months and days, respectively. The duration (valid lifetime of a check)
defaults to 60 days if not otherwise specified here. paytokey    (optional)
This is a hexadecimal encoded Public Key which may be used to uniquely
specify the payee. If specified, the check may only be deposited in an
account whose certificate has the identical key. This item may be repeated
if multiple payees are being specified. payeracct   (optional) This is a
field containing a character string which is the account information of the
payer at the payees business, i.e. the number that the payee uses to
determine who is paying, or why it is being paid. This is not a bank
account number. As an example, this is the payer's account number at the
electric utility, on a check used to pay an electricity bill. memo
(optional) A character string field, used for any purpose the check issuer
wishes. 



-119A-    conditions   (optional) A character string field, used to specify
any conditions between the check issuer and endorser. Not processed by the
bank. legalnotice  (required) This item must contain the character string
"This instrument subject to check law". 6.3.4 Deposit Block Definition This
block contains a electronic deposit slip, which is bound (via a signature
block) to one or more endorsement blocks before being sent to a bank or
other financial institution for deposit. The associated endorsement blocks
must also have check blocks bound to them. <deposit> <blkname>cccccccc
<crit>TRUE <vers> 1.0 <amount>nnn.nn <currency>ccc <date>ccccccc
<country>ccc <items>nnnnn </deposit> Figure 6.14: Deposit block element
definition Deposit Block Field Definitions date        (required) This is
the effective date of the deposit slip, supplied by the 



depositor. It is not necessarily the date the deposit slip was created. The
date must be specified in the ISO standard[10] format CCYYMMMDD, where "CC"
is the century (currently 19, soon 20), "YY" is the year, "MM" is the month
and "DD" is the day. -120-    currency     (required) A 3 letter ISO
currency code[14]. items        (required) An integer specifying the total
number of checks or other items being deposited. country     (optional) A 3
letter ISO Country code[13]. 6.3.5 Endorsement Block Definition This block
contains a digital endorsement of a financial document, usually a check. It
must be bound (via a signature block) to the check it endorses, -120A-
<endorsement> <bllname>ccccccc <crit>TRUE <vers>1.0 <endorsedata>
<date>ccccccccc 



<country>ccc <amount>nnn.nn <currency>ccc <payto>cccccccc
<paytobank>ccccccc <paytoacct>ccccccccc <paytocustno>ccccccccc
</endorsedata> <checkbook>nnnn <restrictions>ccccccc <paytokey>hhhhh
<memo>ccccccc </endorsement> Figure 6.15: Endorsement block element
definition Endorsement Block Field Definitions endorsedata  (required) This
is an enclosing sub-block. It is used to contain all of the endorsement
fields that will be interpreted and/or logged by the Electronic Checkbook
hardware token. To simplify parsing by this token, the <endorsedata>
sub-block contents must be in the order specified. -121-    date
(optional) This is the effective date of the endorsement, supplied by the
endorser. It is not necessarily the date the endorsement was created. The
date 



must be specified in the ISO standard [10] format CCYYMMDD, where "CC" is
the century (currently 19, soon 20), "YY" is the year, "MM" is the month
and "DD" is the day. country      (optional) This is the 3 letter ISO
country code of the location where the endorsement is to be considered
written[13]. amount       (optional) A decimal number containing the amount
of the endorsement. It may be less than the amount on the actual check in
which case the amount of the check is overridden. currency     (optional) A
3 letter ISO currency code[14]. payto       (optional) This is a string
which is the name or other endorser identification of the ultimate payee or
next holder in due course. This field, and the following 3 fields form a
subunit which identifies one of the possible payees for the check. If
multiple payees are being specified, then the subunit may be repeated, with
the 4 fields in the same order for each payee (excluding optional fields).
-121A-    paytobank   (optional) This field if specified must be
accompanied by either the <paytoacct> field, or the <paytocustno> field,
and which contains the bank code of the ultimate payee. paytoacct
(optional) This field if specified must be accompanied by the <paytobank>
field, and which contains the account number of the ultimate payee.
paytocustno  (optional) This field which if specified must be accompanied
by the 



<paytobank> field. It contains the customer number of the ultimate payee at
their bank. Some banks may use this in lieu of an account number. checkbook
(required) This is an integer, supplied by the Electronic Checkbook
hardware token, which is the bank-unique serial number of the checkbook.
restrictions (optional) This is a string containing restriction information
about the specific check being endorsed. The field may be repeated. It must
be one of the following character strings. [err]FOR DEPOSIT ONLY paytokey
(optional) This is a hexadecimal encoded Public Key which may be used to
uniquely specify the payee. If specified, the check may only be deposited
in an account whose certificate has the identical key. Ts item may be
repeated if multiple payees are being specified. memo        (optional) A
character string field, used for any purpose the endorsement issuer wishes.
-122-    6.3.6 Certification Block Definition This block contains a digital
certification of a check, i.e. a statement by the bank that the finds are
available and areheld in the account until the check clears. It is created
by a bank officer or teller and must be bound by a signature block to the
check that it certifies. <certification> <blkname>cccccccc <crit>TRUE 



<vers>1.0 <date>ccccccccc <country>ccc <checkbook>nnnn <cseria>nnnnnn
</certification> Figure 6.16: Certification block element definition
Certification Block Field Definitions -122A-    date        (required) This
is the effective date of the certification, supplied by the certifier, i.e.
the bank. The date must be specified in the ISO standard [10] format
CCYYMMDD, where "CC" is the century (currently 19, soon 20), "YY' is the
year, "M' is the month and "DD" is the day. country     (optional) This is
the 3 letter ISO country code of the location where the certification is to
be considered written[13]. checkbook   (required) This is an integer,
supplied by the Electronic Checkbook hardware token, which is the
bank-unique serial number of the hardware token that is signing the
certified check. cseral      (optional) This is a bank-unique serial number
of the certified check, used for audit-trail and identification purposes in
the issuing bank. 6.3.7 Account Block Definition This block contains
information about the account of the check issuer, or endorser. It is 



always used in combination with a certificate block. -123-    <account>
<blkname>ccccccc <crit>TRUE <vers>1.0 <bankcode>ccccc <bankacct>ccccc
<bankser>nnnnnn <expdate>cccccc <accttitle>cccccc <accttype>cccccc
<bankname>cccccc <bankaddr>cccccc <bankphone>cccccc <bankfax>cccccc
<bankmai>cccccc <acctrest>cccccc <certissuer>ccccccc <certserial>nnnnnnnn
<bankinfo l>ccccccccccccccc <bankinfo2>ccccccccccccccc 



<bankinfo3>ccccccccccccccc </account> Figure 6.17: Account block element
definition Account Block Field Definitions bankcode    (required) This is a
string containing the unique bank routing code of the issuing bank. -123A-
SUBSTITUTE SHEET (RULE 26)    bankacct    (required) This is a string
containing the account number of this account in the issuing bank. bankser
(required) This is a number containing the account block serial number of
this account in the issuing bank. expdate     (required) This is the
expiration date of this account block. The date must be specified in the
ISO standard[10] format CCYYMMD, where "CC" is the century (currently 19,
soon 20), "YY` is the year, "MM' is the month, and "DD" is the day.
accttitle   (optional) This is a string containing the account title.
accttype     (optional) This is a string containing the account type.
bankname    (optional) This is a string containing the bank's name bankaddr
(optional) This is a string containing the bank's address. bankphone
(optional) This is a string containing the bank's phone number. bankfax
(optional) This is a string containing the bank's fax number 



bankemail   (optional) This is a string containing the bank's email
address. acctrest    (optional) This is a string containing any
restrictions on the account. It must be one of the following character
strings. The field may be repeated. -124- SUBSTITUTE SHEET (RULE 26)
[err]MINIMUM    AMOUNT nunn.nnn CCC [err]MAXIMUM AMOUNT nnnnn.nn CCC [err]n
SIGNATURES REQUIRED [err]n SIGNATURES REQUIRED ABOVE AMOUNT nnnnn.nn CCC
[err]SPECIAL PROCESSING [err]CURRENCY CCC The "n" in the above restrictions
represents a number. The "CCC" is a 3 letter ISO currency code(14]. This
indicates the currency being specified in the AMOUNT, or the currency that
checks are being restricted to by the bank (in the CURRENCY CCC
restriction). certissuer    (required) This field contains the unique
distinguished name of the issuer of the certificatef6] which can be used to
verify signatures on FSML documents containing this account block.
certserial    (required) This field contains the unique certificate serial
number assigned by the issuer of the certificate which can be used to
verify signatures on FSML documents containing this account block.
bankinfol    (optional) This field contains the Issuing Bank information
that is encoded into 



the MICR line on paper checks. This field corresponds to the field known as
the "auz on us" field in ANSI X9.37-1994[15]. This field is used by the
bank of first deposit to create "MICR-Line" information used in internal
bank processing, and inter-bank transmission (e.g. ECP data). The field is
encoded as follows. It contains up to 15 characters. Any character that is
a decimal digit will be placed into the "MCR-line" unchanged. If a
character in this field contains a substring containing the -124A-
letter 'N', this substring will be replaced by the check number when the
document is processed at the bank of first deposit. If the subfield
consists of a single 'N', the check number will be placed, as is, into the
field. If the subfield consists of a sequence of 'NNN...N' then the check
number will be placed into the field right justified, and padded with
leading zeros. As an example, if an FSML Electronic Document, containing an
Echeck with a <checknum> field of 101, is received, and the <bankinfol>
field contains 1237458NNNNN987, then the bank of first deposit will place
this field into any "MICR-line" information as 123745800101987. bankinfo2
(optional) This field contains the Issuing Bank information that is encoded
into the MICR line on paper checks. This field corresponds to the field
known as the "on us" field in ANSI X9.37-1994[15]. This field is used by
the bank of first deposit to create 'MICR-Line" information used in
internal bank processing, and inter-bank transmission (e.g. ECP data). This
field usually 



consists of the payer's account number, a serial number or transaction
code, or both. The field can consist of up to three subfields, separated by
an asterisk ( ". The field is encoded as follows. It contains up to 20
characters. Any character that is a decimal digit or asterisk will be
placed into the "MICR-line" unchanged. If a character in this field
contains a substring containing the letter 'A', this substring will be
replaced by the account number when the document is processed at the bank
of first deposit. If the subfield consists of a single 'A', the account
number will be placed, as is, into the field. If the subfield consists of a
sequence of 'AAA..A' then the account number will be placed into the field
right justified, and padded with leading zeros. -125- SUBSTITUTE SHEET
(RULE 26)    If a character in this field contains a substring containing
the letter 'N', this substring will be replaced by the check number when
the document is processed at the bank of first deposit If the subfield
consists of a single 'N', the check number will be placed, as is, into the
field. If the subfield consists of a sequence of 'NNN...N' then the check
number will be placed into the field rightjustified, and padded with
leading zeros. As an example, if an FSML Electronic Document, containing an
Echeck with an <bankacct> field of 12345678, and a <checknrum> field of
101, is received, and the <banlinfo2> field contains A*NNNNN*987, then the
bank of first deposit will place this field into any "MICR-line"
information 



as 12345678*00101*987. bankinfo3   (optional) This field contains the
Issuing Bank information that is used in inter-bank processing. This field
corresponds to the field known as the "external processing code" field in
ANSI X9.37-1994[15]. This field is used by the Bank of first deposit to
determine if check truncation is permitted and what type of truncation is
used. The field is encoded as a single character2 6.3.8 E-check Certificate
Block Definition This block contains an encoded X.509 cercficate[6]. It is
identical to the Generic Certificate Block. -125A- 2 character encoding to
be determined. SUBSTITUTE SHEET (RULE 26)    6.3.9 E-check Attachment Block
Definition This block contains any document that is to be attached to the
FSML Electronic Document (e.g. a Remittance notice, Contract, etc.). It is
identical to the Generic Attachment Block. 6.3.10 Invoice Block Definition
This block contains invoice information used by a merchant or other payee
to request that the payer create a check using the informationcontained in
the invoice. It is also used as remittance information by the payer to be
attached to the check being used to pay the invoice. <invoice>
<blkname>ccccccc <crit>TRUE 



<vers>1.0 <custacct>cccccccc <amount>nnn.nn <currency>ccc <payto>cccccccc
<paytobank>ccccccc <paytoacct>ccccccccc <paytocustno>ccccccccc
<paytokey>hhhhhh <date>cccccccc <invdata> </invdata> </invoice> Figure
6.18: Invoice block element definition -126-    Invoice Block Field
Definitions custacct    (optional) This field contains the customers
account number or code in the merchants (payees) accounting system. It
should be returned in the <payeracct> field in the check used to pay the
invoice. amount      (required) A decimal number containing the amount
being invoiced, or the amount due. currency    (required) A 3 letter ISO
currency code[14]. 



payto       (required) This is a string which is the name or other
check-issuer specified identification of the payee. This field, and the
following 3 fields form a subunit which identifies one of the possible
payees for the check. If multiple payees are being specified, then the
subunit may be repeated, with the fields in the same order for each payee
(excluding optional fields). -126A- SUBSTITUTE SHEET (RULE 26)    paytobank
(optional) This is a field which if specified must be accompanied by either
the <paytoacct> field, or the <paytocustno> field, and which contains the
bank code of the payee. paytoacct   (optional) This is a field which if
specified must be accompanied by the <paytobank> field, and which contains
the account number of the payee. pazytocustno  (optional) This is a field
which if specified must be accompanied by the <paytobank> field. It
contains the customer number of the payee at the payees bank. Some banks
may use this in lieu of an account number. paytokey    (optional) This is a
hexadecimal encoded Public Key which may be used to uniquely specify the
payee. This item may be repeated if multiple payees are being specified.
date        (optional) The date that the payment is due. The date must be
specified in the ISO standard[10] format CCYYMMDD, where "CC" is the
century (currently 19, soon 20), "Y' is the year, "MM' is the month and
"DD" is the day. 



invdata     (optional) This field contains any other data that may be
associated with the invoice, e.g. a purchase order or other purchase
information.. 6.3.11 E-Check Message Block Defimition This block contains
error messages and return information that indicate the reason that the
attached FSME Document was not processed successfully or it may contain
other information about the attached document. It is identical to the
Generic Message Block. -127-    6.3.12 Bankstamp Block Definition This
block contains processing information analogous to the bank stamps placed
on the back of a paper check as it is processed by the banks and other
institutions as it flows through the processing infastructure. <bankstamp>
<blkname>cccccccc <crit>TRUE <vers>l.0 <date>cccccccc <timestamnp>cccccccc
<stampseriat>nnnnnnnn <bankcode>nnnnnnn <serverid>cccccccc
<stampdata>cccccccc </bankstamp> 



Figure 6.19: Bankstamp block element definition -127A-    Bankstamp Block
Field Definitions. date        (required) This is the effective date of the
bank stamp. The date must be specified in the ISO standard[10] format
CCYYMMDD, where "CC" is the century (currently 19, soon 20), "YY" is the
year, "MM' is the month and "DD" is the day. timestamnp    (required) This
field specified the time that the document was stamped. It must be in
Universal time (i.e. GMT) specified as CCYYMMDDThhmmssZ, where the T and Z
are literal characters, and where "CC" is the century (currently 19, soon
20), "YY is the year, "MM' is the month, "DD" is the day, "hh" is the hour,
"mm" is the minute and ss is the second [10]. stampserial  (required) This
field contains a bank-unique serial number, used for tracking purposes
within the bank that creates the <bankstamp> block, bankoode    (required)
This is a string containing the unique bank routing code of the bank.
serverid    (optional) This is a string containing the unique bank E-check
server identification, which may be used if a bank has more than one
E-check server and needs to identify which one processed the document and
created the bankstarnp. stampdata   (optional) This is a string containing
any additional information the bank wishes to include in its bank stamps.
-128- 



SUBSTITUTE SHEET (RULE 26)    Certificate Guidelines The following
guidelines should be used for issuing and utilization of <account> and
<cert> blocks. [err]There is one certificate per bank customer, and there
is one account block for each customer with signing privileges for each
account [err]X509 Distinguished name formats fbr certificates are
structured as follows Name of Customer or Account Holder: countryName
per ISO standard stateOrProvinceName      per ANSI standard
organizationName         name of the bank organizationalUnitName
"checking" commonName               bank-assigned arbitrary ID # Name of
Bank (issuer of Customer Certificate): countryName              per ISO
standard stateOrProvinceName      per ANSI standard organizationName
name of the bank organizationalUnitName   "checking" Name ofBank CA (issuer
of Bank Certificate): countryName              per ISO standard
stateOrProvinceName      per ANSI standard organizationName         name of
the bank 



organizationalUnitName    "checking CA" -129-    For certified checks the
certificate of the teller certifying the check would contain a subject
name: countryName               per ISO standard stateOrProvinceName
per ANSI standard organizationNane          name of the bank
organizationalUnitName    "checking operations" commonName
bank-assigned teller ID # State or province names are included because
banks have per-state banking units under existing law. -129A-    The
organizational unit names contain "checking" so that it is clear by the
subject name what the purpose of the certificates is and which bank CA
policy should apply. Note that these Distinguished Names do not contain the
customer's actual name; only some arbitrary number that the bank can use to
link the customer to the various relationships that the customer has with
the bank. *The expiration dates on the certificate can be further into the
future than those on the account blocks, since the rate at which customers
leave a bank is presumably lower 



hn the rate at which they open/closelchange accounts or the restrictions on
those accounts. A year, or six months is a reasonable lifetime for a
certificate. oThe <account> block is issued when an account is opened or
changed in some respect. The expiration dates should probably be a lot
shorter than those for certificates. [err]The <account> block contains the
issuer name and serial number of the certificate that the customer can use
in signing documents (checks, endorsements, deposit slips) on that account.
[err]By prior agreement, the inclusion of certificates in electronic checks
can be optional, since the bank can always request the certificate from the
issuing Certification Authority using the well known X.500 Directory Access
Protocol. However, the payee would probably prefer to get the payer's
certificate included in the Electronic check. The payee would probably
prefer to get the bank's certificate as well, thus the rule should be that
certificates should be included in all documents unless a prior agreement
with the document recipient indicates that they may be omitted. -130-
SUBSTITUTE SHEET (RULE 26)    Field Summary Below is a summary of the
attributes of each of the entities or fields allowed in an FSNL Electronic
Document. 8. 1   Field Attributes Table (part 1) Field Attribute Summary -
Part One 



Field       Containing                    MIN    Max   SIZe     Opt
Logged    Notes Name        Blocks                        Size    Size Code
blkname    all                                 1     16    P crit
all                               4       5    F      Yes vas         all
1      8    P      Yes acctest     <account>                          1
256    P      Yes accititle   <account>                          1     76
P      Yes acctype     <account>                          1     76    P
Yes adata       <attachment>                       1   N/A            Yes
algorithm    <signatur>                       7       7    F amount
miltiple types                     1     10    B                Yes
bankacct    <account>                         1      18    B bankaddr
<account                           1     76    P       Yes bankcode
<account> <bankstamp>              9      9    B      Yes bankemail
<account>                          1     76    P      Yes bankax
<account>                          1     76    P      Yes bankinfol
<account>                          1     15    B      Yes bankinfo2
<account>                          1     20    B      Yes bankinfo3
<account>                          1      1    B      Yes bankname
<account>                           1     76    P      Yes bankphone
<account>                          1     76    P      Yes bankser
<account>                          1     16    B blockref    <signatue>
1     76    P certdata    <cert>                             1   N/A
certissuer   multiple types                    1    256    P      Yes 



certserial    multiple types                   1     16    P      Yes
certtype    <cert>                             6       6    F checkbook
multiple types                     1     16    B checknum    <checkdata>
1     15    B                 Yes conditions   <check>
1     76    P     Yes country     multiple types                    3
3    F      Yes        Yes cserial     <certification>                    1
16    P      Yes currency    multiple types                     3      3
F      Yes        Yes -131-    8.2    Field Attributes Table (part 2) Field
Attribute Summary - Part Two Field          Containing  Min
Max   Size                opt    Logged         Notes Name           Blocks
Size    Size    Code custacct       <invoice>                      1
76    P      Yes date           multipletypes                   8       8
F      Yes       Yes dateissued     <cbechdata>                    8
8    F                Yes datevalid     <cbckdata>                      8
8    F                Yes expdate        <account>                      8
8    F function       <action>                       1      16    F hash
<signature>                    1    256    F invdata        <invoice>
1   N/A             Yes items          <deposit>                      1
8    P 



legalnotice    <check>                        1      76    P location
<signature>                    1      76    P      Yes memo
<check>                        1      76    P      Yes msgtext
<message>                      1      76    P wsgdata        <message>
I   N/A             Yes nonce          <sinatue>                      8
16    P payexacct      <check>                        1      76    P
Yes Payto             multiple types                 1      16    L
Yes paytoacct      multiple types                 1      18    B      Yes
Yes paytoba   multiple types                 9       9    B      Yes
Yes paytocusmo      multipletpes                   1      18    L      Yes
Yes paytokey       multiple types               128    256    F       Yes
reason         <action>                        1      16    F restrictions
<check> <endorsement>          1    256    P retcode        <message>
1       8    F serverid       <bankstamp>                    1       8    P
sig            <signature>                  128    256    F sigref
<signature>                    1      76    P      Yes stampdata
<bankstamp>                  N/A    N/A starnpserial    <bankstamp>
16      16    P timestamp      <signature <bankstamp>        16      16
F      Yes useraddr       <signature>                    1      76    P
Yes useremail      <signature>                    1      76    P      Yes
useridnum      <Signature>                    1      76    P      Yes
username       <signature>                    1      76    P      Yes 



userotherid    <signature>                    1      76    P      Yes
userphone      <signarure>                    1      76   - P     Yes
Notes: 1 Field may be longer but only the first 16 bytes are logged. The
Size Code column in the above tables indicates the reason that the
specified Maxsizes were chosen, as follows: -132-    Max Size Reason codes
Code      Rationale B         Required by Banking standards F
Format of data dictates size L         Linited by Logging area size
limitations P         Practicality considerations limit size -133-
SUBSTITUTE SHEET (RULE 26)    1. A method for allowing distributed
production of an encrypted document, comprising providing a computer
network having a first and a second workstation and being capable of
transferring an electronic document between the workstations, providing
each of the workstations with an editor capable of modifying an electronic 



document to include blocks of information including a content block
representative of content, and a signature block representative of a
signature signal associated with the content block, and having a hash
operator for processing data to generate a hash signal, allowing a user at
the first workstation to operate the respective editor to modify a first
electronic document to include a first content block and an associated
first signature block, and to employ the hash operator to generate a first
hash signal as a function of the first content block and to insert the
first hash signal within the first signature block and to generate a first
signature hash signal as a function thereof, transferring the first
electronic document to the second workstation, allowing a user at the
second workstation to operate the respective editor to modify the first
electronic document to include a second content block and an associated
second signature block, and to employ the hash operator to generate a
second hash signal as a function of the second content block and to insert
the second hash signal within the second signature block and to generate a
second signature hash signal as a function thereof, and allowing a third
user to operate the editor to generate a third signature signal as a
function of the first signature hash signal and the second signature hash
signal. 2. A computer-based method of securing the transmission of
electronic documents over a distributed ctinputer network, comprising:
dividing the electronic document into a plurality of blocks; applying a
signature to one or more of the blocks; and applying a multi-level hash
function to the signature and the blocks, wherein the blocks include a
signature block and each block has a reference number, wherein the multi-
level hash function comprises: generating a random number; 



-87-    appending the random number to the contents of the electronic
document; calculating a first hash value of the random number and the
contents of the document; inserting the first hash value into the signature
block; appending the random number to the contents of each block of the
electronic document; calculating a second hash value of the random number
and the contents of the block; calculating a third hash value of the first
hash value, the second hash value, the reference numbers of the blocks, and
the random number; and encrypting the hash value. 3. The method of claim 2,
wherein the blocks are capable of being transmitted without destroying the
integrity of the signature with respect to the document. 4. A
computer-based system for processing a document that is human readable and
machine processable, comprising: a document type definition according to
the standard generalized mark-up language standard, wherein the document
type definition provides for compliance with at least one of a legal
requirement and a business practice, and a signature algorithm, wherein a
recipient of a signed portion of the document may verify one or more of the
authenticity, the execution and the integrity of the portion without having
access to the entire document. 5. The computer-based system of claim 4,
wherein compliance with at least one of a legal requirement and a business
practice comprises: a content block for a type of significant
communication; and 



a protocol for manipulation of the content of such block. 6. The
computer-based system of claim 5, wherein the significant communication is
a performative utterance. 7. The computer-based system of claim 5, wherein
the significant communication is a statement to pay funds to the order of a
party. 8. The computer-based system of claim 5, wherein the significant
communication is a    medical prescription. 9. A computer mark-up language
for processing a document that is human readable and machine processable,
comprising: a document type definition according to the standard
generalized mark-up language standard; a tag type of such document type
definition for separating the document into a plurality of blocks; a
signature algorithm, wherein a recipient of a signed portion of the
document may verify one or more of the authenticity, the execution and the
integrity of the portion without having access to the entire document;
means for dividing the electronic document into a plurality of blocks;
means for applying a signature to one or more of the blocks; and means for
applving a multi-level hash function to the signature and the blocks,
wherein tne blocks include a signature block and each block has areference
number, wherein the multi-level hash function comprises: means for
generating a random number; 



means for appending the random number to the contents of the electronic
document; means for calculating a first hash value of the random number and
the contents of the document; means for inserting the first hash value into
the signature block; means for appending the random number to the contents
of each block of the electronic document; means for calculating a second
hash value of the random number and the contents of the block; means for
calculating a third hash value of the first hash value, the second hash
value, the reference numbers of the blocks, and the random number; and
means for encrypting the third hash value.    10. A system for transmission
of electronic documents in a distributed computer network, comprising: a
first computer, a second computer; a network; a document type definition in
a markup language, the document type definition permitting the division of
documents into a plurality of blocks; and a secure authenticator, for
ensuring authenticity of a document and permitting the discarding of a
document part without destroying the authentication of the entire document.
11. A system of claim 10, further comprising: 



a token having a memory, a processor, and a portfor communication
with-a-computer, the memory storing a private encryption key associated
with secure information related to the user of the computer which is usable
to append a secure, verifiable signature to an electronic document
generated with the computer, and certification information provided by a
third party which is usable to append a secure, verifiable certificate to
the electronic document to certify a relationship between the user and a
public key of the user. 12. The system of claim 10, wherein the document is
a loan application. 13. The system of claim 10, wherein the document is a
contract. 14. The system of claim 10, wherein the document is a medical
record. 15. The system of claim 10, wherein the document is a prescription.
16. The system of claim 10, wherein the document is a transcript. 17. The
system of claim 10, wherein the document is a notarized document. 18. A
system for transmission of secure electronic documents over a distributed
computer network, comprising:    a first computer for signing an electronic
document; a second computer for signing an electronic document signed by
the first computer; a network; a document processor, for generating
electronic documents, wherein the documents may be divided into a plurality
of blocks according to logical content of such blocks; and a secure
authenticator, for digitally signing such documents and such blocks. 19. A
computer-based method of securing the transmission of electronic documents
over 



a distributed computer network, comprising: dividing the electronic
document into a plurality of blocks; applying a signature to one or more of
the blocks; and applying a multi-level hash function to the signature and
the blocks. 20. A computer-based system for processing a document that is
human readable and machine processable, comprising: a document type
definition in a markup language; a tag type of such document type
definition for separating the document into a plurality of blocks; and a
signature algorithm, wherein a recipient of a signed portion of the
document may verify one or more of the authenticity, the execution and the
integrity of the portion without having access to the entire document. 21.
The computer-based system of claim 20, wherein the signature algorithm
comprises: a first signature algorithm for signing the blocks; and a second
signature algorithm for signing the document. 22. The computer-based system
of claim 20, wherein the document is a loan application. 23. The
computer-based system of claim 20, wherein the document is a contract.
24. The computer-based system of claim 20, wherein the document is a
medical record. 25. The computer-based system of claim 20, wherein the
document is a prescription. 26. The computer-based system of claim 20,
wherein the document is a transcript. 27. The computer-based system of
claim 20, wherein the document is a notarized document. 



28. The computer-based system of claim 21, wherein the first signature
algorithm and the second signature algorithm are public key signature
algorithms. 29. The computer-based system of claim 21, wherein the document
is a loan application. 30. The computer-based system of claim 21, wherein
the document is a contract. 31. The computer-based system of claim 21,
wherein the document is a medical record. 32. The computer-based system of
claim 21, wherein the document is a prescription. 33. The computer-based
system of claim 21, wherein the document is a transcript. 34. The
computer-based system of claim 21, wherein the document is a notarized
document. 35. The computer-based system of claim 21, wherein the document
is a financial instrument. 36. The computer-based system of claim 35,
further comprising: certificates which associate public keys with signers
of such blocks or such documents, wherein the first signature algorithm and
the second signature algorithm are public key signature algorithms. 37. The
computer-based system of claim 36, further comprising: a data storage and
retrieval device for storing a private key of such signature algorithm. 38.
The computer-based system of claim 37, further comprising: a data storage
and retrieval device for recording data associated with a financial
transaction. -92-    39. The computer-based system of claim 38, further
comprising: 



an algorithm for ensuring the uniqueness of the document. 40. The
computer-based system of claim 39, wherein the transmission of the document
is insensitive to the transport system. 41. A computer-based system for
processing a document that is human readable and machine processable,
comprising: means for separating the document into a plurality of blocks;
means for signing the blocks; and means for signing the entire document,
wherein a recipient of a signed block of such document may verify that the
block is a block of such entire document. 42. A system for providing
cryptographically signed electronic financial instruments, comprising: a
syntax definition for said financial instruments; electronic checkbook
hardware, for ensuring authenticity and uniqueness of the financial
instrument; and a signature system permitting the binding and discarding of
document parts. 43. A computer mark-up language for processing a document
that is human readable and machine processable, comprising: a document type
definition in a markup language; a tag type of such document type
definition for separating the document into a plurality of blocks; and a
signature algorithm, wherein a recipient of a signed portion of the
document may verify one or more of the authenticity, the execution and the
integrity of the portion without having access to the entire document. 44.
The markup language of claim 43, wherein the document is a loan
application. 45. The markup language of claim 43, wherein the document is a
contract. 



46. The markup language of claim 43, wherein the document is a medical
record. 47. The markup language of claim 43, wherein the document is a
prescription. 48. The markup language of claim 43, wherein the document is
a transcript. 49. The markup language of claim 43, wherein the document is
a notarized document. 50. The markup language of claim 43, further
comprising: means for dividing the electronic document into a plurality of
blocks; means for applying a signature to one or more of the blocks; and
means for applying a multi-level hash function to the signature and the
blocks. 51. A computerized system for transmission of electronic documents
in a distributed computer network, comprising a first programmable digital
computer, coupled to a network, for sending an electronic document
according to a document type definition in a markup language, a second
programmable digital computer, coupled to the network, for receiving the
electronic document, a first memory, coupled to the first computer, for
executing a secure authenticator for signing the electronic document, and a
second memory, coupled to the second computer, for executing a secure
authenticator that ensures the authenticity of the electronic document,
wherein the document type definition defines the electronic document as
including a plurality of blocks, and the document retains a valid
authentication upon discarding a block of the document. 52. A computerized
system for transmission of secure electronic documents over a 



distributed computer network, comprising a first programmable digital
computer, coupled to a network, for signing an electronic document and
transmitting the document over the network, a second programmable digital
computer, coupled to the network, for signing an electronic document signed
by the first computer, and -94-    a memory, coupled to the first computer,
for executing a document processor that generates an electronic document
capable of being divided into a plurality of blocks according to logical
content of the blocks, wherein each of the first computer and the second
computer comprises a memory for executing a secure authenticator for
digitally signing the documents and the blocks. 53. A computer-based system
for processing a document that is human readable and machine processable,
comprising a programmable digital computer coupled to a memory for storing
a document type definition in a markup language and a tag type of the
document type definition for separating a document into a plurality of
blocks, and a memory, coupled to the computer, for executing a signature
algorithm that signs a block of the document, whereby a recipient of a
block of the document signed by the signature algorithm can verify one or
more of the authenticity, the execution, and the integrity of the portion
without having access to the entire document. 54. The computer-based system
of claim 53, wherein the signature algorithm comprises: 



a first signature algorithm for signing one or more blocks of the document;
and a second signature algorithm for signing the entire document. 55. A
computerized system for providing cryptographically signed electronic
financial instruments, comprising a processor coupled to a memory for
storing a syntax definition for the financial instrument that defines the
format of the financial instrument as comprising a plurality of blocks,
electronic checkbook hardware, coupled to the processor, for ensuring the
uniqueness of the financial instrument and for permitting authentication of
the financial instrument, and instructions for directing the processor to
sign the financial instrument and blocks thereof, whereby the
authentication of the financial instrument remains valid upon discarding
one or more blocks of the financial instrument. -95-    














