; e3eDd{ DvvwTxL8yz6{ Td{j vE13 May 2003 WO 00/ 36605 PCT/ 8@8{}?&&%’2@3 VETHCOD
“AND DEVI CE FOR CGENERATI NG DI G TAL DATA WATERMARKED W TH Al | CATI ON DATA
FI ELD OF TR%MGENTI ON 5 The present invention is directed BdRGPE0P1%| g of
,recording digital audio, inmage and/or video signals and, in particular, to
a nmethod and apparatus for enbeddi ng inf ?r_mati on in digital audio, inmage
and/ or video signals. BACKGROUND 10 The subsi stence of copyright in

artistic works i SMEEFHOD ANDRDEVECE FORGENERATING BYGITHAND AT stes for
their original, creative efforts. Amongst other things, the subsistence of
copyright in an arti SNATERMARKEDWITHcAPTHENTICATION ®ATAdvant ageousl y
comercially exploit their work and also to control the use and treatnent

of such artistic works by others. The existence of copyright is

particul arl morgﬁjfm tion to artistic works in fields such as
phot ogr aphy?F[#?fSDIC an [ Vn?N?gbgonventi onal phot ography and ot her i nmage
acqui si t s on Thegeeseaemyvertioaiydireafedavmios fdld pf fesordiny digitaludion ivdlagei atid/orr | mage
recordings are typically indjcated by panually | abeling the hack of the
phot ogr aphs W#eordignatsandsinpartichlar, saadnethoy ansk apparaies fpr embedding jofrmatipn r ubber

stanps may gﬁgﬁgpaqﬁ%ﬁggér&g&gg%ég%%hs. However, such nethods do not

provi de inc ver y incontrovertible evidence of
ownership of the artistic work by the owner. For exanple, a fal se claimof
ownershi p can be made on unmarked materials owned by another, can be

def aced or BACEGROUNBN be overwitten with fal se marki ngs of another

cl ai man 25.In fi.lmand video recordi ngs,.owler,ship rights are frequentl
e by 1aar s AR G eopEth AR o kh s REaRaY 3hd SRt HGR por'tton of

the' recordi ' i A, i i ) |y
i ndi cat ed o%g‘%v e e@g%ﬁ%%ﬁf‘ﬁ écé&%%%&% %gg%tsoé?%. ; gi%’qgéackagi ng.
However, owsabsistegce ofcbopyrigh@iincancatiaiel veorkfalibes agopwdght yowreraved or 30

altered fromthe recordi ngs or packagi ng. “13 May 2003 WO 00/ 36605
PCTI SGo8/ 00 Rdyantagegusly copmeiallysyplogdheitivent anskalen 19t gantral tredisaang

wor v da” | il s Al Mork ot B3Rk, Yk Rk 6iR} BE oOffiaht saittlafy
I ntranet]s, afgofaitah rélbsoncieirfishic SrkOindiel st gy pho‘ib'@a{)ﬂj',giﬂsiﬂ andrfilinSt i C

wor ks are readily susceptible of unauthorised nodification and tanperi ng.
The recording of an artistic work in the digital domain exacerbates the

bl f t abl i shi hi f i ght...i tisti K.
Several t ecieQRE R Igio8rphY Fahothen g agdieten PHICESeetRImS 0 t e St at es
Patent No. Jhpdedstibth lorGerdiRand mﬁﬁltaf'%g%ggco%m@{ ﬁ%‘iﬁpi&ﬁ@ﬁn@iﬁt@m s to 10

provi de copyright protection for recording nedia such as “conpact discs
(CDs) usi ng mamalipiabeling the backrafitheplantograplowith detailoof the ownenedlierativelynd

e o e BB b B PR ROR Si0
encrypts t hem%ﬁhé & FBF;S}B{HQ& oftrodritic B glbgﬁnﬁﬁﬁ'tiﬁ‘co eitle eidipcs Yyt em

does not directly relat'e the artistic work 15 cofntained in the recording
with the copywnekhip oftirrartistiodvork 8y thet @dmereFor etangpl® racfalsd etaing jpf edmershipbe
copied or nodified without any protection for the co 'fght owner. United

) pyri
St at es Pat entangs. madegypumnaskedi maroaleawaed ibanathes: casrpe dafecedr raseds N em f or

di stributing_c righted program mpterial t.0 i bers. The system has a
transmtter %Ci%yqv gﬁnﬁ%ﬂ‘g{ﬂ? %éséf?%gépf%ﬁ)herfigr%ﬁ%erti ng a control bit in
a transmgted signal, which

In film and video recordings, ownership rights are frequently made by adding details of
the owner in a header and/or a trailer portion of the recording. For audio recordings,
ownership details are normally indicated on the recording media (e.g., CD-ROM, tape,
etc.) or packaging. However, ownership indicia are capable of being easily removed or

30  altered from the recordings or packaging.
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conprises other control data and the copyrighted program qgwyi;_@log A
‘recei ver _i e systemincludes a nenory for storing a pre: i
subscri b&gp(ﬁfgﬁﬁﬁsfi cation Upon receipt and identification Bﬁéﬁg&@"g% r ol

« bit at the receiver, the receiver inserts a subscriber identification into

the program material. An unauthorized copy of the 25 program material may
be determ ned since it includes the subscriber identification. However,
agai n, theWsthshewidpspreasadvesit of digitpl reeprding te¢hnologyi atisic works dandel f

ined in,the r ding wi.th th .1 ght,. d famli
B T s L T e e YA
the subscrfhenhe islemikt, flhﬁﬁieits? Bnd §%eﬁ?@c5ﬂh§ﬁ@&tﬂﬁs$ YRHAL® s@dhedi@lﬁ aﬂréﬁ@}(ageous

in that they fail to uniquely relate the content of the artistic wor

itsel f witwothserowmadily susceptivhnofunautiatrised fedificwidryamprtamesiisg. The 13 May 2003
tanpering. Further, the systens cannot ensure that the recordings to which
the t echni eesiing of astisticoverkanithedigitadoman eracerbates she groblemsof i ng

owner shi p. Y . aspect f. inventid o r Lrected t

ol 1 or at | SRR eRpdaTRREY SR b s UL Stk SR8 s ebBR i e

syst ens i ngtemlitedtd duessdRisesshoed above. The aspects of the invention are
able to do so by providing on-the-fly indicia (for instance relating to

copyright ownership) in a recording, when recording, by watermarking the

recordi ng usis0psAMs RN S8 509 308d0adiscldiRs 8'niarit maéﬂg%’&gﬂqgétoz{rﬁ%?ﬁg%etgevi ce

required froman operator to 10 authorise operation r

| n acchlr dapmeideicopymght iprstectiapfas recafrdinp enddinvsanh ao tompaardisbo(CIod) wgidger at i ng
an aut henticated audi o, ipage and/or video signal during the acquisition -
process i seRfrEtIoss da particulape epsabinatian ef symmetrice| andasymmpsrical dateng an

aut henti caj| Si relating to the.identit f erson 15 or

or gani sat i %%c?%égag{]ﬁ%e&}g zf%{ﬂ“é %trgﬁrogﬂgtfo& c?elvhc,géé hgﬁ%%}%@‘%?ﬁa%*’ g?tgﬁ?ﬂ %% r om
sound and/ Qén-&d)pg“ﬁlotédﬂé&ﬁlediaﬁd‘h%éméléh fs e GigHhltratorakgion.a | Mage audi o,
i mage and/or video signal using the authentication signal to provide the
aut hent i catresdrdmgimediaj foyeevan dhesysvany doessiag dirkctly2@laty dieartagticyyorkhe met hod
furthe{ i ncl ydes, t stegqsi of . h3gtern‘inihna if an oBen@t or is authorised to
general® t idrtaed o ie recording Withghe FoRigeth Runes, 204 agBitel igrodinggnge | ¢ o,
enabl ing Caglrjiied edn o Abartied WitholMRAFBRALIGR fof tHE Corifighibwmer
Preferably, the step of 'generating the authentication signal “i's pertorned
substantially 25 sinultaneously with the step of capturing the digital

U, ORI PRSP 0 THABEL s BRI S bRt oon b

distributing copyrighted program material to subscribers. The system has a transmitter

20  with a data-insertion circuit for inserting a control bit in a transmitted signal, which
comprises other control data and the copyrighted program material. A receiver in the
system includes a memory for storing a pre-assigned subscriber identification Upon
receipt and identification of the control bit at the receiver, the receiver inserts a
subscriber identification into the program material. An unauthorized copy of the

25  program material may be determined since it includes the subscriber identification.
However, again, the system does not directly relate the artistic work itself contained in

the recording with the copyright owner, and a party familiar with the system can defeat

the system by appropriate processing to remove the subscriber identification.

30  The foregoing systems are disadvantageous in that they fail to uniquely relate the

content of the artistic work itself with the owner in a manrier that effectively prevents



. identification data, positioning data, chronol ogical data, data transmtted
froman external, renote source and/or data froma renovabl e nedia. 30
Optionally, the step of capturing the digital audio, imge and/or video
signal includes: capturing an anal ogue audi o, inage and/or video signal;
and converting the anal ogue audi o, inage and/or video signal tg the digital
audi o, inmage and/or signal. 4 13 May 2003 Also, the maternarK1M§y§9@g
provi des perceptible and/or non-perceptible watermnmarks. tionally, the

met hod i nceupesdng nfother.itheysystemsdiaghetznsura dhap the reeqrdings &y whichitifeteclyiigues
usi ng text [ i . e al:1on .he persistent and/or

non- per si s%rgﬁgél%g a?%ﬂlg 5%%}11 r?ggﬁ]evﬁat%ﬁ’naggesrén %Vc‘fﬁ%%lﬁgbt of the invention, an
apparatus for generating an authenticated audi o, image and/or video signal
during the acquisition process is disclosed. The apparatus includes: neans
for gener N@W Yaut hent i cati on signal relating to the identity of a
person or ] F RN f I dj qi i i and/ or
10 vi ddo. s\ napeieb! @R inRRANT o MrelBRY Ih AR & dyRloollid frc SIREE TV g
t he di gi t adisaivditagesiofegeveatiohal systérde inchidinpathosesdesgritiddenbavd. el dspadts on
signal to provide the authenticated audi o, inage and/or video signal

| deal |y t HPE HVERiiiyars aplgdo @8&9?’7&&“@%@:@%‘?‘8)’ Indicip(for épstancs relatHig tappar at us
further i : f; M L fods [ sged to
gener at e 1R AR B e L EhE el o, B FaRhRER A keBRAES (°r or
enabl i ng cesptgauthenticatindlath. Jiht abthentttiation data geaydredequiredi fdeo as iogerator itm

response to determnj.n hat the erator is authorised. 20 Preferably, the
neans for Wﬁ??ﬁ@ra{lwgo fepudin %@f‘:& i mge and/or video signal operates
substantially sinultaneously with the nmeans for generating the
authentication signal. Further, the authentication signal can be derived

f rom bi onelfiraceerdenpeayithoa fest sspsetddf thesimventiban a infethoslt af @enetating apagheritisated g
data, chro ogi cal ta, ansmtted.from an external . renote source
and or dat A0l Bnfl iRl T el AT Wi O Eliine. PEFHNEY | ng
t he di git ahcladel the stepagfgeaBAtiag a hathentiattiakighdl ¢blaesto tHe aRatifyuT aGRpdonr | Ng
an anal ogue audi o, image and/or, video signal; and neans for converting the
anal oge aUArEANISaaRCaRNENg 2 digitabaudip gmeee apd/prwden gienalifron sausd andioge

ano/ o non el R A SN L WK RAUGTROE. FRko BB, SR BN HRRL® e ans

f or annot atsinggthe bethentipation signalito provide the authenticated audio, image and/or video

signal.

20  Preferably, the method further includes the steps of: determining if an operator is
authorised to generate the authenticated audio, image and/or video signal; and, if so,

enabling capture of the digital audio, image and/or video signal.

Preferably, the step of generating the authentication signal is performed substantially

25  simultaneously with the step of capturing the digital audio, image and/or video signal.
Further, the authentication signal can be derived from biometrics data, a password, user
identification data, positioning data, chronological data, data transmitted from an external,

remote source and/or data from a removable media.

30  Optionally, the step of capturing the digital audio, image and/or video signal includes:
capturing an analogue audio, image and/or video signal; and converting the analogue

audio, image and/or video signal to the digital audio, image and/or signal.



. 13 May 2003 inmage and/or video signal using text and/or audio data. The
annot ati on can be persistent and/or non-persistent. In accordance with a
third aspect of the invention, a conputer program product having a 5
conput er readabl e medi um having a conputer programrecorded therein for
generating an authenticated audi o, image, and/or video signal d rMn? h&g
acquisition process is disclosed. The cdﬂputer pr ogram pr oduct ey g X
means for generating an authentication signal relating to the identity of a
person or organisation; means for capturing a digital audio, inage and/or

vi deo sign f ng..ang/ or_ vi | .- and neans f. termarking 10
Uhe di gi ¢ atisg i PRI AL e brolaR Bere kRS i PR R Blei B FEATRY o1,

. signal to Qptotialle, thbeethodiacludeainastatng ite, digitmgadia iddape aMd/deoidss sigasl. BRI EF
DESCRI PTI ON, OF THE DRAW NGS Enbodi ment s of the invention are described

her ei naf t e¥sifg text andfes apdiodlaidy Theaangptatiphean bq persistenftandfpr nppggrsistent s a

bl ock @i agram of an apparatus for generating an authenticated audi o, inage
and/ or video signal in accordance with a first enbodi ment of the invention;
20 Fi gur e I2 dceordafdeovithasdcond hspettr aftthehventivey, bo dppeiratgefoe pahdragngdan

aut henti cated audi 0, j.mage and/or .video signal .in accordance wth second
embodi ment SHCTERRed fifify Mgge 3%44@ Y-lfiwlgn@ﬁ dHigng the GHRSHOR PFOLFFOP diglosed.
appar at us 1l ;eRaIAhiINGesAMeai RF gréeﬂe?ﬁfngdan%qieﬂﬁcatfmgﬁgnaw% ¥ figo si gnal
in accordance wth a third enbodi rent of the invention;, 25 DETAILED

DESCRI PTI Gietityrof h pelrsom ppenganisationn theenmniou taptunmgay digiraludihy émagecanddgmner at i ng
an authenti.gat ed dio, i and/ qr. video signal, where the authenticated
Si gnal 10 < ufEe.signal 1o sayd 2R pE v iyl duept g me i d oy e ngith il

aut hent i cadidqy) idl @and%r@i&%%?gﬂapﬁﬁn% e dubRnfiedton WMghdl deR6eviiPiHeon 30 of
several enbodinments, numerous specific details such as particul ar

wat er mar ki awghanéicated gudie, image aed/or videwsigraloldgally this neflests the capynight t hor ough
13 May ZOQ§M¥§Q90/36605 PCT/ S8/ 00104 -6description of those enbodi nents
It will be appar%nt, however, to one skilled in the art that the present
invention may be practiced without those specific details. In other

i nstances,_wel |l -known features such as particular videg formats_ (e. g.

MPEG) , 1Spar Rieterably. the appsratycinrther ncludes: mepnifor detepiping iéan gpeatogdésscri bed in
detail so r ' ' t :

enbodi rrent%ﬁ%cgg%%?%%sgﬁfs@gﬁﬁ%%g@?a&e %ﬂ%gﬂ%&% @%%ﬁ&ﬁrsg%ﬁiaﬁg lﬂgealrl% Yust ,

t anper - evi emhling edpaurp of sdid digitabaglio, pmageldral/oroxidey sifna imfespande @@ | nage and
video works. Thi,s i.s done by requjring authentication data to operate an
audi o, i medpiermninE thag fhegpgrtioris AWheRised: devi ce and providing on-the-fly
copyright ownership indicia in an audi o, inmage and/ or video recordi ng, when
recordi ng, by watermarking the recording using the authentication data The
aut her0 caltreteraldy.dhermerisigr tapturinathe digiet avdiabmpgeandien vidép sigral spérgiest ence
of copyrigh ner. shi p. of 1o, | n r .yl erials, 15 In
heenboa, HenPand Prldheotlif vl 1o meh e cRR APl il ARG RE L Feitat 7 on

dat a speci Furthet,ahd hghenwkatiornsigd esrdboderbledtfiven bewtidsntitd e \passvordidiséhe

wat er mar ki ng are .i npl enent ed, as, conponents of the recordi ng device. Anmpongst
ot her t hi nigsntiffqatian data,pasitioaing data ¢aronglggicabdaty, Klatadransmitigd: frofp ep gxternal,

wat er mar Ki gt gfitcedRdloTRhGETIH & Yemovable media.
25

Optionally, the means for capturing the digital audio, image and/or video signal includes:
means for capturing an analogue audio, image and/or video signal; and means for
converting the analogue audio, image and/or video signal to the digital audio, image
and/or signal.

30
Also, the watermarking means may provide perceptible and/or non-perceptible

watermarks. Optionally, the apparatus includes means for annotating the digital audio,



. 20 as an external post-processing procedure on a work downl oaded or
retrieved froma recording device at one point in tinme and then watermarked
at a later point. In such circunstances, the presence of an original

un-wat er mar ked audi o, inmage and/or video work external to the recording
devi ce provi des opportunities for furthg{ di sputes in the auth r}\tAi 02@3/ of
the images. This m ght occur for exanple where a third party ot Mg 4
copy of the original un-watermarked audi o, image and/or video work and

wat er mar kdthage and/ethviden sighal gpiagten gnd/paeudie dgias Theennotgiagsen by persistentch

Ci rcumtar&glgﬁ),rngg_i)grsis@%ﬁpr oper owner and the third party woul d have

wat er mar ked copres o e original work with conflicting clains of

aut hor shi p and/ or ownership. 30 The enbodi ments of the invention enbed

wat er mar ki ng technol ogy directly into the audi o, inage and/or video

acqui si t i JA 3B V\agi ithird asrech pf the dnveatipma@ GotnuLer Eagim produst MKN®®03 WO

par 1 ool ar R Spaa uediurd bR ARSIl bRt e [ okdh AU R ah)

har dwar e aluthehtcatetardio, ighags amtiernidéd dignnl danng the abyikitian processrig @iselobeds an
render every segnent of captured dia via_the recgording device to bear the
desi red di GictoomPYicyRERIRE PhedHchnClidpt:imsang Y S RIatiRg an ﬁghmcaﬁ%%l&m g
modul €. Fog1,GX2 e ideiofh St &H or PR meank QP REGEE Higita? abdiken.

i mredi ately there can be potential copyright and anngt ation %ssues.

Exanpl es dmagenasdiosvidéd signal drany squdand/os uiswaliinputuahel mpeank derswatamharking

j our ngl.i st nd filmproducers. .The.enbodi nents .of .the 10 inventi.qn

P oni 110 arbe fiEabanlD. Baes G byl Pinf ateBhtsaton SeraL P Hge e
copyri ght aeRfEfREd MBNImaphsiBo Rdéd sighe, photo and video, for exanple, are
wat ermarked wi th authenticated informafion specific to the journalist and
fil mproducer as soon as they are created. Wth a properly waternmarked
phot 0, the,d QU j | t he person's news agent and

ot her ne\/\:Bié eﬂnﬁsmbﬁﬁftgﬁﬁ%@igkﬁoncem that such 15 persons

m ght  succesbddikits a$ gRrihventioh AR @REMibed lkdihafier aMyeicddtice 29 the@iawinpsighi p
of the work. Since the audio, inmage and/or video work is in digital form
it carSbhe veRigh y indexed, stored in a data storage device, and transmtted
over a network. To prevent unauthorized access of the caneral/recorder and
unaut hori zed use of data 20 captured by the cameral/recorder, an

aut hent i catigae 1n®dbleekidagramlofide dppanattih for ganarntig scartiderticated audidsialage
operation of the camera/recorder. .The_authenticati podul.e may i npl enent
any of a rEHAEMAsP StimehBACFedRGs it ARY GTBeCiTNiBho ke RO | ¢s dat
including fingerprints, voice, and face of an authorised operator; a
renovabl e smart card contai ni ng encoded or encrypted data specific to the
aut hor20s eFig@re @pe pdloovchar ilhstreimg almicthodiof iggnaraiéngaan dnthanticafed padiationage et c.
Al ternativel cess data be transmtted fro emnt e..devi ce such as
Fa o 1 ni P S SEhabR el Binc L AR HRPo UL B hE TRERUSE LT Ty Key
of sorts. The authentication nodule further serves to enforce the

aut henticity of the recording equipnent. The enbodi nents of the invention
can be i npligwertiaa blaskdizgram of pe aprasgpy fos genefatinghantuthendicated apdios imageay ent

of 30t hef&nd{c{ll'gfﬁdeeﬁ;@gu_n;ainigl'naccorh%nWitl‘FQ %rd%&%rﬁ@xﬁ%?tlﬁ%@éﬁ%ﬁ{ 00104 _g_

Optional ly, ts of the 1nvention nay al so I ncorporate
encry@si on and scranbling techniques, which are widely used in relation to

di gital photographs. Vi deo nd audio to protect them from unauthorized
usage. St |$ET%JﬁEPePESFﬂ§P;ﬁ§£| nments may incorporate an annotation nmodul e
for annot ag ifighcd) apsihtls aﬂd‘&ﬂ@plﬁé}%é’ér?f&;ﬁ@&hc?fd‘i’%’eher‘éﬁﬁ%‘al% ﬁieﬁhexﬁfeg{eﬁ hudigdi 0

i nformation, for eXanple Optionally) enbodi ments o I nvention
i npl enment iprge asd/envidemsighalf where tlss aghenticatedreighialrisjamantliorinlaganand/or video

signal watermarked with authentication data, are described. In the following description

30 of several embodiments, numerous specific details such as particular watermarking

techniques are described in order to provide a more thorough



annotation using voice. A block diagramof a recording de\,jb%yagmgr ding to
a first geigapnt of the invention 10 is depicted in Fig.perscddienbevice
100 for generating an authenticated audi o, inmage and/or video signal

- includes an authentication nodule 102, an inage, video and/or audio capture

nmodul e 104, and a watermarking nodule 1Q6 as its principal features. It

al so includes a recording/ transm ssion nodule 108 for recordi ng and/ or
transmitti agsctipgoraof thesd érfedditlemts ditowill EagpaRhd hotvevérd Dok GilRY if et ai ni ng
enbedded wat ermarks. 15 The authentication nodule 102 is used to determ ne
whet her or aridkat ske presapvettiopmenbe prasticedeitbeitithesespecifie detailsantoshdrz ed
user. It is also us to tain and determ ne aut henticat j,nformation
112, whi ch“isgﬂgﬁfbg’&g%&m”r‘?&%)é{eérs %ée"&fﬁ“i\“%fﬁédee mé&é(%lﬁ'd]}'@,%’q)nage and/ or
vi deo wor kpaﬁ!@@laﬁ@i@hﬁéf&srﬂa&%‘@r é&ﬁp&?ﬁa@%o@ bbetP&esehibal igideail sS?E"ﬂB yo Vi deo
canera or audio recorder. The waternmarking nodul e 106 20 enbeds the

aut hent $ cabbsmord the arveatioron 112 into the digital nedia 114 to provide the ~1
aut henti cated audi o, image and/ or video signal 116. Again, this is done to
i ndi cate copyright authorship and/ or ownership of the audio, inmage and/or

e . . vy | ‘ .
enabl i ngy i SisPE Y U emoblindls 3R LERMGTH/ORNEH EnddenBi ML B8V,
nodul e 104 rgiaiRe Raepdr-evitieit tdtmp esfdutiSoretip ah@ek bR@eishiptdTQudib! Rifge add oper at or

is authorised to use the device 100. For exanple, if the authentication
nmodul e | 02 vidlep avarkseBhis ksedonety requinngautiensisation dataite operatecani adip, iagsper at e
the deyjce 1 1t generates .an enable.signal 110 which can .actyate the

| mmge. 107 daBYahHEEe TS 08 SRHeLPE OUGIE Tomert SRaNBEL QUG BURA 1051 gnal -
Conver sel y an biigio 3tha3H bA&BE LiRb kO rdRE Wikenk@oriRi, 8) SaRkRalki hf;he capture
nodul e 104 1 f the aftenpted operator i s not authorised. 13 Nlay 2003 WO
001 36605 Pcadosiagnsifg the avtiidnéicaticnan | Thd auwthemioeteld avat@apkiog saised ttsage of

t he device 1138a as Il as chgati on of authentication infornmation 112.

Aut hent i catVeBhablugstandish ﬁ*msg siercs oficopyRss ovaerslim el the pudipyimage ped/ar npl est
is to requi rator to input a password, perhaps using a 5 keypad,
to the recéﬁ%ok&?gga\?/sle'ce 100. Anot her way of inplenenting authentication is
to reqysre the user to swi pe an encoded magnetic card through a card reader

built in as part of the recording device 100. Alternatively, the device 100
can be adapn & empodiaerntyef the ivieatien, doticthe generetiam bf autbentigationcdatals a snart

card servin a éoken t hat tt'{e ay{}jlhenti at idon mod %ﬁ% 1632 can check.
Per haps.  t RESHD LEOHPE Alagperalt §F the sekordie dfucd 874 1 AT KAg &8 onet ri
data from tiﬁﬁleﬁiéﬁtreata%oﬁﬁéﬁbn@ssoff th@G&bpdih@Hevié@CAﬁiongQrotl?e?%ﬁﬁﬁb, thigcogni tion.

As an exanple, for the case where the recording device 100 iS a digital
canera, a tqvareopas disadvantagenofithy pber e echesswateembndingonightbe iapleragntedy t he

digital canmera to capture an .inmage iin a conventional nner.. T

S hent0C At R eHEat BostEyorRunB AL st SeSgh WP AR R g e e B pr i nt of
t he oper at Dk toN on.
A'ternat | vars oEh deAe ARGIe Rl RUERARR Pyt & FRUBRIETIPHIOT, o
recordi ng dsicudstascesthaprestndetaf ahairigim unheramaticeedopdion imagerdnglvr videace a

t hunmb when pressing the actuation button. Prior to any other processing by
the camer a, Verkextemah ihthed aeording Astigre 8rovides apRotHBiERS oy fanteer difpuies dtthe

fi ngerprint,_ agai: . - of | fli I ed 1.n.. t or age
device (e. ga.u[ an“@ﬁ’te%fﬁirq%ﬁ?{geﬁﬁn‘glrseﬁ %Frta%éﬁgfﬁoé eé‘%}g(?{&g’[’eﬁegéegit@}e“{,)‘g%%tébéj%ﬁed;t or age
devi ce,25) fPEdPyd tiAdrigid] ubReatathideat AeRd iimBgeBdIbevid@Pwobek gt ermne i f the
operator is authorised to use the canera. Another inplantation may obtain a

retinal scawatefmagkedsty withfdatshimdispéngithet it aasheinpropedy.dit suchisseumstanasper at or
| ooks into the.canera sight d 25 . presses, t.he actuati.on butto Still
anot her 1 et EREERERS: Py nC HedBRL BT SERM e S e RO F e audi o
recorder t Oopghadlofk Witk oRARIAS ElahiesfautiRE sHiS 6RY/HEbwhersigi Ce act uated. As
specific details for obtaining bionetric data and conparing themwth

stored data are well known, these details of the authentication nodule 102
are not set forth in further detail so as not .to obscqlge .he ipvention.
g

Li kewi s¥0 t hEhgepabasiments phtiig\iyeation smybvatermatking teabp FesHY 8t fheds such

Fortnin o bitie g Siolor e Rl GhS R Brh HERG.S ARERG FiDelh =




- 10 Authentication carried out by the authentication rmdu‘l3q\,|;)§) gan be
" per f or meqyylisRscobe operator starts using the recordi ng devipeg,skd8ooand when
the operator stops using it for a certain period. Alternatively, the

- _authentication nodule 102 may require S verification of the operator

periodically during operation of the redordi ng device 100. For exanple, for
each shut of a digital canera, .the authentication ule .102, if

ol eont e@roerty bt & (RERBEd MRk nUUBRBCUR 40F PORBIRHATTel SEeds on
nodul e, ca b g I t] 1.OF t hat
porson’ ai met e Aiirkinnddud b te BUOOIR R sokorlle SAERGN Aon EEEe.

aut hent i catSucinan afr@igehienpanlikddérevegastgmhenpsitaptur® mediawidwbeirécedigper at or
"starts using the recording device 100 Optionally, an editing function is
provi ded t dedpabt eear phe dasbedidigital sgnagire aagdion ernticoambsddedbotheat i on
contained in. or a%ri \#&5 %r om t he aut hentication nodul e 102. The defaul t

aut hent P catYSHMRRHY P6n 15 112 may i nclude one or nore of the follow ng:
t he nane of the owner of the recording device 100 or of the authorised
operator, the organization relevant to the owner or operator, and the tine
and dat e Tirer xarepjei whencudigaaliphato ona vidtosegménd s takemyemmiegiatebethpteanay. Al one
or in conbination with other data, it may _contain,origin bionetric data
such as i nP&PRIANIBLERET BN ARdrnaRetinm Issyrsy Bepples of m#w?flﬁ?t.e R Sebscr | bed
20 her ei naf; L 1 209 j o] J i
her ei nafte#%sg%%lgagg hxgérf]‘%s?fég |8n m%?gfanrfﬁ?il&gﬁ}oﬁg@r%ayh%g@?%%gﬁ]% O?Ehc ude

| ocati qo dadweniiéesighifigamly rethecepind pRtamialle elihigatgrdnflicthaegardgapytiged. The

| ocation may be automatically determ ned using the G obal Position System
(GPS). 25 Asthpeshipend eremershipmfizhe phetorandondion fpr exemple, agovatemearkidigith o t he
first enbodi pent can. be inplenented . as.a high- digi.tal camera,, which is
owned by a a]ugﬁph%a%cgﬁa% ns;m:%citgtﬁﬁéo%ql@pgﬁ[kﬂgmrgg\aceﬂgépo% asﬁh‘@’ caner a.
I'n the camgracRaedUNHRRE Brhpefly RARSHRKICHME /hsRlurdalist &8 safth\@Al iaat i on
nodul e 102. John can use the password to access the canera I00 initially,
change t he thaperson’sinews bgenhasd biheyeews agents withi sigeificanthyrlessi avpedrh ties s&h t he
only aythorised user. He al so set the default authentication._,

| nf or it orPexess gkt sueccatily Sserh AR impsaRer fRRLOLERYTBRACISE RERLPRS
picture is dakpp sk tifadt | itdo Ml 200 % 3 il

bt/ scel 00154 _11_%%“@?’6?&%%%&?3{:?@%% ot i fés{,\@ze, Bi2an be easily
finger pri ntindexad,stored s dafacverpgd Hevices and brensamittbd dvdrtaambtwordi |y to the body
of the digital camera 100. When John holds the canera 100 ready to capture
an image, his thunb is on the scanner. Wthout John noticing, when John is
hol di ng thepc [ n Lenpts t c :

scanner cap %ﬁggerﬁiugiaﬁtﬁgﬁ edggr%ic%sts ogrtﬁl é#’gér?/ ﬁ%%ﬁd%?#%ﬁ%%ﬁ%ﬁ%eggg & §85%§ t he
aut hentgoc atdapturé®epie chihdrd/Rcevdef, adlauthentiadtiohenddulésSndhided ih e scanned

i mge. For detailed informati on about bionetrics authentication, reference
i s made to Guer/resordepty cantrakoperatidn PhHieaswirérecerden bl he aishenticaliober 1998,

The m nuature,points can then 10 be .nat ¢he .he, aut.hentication nodul e

7 02 agai nst%ﬁ‘.‘@g“@&&‘ﬁ@gﬁ%ﬁy tad}ué@)e.r O% autgfxggfgfl%}ecgdngﬁesrﬁugﬁ fime and ot her
aut hent i catp;gRefriel AtABANStIng ﬂn?erﬁﬁﬂ"s,&&ﬁgé?%ﬂ& eRe OF ah E@thﬁﬁ_%d%}%rd“f%‘w e 102.
The match can take account of The |ocation, type, and orientation of those
m nuat ur e premotvable Sinert defdaadntaiming keedded ar ieneryptefl dataespedfic 1d theaathanised

retrieved and sent to the vvatermahki ng nodul e 106. If .the ,ag]tahenti cation is
not suckessPRAMLORZ RISBYQIHikaRwabY the 20RAES AKTALL £1G. AltemativelyqaccessSatiy o

nmodul e 104 | . knhi bi [Tz JRV ' t he
recordi ng d%]\ﬁ/ iéée)ﬁ%gsgmgéd g? Hlpér)%aeg‘gggp E}?%%g?c?}nmsstr%%’elgﬁ?&%hé)?@%e?itah@rggggte
recordi ng i (Hasiiiér actifg a€ @ pécurigOkévest sarg atThe hiithetidapioh mvdutefartbemieties
nodule 104 is watermarked automatically by the watermarking nodul e 106 by

20 enbeddi ntp eferce thenanthentigity phihe kecarding egripmest The gambadimenss offhef er abl v,
h wat k i - i vabl e signal '
rodul o 106 EFrisd Radf SBRRERIH3S sihulh Hoe el YR e L Pl B RS e

si gnal g ef glefbfof ek@fpiRI NS the authentication informtion the user has
edited. Any of ‘a nunber of watermark techniques for image, audio and video
signals may be practiced in the 25 waternmarking nodul e 106. Preferably, the
particul ar wat ermarking techniques to be practiced in the enbodi nents of
the invention possess the follow ng features. nonperceivable, robust, and

t anper-proof. By "non-perceivable" is nmeant that there is no perceivable

di fference between an original and a watermarked nedia (i.e., audio, inage
and/or video signal). In other words, the waternarking process does not
affect a 30 predeterm ned | evel of humanly perceivable quality of the
original media. By "robustness" is neant that an enbedded wat ermark signal




13 May 2003 WO 001 36605 PCT/ SG8/ 00104 - 12nedi a processi N9003
mani pul at sses such as filtering, anal og-to-digi ta| 31%
di gi tal -tg@%oz#g%e( D) A) conversion, and geonetric transfor rr[;ati ons{oaﬁg

- "tanperproof ' is meant that the ownership of the nedia is well-protected

agai nst attacks by others. 5 For additigpal security, the waternmarked nedia

signal can be scranbl ed/ encrypted using a private key generated fromthe
aut hent i catQptionally,aherambodimehisrof exainpéraionaaydisodntdryorateoenchipsiohiaadret ri cs

data 10 As a further optional feature, a database ent rai can be created in a
e

storage medFlARMBNStednGNes Meielyargevielk uion relatiasel digitee pbelgetPhuatdeonar ked
medi a_dat a'anﬁ%(xfiioat‘ré’dat%{eg{ @gﬁffgénﬁ @g&ﬁﬁ&? ¢ u%%%ngﬁitﬂ OLAG" gie e%meb:?%l%'e%)tsan

regi stration infror on abase can’ be se

authority Qhayinbsipotste G aNARRICHERbANe fdrhnAotaBiNAT addiy) MagOadd\etS@d&Ki | 1 ed in

the art. Simlar techniques are used to register digital signatures via 15
t he | nt &r neworkiwith tsxtapd/er aukhe informitiony far examplef Qphenallprthe gmbbdimentsid used
to verify tge.aut horshig and/ or ownershi.p of the audféig, i ma ? and/ or video
work that HAE ERTORRRIPTRER PSEPISEI ANDRTAYRIISINgaY 6 aY &ané\&gi Wewi t h

reference tg .3 -iomagﬁgg;agcgti on of the recording device iOO as a digital 20
canera (t heﬁpoﬁuow' ng~applies equally to digital video and audio
recording), after authentication that may be transparent to the operator,
John identifies new scenery for imge capture and presses the shutter

button of thdledkfizgramed a ragardiagidgrce pcqordingin & Bist embedimenofthpinyertiosf a

mage. 184 W eppne S EEREnPEARR @ BORRME R BpIGCR gy dobst PO T

aut hent i catindrorResd fgddd dclubieesLadhénti¥aiion mbBRAe 1 9Bt AREK vidbot28/opi ques
avai l abl e for such a digital photo application. For an exenplary

wat er mar ki napdiecaptirgueodulel @4, end e watermadang modag 106 as jts Kiih¢ipal features. It
Lei ghton, T. andlpgham)on,

Mul ti medi a, alfgEEC

used in thi i ; : ' i § Juf j (e.q.,
t he oper at Ot‘rff\e?ﬂ?gg{ﬁ{ﬁ?ﬁ %Lg{??’gﬁ?gﬁeﬁdé&g?g%@%gﬁngéﬁgg%g‘g’g%aggn@%tﬁgﬁdégphcept of
spr ead 1$pecThe sathetivation ajodols 1T és wsed nadeteathihewhsthar er maldadttemptdde WO

001 36605 -13 13 May 2003, PCT/ S8/ 00104 original imge in the transform
domai n (e. g@r?eraﬁogp¥axe degice 180 f5 apvaithnrized yserp dt iy dlsapseddp QRriAgndo, the

enbedded wa ! LS roh: e i digl tal
photo 114. ??E@B%(ﬁ%gé}?ra gbrg}n?@'ﬁgaziﬂ{l Ci:[{% V@%’&%@%ﬂ@?&%@hﬁg@dﬁg usi ng
ordi nary i nggfurelaQds fhde MERE alded Vork Maik Bghtinte hddudd Jd4/ cdnciretyppopof . 5

Further, the digital photo watermarked with the authentication data 116
out put by t digital camera, video camera or audio recorder. The watermarking module 106

20  embeds the authentication information 112 into the digital media 114 to provide the
authenticated audio, image and/or video signal 116. Again, this is done to indicate i

copyright authorship and/or ownership of the audio, image and/or video work

In particular, the authentication module 102 provides an enabling/disabling signal 110
25  to the image, video and/or audio capture module 104 dependent upon the results of

checking if the attempted operator is authorised to use the device 100. For example, if

the authentication module 102 determines that the attempted operator is authorised to

operate the device 100, it generates an enable signal 110 which can actuate the image,

video and/or audio capture module 104 to generate a relevant signal. Conversely, the
30 authentication module 102 can disable 110 the capture module 104 if the attempted

operator is not authorised.

.T., Secure Spre ect rum Wat er nar ki ng . f ox
Eh FeCording epnpmisgign f&duf?%fﬂé)? %&eew%am%ortt@@m%we can be



wat er mar ki ng nodul e 106 can be recorded on a storage nmedi ym g4y 3dgansm tted
‘to an ext?Jd]gdmk&cati on by the recording/transm ssion m)dulp% 8/031%4The
recordi ng/transm ssi on nodul e 108 can include storage nmedia such as

el ectronic, ' magnetic, optical and/or nmagneto-optical storage nedia,
“which can be inplenented as renovabl e e9-non-renovabl e storage nedia. As an
illustrative exanple, the nedia can be a renovabl e storage nedi um such as a
fl oppy disc, which is used in a nunber of commercial digital caneras.

e v, OB GRS CIEbSE kPt s KRR K R Gers oS
i mpl ement edkientitAbHThiorhiforP HED UAuthbfiRadionl ded Heqmgnmfaa{e@riﬂ ghy SV hGERbE'

| ocation. For exanple, the output signal 116 can be transmitted by an
infra-red tofavaysi ffhesintpiést is torrequitertbe pperatod knpputea passwooD) perhaps using a
correspgndi.ng receiver in. anpther device such as conputer. Alternatively,
e Can Bo tHEIRRRHS HieyechBibrietute g0y AsolT vey apBrdsReing hibeuiclish Ko 1
into the dewi g [ ; oTaloNTab ’ iige. and
then to that SR e thét 3R ar T foEMEALLad Kol EEh e ler DO i 01
few of the panyf theyecoeding devisarl 0 | Algerhatfvelyiieidenicb @ 00vegmnbé adaptbdbces t hat

can be practiced. The waternmarked photo 116 can be sent to John's
repr esent atiegeive an elpetroniepdly seasiablecard syeh pnaremars cerdysenvingiasitolien thetithenews

agents. Preferably, the 25 nmuni cat yon_ of .t he photo from.the .

recor di ng/ tq@hﬁcﬁgq%ﬂog@aaﬁ%c ‘%‘ef:g t?rﬁapas, Wer‘%?_%é?swé%%%mtea\‘ﬁ BACHES wor k.
Opt i onalgl v, for @eptafii@biofiatrid d424 B BB opaatét sﬁéheasq’in?bxtpﬁht,ﬂm&,oorjs%@c&an al so
be sent to a service center if necessary. In the foregoi ng enbodi nent of

t h&" i nvent i meegtitien. f Anen examaple, tfor the cemovhareothelrecorddg dgvicd 040 iskOBgitadnd 108
can be inplenented as an electronic circujt. Al ternativel t. |l east part
o the. f unctBREIA FgBH e R i b e bifiph Frrcbiatag tie Bt Geaere
program 15 oo A2 013000 oRE HadHE AR Mihanniddioh i mepinEheg out
by a mcroprocessor coupled to appropriaté storage neans, bot ormng part
of the recosd¢mor foecapariidtheMngerprins ofthe operaioreden alndoparatenpresdet tiee devi ces
are inplemented utilising mcroprocessors and other forns of conputer

syst enslS Foeamstaappation hitagatAlferagtivelygthesensoe map be oanposyely; digposerkinithel

100, Aot oghi $F18E Fee SRR bt o5 & i HERGRCERAR IS S e bBBRBheFE, o °°

appropri at eti@iSwhkh ressifpUBt bftagi@vhidnt 0 obtain a required external signal
or information in conjunction with software executing on a m croprocessor

to carry out the remaining functionality of the nodule or a portion
thereof. 10, A flowchart illustrating the nethad f.or. generat| an, .

aut henti cat 8505{? .,O%ﬁ?%é%ceﬁﬂ@@kvgc&g’Srasﬂ%ﬂ epﬁcaélé)gép ecla%apﬁhfﬂé
second giTbogidEpturdPhisERpit Aaintt dHe®Br mbre HitAGARAITGeHANTRAGES in 4stdfR 200.
In step 202, a check i's nadeto determne if the operator is authorised,
and_i f so adevien(eig aniebactrdait andnsorgemegnatie stordge devieg dp@idal staragredevids, Vi deo,

and/or audiq data is ptured if the operator is authorised. Steps 202 and
204 may be o PAEHO &‘Bﬁ‘%{’ﬁf“i‘c&"l’“% “équE’I W&ﬁ%é‘ﬁ@ﬂ?‘“ﬁjﬁ?‘ﬁﬁﬂf’e@%%ti ng from
the scope a kL Neneny eRhERE: i : : b,

i mage and/ o? g%h;%‘bgg%l tts?llg’%gf 'S e\%t%ﬁ&%ﬁé&%ﬁ%ﬁﬂt gq’gﬁéﬁgﬁﬁ?@}aﬁﬁﬁf%ﬁ?&) For
further det afkie qfersoea Hivmetsicelag whenthe opdratoe tbokyinto tied eaneenc sightsandade t o
the functionality of the apparatus of the first 20 enbodi nent descr| bed
above wRfh mpEgssesehe actpatiqn hptton, Sl aapihisr mplementatinnIBaYNSS SRR TeLOZNEIRDY d
enbodi nent of the invention is.depicted.in Fia. 3 Features of.t first
enbodi ment  AhEPTL o SR B Sesshadt T8 RAE b ot Ve E LI hendRst o

denot ed Wi t hichyafQl rAsHRaEL QetallefdR 8ReEnd WbRERMc- dafduid, cohgﬂriﬂétlﬁﬁi WRAt i cation
modul e 102 of Fig. 1 is denoted with reference numeral 302 in Fig. 3. For

t he pur pose stéredh daaiare/weh kndwen,dbeerdefils ofithe ruthentésatien o dylenidR\arerpeteset o t he
description of thpse correspondin dules.in the descripntion hereinbefore
and not repefaftgéf‘ﬁ‘éﬁ‘@fgﬁfﬁpf%’éotﬁg\ﬁggq“ ﬁt‘%veBtFOIFilg‘.ﬁe‘S‘lsg WEStribed in

det ai | rei j i gihodt i t it | Onal
nmodul esr3§18 @%@g%ﬂ%&% f#G%%mS%gcéppr em%gfsggh Eii%’%t&%&i?ﬁegjﬂ I lﬁ:ﬁ?&dhe art

t hat the enhodith@sfore thesdRataretire aeckeofiriban grdayerwietdii. onl y one of the two
nodul es.
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13 May 2003 WO 00l 36605 PCT/ S8/ 00104 -15 The recording dﬁyhﬁ$2§ 9
I'ng device

i ncl udes positioning system (GPS) nodul e 320 that
accurate @83*”?‘%@ ing information about the |ocation of the Prggé%or

© 324 when in operation. The GPS data 324 nmay be obtained at a predeterm ned

5 instance or interval to be enbedded i rb_the captured signal 314 by the
wat er mar ki ng nodul e 306. For exanple, after the operator is authenticated
as authorised to operate the recording device 300 and when the capture
nodul e 304 is actuated, the GPS nodul e 320 may obtain fresh GPS data or
retri eve ndsthenticainnl carrdanie by BRSudbenticatsorbmogulei0dedn hs perdfopued 8Reh t 0 t he

wat er mar Ki nodul e 306. .10 Further, the recordi devi ce 300 can j ncl ude
an annot at LBORFEHAT sams wsingribie r%ﬁ'ﬂﬁg‘f‘&tdﬂﬁ‘ﬁe ﬂrﬁ@tﬁng ‘Q?ﬁ%ﬁ%??%rﬁtwmséls@& can
add annot atj : ice | : has isrectly into
t he nedi a gtji fgﬂ%f“g‘ﬁ‘%aé‘?%‘ﬁ %1;/&%1 %t(kade ag%%%éﬂﬁﬁéﬁxﬁg%lﬁﬁgg%@ n\?glrlllg iéonal
manner . 5 Theesificadibatof die aparatdrepapRdRaly dilingosbrationsfithp e¢cdirdihg devicd Pod-or

exanpl e, a _m crophone and/or text .input device can be included in the
recordi ng devewmpeadoneachshyt offa digital sameraathecwthepticationgnedyled 0% dfot at i on

pur pose. Annotation _informtion.can f together wth t dia data
based on  Dpesa?l abdh HTE i RgpRds 3 3o P RAERCRalh hodife B bl .
the WPEG2 shpfidab dedfauRiaiRglty 1eiopBrabirovhdhatRassh difis _tlﬁ’é‘d'i?ltﬂtdaﬂi%ra ahis is
non- persi stent annotation. Alternatively 20 or in addition to

non- per si stagatgetinnot ati on, persi stent annotati on can be incorporated into
the captured nedia signal 314. The annotation nodul e 318 al so provi des
annot atllon si gnal 322 to the watermarking nodul e 306. To maeke the

annot ati on [ : K] IS+ L
Aot at 1 on Wefpibf, Bffent BLENIRS) Aoruia I2 8005 e R TR art sl e
annot ati on dperatdrest@td ity therecerdisplievicy 1000 O prisey vandditind-fuhcexaizpl e,

persi stent annotation is useful to[{_)ut articular information at a
particul ar Arevided wrenable she onesaer togditeautbgntigatign informagian gentgined in or put

ke hi o det e iRt Silndiuckdlypbie 102 TR Betbl a6 Bk B aRmetirn hon "
30 per sisst enb @ayiatIadd Ok drimoiefithe folloWRAC| thY nERe SRERSoWRrAT thdReeefat i n a

captured nedia 13 May 2003 WO 001 36605 PCT/ S8/ 00104 - 16 signal, as
wel | as i nfdevieatlDBor ofithia authoribesl dpecatof,dhe organizagompeeléviadt tohthe lowngnobe

nmbedded i th di i ... The .f I, di. t f.the i ti
R A T R L RS R e AR A
an aut henti és@hﬁgir%umoae ot IBAMAR Wil S&8r §dt8NAlnay %Et{(aﬁxdéﬁﬁ?%%ﬁélﬁaﬁb cat ed

signal is an au I mge and/or video signal waternmarked w
aut hent i catdavnsuthtas infdinetienidedvateinda tid opéretor’s\fmgenpoint. aAs dasbribed ageous in

that the nmel.iorate or, overco one or nore di sadvant ages, of conventi onal
audi o, 4 %raﬁ%ﬁe&ﬂru@&"@am amfgggrmq@%mer}trpfﬁlaerm.vermogﬂl,er%%ﬂeén%di ments 10
of the invepiy . . [ . 1.Caki. o0 derived..
from an ope‘maﬂgé(glpc%[éﬁol%@bg tgao(?laﬂ?elg%r Qﬁh@%@“&%@%ﬁ%?ggﬁaﬁ ﬁfgﬁg‘ﬁg?ﬁﬁf |y -
copyri ght optaeswherp thetfliédid dath is captigedr The hcatiommiag beanicngichileddtesdnied ng

using the authentication data. This is done in the recording device that is

used to capesitgthe RBobalBostion Hysirm 46BFbr vi deo work. 15 A small nunber of
enbodi nents have been di scl osed by way of exanple. However, those skilled

inthe art will recognise that the invention can be practiced, wth
modi fi cd i ORs ybtMinbiter biagiHle, ereécf}ﬁi_nFQifechqu QBcdt@ME b MRIAAE EAbAd Wb
departing fromthe scope and spirit of the invention. E'_, ~ 17 13 May

2003 CLAI Vsbdimplementidioas adfiglyemidigitalrogmeena, awhitterstovart dgt aajodf'nalisti“r}akyé’ and/ or
vi deo signal during the acqujsiti

n process, |[ncluding: 5 generatin n
aut hent | cat POR ISNERAL AIoResduser 8T teametn  inthe GHmers 38 PuBrgHd, & password
can be set in the authentication module 102. John can use the password to access the
camera 100 initially, change the password to be his fingerprint, and register himself as
30 the only authorised user. He can also set the default authentication information 112 to

include his full name, time and location when the picture is taken. The authentication



organi sation; capturing a digital audio, inmage and/or vidgaaygocd from
.. sound and/or visual input; and watermarking said digital ?Eﬁl}s?;qs/bmge

and/ or WO#0/36608nal using said 10 authentication signal to provide said
aut henti cated audi o, image and/or video signal. 2. The method according to
claim1, wherein said step of generati nﬁﬂ sai d authentication signal is
perforrred substantially sinul taneousl'y th said step of capturing said

gt tal aydh e 1 6RG8 ARRAOE bAIS0. ShASlae ikl erlEE AU ARERALNO 1O

claim1l or €rélin sald au i onetrics
data, a pamswerell fiterreadlgnb ithd E@etyldmeotﬂg@al c@xﬁéﬂatIIOOnW&nqah@holﬁbﬂftnm ogi cal
data, data transmtted froman external, renote source and/or data from a
renovabl e qustraal()@@adfy tdl'dbﬂ@mfetahma@cbl@ﬁlmmiglsm thmscaones. dWitboutiJobn1 to 3,

wherein saldste t r|n alddgudc{j audi o ehnd/o vi deo

si gnal | nc‘]%‘&\é‘g’ F\B %F%’Qﬁﬁ% Yegpts Hhﬁcéuaatﬁg?%? u\VFHé & gnal ;
and co r | to said

di gi ta h’fg&“%?&ﬁaﬁggé fgﬁgﬁ:n?& @rﬁ‘% %gﬁu@ﬂgh& ls#‘%%gsggo ?élg to any one
of clai ms dutlientidationheodile 1 8atdemaicemimutkiraygpists dpnptiewcaedituge Hor bl e

and/ or non- percept| bl e watermarks, 30 6. The method according to any one of
clains 1 tdstaledinformation W@unhpwgmcaéutb@réwamn aptaEsnge 1Srfga®erpdam di-tal audio,
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For each individual operation of the recording device 100 or at predetermined
instances in a continuous recording interval, the captured media data 114 output by the
capture module 104 is watermarked automatically by the watermarking module 106 by

20  embedding one or more watermarks into the media data 114, Preferably, each
watermark is a non-perceivable signal. However, the watermarking module 106 can be
jmplemented to embed perceivable watermarks. The embedded signal preferably
contains the authentication information the user has edited. Any of a number of
watermark techniques for image, audio and video signals may be practiced in the

25  watermarking module 106. Preferably, the particular watermarking techniques to be
practiced in the embodiments of the invention possess the following features. non-
perceivable, robust, and tamper-proof. By “non-perceivable” is meant that there is no
perceivable difference between an original and a watermarked media (i.e., audio, image
and/or video signal). In other words, the watermarking process does not affect a

30  predetermined level of humanly perceivable quality of the original media. By

“robustness” is meant that an embedded watermark signal is not removable under
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the database can be sent to an authority or a public service center, in a manner known

to those skilled in the art. Similar techniques are used to register digital signatures via
15  the Internet, for example. This registration information can later be used to verify the

authorship and/or ownership of the audio, image and/or video work that has been

watermarked with authentication data.

Again with reference to an implementation of the recording device 100 as a digital

20  camera (the following applies equally to digital video and audio recording), after
authentication that may be transparent to the operator, John identifies new scenery for
image capture and presses the shutter button of the camera 100. Actuation of the
button activates capture of a digital photo by the capture module 104 and watermarks
the digital photo or image 114 with the authentication information 112 provided by

25  authentication module 102. There are many image watermarking techniques available
for such a digital photo application. For an exemplary watermarking technique,
reference is made to Cox, 1.J,, Kilian, J., Leighton, T. and Shamoon, T., Secure Spread
Spectrum Watermarking for Multimedia, NEC Technical Report, 95-10. That
watermarking technique can be used in this embodiment to convert the authentication

30 information (e.g., the operator’s identification) into signal patterns based on the

concept of spread spectrum communication The signal patterns are added to the
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module 108 can be implemented to transmit the output signal 116 to an external device
or location. For example, the output signal 116 can be transmitted by an infra-red
transmitter built into the recording device 100 to a corresponding receiver in another
device such as a computer. Alternatively, it can be transmitted electrically via an
20  appropriate interface built into the device 100 via one or more conductors to an
external device and then to the Internet or an Intranet. The foregoing are merely
indicate a few of the many ways of transmitting information between two devices that
can be practiced. The watermarked photo 116 can be sent to John’s representative so
that the photo can be immediately used by various news agents. Preferably, the
25  communication of the photo from the recording/transmission module 108 is via a
wireless communication network. Optionally, registration information about the digital

photo 116 can also be sent to a service center if necessary.

In the foregoing embodiment of the invention, the functionality of each module 102,
30 104, 106, and 108 can be implemented as an electronic circuit. Alternatively, at least

part of the functionality of each module may be implemented as a computer program
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Fig. 3 Features of the first embodiment that have corresponding parts in the third

embodiment are denoted with a corresponding reference numeral. Thus, the
25  authentication module 102 of Fig. 1 is denoted with reference numeral 302 in Fig. 3.
For the purpose of brevity in the description, reference is simply made to the
description of those corresponding modules in the description hereinbefore and not
repeated here. Only the new elements of Fig. 3 are described in detail hereinafter.
While the third embodiment illustrates two additional modules 318 and 320, it will be
30  appreciated by one skilled in the art that the embodiment can be practiced optionally

with only one of the two modules.
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The recording device 300 includes a global positioning system (GPS) module 320 that

can obtain accurate positioning information about the location of the recording device
324 when in operation. The GPS data 324 may be obtained at a predetermined
5  instance or interval to be embedded in the captured signal 314 by the watermarking

module 306. For example, after the operator is authenticated as authorised to operate
the recording device 300 and when the capture module 304 is actuated, the GPS
module 320 may obtain fresh GPS data or retrieve most recently stored GPS data to be
provided as output 324 to the watermarking module 306.

10
Further, the recording device 300 can include an annotation module 318. The
annotation module annotation module 318 can add annotation text, voice, or links to
other media-segments directly into the media signal produced by the capture module
304 in a conventional manner. The annotation can be persistent and/or non-persistent.

15  For example, a microphone and/or text input device can be included in the recording
device 300 as part of the annotation module 318 for annotation purpose. Annotation
information can be stored together with the media data based on a standard data
format. For example, in the case of video media, the MPEG2 standard can be used
which provides space for annotation. This is non-persistent annotation. Alternatively

20  or in addition to non-persistent annotation, persistent annotation can be incorporated

into the captured media signal 314.

The annotation module 318 also provides annotation signal 322 to the watermarking
module 306. To make the annotation persistent, watermarking is used again to embed
25  the annotation information 322 into the media data 314. Such persistent annotation
can be either perceivable or non-perceivable. For example, persistent annotation is
useful to put particular information at a particular location of an image. Alternatively,
it can be used to put information in a particular interval of audio for indication of
information like “this is John” or “sang by Linda”. Therefore, the persistent and non-

30  persistent annotation is useful to specify messages to be embedded in a captured media
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signal, as well as information such as the location or time period which can be

embedded in the media signal.

The foregoing embodiments of the invention disclose a method, apparatus and
5  computer program product for generating an authenticated audio, image and/or video

signal, where the authenticated signal is an andio, image and/or video signal
watermarked with authentication data. The embodiments of the invention are
advantageous in that they ameliorate or overcome one or more disadvantages of
conventional audio, image and video capture systems. In particular, the embodiments

10  ofthe invention are able to do so by requiring authentication data derived from an @
operator to operate a recording device and providing on-the-fly copyright ownership
indicia in a recording by watermarking the recording using the authentication data.
This is done in the recording device that is used to capture the audio, image and/or
video work.

15
A small number of embodiments have been disclosed by way of example. However,
those skilled in the art will recognise that the invention can be practiced, with
modification, in the light of the information contained herein without departing from

the scope and spirit of the invention.
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CLAIMS
1. A method of generating an authenticated audio, image and/or video signal during
the acquisition process, including:
5 generating an authentication signal relating to the identity of a person or

organisation;

capturing a digital audio, image and/or video signal from sound and/or visual
input; and

watermarking said digital audio, image and/or video signal using said

10  authentication signal to provide said authenticated audio, image and/or video signal.

2. The method according to claim 1, wherein said step of generating said
authentication signal is performed substantially simultaneously with said step of

capturing said digital audio, image and/or video signal.

15
3. The method according to claim 1 or 2, wherein said authentication signal is
derived from biometrics data, a password, user identification data, positioning data,
chronological data, data transmitted from an external, remote source and/or data from a
removable media.

20

4, The method according to any one of claims 1 to 3, wherein said step of capturing
said digital audio, image and/or video signal includes:

capturing an analogue audio, image and/or video signal; and

converting said analogue audio, image and/or video signal to said digital audio,

25  image and/or signal.

5. The method according to any one of claims 1 to 4, wherein said watermarking

step provides perceptible and/or non-perceptible watermarks.

30 6. The method according to any one of claims 1 to 5, further including the step of

annotating said digital audio, image and/or video signal using text and/or audio data.



UF! M 10% hé& () -10% h& ()-F! 10% h& ()-Fs10% h& () - F&10% h& () - #10%
h& ()-'3(((:)))dEmbC 10 U. 10% h& ()-F-10% h& () - F+M 10% h& () - FF( 10%

h& () - &#10% h& () - Fy#F10% h& ()-))**; +<+=+>+e+xnb@10 U "10%-v-& ()-F 10
h 10 h 10 hFf810% h& ()-6!10% h& ()-F 03"10% h& ()-F 03"10%

& ()-e+, *--+. 1/ 4/ aBnb@ 10 U y10%&' ()-98 10%&' ()-f &L0%&' () - | 13 MeyR00B- y
109& ()-!"109%& ()-F 4/ v00#20223dEnb@ 10 U 93109& ()-1S 109& ()-/ 109%& ()-)
109& ()-f ' F'109& ()- 109& ()-3[334444-444 = 10 U P! 10%/ g/

& ()-1110%& ()- 10 10 109 10%& ()- S8 "10%& () - 410%& () - 4456688829aB_= 10

s 30" Toe el et s s/ ok Ol 1 to 6 WRedehr id dihefhuthl sfep s ¢

persistent and/or non-persistent.

5 8. The method according to any one of claims 1 to 7, further including the steps of:
determining if an operator is authorised to generate said authenticated audio,
image and/or video signal; and

if so, enabling capture of said digital audio, image and/or video signal.

10 9. The method according to any one of claims 1 to 8, wherein the method is operated
within a recording device and said authentication signal relates to one or more of the
identity of: the owner of the device, the user of the device and an organisation relevant to

the owner or user.

15 10.  An apparatus for generating an authenticated audio, image and/or video signal
during the acquisition process, including:
means for generating an authentication signal relating to the identity of a person
or organisation;
means for capturing a digital audio, image and/or video signal from sound and/or
20  visual input; and
means for watermarking said digital audio, image and/or video signal using said

authentication signal to provide said authenticated audio, image and/or video signal.

11.  The apparatus according to claim 10, wherein said means for generating said
25  authentication signal operates substantially simultaneously with said means for capturing

said digital audio, image and/or video signal.

12.  The apparatus according to claim 10 or 11, wherein said authentication signal is
derived from biometrics data, a password, user identification data, positioning data,
30 chronological data, data transmitted from an external, remote source and/or data from a

removable media.
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means for capturing an analogue audio, image and/or video signal; and
5 means for converting said analogue audio, image and/or video signal to said

digital audio, image and/or signal.

14.  The apparatus according to any one of claims 10 to 13, wherein said means for
watermarking provides perceptible and/or non-perceptible watermarks.

10
15.  The apparatus according to any one of claims 10 to 14, further including means

for annotating said digital audio, image and/or video signal using text and/or audio data.

16.  The apparatus according to any one of claims 10 to 15, wherein said means for

15  annotating provides persistent and/or non-persistent annotation.

17.  The apparatus according to any one of claims 10 to 16, further including:
means for determining if an operator is authorised to generate said authenticated
audio, image and/or video signal; and
20 means for enabling capture of said digital audio, image and/or video signal in

response to determining that said operator is authorised.

18.  The apparatus according to any one of claims 10 to 17, wherein said
authentication signal relates to one or more of the identity of: the owner of the apparatus,

25  the user of the apparatus and an organisation relevant to the owner or user.

19. A camera or audio recorder comprising apparatus according to any one of claims
10 to 18.
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authentication signal to provide said authenticated audio, image and/or video signal.

10
21.  The computer program product according to claim 20, wherein said means for
generating said authentication signal operates substantially simultaneously with said

means for capturing said digital audio, image and/or video signal.

15 22.  The computer program product according to claim 20 or 21, wherein said
authentication signal is derived from biometrics data, a password, user identification data,
positioning data, chronological data, data transmitted from an external, remote source

and/or data from a removable media.

20 23.  The computer program product according to any one of claims 20 to 22, wherein
said means for capturing said digital audio, image and/or video signal includes:
means for capturing an analogue audio, image and/or video signal; and
means for converting said analogue audio, image and/or video signal to said
digital audio, image and/or signal.
25
24.  The computer program product according to any one of claims 20 to 23, wherein

said means for watermarking provides perceptible and/or non-perceptible watermarks.

25.  The computer program product according to any one of claims 20 to 24, further
30 including means for annotating said digital audio, image and/or video signal using text

and/or audio data.
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