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CLAIMS 

 

1. A computer-implemented method, the method comprising: 

registering, by a client device, a sub-logic code with a trusted program within a trusted 

execution environment (TEE) using a key pair of the trusted program, the key pair of the trusted 

program comprising a public key and a private key of the trusted program, the sub-logic code 

comprising computer-executable code for execution by the trusted program;  

transmitting, by the client device, a request to a node, the node executing the trusted 

program within the TEE, the request comprising an identifier and one or more request parameters, 

the identifier identifying the sub-logic code,  wherein the sub-logic code is one of a plurality of 

sub-logic codes stored in the node, and wherein each sub-logic code of the plurality of sub-logic 

codes is associated with a respective code key pair comprising a private code key and a public 

code key; 

 receiving, by the client device, a response to the request, the response comprising result 

data and a first digital signature, the result data being generated by processing of the one or more 

request parameters using the sub-logic code within the TEE, and the first digital signature being 

generated using a first private code key of the sub-logic code; and 

verifying, by the client device, the result data using the first digital signature and a first 

public code key of the sub-logic code that is paired with the first private code key.  

 

2.  The method of claim 1, wherein registering, by the client device, the sub-logic code 

with the trusted program within the TEE using the key pair of the trusted program comprises: 

 transmitting, by the client device, a registration request to register the sub-logic code with 

the trusted program within the TEE, the registration request comprising the identifier and the sub-

logic code; and 

 receiving, by the client device, a registration result from the trusted program, the 

registration result comprising the first public code key of the sub-logic code. 

 

 

3.  The method of claim 2, further comprising:  
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verifying the registration result using a second digital signature of the trusted program and 

the public key of the trusted program, the second digital signature of the trusted program being 

generated using the private key of the trusted program, the public key and the private key of the 

trusted program being generated as a key pair during an attestation of the trusted program. 

 

4.  The method of claim 1, wherein the sub-logic code is retrieved from computer-readable 

memory based on the identifier, and is executed within the TEE to generate the result data. 

 

5.  The method of claim 1, wherein the first public code key and the first private code key 

are generated as a code key pair during registration of the sub-logic code within the TEE. 

 

6.  The method of claim 1, wherein the request further comprises a version number 

indicating a version of the sub-logic code that is to be executed to provide the result data. 

 

7.  The method of claim 1, wherein the client device comprises a client node within a 

blockchain network. 

 

8.  A non-transitory, computer-readable storage medium storing one or more instructions 

executable by a computer system to perform operations comprising: 

registering a sub-logic code with a trusted program within a trusted execution environment 

(TEE) using a key pair of the trusted program, the key pair of the trusted program comprising a 

public key and a private key of the trusted program, the sub-logic code comprising computer-

executable code for execution by the trusted program;  

transmitting a request to a node, the node executing the trusted program within the TEE, 

the request comprising an identifier and one or more request parameters, the identifier identifying 

the sub-logic code, wherein the sub-logic code is one of a plurality of sub-logic codes stored in the 

node, and wherein each sub-logic code of the plurality of sub-logic codes is associated with a 

respective code key pair comprising a private code key and a public code key; 

 receiving a response to the request, the response comprising result data and a first digital 

signature, the result data being generated by processing of the one or more request parameters 
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using the sub-logic code within the TEE, and the first digital signature being generated using a 

first private code key of the sub-logic code; and 

verifying the result data using the first digital signature and a first public code key of the 

sub-logic code that is paired with the first private code key.  

 

9.  The non-transitory, computer-readable storage medium of claim 8, wherein registering 

the sub-logic code with the trusted program within the TEE using the key pair of the trusted 

program comprises: 

transmitting a registration request to register the sub-logic code with the trusted program 

within the TEE, the registration request comprising the identifier and the sub-logic code; and 

receiving a registration result from the trusted program, the registration result comprising 

the first public code key of the sub-logic code. 

 

10.  The non-transitory, computer-readable storage medium of claim 9, wherein the 

operations further comprise: 

verifying the registration result using a second digital signature of the trusted program and 

the public key of the trusted program, the second digital signature of the trusted program being 

generated using the private key of the trusted program, the public key and the private key of the 

trusted program being generated as a key pair during an attestation of the trusted program. 

 

11.  The non-transitory, computer-readable storage medium of claim 8, wherein the sub-

logic code is retrieved from computer-readable memory based on the identifier, and is executed 

within the TEE to generate the result data. 

  

12.  The non-transitory, computer-readable storage medium of claim 8, wherein the first 

public code key and the first private code key are generated as a code key pair during registration 

of the sub-logic code within the TEE. 

 

13.  The non-transitory, computer-readable storage medium of claim 8, wherein the request 

further comprises a version number indicating a version of the sub-logic code that is to be executed 

to provide the result data. 
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14.  The non-transitory, computer-readable storage medium of claim 8, wherein the 

operations are performed by a client node within a blockchain network. 

 

15.  A computer-implemented system, comprising: 

one or more computers; and 

one or more computer memory devices interoperably coupled with the one or more 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform one or more operations 

comprising: 

registering a sub-logic code with a trusted program within a trusted execution 

environment (TEE) using a key pair of the trusted program, the key pair of the trusted 

program comprising a public key and a private key of the trusted program, the sub-logic 

code comprising computer-executable code for execution by the trusted program;  

transmitting a request to a node, the node executing the trusted program within the 

TEE, the request comprising an identifier and one or more request parameters, the identifier 

identifying the sub-logic code, wherein the sub-logic code is one of a plurality of sub-logic codes 

stored in the node, and wherein each sub-logic code of the plurality of sub-logic codes is associated 

with a respective code key pair comprising a private code key and a public code key; 

receiving a response to the request, the response comprising result data and a first 

digital signature, the result data being generated by processing of the one or more request 

parameters using the sub-logic code within the TEE, and the first digital signature being generated 

using a first private code key of the sub-logic code; and 

verifying the result data using the first digital signature and a first public code key 

of the sub-logic code that is paired with the first private code key.  

 

16.  The computer-implemented system of claim 15, wherein registering the sub-logic code 

with the trusted program within the TEE using the key pair of the trusted program comprises: 

transmitting a registration request to register the sub-logic code with the trusted program 

within the TEE, the registration request comprising the identifier and the sub-logic code; and 
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receiving a registration result from the trusted program, the registration result comprising 

the first public code key of the sub-logic code. 

 

17.  The computer-implemented system of claim 16, wherein the operations further 

comprise: 

 verifying the registration result using a second digital signature of the trusted program and 

the public key of the trusted program, the second digital signature of the trusted program being 

generated using the private key of the trusted program, the public key and the private key of the 

trusted program being generated as a key pair during an attestation of the trusted program. 

 

18.  The computer-implemented system of claim 15, wherein the sub-logic code is retrieved 

from computer-readable memory based on the identifier, and is executed within the TEE to 

generate the result data. 

19.  The computer-implemented system of claim 15, wherein the first public code key and 

the first private code key are generated as a code key pair during registration of the sub-logic code 

within the TEE. 

 

20.  The computer-implemented system of claim 15, wherein the request further comprises 

a version number indicating a version of the sub-logic code that is to be executed to provide the 

result data. 
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