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This application is filed based upon and claims priority to Chinese Patent 

Application No. 201710508966.X, entitled “Communication Method, Device and 

Terminal”, filed on June 28, 2017. The entire contents of the application are 

incorporated herein by reference. 
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TECHNICAL FIELD 

 
The disclosure relates to the technical field of communications, and 

particularly, to a communication method and device. 

 15 
 

BACKGROUND 

 
With rapid development of an Internet technology, more and more users have 

the requirement of transmitting user data of local terminals to a server or transmitting 20 

the user data to other user terminals through a network. When a user needs to transmit 

user data of a local terminal to another user terminal in an environment without a 

network, a direct communication between the terminals may be established for data 

transmission. Such a direct communication refers to a direct communication between 

the terminals, and does not involve a third-party device. 25 

 
 

SUMMARY 

 
Embodiments of the disclosure provide a communication method and device. 30 

In a first aspect, the embodiments of the disclosure provide a communication 

method, which may be applied to a first terminal, the method including that: when an 

instruction for instructing transmitting user data via a direct communication 

connection is received, user verification information is acquired, the user verification 

information including verification data input through the first terminal; the user 35 

verification information is sent to a second terminal; when verification success 
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information is received from the second terminal, a first direct communication 

connection is established with the second terminal; and the user data is sent to the 

second terminal via the first direct communication connection. 

In a second aspect, the embodiments of the disclosure provide another 

communication method, which may be applied to a second terminal, the method 5 

including that: a second direct communication connection with a first terminal is 

established; user verification information is received from the first terminal via the 

second direct communication connection, and the user verification information is 

verified; when verification succeeds, verification success information is sent as a 

response to the first terminal via the second direct communication connection, and a 10 

first direct communication connection is established with the first terminal; and user 

data sent by the first terminal via the first direct communication connection is 

received. 

In a third aspect, the embodiments of the disclosure provide a communication 

device, which may include: an acquisition module (701) configured to acquire, when 15 

an instruction for instructing transmitting user data via a direct communication 

connection is received, user verification information, the user verification information 

comprising verification data input through the first terminal; a first sending module 

configured to send the user verification information to a second terminal; a connection 

module configured to establish, when verification success information is received 20 

from the second terminal, a first direct communication connection with the second 

terminal; and a second sending module configured to send the user data to the second 

terminal via the first direct communication connection. 

In a fourth aspect, the embodiments of the disclosure provide another 

communication device, which may include: a first connection module configured to 25 

establish a second direct communication connection with a first terminal; a 

verification module configured to receive user verification information from the first 

terminal via the second direct communication connection, and verifying the user 

verification information; a second connection module configured to respond, when 

verification succeeds, to the first terminal with verification success information via 30 

the second direct communication connection, and establishing a first direct 

communication connection with the first terminal; and a receiving module configured 

to receive user data from the first terminal via the first direct communication 
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connection. 

At least some of the embodiments of the present disclosure are advantageous 

in improving security of direct communication between the terminals. 

 
BRIEF DESCRIPTION OF DRAWINGS 5 

 
In order to describe the technical solutions of the embodiments of the 

disclosure or related art more clearly, the drawings required to be used for 

descriptions on the embodiments or the embodiments or the related art will be 

described briefly below. It is apparent that the drawings described below are only 10 

some embodiments of the disclosure. For those skilled in the art, other drawings may 

further be conceived according to these drawings without creative work. 

FIG. 1 is a structure diagram of a system for direct communication between 

terminals according to an embodiment of the disclosure. 

FIG. 2 is an interaction diagram of a method for direct communication 15 

between terminals according to an embodiment of the disclosure. 

FIG. 3 is a flowchart of a communication method according to an embodiment 

of the disclosure. 

FIG. 4 is a flowchart of a second communication method according to an 

embodiment of the disclosure. 20 

FIG. 5 is a flowchart of a third communication method according to an 

embodiment of the disclosure. 

FIG. 6 is a flowchart of a fourth communication method according to an 

embodiment of the disclosure. 

FIG. 7 is a structure diagram of a communication device according to an 25 

embodiment of the disclosure. 

FIG. 8 is a structure diagram of another communication device according to an 

embodiment of the disclosure. 

FIG. 9 is a structure diagram of a terminal according to an embodiment of the 

disclosure. 30 

FIG. 10 is a schematic diagram of an interface for fingerprint-based direct 

communication of terminals according to an embodiment of the disclosure. 
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DETAILED DESCRIPTION 

 
In order to make the solutions of the disclosure better understood by those 

skilled in the art, the technical solutions in the embodiments of the disclosure will be 

clearly and completely described below in combination with the drawings in the 5 

embodiments of the disclosure. It is apparent that the described embodiments are not 

all embodiments but part of embodiments of the disclosure. All other embodiments 

obtained by those skilled in the art on the basis of the embodiments in the disclosure 

without creative work will fall within the scope of protection of the disclosure. 

Terms “first”, “second” and the like in the specification, claims and drawings 10 

of the disclosure are intended to describe a specific sequence but to distinguish similar 

objects. In addition, terms “include” and “have” and any transformation thereof are 

intended to cover nonexclusive inclusions. For example, a process, method, system, 

product or equipment including a series of operations is not limited to the operations 

which are listed, but optionally further includes other operations which have not been 15 

listed, or optionally further includes other operations which are intrinsic to the process, 

the method, the product or the equipment. 

“Embodiment” mentioned in the disclosure means that specific characteristics, 

structures or properties described in conjunction with the embodiments may be 

included in at least one embodiment of the disclosure. “Embodiment” appearing at 20 

various positions in the specification does not always refer to the same embodiment or 

an independent or alternative embodiment exclusive to the other embodiments. Those 

skilled in the art explicitly and implicitly understand that the embodiments described 

in the disclosure may be combined with the other embodiments. 

A terminal involved in the embodiments of the disclosure may include various 25 

handheld equipment, vehicle-mounted equipment, wearable equipment, computing 

equipment or other processing equipment connected to a wireless modem, which has 

a wireless communication function, and User Equipment (UE), Mobile Station (MS), 

terminal device and the like in various forms. For convenient description, the 

equipment mentioned above is collectively referred to as terminal. The embodiments 30 

of the disclosure will be introduced below in detail. 

According to some embodiments, there is provided a communication method, 

applied to a first terminal, the method comprising: when an instruction for instructing 
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transmitting user data via a direct communication connection is received, acquiring 

user verification information, the user verification information comprising verification 

data input through the first terminal; sending the user verification information to a 

second terminal; when verification success information is received from the second 

terminal, establishing a first direct communication connection with the second 5 

terminal; and sending the user data to the second terminal via the first direct 

communication connection. 

In some embodiments, the method further comprises: establishing a second 

direct communication connection with the second terminal, wherein the first terminal 

transmits the user verification information to the second terminal via the second direct 10 

communication connection, receives the verification success information from the 

second terminal via the second direct communication connection, and transmits, via 

the second direct communication connection, at least one connection parameter for 

establishing the first direct communication connection between the first terminal and 

the second terminal. 15 

In some embodiments, acquiring the user verification information when the 

instruction for instructing transmitting the user data via the direct communication 

connection is received comprises: when the instruction for instructing transmitting the 

user data via the direct communication connection is received, determining a security 

transmission rule, the security transmission rule being preset for the second terminal; 20 

and when the security transmission rule indicates that an identity of a user of the first 

terminal is required to be verified, acquiring the verification data. 

In some embodiments, the user verification information further comprises an 

identifier of the first terminal.  

In some embodiments, acquiring the verification data comprises: invoking a 25 

fingerprint acquisition interface of the first terminal to acquire a fingerprint as the 

verification data.  

In some embodiments, the first direct communication connection is a Wi-Fi 

hotspot communication connection established between the first terminal and the 

second terminal, and the second direct communication connection is a Blue-tooth 30 

communication connection or Near Field Communication (NFC) connection 

established between the first terminal and the second terminal. 

In some embodiments, the method further comprises: determining, by the first 
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terminal, whether its own power is less than a preset threshold; and when the power of 

the first terminal is less than the preset threshold, establishing the second direct 

communication connection with the second terminal.  

In some embodiments, the method further comprises: when the power of the 

first terminal is greater than or equal to the present threshold, establishing directly the 5 

first direct communication connection with the second terminal without establishing 

the second direct communication connection.  

According to some embodiments, there is provided communication method, 

applied to a second terminal, the method comprising: establishing a second direct 

communication connection with a first terminal; receiving user verification 10 

information from the first terminal via the second direct communication connection, 

and verifying the user verification information; when verification succeeds, 

responding to the first terminal with verification success information via the second 

direct communication connection, and establishing a first direct communication 

connection with the first terminal; and receiving user data sent by the first terminal via 15 

the first direct communication connection. 

In some embodiments, the method further comprises: before receiving the user 

verification information from the first terminal via the second direct communication 

connection, acquiring and storing authentication information of a user of the first 

terminal, and wherein the verifying the user verification information comprises: 20 

matching the authentication information with the verification data contained in the 

user verification information received from the first terminal, and determining 

whether the verification successes according to a result of the matching. 

In some embodiments, establishing the first direct communication connection 

with the first terminal comprises: transmitting, via the second direct communication 25 

connection, at least one connection parameter for establishing the first direct 

communication connection between the first terminal and the second terminal; and 

establishing the first direct communication connection with the first terminal 

according to the at least one connection parameter. 

In some embodiments, the authentication information is a fingerprint of a user 30 

of the first terminal, and the verification data is fingerprint data.  

In some embodiments, the user verification information further comprises an 

identifier of the first terminal, the matching the authentication information with the 
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verification data contained in the user verification information received from the first 

terminal comprises: comparing a correspondence between the identifier of the first 

terminal and the verification data, which are received from the first terminal, with a 

correspondence between the identifier of the first terminal and the authentication 

information, which are pre-stored in the second terminal.  5 

In some embodiments, the first direct communication connection is a Wi-Fi 

hotspot communication connection established between the first terminal and the 

second terminal, and the second direct communication connection is a Blue-tooth 

communication connection or NFC connection established between the first terminal 

and the second terminal. 10 

According to some embodiments, there is provided a communication device, 

applied to a first terminal, the device comprising: an acquisition module configured to 

acquire, when an instruction for instructing transmitting user data via a direct 

communication connection is received, user verification information, the user 

verification information comprising verification data input through the first terminal; 15 

a first sending module configured to send the user verification information to a second 

terminal; a connection module configured to establish, when verification success 

information is received from the second terminal, a first direct communication 

connection with the second terminal; and a second sending module configured to send 

the user data to the second terminal via the first direct communication connection. 20 

In some embodiments, the connection module 703 is further configured to 

establish a second direct communication connection with the second terminal, 

wherein the first terminal transmits the user verification information to the second 

terminal via the second direct communication connection, receives the verification 

success information from the second terminal via the second direct communication 25 

connection, and transmits, via the second direct communication connection, at least 

one connection parameter for establishing the first direct communication connection 

between the first terminal and the second terminal. 

In some embodiments, the acquisition module 701 is specifically configured to 

determine, when the instruction for instructing transmitting the user data via the direct 30 

communication connection is received, a security transmission rule, the security 

transmission rule being preset for the second terminal; and when the security 

transmission rule indicates that an identity of a user of the first terminal is required to 
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be verified, to acquire the verification data. 

In some embodiments, the user verification information further comprises an 

identifier of the first terminal.  

In some embodiments, the acquisition module is configured to invoke a 

fingerprint acquisition interface of the first terminal to acquire a fingerprint as the 5 

verification data.  

In some embodiments, the first direct communication connection is a Wi-Fi 

hotspot communication connection established between the first terminal and the 

second terminal, and the second direct communication connection is a Blue-tooth 

communication connection or NFC connection established between the first terminal 10 

and the second terminal.  

In some embodiments, the connection module is configured to determine 

whether its own power is less than a preset threshold; and when the power of the first 

terminal is less than the preset threshold, establish the second direct communication 

connection with the second terminal. 15 

In some embodiments, the connection module is configured to when the power 

of the first terminal is greater than or equal to the present threshold, establish directly 

the first direct communication connection with the second terminal without 

establishing the second direct communication connection 

According to some embodiments, there is provided a communication device, 20 

applied to a second terminal, the device comprising: a first connection module 

configured to establish a second direct communication connection with a first 

terminal; a verification module configured to receive user verification information 

from the first terminal via the second direct communication connection, and verifying 

the user verification information; a second connection module configured to respond, 25 

when verification succeeds, to the first terminal with verification success information 

via the second direct communication connection, and establish a first direct 

communication connection with the first terminal; and a receiving module configured 

to receive user data from the first terminal via the first direct communication 

connection. 30 

In some embodiments, the device may further comprise an acquisition module. 

The acquisition module is configured to acquire and store, before receiving the user 

verification information from the first terminal via the second direct communication 
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connection, authentication information of a user of the first terminal, and wherein the 

verification module is configured to match the authentication information with the 

verification data contained in the user verification information received from the first 

terminal, and determine whether the verification successes according to a result of the 

matching. 5 

In some embodiments, the second connection module is configured to transmit, 

via the second direct communication connection, at least one connection parameter 

for establishing the first direct communication connection between the first terminal 

and the second terminal; and establish the first direct communication connection with 

the first terminal according to the at least one connection parameter. 10 

In some embodiments, the authentication information is a fingerprint of a user 

of the first terminal, and the verification data is fingerprint data.  

In some embodiments, the user verification information further comprises an 

identifier of the first terminal, the verification module is configured to compare a 

correspondence between the identifier of the first terminal and the verification data, 15 

which are received from the first terminal, with a correspondence between the 

identifier of the first terminal and the authentication information, which are pre-stored 

in the second terminal.  

In some embodiments, the first direct communication connection is a Wi-Fi 

hotspot communication connection established between the first terminal and the 20 

second terminal, and the second direct communication connection is a Blue-tooth 

communication connection or NFC connection established between the first terminal 

and the second terminal.  

According to some embodiments, there is provided a terminal, comprising: a 

memory, a processor, and a computer program stored in the memory and executable 25 

for the processor, the processor performing the computer program for executing any 

of the methods as recited above.  

According to some embodiments, there is provided a non-transitory computer-

readable storage medium having stored therein computer instructions that, when 

executed by a processor, cause the processor to perform any of the methods as recited 30 

above.  

FIG. 1 is a structure diagram of a system for direct communication between 

terminals according to an embodiment of the disclosure. The embodiment of the 
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disclosure may be, for example, applied to a terminal. The system 100 includes a first 

terminal 101 and second terminal 102 illustrated in FIG. 1. The first terminal 101 and 

the second terminal 102 may communicate with each other by establishing a direct 

communication connection. Here, the direct communication connection may refer to a 

direct communication between the first terminal 101 and the second terminal 102 5 

without using third-party equipment. The direct communication connection may 

include a first direct communication connection and second direct communication 

connection based on different transmission modes. 

According to the system provided by the embodiment of the disclosure, the 

first terminal acquires user fingerprint information (user verification information), and 10 

sends an acquired user fingerprint to the second terminal for verification, thereby 

implementing security verification for data transmission between the first terminal 

and the second terminal. The direct communication connection is then established 

between the first terminal and the second terminal, and data transmission is performed 

through the direct communication connection. 15 

In an embodiment, the first terminal may output a prompting interface, as 

illustrated in FIG. 10, when an instruction for instructing transmitting user data via a 

direct communication connection is received. FIG. 10 is a schematic diagram of an 

interface for fingerprint-based direct communication of terminals according to an 

embodiment of the disclosure. When the instruction for instructing transmitting  user 20 

data via the direct communication connection, the first terminal outputs prompting 

information 1001, a prompting icon 1002, and fingerprint prompting icon 1003. The 

prompting icon 1002 is used to indicate waiting for direct communication 

establishment between the terminals. The fingerprint prompting icon 1003 is used for 

prompting a user to input the user fingerprint. Here, the prompting information 1001 25 

is configured to prompt the user that identity verification is required for establishing 

of the direct communication connection between the terminals, and to prompt the user 

to input fingerprint information to verify an identity of the user. The prompting icon 

1002 represents that the terminals are waiting for direct communication establishment. 

The fingerprint prompting icon 1003 is an icon configured to prompt the user to input 30 

the fingerprint information, thereby verifying the identity of the user. After the first 

terminal outputs the prompting information 1001, the user inputs the user fingerprint 

at a button 1004 in FIG. 10 according to the prompting information 1001 and the 
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prompting icons 1002 and 1003. The first terminal may send the acquired user 

fingerprint to the second terminal for verification, so that security verification for data 

transmission between the first terminal and the second terminal may be implemented. 

When the second terminal determines that verification succeeds, the prompting 

interface as illustrated in FIG. 10 disappear, and the direct communication connection 5 

between the first terminal and the second terminal is established, and then data 

transmission is performed through the direct communication connection. 

In an embodiment, a manner for establishing the direct communication 

connection between the first terminal 101 and the second terminal 102 may be as 

follows: the first terminal 101 and the second terminal 102 establish the first direct 10 

communication connection on the basis of a first transmission mode (for example, on 

the basis of a transmission mode of a Wireless Fidelity (Wi-Fi) hotspot created by the 

terminal); and the first terminal 101 and the second terminal 102 establishes the 

second direct communication connection on the basis of a second transmission mode 

(for example, a transmission mode of Bluetooth and NFC). 15 

In an embodiment, when the first direct communication connection is 

established, the second direct communication connection may be established at first, 

and then the connection data for the first transmission mode is communicated via the 

second direct communication connection. The connection data may include, for 

example, data of a username, access password and the like of the Wi-Fi hotspot. Here, 20 

an energy consumption value of the second direct communication connection 

consumed during data interaction is smaller than energy consumption of the first 

direct communication connection consumed during data interaction. 

After establishing the second direct communication connection, the first 

terminal 101 may actively enable a Wi-Fi hotspot function of the first terminal 101 to 25 

facilitate establishment of the first communication connection with the second 

terminal 102. Alternatively, after establishing the second direct communication 

connection, the first terminal 101 may trigger the second terminal 102 to enable the 

Wi-Fi hotspot function through the second communication connection, such that the 

first terminal 101 can access the second terminal 102 to establish the first direct 30 

communication connection. 

In an embodiment, the first terminal 101 may judge whether the first terminal 

101 has enabled a function of establishing the second direct communication 
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connection, for example, whether the first terminal 101 has enabled a Bluetooth 

function, at first. When a judgment result indicates that the first terminal 101 has 

enabled the function of establishing the second direct communication, the first 

terminal 101 establishes the second direct communication connection with the second 

terminal 102. The first terminal 101 then transmits the data of the username, access 5 

password and the like to the second terminal 102 through Bluetooth for creating the 

Wi-Fi hotspot. The first terminal 101 may trigger the second terminal 102 to enable 

the Wi-Fi hotspot function on the basis of a Bluetooth connection, such that the first 

terminal 101 can access the second terminal 102 to establish the Wi-Fi hotspot. 

In an embodiment, the first terminal 101 may have a direct communication 10 

button. When the direct communication button is in an on state, the first terminal 101 

is triggered to automatically enable a function for establishing the first 

communication connection and function for establishing the second direct 

communication connection in the first terminal. For example, a Bluetooth function 

and the Wi-Fi hotspot function of the first terminal are enabled to create the Wi-Fi 15 

hotspot. 

In an embodiment, when the first terminal 101 needs to establish a Wi-Fi 

hotspot-based connection (i.e., the first direct communication connection) with the 

second terminal 102, the first terminal 101 may judge whether power of the first 

terminal 101 is lower than a preset threshold value at first. When the power of the first 20 

terminal 101 is lower than a preset threshold value, the first terminal 101 is triggered 

to establish the Bluetooth connection (i.e., the second direct communication 

connection) with the second terminal 102. The first terminal 101 transmits the data of 

the username, access password and the like configured for the Wi-Fi hotspot through 

the Bluetooth connection to establish the Wi-Fi hotspot connection between the first 25 

terminal 101 and the second terminal 102. Here, the first terminal 101 may trigger the 

second terminal 102 to enable the Wi-Fi hotspot function on the basis of the Bluetooth 

connection, such that the first terminal 101 can access the second terminal 102 to 

establish the Wi-Fi hotspot. When the power of the first terminal is higher than the 

preset threshold value, the first terminal 101 is triggered to directly establish the Wi-Fi 30 

hotspot-based connection with the second terminal 102. The first terminal 101 may 

create the Wi-Fi hotspot, such that the second terminal 102 can access the Wi-Fi 

hotspot. Alternatively, the second terminal 102 creates the Wi-Fi hotspot, such that the 
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first terminal 101 can access the Wi-Fi hotspot. 

In an embodiment, the first terminal 101 and the second terminal 102 may 

transmit the data of the username, access password and the like for creating the Wi-Fi 

hotspot to the second terminal 102 by scanning a two-dimensional code, so that the 

first terminal 101 can establish the Wi-Fi hotspot connection with the second terminal 5 

102. When the first terminal 101 creates the Wi-Fi hotspot, the first terminal 101 

generates a two-dimensional code including the data of the username, password and 

the like of the Wi-Fi hotspot. The first terminal 101 then displays the two-dimensional 

code in a preset user interface for the second terminal 102 to scan. When the second 

terminal 102 creates the Wi-Fi hotspot, the second terminal 102 generates the two-10 

dimensional code including the data of the username, password and the like of the Wi-

Fi hotspot. The second terminal 102 then displays the two-dimensional code in a 

preset user interface for the first terminal 101 to scan. 

For convenient description, descriptions about the technical solutions of the 

embodiments of the disclosure may be made below with the system illustrated in FIG. 15 

1 as an example. 

According to the system illustrated in FIG. 1, in an embodiment, the first 

terminal 101 may acquire user verification information when an instruction for 

instructing transmitting user data via a direct communication connection is received in 

a direct communication mode. The user verification information may include 20 

verification data input through the first terminal and an equipment identifier of the 

first terminal. The verification data may be, for example, data for identifying the user 

of the first terminal. For example, the verification data may be one of fingerprint 

identification information, iris recognition information, facial recognition information, 

retina recognition information, pulse information, signature, and voice, or any 25 

combination thereof. For example, the verification data may be a combination of two 

or three, or even more of fingerprint identification information, iris recognition 

information, facial recognition information, retina recognition information, pulse 

information, signature, and voice. It will be understood, however, that fingerprint 

identification information, iris recognition information, facial recognition information, 30 

retina recognition information, pulse information, signature and voice are just 

examples and that verification data may include any other data that identifies the user 

of the first terminal. Here, the direct communication mode may include a first direct 
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communication mode or a second direct communication mode. Here, the first direct 

communication mode may be used to transmit the user data between the first terminal 

and the second terminal, and may be a direct communication mode with higher 

security. The second direct communication mode may be used to transmit the user 

verification information and verification success information between the first 5 

terminal and the second terminal and may transmit a connection parameter for 

establishing a first direct communication connection between the first terminal and 

the second terminal. 

In an embodiment, after acquiring the user verification information in the 

second direct communication mode, the first terminal 101 sends the user verification 10 

information to the second terminal 102 to enable the second terminal 102 to verify the 

received user verification information. The second terminal 102 may respond to the 

first terminal 101 with the verification success information when the second terminal 

102 succeeds to verify the user verification information. The second terminal 102 may 

respond to the first terminal 101 with verification failure information when the second 15 

terminal 102 fails to verify the user verification information. 

In an embodiment, when the first terminal 101 receives the verification 

success information from the second terminal 102 in the second direct communication 

mode, the first terminal 101 establishes the first direct communication connection 

with the second terminal 102. After the first terminal 101 establishes the first direct 20 

communication connection with the second terminal 102, the first terminal 101 may 

send the user data to the second terminal 102 in the first direct communication 

connection mode. When the first terminal 101 receives the verification failure 

information from the second terminal 102 in the second direct communication mode, 

the first terminal 101 may send prompting information to the second terminal 102. 25 

The prompting information is used for prompting the second terminal 102 to perform 

a second verification. The second terminal 102 performs a second verification on the 

first terminal 102 in response to the prompting information. The second terminal 102 

responds to the first terminal 101 with the verification success information when the 

second terminal 102 has succeeded to verify an identity of the first terminal 101. The 30 

first terminal 101 receives the verification success information, which is responded by 

the second terminal 102 in response to the prompting information. The first terminal 

101 then establishes the first direct communication connection with the second 
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terminal 102 according to the verification success information responded by the 

second terminal 102. 

It is to be noted that, in an embodiment of the disclosure, the first terminal 101 

may establish a second direct communication connection with the second terminal 

102. The second direct communication connection is used for transmitting the user 5 

verification information and the verification success information between the first 

terminal 101 and the second terminal 102 and for transmitting the connection 

parameter for establishing the first direct communication connection between the first 

terminal 101 and the second terminal 102 via the second direct communication 

connection. Here, the first direct communication connection is used for transmitting 10 

the user data between the first terminal 101 and the second terminal 102. 

It is to be noted that, in an embodiment of the disclosure, when the first 

terminal 101 needs to send the user data to the second terminal 102 in the direct 

communication mode, the first terminal 101 may determine a security transmission 

rule which is preset for the second terminal 102. When the security transmission rule 15 

indicates that the user identity of the first terminal 101 is required to be verified, a 

fingerprint acquisition interface is invoked to acquire fingerprint information, and the 

acquired fingerprint information is determined as the verification data contained in the 

user verification information. 

It is to be noted that, in an embodiment of the disclosure, the first terminal 101 20 

may serve as a receiver, and verifies user verification information when receiving the 

user verification information sent by the second terminal 102 via the second direct 

communication connection established with the second terminal 102. When the first 

terminal 101 succeeds to verify the user verification information, the first terminal 

101 responds to the second terminal 102 with verification success information via the 25 

second direct communication connection. When the first terminal 101 fails to verify 

the user verification information, the first terminal 101 responds to the second 

terminal 102 with verification failure information via the second direct 

communication connection. It is to be noted that, after the first terminal 101 fails to 

verify the user verification information sent by the second terminal 102 and responds 30 

to the second terminal 102 with the verification failure information, when the first 

terminal 101 receives prompting information returned by the second terminal 102 to 

request to perform a second verification on the user identity of the first terminal, the 
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first terminal 101 performs a second verification on the user identity of the second 

terminal 102 in response to the prompting information sent by the second terminal 

102. When verification succeeds, the first terminal 101 sends the verification success 

information to the second terminal 102 in the second direct communication mode. 

FIG. 2 is an interaction diagram of a method for direct communication 5 

between terminals according to an embodiment of the disclosure. The method may be 

applied to a terminal which may include a memory, a processor and a computer 

program stored on the memory and capable of running on the processor. As illustrated 

in FIG. 2, the communication method includes the operations as illustrated in blocks 

S201-S208. 10 

In the block S201, a first terminal acquires user verification information when 

an instruction for instructing transmitting user data via a direct communication 

connection is received. 

In an embodiment of the disclosure, when the instruction for instructing 

transmission of the user data is received, if the first terminal is currently in a direct 15 

communication mode, the first terminal acquires the user verification information. 

The user verification information may include verification data input through the first 

terminal. In an embodiment, the user verification information may include an 

equipment identifier of the first terminal, in addition to the verification data. Here, the 

verification data may be fingerprint data. 20 

In the block S202, the first terminal establishes a second direct communication 

connection with a second terminal. 

In an embodiment of the disclosure, the first terminal may establish the second 

direct communication connection with the second terminal. Here, it is to be noted that 

the first terminal and the second terminal may transmit the user verification 25 

information and verification success information via the second direct communication 

connection, and may transmit a connection parameter used for establishing a first 

direct communication connection between the first terminal and the second terminal. 

In the block S203, the first terminal sends the user verification information to 

the second terminal. 30 

In an embodiment of the disclosure, the first terminal may send the user 

verification information to the second terminal. Specifically, the first terminal may 

establish the second direct communication connection with the second terminal. The 
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first terminal may send the user verification information to the second terminal in a 

second direct communication mode after acquiring the verification information in the 

direct communication mode. As such, the second terminal may perform verification 

with verification information of an authorized user according to the received user 

verification information, wherein the verification information of the authorized user 5 

has been pre-stored in the second terminal. The second terminal then returns a 

verification result, which is verification success information or verification failure 

information, to the first terminal. Here, the user verification information includes the 

verification data input through the first terminal and the equipment identifier of the 

first terminal. The verification data may be the fingerprint data. For example, the first 10 

terminal may acquire the fingerprint data input through the first terminal and the 

equipment identifier of the first terminal in the direct communication mode, and then 

sends the acquired fingerprint data input through the first terminal and equipment 

identifier of the first terminal to the second terminal in the second direct 

communication mode established by the first terminal and the second terminal. Then, 15 

the second terminal may perform verification by using a corresponding relationship 

between verification data of an authorized user and an equipment identifier of a 

corresponding terminal, which is been pre-stored in the second terminal, and the 

received fingerprint data input through the first terminal and equipment identifier of 

the first terminal. Then, the second terminal responds to the first terminal with the 20 

verification result, i.e. the verification success information or the verification failure 

information. 

In the block S204, the second terminal receives the user verification 

information from the first terminal via the second direct communication connection, 

and verifies the user verification information. 25 

In an embodiment of the disclosure, the second terminal may receive the user 

verification information from the first terminal via the second direct communication 

connection, and verify the user verification information. Here, the user verification 

information may include user fingerprint information. 

In the block S205, when verification succeeds, the second terminal responds to 30 

the first terminal with verification success information via the second direct 

communication connection. 

In an embodiment of the disclosure, when verification succeeds, the second 

17



terminal may respond to the first terminal with the verification success information 

via the second direct communication connection. Specifically, the second terminal 

may verify the user verification information, and when verification succeeds, respond 

to the first terminal with the verification success information via the second direct 

communication connection. The verification information may include the verification 5 

success information or the verification failure information. 

In the block S206, when the verification success information is received from 

the second terminal, the first terminal establishes a first direct communication 

connection with the second terminal. 

In an embodiment of the disclosure, the first terminal may establish the first 10 

direct communication connection with the second terminal when receiving the 

verification success information which is sent from the second terminal after the 

second terminal verifies the user verification information. Specifically, the first 

terminal sends the acquired verification information to the second terminal in the 

second direct communication connection mode to enable the second terminal to 15 

perform matching verification on the verification information. The second terminal 

responds to the first terminal with the verification result. Here, the verification result 

may include the verification success information or the verification failure 

information. When the first terminal receives the verification success information 

from the second terminal, the first terminal may establish the second direct 20 

communication connection with the second terminal. Here, the direct communication 

connection includes the first direct communication connection or the second direct 

communication connection. The first direct communication connection is used for 

transmitting the user data between the terminals. The second direct communication 

connection is used for transmitting the user verification information and the 25 

verification success information between the terminals and transmit the connection 

parameter used for establishing the first direct communication connection between the 

first terminal and the second terminal. 

As an optional embodiment, when the first terminal receives the verification 

failure information which is sent from the second terminal after the second terminal 30 

verifies the user verification information, the first terminal may send prompting 

information to the second terminal. Here, the prompting information is used for 

prompting the second terminal to perform a second verification on an identity of a 
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user of the first terminal. When the first terminal receives the verification success 

information which is sent from the second terminal in response to the prompting 

information, the first terminal may establish the second direct communication 

connection with the second terminal according to the verification success information 

sent from the second terminal. As can be seen, after the second terminal fails to verify 5 

the user verification information sent to the second terminal by the first terminal, the 

first terminal may further send the prompting information to the second terminal to 

request the second terminal to verify the user identity of the first terminal for the 

second time. Thus it can be seen that the method may implement verification over the 

user verification information sent by the first terminal when the second terminal 10 

receives authorized user verification information which is not pre-stored, and is 

favorable for improving effectiveness of verification over the user verification 

information of the firs terminal. 

In an embodiment of the disclosure, after receiving the verification success 

information from the second terminal in the second direct communication connection 15 

mode, the first terminal may establish the first direct communication connection with 

the second terminal, and send the user data to be transmitted from the first terminal to 

the second terminal via the first direct communication connection. Thus it can be seen 

that the first terminal and the second terminal establish the first direct communication 

connection in a verification manner, and transmit user data therebetween in the first 20 

direct communication connection mode, which is favorable for improving security of 

direct communication between the terminals. 

As an optional embodiment, in an embodiment of the disclosure, the first 

terminal may receive verification information from the second terminal in the second 

direct communication connection mode. Specifically, when the first terminal receives 25 

verification data from the second terminal and an equipment identifier of the second 

terminal, the first terminal may verify the received verification data and equipment 

identifier of the second terminal with a corresponding relationship, pre-stored in the 

first terminal, between verification data and an equipment identifier of a terminal. The 

first terminal responds to the second terminal with verification success information 30 

when verification succeeds. The first terminal responds to the second terminal with 

verification failure information when verification fails. After the first terminal 

responds to the second terminal with the verification failure information, the first 
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terminal may receive prompting information from the second terminal. The prompting 

information is used for prompting the first terminal to perform verification for a 

second time on a user identity of the second terminal. The first terminal verifies the 

user identity of the second terminal in response to the received prompting information. 

When verification succeeds, the first terminal sends the verification success 5 

information to the second terminal. Thus it can be seen that the first terminal may 

send the verification information to the second terminal to request for verification in 

the second direct communication connection mode, and may also receive the 

verification information sent by the second terminal to verify the verification 

information. The method is favorable for improving the security of the direct 10 

communication between the terminals. 

In the block S207, the first terminal sends the user data to the second terminal 

via the first direct communication connection. 

In an embodiment of the disclosure, the first terminal may send the user data 

to the second terminal via the first direct communication connection. 15 

In the block S208, the second terminal receives the user data from the first 

terminal via the first direct communication connection. 

In an embodiment of the disclosure, the second terminal may receive the user 

data sent by the first terminal via the first direct communication connection in the first 

direct communication mode. 20 

According to the embodiment of the disclosure, the first terminal establishes 

the second direct communication connection with the second terminal when the user 

verification information has been acquired, and sends the user verification 

information to the second terminal in the second direct communication mode. The 

second terminal verifies the user verification information received via the second 25 

direct communication connection, and when verification succeeds, the second 

terminal responds to the first terminal with the verification success information via the 

second direct communication connection. When the verification success information 

is received from the second terminal, the first terminal establishes the first direct 

communication connection with the second terminal, and sends the user data to the 30 

second terminal via the first direct communication connection. Therefore, the security 

of the direct communication between the terminals can be improved. 

FIG. 3 is a flowchart of a communication method according to an embodiment 

20



of the disclosure. The method may be applied to a terminal which may include a 

memory, a processor and a computer program stored on the memory and capable of 

running on the processor. As illustrated in FIG. 3, the communication method includes 

operations illustrated in block S301-S304. 

In the block S301, when an instruction for instructing transmitting user data 5 

via a direct communication connection is received, user verification information is 

acquired. 

In an embodiment of the disclosure, when the instruction for instructing 

transmission of the user data is received, if a first terminal is currently in a direct 

communication mode, the first terminal acquires the user verification information. 10 

The user verification information may include verification data input through the first 

terminal and an equipment identifier of the first terminal. Here, the verification data 

may be fingerprint data. 

In the block S302, the user verification information is sent to a second 

terminal. 15 

In an embodiment of the disclosure, the first terminal may send the user 

verification information to the second terminal. Specifically, the first terminal may 

establish a second direct communication connection with the second terminal. The 

first terminal may send the user verification information to the second terminal in a 

second direct communication mode after acquiring the verification information in the 20 

direct communication mode. Then, the second terminal may perform verification with 

authorized user verification information pre-stored in the second terminal according to 

the received user verification information. Here, the user verification information 

includes the verification data input through the first terminal and the equipment 

identifier of the first terminal. The verification data may be the fingerprint data. For 25 

example, the first terminal may acquire the fingerprint data input through the first 

terminal and the equipment identifier of the first terminal in the direct communication 

mode, and then sends the acquired fingerprint data input through the first terminal and 

equipment identifier of the first terminal to the second terminal in the second direct 

communication mode established by the first terminal and the second terminal. Then, 30 

the second terminal may perform verification with a corresponding relationship, pre-

stored in the second terminal, between verification data of an authorized user and an 

equipment identifier of a corresponding terminal according to the received fingerprint 
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data input through the first terminal and equipment identifier of the first terminal. 

Then, the second terminal returns a verification result to the first terminal. 

As an optional embodiment, after the first terminal acquires the user 

verification information, the first terminal may send the user verification information 

to the second terminal in the second direct communication connection mode. It is to 5 

be noted that the second direct communication connection mode is a connection mode 

which is high in security and low in eavesdropping rate in direct communication 

modes. When the first terminal sends the verification information in the second 

connection mode with higher security, security of data transmission during direct 

communication between terminals may be favorably improved. 10 

As an optional embodiment, after the first terminal acquires the user 

verification information and sends the acquired user verification information to the 

second terminal in the second direct communication connection mode, the first 

terminal may receive verification success information returned by the second terminal 

in the second direct communication connection mode, and establish a first direct 15 

communication connection with the second terminal. As can be seen, the first terminal 

and the second terminal establish the first direct communication connection in the 

second direct communication connection mode with higher security, so that the 

security of communication between the terminals may be improved. 

In the block S303, when verification success information is received from the 20 

second terminal, a first direct communication connection is established with the 

second terminal. 

In an embodiment of the disclosure, the first terminal may establish the first 

direct communication connection with the second terminal when receiving the 

verification success information sent from the second terminal after the second 25 

terminal verifies the user verification information. Specifically, the first terminal 

sends the acquired verification information to the second terminal in the second direct 

communication connection mode to enable the second terminal to perform matching 

verification on the verification information. The second terminal responds to the first 

terminal with the verification result. Here, the verification result may include the 30 

verification success information or verification failure information. When the first 

terminal receives the verification success information from the second terminal, the 

first terminal may establish the second direct communication connection with the 
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second terminal. Here, the direct communication connection includes the first direct 

communication connection or the second direct communication connection. The first 

direct communication connection is used for transmitting the user data between the 

terminals. The second direct communication connection is used for transmitting the 

user verification information and the verification success information between the 5 

terminals and transmitting a connection parameter for establishing the first direct 

communication connection between the first terminal and the second terminal. 

As an optional embodiment, if the first terminal receives the verification 

failure information returned after the second terminal verifies the user verification 

information, the first terminal may send prompting information to the second terminal. 10 

Here, the prompting information is used for prompting the second terminal to perform 

verification for the second time on an identity of a user of the first terminal. When the 

first terminal receives the verification success information which is sent by the second 

terminal in response to the prompting information, the first terminal may establish the 

second direct communication connection with the second terminal according to the 15 

verification success information sent by the second terminal. As can be seen, after the 

second terminal fails to verify the user verification information sent to the second 

terminal by the first terminal, the first terminal may further send the prompting 

information to the second terminal to request the second terminal to verify the user 

identity of the first terminal for the second time. Thus it can be seen that the method 20 

may implement verification over the user verification information sent by the first 

terminal when the second terminal receives verification information which is not pre-

stored as verification information of an authorized user, and is favorable for 

improving effectiveness of verification over the user verification information of the 

firs terminal. 25 

In the block S304, the user data is sent to the second terminal via the first 

direct communication connection. 

In an embodiment of the disclosure, after receiving the verification success 

information returned by the second terminal in the second direct communication 

connection mode, the first terminal may establish the first direct communication 30 

connection with the second terminal. Then, the first terminal may send the user data to 

be transmitted to the second terminal via the first direct communication connection. 

Thus it can be seen that the first terminal and the second terminal establish the first 
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direct communication connection in a verification manner, and transmit user data 

therebetween in the first direct communication connection mode, which is favorable 

for improving security of direct communication between the terminals. 

As an optional embodiment, in an embodiment of the disclosure, the first 

terminal may receive verification information sent by the second terminal in the 5 

second direct communication connection mode. Specifically, when the first terminal 

receives verification data sent by the second terminal and an equipment identifier of 

the second terminal, the first terminal may verify the received verification data and 

equipment identifier of the second terminal with a corresponding relationship, pre-

stored in the first terminal, between verification data and an equipment identifier of a 10 

terminal. The first terminal responds to the second terminal with verification success 

information when verification succeeds. The first terminal responds to the second 

terminal with verification failure information when verification fails. After the first 

terminal responds to the second terminal with the verification failure information, the 

first terminal may receive prompting information from the second terminal. The 15 

prompting information is used for prompting the first terminal to perform a second 

verification on a user identity of the second terminal. The first terminal verifies the 

user identity of the second terminal in response to the received prompting information. 

When verification succeeds, the first terminal sends the verification success 

information to the second terminal. Thus it can be seen that the first terminal may 20 

send the verification information to the second terminal to request for verification in 

the second direct communication connection mode, and may also receive the 

verification information sent by the second terminal to verify the verification 

information. The method is favorable for improving the security of the direct 

communication between the terminals. 25 

In an embodiment of the disclosure, the first terminal may acquire the 

verification information in the direct communication mode and send the verification 

information to the second terminal in the second direct communication connection 

mode to enable the second terminal to verify the verification information. When the 

verification success information is received from the second terminal, the first 30 

terminal establishes the first direct communication connection with the second 

terminal, and sends the user data to the second terminal in the first direct 

communication connection mode. As can be seen, in an embodiment of the disclosure, 
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the first terminal sends the verification information to the second terminal to request 

the second terminal for verification in the second direct communication connection 

mode, and establishes the first direct communication connection with the second 

terminal only after the first terminal receives the verification success information, so 

that the security of the direct communication between the terminals is favorably 5 

improved. 

FIG. 4 is a flowchart of a second communication method according to an 

embodiment of the disclosure. The communication method may be applied to a 

terminal which may include a memory, a processor and a computer program stored on 

the memory and capable of running on the processor. As illustrated in FIG. 4, the 10 

communication method includes operations illustrated in blocks S401-S406. 

In the block S401, when an instruction for instructing transmitting user data 

via a direct communication connection is received, a security transmission rule is 

determined. 

In an embodiment of the disclosure, in case where a first terminal needs to 15 

send the user data to a second terminal in a direct communication mode, the first 

terminal may determine the security transmission rule when an instruction for 

instructing transmission of the user data via the direct communication connection is 

received by the first terminal. The security transmission rule is preset for the second 

terminal. 20 

In the block S402, when the security transmission rule indicates that a user 

identity of a first terminal is required to be verified, a fingerprint acquisition interface 

is invoked to acquire fingerprint information. 

In an embodiment of the disclosure, in case where the first terminal needs to 

send the user data to the second terminal in the direct communication mode, after it is 25 

determined that the second terminal needs to verify the user identity of the first 

terminal before the first terminal transmits the data to the second terminal, the first 

terminal may determine the security transmission rule when the instruction for 

instructing transmission of user data via the direct communication connection. When 

the security transmission rule indicates that the user identity of the first terminal is 30 

required to be verified, the fingerprint acquisition interface is invoked to acquire the 

fingerprint information. 

In the block S403, the acquired fingerprint information is determined as 
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verification data contained in user verification information. 

In an embodiment of the disclosure, the first terminal may determine the 

acquired fingerprint information as the verification data contained in the user 

verification information. 

In the block S404, a second direct communication connection with a second 5 

terminal is established. 

In an embodiment of the disclosure, the first terminal may establish the second 

direct communication connection with the second terminal. Here, it is to be noted that 

the first terminal and the second terminal may transmit the user verification 

information and verification success information via the second direct communication 10 

connection, and may transmit a connection parameter configured to establish a first 

direct communication connection between the first terminal and the second terminal. 

In the block S405, the user verification information is sent to the second 

terminal. 

In an embodiment of the disclosure, the first terminal may send the user 15 

verification information to the second terminal. Specifically, the first terminal may 

establish the second direct communication connection with the second terminal. The 

first terminal may send the user verification information to the second terminal in a 

second direct communication mode after acquiring the verification information in the 

direct communication mode, and then the second terminal may perform verification 20 

with authorized user verification information pre-stored in the second terminal 

according to the received user verification information, and return a verification result 

of the verification success information or verification failure information to the first 

terminal. Here, the user verification information includes the verification data input 

through the first terminal and the equipment identifier of the first terminal, and the 25 

verification data may be the fingerprint data. For example, the first terminal may 

acquire the fingerprint data input through the first terminal and the equipment 

identifier of the first terminal in the direct communication mode, and then sends the 

acquired fingerprint data input through the first terminal and equipment identifier of 

the first terminal to the second terminal in the second direct communication mode 30 

established by the first terminal and the second terminal, and then the second terminal 

may perform verification with a corresponding relationship, pre-stored in the second 

terminal, between verification data of an authorized user and an equipment identifier 
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of a corresponding terminal according to the received fingerprint data input through 

the first terminal and equipment identifier of the first terminal, and returns the 

verification result of the verification success information or the verification failure 

information to the first terminal. 

In the block S406, when verification success information is received from the 5 

second terminal, a first direct communication connection is established with the 

second terminal. 

In an embodiment of the disclosure, the first terminal may establish the first 

direct communication connection with the second terminal when receiving the 

verification success information returned after the second terminal verifies the user 10 

verification information. Specifically, the first terminal sends the acquired verification 

information to the second terminal in the second direct communication connection 

mode to enable the second terminal to perform matching verification on the 

verification information. The second terminal responds to the first terminal with the 

verification result. Here, the verification result includes the verification success 15 

information or the verification failure information. When the first terminal receives 

the verification success information returned by the second terminal, the first terminal 

may establish the second direct communication connection with the second terminal. 

Here, the direct communication connection includes the first direct communication 

connection or the second direct communication connection. The first direct 20 

communication connection is used for transmitting the user data between the 

terminals. The second direct communication connection is used for transmitting the 

user verification information and the verification success information between the 

terminals and transmit the connection parameter configured to establish the first direct 

communication connection between the first terminal and the second terminal. 25 

As an optional embodiment, if the first terminal receives the verification 

failure information returned after the second terminal verifies the user verification 

information, the first terminal may send prompting information to the second terminal. 

Here, the prompting information is used for prompting the second terminal to perform 

a second verification on the user identity of the first terminal. If the first terminal 30 

receives the verification success information returned by the second terminal and 

obtained in response to the prompting information, the first terminal may execute the 

operation that the first terminal establishes the second direct communication 
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connection with the second terminal according to the verification success information 

returned by the second terminal. As can be seen, after the second terminal fails to 

verify the user verification information sent to the second terminal by the first 

terminal, the first terminal may further send the prompting information to the second 

terminal to request the second terminal to verify the user identity of the first terminal 5 

for the second time. Thus it can be seen that the method may implement verification 

over the user verification information sent by the first terminal when the second 

terminal receives authorized user verification information which is not pre-stored, and 

is favorable for improving effectiveness of verification over the user verification 

information of the firs terminal. 10 

In an embodiment of the disclosure, after receiving the verification success 

information returned by the second terminal in the second direct communication 

connection mode, the first terminal may establish the first direct communication 

connection with the second terminal, and send the user data to be transmitted of the 

first terminal to the second terminal via the first direct communication connection. 15 

Thus it can be seen that the first terminal and the second terminal establish the first 

direct communication connection in a verification manner, and transmit user data to 

each other in the first direct communication connection mode, which is favorable for 

improving security of direct communication between the terminals. 

As an optional embodiment, in an embodiment of the disclosure, the first 20 

terminal may receive verification information sent by the second terminal in the 

second direct communication connection mode. Specifically, when the first terminal 

receives verification data sent by the second terminal and an equipment identifier of 

the second terminal, the first terminal may verify the received verification data and 

equipment identifier of the second terminal with a corresponding relationship, pre-25 

stored in the first terminal, between verification data and an equipment identifier of a 

terminal. The first terminal responds to the second terminal with verification success 

information when verification succeeds. The first terminal responds to the second 

terminal with verification failure information when verification fails. After the first 

terminal responds to the second terminal with the verification failure information, the 30 

first terminal may receive prompting information returned by the second terminal. 

The prompting information is used for prompting the first terminal to perform a 

second verification on a user identity of the second terminal. The first terminal 
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verifies the user identity of the second terminal in response to the received prompting 

information. When verification succeeds, the first terminal sends the verification 

success information to the second terminal. Thus it can be seen that the first terminal 

may send the verification information to the second terminal to request for 

verification in the second direct communication connection mode, and may also 5 

receive the verification information sent by the second terminal to verify the 

verification information. Thus, the method is favorable for improving the security of 

the direct communication between the terminals. 

In the block S407, the user data is sent to the second terminal via the first 

direct communication connection. 10 

In an embodiment of the disclosure, the first terminal may send the user data 

to the second terminal via the first direct communication connection. 

In an embodiment of the disclosure, the first terminal may acquire the 

verification information in the direct communication mode and send the verification 

information to the second terminal in the second direct communication connection 15 

mode to enable the second terminal to verify the verification information. When the 

verification success information is received from the second terminal, the first 

terminal establishes the first direct communication connection with the second 

terminal, and sends the user data to the second terminal in the first direct 

communication connection mode. As can be seen, in an embodiment of the disclosure, 20 

the first terminal sends the verification information to the second terminal to request 

the second terminal for verification in the second direct communication connection 

mode, and establishes the first direct communication connection with the second 

terminal only after the first terminal receives the verification success information. As 

such, the security of the direct communication between the terminals can be favorably 25 

improved. 

FIG. 5 is a flowchart of a third communication method according to an 

embodiment of the disclosure. The communication method may be applied to a 

terminal which may include a memory, a processor and a computer program stored on 

the memory and capable of running on the processor. As illustrated in FIG. 5, the 30 

communication method may include operations illustrated in blocks S501-S504. 

In the block S501, a second direct communication connection with a first 

terminal is established. 
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In the block S502, user verification information is received from the first 

terminal via the second direct communication connection, and the user verification 

information is verified. 

In an embodiment of the disclosure, a second terminal may receive the user 

verification information from the first terminal via the second direct communication 5 

connection, and verify the user verification information. The user verification 

information may include fingerprint information of a user of the first terminal. 

Optionally, before receiving the user verification information sent by the first 

terminal, the second terminal may acquire the fingerprint of the user of the first 

terminal and store the fingerprint information of the user. 10 

Optionally, before receiving the user verification information sent by the first 

terminal, the second terminal may establish the second direct communication 

connection with the first terminal. Here, the second terminal and the first terminal 

transmit the user verification information and verification success information via the 

second direct communication connection, and transmit a connection parameter for 15 

establishing a first direct communication connection between the first terminal and 

the second terminal via the second direct communication connection. 

In the block S503, when verification succeeds, verification success 

information is sent as a response to the first terminal via the second direct 

communication connection, and a first direct communication connection is established 20 

with the first terminal. 

In an embodiment of the disclosure, when verification succeeds, the second 

terminal responds to the first terminal with the verification success information via the 

second direct communication connection, and establishes the first direct 

communication connection with the first terminal. 25 

In the block S504, user data is received from the first terminal via the first 

direct communication connection. 

In an embodiment of the disclosure, the second terminal may receive the user 

data from the first terminal via the first direct communication connection. 

In an embodiment of the disclosure, the second terminal may receive the user 30 

verification information sent by the first terminal, verify the user verification 

information, respond to the first terminal with the verification success information. 

The second terminal then establishes the first direct communication connection with 
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the first terminal and receives the user data from the first terminal via the first direct 

communication connection. Thus, data transmission can be implemented via a direct 

communication between the terminals and security of data transmission can be 

improved. 

FIG. 6 is a flowchart of a fourth communication method according to an 5 

embodiment of the disclosure. The communication method may be applied to a 

terminal which may include a memory, a processor and a computer program stored on 

the memory and capable of running on the processor. As illustrated in FIG. 6, the 

communication method includes operations illustrated in blocks S601-S605. 

In the block S601, fingerprint information of a user of a first terminal is 10 

acquired and stored. 

In an embodiment of the disclosure, a second terminal may acquire and store 

the fingerprint information of the user of the first terminal. The fingerprint 

information may be used as authentication information for verifying user verification 

information sent by the first terminal. The second terminal responds to the first 15 

terminal with verification success information after verification succeeds. 

In the block S602, a second direct communication connection with the first 

terminal is established. 

In an embodiment of the disclosure, the second terminal may establish the 

second direct communication connection with the first terminal. Here, the second 20 

terminal and the first terminal transmit the user verification information and the 

verification success information via the second direct communication connection, and 

transmit a connection parameter configured to establish a first direct communication 

connection between the first terminal and the second terminal via the second direct 

communication connection. 25 

In the block S603, user verification information is received from the first 

terminal via the second direct communication connection, and the user verification 

information is verified. 

In an embodiment of the disclosure, the second terminal may receive the user 

verification information sent by the first terminal via the second direct communication 30 

connection, and verify the user verification information. The user verification 

information may include the fingerprint information of the user of the first terminal. 

In the block S604, when verification succeeds, verification success 
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information is sent as a response to the first terminal via the second direct 

communication connection, and a first direct communication connection is established 

with the first terminal. 

In an embodiment of the disclosure, when verification succeeds, the second 

terminal responds to the first terminal with the verification success information via the 5 

second direct communication connection, and establishes the first direct 

communication connection with the first terminal. 

In the block S605, user data is received from the first terminal via the first 

direct communication connection. 

In an embodiment of the disclosure, the second terminal may receive the user 10 

data sent by the first terminal via the first direct communication connection. 

In an embodiment of the disclosure, the second terminal may receive the user 

verification information sent by the first terminal, verify the user verification 

information, respond to the first terminal with the verification success information, 

establish the first direct communication connection with the first terminal and receive 15 

the user data sent by the first terminal via the first direct communication connection. 

Data transmission can be implemented via a direct communication between the 

terminals and security of data transmission can be improved. 

FIG. 7 is a structure diagram of a communication device according to an 

embodiment of the disclosure. The device may be applied to a terminal. The terminal 20 

may include a communication interface, a processor, a memory and a computer 

program stored on the memory and capable of running on the processor. As illustrated 

in FIG. 7, the communication device 700 includes an acquisition module 701, a first 

sending module 702, a connection module 703 and a second sending module 704. 

Here, the acquisition module 701 may be an input interface in communication 25 

interfaces. The connection module 703 may be a processor. The first sending module 

702 and the second sending module 704 may be output interfaces in the 

communication interfaces. 

The acquisition module 701 may be configured to, when an instruction for 

instructing transmitting user data via a direct communication connection is received, 30 

acquire user verification information. The user verification information may include 

verification data input by a first terminal. 

The first sending module 702 may be configured to send the user verification 
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information to a second terminal. 

The connection module 703 may be configured to, when verification success 

information is received from the second terminal, establish a first direct 

communication connection with the second terminal. 

The second sending module 704 may be configured to send the user data to the 5 

second terminal via the first direct communication connection. 

Optionally, the connection module 703 may be further configured to establish 

a second direct communication connection with the second terminal. The first 

terminal and the second terminal transmit the user verification information and the 

verification success information via the second direct communication connection, and 10 

transmit a connection parameter configured to establish the first direct communication 

connection between the first terminal and the second terminal. 

Optionally, the acquisition module 701 may be specifically configured to, 

when the instruction for instructing transmitting the user data via the direct 

communication connection is received, determine a security transmission rule. The 15 

security transmission rule is preset for the second terminal. When the security 

transmission rule indicates that an identity of a user of the first terminal is required to 

be verified, the acquisition module 701 may invoke a fingerprint acquisition interface 

to acquire fingerprint information and determine the acquired fingerprint information 

as the verification data contained in the user verification information. 20 

In an embodiment of the disclosure, the acquisition module 701 of the first 

terminal acquires the verification information in a direct communication mode. The 

first sending module 702 sends the verification information to the second terminal in a 

second direct communication connection mode to enable the second terminal to verify 

the verification information. When the first terminal receives the verification success 25 

information returned by the second terminal, the connection module 703 establishes 

the first direct communication connection with the second terminal. It can be seen that 

in an embodiment of the disclosure, the first terminal sends the verification 

information to the second terminal to request the second terminal for verification in 

the second direct communication connection mode, and establishes the first direct 30 

communication connection with the second terminal only after the first terminal 

receives the verification success information. Thus, security of direct communication 

between the terminals can be favorably improved. 
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It can be understood that a function of each program module of the 

communication device 700 of the embodiment may be specifically realized according 

to the methods in the method embodiments, and a specific realization process thereof 

may refer to related descriptions of the method embodiments, and will not be 

elaborated herein. 5 

FIG. 8 is a structure diagram of another communication device according to an 

embodiment of the disclosure. The device may be applied to a terminal. The terminal 

may include a communication interface, a processor, a memory and a computer 

program stored on the memory and capable of running on the processor. As illustrated 

in FIG. 8, the communication device 800 includes a first connection module 801, a 10 

verification module 802, a second connection module 803, a receiving module 804 

and an acquisition module 805. Here, the receiving module 804 and the acquisition 

module 805 may be input interfaces in communication interfaces. The first connection 

module 801, the verification module 802 and the second connection module 803 may 

be processors.  15 

The first connection module 801 may be configured to establish a second 

direct communication connection with a first terminal. 

The verification module 802 may be configured to receive user verification 

information from the first terminal via the second direct communication connection, 

and verify the user verification information. 20 

The second connection module 803 may be configured to, when verification 

succeeds, respond to the first terminal with verification success information via the 

second direct communication connection, and establish a first direct communication 

connection with the first terminal. 

The receiving module 804 may be configured to receive user data from the 25 

first terminal via the first direct communication connection. 

Optionally, the device may further include an acquisition module 805. 

The acquisition module 805 may be configured to acquire and store fingerprint 

information of a user of the first terminal, the fingerprint information being 

configured to verify the user verification information sent by the first terminal as 30 

authentication information, and respond to the first terminal with the verification 

success information after verification succeeds. 

Optionally, the second connection module 803 may be configured to transmit, 
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via the second direct communication connection, at least one connection parameter 

for establishing the first direct communication connection between the first terminal 

and the second terminal, and establish the first direct communication connection with 

the first terminal according to the connection parameter. 

FIG. 9 is a structure diagram of a terminal according to an embodiment of the 5 

disclosure. The terminal may include a communication interface 901, a processor 902, 

a memory 903 and a computer program stored on the memory and capable of running 

on the processor. 

The communication interface 901 may be configured to perform processing 

for interaction data generated by the terminal, and includes a part such as a touch 10 

display screen. 

The memory 903 may include a volatile memory. The memory 903 may also 

include a non-volatile memory. The memory 903 may further include a combination 

of the memories of the abovementioned types. The processor 902 may be a Central 

Processing Unit (CPU). The processor 902 may further include a hardware chip. The 15 

hardware chip may be an Application-Specific Integrated Circuit (ASIC), a 

Programmable Logic Device (PLD) or a combination thereof. The PLD may be a 

Complex Programmable Logic Device (CPLD), a Field-Programmable Gate Array 

(FPGA) or any combination thereof. 

Optionally, the memory 903 is configured to store the computer program 20 

capable of running on the processor. The processor 902 may call the computer 

program stored in the memory and capable of running on the processor to implement 

the communication method in the embodiment corresponding to any one of FIG. 1 to 

FIG. 5. 

Specifically, when executing the program, the processor 902 is configured to 25 

implement the following operations that: when an instruction for instructing 

transmitting user data via a direct communication connection is received, user 

verification information is acquired, the user verification information including 

verification data input by a first terminal; the user verification information is sent to a 

second terminal; when verification success information is received from the second 30 

terminal, a first direct communication connection is established with the second 

terminal; and the user data is sent to the second terminal via the first direct 

communication connection. 
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Optionally, when executing the program, the processor 902 is further 

configured to implement the following operations that: a second direct 

communication connection with the second terminal is established; the first terminal 

and the second terminal transmit the user verification information and the verification 

success information via the second direct communication connection, and transmit, 5 

via the second direct communication connection, at least one connection parameter 

for establishing the first direct communication connection between the first terminal 

and the second terminal. 

Optionally, when executing the program, the processor 902 is further 

configured to implement the following operations that: when the instruction for 10 

instructing transmitting the user data via the direct communication connection is 

received, a security transmission rule is determined, the security transmission rule 

being preset for the second terminal; when the security transmission rule indicates that 

an identity of a user of the first terminal is required to be verified, call a fingerprint 

acquisition interface to acquire fingerprint information; and the acquired fingerprint 15 

information is determined as the user verification information. 

In an embodiment of the disclosure, the first terminal may acquire the 

verification information in a direct communication mode and send the verification 

information to the second terminal in a second direct communication connection 

mode to enable the second terminal to verify the verification information, and when 20 

the verification success information is received from the second terminal, the first 

terminal establishes the first direct communication connection with the second 

terminal, and sends the user data to the second terminal in a first direct 

communication connection mode. It can be seen that in an embodiment of the 

disclosure, the first terminal sends the verification information to the second terminal 25 

to request the second terminal for verification in the second direct communication 

connection mode, and establishes the first direct communication connection with the 

second terminal only after the first terminal receives the verification success 

information, so that the security of the direct communication between the terminals is 

favorably improved. 30 

In the embodiments illustrated in FIG. 1~FIG. 5, various method flows may be 

implemented on the basis of the structure of the terminal. 

An embodiment of the disclosure further provides a computer storage medium. 
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Here, the computer storage medium stores a computer program configured for 

electronic data exchange, and the computer program enables a computer to execute 

part or all of the operations of any communication method recorded in the method 

embodiments. 

An embodiment of the disclosure further provides a computer program 5 

product, which includes a non-transitory computer-readable storage medium storing a 

computer program. Here, the computer program may be operated to enable a 

computer to execute part or all of the operations of any communication method 

recorded in the method embodiments. The computer program product may be a 

software installation package. 10 

It is to be noted that, for simple description, each of the abovementioned 

method embodiments is expressed as a combination of a series of actions. However, 

those skilled in the art should know that the disclosure is not limited to a described 

action sequence because some operations may be executed in another sequence or at 

the same time according to the disclosure. Second, those skilled in the art should also 15 

know that the embodiments described in the specification all belong to preferred 

embodiments and involved actions and units are optional for the disclosure. 

Each embodiment in the abovementioned embodiments is described with 

different particular emphases, and parts which are not elaborated in a certain 

embodiment may refer to related descriptions of the other embodiments. 20 

In some embodiments provided by the disclosure, it should be understood that 

the disclosed device may be implemented in another manner. For example, the device 

embodiment described above is only schematic, and for example, division of the units 

is only logic function division, and other division manners may be adopted during 

practical implementation. For example, multiple units or components may be 25 

combined or integrated into another system, or some characteristics may be neglected 

or not executed. In addition, coupling or direct coupling or communication connection 

between each displayed or discussed component may be indirect coupling or 

communication connection, implemented through some interfaces, of the device or 

the units, and may be electrical or adopt other forms. 30 

The units described as separate parts may or may not be physically separated, 

and parts displayed as units may or may not be physical units, and namely may be 

located in the same place, or may also be distributed to multiple network units. Part or 
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all of the units may be selected to achieve the purpose of the solutions of the 

embodiments according to a practical requirement. 

In addition, each function unit in each embodiment of the disclosure may be 

integrated into a processing unit, each unit may also physically exist independently, 

and two or more than two units may also be integrated into a unit. The integrated unit 5 

may be implemented in a hardware form, and may also be implemented in form of 

software program unit. 

When being implemented in form of software program unit and sold or used 

as an independent product, the integrated unit may be stored in a computer-readable 

memory. Based on such an understanding, the technical solutions of the disclosure 10 

substantially or parts making contributions to the conventional art or all or part of the 

technical solutions may be embodied in form of software product, and the computer 

software product is stored in a memory, including a plurality of instructions 

configured to enable a piece of computer equipment (which may be a personal 

computer, a server, network equipment or the like) to execute all or part of the 15 

operations of the method in each embodiment of the disclosure. The memory includes: 

various media capable of storing program codes such as a U disk, a Read-Only 

Memory (ROM), a Random Access Memory (RAM), a mobile hard disk, a magnetic 

disk or an optical disk. 

Those skilled in the art should know that: all or part of the operations of each 20 

method in the embodiments may be implemented by instructing related hardware 

through a program, the program may be stored in a computer-readable memory, and 

the memory includes: various media capable of storing program codes such as a flash 

disk, a ROM, a RAM, a magnetic disk or an optical disk. 

The embodiments of the disclosure are introduced above in detail. The 25 

principle and implementation modes of the disclosure are elaborated with specific 

examples in the disclosure. The above descriptions about the embodiments are only 

made to help the methods and core concept of the disclosure to be understood. In 

addition, those skilled in the art may make changes to the specific implementation 

modes and the scope of application according to the concept of the disclosure. From 30 

the above, the contents of the specification should not be understood as limits to the 

disclosure. 

INDUSTRIAL APPLICABILITY 
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At least some of the embodiments of the present disclosure are advantageous 

in improving security of direct communication between the terminals. 
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CLAIMS 

 

1.  A communication method, applied to a first terminal, the method comprising: 

when an instruction for instructing transmitting user data via a direct 

communication connection is received, acquiring user verification information, the user 5 

verification information comprising verification data input through the first terminal; 

sending the user verification information to a second terminal; 

when verification success information is received from the second terminal, 

establishing a first direct communication connection with the second terminal; and 

sending the user data to the second terminal via the first direct communication 10 

connection; 

wherein acquiring the user verification information when the instruction for 

instructing transmitting the user data via the direct communication connection is 

received comprises: 

when the instruction for instructing transmitting the user data via the direct 15 

communication connection is received, determining a security transmission rule, the 

security transmission rule being preset for the second terminal; and 

when the security transmission rule indicates that an identity of a user of the 

first terminal is required to be verified, acquiring the verification data; 

wherein the method further comprises: 20 

establishing a second direct communication connection with the second 

terminal, wherein 

the first terminal transmits the user verification information to the second 

terminal via the second direct communication connection, receives the verification 

success information from the second terminal via the second direct communication 25 

connection, and transmits, via the second direct communication connection, at least one 

connection parameter for establishing the first direct communication connection 

between the first terminal and the second terminal; 

wherein the method further comprises:  

determining, by the first terminal, whether its own power is less than a preset 30 

threshold; and  

when the power of the first terminal is less than the preset threshold, establishing 

the second direct communication connection with the second terminal. 
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2.  The communication method as claimed in claim 1, wherein the user verification 

information further comprises an identifier of the first terminal.  

 

3.  The communication method as claimed in claim 1, wherein acquiring the verification 5 

data comprises:  

invoking a fingerprint acquisition interface of the first terminal to acquire a 

fingerprint as the verification data.  

 

4. The communication method as claimed in claim 1, wherein the first direct 10 

communication connection is a Wi-Fi hotspot communication connection established 

between the first terminal and the second terminal, and the second direct 

communication connection is a Blue-tooth communication connection or Near Field 

Communication, NFC, connection established between the first terminal and the second 

terminal.  15 

 

5. The communication method as claimed in claim 1, further comprising:  

when the power of the first terminal is higher than the preset threshold, establishing 

directly the first direct communication connection with the second terminal without 

establishing the second direct communication connection.  20 

 

6.  A communication method, applied to a second terminal, the method comprising: 

establishing a second direct communication connection with a first terminal; 

receiving user verification information from the first terminal via the second 

direct communication connection, and verifying the user verification information, 25 

wherein the user verification information comprises verification data input through the 

first terminal, and the user verification information is acquired by the first terminal 

comprises: when an instruction for instructing transmitting user data via a direct 

communication connection is received, determining a security transmission rule, the 

security transmission rule being preset for the second terminal; and when the security 30 

transmission rule indicates that an identity of a user of the first terminal is required to 

be verified, acquiring the verification data; 

when verification succeeds, responding to the first terminal with verification 
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success information via the second direct communication connection, and establishing 

a first direct communication connection with the first terminal; and 

receiving user data sent by the first terminal via the first direct communication 

connection; 

wherein the method further comprises:  5 

when it is determined by the first terminal that power of the first terminal is less 

than a preset threshold, establishing the second direct communication connection with 

the first terminal. 

 

7.  The communication method as claimed in claim 6, wherein the method further 10 

comprises: before receiving the user verification information from the first terminal via 

the second direct communication connection, acquiring and storing authentication 

information of a user of the first terminal,  

and wherein the verifying the user verification information comprises: matching 

the authentication information with the verification data contained in the user 15 

verification information received from the first terminal, and determining whether the 

verification successes according to a result of the matching, 

wherein the authentication information is a fingerprint of a user of the first 

terminal, and the verification data is fingerprint data. 

 20 

8.  The communication method as claimed in claim 6 or 7, wherein establishing the first 

direct communication connection with the first terminal comprises: 

transmitting, via the second direct communication connection, at least one 

connection parameter for establishing the first direct communication connection 

between the first terminal and the second terminal; and 25 

establishing the first direct communication connection with the first terminal 

according to the at least one connection parameter. 

 

9.  The communication method as claimed in claim 7, wherein the user verification 

information further comprises an identifier of the first terminal,  30 

the matching the authentication information with the verification data contained 

in the user verification information received from the first terminal comprises: 

comparing a correspondence between the identifier of the first terminal and the 
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verification data, which are received from the first terminal, with a correspondence 

between the identifier of the first terminal and the authentication information, which 

are pre-stored in the second terminal.  

 

10. The communication method as claimed in any one of claims 6-9, wherein the first 5 

direct communication connection is a Wi-Fi hotspot communication connection 

established between the first terminal and the second terminal, and the second direct 

communication connection is a Blue-tooth communication connection or Near Field 

Communication, NFC, connection established between the first terminal and the second 

terminal.  10 

 

11.  A communication device, applied to a first terminal, the device comprising: 

an acquisition module configured to acquire, when an instruction for instructing 

transmitting user data via a direct communication connection is received, user 

verification information, the user verification information comprising verification data 15 

input through the first terminal; 

a first sending module configured to send the user verification information to a 

second terminal; 

a connection module configured to establish, when verification success 

information is received from the second terminal, a first direct communication 20 

connection with the second terminal; and 

a second sending module configured to send the user data to the second terminal 

via the first direct communication connection; 

wherein the acquisition module is configured to perform operations of: 

when the instruction for instructing transmitting the user data via the direct 25 

communication connection is received, determining a security transmission rule, the 

security transmission rule being preset for the second terminal; and 

when the security transmission rule indicates that an identity of a user of the 

first terminal is required to be verified, acquiring the verification data; 

wherein the connection module is further configured to perform operation of: 30 

establishing a second direct communication connection with the second 

terminal, wherein 

the first terminal transmits the user verification information to the second 
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terminal via the second direct communication connection, receives the verification 

success information from the second terminal via the second direct communication 

connection, and transmits, via the second direct communication connection, at least one 

connection parameter for establishing the first direct communication connection 

between the first terminal and the second terminal; 5 

wherein the connection module is further configured to perform operations of:  

determining whether power of the first terminal is less than a preset threshold; 

and  

when the power of the first terminal is less than the preset threshold, establishing 

the second direct communication connection with the second terminal. 10 

 

12. A communication device, applied to a second terminal, the device comprising:  

a first connection module configured for establish a second direct 

communication connection with a first terminal;  

a verification module configured to receive user verification information from 15 

the first terminal via the second direct communication connection, and verifying the 

user verification information, wherein the user verification information comprises 

verification data input through the first terminal, and the user verification information 

is acquired by the first terminal comprises: when an instruction for instructing 

transmitting user data via a direct communication connection is received, determining 20 

a security transmission rule, the security transmission rule being preset for the second 

terminal; and when the security transmission rule indicates that an identity of a user of 

the first terminal is required to be verified, acquiring the verification data;  

a second connection module configured to respond, when verification succeeds, 

to the first terminal with verification success information via the second direct 25 

communication connection, and establish a first direct communication connection with 

the first terminal; and 

a receiving module configured to receive user data from the first terminal via 

the first direct communication connection; 

wherein the first connection module is further configured to perform operation 30 

of:  

when it is determined by the first terminal that power of the first terminal is less 

than a preset threshold, establishing the second direct communication connection with 
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the first terminal. 


