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METHOD AND SYSTEM FOR SENDING SECURE MESSAGES

FIELD

[0001] The present application relates to methods and systems for sending
secure messages and, in particular, to a method and system that automatically
retrieves a certificate for encoding a secure message.

BACKGROUND

[0002] Electronic mail ("e-mail”) messages may be encoded using one of a
number of known protocols. Some of these protocols, such as Secure Multiple
Internet Mail Extensions (*S/MIME") for example, rely on puﬁlic and private
encryption keys to prbvide confidentiality and integrity, and on a Public Key
Infrastructure (PKT) to communicate information that provides authentication and
authorization. Data encrypted using a public key of a private key/pubiic key pair. .
can only be decrypted using the corresponding private key of the pair.
Accordingly, a sender can secure a message by encrypting the message using the
recipient's public key prior to éending the message.

[0003] A recipient’s public key may be made publicly available through a
certificate associated with the recipient. A certificate associated with an individual
typically includes the public key of the individual, as well as other identification-
related information. Recipients can also make use of certificates to verify the
identity of the senderland for non-repudiation protocols.

[0004] When a sender sends a message to one or more recipients, a
messaging application, such as Microsoft Outlook_“" or Lotus Notes™, retrieves the
certificates for thé recipients, and encodes the message to each recipient using
information extracted from the certificates. As an example, the messaging
application may use public key information extracted from the certificate in order
to encrypt the message to the recipient.
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[0005] Certificates may be stored in memory on the device or system
sending the message. In particular, the certificates may be stored within a key
store that the messaging application may access in order to rétrieve the
certificates. If a certificate is not available in the key store, the sender may not
be able to send the message until the certificate is obtained. In some existing
systems, the user manually locates the certificates for the recipients or invokes a
secondary application to search for the missing certificates. In some other
existing systems, the messaging application automatically searches for and
downloads the required.certificates once the user requests thét the message be
sent. This search and download process can take a significant amount of time,
which can result in a noticeable delay in sending the message.

[0006] According'ly, it would be advantageous to provide for a method
and/or system that improves the user experience in composing and sending
secure messages.

BRIEF SUMMARY

[0007] The present application describes a user device and method for

. securely sending messages to a recipient. The described device and method

{nitiate a search for a certificate needed to encrypt a message to a particular

‘recipient prior to receiving a send instruction from the user. The method may

include determining when a user changes the recipients for the message and, as
the user composes the message, determining whether the requisite certificates
are stored locally on the device or need to be obtained from a remote source. If
the certificates required are not on the device, then a search of the remote source
is initiated. In accordance with the present application, the detection of changes
to the recipient list and the initiation of any required searches occurs prior to
receipt of a send instruction from the user.

[0008] In one aspect, the present a;ﬁ;’:!ication provides a method for
securely sending messages from a sending device to a recipient over a computer
network, the sending device including a messaging application for composing a

- message to one or more recipients, each reciplent having an associated
' certificate, each certificate including a recipient-specific public key for use by the
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sending device in encrypting the message for transmission to the associated
recipient, the sending device including @ memory storing one or more certificates

in & key store. The method includes steps of detecting input of a new recipient in

an address field of the message, determining that the key store does not include
a valid certificate for the new recipient, initiating a search of a remote source for
the valid certificate through the computer network, and downloading the valid
certificate, induding a public key for the new recipient. The steps of detecting,
determining, and initiating are performed prior to receiving a user instruction to
send the message.

_ [OOO9} In another aspect, the present application provides a user device for

sending secure messages to a recipient over a computer network. The user
device includes a display for rendering a user interface showing a me'ssage; the
user interface including an address field of the message, a user input device for
receiving user input, and a memory, induding a key store for storing one or more
certificates. It also includes a processor for interacting with the display, the
memory, and the user input device and a messaging application executable by
the processor for composing and sending the message. The user device further
includes a search triggering component executable by the processor for detecting
input of a new reciplent in the address field, for determining that the key store
does not contain a valid certificate for the new recipient, and for initiating a
search for the valid certificate, and a certificate retrleval module executable by
the processor for searching a remote source for the valid certificate and
downloading the valid certificate, inclyding a public key for the new recipient. The
search triggering component is adapted to instruct the certificate retrieval module
to initiate a search for the valiid certificate prior to receipt of a user instruction to
send the message when the search triggering component determines that the key
store does not contain the valid certificate.

[001.0] In yet another aspect, the present application provides a machine-
readable medium executable upon the processor of the user device for
implementing the method outlined above.

[oG11] Other aspects of the present application will be apparent to those of
ordinary skill in the art from a review of the following detailed description in
conjunction with the drawings. '



BRIEF DESCRIPTION OF THE DRAWINGS

foo12] Reference will now be made, by way of example, to the
accompanying drawings which show example embodiments of the present
application, and in which: |

[0013] Figure 1 shows a block diagram of an example embodiment of a user
device; )
[0014] Figure 2 shows a block diagram of an example embodiment of a host
system;

[0015] Figure 3 diagrammatically shows an example certificate chain;
[0016] Figure 4 shows, in flowchart form, a method of securely sending

messages from a sending device to recipients over a computer network;

[0017] Figure 5 shows an embodiment of a user interface of a messaging
application on a mobile device; and

[0018] Figure 6 shows, in flowchart form, an example method for detecting
a change In message reciplents.

[0019] Similar reference numerals may have been used in different figures
to denote similar components,

DESCRIPTION OF EXAMPLE EMBODIMENTS

[0020] Embodiments of the present application are not limited to any
particular opefati_ng system, mobile device architecture, server architecture, or
computer programming language.

[0021] The present application makes reference to mobile communications
devices; however, embodiments needs not be limited to mobile devices. The
present application describes methods and systems that may be embodied in a
range of client-devices that are capable of sending and receiving messages,
including personal computers, mobile devices, telephones, aor other terminat
devices.

[0022] Referring now to the drawings, Figure 1 is a block diagram of an
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example embodiment of a user device 10. In some embodiments, the user

device 10 is a twb-way, electronic communications device having data and
possibly also voice communication capabifities. In at least cne example
embodiment, the user device 10 has the capability to exchange messages with
other devices and computer systems. Depending on the functionality provided by
the user device 10, in various embodiments the user device may be a multiple-
mode communication device co'nﬁgured for both data and voice communications,
a smartphone, a personal digital assistant enabled for wireless communication, or
a mobile computer system enabled for wireless communication, among other
things. '

[0023] The device 10 includes a communication subsystem 11. In one

- embodiment, the communication subsystem 11 may include a receiver, a

transmitter, and associated components such as one or more, preferably
embedded or internal, antenna elements, and a processing module such as a
digital signal processor (DSP). ‘As will be apparent to those skilied in the field of
communications, the particular design of the communication subsystem 11 will be
dependent upon the communication network in which the device 10 is intended to
operate,

[0024] Signals received by the device 10 from a wireless communication
network 50 are input to the receiver of the communication subsystem 11, which
may perform such commeon receiver functions as signal amplification, frequency
down-conversion, flltering, channel selection and the like. In a similar manner,
signals to be transmitted are processed, including modulation and encoding for
exampie, by the DSP and input to the transmitter for digital to analog conversion,
frequency up conversion, filtering, amplification and transmission over the
wireless communication network 50.

[0025] The device 10 includes a microprocessor 38 that controls the overall
operation of the device. The microprbcessor 38 interacts with the communications
subsystem 11 and also interacts with further device subsystems such as a
graphics subsystem 44, flash memory 24, random access memory (RAM) 26,
auxiliary input/output (1/0) subsystems 28, serial port 30, keyboard or keypad
32, speaker 34, microphohe 36, a short-range communications subsystem 40,
and any other device subsystems generally designated as 42. The graphics |
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subsystem 44 interacts with the display 22 and renders graphics and/or text upon
the display 22.

[0026]} Operating system software 52 and various software applications 54
executed by the microprocessor 38 are, in one example embodiment, stored in a
persistent store such as flash memory 24 or similar storage element. Those
skilled in the art will appreciate that the operating system 52, software
applications 54, or parts thereof, fnay be temporarily loaded into a volatile store
such as RAM 26, ‘

[0027] The microprocessor 38, in addition to its operating system functions,
enables execution of software applications 54 on the device. A predetermined set
of software applications.54 which control basic device operations, including data
and voice communication applications for example,. will normally be installed on
the device 10 duﬁng manufacture. Further software applications 54 may also be
loaded onto the device 10 through the network 50, an auxiliary I/O subsystem
28, serlal port 30, short-range communications subsystem 40 or any other
suitable subsystem 42, and installed by a user in the RAM 26 or a non-volatile
store for execution by the micrdprocessor 38,

[0028] In a data communication mode, a received signal such as a text
message or Web page download will be processed by the communication
subsystem 11 and input to the microprocessor 38, which will preferably further
process the received signal for output to the display 22 through the graphics
subsystem 44, or alternatively to an auxillary I/O device 28. A user of device 10
may also compose data items within a software application 54, such as email
messages for example, using the keyboard 32 in conjunction with the display 22
and possibly an auxifiary I/0 device 28 such as, for example, a thumbwheel. Such
composed items may then be transmitted over a communication network through
the communication subsystem 11.

[0029] The serial port 30 in Figure 1 would normally be implemented in a
personal digital assistant (PDA)-type communication device for which
synchronization with a user's desktop computer (not shown) may be desirable,
but ié an optiocnal device component. Such a port 30 would enable a user to set
preferences through an external device or software applicatioh and would extend
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the capabilities of the device by providing for information or software downloads
to the device 10 other than through a wireless communication network.

[0030] A short-range communications subsystem 40 is a further component
which may provide for communication between the device 10 and different
systems or devices, which need not necessarily be similar devices. For example,
the subsystem 40 may include an infrared device and associated circuits and
components or a Bluetooth™ communication module to provide for

communication with similarly enabled systems and devices. The device 10 may be -

a handheld device.

[o031] Wireless mobile network 50 is, in an example embodiment, a
wireless packet data network, (e.g. Mobitex™ or DataTAC™), which provides radio
coverage to mobile devices 10. Wireless mobile network 50 may aiso be a voice
and data network such as GSM {Global System for Mobile Communication) and
GPRS (General Packet Radio System), COMA (Code Division Multiple Access), or
various other third generation networks such as EDGE (Enhanced Data rates for
GSM Evolution) or UMTS (Universal Mobile Telecommunications Systems). In
some embodiments, the wireless mobile netWork 50 may comprise an IEEE
'802.11 (WiFi} network, iDEN (Integrated Digital Enhanced Network), EvDO (1x
Evolution-Data Optimized) network, or HSDPA (High-Speed Downlink Packet
Access) network. It will be appreciated that the wireless mobile network 50 may
be any other type of wireless network for providing the device 10 with
connectivity €0 remote networks.

[0032] Reference is now made to Figure 2, which shows a block diagram of an
example embodiment of a host: system 250. Host system 250 may be a corporate
office or other local area network (LAN), or may instead be a home office computer
or some other private system, for example. In this example, host system 250 is
depicted as a LAN of an organization to which a user of mobile device 10 belongs.-

[0033] Host system 250 comprises a number of network components
~ connected to each other by way of the LAN. Forinstance, a user’s desktOp computer
262a with an accompanying cradle 264 for the user's mobile device 10 is situated on
host system 250. Cradle 264 for mobile device 10 may be coupled to computer
262a by a serial or a Universal Serial Bus (USB) connection, for example. Other user
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computers 262b are also situated on host system 250, and each may or may not be
equipped with an accompanying cradle 264 for a mobile device. Cradle 264
facilitates the loading of informatioh {e.g. private symmetric encryption keys to
facilitate secure communications between mobile device 10 and host system 250)
from user computer 262a to mobile device 10, and may be particularly useful for
bulk information updates often performed in initializing mobile device 10 for use.
The information downloaded to mobile device 10 may include certificates used in the
exchange of messages. It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be aiso connected to other peripheral devices not
explicitly shown in Figure. 2.

[0034] Furthermore, only a subset of network components of the host system
250 are shown in Figure 4 for ease of exposition, and it wili be understood by
persons skilled in the art that the host system 250 will comprise additional
components not explicitly shown. More generally, the host system 250 may
represént a smaller part of a larger network of the organtzation, and may comprise
different components and/or be arranged in different topologies than that shown in
the exampie of Figure 4.

[06035] In this example, mobile device 10 communicates with the host system
250 through a node 202 of wireless network 50 and a shared network infrastructure
224 such as a service provider network or the public Internet. Access to the host
system 250 may be provided through one or more routers, and computing devices of
the host system 250 may operate from behind a firewall or proxy server 266.

[0036] In a variant implementation, the host system 250 comprises a wireless
VPN router (not shown) to facilitate data exchange between the host system 250 and
the mobile device 10. A VPN Connecfion may be a Transmission Control Protocol
{TCP)/IP or User Datagram Protocal (UDP)/IP connection to deliver the messages
directly to mobile device 10 in this variant implementaﬁon.

[0037] Messages intended for a user of mobile device 10 are initially received
by a message server 268 of the host system 250, Such messages may originate
from any of a number of sources. For instance, a message may have been sent bya
- sender from a computer 262b within host system 250, from a different mobile device
(not shown) connected to wireless network 50 or to a different wireless network, or
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from a different computing device or other device capable of sending messages, via
the shared network infrastructure 224, and possibly through an application service
provider (ASP) or Internet service provider (ISP), for example.

[0038] Message server 268 typically acts as the primary Interface for the
exchange of messages, particularly e-mail messages, within the organization and
over the shared network infrastructure 224. Each user in the organization that has
been set up to send and receive messages is typically associated with a user account
managed by message server 268. One example of a message server 268 is a
Microsoft Exchange™ Server. In some implementations, the host system 250 may
include multiple message servers 268. Message server 268 may alsa be adapted to
provide additional functions beyond message management, including the
management of data associated with calendars and task lists, for example.

[0039] When messages are received by message server 268, they are typically
stored in a message store, from which messages can be subsequently retrieved and
delivered to users. For instance, an e-mail client application operating on a user's
'computer 262a may request the e-mail messages associated with that user’s account
stored on message sel:ver 268. These messages may then be retrieved from
message server 268 and stored locally on computer 262a.

[oo40] When operating mobile device 10, the user may wish to have e-mail
messages retrieved for delivery to the handheld. An e-mail client application
operating on mobile device 10 may aiso request messages associated with the user's
account from message server 268. The e-mail client may be configured {either by
the user or by an administrator, possibly in accordance with an organization’s
Information technology (IT) policy) to make this request at the direction of the user,
at some pre-defined time intervai, or upon the occurrence of some pre-defined
event. In some implementations, moblle device 10 is assigned its own e-mail
address, and messages addressed specifically to mobile device 10 are automatically
redirected to mobile device 10 as they are received by message server 268.

[0041] To facilitate the wireless. communication of messages afnd message-
related data between mobile device 10 and components of the host system 2_50, a
number of wireless communications support components 270 may be provided. In
this example implementation, wireless communications support components 270
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include a message managément server 272, for example. Message management
server 272 is used to specifically provide support for the management of messages,
such as e-mail messages, that are to be handied by mobile devices 10. Generally,
while messages are still stored on message server 268, message management
server 272 can be used to control when, if, and how messages should be sent to the
mobile device 10. Message management server 272 also facilitates the handling of
messages composed on the mobile device 10, which are sent to message server 268
for subsequent delivery,

[0042] For example, message management server 272 may: monitor the
user's “mailbox” (e.g. the message store associated with the user's account on
message server 268) for new e-mail messages; apply user-definable filters to new
messages to determine if and how the mes;sages will be relayed to the user's mobile
device 10; compress and encrypt new messages (e.g. using an encryption technique
such as Data Encryption Standard (DES) or Triple DES) and push them to mobile
- device 10 via the shared network infrastructure 224 and wireless network 50; and
receive messages composed on mobile device 10 (e.g. encrypted usifig Triple DES),
decrypt and decompress the composed messages, re-format the com.posed
messages if desired so that they will appear to have originated from the user's
computer 262a, and re-route the composed messages to the message server 268 for
. delivery,

[0043] Certain properties or restrictions associated with messages that are to
be sent from andfor received by mobile device 10 can be defined {e.g. by an
administrator in accordance with IT policy) and enforced by message management
server 272. These may include whether mobile device 10 may receive encrypted
and/or signed messages, minimum encryption key sizes, whether outgoing messages .
must be encrypted and/or sighed, and whether copies.of all secure messages sent
from mobile device 10 are to be sent to a pre-defined copy address, for example.

[0044] Message management server 272 may also be adapted to provide other
control functions, such as only pushing certain message information or pre-defined
portions {e.g. “blocks"”) of a message stored on message server 268 to the mobile
device 10. For example, when a message is initialy retrieved by the mobile device
~ 10 from the message server 268, the message management server 272 Is adapted
_to push only the first part of a message to the mobile device 10, with the part being
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of a pre-defined size {e.g. 2 KB). The user can then requést more of the message,
to be delivered in similar-sized blocks by the message management server 272 to
the mobile device 10, possibly up to a rmaximum pre-deflned message size.

[0045] Accordingly, the message management server 272 facilitates better
control over the type of data and the amount of data that is communicated to the
mobile device 10, and can help to minimize potential waste of bandwidth or other
resources.

- [00461 It will be understood by persons skilled in the art that the message
management server 272 need not be implemented on a separate physical server in
the host system 250 or other network. For example, some or all of the functions
associated with the message management server 272 may be integrated with the
message server 268, of some other server in the host system 250. Furthermore, the
host system 250 may comprise muitiple message management servers 272,
particularly in variant implementations where a large number of mobile devices 10
need to be supported.

[0047] Embodiments of the invention relate generally to certificates used in the
processing of enceded messages, such as e-mail messages that are encrypted
and/or signed, While Simple Maif Transfer Protocol (SMTP), RFC822 headers, and
Muitipurpose Internet Mail Extensions (MIME) body parts may be used to define the
format of a typical e-mail message not requiring encoding, Secure/MIME (S/MIM E),a
version of the MIME protocol, may be used in the communication of encoded
messages (i.e. in secure messaging applications). S/MIME enables end-to-end
authentication and confidentiality, and protects data integrity and privacy from the
time an-originator of a message sends a message until it is decoded and read by the
message recipient. Other known standards and protocols may be employed to
facilitate secure message communication, such as Pretty Good Privacy™ (PGP),
. OpenPGP, and others known in the art.

[0048] Secure messaging protocols such as S/MIME rely on public and private
encryption keys to provide confidentiality and Integrity, and on a Public Key
Infrastructure (PKI) to communicate information that provides authentication and
authorization. Data encrypted using a public key of a private key/public key pair can
only be decrypted.using the corresponding private key of the pair, and vice-versa.
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‘Private key information is never made public, whereas public key information is

shared.

[o049] For example, if a sender wishes to send a message to a recipient in |
encrypted form, the recipient’s public key is used to encrypt a message, which
can then be decrypted only using the recipient’s private key. Alternatively, in
some encoding techniques, a one-time session key is generated and used to
encrypt the body of a message, typically with a symmetric encryption technique
(e.g. Triple DES). The session key is then encrypted using the recipient’s public
key (e.g. with a public key encryption algorithm such as RSA), which can then be
decrypted only using the recipient’s private key. The decrypted session key can
then be used to decrypt the message body. The message header may be used to
specify the particular encryption scheme that must be used to decrypt the
message. Other encryption techniques based on public key cryptography may be
used in variant implementations. However, in each of these cases, only the
recipient’s private key may be used to facilitate decryption of the message, and in
this way, the confidentiality of messages can be maintained.

[0050] An encoded message may be encrypted, signed, or both encrypted
and signed. The authenticity of public keys used in these operations is vaiidated
using certificates. A certificate is a digital document Issued by a certificate
authority (CA). Certificates are used to authenticate the association between
users and their public keys, and essentially, provid_es a level of trust in the
authenticity of the users’ public keys. Certificates contaln information about the
certificate holder, with certificate contents typically formatted in accordance with
an accepted standard (e.g. X.509).

[0051] . Consider Figure 3, In which an example certificate chain 300 is
shown. Certificate 310 issued to “John Smith” is an example of a certificate
issued to an individual, which may be referred to as an end entity certificate. End
entity certificate 310 typically identifies the certificate holder 312 (i.e. John Smith
in this example) and the issuer of the certificate 314, and includes a digifal '
signature of the issuer 316 and the certlﬁ'cate holder’s public key 318." Certificate
310 will also typically include other information and attributes that identify the
certificate holder (e.g. e-mail address, organization name, organizational unit
name, location, etc.). -
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[0052] For a public key to be trusted, its issuing organization must be
trusted. The relationship between a trusted CA and a user's public key can be
represented by a 'series of related certificates, also referred to as a certificate
chain. The certificate chain 300 can be followed to determine the validity of a
certificate.

[0053] The issuer 314 of the certificate 310 may have its own certificate
320. Certificate 320 may already be stored on the computing device, or it may
need to be retrieved from a remote certificate store or source (e.g. a public or
private Lightweight Directory Access Protocol (LDAP) server). If certificate 320 ig
already stored In the recipient’s computing device and the certificate has been
designated as trusted by the recipient, then certificate 310 is considered to be

| trusted since it chains to a stored, frusted certificate.

[00541 However, in the example shown in Figure 3, certificate 330 is also
required to verify the trust status of certificate 310. Certificate 330 Is self-signed,
and is referred to as a “root certificate”. Accordingly, certificate 320 may be referred
to as an “intermediate certificate” in the certificate chain 300, Assuming a chain to
the root certificate can be determined for a particular end entity certificate, the chain
may contain zero, one, or multiple intermediate certificates. If the certificate 330 is
a root certificate issued by a trusted source (from a large certificate authority such
as Verisign or Enfrust, for exampie), then the certificate 310 may be considered to
be trusted since it chains to a trusted certificate. The implication is that both the
sender and the recipient of the message trust the source of the root certificate 330.
If a certificate cannot be chained to a trusted certificate, the certificate may be
considered to be “not frusted”.

{o055] Certificate servers store information about certificates and lists
identifying certificates that have been revoked. These certificate servers can be
accessed fo obtain certificates and to verify certificate authenticity and revocation
status. For example, arm LDAP server may be used to obtain certificates, and an
Online Certificate Status Protocol (OCSP) server may be used to verify certificate
revocation status.

[0056] Standard e-mail security protocols typically facilitate secure message
transmission between mobile or non-mobile computing devices. Referiing again to
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Figures 1 and 2, in order that signed and/or encrypted messages received from
remote users may be read at mobile device 10 and in order to send encrypted
messages to those remote users, mobile device 10 is adapted to store certificates
and associated public keys of other individuals. The mobile device 10 may.include a
designated key store 58 within which one or more certificates 62 may be stored. In
many embo_diments, the key store 58 may be a defined area within the flash
memory 24 andfor RAM 26. Certificates stored on a user's computer 262a will
typically be downloaded from computer 262a to the mobile device 10 through cradle
264, for example,

{0057] Certificates stored on computer 262a and downloaded to mobile device
10 are not limited to certificates associated with individuals but may aiso include
certificates issued to CAs, for example. Certaln certificates stored in computer 262a
and/for the mobile device 10 can also be explicitly designated as “trusted” by the
user. The one or more certificates 62 stored within the key store 58 include the
public key associated with the individua! associated with a given certificate 62, This
enables the messaging application 56 to encrypt messages addressed to-the
individual using the individual’s public key. '

[0058] The mobile device 10 may also be adapted to store the private kéy of
the public key/private key pair associated with the mobile device user, so that the
mobile device 10 can sign outgoing messages composed on mobile device 10, and
decrypt messages sent to the user encrypted with the user’s public key. The private
key may be downloaded to mobile device 10 from the user's computer 262a through
cradle 264, for example. The private key is preferably exchanged between the
computer 262a and mobile device 10 so that the user may share one identity and
one method for accessing messages.

[0059] User computers 262a, 262b can obtain certificates from a number of
sources, for storage on computers 262a, 262b and/or mobile devices (e.g. mobile
device 10). These certificate sources may be private (e.g. dedicated for use within
an organization) or public, may reside locally or remotely, and may be accessible
from within an organization’s private network or through the Internet, for example.
In the example shown in Figure 2, multiple PKI servers 280 associated with the
organization reside on the host system 250. PKI servers 280 include a CA server
282 for issuing certiﬁcétes, an LDAP server 284 used to search for and download
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. certificates (e.g. for individuals within the organization), and an OCSP server 286
used to verify the revocation status of certificates.

[0060] Certificates may be retrieved from LDAP server 284 by a user computer
262a, for example, to be downloaded to mobile device 10 via cradle 264. 1DAP
server 284 may alse be accessed directly (i.e. “over the air” in this context) by the
mobile device 10, and the mobile device 10 may search for and retrieve individual
certificates through a mobile data server 288. Similarly, mobile data server 288 may
be adapted to allow the mobile device 10 to directly query OCSP server 286 to verify
the revocation status of certificates. '

[0061] Other sources of certiﬁcates (not shown) may include a Windows™
certificate store, another secure certificate store on or outside the host system
250, and smart cards, for example.

f0062] Referring again to Figure 1, the device 10 further includes a
messaging application 56 configured to send and receive messages in accordance
with one or more secure messaging protocols. For example, in one embodiment
the messaging application 56 is configured to send and receive encoded
messages in accordance with the S/MIME protocol. The messaging application 56
includes a certificate retrieval module 60 for initiating a search for an individual
certificate from, for example, a LDAP server and/or for verifying the revocation
status of a certificate. Although Figure 1 shows the certificate retrieval module 60
as being a part of the messaging application 56 it will be appreciated that the
certificate retrieval module 60 may be implemented partly or wholly as a separate
application that is invoked or triggered by the messaging application 56.

- [0063] The messaging application 56 may further include a search
triggering component 64 for determining when to initiate a search for a
certificate. For example, in connection with 2 message composed in the
messaging application 56 and addressed to a first recipient, the search triggering
component 64 may check the key store 58 to determine whether a certificate
corresponding to the first recipient is available. If the correct certificate is not

" located in the key store 58, or if the recipient’s certificate is expired or otherwise
unusable, then the search triggering compeonent 64 may instruct the certificate
retrieval module 60 to obtain an up-to-date certificate for the recipient.
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[0064] In accordance with the present application, the search triggering
component 64 determines whether a certificate is required and triggers the
necessary search before the user of the messaging application 56 reqguests that
the message be sent. Accordingly, the search for missing certificates is initiated
prior to receiving a send request from the user. Once the user inputs the send
request, for example by clicking a “send” button or selecting a “send” menu item,
then the search triggering component 64 may determine whether any searches
are in-progress or whether any further certificates are missing.

- [0065] Reference is now made to Figure 4, which shows, in flowchart form,
a method 100 of securely sending messages from a sending device to recipients
over a computer network. The method 100 begins in step 102 with & user of the
sending device Initiating a “compose” operation within a messaging application,
The “compose” operation may include starting a new message, replying to a
received messa-gre, forwarding_ a received message, or any other operation that
involves creating a message for transmission to one or more recipients. It will be
appreciated that the method 100 is invoked or applied only when the user
indicates that the message is to be send securely. In some embodiments, this
may be default setting within the messaging application or it may be an option
selectable by the user.

[0066] As the user composes the m_essagé, the mobile device 10 (Fig. 1)
and, in particular, the search triggering component 64 (Fig. 1), determines when
a change has been made to the recipient list. In one embodiment, the search
triggering component 64 determines when- a new recipient address has been
added to the message. The search triggering component 64 may also detect
whether a change has been made to the list or recipients, for example to delete a
previous recipient and/or change the address of a recipient. A changeto a
recipient address may, in some embodiments, be treated or interpreted as the
deletion of the former recipient and the addition of a new recipient.

[0067] Referring still to Figure 4, in step 104 the mobile device 10
determines whether a new recipient has been designated for the message. There
are a number of methods or mechanisms for determining whether a new recipient
has been added to the message, and any suitable such method or mechanism
may be used in connection with step 104. Some of the possible mechanisms are
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outlined further below; however, those of ordinary skill in the art will appreciate
the range of alternatives and variants that would provide this function.

[0068] If no new recipient is detected, then the method 100 cycles to step
106 to determine whether the user has input a send command, for example by
clicking a “send” button or selecting a “send” command from a menu. If no send
command is detected, then the method 100 returns to step 104 to continue to
monitor for new recipients.

[0069] If a2 new recipient is detected in step 104, then the method 160
continues to step 108 where the feci‘pients are read. For example, the addresses
in the “TO:” field of an e-mail message may be read. Alternatively, the addresses
may have been read in step 104.

[0070] For each recipient address read in step 108, in step 110 the mobile
device 10 determines whether a valid certificate is present in the key store 58
(Fig. 1). If a valid certificate is located on the mobile device 10, then in step 116
the method 100 aséesses whether there are more recipient addresses and, if so,
toops back to step 110 to try to locate the corresponding certificate(s).

0071} If no valid certificate is located on the mobile device 10 in step 110,
then the method 100 proceeds to step 1i2, where the search triggering
component 64 assesses whether a search is currently in progress for the desired
certificate by the certificate retrieval modute 60. If 50, then the method 100
skips to step 116. Otherwise, in step 114 the search triggering component 64
Instructs the certificate retrieval module 60 to initiate a search for the desired
cert[ﬂcate.‘

[0072] Those skilled in the art will appreciate that various modifications may
be made to the method 100 without materially affectih‘g its operation. For
example, some steps may be performed contemporangously with other steps or
incorporated into other steps, the order of some steps may be altered, and
certain steps may be added and/or eliminated. By way of example, the
assessment of whether a valid certificate is on the mobile device 10 in step 110
and the consequent search trigger in step 114 may be performed only for
recipients. identified in step 104 as having been add_ed. This change may
eliminate the need to assess whether a search is in progress in step 112. Other
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variations or rmodification will be understood by those skilled in the art.

[0073] Following step 116, the method 100 assesses whéther there are
certificate searches in progress for recipients that have been removed or deleted
from the recipient list for _the message. If so, then in step 120 the search
triggering component 64 instructs the certificate retrieval module 60 to cance! the
pending searches. The method 100 then returns to step 104 to continue to
monitor for changes to the reciplent list for the message until the user inputs a
send command.

[0074] Once the user inputs the send command, the message is encrypted
and sent, as per the applicable standard, such as S/MIME. It will be appreciated
that in some embodiments the search triggering component 64 may repeat its
assessment of whether the correct certificates are available following the initiation
of the send command.

[0075] It will be appreciated that the method 100 detects the addition of new
recipients (inciuding changes in previously entered addresses) and initiates the
certificate retrieval process, if needed, prior to user input of the send command.
This process provides for a faster user experience since the certiﬁcates may all have
been retrieved, or at least the searches for them will have been initiated, by the time
the user provides a send command. Thus, the delay between the user input of the
send command and the actual sending of the message is shortened.

[0076] The method 100 may further includes steps of checking certificates for
validity. These steps may be applied to certificates located in the key store 58 (Fig.
1) or retrieved from remote certificate services. The validity of a certificate may
change over time for a number of reasons, for example the certificate méy expire,
In one embodiment, a security policy may require that the validity status of a
certificate be updated periodically, Accordingly, in step 110 the messaging
application 56 may assess whether certificates located in the key store 58 have been
validated within the specified period. If the certificate has not been validated within
the specified period, the certificate may be considered “stale”, and the validity of the
certificate may be verified prior to usage. Typically, the validity of a certificate may
be checked through a certificate autharity or certificate status provider. In some
cases, the certificate status provider may be the same as the certificate service used -
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to retrieve a certificate. If the required certificate is not valid, then a search may be
initiated by the search triggering component 64.

[0077] Once the required certificates have been retrieved and validated, and
once the user inputs a send command, the messaging application 56 then proceeds
to encrypt the message using information in the certiﬁcates, such as each recipient’s
public key.

[0078] As noted above, the detection of whether a new recipient has been
added to a message, embodied in step 104 of the method 100, may be implemented
in a number of ways. Reference is now made to Figure S, which shows an
embodiment of a user interface 150 of the messaging application 56 on the mobile
device 10. The user interface 150 is rendered upon the display 22 of the mobile
device 10. The user interacts with the user interface 150 througﬁ the keyboard 32,
keypad, trackball, thumbwheel, stylus, or any other input device.

[0079]  The user interface 150 in this embodiment includes a toolbar area at
the top of the display 22 that may include a number of icons or menu options. For
example, a send button 160 may be displayed. The user may select the send button
160 using an input device to input a send command. The user interface 150 shown
-in Figure 5 depicts a "compose” view showing a draft message.

[oogs0] The user interface 150 includes a number of fields, such as address
fields 152, 154, subject line field 156, and body field 158, At any one time only one
(or possibly none) of the fields may be desighated as “active”. An “active” field
means that any user input will be related to the active field. For example, the active
field may contain the cursor, if any, such that any alphanumeric characters input via
the keyboard 32 will be rendered in the active field.

[o081] ‘The address fields 152, 154 may include a TO field- 152 and a CC field
154, Those skilled in the art will appreciate that other embodiments may inciude a
BCC field, or other address fields. In some embodiments, multiple addressees in an
ad_dress field 152, 154 are separated by commas or semi-colons. In another
embadiment, only one addressee is permitted in an address field 152, 154 and the
user has the option of adding another address field, for example another TO field
152, if the user wishes to address the message to another recipient.
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[0082] The user inputs recipient addresses into the address fields 152, 154.
For example, as shown In Figure 5, the user has addressed the draft message to
john@mail.com and phil@othercompany.com. In some cases, the user may type the
recipient address into the address field 152, 154. In other cases, the messaging
application 56 may have a stored association between the recipient’s address and a
name. For example, the messaging application 56 may recognize the name “John
Smith” as corresponding to johh@maii.com, which enables the user to type “John
Smith” instead of the formal address. In other cases, the messaging application 56
may provide the user with a picklist or menu of reciplents. The list may be drawn
from a stored set of contacts. Those skilted in the art will appreciate the range of
mechanisms and methods possible for receiving user input regarding recipients.

[0083] The body field 158 contains the text of the message. In other
embodiments, the draft message may include embedded ot attached non-textual

-e!ements, including HTML formatting, images, and/or files. In some cases, the body

field 158 may contain the text or content of previous messages in a message chain
to which the present message is a reply or forward.

[0084] In one embodiment, the search triggering component 64 (Fig. 1)
determines whether a new recipient has been added to the address fields 152, 154
by monitoring user input in connection with these fields. In one example
embodiment, the search triggering component 64 may take note of any keyboard 32

“input when the active field is one of the address fields 152, 154 and, once the active

field becomes another field, it may read the address fields to determine if any new

" recipients have been added orif any old recipients have been deleted or changed. In

another embodiarent, the search triggering component 64 may also or alternatively
monitor the address flelds 152, 154 for the presence of a semi-colon, which is

commoniy used to separate addresses. In some cases, addressed may be input by

the user through a picklist or menu of known addresses or distribution lists. In this
case, the search triggering component 64 may note if such a menu is accessed.
Other mechanisms or methods may also be employed to detect when a user inputs
characters or makes changes to the content of the address fields 152, 154.

[0085] In yet another embodiment, the search triggering component 64 may
detect when the focus (i.e. active field) is one of the address fields 152, 154, and
may hote when the focus changes'to another field, such as the body field 158. With
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many messaging applications, a user typically begins composing a message by
addressing the message to the intended recipient. The user then types the content
of the message before inputting a send command. Accordingly, the search triggering
component 64 may be configured to note when the active focus changes from the
address fields 152, 154, to the body field 158, or to any other field, and in response
fo that change it may then determine if any changes have been made to the
recipient list and/or if any certificates are required.

[o086] Those skilled in the art will appreciate that the search triggering
component 64 may detect events, such as when the active field changes or when
user input is received, through a number_ of mechanisms. For example, the
operating system 52 (Fig. 1) may allow the search friggering component 64 to
register to receive a notice or message if a specified event occurs. The search
triggering component 64 may monitor certain registers or memory locations, arrange
to receive or detect certain interrupts, or otherwise determine aspects of the state of

. the mobile device 10. The precise implementation may be a matter of design choice

and may depend on the features of operating system 52 and the mobile device 10.

[0087] Reference is now made to Figure 6, which shows, in flowchart form,
an example method 400 for detecting a change in message recipients. The
method 400 begins in step 402 with an assessment of whether the focus is on
one of the address fields, i.e. whether one of the address fields is “active”. If not,

" then the method 400 loops. If one of the address fields becomes active, then the

method 400 moves to step 404 to monitor whether the foﬁus has changed. In one
embodiment, step 404 may determine whether the focus changes from the
current address field to any other field. In another embodiment, step 404 may
monitor whether the focus changes from any of the address fields to any non-
address field. In yet another embodiment, step 404 involves monitoring whether
the focus changes to particular fields, such as the body field 158 (Fig. 5).

[oo88] If a change in focus away from the current address field is detected
in step 404 then the mobile device 10 (Fig. 1) may conclude that the user likely
changed the recipients, In the embodiment shown in Figure 6, the method 400
may Involve reading list of recipients from the address fields and comparing the
reciplents with a previously stored list of recipients. If a change in the list is
detected then the method 400 may go on to determine if the requisite certificates
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are available on the device and imitate searches for those that are missing, as
was described above In connection with figure 4. The search triggering
component 64 may then store the current list of recipients in temporary memory
for use in performing the comparison again if the user returns focus to the
address fields, for example to add or delete a recipient.

[0089] In another embodiment, the method 400 may presume following
step 404 that a change to the recipient list was likely and may assess whether the
requisite certificates are available for all the recipients and initiate the search
process described in connection with Figu_re 4 for any missing ot invalid
certificates. Other variations will be apparent to those of ordinary skill in the art.

[0090]  Certain adaptations and madifications of the described embodiments
can be made. Therefore, the above discussed embodiments are considered to be
illustrative and not restrictive.
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CLAIMS

A method for securely sending messages from a sending device to a recipient over
a computer network, the sending device comprising a messaging application for
composing a message to one or more recipients, each recipient having an
associated certificate, each certificate comprising a recipient-specific public key for
use by the sending device in encrypting the message for transmission to the
associated recipient, the sending device comprising a memory storing one or more
certificates in a key store, the method comprising the steps of:

detecting input of a new recipient in an address field of the message,

in response to the detection of a new recipient, determining whether the key store
comprises a valid certificate for said new recipient;

if the key store does not comprise a valid certificate for the new recipient, initiating
a search of a remote source for said valid certificate through said computer

network; and
downloading said valid certificate, comprising a public key for said new recipient;

wherein said steps of detecting, determining, and initiating are performed prior to
receiving a user instruction to send the message.

The method claimed in claim 1, wherein said step of detecting comprises detecting
that said address field is active and detecting user input to said address field.

The method claimed in claim 2, wherein said step of detecting user input comprises

detecting keyboard input.

The method claimed in claim 1, wherein the messaging application comprises a
user interface having a compose message view and wherein said user interface
comprises a plurality of fields, and said plurality of fields comprises said address
field, and wherein said step of detecting comprises detecting that said address field
is designated as an active field and then detecting a change in designation such
that another of said plurality of fields is said active field and, in response to
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detecting the change in designation, detecting input of the new recipient in the
address field.

The method claimed in claim 4, wherein said plurality of fields comprises two or
more address fields and wherein said another of said plurality of fields excludes
said address fields.

The method claimed in any one of the preceding claims, wherein said step of
detecting input of said new recipient comprises reading a current list of recipients
from said address field, comparing said current list of recipients to a stored
previous list, and saving said current list of recipients as said stored previous list.

The method claimed in any one of the preceding claims, wherein said step of
initiating comprises determining whether an active search is in progress for said
valid certificate and, if not, initiating said search.

The method claimed in any one of the preceding claims, wherein the method further
comprises a step of determining if an active search is in progress for a certificate
corresponding to a recipient removed from said address field and, if so, issuing an
instruction to cancel said active search.

The method claimed in any one of the preceding claims, wherein the method further
comprises the steps of encrypting the message with said public key and
transmitting the encrypted message, wherein said steps of encrypting and

transmitting are performed in response to receipt of said user instruction to send.

A user device for sending secure messages to a recipient over a computer network,
the user device comprising:

a display for rendering a user interface showing a message, the user interface
comprising an address field of the message;

a user input device for receiving user input;

a memory, comprising a key store for storing one or more certificate ;
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a processor for interacting with said display, said memory, and said user input

device;

a messaging application executable by said processor for composing and sending
the message;

a search triggering component executable by said processor for detecting input of a
new recipient in said address field, and in response to detection of input of a new
recipient determining whether said key store contains a valid certificate for said
nhew recipient and if not initiating a search for said valid certificate; and

a certificate retrieval module executable by said processor for searching a remote
source for said valid certificate and downloading said valid certificate, comprising a
public key for said new recipient;

wherein said search friggering component is adapted to detect input of the new
recipient and instruct said certificate retrieval module to initiate a search for said
valid certificate prior to receipt of a user instruction to send the message when said
search triggering component determines that said key store does not contain said
valid certificate.

The user device claimed in c¢laim 10, wherein said search triggering component is
adapted to detect that said address field is active and detect user input to said

address field.

The user device claimed in claim 11, wherein said search triggering component is
adapted to detect input through said user input device.

The user device claimed in claim 10, wherein said user interface comprises a
plurality of fields, and said plurality of fields comprises said address field, and
wherein said search triggering component is adapted to detect that said address
field is designated as an active field and then defect a change in designation such
that another of said plurality of fields is said active field , and, in response to
detecting the change in designation, to detect input of the new recipient in the

address field.
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The user device claimed in claim 13, wherein said plurality of fields comprises two
or more address fields and wherein said another of said plurality of fields excludes

said address fields.

The user device claimed in any one of claims 10 to 14, wherein said search
triggering component is adapted to read a current list of recipients from said
address field, compare said current list of recipients to a stored previous list, and
save said current list of recipients as said stored previous list.

The user device claimed in any one of claims 10 to 15, wherein said search
triggering component comprises a componeni for determining whether an active
search is in progress for said valid certificate and, if not, initiating said search.

The user device claimed in any one of claims 10 to 16, wherein said search
triggering component comprises a component for determining if an active search is
in progress for a certificate corresponding to a recipient removed from said address
field and, if so, issuing an instruction to cancel said active search.

The user device claimed in any one of claims 10 to 17, wherein said messaging
application is adapted to encrypt the message with said public key and transmit the
encrypted message in response to receipt of said user instruction to send.

The user device claimed in any one of claims 10 to 18, wherein said user device
comprises a handheld mobile device and wherein the computer network comprises

a wireless network.

A machine-readable medium executable upon the processor of the user device

claimed in any one of claims 10 to 19, for implementing the method of any one of

claims 1 to 9.




