; | JKLIMNOPe3e| NB6xTM Met hod to protect software against unwanted use with a
"condi tional branch" principle This invention concerns the technical domain
of data processing systens in the general sense, and |54mmmm1mm I’|| |y
aimed 'at the means of protecting software running on s m essing
systens agai nst unaut hori zed usage. Thi subj ect of the inveniygpa ains in
particular at the nmeans of protecting software agai nst unauthorized usage,

! | rotecting ai nst _unaut hor i ;
mat or a1 | zed By Ra R oREr S ety wapbtic Bog Ve FeoPMicRRl Brio¥z i cal

domai n abguicigléle mai n probl em concerns the unauthorized usage of software

by users who have not paid the license rights. This illicit use of software
causes an obvious loss for software editors, software distributors and/or
any person integrating such software in products. To avoid such illicit

copi es, various solutions, in the state of technol ogy, have been proposed

to protect sofqd. . otection.solution is known, which nmakes use

of a hardwar ce}f%% e(r:l{l;lg§gliscfg}slle}'h?' Eegﬁwaggmaalamf A[2-ProgesEAng FISEMS dndlae

prot ect i orgelientl @énseden@!ie morS\YsibeidelP a8 tdt We KEans YU hat the
sof tware executes only in pr Q;tgnce %f t he key‘.3 Yeatn,§ It %ﬂ%yﬁégsgggﬁﬁ%w edged
t hat t hi s r8Mng p saidglatapsedessing systdvesagadnst uhaythariedisagehe i nconveni ence of

bei t . ill-intenti d . hack , With th
o a ot et T BEHR of1 e o ioT PG 8 ARURO oft BoRo oF Ghpleeng |
i nstructi gofiwafe dgafsPhiubifdrized ue¥,; udihg Q%?%n%%gﬁgk@gﬁn&tgsﬁk%

e
itlicit copies corresponding to nodified versio re able to
run wi t howmittheimngmomraenly orteriatizesbyea chiptiasd s mbterial keyrondUSBgogiener al i zed
to all softwgf in.as h as jt is difficult to connect nore than two
protection \Ii\%/l_gth? &e?%cagﬁ@agy §ff%vr?r Sﬂ}‘ﬁénaéﬁ HreRlpmotonceras the awenibarizads
preci sel y uggef 6Mebifvehra b§Usstis ivid hove B ST E@ds@?%ﬂts?ﬁ"ﬂ&' {5t ﬁé’ gf opast ng
a process to protect a Software agai nst” unaut horized usage, USI ge ad hoc
pr ocessi ngoBwarcrransssianiabyiousiless fonseftwart editors hofiwaes distibutdrs aad/br anypni t i s
necessary for the software to be conpletely functiopal, So as to reach such
a goal , tllijgl%gﬁ BPtSEEa%BE sPﬁté s?iﬁ‘ggﬁtm ogHciRe ?ié‘valdpﬂ‘} éhbmtt ¢PDigspVaEeus usi ng
at | east qpl@tibhs) ik théitdte b etRHYIAYY, Rhvd BRAPrPRES R IBRAH gnd 2

menori zation neans, a vulnerabl e software against 1ts unauthorized usage,
sai d vul ner abihiisshprojgetion iselutign s ke dvhick makesussrofe landivave pkotegican a dat a

rocessin t T rocess accordin o the,inventign c ri ses: --~
guri ng a g¥% ectl ona%ﬁ Sgrcd c?ogﬁqnﬁﬂpga‘gfétpé???‘é@“sﬁyt %Sr?@ng?em;)s“@hcﬁ)si ng,

n the sopratectioh kdyestiouldgizadtieg: Gt tHessRwe dx@aits RS if PifehboBRindT anch.
- by choosing_at | east one portion of the source of the vulnerabl e software

cont ai ni n§C%tYatcih Fushhe acknowdedzed thit this selution animkffectivie\bepaused dicpragenes sour ce

of the pr . t source .of. the vyl nerabl e software, by
modi f yi nga{gﬁﬁ%‘gglgﬁgé%%@é %s%%{%é??y%%ssb dffntenfioned person gz 2 fiaeker cany o
sof t war e withaht aidofapediaiiced toote stdltias dissbseablets) Aelefe thd Cortfl itRnfiodd e

2

e
protected software, this nodification being such that during the eXxecution
of the pr 8t tspEetectiam kays it:becomes ther possitle io make flicit copiessocermspendlingitd he dat a

processin X i on t is execyted.in a unit,

obt ai ned Plroom i ﬁe r%pgsngfﬁl%lcstg ﬂ%ﬁ%ear%q%g? g'érb% °%‘?‘8Pﬁ‘§?"ﬁlm; Nbrﬁ?ﬁ?rt'ﬁbs second
execut i onsqlatién exobbe geAdraligssio dihsoftware! imagahdd % Rfis aifabRas) cGiscchosen
conditional branch and puts at the data processing systenis disposal, a

pi ece of Merethantvepretpction keys torthespmesydsmcut i on part, to carry on its

execution at e.ghose ot.. - _.and .b roducing: .~.a first object part of
t he protect e(’iﬁh go?‘ﬁ]\}\%? e‘?f ?l?eo yshEon O?H%e%ﬁmstef}'e agr%idé?ﬁ &d sQlytipnatoe thes 5 ¢
first obj gfetenpditionb@ipieblenshb Shitig RO pEdeBssC P Dbtk Qn gms: ’ ted
sof tware, appears a fl?}rgst. exe%tr}?{it)%n pgartpwhisch i%&‘gc%%’ |nelgﬁgﬁ1§€1ta
pr ocessi ninanharized asagesveing an ad bas precessing iand menkarizingunit snaatidh ahat  at
| east one,chosen condifiongl, branch i.s executed in the unit, ~ and a second
obj ect paft€ p5‘?se{1‘f‘f‘e°%”8£'§d“f1§ds uehepsagy for tg%ﬁ%ﬁ%@é?lhe epmelstely fnctional.ng such
that, after 4glQaag feQcH j b@&ﬁ’o‘?% ion of the
prot ected software, a‘fopg’g:rhg'El gﬁég’ g{eélc%un ¢ Mvehfi EceHlS' £'Brd¥osd

protect, using at least one blank unit including at least processing means and

IR gy
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3 execution part by nmeans of which each chosen conditional branch is
executed, and upl oading the second object part to the blank unit, with the
intention of obtaining the unit, ~ and during a usage phase during which
the protected software is executed: in the presence of the unit and each
time a portion of the. first execution,part inposes it, executing the
functionality of a conditional branch In the unit, so that said portion is

execut ed GRer@eiakivn AAchnk N at vulRQINE KWEERErY ’agﬁiﬁl&t ﬁg %ﬁﬁt{lﬁgﬁe}f) IL&ﬂé@{g %?llgs of the

conpletely functional, and in the absence™o e uni _

request byulnepable saftwaé being piodused froatatomne pad wotking@ @ aUiat proessing

functional i té/rpoii a conditional branch in the unit, not being able to
e

fulfill s&vd hipRrocess ppeaading to the IRYEtoRCOmMPEERS: sai d portion is not

execut ed corried nsequently, the protected software is not
conpl etely func?kéﬂg@.gak%@%hrag@ng to a variant enbodi nent, the process
accordi ng to e hecreatit@niprofRcie@pfiwaes, during the protection phase,

nodi fying the protected software: - by choosing, in the source of the

prot ect ed soft war e, barchoasing, inrtbe senrcesofdthechidsarable wodlivtares nal ledst asmehes, -
by nodi fying at | east gne hosen portion of the source of the protected
software, this nodi 99°OHBLPBASG such that during the execution of the

protected soft V"a-[e’b)hféﬁo&\{ﬁgr 3k llee{s?&ﬁfeiogﬁ'ﬁfoht ¥r g{e ?%uerkggoigwgn@ﬁ%g en series

of conditional branches Is ‘execute neans on part,

in the unit, - and dftwarecentiining at ldabieorfe dhetenaoheitionflarhnd®f t he prot ect ed
software, said first object part being such that during the execution of
the protected softwefoduciag psauice of e piptastedsoftverssfromrthe stweeof ther i es of

condi tional branch j i he.-unit. .~ and the second object part
of the protected sﬁﬁ‘*ﬁ?@,ﬁgmpﬁsé’?&%&%’%éf least png, ghosen ?ﬁ?W"t‘Pg{hF after
upload to the unit sineedof ithg vulirradieaoitvare &f obfagh RF AbREtRE $BHIHAr €.
appears the second executign 4 part by neans of which the overall

functionality of atPrdesef thesourcsof thepriotestedspftwared ithis oredifidetionbhiag i s
execut ed. Accordin r i t ocess according to the
gsuEg tﬁt Qgﬁ{lﬁgle%ge%%ddfﬁ%ggeggﬁ st’tware.

i nvention conprises: duri 0 tion
»  afirst execution part is executed in the data processing system and

a second execution part is executed in a unit, obtained from the
blank unit after upload of information,

> and the second execution part executes at least the functionality of
at least one chosen conditional branch and puts at the data
processing system’s disposal, a piece of information enabling the
first execution part, to carry on its execution at the chosen spot,

- and by producing:

» a first object part of the protected software, from the source of the
protected software, said first object part being such that during the
execution of the protected software, appears a first execution part
which is executed in the data processing system and whose at least
a portion takes into account that at least one chosen conditional
branch is executed in the unit,

» and a second object part of the protected software, said second
object part being such that, after upload to the blank unit and

during the execution of the protected software, appears the second



nmodi fying the protected software: - by choosing, in the source of the
protected software: ~ at |east one algorithm c processing which during the
execution of the protected software, uses at | east one operand, and enabl es
to determne, at least in part, the result of a chosen conditional branch,
D at | east one portion containing at |east one chosen algorithmc
processing, - by nodifying at |east orme chosen portion of the source of the
protected software, thj [ fication berng.such that: ~ at. | east the
functionality of at Ieg’getcmg%{ef’%rﬁgggheay 8%P'glcﬁrﬁa8 ﬁﬁ?f%@?‘ﬁbo?ag%é% ted by
means of the second expGibéwgd,part, D at |east one chosen algorithmc
processing is split so that during the execution of the protected software
appear by neans anfd upledinetbe decend objecoparptir the biemkamit, withsheé fténtionedss
nanely: O the pl et{%,n of at, | east one operand at the unit's disposal, O the
carrying out in QRS UY¥E (he functionality of the algorithmc

processi ngyo : i . I b t he pl aci,ng of at

| east oneg?es%ll}ﬁdugit%g&t§ tﬁ%asgggg{ g%@%@%&@%b@&§&§?ﬁé 8%383}%?’?&69&9% unit, -~
for at |east sonen@hopesenat gﬁfﬂetlﬁhmeﬁld%él?ﬁﬁl%iagﬁrrﬁ&{ SP%e HEAHTROARi o pardef | ned
so that during the execution of the protected software, each ste;? comand

i s executed by tipWwosgsHtexesusing theofunplionalitinef a sondijiems! hrandhhia therimit, sohe
execution by mee{ﬂ%t soifd toh second {e?ecuti pn t, of a st]S'p ~ and a
sequence of the ‘Stepy ¥ AErcared Fouaet ya?fgﬁ%‘a{’ sansegyenly, thespretegtednces
al 'owi ng the exeofivafdisebmpheclpfigictiehad software, - and by producing: the
first object part of the protected software, said first object part being
such that duri ngndlie thexahsendeaf thé unih eng inspitetefdhes réquestibg a fiditos bR

commands are e ted according to the chosen se nce, .and_t he second
obj ect ;s)art ofxteiﬁgt BregrEn B#%%FF%%&%&P% E‘ qgfeﬂ)ﬁf”é‘@fm‘ﬁ?érhm@ilﬁg such

that, after upl qpduh#®, ﬁd%%elhi%i dbl&RPnf shid rE&\%s@é&?é&l&,S%b g\%t IEade's@ieCt ed

sof tware, appears the seco execut1on part “by neans I ch "are execut ed
the steps triggaottibibys e execwted ecomeotly amdpthat consegnenttiy rthe gproteetedsage
phase: in the pregsence o{ t h uploﬁl and ?ach time a step command cont ai ned
in a portion of SPH¥GFIP ?ﬁ%@ﬁ?y neonali nhoses it, executing the

cor respondi NQ\cebling Bo fahGaritit tembtRIhER! 1RALFHBY Béc%dehg (5 REY Gehtfopl rectly
and that, consequently, the protected software is conpretely tunctional,

and in t heomprsescduristg theyprajestion phases piodifying theprotestpdosfiviaye:a portion of the
first execution parnt, ,to tri r the execution of step in the unit, not
being able to falfidd CI?QFIBg’r@%ﬁ%ﬁmﬁﬁpigg@tﬂr?t?c@g spitwareg st Ieast 9pe 8efi$ porti on
i's not executed corgfembisn dnditloRdlbrafdseauently, the protected software is
not conpletely

~ by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, the overall functionality of at least one chosen
series of conditional branches is executed, by means of the second
execution part, in the unit,

— and by producing:

»  the first object part of the protected software, said first object part
being such that during the execution of the protected software, the
functionality of at least one chosen series of conditional branches
is executed in the unit,

> and the second object part of the protected software, said second
object part being such that, after upload to the unit and during the

execution of the protected software, appears the second execution



functional. According to a preferred enbodi nent, the process according to
the invention conprises: -~ during the protection phase: nodifying the
protected software: - by choosing at |east one variable used in at |east
one chosen al gorithm c processing, which during the execution of the
protected software, partially defines the state of the protected software,
- by nodifying at |east one chosen poﬁﬁion of the source of the protected

software, this nodificatjon being.such that duyi t he .executjon of the
protected software, atpﬁggtm??ﬁé%&%\?g]ﬁt P?’%fﬁ{leﬁqg?t‘ hTye%’g%t lspt @spy of
chosen vari abl e resi degydsh tdies WPEdnditiofil b cing: Dthe first
obj ect part of the prot egt ed S(S)ftvvanrtla,losai @ﬁ?%sg%legﬁ g@f part bei ng such
that during tAveowshimrtd hqrefofred embpdment) td motdswaiceordaig toestin@éiRiopor t i on
of the first execution part takes also into account that at |east one
vari abl e §PMBHS9Seast one copy of variable resides in the unit, and the

second objgc cted software, said second object part being
such t hat ,_fa %‘gﬁéhhﬁﬁ%‘é%&t?% é}ﬁatg&unit and during the execution of the

prot ect ed sofet maﬁwifﬁj,%malpsotéﬁsdmd; execution part by means of which at
| east one chosen variable, or at |east one copy of chosen variabl e resides
too in the unit,— ~ ynehogsing iy thesouneeanfehp hoderted software: presence of the unit
each time a portion of the firs ecution part Qses it, using a

exec| I, .
variabl e or a copy of 3 drast gpe aleguhmis proges IH%VY}Hﬁg{),du%'bg thesxeeution or ti on
i's executed correct!y @adybidakd sRRGRIUSA htieadt MieRIREMA! Gk SOMIANAE | S
conpletely functional, and in the absence OF t he urlnllt, inspite of the
request by a portion odetenmind,i atsteastx e partpithep aesultt of usehmen abhdibibgalor a
copy of variable residlignc in the unit, not being able to fulfill said

request correctly, so THY h’at | east said portion is not executed correctly

and that, consequent| el fagstPért 6kise SR Catl 2adl UncCOBbL bidotighact [ onal
According to another preferred enbodi nent, The process according to the
i nvention conprises: -~prdoessing, t he protection phase: defining: - a set of

el errentar'y functions whose el epentary functions are liable to be executed
inthe unit, - 5ndq3¥‘§88‘%ﬂPgQF§§rﬂ“ﬁr°§‘°%ﬁ%ﬂ%°f@° soyrcg of dhe protestedment ar y

functions, software, this modification being such that:

» at least the functionality of at least one chosen algorithmic
processing is executed by means of the second execution part,

» at least one chosen algorithmic processing is split so that during
the execution of the protected software appear by means of the
second execution part, several distinct steps, namely:
¢ the placing of at least one operand at the unit’s disposal,

0 the carrying out in the unit, of the functionality of the
algorithmic processing on at least said operand,
0 and possibly, the placing of at least one result at the data
~ processing system’s disposal by the unit,

» for at least one chosen algorithmic processing, steps commands
are defined so that during the execution of the protected software,
each step command is executed by the first execution part and
triggers in the unit, the execution by means of the second
execution part, of a step,

» and a sequence of the steps commands is chosen among the set of



said el enentary conmands being liable to be executed in the data processing
systemand to trigger the execution in the unit, of the elenentary

functi ons, constructing exploitation nmeans enabling the unit to execute
the elenmentary functions of said set, the execution of said elenentary
functions being triggered by the execution in the data processi ng system

of the elenentary commands, and nodifying the protected software: - by

choosing in the source rotec of .t wa at, | east,one step which
during the execution of Q{lﬁgelg%raof’gérf%thggé%mPQ?ﬁ@é?r?ﬁe%tggmﬁw?rﬁe
functionality of —anaﬁdgj?f)fddh&h . processing, - by nodifying at |east one
chosen portion of the source of the protected software, this nodification
bei ng such that: D at Itheafitst objectqianisefiths pegtedtad sqftwire, said filt objeéti pagt t he
execution of the prot e%tﬁed sof tware, said step is executed by neans of the
second execution part, °gEgsYcluihehduring theeypeution of thapmtsetedisoftwars thme

chosen step, el enentar i o) e.source of the
protected software, s ogEeﬁg'?&g@rgﬁ%%{rg ﬁ;ééuleu%gf(’:%%c?%hn%tf’ tt{;'%glo&xb?e@g?%c& > sof t war e,
each el enentary conwandnd sheeseecnd eBjebypdrhef the sibtette@Golivar, BattseddtH
triggers in the unit, the execution by neans of the second execution part,
of an el enentary funct ioBigct parhbging suclythah agetplosdbtogthe unittand dutogttends i s
chosen anong the set of | | owi.ng .t he executjon of the protected
sof tware, - and by pr ogﬁ%ﬁ%é&%iﬁfﬁﬂéohc}r{ggt&g%ja@ecta%%i fe¢qpd WS‘B&E} ed
software, said first opaRGY nikant obwhidd aweibcﬁﬂaatthéméﬂsrtﬂgéé?édE%ﬁfébﬁﬂgf’” of
the protected software, the elenentary conmands are executed ‘according to

t he chosen sequence, ne&¢MipRpatecond object part of the protected software

al so cont aini i j.on means, said second object part being such
t hat , aftg? up ch.’gﬁ gﬁf#%géﬁﬁsg‘and during the execution of the protected

sof tware, appearf thBreRaeNEt el ki) e fimBY HEFBSmAandRbfitdindliSnSxecut ed
the el enmentary functions triggered by the first 8 execution part, 3 and

during the usagePqtior @f the first lsxeqution nacteimyfoseshis, ewvcutimgntheamelespondingan

el ementary conmapnd confai ned in por.tion .of the first execution part

i nposes it, exgcﬂ?l? nlg &ﬁeu gr P%stﬁ%tna?lﬂgp%‘?@ﬁeﬁt exerutel nEqIresHY i #p H‘gatuni t, so
that said porti oforséqrigg, theproteiddditiwaréRtolipidtelytonepaaent |y, the
protected software is conpletely functional, "and”in the absence of the

unit, in spit%e odndindhe abpgaes ofithe unidntspise obthetrbguett byst partion of therfisart, to

trigger the execution of Lementary function in the unit, not ing able

to fulfill said PSqUER P"ég;}? 3‘8%% fﬁ“‘sSX“tcﬂﬁ?“ afamaslp S bt ot bring qgie not

execut ed cor r ectfoyfubfiltl sdifl equeStoctt RS NMd that ﬁthéad?rsﬁ’iﬁgg)}%ﬁ ott\é%c%tﬁ not
enbo e

conpletely functional. According to another preferr I ment,
process accor di repreestly taadithate pensequendiyp thesprotected software is not completely

functional.

According to a preferred embodiment, the process according to the invention
comprises:
=> during the protection phase:

¢ modifying the protected software:

— by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected
software, partially defines the state of the protected software,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, at least one chosen variable or at least one copy of

chosen variable resides in the unit,



~ during the protection phase: defining: - at |east one software execution
characteristic, liable to be nonitored at least in part in the unit, - at

| east one criterion to abide by for at | east one software execution
characteristic, - detection neans to inplement in the unit and enabling to
detect that at |east one software execgti on characteristic does not abide
by at | east one associated criterion, - and . coercion neans to inplenent
in the unit and enabl Lroﬁucifi %\.grmthe. data processing system and/ or
nodi fy the execution o % S \ar e, when at |east one criterion is not

abi ded by, construsti fig filsols¥gipai &tth@@r&eaéws&fw&b,idamﬁﬂ%gﬁw art 0 al so
i npl ement the detection nmeans and the coercion neans, and no |fﬁng t he
protected software: - Byingiaesibhatduring ghesexeontiorsof thegreteeted suftivare, at
characteristic to m)niliort, anon thﬁ soiftvvare execution characteristics
liable to be nonitored,® @eﬁ%‘g"‘b S T shecytipnpartiakes:3lse wite ageoiat abi de
by for at |east one Chﬂﬁi?ﬁtEﬁt%‘ﬁ@%ﬁ%‘l@%‘r‘%f&ﬁst%@% Sszﬁ-ﬁdb‘fere'idgé’\i,{ﬁhoos' ng
in the source of the protected software, elementary Tunctions For ich at
| east one chosen sof t wélreaunétxecut i on characteristic is to be nonitored, - by

nodi fying at | east one chgsen go tjon of the source of the protected
software, this nodiPi c2R¢ HIF % fff[;O Getparh af theuprpiegted feftasaes saidosecernd t he

protected software, at P%@a%%m%pﬁﬁg%élgﬁ &’hﬁ[’ﬁ@ earni ) ubﬁglttﬁ%

noni tored by means of xecut1on par and tfa t

criterion is not abi dedxdoytibmeaflthetmrotebrddwtfitvaps, appeuss (e SYSicMRBRYidS
i nformed and/or to a nodi Li cation_of, the_execution of the protected

software, - and by proB® PHIPRLOEWRIGHR lgsleane chasan variablee opatdeast erel

sof tware containing thg Abidiv 236153 el ?lrrenti ng the detection
means and the coercion (@gﬁs, ségll ﬁ@econ%a%ﬁoég? part’ bei ng such that,
after upl cad and duhiag tird dsagephaderr i ng t he execution of the protected
software, at |east _one software execution characteristic is nonitored and

the fact that® a ®rthediesspcs of Higrumibeashotimg 4 pertion of the Sirgtaxgeutioncpret si ng

system bei ng inf ; . | £ ' he exegcutign o he
pr ot ect ed soft\/\/afra{eﬂ,gg giﬁ&%g&rcfu{r’%%ﬁgleﬁgd ‘f’g&g&éﬁgﬂ%@é? és“lﬁﬂgflh@edllngs%on QE of the
unit: - as |ong said Poltidnhés exdcutedi &m@tllye&nbﬂiﬁt,naoﬂseq@nh?r! e PRIt ed

execution characteristics of all the npdified portions of the protected
software are abi??gwaé?fscéﬁ@ﬂﬂt?lﬁﬁ‘%i%?l’porti ons of the protected software

to work nom nal | p i rot.ect ed . sof r 0 work
o nal 1y, - and S RREERE Yo 1R 3blel B bidFedleR] REL BRrGRR of RS i
noni t or ed executéxeoutidiopactoase a tvaralslé oaamepy‘rbﬁmbletx’eﬁdﬁffg%%@ﬁt nef tware
is not abided by, .informng_the data Frocessi ng systemof it and/ or

modi fying the fUifiRg ehle tylfill spid reguest eprrestly: sacthat aftleast said pertiands aot so t hat
the executed correctly and that, consequently the protected software is not
completely functional.
According to another preferred embodiment, the process according to the
invention comprises:
-> during the protection phase:
e  defining;
—  a set of elementary functions whose elementary functions are liable to
be executed in the unit,
— and a set of elementary commands for said set of elementary functions,
said elementary commands being liable to be executed in the data
processing system and to trigger the execution in the unit, of the

elementary functions,



io functioning of the protected software is nodified. According to a
vari ant enbodi nent, the process according to the invention conprises: -~

during the protection phase: defining: - as software execution
characteristic liable to be nonitored, a variable of measurenent of the
usage of a functionality of a softwar - as criterion to abide by, at

| east one threshold associated to each vari abl e of neasurement, - and

actual i zati on abl i.ng . e variahl e, of

measur enent , gg(%gtryc ﬁgﬁgﬁée%fggﬁggéﬁe%@%iﬁ?@ééﬁ@ 2 FARTYI et%%“ﬂﬁ?‘iy to al so
i npl ement  the acfubi@iongaéfi guid RANhe ex@BEHiTHOBF k¥idNQlemBitaly RlRELAI bepkt Ware: -
by choosing as software execution characteristic to noinitor, at |east one

vari abl e of neastiggaredby diie exesutiemigethofdatat proesssing systey of the@ahértyryof a
software, - by choosi rbg: D at |east one functionality of the protected
sof tware whose FEFYRMY: |jable to be nonitored using a variabl e of

measur enent, gat dn@%&di%f?@ﬁaﬁc@#@d?gﬁ%&s“re”ent used to quantify the

usage of said function east one threshold associated to a chosen
variabl e of neasur epectioosigl idstheRGINRY of théptotetidd SIfvaon 184st dab diep
functionality, arid at |east one nethod of update of a chosen variable of
measur ement dependi WhicBfluring the syecutipn | the pratected seftwarg, carriendubthe

nodi fyi ng at | east . Qhti f. the source of the protected
software, this mdi@cé@gv‘#&%ﬂﬂ St 5‘5‘9%1?{8{5?551&&(! ng the execution of the
protected sof t wer e, by MBdHfhEaPlelstUneBABSH SR ofﬁle%&:;é@'o'fiﬁ%dqﬂebécféﬁans of

the second execution part depending on the m usage of sa unctionality,
and at |east one t hofistane,dhis nuxkifieation beinglsech that:o account, -~ and during

t he usage phase, in the presence of the unit, and in the case where at

| east one threshol d cr%)tslg?sﬁﬁn%fiﬁ‘?s@ﬁ{?ﬂd? ﬁé\‘ttSB tgact Juzing the,execption pf e ysage
i's detected, informn ngplobRtddodoRiviid GARD LB iS BRI Yy MbardSY BE SRl Vi N9
t he functioni ng of thgpport'i on of the prggéct ed sof tyvvare, sotﬁéﬁat tdhe
functioni ng of the pro¢xestiden past, tuangelémentarglifiinotions,According to a vari ant
enbodi nent, the procesg _according.to the invention conprjses: ~ during the
protection phase: ﬁeffolgiaﬁge'asf_joq pfhosen F@B’s@e‘Bﬁ%taVa‘F‘?% SoAe ptegatednent |

several associated threshigd deurce andhéli frbRERAt sTRFE] 89 ABANRRE' ffesPondi ng
to each of said thresholds, and nodifying the protected software:
execution of the protected software, each elementary command is

executed: by the first execution part and triggers in the unit, the
execution by means of the second execution part, of an elementary
function,

> and a sequence of the elementary commands is chosen among the
set of sequences allowing the execution of the protected software,

~ and by producing:

»  the first object part of the protected software, said first object part
being such that during the execution of the protected software, the
elementary commands are executed according to the chosen
sequence,

> and the second object part of the protected software also
containing the exploitation means, said second object part being
such that, after upload to the unit and during the execution of the
protected software, appears the second execution part by means of

which are executed the elementary functions triggered by the first



- by choosing in the source of the protected software, at |east one chosen
vari abl e of neasurenent to which nust be associ ated several threshol ds

corresponding to different Iimts of usage of the functionality, - by
choosing at |east tw threshol ds associated to the chosen variabl e of
measurement, - and by nodifying at |east one chosen portion of the source

of the protected software, this nodification being such that, during the
execution of the protegiRdtigPpiryare, the crossings of the various

threshol ds are taken into account differently, by neans of the second
execut i on Parand duriag thedusagephaséte usage phase: in the presence of the unit:
in the case wherge tf}\ge crossing of a first threshold is detected, enjoining

the protected sofithaPesense of eyt andecagh Himeashemeniary cagmandontajneshy nor e,
- and in the cas : L he Chas$ing of second. t hreshol d i s .detected,
12 meking i neffe@t%ggﬁ Oél ?gr?‘gsglltggr}\dfeg%c“ﬁ_ﬁﬂc{)‘%n‘é‘i‘qqs? éﬁdf’ﬁ?cu*ta‘f‘gl t one
portion of the pioptesgdndthgs efchibmiaty MGARTNINThE G, ‘é%rtlﬁf‘tsaﬁnpeﬂfoﬁe@’ the
process according to the 1nvention conprises: during the protection phase:
defining refilliggouednerreasty| any that, ceandéquently,l s tproeeted ofdfiveare is
functionality nonit :irtelg'i%% a variable of measurenment wth at |east one
it (e

addi ti onal usage‘fOmp PRy t he expl oitati on neans al so allow ng the

unit to inpl gre t; bhdel : | £yl the..
software: - by %gggﬁ%ﬁsﬁﬁ%hﬂ%ﬁ?g}gylgﬂfetﬁg?éo ééct?)gc? ésbgp‘&\if\gfr.@%tfg% | east
one chosen vari adxieeutin pargstorteiggert thenadecutivgn 6 ah ielénheritdte fusagm B (R
functional ity and.whi CE’ mjsémbe ble tq be credited with at | east one
addi ti onal usage™™b 19k hemne apleyte 3}‘1@31 spid |request eoreectliios@ that ittleash saidh s
nodi fication bei : i I idLi t. | east
one addi ti onal uﬂs?gtéifpgg x{'g? ae}xggg%d %%g%?%%tﬁlﬁotﬁ%’ i‘%’gsﬁﬁ‘?ﬁt §p%1ﬁd$r§§e°?eg a
chosen vari abl e softwaesis motcmmpleehnfunetienabdi t ed, ~ and during the phase of
refilling: rgeactyalizin st one_,chosen vari abl e of neasurenment

zZi at le
and/ or at | e4SOBHRE 48 YWD chrefanieds ARPRdimEt. o thet progessoppearding aet thene
addi ti onaknyaagecahplideg: functionality. According to a variant enbodi nent,

the process according to the invention conprises: ~ during the protection
phase: de¥i whurigg the protestidnt plaase: executi on characteristic liable to be
nonitored, a profile of software usage, - and as criterion to abide by, at

| east one fedt ur®sfiBMEsof tware execut | on, and nodifying the protected
sof twar e: —  at least one software execution characteristic, liable to be monitored at

least in part in the unit,

—  at least one criterion to abide by for at least one software execution
characteristic,

—~  detection means to implement in the unit and enabling to detect that at
least one software execution characteristic does not abide by at least
one associated criterion,

— and coercion means to implement in the unit and enabling to inform
the. data processing system and/or modify the execution of a software,
when at least one criterion is not abided by,

*  constructing the exploitation means enabling the unit, to also implement the
detection means and the coercion means,

¢ and modifying the protected software:

— by choosing at least one software execution characteristic to monitor,

among the sofiware execution characteristics liable to be monitored,



13 - by choosing as software execution characteristic to nonitor at | east
one profile of software usage, - by choosing at |east one feature of
execution by which at | east one chosen profile of usage nust abide, - and
by nodi fying at | east one chosen portion of the source of the protected
software, this nodification being suchgthat, during the execution of the
protected software, the second execution part abides by all the chosen
features of executi g{chedkghedal | rﬁ@ﬁg] RAGED! f the
unit, and in the cagg wher egj‘iﬁtlb?% Ozilgfcecte ettohat a?y{f%%%teleggr%?'ge%gﬁﬁe&’e of
execution is not absaftwarkgxedutibochvrmgeridtie, dat a processi ng system of it

and/ or nodifying the functioning of the portion of the protected software,
so that the funcTi ofY rfogsingnia Hieos@uee dfstiet peotected sobwiate, edemémteryr di ng t o
a variant enbodi nmen : pg.ocC accor,ding to the inveption conprises: -~
during the protecti glr?c%ﬁgsseﬁ)? gé‘?(ihni g:1°ast 2 Ang ghosgR s ﬁg’a’?etex\ﬁﬂgw
instructions are Ii&iblr&térﬁgﬁbes%%ﬁtbréd} the unit, - a set of instructions
commands for said instructions set, said instructions conmands being |iable
to be executed im tbemedifyingrabtrestinerhoyat portiam df the sout@adithd protdeeeduni t t he

execution of the instyuctions, - .as, profile of usage, the chaining of the
instructions, - as Toéné\'ad?’etﬁﬁfm%%@‘éﬁﬂnol?ﬁm%ﬁ‘cg%B@é’c“é@lgdhﬁpﬁc%}om Qfatﬁhe

execution of the inglotdéedd ¥eware. 36 1661 [ a ling to
detect that the chall%l)i ng of thaere’l nstruc%%n@éé%?%%?t@ogﬁ%gggﬁs “H the
expect ed one, - andmasitoreé byi meansedthe secvhd exenaivni pigt, taadithé edoniidee dat a

processing system and/qr to m)gi?_fy he functioning of the portion of
protected software FHENR Aeneh lﬁ?dnédea Shie the claga pracessing) sxstenm being
correspond to 14 S nRdPaRl 0, : r i expl.oitati means
al so enabling the uitrlllit to exe(ggtto eap_t oedlﬁ%tﬁbu%{f’?%%e%';}ﬁ{nhgplhﬁsﬂp%’% ns set,
t he execution of sasoftwanstructi ons being triggered by the execution in the
data processing syste of é}pe i nstructions commands, and nodifying the
prot ect ed sof t war e:an-dnl%i} nredheing e sgcond ehjecs martc pb s ppasected nofivatehe
source of the prote Sof 10V b T oL el engnt ary functions
into instructions, W“‘?&e‘g‘%ﬁ%&%ﬁﬁg @E%?Smglgbg q%‘ﬁ@ﬁ? "ggﬁ‘ft g?i%‘ftﬁ’él at
| east some of the imsdnsumtlitheisoetcion npahd)ehid ses@RISHj€N paft belify subh thatand by
transform ng the e:é{remr%ccommnds intqQ i nstructions comands
correspondi ng to tHEE ROk {q dhes updeand during, thej gxequgionref theaprotastedse, in
the presence of th } I re.dt: | ted.that.th
chai ni ng of the ingstoﬂaﬁ’odrfgeée%g)ggf% I'n fﬁ%&hﬁ#%hg%tgge%%(&;‘f l%g}oflétgf? dto
the expected one, ianddherfacytiabe crterian|is notebided bydysdsasief ddtd prabelsiig
nmodi fyi ng the functi oni nI? fE{fhe e@fétion of the protected so?_tware, so t hat
the functioning of PHEMLYYRE UMM rte ajmodifigationcef thasxesutipmgf the a
variant enmbodi nent, prhReteRsBRKER, according to the invention conprises: ~
during the protection phase: defining:

and during the usage phase:

o=

<

¢ in the presence of the unit:

— as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of thé protected software are
abided by, enabling said portions of the protected software to work
nominally and consequently enabling the protected software to work
nominally,

— and if at least one of the criteria corresponding to a monitofed
execution characteristic of a portion of the protected software is not
abided by, informing the data processing system of it and/or modifying
the functioning of the portion of the protected software, so that the



- as instructions set, an instructions set whose at | east sone instructions
work with registers and use at | east one operand with the intention of
returning a result, - for at |east sone of the instructions working with
registers: ~ a part defining the functionality of the instruction, ~ and a
part defining the expected chai ning fo% t he execution of the instructions
and including bits fields corresponding to: 0 an identification field of
the instruction, O : j ructi on: 15 * a flag
field, * and an expgg?ggﬂ?%gﬁ??#?@ﬁ??gg°€?§%2§g?aﬁﬁg'operand, - for each
regi ster bel ohgording dotheanapl @nbadiment, thansomss adskdingytot e inverdtigsct | ons
set, a generated identification field in which is automatically nenorized

t he i dent iPMPEEESon of the |ast instruction which has returned its result in
sai d regi sgerq - j ans, mnmeans enabling, during the execution
of an i nsf-?ucqulngﬁ?ﬁqfgrrgteggiéﬁsg%sg?and, when the flag field inposes it, to
check the equal idefinpig:t he generated identification field corresponding to
the regi ster used by said operand, and the expected identification field of
the origin of satd apsofowale exeamionxhamotzrisiiotiableao be M@ RBed RNriabR: t O
nodify the result of _the instrugctions, if at | east one of the checked

equalities is fal seOfREeYremeny of theisagaefra Ringtianalisrofasefimvarsnt , the process
according to the_in 40N C . . i he tectl hase:
Gefining - as & tripoRlin RIBLERY. o M IR, INGBAERGR6R B

i nstructi on commundvariabbksofanéldpentaft function, an el ementary function or
an instruction, - as an order, at |east one argunent for a triggering
command, cor r esponddisyaefialization mepnggnabling td aipidate ot rteast emetvaziablei of ed by
t he data processi ngmgéﬁltlgw%ntto the unit, so as to trigger the execution of
the correspondi ng dependent function, - a nmethod of renam ng of the orders
enabling to renadRstiRing tHE ExploRatith thearRind@bithg fhe JARTH AR fifﬁﬁf@ﬁﬁ%% iy th
renamed orders, - and restoring neans designed to be use8 In the unit
during the usagecpiatigatioramdansnabl i ng to restore the dependent function to
execute, fromthe ren d grder, onstructing exploitation neans enabling
the unit to Al s&lﬁdr%?cgﬁgﬁ&ﬁ%‘?tf"é@gﬁ? #reans, 16 and nodifying the
protected sof tvare: by chYosilO8S sOfwhid ddButt thftadniddd&oPhBhits! 61 {tvvare,
triggering conmmands,” - by nmodifying at | east one chosen portidbn o he
source of the prot euteevhrible ofmeadnyementarfithg usdpe ofatibast afe fuheatickalisen
triggering commands,.so as to conceal the identity of the correspondi ng

dependent functi ons®f@s By producing:

— by choosing:

»  at least one functionality of the protected software whose usage is
liable to be monitored using a variable of measurement,

» at least one variable of measurement used to quantify the usage of
said functionality,

> at least one threshold associated to a chosen variable of
measurement corresponding to a limit of usage of said
functionality,

» and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

— and by modifying at least one chosen portion of the source of the
protected software, this modification being such that, during the
execution of the protected software, the variable of measurement is

actualized by means of the second execution part depending on the



n the first object part of the protected software, said first object part
bei ng such that during the execution of the protected software, the
triggering commands with renamed orders are executed, and the second object
part of the protected software containing the exploitation neans al so

i npl enenting the restoring neans, sai d“second obj ect part being such that,
after upload to the unit and during the execution of the protected
software, the identi e As ' se execution is
triggered by the fi Iruéa)tgeg)ges%lgtl on%glarS’ irn%c{ wgé%ggét%%%%s%?g {8k cond
execution part, andidtbecdapendent functions are executed by neans of the
second exegution part, ~ and_during the usage phase: in the presence of
the unit ard dskdrngthe ysageiphases imglecmmmoﬁ/mc mnitearahindhe cakerwharoat ai ned
in a portion t i execution part .jnposes . it, restaring in the unit,
the identity %%Stt(ﬂl% @g)ésﬁélgp%rﬁa‘?l% CQUEBROREME 1y ftc Ioagtnong, Mmi Of (hspERy i | so
that said porddteied, Sin ek afar ; t 0 N

protected software is conpletel 3{af gﬁ;g%%é(l)ﬁng;??&aﬁno Ian?cﬁng@Sdéﬁ%neé I(gl?"::the
unit, in spit@nefoningof theupsstionpf thepmrotactad sufftvtang sbi that thexfenetiondiy #Art, to
trigger the etflecuti n, of, a depen@l‘gn function in the unit, not belng able
to fulfill sargPrUeiedofrs Baredifiedo that at | east said portion is not
executed corr iantC I r spftware.i s not
conpl etely fuﬁﬁét(%r%ilr}glq.g %A?g%?gi ﬂgﬁﬁgﬁgﬂ%a%? a{%{;&g%g%ﬂq%%ﬁo ﬁ‘ﬁemﬁ'%t&oe%s
accor di ng comprises:i nventi on conpri ses: m ~ during the protection phase:
defining fQr at.|east one dependent function, a famly of dependent
functions %I g‘gﬂng BIQ? C§°’éaﬁ?%| ent, but triggered by triggering comands
whose renamned, orgéﬂjlﬁnga_re different, and nodifying the protected software:
- by choosing, in the source of the protected software at | east one
triggering commend frtableastroasrdrishlelof measu@éifleritysevordl hssbBigted!thieSiasilis, ONe
chosen portion of the source of the protected software by replacing at

| east the renaned ofibdiffgrenberereinn means eorerspending toorachof said thresteidsyed

order, wth gnother med order. .triggering a dependent function of the
same fanily. a.Acc%{r%cfPéfglﬁﬁ%g &le\})é‘?tle e S%‘%tr’g%&i nent, the process according to
the invention couprip@ssosingdtithd butdohebRASHATsIARE at BELH Sl GhosdiP" At

| east one dependent function, a famly of "algorithm cald y equl valen
dependent functi onsvariablgy afomeasenement oa whie dmost bei associatddhaeverhbr mat i on
defining the functi&l?ab ]i(()iart of th&indeqencéiftgé furlctj on o execute in the
unit, - or by using tHe% 1 dePIPIPORIIE, i TRt (HBIS et r bRegP o T atkP t he
expected identifi cafunefiodaliey,ds of the operands. According to a variant
enbodi nent, the process according to the invention conprises: during the
protecti on phase: beehaosing at leasistwoethtrstiolds assepiatedrig thed clidsen variblsof a

ci phering nethod to_cjpher the orders, - and as restoring neans, neans

i npl ementing a deci%‘ﬁ%{ﬁf%e%t hod to deci pher the renaned orders and thus
restore the i denti {andby iédityifleRPIIAN onb WRGLOBSHIR S BEUdrd'of i UM T
The process according to the invention thus enables to protect usage of a
sof tware by using aprotesteds softryaran dhisemodifisation uding \sacls hthpt; edwritigs thde
characteristic of containi 3 & par% ?f thﬁwsoftware bei ng executed. It
fol lows that any deficyiipn of the protec ed software, the crossings of the various

thresholds are taken into account differently, by means of the second

execution part,
=> and during the usage phase:
e in the presence of the unit:
— . in the case where the crossing of a first threshold is detected, enjoining
the protected software not to use the corresponding functionality
anymore,

— and in the case where the crossing of a second threshold is detected,



18 version of the software attenpting to work wi thout the processing and
menorizing unit inposes to recreate the part of the software contained in
the processing and nenorizing unit during the execution, or else said
derived version of the software will not be conpletely functional. Various
ot her characteristics energe fromthe gescri ption nmade bel ow in reference
to the appended di agrans whi ch show, as$ non-limting exanples, enbodi nents
and i npl ement ati ons : j i; I L Fi es, 10 and 11 are
functi onal bl ocks dllngiélrn gprgef?#%gt? éea%rﬁégsgﬁlﬁdeﬁ%g‘ﬁcgségal}%ﬁg‘ifé’g At ﬂfﬁ?to‘?&e of a
sof tware respecti veportionof thegirteéted séftwarel ot ect ed by the process in
accordance with the invention. Figures 20 to 22 illustrate as exanples,
vari ous enbodh¢ROFHiBE 40 aaiamghamahadimentp|therpnedessy) acdveding doethe inmergieor dance
with the icnél%néi on. Figures 30 and 31 are functional blocks diagrans making
explicit R E?f‘eral principle of the process in accordance with the

i nventi on.>Fidiwing $he¥toteRtiddpRdse; di agrams illustrating the protection
process according to the invention inplenenting the principle of protection
by vari abl e: oi glefining5Qrefilling4 macans dieaghltgs to| breditr at | REstt MRePBRREEd ON
process according to the invention inplenenting the principle of protection
by tenporal di ssiHRFUAnREYY mendoredbise Yasiable af measurgments with| atsleasttoney t he
protection procegRifmaridbyd to the invention inplenenting the principle of
protection by elenentary functions. Figures 70 to 74 are diagrans

i |'lustrating e hecopstpiotiog itheexloitAvn medR atiotlowing 8 unf4s HapRdnf Rl M™eNt i Ng
the principle of protection by detection and coercion. Figures 80 to 85 are
di agrans il | ust rrﬁgllwgntl%s,prot ection process according to the invention

i npl enenting the pring [ ion by par renam ng. Figures 90 to 92

| e, 0f t ect I

are diagrans il Iaggtl?%(ﬁf)ﬁlbg@ﬁ@rﬁ?‘%?c&?é% ®process according to the invention
i npl ement i ng t he priy@idekipGh tHY ShEe!dfIhe Piot&AatidRing pﬁa' chblgur € 100
is a diagramill ust r}g‘?ii ng Fhe di fferent %Eﬁgses o0 I np ’g%%fﬁgg%‘?é:ﬁg% t he
subj ect of the i nvevariable. offncasneenich® endblingt todimis tnusapb oflafandtiodhligy Syst em
allowing the inplenentati on of the consiructjon stage of the protection
phase in accordancé 'Yvhl h‘é‘uftn{’/“eﬁm%oﬂ’. {’?ic ted ith @t Jeast pag @ddisignal

embodi nent of a preggggtom zation unit used in the 19 protection process
in accordance with the invention. Figure 130 illustrates an enbodi ment of a
system al | owi ng -t heandript modifyiagiab heast ond ehdsen ipsrtivak thig nidifiration bl

protection phase in agﬁgarﬁ] ance wWth the,i vg tion. Figure 140 illustrates

an enbodi nent of a %Y CHP PR RPHY R eq ﬂﬁﬁe _ éttlFi‘FﬁOB?'a‘%cH@m}ﬁlb‘ﬁ%&e_ti on

process accordi ng tgr ithgagtnyﬂﬂﬁﬁﬁyﬁonﬁqtgug&regégdlg W' &lo3en 3rigkRosE ment  of
r oces

a custom zation unit used in the protecCtion S in accordance Wth the

invention. In the rmaeasurgnenteanfesseredised,on, the fol |l owing definitions will
be used: d rogessin em3 is a systemable to execute a program
A pr ocessrﬁgaﬁégmﬁ)%ﬁlﬁpi'ﬁegoﬁﬁﬁﬁmﬁs a unit able: - to accept data provided
by a data precesgicafaliSiy! fMedst one! chosérl Yartatl@ R rhéstidfh ﬂfaﬁ’d/B{ gt feagd Y
system 3, - to store data at |least partly in secret ang to ret arh tt | east
a part of said ¢acassogiated thresheldyso bs ks alow btleest ankfadditioanidusage 6fitey out

al gorithmc proqﬁrﬁi ggl.on said data, part or all of the result being
secret. A unit 7% 1ty ocessing and menorizing unit inplenenting the
Process acCondeadidgdtd Ayirite Uniiidimer, théBrocdtl hod¥liihg 8 ! o does
not inplenent the process according to the'invention, But i'ChoCan receive
data tranedmpmiesg it into a unit 6.

=> during the protection phase:
e  defining:
—  as software execution characteristic liable to be monitored, a profile of

software usage,

— and as criterion to abide by, at least one feature of software execution,

¢ and modifying the protected software:



A pre-custom zed unit 66 is a blank unit 60 which has received part of data
enabling it, after reception of supplenentary data, to be transformed into
a unit 6. The upload of information to a blank unit 60 or a pre-custom zed
unit 66 corresponds to a transfer of information to the blank unit 60 or
the precuston zed unit 66, and to a stjgrage of said transferred
information. The transfer can possibly include a change of the information
format. A vari abl eby ehdodinglak 6ftWAr i k0.t dat rocessing
system 3 wi Il be indicat edgby an ﬁg%&?&g%ga?%ﬁ?ﬁﬁ%ngmg&vagﬁ%ﬁtg? . a
function or data coprofileefdoftwateusagait 6 will be indicated by a | owercase
letter. A "protected software", is a software which has been protected by
at least 20 ore ofy Fﬁ%osﬁ‘rgi aclepsteanefeatyre of exeantion ! wikint atdlehst driee

process in accordangg. sl ] ' A "vul nerabl e software”, is a
sof tware whi ch has notsgilnlgen1 J;}?odtsg%ete@gétgd&daehy principle of protection

i mpl ement ed by t-he qdobgsgodifyirgC 80 16A8N6Re \Whbddnt ibﬂ\b?ghk%ume'& ¢ case
where differentiation between a vul nerabl e software and a protecte
software is not i npRgptegied, saftveare.ethis "modifisatied’ bemngusach tha, shitihgage has
various represent atéx%n‘zt.ode(?reﬁdi ng _on thﬁ instant considered inits life
cycle: - a source r@praaLie grotected sofats, the: sespad sxecution part.abides
distribution, - or w 4lyihe@hEsehIRNGRE0E &dcQflon. A SOUrce representation of a
software is understood as a representation which after transformation,
resul ts i /P aAndpjies theayrgoqdnseaini the pretemeiofties wefaad antRidaswhaR ikl e
different le fram.a concept ual stract |evel to a |evel executable
directly by ggéggt{eg t%?c‘{o%ggass?ﬁﬂe Vlsé'l“&rﬁaig‘?xeﬁ“ﬁ‘ﬂ’bﬁe%‘%i*&leérh% refepming thg uni t .
An obj ect regaagR6daatihg Ryém IO i i lcevel of
representation \/\Slﬁi ch a t}ér trans?ﬁed?&:lgmgﬁ?ill&lg?%)Eﬁ@lnéﬁmgr?ﬁ}ﬁ%?%%&ntog a data
processi ng st Bratenteds spitweres so rthatatle Amctioning ng thei proteeesd Bemeaect ed. |t
can be, for | e, a binary code, an interpreted code, etc. A
distribution 1s a physical or virtual support containing the object

repr esent at i @RcorditigdtdiaStdrialt! bh®Odingetk Nehet P ; er- s di sposal
to enable themto ug(sje t he softﬁ?e. A glfn r?‘?‘gssr%%?lgi%n F(gttﬁ%ﬁn%e&lf)ﬁsponds
to the ex¥¥MI6H of the software fromits distribution. A portion of a
art of the software and can, for instance

sof twar e r GSed 0
correspon%? {lo Cﬁ@girr& cet\F?élrrBz'f’&Consecuti ve or not instructions, and/or one
or several censdefitihye or not functional blocks, and/or one or several

functions, and/or one or several subprograns, and/or one or several 21
nodul es. A por t ion adfinstrustibnsieet evlean indtations sredpdidtd Be akécufd mahd
software. Figures 10.and 11 illustrate the various representations

respectively of a Vii%erabl e software 2v in the general sense, and of a

protected softwvare,2RedPrd7t GftBGidHsC UMhnthdh Ot NEaiRT 9CESs,.i N accordance w th
the invention. Figure 10 illust %cg{éeg[)varl gés“&eg%‘ S ?rélﬁl?ﬂ’?s Sg% (slaxé‘

vul nerabl e sof t war énsuctignse goinnmandsir beigg i ligbld i the beYeteRutedNen YL ngqabl e
software 2v can thus appear under any of the follow ng representations: a

source represent at PEIFCSRE systemopdede triggereine theatinisnthe vexecutiordio§ tthe but i on
2vd. Said distributispiicss. have commonly the form of a physical
di stribution nmedium such a5 a CDROM or the formof files distributed

through a network @spidfilé of wsapstthe eliainihg of the ifstAHaAI,C T epresentation 2ve
correspondi ng to the execution of the
—  as feature of execution, an expected chaining for the execution of the

instructions,

~  as detection means, means enabling to detect that the chaining of the
instructions does not correspond to the expected one,

— and as coercion means, means enabling to inform the data processing
system and/or to modify the functioning of the portion of protected

software when the chaining of the instructions does not correspond to



vul nerabl e software 2v on a data processing system 3 of any known type,
which classically includes, at |east one processor 4. Figure 11 illustrates
vari ous representations of a protected software 2p appearing during its
life cycle. The protected software 2p can thus appear under any of the
foll ow ng representations: a source representation 2ps including a first
source part intended for the data prodéssing system 3 and a second source
part intended for t&g uni%(ﬁ part of said source parts can commonly be
contained in common"fiFRE® *0obj ect representation 2po including a first

obj ect part Z2poscdnQi&d gl SSi syst e and econd
obj ect part 2pou0dinntenglggh%%?{p{oﬂgu%ﬁ?%a% %ﬁg °§‘f‘§‘?¥$ gl?t F%L%ﬁﬁe‘i“ﬁecﬁlfdi ng: -
a first distri buistartions bf fedastetions sét)thetdkeciftionSér Qi BRtruffnk beRRS. said
first distribution part 2pds being intended for the data processi Eri%ssystem
3 and whi ch can Eigasredhby theagrecution ingthmdeta progeissing systertj of the instriuotioredi um
such as a CDRO\/IC%E_mé%edeormof files distributed through a network (GSM
Internet, etc.), ->and a second distribution part 2pdu having the

form of at leasindensdiBfifs heptatitd@opak: 66 to which a part of the second
obj ect part 2pou has been uploaded and for which the user has to finish the

cust oni zati on by- upbyswiifgingap tlastnemt doyerdpdrtios of i sofr W hdpadtdeiid 6.
sai d suppl ementary data being obtained, for instance, by downl oad through a
network, or of at | aT%ne unit 6 to which the second object part 2pou has

been upl oaded, or d ] e I . correspondi.ng to the
execution of the pr%t e%?ggﬁf%ﬁ%?% géﬁéﬂgg&ﬁ%‘?}%%ﬂg&’ 8@%‘% ation 2pe
includes a first execuby specifyiry thpehaitiig by wdidx@ast Add B leb Dfetor

processi ng system 3 ang_‘ an second execution part 2peu which is executed in
the unit 6. In the casBeWndrstioneduringtheis grecationin hetmen the different

representations of fhe,pig r j i portant . the
expressions first partaxgji: ?ﬁ@‘g@gf‘g@{% %%‘ﬁ%ﬁ%&e&%ar%cgl&%“ﬁmums t he
protected software shatdminendssedresgdirlingol theinatraétiond ueéd,t he process

accordi ng ogtege i.nvention in accordance with the dynam c representation of

figure 11,7 u2Bd dyring the psaeg phase, i the presencs of fheyumit.oadbe casy wheredtiss | i nked
up by a |ink gatebRdanbnis T i i.s.of any type and
i ncl udes, cl ass?i cally, eft gllmel%;gg %ﬁ{eh%p%ggggogl? .eé"ﬁ&e%g]atg% ‘ﬁliltog%%ssf{?fg system
3 can be a ceopespenddp the qxpetted fame, iimfbtraingethe odaty ProResingRgétbmess idevi ces,
fi xed or nobil vehicles in the general sense. The link 5 can

ro Is,.0
be realized iaﬂglﬁg?o e fupstioning of, thespartion ofthe pretected seftwate, soithet, a USB
bus, a radi oghd filieticiiing@B 6 BobdtB soffwiiBi¥Mbliillink or a direct el ectric
connection to a circuit of data processing system3, etc. It should be
observed t hatAcchrlingnita a6variant postwidirhgnth ¢he pyessahtgordiag abeie i insértont he sanme
integrated circuit than the processor 4 of the data processing system3. In

this case®™P™&%nit 6 can be considered as a co-processor in relation to

the pr ocegoauﬂngmetﬂ?&eg@g@%ﬁsecessi ng system3 and the link 5 is internal
to the integrated circuit. Figures 20 to 22 showin an illustrative and
non-1i nm ti ng®nandefiningvari ous enbodi nents of the apparatus |Ip allow ng the
i npl enentation of the protection process in accordance with the invention.
In the enbodi nent 481 B3 S§tnan [ngtruetions set whoger ajtleast seme ipspractionss | p

i ncl udes, 23 work with registers and use at least one operand with the intention of

returning a result,

—  for at least some of the instructions working with registers:
»  apart defining the functionality of the instruction,
» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
0  an identification field of the instruction,

0  and for each operand of the instruction:



as a data processing system 3, a conputer and, as a unit 6, a chip card 7
and its interface 8 commonly called card reader. The conputer 3 is |inked
up to the unit 6 by a link 5. During the execution of the protected
software 2p, the first execution part 2pes which is executed in the
conputer 3 and the second execution pgLt 2peu which is executed in the chip
card 7 and its interface 8, must both Be functional so that the pr ot ect ed
software 2p is conpletely,fug QR N the enmbodinent illustrated in
figure 21, the protection appar B LS >1p equi ps. a product 9 in the general
sense, including various eongrisR ; f I ) assuned by
such a product 9. The protection Sﬁ%%%gﬁﬁgalhgcqflﬁlgFglggg,th%ﬁé#ﬂgfone hand, a
dat a processi ng sysfoerach rgistatdetbriging toethprexgloitatién aredns ond b W i hand,
a unit 6 associated with the product 9. So that the product 9 is conpletely
functional, the prdPEEIEANS ofttnad e EoRsTated s ddantificetign efieddy inumdictonisl . Thus,
during the executi p. f L wak t fi.rst. execution part
2pes which is exec (l}{tﬁé ?ﬁnéatﬁxeﬁiggjt%%%?otggs@%&saﬁg? e?#gwaﬁif t \HETEAOBNd
execution part 2peuwhith bbs jeturgecitsiieslt imsdiddfogivid! 6, nmust both be
functional. Said protected software 2p enabl es t her ef ore i ndi rectly, to
prot ect agai nst “unaa§t Aetectiond mesagemeans epabling; t d@ing thenexedutiohsof an
functionalities. For..ipnstange, the product 9. c b ninstallation, a
system a nachi ne, IEaISth%?/I,Bg’aﬁ’ﬁie %téogq[}agfgﬁ@%% @ezﬁﬁltﬁ‘é‘ﬂé‘é@‘,’s%lﬁaﬁbﬁ]@c%tc. I'n
the embodi ment il uké eghstidy iof the getiePatdd iddtBicRicH geil %e@;g&%@ {5 itleP

i ncl udes several conputers, as well as part of a conmmunicatio netthwork. The
data processing sydegigteB used by said siperandp and thel éxpletdd tdentificatidn filldofof
network type, to atﬁgiﬁ .%o ongtitut d by a second conputer. For the

i npl enentation of the NEHEPPIHE second conputer 6 is used as a license
server for a praoteGhgthsSeddr i i e gt ect ed
software 2p, the first execﬁ@?gﬁgﬁg’r?é%?)ﬂgnwgﬁ%;a@%eﬁi%?fé? I nof![oﬁ?g first
conputer 3 and t he inguwtidns xfat dedsboneofi the 2herkedbieiities iseiiseut ed i n t he
second conput,er %* mgst b&{h be.fu ctig&ﬂl so that the protected software
2p is conpl et SFOFAMENLQ ja9Rter REpfired embedimsnt sthe opiogsss aseprdieg ttonthee

preci sel yinvehordddipifsbs:on process in accordance with the invention. It
shoul d be observed that a vul nerable software 2v, is considered as being
execut ed bt drigg the protgetion phaseiessi ng system 3. On the other hand, in the
case of the irrplggﬁ]antati on of a protected software 2p, the data 25

correctly, and gsing when it does not work correctly, and a unit 6

physi cal |y m SSLng ds<, gy Ohaf) 56 ASmBlES! Ot C ere the
unit 6 is constituted byg% c%i p caér;ﬁ’Y an%n?%tga}i n er?‘g%tgpg,n ](t%%gu‘%{\\ir‘gﬂnsfer
means 13 are split commandywo parts, one being on the interface 8 and the

ot her one being on the chidg card. 7. In this enbodinent, the absence of the
chip card 7 is condfadeBep Etg‘&aﬁl%@érﬂem%ﬁw@%@emenmstmh@omnit 6. In
ot her words, in_thgt.alhse Of4 t chi nd/of.its interface 8, the
protection neans 1 Sa?z ﬂgtgr’aétcéés]aglt b%eoz‘i‘?n%["g%xngqr &n -%“P%ec%%%‘ﬁi on of

the second execut i enrrpspondibigent leakt inhmarPlothe difeenAidh WSt byfe BhGh SO

that the protected software 2p is not conpletely functional. I n accordance
with the inventi onPrRAF8SipE Syeem; tonther vribssp as ie trgger ithe eweowtiongofather i nci pl e

of protection call AN r h a description of which is
carried out in rel gtgfrg%o'?gﬂ%ic%h%@séﬂggﬂ&cg%z. For the inplenmentation of the
principle of preteathéehodyf fepaging Nl diderd eihbling t6 RABRIR thé‘ofd%% sdQr ce of
t he vul nerabl e software 2vs, at |east one conditronal branch BC. 1s also

chosen at | east ondo pbiain Biggering enmmendcwithtenamedwondersr abl e sof t ware 2vs
cont ai ning at | east @ne chosen coadi.ti nal, branch BC. At | east one chosen

b

portion of the souPD® TEYORRREMsANS, designed e Ysedanshe uny dukiag theysageed, so
as to obtain the s Walp :Thi ification is
such that, during ?ﬁé&gﬁﬁ’?ﬁ‘ﬁgﬁgtgﬁéﬁgﬁtﬁiﬁéﬁso War e 5%%7%?1‘8 ot hers:
at | east one porti ¢ire mhambeofder,st execution part 2pes, which is executed in
the data processing system 3, takes into account that the functionality of
at | east one®ch elngiicxploHationhmasap emabling theeunit dol also irhglementt the, and

t he second execi,gs't qﬁétnSZpeu, which is executed in the unit 6, executes
at least the functlona |aty’ of at |east one chosen conditional branch BC and
puts at the data processing system 3's disposal, a piece of information
enabling the first execution part 2pes, to carry on its execution at the
chosen spot. The first execution part 2pes of the protected software 2p,
executed in the data processing system 3, executes conditional branches
commands, triggering in the unit 6, the execution by neans of the second
execution part 2peu, of renoted conditional branches be whose functionality

Y - B Y " o ~ o




It should be observed that during the execution of a portion of the first
execution part 2pes of the protected software 2p, the conditional branches
comands executed in the data processing system 3 trigger the execution of
t he correspondi ng renoted conditional branches in the unit 6. Thus, it
appears, that in the presence of the ngt 6, said portion is executed
correctly. and that, consequently, the protected software 2p is conpletely

functional. F 9U§1€d1%8diif§ghgﬁ{\ﬁ;ﬁ&%§tﬁ&@o§&@%p' e of an attenpt of execution of
(o en e 't 6

the protected software u is mssing. In this exanple,
during the executi oByi¢hdoBig i 3hd LBERSS bP Ihs YSbRS fl.pst. execution
part 2pes of the pro%lect ed goftware 2p: at ti%fg ineglt gé&&%}lg’, %‘%éénen cution
of the conditional bemamehdsommand CBCI, cannot trigger the execution of the
renmot ed conditional branch, bc, taking 27 into account the absence of the
unit 6, and at Ti nBY MMt at Jeast one hoserspartion pf thessoptce o thsf protectadhat i on

enabling the first b . e rry on.at the chosen spot fails
taki ng i nto account Q% ﬁeﬁgltt))gg%@gﬁ@é'fgk?éd%glof&’g?ﬁ?stenttﬂ%ge@fngrc8 $r% that in
the absence of the anfotcoficeahtheli@afity 6fthelcbftedhding depdtRehd AActRinst he first
execution part 2pes to trigger the. execution of a renoted conéllii onal

branch in the unrt &d pcipg fulfilled correctly, so that at |east said
portion is not executed correctly an hat, conseguently, the protected
software 2p is not ’Eon’ﬁ?ee ré{ébj?‘i}rl’é?‘iog.ﬁé? Prqt???ﬁ%%ﬁ%%iséﬁésﬁrafe%@?thn in
relation to figures 90pin %aehﬁxaﬁdlﬁu{q'tﬁ% Sutibf o1 | ' el ind €Mt i ng
inthe unit 6, a conditi oﬁal branch. tu)r(al Ily, gmg\rl‘g%kggg e rgdlihr?ent of

the invention can be ctigdesug commands withtrénamedorddieanereixecuied,a seri es of

condi tional branches who overal | .functiqnality is eguivalent to all the
functionalities of fhea%cg isf?‘gﬁaﬂbﬂ?:famﬁg WP%W@&&%WE@@HW&& The

execution of the overakkplbithifdni MBas s1¥o FpRAiettiss, : d.:
condi tional branches | ea%s to the pSI acci) ngpat tﬂegé%ﬁfgesgné{gg@g%lﬁsg sglflist em3's

di sposal -of a piece of sécondrabiect partdwing suvy thhg affer apload ¢c thé anitpaid 2pes
of the protected softwgre 2p to carry its execution at the chosen spot.
According to anot her 2@%‘?& gﬁeeéﬁ%U%WangtgF @F?tgf{tﬁ?fﬁs%%wﬁl‘ﬁ,e £ ghthe pe
protection process ai NgegdhdédtPH@eEMs Mhose REkEAELR! 8 @ceBE! ' alled
by "tenporal dissociati olﬁi'&'l, a descripti 8n of whi ch1 i sggarrilgsgtt%étj{hrftﬁ

relation to figures 50exesutian pAbis restoredrby emcens af therseodnd éxecptiompanp) e of
protection by tenporal chosen, in the sour of the

vul nerabl e software ZV%‘?A Q}Seoffélgglitieggﬂ,g{cgp%?rpteméﬁuéedpwbe)éggq SPeRRdat | east

one operand and ret ur ngxi@ufién pafist one result. |Is also chosen at |east one
portion of_ the source of the vulnerable software 2vs containing at | east
one chose,?alaﬁéﬂpﬂ%ﬂ@%ﬁgﬁ:ﬁ%ﬁng. At | east one chosen portion of the

source of the v I of tmare 2vs i,s then nodified, so as to gQbtain the

source of thg pﬁ%?@%%&ﬁgggﬁ V\Elg %ts_anqu,ﬁagﬁﬁm@i Bhe jcommand Witk anong

others: duri ng rehin®X&det, icentaifedti f : st one
gr edling fggtg’(?rﬁsit 8 g e%@@lftfon?pgg 1?#0%%21?

portion of the first execution part 2 whi ch is execu dat a
processi ng syst dg§tering PQQletmbst ¢ identityc ebthet coresponding dependém fahdtion of at

| east one chose I gorithii.c pr SSi. is executed iin the unit, 6, during
the execution orf)m?h%%ﬁ’ oted ’ego %‘ﬁ fﬂgg%(g@%dse?‘gﬁ'ﬁtf’?o‘i?rﬁﬁﬂ}’ aide that,

consequently, the protected software is completely functional,

e and in the absence of the unit, in spite of the request by a portion of the first
execution part, to trigger the execution of a dependent function in the unit,
not being able to fulfill said request correctly, so that at least said portion is
not executed correctly and that, consequently, the protected software is not

completely functional.

According to a variant embodiment, the process according to the invention

comprises:



which is executed in the unit 6, executes at |east the functionality of at
| east one chosen al gorithm c processing, during the execution of the
protected software 2p, each chosen algorithm c processing is split into
several distinct steps, nanely: - step 1. the placing of the operands) at
the unit 6 s disposal, - step 2: the carrying out in the unit 6, of the
functionality of the chosen algorithniw processi ng using said operand(s), -

and step 33 p@?ﬁgqhg{’mtt&‘ﬁ°’qéﬁgepg of the result of the chosen algorithmc
a

processi ng at a processing system 3's disposal by the unit 6, steps

cormands are eef dgfadng Oof rdt IBRS bRE dRPEEdsht Of'[lnéqont,hae famfl Sof g&c%?eq“ence
a W

of the steps commands is chosen anong the set of seqguences t he
execution of thefuscdonscalgeritboidalisirequizplent et tri ggatedebseiggbing bahinardes of
the protected sof%ware 2p, ich is _executed in the data processing system
3, executes the ¥ 8??5“%&?1’&9{ &S G IFSEtng in the unit 6, the execution by

means of the gec @cUt | 5’.@5 of each of the previously defined
steps. Figure 501 gé’?’ﬁﬁ%%@%@é&%r@m WISt execution of a vul nerabl e

software 2v. In &hi sy@haaszhge,,ina&reeaélfrcecumhegplbtt%teaxs&@irenatofea&h ne .
vul nerabl e software 2v, in the data processing systemJ3, at a certain tine

i nstant, the cal cul Higgering¢orrmend Witk rendgmesbendess pondi ng to the assi gnment to

a variable Z, of_the({) sul t ..af. an EI orithm c processing represented by a
function F and usi n§" g&‘%‘é} 2hdeast opp fogens postion af; thet souresnof theml e of

i npl ement ati on of tBl%técEEdEEGﬁ\Oé}efw r%ﬁwflmg A Geitk 9RE ir{a | -eglug}t(%geﬁi%ﬂleq chosen

in figure 50 is renbted in the unit n-this exanple

execution in the dachospn triggsing gomymha with wharhbe ofder, stitlexathdrireihnisf t  2pes
of the protected software 2% and, i n hegglreesence of the unit 6, appear: at
ring adeperent

tinme instant tl, th&dSh&jgeFringa tien ehthg same &amaily.conmand CE1
triggering thgedofd@ngft6'a YhridlRt SnBOARENtY inB' @CRSSINg, Sy stem 3
to the nmenorizati ongzones respecti vePI;l/t’ ;ﬁ%%{/egfggﬁglggitﬁ f}'ﬁemﬁ‘g% zation
29 neans EFempfiseshe unit 6, said step command CEl1 bei ng represented by

QUT(x, X), A oAt ti instant t2, the step 2, i.e. the execution
of a step %%&ﬁg t&é’,mtf’?tfcﬁ‘ggﬁ?sﬁg Fﬁmflﬁ’egﬂn?tt legst qngcdependenti fynctinp, reans of
the second exgeityoPlghitinienRtequilaldni BebdidEh ficflonssal d function f being

algorithmcally equivalent to the function F and said step command CE2
bei ng represent ed byy TRA@ténating/r dieht edi seiby totthe inkemutio® MefhidghtheSt ep
command CE2 | eads to the exe uf)i ogl of the function f which uses the

contents of the ne F%‘HP?B‘?’F?Q thedependent fngtion foaxgewe in the wnitsul t to a
menori zati on zone J $abt: ' ' | nt t3,.the step 3,
i .e. the executi onz%l?éyaﬁggﬁgegwgtgﬁlr@rha%%ﬁggﬁ? Fgg};er#l%%&ct?lﬁé i"ﬁ&ﬁ%f*@“ t he

result of the functidemtification fickisiofthed operdrelsnenori zati on zone z of the unit

6 to the dat rocessing systema3 so as to assign it to the variable Z,
said step co%ﬂﬁﬁ’&io t?e?"ﬂé“ﬁ& SHhbadimenty thy Progesy acqording doj theiaventiond
exampl e, thapfiaPs 1 to 3 are executed successively. It should be observed

that two i nprovenents can be effected: The first inprovenent concerns the
case wher 8@ sdutngthegirgtectiothphase:

e  defining:

~ as method of renaming of the orders, a ciphering method to cipher the
orders,

— and as restoring means, means implementing a deciphering method to
decipher the renamed orders and thus restore the identity of the
dependent functions to execute in the unit.

The process according to the invention thus enables to protect usage of a
software by using a processing and memorizing unit which presents the characteristic

of containing a part of the software being executed. It follows that any derived



processings are renoted in the unit 6 and at |east the result of one

al gorithm c processing is used by another algorithmc processing. In this
case, certain transfer steps can possibly be renoved. The second

i nprovenent ains at opting for a pertinent sequence of the steps comrands
anong the set of sequences allow ng the execution of the protected software
2p. In this respect, it is preferablelﬁo chose a sequence of the steps

conmands L& 0 ILssqci ates the. execution of the, steps, by

i nt ercal aﬁgﬁg&béf{m%egﬁﬁwﬁgeﬁtw & RW Wﬁﬁ@ﬁéﬁ%emcsﬁm&na%@emlng

pr ocessi N@nityigdgRRes3tA R rdalls tHEdpaD 0P thd194 %{ezﬁﬁd detgrm ne
ot her data. Fi glﬁ)r@%s 52 ?a_r?d 53dt|JI [ Ust rat eﬁ?%lg%s)%l%nm p eﬁlgﬁﬁggecsﬁﬁgna%

embodi menmengriging usie dutiogshe axeextiop| ar cle eid detivanvation ofuhesARAR
software 2v this ex? pears, during the execution of the

| le, a
vul ner abl glggp?%?cgn@ggeg n?‘iﬁ‘énagata processing system 3, the execution of
two al gorit hirgi ik O, i N t 0 t er.m nati,o f Z and Z',
Such that 7 b Ao PGREC chetackBRt "inbike: By " LGP0 B¢ hefin 251

exanpl e ofeferentenentlat iappemfedt Hiagpinec aslticRCsoMi 0 doa-liMRinkN¥eRhpRE f or
whi ch the t\‘:\)D al gorithm ¢ processings chosen in figure 52 are renoted in

the unit 6m ﬂé@%ﬁ"&ﬁ%ﬁllwlm?tmséﬁ jectiefrthp invehgorexecut i on in the data
Cof tvar e 2p, TP 10 Bhd UF dht (Bhos A Whoskt Rty GEiting, el ppriaused

dot or 1 nat fon o 2 and of ofepe oomnis e el o 8 R Bl g T o
t he deterﬁimpfcbﬁc%wlt}l'ﬂ?emS'?mlqnustrat ed, the steps conmmands CEl to CE3 are
nel 1 “ae- ot e IEU3E 2 bl W R aBus, i SR anets op e SPPRELRD! | owi ng

sequence impleiiatisgtheipesbesiiin acEbidandeOkith B2 iffentigher cal ated code, CE2,
portion of intercal ated code, CE 1, portion of intercal ated code, CE 2,

portion of i KigesBitand Toawe, fuastigial blacks disgems makingadxptiei thogenerdlE3. |t
shoul d be V. t rinag.the e ution.of the protected software 2p,
BT R thd fHBbace i Adddkaide Wit v i P

in the prgsen e uni B command contained in a

portion of t Wegdries 40 tea®aretdignamailtusdness 8k p?&@ctﬂfn%@%s?g%c%g&iﬁgﬁ{ fhe?P t
. us, |1

inmposes it, the corresponding step is executed in the uni
appear s, gatiomimmlementingthe prin¢iplernf puetecti) byserigbleor ti on i s execut ed

tl . tly, th ted soft 2p i, | et el
Funct i onal - EEHL S0 5P R GRky e il RaBhe RSP iR niprhprcoating et  on of
t he pr ot eivestiGoidplerhent 21, thwﬁﬂﬂcipteebﬂp%ttegtﬁ)ﬂb?teﬁlﬁé}a'i'ais?édt?ﬁidﬁif s exanpl e,

e

during the execution in the data processing system3 o irst execution
part 2pes of Figlwenpdiae4 ag diagrems iusrptingitheprotectiongiracess ddécording teethecut i on

of the st (X, . , cannot tri t he transfer of

data X anﬁ‘pﬁfﬁwﬂ%@%@&%@%ﬁ%ﬁm o‘?ﬁ%‘gewg&ﬁ{]“‘i}lqm&ki ng into

account the Fipwwes®0 & 74 e didirimSillusthting MR prteétRMlprbeess E%bﬁrcﬁﬁgfd"ﬁﬂe- on of
e

the step command TRI G(f) cannot trigger the execution of nctiron f,
t aki ng i nPyeRmplementingihe principle of ipeotgetion Wy, detextign and toersionnst ant t 3, t he

execution of ad | N nnot trigger the transfer of the
result of thgiéﬁﬁﬁiéfg)ng%mﬂg ﬁh‘?ﬁa%@ﬁﬁfmg?f@né’ﬁg‘?ﬁ%%“@? petoBsit 6.
31 It theineémion idpRancingthé plificipROTPRKEET Y pdk Ashattithg, 6. at | east one

request by a portion of the fTirst execution part 2pes To trigger the
execution of FiguresP0 to92 sre diagramsillustating the rdtedtionl freckss accoeding Yo theo t hat

at least .said.portion is t _executed cortectl nd that, consequently, the
pr ot ect ea’ﬁg'%{&{ x;é)ll%er.tglgﬁ.ﬁ? PEBHPIC A rQfee Yi%ﬁ‘?am.onm%l- ng to anot her
advant ageousFiguge A009E iaSdihgraf ilfulfa L di ' acess ai ms
at inplenenti ir?(gjﬁla pri ngi pl %r of1 rl)lr o%ﬁexglﬁign&ggﬁef]{egﬁﬁsg thﬁ:’%ﬁé@%@? °

descri pt itbe sefjestiof ¢ie inyentiom. i ed out in relation to figures 40 to 43.

Figure 110 illustrates an embodiment of a system allowing the implementation
of the construction stage of the protection phase in accordance with the invention.

Figure 120 illustrates an embodiment of a pre-customization unit used in the



For the inplenentation of the principle of protection by variable, is
chosen in the source of the vul nerable software 2vs at | east one variable
whi ch, during the execution of the vul nerable software 2v, partially
defines its state. By state of a software, nust be understood the set of
pi eces of information, at a given nonent, necessary to the conplete
execution of said software, so much sd’that the absence of such a chosen

vari abl e r@tje&fgn(iﬁﬁcéspﬁl%ﬁmgﬁéeewﬁﬁ(gfe%%k%ﬂ of said software. |Is al so chosen

at | east one portion or. e source i\?ﬂl ner abl e software 2vs

cont ai ni ng atFigeps13ilRstehesanemBsditttng of Asydt&GASH) p g of the
source of the vul nerable software 2vs is th)én modi f i d@gg@%gégpe?%&do ain the
sour ce of offhe toplsmeakingstagsfafthe profetion Phass imactiokdanaé with the irsestion. hat duri ng
t he executi ork..of tf@ r ot eict ed sof{ware %E at | east one portion of the
first executigR Pat @Hé@a it mpedimeat ot 8 gystem alewing e jmplaseentatipnsy st em

3, takes i 9&6}{ R . en variable or at |east one
copy of cﬁgg}%nﬁggri a %@%&gﬁé@lﬁ??ﬁ Pﬁgﬁﬂ%@{[ﬁG Figure 40 illustrates an
exanpl e of exXtigute @50 dflusrates! aereattodimett ¥ ecudtomikatidn ufiit S¥RAPICthedUr | NY
t he execution of the vulnerable software 2v in the data processing system
3, appear Proteglioniprecessiyaggerdance witlbthedayentionnt of the data X to the

vari able VI, N == X Lt instant . t2 fhe assignnent of
the val ue of I{lﬁg@s;ﬁ?glgﬁd%&éilﬁqog ’ Fﬁefoy ; %“%&g‘n?}onﬁé‘ﬂhé’gé‘ﬁ? d by YE M,

and at tine ienstAdhtatplocebdify SE6nYB R kyskim bBIE t¥ 8kdigitdd ploBinyar i able VI to
the variable Z, represented %?/; Z ~- VI}.’ Figure 41 illugt?gatniés an exanpl e of
a first form®f A picessing andimemorizinganit iB2unihaklat i on for which the variable
resides inthe unit, 6. In.this e l e, during the execution in the data
processi ng syst ém 3t°&F°etpltlgatf’ipF%‘i“){%ﬁfl?télﬁ’“ﬁ?SﬁmQ%?nb% the protected

sof tware 2p, and i ngRg w;tcpélehgﬁ#?%eté%igw%&ﬁgré:trat tinme instant tl,

the execution of a transfer comman _ transfer of the data X
fromthe data proceestorgdatist tsusBpartlytil eectétandltb Qetdin dt9&AE & Dakt'dflslidl

menori zation nmeans 15 of t,h&leunl, t 6, said transfer command bei ng

represent ed by OUT(4pfa even ibthg uais axilehediaf in the end to the assignment of

the data X to the vani inst.ant t2 e executjop. of a
transfer command tr@ggtg?%ﬁﬁ\qu hglgtglr‘lg%@moefSSlP%ém\féiqfiaQ?)fp%‘ér Q}LPF%I e Vi
residing in. the uniresubt being seeredat a processing system 3 so as to assign it

to the variable Y, said transfer command being represented by IN(vl) and
correspondi n§ i M YA @ jamsogesting fsadgmamerizing unike mplementirg theeprogessabl e v1

to the variableg dtime. instant t3, the execution of a transfer
X a corgi% < ' ) 20 )
command triggering gq?ra{aenlé#’erlogf the value of the variable vl residing in

the unit 6 te tPeblakan60des ahid Wiotsa@Mndt ffpldmehthe PRicas ;1chxfdﬂl§ttjae
variable Z, said transfer command being represented by IN(vl) an
correspondi ng i fhe inEertion, byt wiich sa ragatvedatagfansfoeming itintof unite. var i abl e vl

to the variaple »Z It should b bserved t durjng the execution of the
protected so tm&grei%l,s oéqlz‘f‘g'é’gﬁgr‘l%a \r'?iél”gé‘ﬂﬂzﬁtor‘@g‘ﬁh@gs reqeived pagtiof data Thus,
when a portion ehabling if,iafet réEpGs bPBu rﬁr&ﬁ?&i@it BE ftware
2p inposes it, and ili% the pr esgsrilce of Iﬁﬁée ?Jni 6a, ’t%e \?;&Pg%ﬁg%‘?glé?%

vari abl e residi M8itin the unit 6 is transferred to the data processing

system 3 to be ed t irst. execution part 2pes of the protected
software 2p, *so dWP(ég qt}ﬁﬂ{vorg‘épanﬁ%rat lgnk pait 60.0r & Bre-qustomiged Yni4 66 t hat ,

consequently, t@@n&b@h&‘s‘?%&g okta f?gﬁ%ﬂéﬁm‘g}?@%ﬁ#&%ﬂg@}&ﬂﬁ@rFi gure 42

illustrates an exanple of a secon I npl eme Fventi on

for which a copyustémized undtr 66,bdrel toes isthesgd Of §di¢ thaRtferrbd inforhitich. PHRMP! €,
during the execution in the data processing system3 of the first execution
part 2pes of th&apHescanmossiblyringinde a shangend thevinformation fermag. of the unit 6,

appear: at ji J n . t he si gnnmeng. the data X to the variable
VI located int e{'%g#)ge’%rf(&)llé%lso iN a&/“sq%éa%l%&, lngge%tﬁmf%%%smatwan of a

transfer be indicated by an uppercase letter, while a variable, a function or data

contained in the unit 6 will be indicated by a lowercase letter.

* A "protected software", is a software which has been protected by at least



33 command triggering the transfer of the data X fromthe data processing
system3 to the variable vl |ocated in the nenorization neans 15 of the
unit 6, said transfer command being represented by QUT(vl, X), at tine
instant t2, the assignnment of the value of the variable VI to the variable
Y, and at tine instant t3, the execution of a transfer command triggering
the transfer of the value of the vari@Ble vl residi ng in the unit 6 to the
data processing St so as, to affect.it .to the variable Z said
transfer commndg%eioﬁg%hgewg?glﬁ? et BYOPREeA )“.npietm%"r‘i‘?fgllﬁ’ e diseeasyetn t hat

during the execuidcerlafde WHIEHHR IV &FLED software 2p, at |east one copy of a
variable resides in the unit 6. Thus, when a portion of the first execution

part 2pes of «heAgvomembledofivfatelniser sifiwarePdistshastnot d8éh prdtdch By gence of
the unit 6, the val ye of said copy_ of variable residing 1n the unit 6 is

transferred to tBECERle 8f pratection;intplementet by theopriveess So dcenrdarive with e
execution part %B@%mtf@h the protected software 2p, so nuch so that said
portion is executed correctly and that, consequently, the protected
software 2p ie clmbeetRt Ywhdte cdifferdatiatida I RwaR | e of
attenpt of execution of the prot ecfﬁig&léﬂﬁ%g@%&i%ﬂ@%ﬁe uni %(grgl)s

m ssing. |n thi spreseaiediseftwaigris nof inipertantethetternm “software” Waked. pr ocessi ng
system 3 of the ‘Li ré;tv eégguti.on art 2pes of the protected software 2p: at
time instant %I, ESREVESESIAS VRBALEePTesentations dependingpn e iostant/¢onsideradannot
trigger the trangfignfydde data X to the variable vl, taking into account
t he absence of the unit”" 6, at tine instant t2, the execution of the
transfer command- | Nf sdurcecapreséntstiongger the transfer of the value of the
variable vl to the data processing system 3, taking into account the
absence of the unitamOblecifgprasentatigs, i nstant t3, the execution of the
transfer commnd_IN‘{XitL)t)dbﬁﬁgIQot trigger the transfer of the value of the
variable vl to the data. prdcessing system3, taking into account the
absence of the uni tor@.d})nhmw@p@‘sg{t@ﬁ@ppears that in the absence of the unit
6, at | east one request by a portion of the first execution part 2pes to
use a variabl®e ok squesopyprssentatinabf @ sofisvaie rig understoeduds & répreSebifdtin be
fulfilled correct,l érhat at | east ‘%ai,d portion is not executed 34

correctly and t hvgfi,gh 8@%& ghsfRpmayion, wesulls ip a0 abjectorepipseriation.i & sevice
conpl etely functrbgegdntatioh cah @ted dﬁferéiﬁ%@JeYse‘i*rohi‘thoféﬁ%tn%tsaﬁsrtéa{cg%%ﬁt%s

bet ween the data processing system 3 and the unit 'n"the

previ ous exanpl éslevdlexeentgble idirpetly big 8 idgtarmmeessing tsysthmt ort dprobssingfandr t wi | |
know how to comfj hem w,th other operations to obtain conplex operations
such as for ins%%@%ﬁz&ﬁ'%', 2 * X+ 3) or ZE- (5 * vl +v2). According to

anot her advast agepushjsdlatdséshiafibh Coffa t vy e&&&é&pon&sh% PLOegef | F
process ains at inplenmenting a principle of protectton cal | &d eby
el enent ary f uncteRsesentationsehichtafien trafisfahitala distribation and aploaidntor £ldatai on t o

figures 60 to 64, For. the implenentation of the pringiple of protection b
el gment ary fun C?mf%crqgs’mg systemnBr a processing ancP memorizing unit, %an be exeg:uted. It Y

can be, for instance, a binary code, an interpreted code, etc.

* A distribution is a physical or virtual support containing the object
representation, said distribution having to be put at the user’s disposal to
enable them to use the software.

® A dynamic representation corresponds to the execution of the software from
its distribution.

® A portion of a software corresponds to some part of the software and can,
for instance correspond, to one or several consecutive or not instructions,
and/or one or several consecutive or not functional blocks, and/or one or

several functions, and/or one or several subprograms, and/or one or several



are defined: a set of elenentary functions whose el enentary functions are
| iable to be executed, by neans of the second execution part 2peu, in the
unit 6, and possibly to transfer data between the data processing system 3
and the unit 6, and a set of elenentary conmands for said set of

el ementary functions, said elenentary 2(iorrmamds being liable to be executed
in the data processing system3 and to'trigger the execution in the unit 6,
of the correspongi I ary nglq . E0 he._1.npl ntation .of the
principle of pr 21:3 gg‘?ﬁ%nggg&g%{elrr%ﬂ? agé/ﬂ‘?%%c alﬁoéllg{s cg)# ggb[';qngg?oc s?fﬁ d

expl oi tati on neasdtwaabl ing to transforma blank unit 60 into a unit 6 able
to execute elementary functions, the execution of said elenmentary functions
bei ng tri ggeridgursp 1&631@xé1:u1ﬂ1l1§#ﬂt¢ rthe hearihais arepresendatiing grespestively 3of @f

el enent ar 0 nd For, t.he i npl enentati on of the principle of protection
by el enen@frﬂ?m%ﬁﬁ}wg ?vilga'ﬁl g?gleggﬂggrgﬁ,,aq ft“f%"?&ﬁﬁaé%ﬂ\yﬂ%ﬂl’eﬂﬁﬂ%ﬁé‘r abl e
sof twar e ¥Sordig tb BRYroRRE B8 dah W v ith BELHES ORI USi ng at | east one

operand and returning at |east one result. Is also chosen at |east one
portion of tHéEgemudeilbistrates vamoner@ptagerstafidneadt 2vwalmeaiblaisoftidreal2y east

one chosen al gorifthm ¢ processing. At |east one chosen portion of the
source of aPPi"@%\?ﬁIC#‘Fé‘P&HFE‘f%BY ‘%Néﬂwémri@eﬁ%\ﬁarﬁémcﬁnéw,s appeagdinger apiyt ai n t he
source of SrliR BN rg]?ﬁ £ 2ps. This nodification 35 is such that,
anong ot hgrs: o‘urlﬁ.%tg eg&fé@e@%ti on of the protected software 2p, at | east
one portion of tdheukderrspreseidativni g, part 2pes, which is executed in the data

processing system 3, takes into account that the functionality of at |east
one chosen al%gorantohi¢ct represcatatipmdve,s executed in the unit 6, during the

execution of the protected,spf re 2p,..the second execution part 2peu,
whi ch is execut ead%fsﬁm?‘ﬁ'é’nu%‘f‘f %ﬁéﬁ%’élgit‘%%n 580 fays commonhu e fsmaprf 8y of at
| east one_choserpigtiagl ulsRiisiol’ AEERR Mich 83 LISRORE MG Yohh S e
processing is split so that during the execution o tﬁe protec ed Sof t war e
2p, each chosen distgibuted througlpa vetwosk (GSMs Iemeyeed, by neans of the second
execution part 2peu,,using el enentary functions, Preferably, each chosen

al gorithmc proc@s3iRgry E?F?Sﬁnﬁaﬂ%.@eeﬁ%ﬂsa%ﬂ%ﬁ%tth%wm@ﬁn(qﬁ the n
varying from 1 tNrabi@35RWre 2v BRSSHAA *r&@?sit%r )%?&Yt?@adfégggﬁ%e St 6 s

functions enabling the placing of one of several” operan

di sposal, - el emehichrlpsdicallytincindes, stdeastohe ptucedsoride t he operands) and in
conbi nat i on, xecuilz tpe functionality of the chosen al (F:;ori thmc
processi ng, dagWs dd; dlusfgates \yarious represenigtions (afy a oprotesieds soRware @penent ary

funct | ons afgkahl Wirihl s Haciad Ble pRfeci@Rind 25 by AESHRAAMALI AT ©

processing at the data processing syste sposa unrt
sequence of thetfellewingaepraseptationsrands i s chosen anong the set of sequences
al l owi ng the execution of the prqotected software 2p. The first execution

part 2pes of *t hé Ut EPEFeRBHPHAPE 1npluding; & first Sousce natteimtanded ffor thet a
i t o t : i i f
processi ng Syt QelroE XSl S8 SHRIIAILoR ML Sy ERBI APA WALy 19 Trom

1 to N, triggeringint the exec Teans ond

execution part Zueiof seid seame pafts tirecqanaeoniyis! aonthiiedrigdogbmiEmlar y functions
fen. Figure 60 illcg)strat es an exanpl e of execution of a vul nerable software

2v. In this &xarffdjechgerrsieatation inegneding.a Bt pbigctpart Apos intended fore
ft 2v i i t L, t ai ti i tant, th
ol curati on of JEIARpHAEESNAT 10T L ond Gliedt pEE R dnend B b o 7

of the result ofun@trg,al gorithmc 36 processing represented by a function F
and using operands X and Y. 'Fri@?ﬂ”'e 61 illustrates an exanpl e of
i mpl enent ati 8n @ disthibutien/2pd insfuding: whi ch the al gorithmc processing chosen

in fi 60 i in.th it. 6, In thj
'ntigure s eng)hlgs? disrt]nbutﬁ)nu[;]alrt 2pds cc?ntaimjnsg the first object part 2pos, said

first distribution part 2pds being intended for the data processing
system 3 and which can commonly have the form of a physical
distribution medium such as a CDROM or the form of files distributed
through a network (GSM, Internet, etc.),



exanpl e, during the execution in the data processing system3 of the first
execution part 2pes of the protected software 2p and in the presence of the
unit 6, appear: at tinme instants tl, t2, the execution of the el enentary
commands CFEi, CFE2 triggering in the unit 6, the execution by neans of the
second execution part 2peu, of the corresponding elenentary functions fel,
fee which provide the transfer of dat a?ZX, Y fromthe data processing system

3 to nenorization zgpes respectively X | gcated, i p the nenorization nmeans
15 of the unit 6, sgP‘gaé?cgﬂgﬁfskl%}'%{?ém%g“%éﬁﬁgq& hei ng represent ed
respectivel y by OUT(X, oX)at 100 Ohe pfi-custBlnitdd™Bnil Rt A bidh3a ! the
execution of the el enent aary congrPdsclé?ZBIton%l—uEﬁfI?) %V?lfégg%rq&nrttgg?lrt]h? he unit
6, the execution by neaesndfobjdoepat2pend hasioseutuptoadpdatd fperhiclothetRer
correspondi ng elenmentary functions fe3 to feN i, said elenentary conmands

CFE3 to CFEN i being r&Bt & 8nishdhe cusipmization by uplgadingrsupplasgntary data
TRIGfeN 1). The serie I [ | fe3d t N.1 execut.ed in
conbi nation is al gori tﬁ%%%§‘$|°§{£§‘g%?‘9§|ée%?ﬁ# %)u%gﬁegq LA %ﬁbelglg fpmed,
precisely, the executi dgerifitate by 8bwhload dryudOdh&Rdsk, | eads to the execution
in the unit 6, of the elenentary functions fe3 to feN_1 which use the
contents of the nemdri 2acf ahleasdoas unit 6/toawhich gheisacondebjeetspdrt 2pan has

menori zation zone z of .the E!NI 6, and at time instant tN, the execution
of the el ementary com@ﬁﬂl%ﬁ—i eflri ggering in the unit 6, the execution by
means of the secend gkt fleRlaliof Pl oftedBitifik HTRRE HeboldtAChE B f N
providing the transfer of the result of the gorTthm c processl ng,

cont ai ned i n t heprotevtad geftware 2porSrid dyharhitereprdstntétitm 2pbeinclaties priagessi ng
system 3, so as to assign it to tBe vari alﬂ,e Z, said elementary comrand
CFEN bei ng r epr eSECHERR B3t RES Yhich s exeruted indhe dats pracessipe systemed ardnent ary
commands 1 to N i i .observed that two

i nprovenent s cangtg)gecgﬂsgﬁcg ?ﬁﬂﬁfﬁgﬁﬂ %g‘%%%%%%@%&g%?‘%gﬁﬁ% ns the case

wher e sever al Inahgoasetwinire the Biferentiatzasbetgsemthe differehtadpiesertittoridiftthé and at
| east the resulé of, one al,gori thm c processing is used by another

al gor i t hmiREOtGFIge SOfwate 2P S et dmpordant, thenexpaessionh digstypart pfdhripratested f or t he
transfer, i dte)&ﬂr ARG i enent ainms at opting
for a perts?ﬁgggp@q%g%hc ofqrﬁ%ﬁ%reg%ﬂr}%ary %%%gan s?gérmng t he set of
sequences al | B ingplerhentati@coeft the prooésstdeeondings to themventidniaraecstfancewithi S

respect,n%? igsypsrkeferabl e to cér‘]oose a_sequence of the el enentary commands

which te I worseriptan of fignre Ll Wiss op anperatye Apninghuding adatans, by
i ntercal aty t (N e ' . .

pr ocessi ngrg%gflg%\égﬁgﬁghﬁ%ﬁﬁgibygqg}rﬁ(%hge e%if\‘{?ﬁ%ﬁ?g&ﬁc&%n Sﬁgeg‘g:;fl%r t he
det er mi natdfamydypoahe inadades,. clksspalipsatbidast ruhe GRoédstors4. rHieedith @rvessiag pl e of

such an enbaodi nent. Figure 62 shows an exanpl e of execution of a vul nerable
sof t war e N#temﬁem@ ae‘ig?QTPb‘Feé or Eﬁb@'&rfgr instancey of wariqug eraghingt dgyices, Sixed

vul ner abl : | : | : el A8: jon of
two al gor ﬁrﬁ%@é rrg%%?é iowg;eéﬁ1 g%g‘?ﬁﬁg g%&?h%gﬁ%?ggkﬁ%%ag}r%) eolfh'ag‘%gglg %& such
that Z E- poBsiblk way) suwhas For ifsthide’d seridl [ink, RilIBB bus; 3 radib Uk rantspsicalrlinkxanpl e
of inplenentatiogn of the process according to the invention for which the
two al gor i%IHVer @3 figert clestricreonpeqtiogp @ dreult of dplapseeessing system dni t 6.

Accor di ng essi ng

system 3 gwtlﬁ%h%ﬁ(f%f %@hm%@? 6?&@? %gﬁﬁﬁ?tﬁig%%?%i{’]aeﬂé{]@aﬂg%ﬁs@&r c 2p and

in the presmedategfatddneirouiti thard theappedkor 4of ek iah peste Systdnh' 3. @x @gylt i on of
the el ementary commands CFElI to CFEN corresponding to the determ nation of

Z and t he caseeEheryndid en begongideted as aco-nrosaseon dis rabstion) to the [@pestaraoofitbs pondi ng
to the det inati.on of Z.. i trated, the. ele tary commands CFEl to
CFEN are rﬁ%{arg&%eéﬂp%ﬁysge%g@}}@ﬁ?e\} ,lsgnﬁsg‘ﬁh‘i?ﬁﬂ%@?%?gg@? ntary commands
CFE' 1 to CFERpup& 26!tb 25 sRéWem RPNiuRRive an Oﬂ&-ﬁﬁﬂé@gh%ﬁéﬂ aj I'n the
exanpl e, the follow ng sequence Is thus carned out: , portion 8?

i nt er cal atestbodiments @FEhé , apPhifafys hpralliowingfthé implearhtatiol «fothe, profectian CFE' 3,
portion of intercal ated code, CFE 4, CFE3, CFE4, ..., CFEN, CFEM It

shoul d be PEPREEs ipcascerdance With thegnyemtiodxecut i on of the protected software 2p,

2 porcion . 38 ¢ ephaapAL judyaBRT ghLEE 0 ERER R ate SREFARIERES  hare |

2p inposes it, the corresponding elenentary function is executed in the
unit 6. Thus, it appears, that in the presence of the unit 6, said portion
is executed correctly and that, consequently, the protected software 2p is
conpletely functional. Figure 64 illustrates an exanple of an attenpt of
execution of the protected software 2p, when the unit 6 is mssing. In this
exanpl e, during the execution in the data processing system3, of the first

~ o Y T Y o . g

&




It therefore appears, that in the absence of the unit 6, at |east one
request by a portion of the first execution part 2pes of the protected
software 2p, to trigger the execution of an elenentary function in the unit
6 cannot be fulfilled correctly, so that at |east said portion is not
executed correctly and that, conseque%ly, the protected software 2p is not
conpletely functional. According to andther advantageous characteristic of
t he i nventy i pr,0, i i i rinci pl e of
protect roft o BB MESIAR Fateitang i & o Bt §TE UM Bl PRATRP s
carried outerfiverSedodiirnonlytcalléd @wd 8mddd The céthpulepB i H&édrﬂgltsnﬁ@ﬁxﬁﬁ 69y of the
principle of protection by detection and coercion, are defined: at |east
one sof t warlinkes d2uringothe exaeutioneofi the proteétad saftware 2p, thenfitsb exabution Ipartst i n
part in the unjt,6 at |l.east one criferiqn to ide by for_at |east one
sof tware ERELYRICBS E’FF&P?&‘E?“F%‘EQ‘EEutCrdi?%‘if eogﬁc‘?@??ﬁ@c‘lt‘fmtm suewbich in the
unit 6 an j B t f . i
character ngﬁeg&g%gg tﬁr?gﬁlﬁllg%isgg %‘{;ﬁ‘{é"t ﬂlltt%ga?tg %E) H{eﬁggg%g (P %‘g@éﬁlogéﬁ%gt rrhll‘lgtrr}}e and
coerci on prdadcsedisdftware 2plicoamnletely fuhietional.t 6 and enabling to informthe
dat a processi ngﬁsystem 3 and/or npdify the execution of a software, when at

| east one cr i1 e Gnbadiment illggiratediinpfigunecdl, theprotestiemepnamatis hp cfuiphe

i nci pl t. i t. 1 .and i 39 |
P onerr bt REVAUBE BURC: lbnlhin SEh BT hRD LR SoBBupens 10 RnRIR: 50  nto a
unit 6 i Wﬁhﬁgﬁﬁﬁk) Bguled|Bagichtahgrod @étoX: I THY proR316n Appatitlls 1PSnSIAgECHLAN Means
i

18. Figure 7 | ustrates the neans necessary to the inplenentation of this
pri nci pl ethsfonghandx dasmprogessingsysicon3 ambeddedrin itherprodint 9uamids orbtherathardes t he

detection, neans 17 and t.he.coercion n 8 bel onging tq the processing
means 16. h*ﬁg ac'b‘@?éi %Sﬁo%tﬁﬂsv_‘@%%?ﬂ quraﬁf?toﬁ'néﬁ ﬂﬂfﬁ "Bﬁgr‘&g’ﬂegtlﬁd’ﬁ WAFY 17 that
a . criterigRtibag, BRIprBReRIAIAIAL BY, nRf Be REAPIRE) Yun }iBﬁalﬁ?hﬁéZtc*]lﬂiﬂg”eans 17
use information comng fromthe transfer nmeans 13 an(f or fromthe

menor i zat thsnexesution 06 thenpvatectdd sofiwdre 2w, dbe $isitraxecmmspatt 2peowaicht i3 noni t or
one or severa rac istics. For each_software
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case wher & dxbcitsd #ihe Ghe®, it béth veFaattidAE SaRf %Ef%d%&ﬁ&ﬁ{}ej lenables.

characteristic does not abide by at |east one criterion, the detection
means 17 thefedenq indiscctlyetocprotectragainst i8awuthotized Bage] tleogoduct® oramefi8 ar e

adapted t dify, in the appropriat , the state of the unit 6. For the
i npl enent ﬁ?gﬁﬂn%%ef'hgobﬂ?ﬂ@f‘%i %Pr?ff‘l‘}fwg%t%tb%ﬁn d@?téﬁ‘ftloé‘n B AteBeAci on,
are al so ﬁﬁaﬁﬁ@,zatoﬁ}afgi%eé&f&aiﬁesaefabme% ghé, . characteristic to

nmoni tor, among the software execution characteristics liable to be

moni t ored, i thecemshodimentcillusteatébin figuie22)ehdogrotestiomtippazatas 1p rsclodesen
sof tware execuyti on char act (i:lri stic in the, source of t’l&ﬁ- vul ner ab] e
i

sof t war e FSTa! SPMPRIGLS, 8§ yeellas part ofi pommigication pefwors Theidefr BrOcessNg: one
sof tware gxeenty g aired é&hﬁﬁ&?:lih}ied %FtGy e8! §Oh&Hork I?}ﬂilé k& al fift gOUr c€ of

the vul nerabl e software 2vs, a east one portion conta hg at | east one
chosen al gmstituted by seemsli eomputer. | Barstheoimplemerttation of tthe inwhtibhetlrour ce of

t he vul nerabl e software 2vs, is then nodifjed, so as to obtain the source of
t he prot e¥8 §?H‘P9\’§Fg‘sz}5%e.sd ap13 LCenRRy eIy RS rsﬁrqtgctgiwaﬁa P- Buringhet pe
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executed in the first computer 3 and the second execution part 2peu which is
executed in the second computer 6, must both be functional so that the protected
software 2p is completely functional.
Figure 30 enables to make explicit more precisely, the protection process in
accordance with the invention. It should be observed that a vulnerable software 2v, is
considered as being executed totally in a data processing system 3. On the other

hand, in the case of the implementation of a protected software 2p, the data



40 data processing system 3, takes into account that at |east one chosen
sof tware execution characteristic is to be nonitored, at least in part in
the unit 6, and the second execution part 2peu, which is executed in the
unit 6, nonitors at least in part, a chosen software execution
characteristic. During the execution of the protected software 2p,
protected by this principle of protection by detection and coercion, in the
presence of the unit 6: as long as all the criteria corresponding to all

t he nonitored execution characteristics of all the nodified portions of the
protected software 2p are abided by, said nodified portions of the
protected software 2p work nomnally, so that said protected software 2p
works nomnally, and if at |east one of the criteria corresponding to a
nmoni t ored execution characteristic of a portion of the protected software
2p i s not abided by, the data processing system3 is infornmed of it and/or
the functioning of the portion of the protected software 2p is nodified, so
that the functioning of the protected software 2p is nodified. Naturally,
in the absence of the unit 6, at |east one request by a portion of the
first execution part 2pes of the protected software 2p to use the unit 6
cannot be fulfilled correctly so that at |east said portion is not executed
correctly and that consequently the protected software 2p is not conpletely
functional. For the inplenmentation of the principle of protection by
detection and coercion, two types of software execution characteristics are
used preferentially. The first type of software execution characteristic
corresponds to a variabl e of neasurenent of the execution of a software and
the second type corresponds to a profile of usage of a software. Said two
types of characteristics can be used independently or in conbination. For
the inplenmentation of the principle of protection by detection and coercion
usi ng, as execution characteristic, a variable of measurenment of software
execution, are defined: in the nenorization neans 15, the possibility to
menori ze at | east one variable of neasurenment used to quantify the usage of
at | east one 41 functionality of a software,



in the detection neans 17, the possibility to nonitor at |east one
threshol d associated to each vari abl e of neasurenent, and actualization
means enabling to update each vari abl e of neasurenent depending on the
usage of the functionality to which it is associated. Are al so constructed
exploitation neans inplenenting, in addition to the detection neans 17 and
the coercion neans 18, the actuali zatidn means. Are al so chosen, in the

source of the vulQgr caglﬁgsdgfrﬁlgma%gﬁg& do%%pl eas Bgngﬁly unctionality of the

vul nerabl e software ose us sl Pt ored using a
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f unct i onaloftthe chiprrard lead/or its dnterfeesuBit thatprotectiin meanst t eshmwkt deasssidks ng. | n
ot her wor uri.ng..t.he. _execu f th rotected sqftware 2p, the

vari abl e q'?'d r?ga%oﬁr g?‘}éﬁ?h? exeg %i%ﬂ ﬁ’@ecHHmE Rart (égﬁljé’f&he gr@ﬁqg:ted

functi onalsbfiiarea s&hﬁi&hfsbﬁm& h{e%ﬁbcehféd'séﬁ Sﬁﬁfém{ gtg?@g PhuhQffodifans 17

informof it the coercion neans 18 which ma e 'an ad to inform
the data prodagséardarsysritnhs isvenition, the prateétion firbeesp aimeadimplandiingi£d out

by the process neans. 16 ling tq., ify the functioning of the
portion oP“Pﬁ‘@ieprPé%?%@ns%ﬂ?@agwe gﬁn‘ﬁ%“ﬁhbarﬁmthdé af dpsetiption ol which ke
prot ect edcﬁﬁfeﬁ‘%fﬁu%&tlbﬁtc‘irﬁ?htfés%t059r the inplenmentation of a first
preferred variant enbodi nen the principle of protection by detection

and coercion EDSlmtg;mldsnlcmatlamoérthespmmlph ofgprotebtien by condiflond deatichNENt, are
defi ned: or at | east on ab of _neasurenent, several assocl at ed

t hr eshol d§ SCHHH f?‘g?f‘eﬂ e Jeftware dys, atslsast ona gon@tleaa,ltbr@mcls ai d
t hr eshol dBc.Ag ‘ﬁls@'cﬁ@séﬁhﬁsl@a{bt ohé‘ gBHf%ns%G Sottke tolf'ﬁ% #ﬂlﬂ%&@l@l e 2vs:
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second executi on actual i zes the variabl e of neasurenent
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one chosen condltional branch BC is executed in the unit 6,
* and the second execution part 2peu, which is executed in the unit 6,
executes at least the functionality of at least one chosen conditional branch
BC and puts at the data processing system 3’s disposal, a piece of
information enabling the first execution part 2pes, to carry on its execution
at the chosen spot.
The first execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes conditional branches commands, triggering in the unit
6, the execution by means of the second execution part 2peu, of remoted conditional

branches bc whose functionality is equivalent to the functionality of the chosen



when the first threshold is crossed, the unit 6 inforns the data processing
system 3 enj oining the protected software 2p not to use said functionality
anynore. If the protected software 2p carries on using said functionality,
the second threshold will potentially be crossed. In the case where the
second threshold is crossed, the coercion neans 18 can nake the chosen
functionality ineffective and/ or make ¥he protected software 2p

ineffectiv t i ntation of a second preferred vari ant
enbodi nent‘%gflﬁlghael%%chg?%ﬁ?of protection by detection and coercion using,

as_onar act er i Bighfe 90 liisal & GlaniaSHIeREEHon &' £vHRHBRAJLL b, Toans
enabling to credit at |east one .software functionality nonitoréed a

vari abl e chisresamplegappearsyidoting thel exaaitionnsf thelsilnebld sofisage2y M thedlatp
constructed exgl oitatiqn neans inplenenting, in addition to the detection
means 17, RIPRESUBESYSIIR Snilhectiain Hme inplanta atcenditionsli rancheBEsindichting &5 i 1 1 i ng

means. |s e j ce, of .the vul nerabl e .software 2vs, at

| east one t@%r%?la {Agfeoébﬁnv%%%rﬁpgpr%%#&u‘&gett% AT 1, gxeqution, 15 ong Oggﬁ?st one

f unct i onalthiey pofsible&pseiB (B, r ByAH Mast B arkdarstdisd th'aﬁﬂﬁ%ﬁdftﬁ}n@eorﬁﬁ i ted
with at |east one additional usage. The source of the vulnerabl e software
2vs is t hdbC takes thead¢cisinn tasanry on theatxecutinn ofithe seftwire tahgpop Byt BLoeRh. Sof t war e
2ps, this nodi.fi caﬂ)ﬁ@ ?e'LGn such iha{e, quri ng,a phase cal | ed of refilling,
at | east one agdhGrofhas'd 51%@ Fpmpie phunpleentation, of thengventinfor whighondi ng
to a chosqRe \tandiibhg BanfEa ' g 1ed out . during
the phase of refilling, theﬁﬁﬁgﬁgfﬁggoggn%?%abﬁﬂe%s orge%é&t':(ﬁotsoeﬁl%ari abl e
of measur enpditional branchdBCaln thimetample, dismgahatesbutibh 6 el dhta Fﬂ)céé‘sirig) al | ow
at | east ongt acai:gi &iﬁn?l usage. of the corresponding functionality. I'n other
words, it SYECBatof b %,‘rﬁﬁ@%ﬁlqnh%arbﬂﬁ%oﬁﬁher Brateqtedy goftwage peand Imht t i onal
usages of pplsch&@AsFithORGt bWppkaonal ity of the protected software 2p. For the
i mpl ement ation of the principle of protection by detection and coercion
using, as char acitdimeinstant &, fieoéieoation of et WabRionaFEIRncH SorfRhhd EBES
criterion to abide by for said profile of usage, at |east one feature of
software execut i G8gereinshe gnit fothe sxeqution by mesns of thsfsecdnd exetutiongialre

sof tware 2vs: L€ fi . Usag 0 Nt or and at | east one
feature of execﬁitqﬁoh%gt;/:h é)\l\lﬁl cﬁégt&) %gg al fra gﬁh%%gﬂé)o&ﬂgmcfﬂéy SAUYRSE st

abi de. The sour dhe ebnditienal brarhaBCesHa cbiditiona \brach doRfRaPORT, ings0 as to
obtain the source of the protected software 2ps, this nodificationbeing

such that, duri rf§PEeptedRrTRIGHMS)s the protected software 2p, the second
execution part i all th hqgsen f eat ur f execution. In
other words, t hgﬁgﬁa}ttatﬂhgﬁ%%ﬁft”#é itfaglf’gerﬁioénm‘i/“?ﬁ&e%e@ﬁrfg‘w&@&ﬁs% par t
2peu is execut edystemh 3,37 thelindorimdtion habling tHe TRECE{GuISHR 2 pesORapfy, M0di Ty
the functioning of the protected software 2p, in the case ere at °l east

one feature of ndéiAxeswWionsatiile chasenieppthie. tBspohB1tBerdsecut i on of the

prot ected sof by this principle,. in.the presence of the
unit 6: as |I%§r?%{‘§ds'?e§?'isg{‘%§?§aﬁﬂ$ééheo‘?“ Eté‘?fh?r: agﬂorgfm of thetrst e¥geRtiqne g
portions phrtpes of thogrbtectes 0bftwarep? RheéhdMtinAE ral¥hes tBhfndfias ekd Qb goor t i Ons
of the protected software 2p work nom nally, so that said protecte

sof t war e $hthgodata prosassing system 3nigiger the dxectionoviethe eatrespondingeerotdd on of a
ortion o .0t ect e of t war e 44 .1 s not abjded by, the data processin

gyst em 3 :cc%rp(flﬁ %a(rf aglcg_s %V%ﬁ%ﬁﬁl_%@r Thys, l{fWE?riSO@PW& tg? P%/qﬁé"cﬁ(ﬂftt]il%ﬁlpl $ t he °

pr ot ect edsAa pbiitinds Reduted @itebi1f dnd Bat! dibedubiity, tHE biofidtddhoftivaltd s B Ot et e

software 2p is nodifi
completely functional.

Figure 92 illustrates an example of an attempt of execution of the protected
software 2p, when the unit 6 is missing. In this example, during the execution in the
data processing system 3 of the first execution part 2pes of the protected software 2p:

e at time instant t;, the execution of the conditional branch command CBC,,

cannot trigger the execution of the remoted conditional branch be, taking



The monitoring of different features of execution can be considered, |ike
for instance the nonitoring of the presence , of instructions including a
mar ker or the nonitoring of the execution chaining for at |east one part of
the instructions. For the inplenentation of the principle of protection by
detection and coercion using as featupﬁ of execution to abide by, the

noni toring of the execution chaining for at | east one part of the

i nstructions, arﬁlt(?g%wﬁtqbﬁa@s@n&n&téﬁéjﬁﬁiit8”5 set, whose instructions are
ed I'n € unit 6,

|iable to be execu a set of instructions commands for
sai d instructé ongndattimé sthnt B3 tRFANFASOTAREPRRE B HitBrrhatf &abﬁngﬁlé‘xec!ﬂ ed
in the data processing system 3. The execution of each of said instructions
commands in the fisst axeoubtion gxitn2pesytot aamy3on i gepeclsosen spotefailsi thking ihte
execution of the correspondi ng jpstruction, detection nmeans 17 enabling to
detect that the W&Fﬁitﬁgawn‘f"rfgjtﬁ%'ﬂlf;ﬁcti ons does not correspond to the
expect ed one, I i i rmp the dat rocessi ng
It t@&o@%@bﬁ?ﬁ%ﬁnﬁe laﬁse(m@%:f tgcggﬂ? 6 QI Ra g on% rteﬂ\éesg Il?g

system 3 and/or to no e executron o of tar € Wwhe i%hi ng of
t he i nstr yotticn of dhe sfirptexeatiof SpRNIpes tb heigtuP et feclfién of & Rhndhed
constructed exploitation nmeans enabling the unit 6 to al so execute the

i nst ruct i ¢ABdigpnalieandsin thetuning, eannot gheﬁ:@led wotreetlyofsoShatdati leastrsad i ons

being tri red. by, the execution in.the data progessi ystem 3_of the
i nstructi g’%@“’é‘oﬁﬁéﬁa’é‘?"“ e C%St?%ﬁbcgg‘ﬁ,’ (’loﬂsetqﬁi‘ﬂé'o c@°{}?teaﬁ8}‘var%v le
sof twar e A¢scordpleteBpfifnc@timlal gorithm c processing which must be renoted in

the unit 6 and for which the chaining of at |east one part of the
i nstructi ons Insthe présdowndéscuptéen i radatsmuta BgurfestQeto 92 thersabjeet sbtlievar e 2vs

2ps. i & ARSAPR AET o TeEAng 1 Bty CORAong| PRBC g BTt
prot ect ed effWokitRér of he invBRtichEGAM AXFISUt DY rBRAbling REtte %ﬂgﬂ;taes?ﬂég %teast

the functionality of the chosen algorithmc”processing, e osen
al gor i t hricongitionals diranghes wihbset overall | Asictiomalitpns, equivalenhaioi alj kye whi ch

t | east . of..t he j.nstructi t abide during thei tion in th
ohit a1 s TETioPitel of df GOHORT PuhcBss BIPaYH brrs el ThOHROE b CL ed
sof t war e 3P XS eHIEfankbHSAdliE bi él'ftisséﬂ_émP&ﬁot@@bmﬁéﬂaggﬁﬁ{:%&qeﬁﬁs Wd on of

the instructions in the unit 6. During the execution o e protected
sof twar e Pacing ajtthe datd pugeessing systém 87 piisposahof fipiepe of mfcrenationtenebling t 6:

as long ag_ the, chainin f, the, j.nstructions of all the nodified portions of
t he prot eilgeeﬁrsg Sﬁ“%ﬁf”é %2’8 2pg8, 8Eh’FéH°§eﬁtefl IFeTWA%e: za%toc?ﬁr?y&‘p%ﬁi’?"flﬁoﬁ Ak
expect ed @ighoséd §hot0di fied portions of the protected software 2p work

nom nally, so that said protected software 2p works nomnally, and if the
chai ni ng of tAreording taanatheradwintagepus chasacteristiciof therinverdiondthegiroteetion 2p

executed in the unit 6.does not correspqnd to the, expect ong, the data
processi n§TETE EHP3 #s “flﬁr%(rﬂ'm 18 0% R n°§ﬁ8/%ftr pfqgceé’fo&ncﬁaﬁ@ﬁid% &$mpofal horti on
of pr ot ecfodiffidnas deskPiption @Whgéhqgcm%dbﬁﬁﬁ_rfﬂ:aﬁoﬁ Wsureds0'eh 64, the

[

protected software 2p is nodified. figure 71 illustrates an exanple of
i npl enent at i dier die implepentadomofthe pripeiplecefifirotaction bjctemporad dissoclatime ici on

s o ShOGhE B BUERLH e PSRl Pt W B addBinRie o | e
expect ed phRbeiinPudifig ﬂpleﬁﬁcbn@?geﬁﬂﬁtaﬁg &étg?gﬁ%mkés? BnP Adshit 2R %Pschob&E

protected software 2p, execut in rocessi ng system 3, executes
i nstruct i ehleastoonespaitiotiof the sgyes ofithe vuindrhlble softtvafe 2¥seconkaningiabideast t he

instructions j, be]longi npc to the instructions set. In said instructions
one chosen a gon?hm processing.

At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This modification
is such that, among others:

¢  during the execution of the protected software 2p, at least one portion of the

first execution part 2pes, which is executed in the data processing system 3,



set, at |east some of the instructions each include a part defining the
functionality of the instruction and a part enabling to verify the expected
chaining for the execution of the instructions. In this exanple, the
instructions commands Cl, are represented by TRIG i~ and the expected
chaining for the execution of the instructions is i", i"+i and in+s. The
execution in the unit 6, of the instrudétion in gives the result a and the

execution of thej ' oot |t . b. The instruyction i"+z
ises as.oper and. KRS &R tat the HihSforblly ¢l drdst B HB5sen Mgpattinle " ang
its execution gimasesking is extbute@ site vait glaki ng into account that said
chaining of the instructions executed in the unit 6 corresponds to the

expected ~ ore, duringethelekecution afrthe pedtected Apiheadecénihetdcatiom gadR2petie
protected softwarge, 2p. Figure 72 illustrates an exanpl e of inplenmentation
of the principl ewg‘ngsr‘Eﬁeé\gtﬁi h SR, P e %H@P%Q@LEF@FPI@MM,M last eat ure

of execution to "%g dWValedet ring of the execution chaining of at
| east one part of t &5 nas%grl{%gll SOI:‘%F]rlll he case where the expected chai ning

i s not abideds bydurfganeé dketaitio® of HieSproteatadl Ritwale25 X610k AskeARARiRgid Or the
execution of the instructions is still i", i"+1 and i"+z. However, the
execut i on chai niprgcessingauisplit ido pgverdlalistingt stepsppamelyf the instruction i"
with the instruction i'", so that, the chajning actually executed is i'",
i"+i and In+2 The eél‘él?;ﬁitp?)ﬂﬁfi’rngﬂféﬁ‘? ﬂ%"t"?‘lfk&a&%‘qm‘“ PEPostle result a, i.e.
the sane result 1hafed hemexeciin ¥ ' ver ..at the

| at est during the ex%é:uﬁhongg%hgﬁé&tﬁ]g%epggtt?’?rfty&g‘?%ﬂ?{rllaeh%g?g%tcﬁgﬁe%ans 17
detect that the i nsalgomthimiapiocessihgasingdaidoperasifo)nd t o t he expect ed
instruction to generate the result a used as operand of the instruction

i 0+2. The det ectT onal}ﬁ’esé?&&lPPSfiH*Y@ the Becing of the regdt of e chesmalaaitiwich
modi fy accordingly, ,1B&, '}?ﬁ{eﬂiég DQéssﬁgﬁsgth%ti'ugfs'gé’s”%% gl}z_F @zﬁﬁ,ggat the

executi on of the in%truclfn#on ! I'Ves eresu _ _ _ _
different than ostep¥biindndy arel definb@ tigei theRxeutioRdfiedtépaction i " gives
aresult a' different fromthe result a of the instructioni", it is clear

that the resit ad shsequencer of ttherstéps+commandd 49 dhosati faimemgnthef savnof .

| nasmuch as the executi chai,ni ng of t instructigns executed in the unit
6 does not correSPond t %potvﬁgg g?peé(gf‘étborbaé, eer%cg?‘# ?@ﬁﬁr‘c’) Pof the _

funct i oni ng offet et eNeokesi Fisk 2046l aF08 pRStean sSARSTAY, Y Rldkaltepln Fi Our es

73 and 74 illustrates a preferred variant enbodi ment of the principle of
pr ot ect i othehgatel prasessingsysten 3oetechisn thes btaps commandsa triggeriof imtecutit 6 t o

abi de by, ,the nonitoring of.the executign chaining af at ast one_ part of
Ehe 1 ot (e FroRRion B bfhtbe b8 Sed S et heF ohtead of GE proraon,
instructi definékdtepphose at | east sone instructions work with registers and

use at |east one operand with the intention of returning a result. As
illustrated iHigureglt dlupgatesaa exefpie of fyecution |of s vulperableofofiviae 2mshr uct i ons
47 working.wth registers, a part PF defining.the fungctionality of the

i nstructi Sg‘r‘fu"fz’ile’paéﬁpFarﬁéd'H@ﬁotﬁF ﬁﬁe%‘ﬂtﬂ&nésfg%%ﬁﬂaﬁeh‘ﬁiSﬂﬁwawrﬁ’p "iﬁ@ %ecution
of the ingtdodsding®BysterinS, BAG c&Pfaifk AhESIROAAS the LlRIARE' 8 i nown by
the Man of art. hZ” part  PE defining the expect e% c%ail%ni ﬁgﬁﬁg%ﬁ bits
fiel ds cocemegpondingdotthe assigninemintd hi watablnZ{ iofl the atsulhof iandlgotithingn Cl |,
and for each operand k o‘i the instructjon, with k vgai ng from.1l to K, and
K nunber BfOCSIREITRECSEHte h%aﬁ' wnetiop &t snghusing gpernds X apd ¥. CDk, i ndi cati ng
whet her or n it &6 j e [ he.ori gi erand k, -
and an ex pecgﬁéﬁﬁllted%ﬁ%lﬁl?%tgtp%%& [ ,%de{%'rﬁ}&g .hgﬁ Sgg{} aﬁ&eﬁtlnﬁldﬁg 3‘{111 t he
expect ed thealgbtithntit prbeesbingtohosdr an fighuire 50N RSrepedied ah QHe AR ¢.OMt @ s Of
the operand k. As illustrated in figure 74, the instructions set includes V
regi st er sexENPAgHwing heterecytiondadhe datarnraerssing system3 pftjiefirst exveution named
R,, with_v_ waryi ftom1l.tq V. For each register . R~ agre defined two
fields, ngﬁ%?ﬁy?yoé}ﬂ? § u(%?cit%%%q%\ya[rgﬁa aeamt & 0%9“5?? PR ¢ and
enabling to storg dhe ikl @t &b 18XECke : [ E‘ﬁm »p. and a
generated identificat fon ti Ee’l% CI% énabpfeln%{éfgﬁor#eﬁgrai gz%ée&% e |a§g?ﬁl|§’ty of
the instruction triggainghths tgasfer of duda BhendtWritamtise dita prredsiticdysenad td i el d
CF,,. Said generated identification field CIG, is automatically updated
with the contenttBe sremarizatioR zones tespeasively ®land of locptediindhe memopizatfn  whi ch
has generated the functional field CF,,. Said generated identification
field QG- is neither accessible, nor nodifiable by any of the instructions
and is solely used for the detection nmeans 17. During the execution of an

instruction, the detection neans 17 carry out for each operand k the
foll owi ng operations:

-
—




the flag field CDk is read, if the flag field CDk inposes it, the expected
identification field CIPk and the generated identification field C G,
corresponding to the regi ster used by the operand k are both read, the
equality of the two fields CIPk and C1G, is checked, 48 and if the
equality is . false, the detection neans 17 consider that the execution
chaining of the instructions is not abfded by. The coercion neans 18 enabl e

to nodify the re i ruct.,o en the tecti on neans 17 has
i nformed t hem of ﬁjééhﬁsl %téiﬂg}ei @ﬁé 66%%11%%{%%%%?5“‘5@1 ggg e FensesenieA, by
enbodi ment is caQUER, XytobxE o, f yi ng the functional part PF of the
instruction currently execut ed or the functional part PF of subsequent
i nstructi ons. ® Acebtitherigstent anttehstep adv.anthegpeasionhef actepr tanimsndTRbe
invention, the protection process ainms at inplementing a principle of
protection, cal | SHESHNS feths v S, the executiandyy meansof f serondexegutionparout i n
relation to figu : (g i tation, of. the principle of
protection by re% ?nu’ﬁg,thgrﬁgétg ?’nsé%‘rﬂ‘déﬁglé?%%&%%%%%%@t"fymﬂﬁl@ﬁﬁ%'?Owhose
dependent functi eresfuastion F ahd eail tdpecopnasit €X, b ri%?d%&ar@éd B}hTIﬁ@Z@r}d
execution part 2peu, in the unit 6, and possi Bly tgo ransfer” data Detween
the data processg'lﬂje Preqigaly, thgnekechiéon it the, stepaicdmuendoCEd eleedsd entthe
functions can be_fini.te ar.infinite, .a set af triggering commnds for said
dependent functi S’ﬁesc_}lh%lblog the ?‘ﬂﬁgf’? ﬁgw lﬁhﬁﬁﬁﬁg‘%‘_@?’wﬁg? Ph e meglopigatigia c ut ed
in the data procgsidskGndYsdndTeRrile rkauHo'aQ&&hﬁﬁiaa&oBeon@htofﬁle dnfifGg, EXeCut i on
of correspondi ng dependent functions, for each triggering command, an
order corr espondambatatime awtnt i3 theastep 80i.¢. hike execotionbds ©step comatinkitEH, by t he
he second execution part 2peu, so as to

first execution part .2 . to J C
trigger the execﬁl&%ﬂnggﬁ‘? l‘ﬁ?néttﬁlf £ Bo HaFHE of dbe dwestions fineantained émithie or der

havi ng the form : t i ri nd a

nmet hod of renam ﬁ%n%bz%tﬁgﬁ%or ;hfgﬁgg;a?{ggﬁeg%g (%ga %Iég%g% rsngtal%[ goasto

modi fication of adsignvitiltoehabiratio; waidestsy comtrhd CHEbEAY reftofhtdadby O
rename the orderﬁgqso as to obtain triggering commands with renanmed orders
enabling to conc Z)-t he ident | ty of the correspondi ng dependent functions,
and restorin i i it 6 duri usage
phase and enggﬁﬁﬁgﬁlts%% gg?or %Stﬁggtleﬁ:s:’tl iqg?%gl?%}‘ee%&%g?gérﬁeﬁ‘éeq}"ék%%@m? der, so
as to restobsavedthatibpeimigoverhems tande éffectodecut e. For t he i npl enent ati on of
the principle of grof;gect_i on by renam ng, are also constructed exploitation
means enabl i rfy t 509 rlsG AiBWROEMANS neaneerst theo cpser gvhere meveral alggrithmic

i npl ementi ng at : ' 20 r..the i ppl enent gti on of the
principle of pr o%lgg?s%glgpga;éﬁé%%%dqng? rfgfggigfgoa@ﬁo%elﬁ%tiﬁgtﬁgﬁgo r&€of the
vul nerabl e sof t walgerithudc pradesdimgdd ussdebyplagothed BiFofithpiio GR6SdsEiEg URI fs at

| east one operand and ret urn% ng .
case, certain transfer steps can possibly be removed.

¢ The second improvement aims at opting for a pertinent sequence of the

steps commands among the set of sequences allowing the execution of the

protected software 2p. In this respect, it is preferable to chose a sequence of

the steps commands which temporally dissociates the execution of the

steps, by intercalating between them, portions of code executed in the data

processing system 3 and including or not steps commands used to

determine other data. Figures 52 and 53 illustrate the principle of such an
embodiment.

Figure 52 shows an example of execution of a vulnerable software 2v. In this

example, appears, during the execution of the vulnerable software 2v; in the data

processing system 3, the execution of two algorithmic processings leading to the



at | east one result, and at |east one portion of the source of the

vul nerabl e software 2vs, containing at |east one chosen algorithmc
processi ng. The source of the vulnerable software 2vs is then nodified, so
as to obtain the source of the protected software 2ps. This nodification is
such that, anong others: during the execution of the protected software
2p, at | east one portion of the first @xecution part 2pes, which is

Funct i onal igPoaenah of 8 2 et i b I Mimi 2 r B BEaPy | <" oxecuted in

the unit 6, i i f gt e e 2p...the second
execution parlﬁg%é;%? h%'frgtﬁ??fg%%%%lgtogd&%ﬂﬁ%g&@hic{qr ﬂ?igf) @)@%@Lﬁcg fdép[g Peast the
functi onalthé ynwehtied foreahichome 05186y thntle ipréd2Rlifgd EIREBR Sh Tihure SAC rethOSEN
algorithmc processing is split so that during t%e execution of the

pr ot ect ed rewpteddn theamit G dpsorsingstorsuch go exarhplecdyingdbs exesgtiosinsthe dataed, by
nmeans of the second, ex Céf' OF S?art % eu, gsi n ﬂeBenderht f unctions.

Pr ef er abl P CEHEHE t\}ﬁ&‘ég’ Itb% S AR IBPB?:% BPYQY the Pegiesits ﬁﬁwr%iébe@@ent
functions j qRe phdstdtebViRENinitd6 | Wré’ ‘téﬁ gk%lﬁin@&%b*yé, the RRSGHIZHYorORE L

several dependent functions ena acli ng of’ one or several® operands
at the unicommandsliCGi G, CEdepremponding toché deerminiion off Zvand hofuged he

operands) and e e&gqt'e i]£l C rrpi nation _the functionality of the chosen
al gorit hmcenﬁﬁl?a&@% ' n§E vl g couppopgoein fredetermingtign 96 £ As illustsated or

| d i | i . th it.6 t the dat
or oceasi naRE SRR Lo aRd] €83 (SR dfthd: %R AFEdeolivhl Subhich s fns ¢ o

processi ngpmntinds ICEY te €KaCubivdll af e qdetReticsh &ef inviéfated. It e second
execution part 2peu _executes the de?endent functions fd", 50 during the

execut i on cgtmplee ther Ellopting) segenomisthms cartigd ety Kl mortiom of ineralatee

triggered tFHRgger Lth repnaned.or der.s nd, a se nce of
the tri gggpid%gé%gr@%iﬁé}g 0?2 iéﬁg%&g‘“@%hﬁ kP ogg?n ) lgf&fﬁglﬁetdego%l ng t he
execut i on peftidn'uf inteRhReddesbds CCEWRHEIiR of iiercdlbfedlco8 Y, | ON part 2pes of
the protected software 2p, executed in the data Erocesm ng system 3,

execut es tri dgdouihbe ebsesyedstho during therexgcwioneafshe pratectast sdfivare @pamed

orders to j riggering i.n the unit 6 the.restorin means
of the r egy(; rlegéé{c%ré’gr’%eag&t %OF g%htém?)%a%?% commg I‘fglﬁta:.nﬁg 1%)?&95%‘?%& means
of the sedstxentionlpad2pardf tRoprotedtéd Saftware2pt MSHAREEH] B o¥rebihnl

dependent functions fd". In other words, the principle of protectidn by
renani ng P¥Pdaexscateddntheynit 6nBiisnit aphearsrthatrin thf preseace of thgamitng seichmands,

so as to in trj Ling conma wi th renanmed orders whase execution in
the data grgétg’élslgi énxﬁg'gg tcé’%e%t?y f‘?@g@"’é’r gOI?SHq?ngyuﬂ}et pré’,ecf S@%&‘E%’o%ﬁ of the
dependent cobmpletdlp Afactibhglh woul d have been triggered by the triggering
commands with not-renaned orders, w thout however the exam nation of the

prot ect ed sofKigileeS4 illustratesi angexample tofram attemtieof; ekenutiany ob thet proteeieel ut ed
dependent I0Nns.. Figur Q_ il.l ustratees an ex l e of executi,on of a
vul ner abl (Saéfg‘gﬁev@r 2""5{}.“9‘? Hr%fﬁilgng%%llg, lﬁﬁ’&%’éﬁg’ ‘gﬁﬂ%{g‘*ﬁﬁ%"“@%dﬁ %n of
t he vul nedafalpRocesdihyeyster? 8 df&éﬂ@té@cﬁt'&iﬁ&@ s tRY , rtain
time instant ,Iﬂt)he .C%VI%(F:SUI ation of Z E- Ié( , ~§€grrespl?){r?fﬁ%éélstoﬁaﬂeem

assi gnment t @ a apdimeainstanZtipthet dnecutioniof thefstepncomimgand ONUT(X, X),008I(yNg

represent ed by functioon.F and using. the gperagnds X_and Y. Figures 81 and
82 illustrate a?]Y)e)gaﬂqutehaggeir eeﬁ‘éﬁ&&’fiﬁn e S‘Eea"fin\)(erfpi e respgetive g1

illustrates the Lal | i 1 .§ cexanpl e,
during the execuﬁﬁggﬁ?&rtlloth@hﬁ?ﬁgg@é@@ﬁ%g@%@\e@ngéb%ﬁc%%ire)th%plrﬁgt(; > execution
part 2pes of ot hesttimeé dnstaist 60 ftheVakecutionastthenstbh &oRMRERNTRIGHH! H@nsi t 6,
appear: at tinme instants tl, t2, the execution of the triggering conmands
CDI, CD2 tri ggertrigigerithe executiontofethe factiondk taking intg acecums thef absencesef ond
execution part ﬁgee# . ﬁf t he correspondi ng dependent functions fdl, fdz

whi ch provide t ‘915 5fer of data X, Y fromthe data processing system 3
to the nmenorigzaty cti v < Yol d.d j i on
means 15 of the dgﬁﬁmgﬁ@ggftgﬁtfﬁi E]%eer@%ér%ﬁgg%ﬁggi%?éﬁ@@ggiﬁgé#ég{r esent ed
respectively by trigger tht/T(ansfeXof thd Fdsult of)the farictionrf takimd &itd icéctint Ghd N | |

t he execution of the triggering commands , CD3 to CDN |, triggering in the
unit 6, the exe@t‘?ﬁ?‘@ﬁoﬁﬁlﬁrﬁah@- of the second execution part 2peu, of the
correspondi ng dependent functions fd3 to fdN_|, said triggering comuands
CD3 to CDN_1 being represented respectively, by TRRGfd3) to TRIG fdN_1).
The series of dependent functions fd3 to fdN.i executed in conbination is
algorithmcally equivalent to the function F. Mdre precisely, the execution
of said triggering commands | eads to the execution in the unit 6, of the
dependent functions fd3 to fdN_1 which use the contents of the nenorization

o o B -, = o o Y a1 "




Fi gure 82 illustrates the conplete inplenentation of the invention. In this
exanpl e, during the execution in the data processing system 3, of the first
execution part 2pes of the protected software 2p, and in the presence of
the unit 6, appear: at tine instants ti, tZ, the execution of the
triggering commands wth renamed orders CDCRI, CDCR2, transferring to the
unit 6, the .renaned orders R(x), R(y)las well as the data X, Y triggering
in the unit he restoring, by. neans of the restaqring nmeans 20, of the
renaned or deﬁgtﬁfetl)'e{f’ﬁes?@reﬁrstqh%%BgE%lagsqn.c%.° {heuni Oy pt legstyme; eguest fia zat i on
zones X, o thE Rirst eRecuti Wotal G execution
part 2peu?boof t he corrsr gspgnlgﬁggﬁﬁgg%{ﬁg%ﬁ?g%éli}ggg‘?cgﬁén%)g?,S&?’dg?'\%n‘%ﬁg’provi de

the transfennasbe tfuidilldd carrdttlyYsd tharattibast saitl portoncie a6t Sxeched cBitety 4 t he
menori zation zones respectively x, y located in the nmenorization neans 15
of the unitkatsconsequently,itheypsiorastydsefiwarap iswiot rompletely fingtiomals CDCRI, CDCR2

bei ng represe I clid vel QUT .(R(X) ., .X) . OJT ), V), .at tine
instants t3 t%écts 'C\iﬁn? &{D??lneottﬁee%gg%e}r\%vﬁgo%sfc et I]Sfl‘d@gﬂ}eﬁav%%ﬁaﬁagrwtftwry enaned
orders CDpRebd afeh¥ RN itpldnichfinil &f Hrifipld i r gﬁ{yf) rders
R(fd3) to R(fedl\_lfl), trJIil)ggeri ngéi nli)t hepunioyigo%ﬁﬂéénr ggltléﬁig%lg& y rrgaefgs? of the

r est or i ng descaiption ©f wiichtip earvied entsin relation falfiguies #@Kb U3. and t hen t he

ti b .of . th t] t.2 , of the d dent
Funct| ons 1 A3 oF 455 RPIEMESRER OF tuBareible it Talsaicoh Y Henghianb bt CoCRa
to CDCRN_Indghitee LEREESRMERTIL S&YREEL 248! af 103t TR ?ﬁ(’i%lfe?‘ﬁ%i):ﬁ 8&@ I%neg

(R(fdN_ 1)), and at tine instant tN, the executl I'gg
command wiexérution anfetiie onudmaratlOGRtwarea 2 partinthy defindshits ytitd. By stabe of enaned

order R(z) triggeripng in.the ynjt 6 the restaoring hy nmeans of restoring
nmeans 20, Sﬁi%w?’%enﬁltsﬂg? “F“.lg?‘tof’ﬁéf“? H%rﬂfth?"eéfOft‘H@rWéﬁﬁ?aiaié‘t gi¥en momeng, and
then the @¥QGHry 0 tHYCOMRAL i cut | I e
dependent fun‘l(}:%r?on fch proéieg‘?crlllggﬁﬁzgéﬁragﬁg%fe’ (y)(% h‘ﬁﬁlel%rget%htl%?sg?seg%e&p

al gori t hmisechpa cbeseni vegiablenprajudests ithe thiaplebsrexdention off szidnsdfiavadd. Ik hgsqunit 6
to the dat rocessing systemg3, so as_to assign it to the variable Z said
triggeri n(jﬁ‘l‘%ﬁﬁg%&sw W%@%ﬁ%‘g‘eéi"&@? Oémﬁlﬁfégmﬁ spRyare s centaining af (R(z)) .
In the il idistdmt@dsér @b, the triggering commands with renaned orders 1

to N are executed successively. It should be observed that two inprovenents
can be eff ectAddeast dhe chosentportipr afthasotrce of tier vidnérible GafearwhBvsds figrer al

algorithm c processings are renmpted . to the unit 6 and at | east the result
of one al wdﬁqql;]sg aﬁf‘gelét's"éli the S?‘ém%u%@etﬁméﬁﬁgﬁ@ﬁwéﬁegzﬂsifrhﬁ'il@ocbﬁ%tmi ng. In
this casejs aRHRhdt duBidg thd ek CRTSRI e Yrbtl d foPor &)
transfer, can possi blg be renoved. e\ﬂgS ct%ﬁ%@fiﬁ%g?a;,lﬁ%ﬁ%{ﬁlg & 10£%€ at
opti ng f othedinskexecnton part dpesnwhichfis exeeutedi igdler datg provessinisyswint B, taRaamed
orders anpbng the set of, sequences allow ng the execution of the protected
sof t war e ?Eg a?‘??“tn?}ﬁ?t F‘L?B@g’t“,e psqnsva&a@eeqrap&l@sg BneeRIYA chosayvasigble of t he
triggeri ngesffREWRdnitg.t h renamed orders which dissociate tenporally the
execution of the dependent functions, by intercal ating, between them
portions of &Figiereedk ihitstrdtcs antdxanmpld af pravueion iof g Bylaérable softwdrs D¢l i ng or
not trigg rigpqg( [of0) nds with renaned orders_used of the determ nation of

ot her dat & @ying, theg £xequiign ok the ilnepbley sofmare 2vs ire fthexdata
enbodi nen i n exanpl e of execution of a vul nerabl e
brockHl Gt 8 M3BPa™ oo

sof tware S ex appears, during the execution of the

vul nerabl e sef t war®mavinstait tfethdabRigmesesst Be avat XM thé haayreyti on of

two algorithm c processings |eading to the determ nation of Z and , such
as Z E- F (X, Yyepmeenedx Vi X(X | Y' ). Figure 84 illustrates an exanple

of inplenmentation of the process accordin Eeo the invention for which the

two al gorithfic aﬁrt%%é%q%ﬁst%c sefenment Qgrt yalug of thesrigbler ¥1 tvéheuni t 6.

According to sug}%}_irggltee%g%%%%g'gq_t@e execution in the data processing

system 3 of the art 2p'és of the protected software 2p and
in the presewsce aaf gt figndikfanftt fgnid ' : tion of
the triggering commands with rs’eﬁr{aé%gil or dgtrgf(%ggpﬁg%ﬁg%%aﬁc%ng%di ng to
t he det er m nat i oariebleZ,aeptesenteddyeZ wt-iVon of the triggering commands with
renanmed orders CDCR 1 to CDCR M corresponding to the determ nation of Z'.
As i1 ustrat &gurendl Hpgimdes Ay examplh@d avfirst fosma e dmpleseeniatonosf theo CDCRN
are not executed consecutively, inasmuch as the triggering commands with
renamed orders CDCR 1 to CDCR M as well as other portions of code are
intercalated. In the exanple, the follow ng sequence is thus carried out:
CDCRI, portion of intercalated code, CDCR 1, CDCR2, portion of intercal ated
code, CDCR 2, CDCR 3, portion of intercal ated code, CDCR 4, CDCR3, CDCR4,

., CDCRN, CDCR M It should be observed that, during the execution of a

. o Ly ~ Y b1 o, M. Y o ~




Thanks to this principle of protection by renam ng, the exam nation in the
protected software 2p of the triggering commands with renaned orders does
not enable to determne the identity of the dependent functions which have
to be executed in the unit 6. It should be observed that the renam ng of
the orders is carried out during the qﬁdification of the vulnerable 2v to a
protected software 2p. According to a variant of the principle of

pr ot et finfRitioR T8N 1R AFLORALEL ifind APk, ANl SRERGE bl o7

famly of dependent functions algorithm cal equl val eén ed by
di f f er ent execujiparinnihe clararprodsssiigh Kystetn B1ofl tier figs %xecﬁﬁi%ﬁgﬁirﬁgpésoof‘ fHes
variant, for at |east one algorithmc processing using dependent functions,
sai d al gorﬂr?tﬁ?ﬁP@S?ﬁ‘ﬁ@égﬁiﬁgiliﬂ@r@ﬁmetoﬁtgtwm@ép@mgnt functions which for at

| east one of themis r.egtl atcglgl tﬁjth a depePdent function of the sanme fanvly
i nst ead of keepi Hg"B&VEPAN b HF (BREULONPT @ Hanster: coramend drigesringctheon. To
this end, triggegi @X/\fﬁg' Liied take into
account the rep%ﬁ%%%aﬁipen g‘n{h%g%% |Og%sgﬁ{\ﬁsiyg{e§1e%g%%nfag‘?h%c‘f‘i ons of
the sanme fanily.lotatediththe memolizativwananpds d€rlie drnin6] danhGarfertddiinsaee fam |y
have different orders and consequently different triggering commands with
renamed orders aifiRg represenieds by, QUTHi1e X)hgnds samesponding Ha the cmdctoethes of t war e

2p, to discover > : | call ed 55 are

al gorithmcally éesglg%u\l}aﬁlg%tﬁﬁ@%}gor it{r}gog%ébggi'i’rst preferred enbodi nent of
the variant of thietigeiinstap €, Ghe RxebRIdH O BDHafLS2BbMGand Strigéérir%eﬂlef or at
| east one dependent function, a famly of algorithmcally equival ent

dependent funct i tanster (9f the yehueeofathe nepriableovisesiding th the urite6itafthe wata on

defining the functional rt gf the dependent functiop to execute in the
unit 6. Accor di rrﬁo?CSSIBgsé’gtgﬂldgp§°e1a§3rtpe%s’gﬁb'éofpntg‘ﬁtv%’@g?hg’ vaid; garsfer t he

pri ncipl e of pr aloghiddbdilg F@RaERA by INGHf drA%rioBloring B3RL oAl fo fiRPENICNt
function, a famly of algorithmcally equi'val ent dependent Tunctions by

usi ng identi fi caastighmpntaidhe value of thiervgriskle a; torthé waniabde Yar i ant enbodi ment  of
the principle of gr tectlomhrﬁnam’ ng, ioﬁ. defined as nmet hod of renam ng
of the orders a ¥ pﬁé’r‘?ﬁb“s dnS FEEAUNAY of & anskRs comppang, igeering ther ansf or m
them into renangghnQfed ¥FrSh nd¥eihe AH nan f. L rders. i s
carried out during the ph%sggmgf prgt‘te}%%})fgrr}ﬁp{e%l@%[rg {}ﬂ}hg lb[%nte]?etér}rtgg dgtgri ant,
the restoring ngaeesssdog aystemednso iaspib eassighi it goathd ewirfabRr Zn gaidetrhgerenabl i ng
to deci pher the rena dlggrders and h&ﬁ{;{% restore the,i,denti;t‘% of the
dependent funct iGHED e frpLesepteqd V) ad coprespandingqin;the end tmthear e

| mplemented 10 t@ehtibhe I RICaIGEDE B valiaBIR Y WARE vRliadiagdvar e nalure. Said
restoring nmeans 20 are appeal ed to during the usage phase U each tine a
triggering cdhshonti bé obseredatretduringethe iexeation uifate protédiel sltwar®Rpcssi ng

system 3 pith the intentjon.of triggering in the unit 6, the execution of a
dependent Ygf’ffn%‘ﬁ Wagi%m?‘ﬁlﬁs Gt B ‘(‘}Hggdi‘g‘ﬂg ighenghpertionaf the Sisstiexeeutipnr es 40

to 92, si [ Bl : [ .pde
xpl 1 ci 1 B e R R a2 APl R Bhe faReehBY S BESICRCT o1
process i theaabwr obsaic variabie résiding we thd omit 6iis tiangfeeed s 8@ dava pocagidghe
principle o rotection by cqgnditional branch, possibly conbined with one
ek Ik s X
s értog)ﬁ%e By dle Hrst sxeausioningr. 2Res of ke prtestediroftwaran2pmoi nci pl e

or severaf¥
of protecty P : J t t.he . npl tation
of ot 1 camueR s RRK! hiraB s BIBRE ColrebRYBAFERE' SHreilihiE et PiofRaL  on by
condi t i onsdftwara2plis campldtedynfagdonit) y conpl enented by the principle of
protection bﬁiterrpor al dissociation. And when the principle of protection
by tenporal HigweAkillustrates ag example|ofrapecetd form ofriniplementgticonentied in its

turn by t i ngl pl g. of eectd on b 56, variabl e apd/or . the principle
of prot ec{ﬁlggrgﬁ%{;%erl %@gﬁt%?@?’% ﬁﬁitfei Sﬂ%lﬁﬁ%m%ﬁelﬁ 'Sﬁémﬂ)trg%l hissexpmplent ect i on
by el emengwing fhengbiwtivh inghaldaa ¢ ' ﬁggﬁp inits
turn by the ﬁpgri nci pl e ofl pr ot ectﬂirgﬁésgiggcrj&gtﬁglgtsi %%ﬂ%nrﬁﬁtﬁ%%r&g@él an%ﬁ%r t he
princi pl eofothe pratected saftwirg 2peachinithe prasencehudithd insit 6 dppearpl e of protection

by detection and coercion is alsq inplenented, it can be conplenmented in
its turn by fhe3hHMedngart Gy the assignment pighe data Fiothe vadalle ¥idgeated inhe

preferred varia odi Lot riynci pl e..of otection by conditional
branch is conpl gﬁnee%dghéﬁ%%%g pgslgtﬁ p easopveHr%s[ g@? iCE R, %ﬁﬁo&éﬁ‘*‘fer

di ssoci ati on, conplenmented by the principle of protection by variable and
by the principle of protection by elenmentary functions, conplenented by the
principle of protection by detection and coercion, conplenented by the
principle of protection by renamng. In the case where a principle of
protection is applied, in conplenent to the principle of protection by
conditional branch, its previously carned out description nust include, to

a1 o, = . - r 1 o,



58 providing the devel opnent of software requiring to be protected.
Naturally, it is clear that the prior protection sub-phase Pl and the
subsequent protection sub-phase P2 can also be carried out by the sane
person or team The prior protection sub-phase Pl is conposed of severa
stages S11, ..., Sli for each of which_various tasks or jobs are to be
carried out. The first stage of this ﬁ?ior protection sub-phase Pl is

|l ed "definiti 1", ' i figiti .
chosen: - the tyBRTFE ieeErte Wbl bf ok 6 SR e aFeProcaiving "Chosen
as unit 6, a chigysealsd Bedefatie @{ig)c&t'%g it Bielqn&ﬁbﬁzagiog%ﬁéh‘ﬁis 35 of tl‘Eece{ldltipe

reader, - and the transfer neans designed t e | npl enen
respectively in &lseiddeansfepcammssd heing yaresenddyOUT(¥HX)unit 6, during the
usage phase U and capabl e of providing the transfer of data between the

dat a processihg #yl&ne nsian e %ﬁeaséiﬁmtn%t, of ghedvilne 1fidhe yodablaeYeta tee
protection proce&&iagﬁc@rdi ng to the invention inplenments the principle of
protection by el enentary functions, are also defined: - a set of elenentary
functions whase g tj iBnld y! e unit
6, - and a set of dﬁ{f@ﬁ%ﬁ{iéﬁ%@?ﬁ%%@ﬁpﬁ dggﬁb%ﬁggét} %&@@n@r@g?fﬁ%éncti ons,
sai d el enent ary transferafshbenlg dfi thblvarinblebwyy exiding adthenurihé tdatha datcessi ng
system 3 and to trigger the execution ip the unit 6, of the elenmentary
functions, and Rrﬂcﬁ%g‘é‘gcsé@@ ef® 26O Mert ot itp dhe prasiables Zp saish sapsfer o t he

invention inpl e"%%rﬁzg% h{glieagsa{tgd?{,\ll\g{‘g;_ecti on by detection and coercion,

are al so defined: - east one so execution characteristic, |liable

to be nonit orleshald beabserved that during the@xedutiontf the piotéed bofbiite 2p| hEr i on to
abi de by for at |east_one software executjon characteristic, - detection

means 17 (%9t ARA EQRYneT @ Nasighle resides dn dheyuakt foThug Whernje pertion ofthetfirat at

| east - ' i St i t_abide by at |east
hesoci ot od SRR U B DOIRIACNNS 26, Rl plbi e Bodhes 671 &
and enabl ithegurtine,ithé e4lie b eid aomy G eeiabRi regding Sh € hite & ©dnseddlty tdie

execution of a software, when at |east one criterion is not abided by, and
in the cadatagsesessingaysiemeiotheoised bycthe firy exerutiongart2nesefithe protéoted

i npl enent pyi.ncj pl f Rr cflon by detectio nd _coer ci gn using as
character ?gﬁgreaabar%oglﬁuecﬂof Brrg}aaguéraécrge%cﬁﬁg'? {Shgx%%’?‘:tcﬁé’lpge‘éi cuth éﬁﬁt’ are
al so def i penkequernly, thefprovacted sofbeatt i2pris 6&ﬂﬁﬁ€dlﬁfdxﬁtibﬂal.| iable to be

nmoni tored, a _variable of neasurenent of the usarge of a functionality of a
software, - Jdgwie d3rillysirates apjerample oftatfempit ofpprecutive sofothe protestécht ed t o

each vari f IR 6 is a lizati,on,means enablin 0 update
at | east gﬁ%&%rgrzlpabijgﬂéﬁ rreggtﬁ gﬁ%ﬂqg,-%ﬁﬁa ef?‘n]?lﬁedlgg’sge%ﬁﬁéf%mpﬂg“:ﬁp%t ection
process adatipiboegsingsysten B @Y filghex@ction part 2HR SfIh@plotdcidd ref8¢ 84

vari ant enbodi ment of the principle of protection by detection and coercion

usi ng as charfactartime jistantyty ithe lexeqtioneefs theetransferotornmand PURfyve X)
execution, are a| defined: . faor ap.least gne yariab of asurement ,
several associ atcggg?th&@ﬁ%ﬂ&sfram?gna% s a%tf’egttocﬁlgrmﬁwﬁhn P pondi ng
to each of said dcbingf Q) dbsencedTehd whit € case where the protection process
according to the invention inplements a second preferred variant enbodi ment
of the princiepl eitdimerinstadttyothebgxedutian of dhe snadsfen eomnmnd UN(vg) emnot
characteristic g_.variable o urepent, of the software execution, are

al so defi ned reﬁf‘gg‘?rn e,{@gﬁggrgﬁi‘ﬁ? i"ﬂﬁ‘%t‘bf @ﬁd’a&f‘bllee‘é!stto e OraceEE usage

to at |east one %B‘V@mélﬂ%aﬁg%{ XaﬂEHHcEQf‘ﬁé\R}’t@ vari abl e of

measurement, and In the case re the protection process according to the

invention inpl erapdtas tinfecinptantt] thle@xedutiohosfahé transfoycohthasd IN( pegneper ci on
using as characteristic a profile of software usage, are al so defined:
trigger the transfer of the value of the variable v; to the data processing

system 3, taking into account the absence of the unit 6.
It therefore appears that in the absence of the unit 6, at least one request by a
portion of the first execution part 2pes to use a variable or a copy of variable residing

in the unit 6, cannot be fulfilled correctly, so that at least said portion is not executed



- as software execution characteristic liable to be nonitored, a profile of
60 software usage, - and as criterion to abide by, at |east one feature of
software execution, and in the case where the protection process accordi ng
to the invention inplenments the principle of protection by detection and
coercion using as feature of execution to abide by, the nonitoring of the
execution chaining, are also defined: 3 an instructions set whose
instructions %B,e I&'gtgle to be e>fec ted in the unit 6, - a set of

i nstructi §AE® at oronsequgniips they Protesied seftwareai2p is oot wompdetslye onmands
bei ng |i algy&iiRabe executed in the data processing system 3 and to trigger
inthe unit 6 t?’ue execution of the instructions, - as profile of usage, the
chai ni ng of tihshoutisbe obdervadsthat-the dafactinsfess BtweLHhd ldafiproddisify RGGL A
chaining for the execution of the instructions, - as detection nheans 17,
nmeans enaBlanddhe vnif6llestratadan thepreyioais ekamgplos uschenly sinple essigmsentomst not

correspon t exnect one, - and gs cgercio ans 18, neans enabling

to infor mﬂfa%ghedg}fag °)§r36tc‘é(§gl"h°gw how; té’rﬁoglabdﬁj i ‘fvgﬂ I operafians o ebtaigni ng of

the porti egm@fexRipelafbheshichb fiGh&arR H9vi, A8 RNA4YUB Ofs & §§ 4 PSLructions

does not co_rrﬁesg)gnd to the expect %lg&one, é?d gn %werrﬂégs'gs \/\P\gr—kev he

prot ecti on prAccestngocmotiongdvantigeeus chaeautdristic bffHeaivMtion Ahe pRI IR

vari ant enbodi ment of .the principle, of protection by detection and coercion

usi ng as PESPr BIF abJEWIRMIHIng o2 aMingpleyof protectioni ¢adlefl ny ofelernentaryecut i on

chai ni ng, cﬁoﬂLﬁQieg&ﬁthbﬁ%f Whi@l?isicgﬁierdvﬂ %}f&fatﬁ\)gtto lgﬂaﬁgﬁ)&é tions set

whose at [east sone instructions wo registe at | east one
operand wi t h Foh¢hd imslementatiod of elieiprindiglecofl@6tetfion by eRimentary ¢@sdtion9ne of
the instructjgons working with registers: ~ a part P]‘é defining the

functi onaF“iet‘l?%BFd:t he instruction, ~ and a part defining the expected

chaining for jth ' ) Insgructio nd i ncl.udi bits
fields corr es.po%dlgé)rélg)?;é l(i)é:n?%ﬂ%& @Q@hotnls%:das iettl)?{n?qtt‘wgﬁﬁtﬁmtnﬁé“? hgﬂpggtheon al,

0 and for each epesntéd) by mehies dMhksddriddekectitich pard@pbi inGthCkit ¢, AHAd an
expected identification field ClPk of the operand, - for each register

bel ongi ng to t h@ossiblydpiteansisn daedetveandthe detd tygcessing isystem dcanidothe unitt , a
generated identification field GG, in which is automatically nenorized
the identificatidon of the last instruction which has returned its result in
said registes, -anda sdeéRémemaREAsmdds fOF i) '

execution of an instruction, for each operﬁ%?&mg t he agﬂ??gélggdCDk

i mposes it, to Elsegutarycomypandstleing linble tgehveexerutddiideahe idhtacmbbessing el d Cl G

correspondi ng t LSt er us by sai d .opgerand, and. the expected
i dentification 19’ y&é?rﬁ :{Zg‘g%%%gn%eéetg? ieéFW%(S’fl lgﬁﬁﬁl “Bﬁeq’aoﬁ.&,he coggspondingser ci on
means 18, neans eintddkdrpGuiction®di fy the result of the instructions, if at

| east one of the checked equalities is false. and in the case where the
protection pFecthesimplementption pb thenpringiplernfi pyntertion bynetenentanye fimdtions,pl e of

protectio r ] .al.so defined;. - .as a_tri ring.c nd, an

el enent aré}e%sﬁr‘gdr%lgmé‘lfw%ﬁ%lﬁ%@r%ncﬂeﬁ? %@ﬁ#ﬂ%&o Emsi%f“égg’iﬂn‘g%?mﬂ@u on, an
el enent arynit l1@bleO @kediite i dlemematy PihctiondSthRNeMcHén 3t se{i@ae‘i%]m&{}ﬁ}yar gurent
for a triggering command, corresponding at least in part to the 1 nformation
t ransni t t Bactigns: heing driggpredcly she gxegutionning theo dataepronéssing, systenas3, taf t ri gger
t he execuél%l%n 'gltytohe co%sr espondi ng dependent function, - a nethod of

renanm ng 0 AR habling to renane the orders so as to obtain

triggering cpgrmedmplndhtitfrdfbe BHHAGHR of protection by elementary functions, is

also chosen, in the source of the vulnerable software 2vs, at least one algorithmic

processing using at least one operand and returning at least one result. Is also chosen
at least one portion of the source of the vulnerable software 2vs containing at least
one chosen algorithmic processing.

At least one chosen portion of the source of the vulnerable software 2vs is then

modified, 50 as to obtain the source of the protected software 2ps. This modification



- and restoring neans 20 designed to be used in the unit 6 during the usage
phase U, and enabling to restore the dependent function to execute, from
the renaned order, and in the case where the protection process according
to the invention 62 inplenents a variant of the principle of protection
by renam ng, is also defined for at |egst one dependent function, a famly
of dependent functions algorithmcally equivalent, but triggered by

tri ggeri ngiscochnthat) amohgsthefsenaned orders are different, and in the case
where the protection process according to the invention inplenents one of

t he pref err ed® entfudngthateseaition lof thegprotented sbftwhre 2y, atleagtlope brtfonaifelsé i on by
renam ng, are al defined for at st one dependent function, a famly of

0 | e
al gorithmically iaiﬁieiﬁ%ﬂ“@ﬂ? PR fRey dvhick 1§ sxeewtedsin the Hyta proreatinmaysteng3a i el d
of noise to the | I b Bl ] . I | rt of the.dependent
function to exectdtkggsﬂrfgiah@aﬁlﬂ{a{ g!e“@ng{ﬂ&gywugf %tg‘@?ﬁ%éﬁ?&@ﬂ%eﬁﬁtl%%ﬂ%‘ﬁcf ield
of the instructi procédsingrindxédneeddn ecigele,i dentification fields C Pk of the

operands. and in the case where the protection process according to the

i nvention i mp? endwiing the grequéion oflthearrotated softwime 2p; thecsepdred efecutiari gzt i on by
renam ng, are al 59 de”ﬂid: PG r.r\eh{‘\aod.oét renam'gé;l of the orders, a

ci phering met hod2PEb YIHHE I $ieeuted i the unit 6, pxecutes atdeast itheyfunstionalipnof neans
i npl ementing a deCesaehé agasg@gl@ggﬂﬁ,gcg%ggﬁg\gr t he renaned orders and thus
restore the identity of the dependent functions to execute in the unit 6.
During the pr¢or egphathesdn agorithinippewessilg istdplit e thaniduiing shséageticnldfi S
foll owed by a stgge callgtcslp"constructi on stage S1Z". During such a stage

S12, are const r utF&dOrHe %W_%‘iee?rp’ Fa¢thghopon aleorithiic psacssying ig precuted,
x4 o 5 0O LS B SORe Tl LTS

stage S11. During this construction stag are
the constructi onPefferabily, eachnshasen nalgorithitidc piacesdinlis nglit dutoi SBmeh@rysage
phase U, the transfer of data between the data processing system 3 and the

unit 6, and whehnetiensdes (Rt yaging fromdcioi Nl ngmelyt epent ary” functions is

al so inplenented,_ t ti he,.expl oi.tation.nmeans al so epabling
the unit 6, during P ﬁses ug%‘é%gﬁggﬁa‘f}%eﬁ“%%%ﬁi“ﬁk?ﬂ%e%ﬂ%é%ﬁﬁ%%%efi ons of
the 63 set of el eohhbegeyetaliowraiRat theami 6¥aRpddag princi pl e of protection
by detection and coercion is also inplenented, the construction: - of the

expl oi tation neans e§BNtaRy fupctionsi some afirwhigh tuse theagpemshd(sk addt m al so

i npl enment the detecfi.on s .17 and t ger¢i on ansg 18, - an ossi bly
of the exploitati onEér)rrgglrl?gR%r{;a ’?ﬁcﬁ% { eeqﬁl?ﬁ&*on%l,ltydﬂfir{ﬁ% (fﬁ’r?ée‘bsa&%‘ e Uto
al so inplenent the pﬂfcb@iﬂg;ﬁﬁih@@ai&%ﬁéﬁnd(s),and possi bly of the exploitation
means enabling the unit 6, during the usage phase U to also inplenent the

refilling neans,—- #MHPEHEY BNg opsevern alsmentany funesionseaabling the plavadg i ng t he

unit 6, during the U,to execute .the instr i gns of the

i nstructions set, gﬁ%g\?ﬁsglﬁaoﬁ%e %‘rolsm'f‘lﬁf”é‘%hﬂlc Broseesng %&f’%&}?ﬁ%ﬁ?%i s al so
i npl enent ed, the coggtemi8ts disposdl bylthe Aiiel6Q1 t ati on means enabling the unit

6, during the usage phase U to also inplenent the restoring neans. The

construction %f aKkea segieore af ithmelementary comaanileds chusen laassigcthk Isyt of hr ough
a program devel opment _unit and taking in account the definitions

i ntervened in th%flgg}cfﬁ{i]l;l?\glﬁgqgetgt&ggggﬂ%t%smq{ec&e ?ﬂf_qurgiﬂescri bed in the
rest of the dﬂﬁCﬁﬂspéxe@ﬁtMFéﬂt Qyéﬁoﬁt%@g{&éétbﬂg%%@&eqﬂ, Whitd Rl in

sub-phase PlI, the construction stage 2 can
the data processing system 3, executes elementary commands CFE, (with n varying

from 1 to N), triggering in the unit 6, the execution by means of the second execution
part 2peu, of each of the previously defined elementary functions fe,,.

Figure 60 illustrates an example of execution of a vulnerable software 2v. In
this example, appears, during the execution of the vulnerable software 2v in the data
processing system 3, at a certain time instant, the calculation of Z « F(X, Y)

corresponding to the assignment to a variable Z of the result of an algorithmic



foll owed by a stage called "pre-custom zation stage S13". During this
precustom zation stage S13, at |east a part of the transfer nmeans 13 and/or
the exploitation neans are uploaded to at |east one blank unit 60, with the
intention of obtaining at | east one pre-custom zed unit 66. It should be
observed that part of the exploitation Jdreans, once transferred to a
pre-custom zed unit 66, is no |onger d3| rectly accessible outside said

pre‘CUStOrﬂréé‘éisiﬁgirépr@sgnte-&%atﬁlﬁ& n%aﬁéa&%?g@%é&é{%ﬁéég% means to a bl ank

unit 60 can be carried out "through an ada zation unit, which
i s described Figur&é6libsstratds dnhexadpse s fhplementatibh 0PHR hebhtionfol R igase of a
precustom zed unit 66, constituted by a chip card 7 and its reader 8, the
pr ecust omi a3l gasithmicc Brogessing ghaspe in Higire 0 is7 renmited rig thérenjir6.oln thiot ect i on
sub- phase Pl fter. the definitions sfage S11 and, possibly after the

const r uct ieg(ﬁm gfe ag‘@ﬁ%ég?e P mct_ﬁF Idéff &Pﬁﬁﬁggﬁﬁ%?ﬁg’ gfg’ﬁ rggjopecelion 64
Lake pl aceariiies 08 telprstotRALSHNERK GENAAYR Sildngt 6r BB YA 6OQhRagNa0! I N0 O
hel p generate protected software - "or autonate the protection of software.
Such tool s enmbl & timednitedtp tghigotie executiore bp drecelembER! taifinhidd CHE]E

vul ner abl e soft\/\%&%‘aZV, to protect: - the conditional branches) whose
functionality is birigserng dn therdmitd6; the geecytipn by, meanheofpbe tseoorsd | i abl e

to be nodified, i nci ple of tect | . |

W soocl ot on 1y SEMiod R 4, RF BF BrteiinaleobESehaR: NodiSi fo faml o 1o

be split into stepihreevdafhetrimfind da X, & fomane d&éaeﬂl}oééaﬁrlgrs' ﬁ'i&'hpi e of
a

protection by variable is also inplenmented, the vari ables) e to be
renoted in the ul§meorzatipnzonperespaetivplyixa yilptatedoin the aiedrizatioyneghenent ary

functions is al sp=ipplenented,, the al gorithnc C ing(s) liable to be
split into el emen 3?@e$§§tgé’isglﬁlsetl%ﬁ?%bqomwd§@%nm,b%&géﬁﬂemt he
principle of progegpéctioaytbydg@ggg)pom, Yg’erci on is also inplenented, the
execution characteristics) to nonitor and, possibly, the algorithmc
processi ng(s)® | iatidime instants &po k-1, ithe exdontion of theclemerntanytingarids CHE, unit 6,
- and when the pripgiple of protection by renampg is also inplenented, the
al gorithmc proct s@ﬁ hﬂ(‘sﬁ”ggfﬂg‘ﬂﬁ 3 s yut gpmetexf:?ﬂtﬁmd‘é‘bmﬁ’@éﬁ?f therfeconshs
remotabl e in t heedBitiotpan Ipdior Wl &irdshnddh GsIgeld fig comands
can be renaned, and, ng%ssi Ij,o to ‘Cfégfppgeneggl%@eg{raé@?tc{é@ssof fom%gé’ or to
autonat e the prowétt elsmenfary ofcomanands THGISE; diof f EFERL; tidhgs Espiesefitedar r i ed
out independently or .in conbj i and t ool _can have various forns,
such as for i nst‘éf‘ﬁ?gtlﬁa@’- %Wo@gggg&?) égsrgﬁﬁ&@*lﬁ-l}:ow |series of celemgntany i or
protection sub- phasods! fel & feRl;RWGHedIh SorfbiRREALS ' ase PZ
whi ch depends on the vuleinera‘ta Ilg sof%waren;v ?to pr%?%og{%%lgg%%?gﬁﬂent

65 protection sub- fieadendtizni F. ddnyeo pectisely, stweexdcutibmges sdd sekntafie first
stage corresponding to, the, i ement ati on_of the princjple of protection by
condi tional br ancaqugnd@épqdé&o. G BXACPHAR & Higaindo,-of thy elementagy Sinstens i on
stage 521, the cROi§ ey " RficH usd ef e L i : e_us Wth
the aid of said cﬂoi g‘ZNs andc possiH%I ﬁ&g‘?&?odg@ég@ﬁgﬁ%ﬁﬁg?oﬁa% hd’ e tools
maki ng stage Sl4eturhthepesntltmtamemofivationezanp ziof tierwdt €d: by choosing, in

the source of the vul nerable software 2vs, at |east one conditional branch,
by choosing &t 1343t YRE 1psfaRt; by the exerution picthe Slementany ¢ovemand €FEN t war e

2vs cont ai ni ng af; : s j ti | _branch b roduci ng a
source of the p?lggg%?gtdmggﬁlﬁm}grgéﬁgﬁg&&%%b& %eagsgf@g 8’8?0%“#@@9%!%%& e
software 2vs, bypeagof jHengeménthBefinclifie f MO RAiNROhE itRRsRf of R R 6f of the
vul nerabl e software 2vs to obtain at |east one nodified portion of the

source of the pribe algedthmisiprogessing pontaingddn thenémotization Zoak mef thecinit hat
during the execytjon of . the protected software 2p: .- a first execution part
2pes i s execute *On@'ﬂf%tadglioggsﬁp’@csé@tfph » 8,8% érﬁs§‘gariﬂt°ath§e"@8ﬁhle&se%lﬂi on
part 2peu is exefsth&flatytomrtitd CREy BRI efdsd lank unit 60 after
upl oad of informati on?ﬂy- and the sgcor@rgglgglﬂlﬁa}r#%z' 2peu executes at
| east the fulcttherillsstratedbfexamplepahe elementhnysesmmands i an by @Redut@nd put s

at the data .
successively. It should be observed that two improvements can be effected:

D

* The first improvement concerns the case where several algorithmic



processi ng system 3's di sposal, a piece of information enabling the first
execution part 2pes, to carry on its execution at the chosen spot, and by
producing: - a first object part 2pos of the protected software 2p, from
the source of the protected software 2ps, said first object part 2pos being
such that during the execution of the protected software 2p, appears a
first execution part 2pes which is executed in the data processing system 3
and whose at | eaglcdssih tdrd refdleds i IL%Q lﬁl&cg%ﬁd tafegteas?tthé% 1t Ypeogdrosen
conditional branch is executed 1n the uni a secon objec part

2pou of the protagortinsoproassing [, usedi by anstherdalgbfitedic PiddesdR@Unb@iHg such
that, after upload to the blank unit 66 60 and during the execution of
the protected sofaSGwiBNDE lemep sy commpnds aised dore e ranséer, gan pogsiely iy neans
of which each c ST &:Ondltl onal branch is executed. Naturally, the
principle of pro ectron by conditional branch according to the invention
can be applied dThesddord ditiptdVeme 0 r hout
requiring the prior real |grgt| on gfa%gﬂ nieraigt:%r 4 Fﬁ‘gﬁff%m% S{m% way, a
protected soft vvafrlemmiaryscommnmdseaimhgr thetsey of beruendes dlloplisgdet aetatior! a

preferred enbodi t prLi nci of. .protection by conditional branch,
the protected so ﬁ%&r@mfﬁteﬁ oftyare Edln ﬂBg r?ﬁﬁﬁ‘ifsiltn’gj PrPﬁT%bllﬂat%éhﬂ%é »f the
protected sof t waggudRs. of%e'éi@xﬁ&nt%ec&ﬁﬁf ‘?sthé Somurcbéﬁgﬁﬂ %&c? br anches,

by nodi fying at | east one chosen portion prot&éct ed
sof tware 2ps, t hixscutimi bfdhelaimémanygﬁmmbns higy iffterdaliging heet@¥er WhérAn of the
protected software éxﬁ) ‘P}[he overal] functionality of at |east one chosen

series of condi tRBH code gxecuted indbe datagproggssing syatews3 andbinshidingior
execution part oid \ host.Obj ect
part 2pos of thg&grlégt oore gso ahdsf’useél%{jﬂ}% dg&?-‘%rﬂ’rbt?foﬂ%f tergﬁtlat Y5 bei ng

such that duri ngﬁ:tdaﬂ@qﬂumtemeqfnmtme ﬁfﬁioh&h%ﬁﬂﬁﬂirhmre 2p, the
functionality of at |east one chosen series of conditional branches is
execut ed in tHHEUEEN$Z spws amy grample of cxeenilongicr vulbgiablesofivans 2vhim thsot ect ed

sof t war e c uch-.that, aft [ M | oad to
the unit %Ran@@dg?ﬁe%&oa%%ygec% #g{%&%%‘?%ﬁel@!@?@i gaﬂ%rm-,yarg pears
t he secongracessing kysternad, tthe pRECHNONNERRO afgorifibie ﬁx*&@es@iﬁ@é Eléddlﬁgvlﬂﬂﬂé)nm ity
of at least one chosen series of conditional branches is executed. During

t he subseéfﬁf@ﬁflmﬁ?l@ﬂ atZiapd stﬂb‘cblﬂ%@ €2F Xn¥) and 2’ &tFY(X43f").anot her principle
of protecti 0'171 lfugﬁ%tgyfu? nlﬁ Oftlg’gi,h r| nc%fptbeg?%g 80}58 nl}ﬁ;){]q Elys

:-ql—)

° =3

condi ti onal %

modi fi cat l:lwnﬁ/bﬁ@@l $6r2wh§7dhetliésﬂﬁb h%@rﬂﬁﬁicnpltob@éﬂ g‘ Bk Qﬁ‘ dr@ 62 6re
definitions stage SI1. Using said definitions and possib ool s

const r uct &mefad imthe it 6. eﬁeﬂcgrdmmomgcb aagzealanm during the Giequtlon écthedlatof t war e
2D 1 o BBl Y o M SRR RSP o UG sRHGBBL Rl 1L o
of protecin die PyestRiEPOf #Me dhﬁsﬁ)cépi%hlo Masi ExplaReE %m@%e te'?&@ctﬁfo‘i’it &€ e
software 2p is nodified: F}i}ChOOSI ng, in the sourcé of the protected
sof t war e glsmentary commands CFE; to CFEy corresponding to the determination of Z and

the execution of the elementary commands CFE'; to CFE'y corresponding to the

determination of Z'. As illustrated, the elementary commands CFE; to CFEy are not

executed consecutively, inasmuch as the elementary commands CFE'; to CFE'y, as

well as other portions of code are intercalated. In the example, the following

sequence is thus carried out: CFE, portion of intercalated code, CFE';, CFE,,

portion of intercalated code, CFE's, CFE's, portion of intercalated code, CFE',,

CFE;, CFEy, ..., CFEy, CFE'y.

It should be observed that, during the execution of the protected software 2p, in

the presence of the unit 6, each time an elementary command contained in a portion



- at least one algorithm c processing which during the execution of the

protected software 2p, uses at | east one operand, and enables to determ ne,

at least in part, the result of a chosen conditional branch, - at |east one

portion containing at | east one chosen algorithm c processing, by

nmodi fying at | east one chosen portion Qf the source of the protected

software 2ps, this nodification being such that: - at |east the

functi onalgft theofirstt exeb@fdn S ' ' skng 1S executed by

means of the second execut ?(E)kﬁ %‘tz}?t&;pﬁ@éﬁ%k%@}%&g{a&)ﬁn ch géee§ ’g’l S‘B?ithrri c

pr ocessi ngotsspophing elemertiary finotionds eRecutedemuthé anit 6f ThEE iipeas! @t fpf t war e

2p appear r{@l meanswg_f t he second execution part 2peu, several distinct

steps, narf8f presencepl the ypit §gsaid partionds sxeeiried eqseactlydnd thatheonsequendys

di sposal , I i [ nit.6,, of the functionality of the
.the %1}6 chll oHtWakk ﬂ}’{s g'lgge?ee‘lg 1&0%)831',

al gorithm ¢ processing on-a and, D and possibly, the

pl acing of alFigans 64 dlestiat@ Uil clmiIl O MAACTIKORGH 3 B frotecflpPOsa

by the unit 6, - for at |east one chosen algorithmc processing, steps
commands ApBwakst3m athesdhe huit 6ds miissing. He thix exampleyduringt the epécatiof i®thes of t war e

2p, each sgep command i s executed by the first _execution part 2pes and
triggers idtﬁE‘tI?{gce[fﬁ’ing Sé'?te'i“h%e( &@E%ﬁ?tcﬁ%‘eﬁvl%%zms efhthe puetseiad spBwatd on part

2peu, of apShEdery tifd : Jnng: i s chosen _anong the
set of squencegr}gtlllg%%&’?ﬂggg%gg{liogﬁﬁgf&ﬁﬁga ?c.e%ﬁéﬁ@@%&ﬂfp, and

by pr oduciengputiontdighé icomespobiliag telgmaeritapunctivn, bbeausé of ¢ed 8bketied bVgHE 2P,
said fi rs%{“g%i i.ﬁt 68 part 2pos bei régcj%such that during the execution of
the prote - I8¢ v4lug & wssienite thecyagiablecd pennotitherafere bedlsterainedaomedilyg t o t he
chosen seque s I DoU t.he protected
sof tware 2p, qggfeglefg%crhg)gg&gb?lgg@n%g%t% %%%uoqﬁfé% H‘é&)@u%ﬁ{e?ﬁa?n,e rﬁﬂ't’eéﬂ’ﬁﬁ oad to
the unit @odiod efuthe rfgst éwecetiac pirt APeobf theppRiRicddoBihas® Rp VY RighRr tiPPEAr S
t he second executi.on {%art 2peu by nmeans of which are executed e steps

tri gger ed BYFUHAR Of AR ghementary, funsHom i themiist cannetbe fulfilied caricotly, wofthat

protecti ogy RYstVakd 1S t e protected software 2p is
modi fied: - by c%o%g?}r@naltg I1°egg;§€c%gér§egc\g/lgerc&lgbqn§ tﬁ%teﬁmfsﬁq'éetnﬂp'\gﬁ?t pProffctachosen
al gori t hnmsaftware 2pds nogcompletely filtigtiongl.t he execution of the protected

software 2p, ,partjially defines the state of the protected software 2p, by
modi fyi ng at ACKingfoanethst advastagepescharactaristie of thednwsntiohethp poitectioed

sof tware tohs 408 d1d i | hat during,the. execution of the
pr ot ect edgibggstsmgirné 2p, ﬂé%ﬁ?rgg%{]a g,g%eg%%g, g r{s/tg%ogblc _h%(gb&t« 4%%?3‘9“ copy of
chosen vaceentibe » désteiptiomof Whickiis tarfied offig rEltied ire870t0 e first

obj ect part ﬁgoaﬁof he protected software 2p, said first object part 2pos
bei ng such t A3t ‘HFIMPEneHation.idhe pPERcpie ‘Pf'@wg%?léblf detegtinn and eoepgipnat | east
one porti g gefintde first execution part 2pes takes also into account that
at | east one variable or at |east one copy of

*  at least one software execution characteristic liable to be monitored at least

——!

in part in the unit 6,
e at least one criterion to abide by for at least one software execution

characteristic,

¢  detection means 17 to implement in the unit 6 and enabling to detect that at
least one software execution characteristic does not abide by at least one
associated criterion,

* and coercion means 18 to implement in the unit 6 and enabling to inform
the data processing system 3 and/or modify the execution of a software,
when at least one criterion is not abided by.

For the implementation of the principle of protection by detection and coercion,



variable resides in the unit 6, - and the second object part 2pou of the
protected software 2p, said second object part 2pou being such that, after
upload to the unit 6 and during the execution of the protected software 2p,
appears the second execution part 2peu by nmeans of which at | east one
chosen variable, or at |east one copy 39f chosen variable resides too in the
unit 6. When the principle of protection by elenentary functions is

i npl enent t : 1.5 WLl ad. QS in the
Sour co.of ey OB R R A AL s En e rde AR Bt o Mok BB K AR By T ng
t he executunits miiplementingeit babtetle dekbtiay e, 1 7QatthESocftibn tlegnd 1gICt i onal ity
of an algorithm c processing, by nodifying at |east one chosen portion of
t he source ofF'BHEB%PB}c“é@QtéW dheane neceapy tq thiesmptedichtatimniod thibpringpkuch
that: - at

£, tep i it that. during th t f
e or ot ot FIO BB SR R Retcior bR indfids Mhasdiestion massddeond

execution gar i i %Mgﬁ{ 1 o ne chosen
step, el enent%lfflda gfg%ﬁigg& a(rig I nt gr%%geg&tc Bfo? ﬁ%m oﬂ{eglés ﬁ' ?ﬁég%%?rglo&t ed
sof t war e 2apeans 48 atchimforthedibyghe Heteationanédnsl 7ahattah@it@ic IRB REb&A INGRIE 2P,
each el errq}r)l{ ary command is executed by the first execution part 2p es and
triggers i"the unit 6, the execution by neans of the second execution part
2peu, of an t] .= a e of. the el engnt a
commands is %gﬁ}ég%%l{pﬁe egéeatuogfﬁggehc?uézggg %&‘?@vﬁhﬁﬁ gy f’:'f}tf of the
pr ot ect ed tembfenaneandpl3 addorb¥ropt ahélChB@orizatiohe nidan$t150hh&6F @étht tPpos of
the protected software 2p, said first object part 2pos being such that
during t h®TeSEsHing | Baanst 10hesopragt b tmemitysf ongr o Boyerahesofvaree rexecytioromands

are execut i osen .seqguence.. - and t second, opj ect part
2pou of t ﬁggrf)l r@%ﬁg‘%{g 'eggls%‘?{] \tf/agﬁ‘é’&gp&gf‘%tgonc glﬁ{ aﬁ%ﬁﬁsﬂﬁ 15 §¢4 aQ@Fﬁt&“F é‘f‘?‘?ﬂ‘l}nrre ans,
sai d seconolabidg gt part 2pou being such that, after upload to the unit 6

and during the execution of the protected software 2p, appears the second
execut i on parlf thgease pheresi issdetctgchthahatdeast enesaftwate exesutior pharactenjsticunct i ons

triggered e fi Lon. part .2 . \Wen th rinciple of,
pr o'? g ctio rﬁl ggﬁ/hé}e%bfé%e: Iﬁ%g@féﬁ% %EIS (%?l(t:?qgorll’ ’ f%eo‘?ei%ﬁtlgﬂéﬂ?aélﬁ ﬁ7ﬁﬂ}é’rﬁrtgf’ ERTEWS of t war e
2p i s nodiniéaas 18 dfyit.Chuid Tobgiont meoas1s ancadptddgy ﬂo&i’fﬁci‘dtt%le %BPMHQQ eristic

to nonitor, anong the software execution characteristics l[iable'to be
moni t or ed,WaYbShGé%R)%ﬁth@ualtml east one criterion to abide by for at |east one

chosen soft i > risthc ~0.. b hoosing jn the source
of the prot ﬁ%ﬁ%ﬁ#%\%&é@%ﬁ?@?ﬁ@ﬁpk 9f ?ﬁ?ﬁ@flP%ﬁg%F@Pu%%c%?me’é’ast one
chosen sohtedlsectsacuti on characteristic is to be nonitored, by nodifying
at |east one chosen portion of the source of the protected software 2ps,
this nodificdtidt lsastngne rofvarmtexgentiong charactenissicute anonifors laegmgotiect ed
software 2p, at : ut i. racteristic is nonitored by
nmeans of the secggn e&%‘é}lﬁ%ﬁ&%&@é@%@ﬁb&ﬁﬁg)hﬁeh OP’S%rf’g’t hat a criterion is
not abided by | eadést 6nd Exgtemlai do M6 BF Torat 18358 bﬁéru%s@ﬂ'smwb:%fe&lﬁ&&ﬁma”d/ or
to a nodification of the execution of the protected software ~P~ and by
produci ng the sedergtessliidct part 2pou of the protected software 2p

containing the exploitation ans_ al i mpl enentin he detection neans 17
and the coerCi or*nnr\l?ﬁns:’f’_uﬁ?, Oggﬁ%l @Bf&*ﬁﬁe c?BnPtg@fe g&f’t 21588 95 @lgositlenior hat
after upload to grb&ssifif forowhitd # Yeadst8nd E@iﬁﬁ%@%ﬁ&éﬂi@n%ﬁa@ﬁﬁ%@fs Gl
software 2p, at | east one software execution characterirstic Is nonitored

and the fact thanonitered,t erion is not abided by |leads to the data processing

system 3 being inforned and/or to a nodification of the execution of the
prot ect ed sof*t wnd ‘?pnﬁleFWm?%intﬁﬁlm@tﬁ?i%ﬂ“@fe 2N% #r leasti phe pertion

protection by d?%ﬁ&i‘h??aﬂ%‘%gm‘%@ﬁ%@?ﬁ%"%ﬁ’ﬁ%@%@g eristic a variable of

measur enent of e software execu software 2p is

nodi fied:  byAtdeasoshe ghesdn pottiobsthe setiét iof thesah@abIe softivafe 1V i8Rt OF, at
| east one variabl e of neasurenent of the usage of at |east one

f unct i onamodifiesh s as; ts ebtaincthe seyrce b thei prtected software 2ps. This modification

is such that, during the execution of the protected software 2p, among others:

* atleast one portion of the first execution part 2pes, which is executed in the



- at least one functionality of the protected software 2p whose usage is
liable to be nonitored using a variable of neasurenent, - at |east one

vari abl e of neasurenent used to quantify the usage of said functionality, -
at | east one threshold associated to a chosen vari abl e of neasurenent
corresponding to a limt of usage of sgid functionality, 71 - and at

| east one nethod of update of a chosen vari abl e of neasurenent dependi ng on
the usage of sai dathit6édssing! dystem 3anskeRYink® dbéoltinGhat ad RASE ogeechsgafen
portion of the source of the protected software 2ps, this nodificatlon

bei ng such that, saftwdre gxedwsionxchanattenstiofs tore monitared,cd lest invpare iR phe t he
vari abl e of nmeasur.epent is actualized by neans of the second execution part
2peu dependi ng ofRif fe usage of said functionality, and at |east one

threshol d crogsi [ ' . ac FQly.: i,opl ntation.of a first
preferred vari an%gielrtw%oé‘?éréglﬁté’{c%’#&f(ﬁieﬁ%rfﬁrpcelupﬁigem%l?q%regg%ug%ﬁe%%{}@ gLk éct ion
and coercion usi f@nit&s acibaﬁtdﬁ?@ﬁ,i Hiéliosen sofbadré 8xdcatiod caststistioent , the
protected software 2p is nodified: by choosing in the source of the

prot ect ed sof Pwargtheexecusion afdbe putesteasapdisrare 2p.i pableeted by thia prineipbnof t o

whi ch t b L at ed |.th hol d [ to diff t
i ts of TREHIODE (e ROABL FORSIoN: B B EHEOEMRIRROH ogst two 1 hr eshol ds

associ at ed t oy t gy EhRSAN al ahi A& iOEoTRPSAIRERE tall 4RN WAV at

| east one chosen porti onaof t he sdauroce g?nt he praot %@t%&%%@\%é‘r%ﬁt ps, this
modi fi cation bei clgrateristichaf all ther modjfiet portioms wf itlenprotectddesofvatep ack
software 2p, the cro %i ngs, of the various thresholds are taken into account

differently, by #idst bys Spide modifindq pestions 9fothepprotectass softwate 2pework

i npl enent ati on of..a; r b I the principle of
protection by de%%%@gﬁ%gggaégﬁg’%%%gé%‘g&%gﬁérﬁ%gggﬁﬁl}ag&i c, a variable of
measur ement, & heamt iitat dést onofdfwhd eriffiai ®rieBsbintingtio a RondBRASIxRButi¢h t he
source of the protected software 2ps, at |east one chosen vari abl e of

measur enent enabFfhagstaristic jofatportien gfsthg drjected saffyeare %ndﬁi netabided byhither nust
b ble to b J i . k1 | . d
mod Ty ng at 1 onh GrECelib sBlemPB T iABFAL ! It AP BB HRerionE obhe ¢ nar

during a phase cpértiefl o@the piotdctddn@dfivate bp asmo@RAAS At ARMmetFRGE; 8F at

| east one functionality corresponding to a chosen variable of neasurenent
can be credi t ed. the@rotested pefgvardptinmodifieds t he principle of protection by

detection an i Sj S racteristi.c.. a profile of .sof re

usage, the p%@gﬁl&ﬁﬂ{;%}?t%fgg%fﬁiqgu&qga e&ﬁ?‘g&@&“ﬁ%ﬁg%&g’ﬂﬂ@ Oﬁﬁi%oftware
execut i on fixliéetesn pirt Qpled ofthé peitediéd ké@Fhre LN 1S tHeCurtf 6SRhhyEBE Usage,
by choosing at |east one feature of execution by which at | east one chosen

profile offulidledecampestly 4pi that at fst sajd msutiory ingotexdeuted: casrestly rodethapor t i on
of the So.l%ﬁseeqﬁ%nt ngﬁf&é&&i ?ﬁi%ggﬁg{ﬁotzc%?%%%@w 1%' fll. cation being such

that, during't 1'on o ecte , the second

execution parForZheimplemdaeatibi of itk priiRipl @f protdctioh byafktdetiof ¥AE ¥béreidn, FOr the
i npl ementation of the principle of protection by detection and coercion

usi ng as fwatynes of sofdwate exp@Hion charagisrigiicsiaye usedgreforentially.ng of t he

execution chaji e d_sof re 2p is nodified b i fying at
| east one chgtsl{eénﬂ%(t)r | oonfp%ogﬂ'?#%%%’3&8@%?%%@“&%. f_(??%rb‘ﬁs%ﬁ &ﬂﬁ’?‘?ﬁ . - by
transf or mngsirlement 6fTeY @xacufiom oF ia0idTiwané and Hsd 5dtohd e corrddporidiefe! 4 Vi NG.

t he chai ning_ by which nust abide at | east sonme of the instructions during

thei r exe®tefilonof msageeofif soBware. i Byot typas fafr chamagteristice |canebr arsgd

commands 'iﬁ‘ée%eh&‘e%hry%?h{86}?11)1‘%18{}%*&”‘15 corresponding to the instructions used.

ha—

=

- For the implementation of the principle of protection by detection and coercion
using, as execution characteristic, a variable of measurement of software execution,

 are defined:
e in the memorization means 15, the possibility to memorize at least one

variable of measurement used to quantify the usage of at least one



When the principle of protection by renamng is inplenented, the protected
software 2p is nodified: by choosing in the source of the protected
software 2ps, triggering commands, by nodifying at | east one chosen
portion of the source of the protected software 2ps by renam ng the orders
of the chosen triggering conmands, so gs to conceal the identity of the
correspondi ng dependent functions, and by producing: - the first object

part 2pos of theﬁﬂegéﬁqﬁ}eglfﬂg e 2p, said first object part 2pos being
such that during the execution of the protected software 2p, the triggering

commands Wi t he r efiatiie dletectien meafie1BXRE possibility (63moniddtcht 1Rt 58E BResHaRY ect

part 2pou of the protected software 2p containing the exploitation nmeans

al so i npl enent i ngpseeiated éxeashiviagalle afimeagiremantd second obj ect part 2pou

bei ng such that, ter .upl.oad to the unit 6 and during the execution of the
protected sof? Wa‘?‘?(z.H %%}‘al{zﬁﬁoﬁ EARPS F@ia?’é‘f‘gttﬁélpéétﬁeqarﬁ%t’(ﬁn i O TSRS UERAISBE
execution is tri L85 o low thdEs %EB?fh UGk : o LS Legtored by
nmeans of the secgﬁ% exgcuti ona1 art Speu, an ttﬁ?hg%%ggs}gﬁ?clﬁtgﬁcti ons are
execut ed by nienalsof cartseusted oexplaitationt meanspdnpledeating, Far akdbigionnR) ¢he@nt ati on
of a variapt of the princjple of protection by renamng, the protected

sof t war e H5t§cloR@gang Efand '59 cergioaimransils, the actyalizatienseanme prot ect ed

softvare 2S gle 1&AcHosBl f el B8k P the ARG thital giTed order,  and by

nodi fying at |east one ¢hosen portion source “of " the protected
sof tware 2ps by stdpdseehdfindlionaBigBéf thh SuIRRMIEMHINAES by Fhofd'Esagb 2SBible
triggering command with renaned order, wth another renaned order,
triggering a dep@rhtanenifaredvsinga yariastle ofmeasuremeénity. Natural |y, the

principles of protection accordi to the invention n _be applied directly
during the devel %pﬁ@‘ﬁtm{?f Vaa‘{laﬁiee\/\i’gg}ef‘%g?@eﬂﬁ Pff?gutp 9‘@&?1?3? thegusage ‘Bcrfl"éfg|
carrying out of fbgsiHEgy,ate protected pieces of software. In this way, the

creation stage Sil and the nodification stage SIZ can be carried out
concomi t ant | y» soatadeast ot athresbolde @ssogidt¢te tfor dhe cvaxthbkofdfivaneas@emetir i ng

t he subsequent protection sub-phase P2, after the creation stage S21 of the
pr ot ect ed softvva?oérefﬁ?ncg?ﬁifoﬁg]é@f ai‘y?%ﬁ%‘&aa%nﬁmﬁﬁ%at; on stage SZZ, a
stage cal | ed o CUlOR} ZRhdt OPneS tidfod of u%@&@sofpltl?é:%ﬁmé' 98 lfléysﬁre ent .
custom zation stage S23, the second object part 2pou possi bly containing

t he expl oi t ati ondependingios thephsage eflsdid fartctionality. one bl ank unit 60, with the
intention of Qbtainin t | east one unit 6, or a part of the second object
part 2pou pos&%ﬁ%@p&q&rﬁ‘fﬁ&“’t %s%&‘ﬁ?rﬁi%vétlf gﬁ’nrfﬁ_% Sed,sso 35 @gﬂ]}!@nttbe at

| east one sBiids GO Prdiedled Bpwi 2 lls Skt 3R Ml BlenOBhediting il | eas!
one unit 6. The uploading of this custom zation in mati on’enabfes to nmake
oper at i onakeattioned the pnotectedisbft@ard 2p, shosdcdnd excrhtien 2pen:t hat part of said
information, once transferred to a} unit 6, is not directly accessible

outsi de sai d ‘uni 3ctgplizes, dhe variahle of gneqsygement depgadingiomtheonsagarafy #di on to
a blank unit 60 ghcRomifgy CUStom zed unit 66 can be tamed out through an
adapt ed customi zation uri’t which is described in the rest of the
description ien famgltakeslibtd accouitiaeleastsonedhreshdldictosfingconstituted by a chip
card 7 and its reader 8, the custom zation concerns only the chip card 7.

For the inpl dofeswasds, during thegxseution ofths mretected saftware dp, theyarisklabf means
d i i | L0 el atyg i 04120, 13Q, 1 d
150, B ou ey gHef ROERE depbhihg of o Noddd, or S Fhcinhity and Whey e "

i npl ement thieshal@ns ckakbéd, the Sdet@bonBeadi TN infBHE of #Bithe 6610 melles 18

definitions intervened during the definitions stage S11 and during which
are const Midehe thakp ant sdaptededecisiemto irform 3he datamreedsbing systim 2aptifor tat i on

means i ntend or the .unit 6. .Su system.25 incl ydes a.progra

Govel oprerioity HeqroRSrREt srisd i By iR SEocRiaE et I ehablify f0pdsy

conput er ¢RI RmkcBHAIE i 3 r -as;

keyboar d- museFﬁ%ﬁgg?’ﬁ%ﬁ%@gﬁ’n&@% egfsg t ezéj’%?lt@év&%%%ﬂg@%‘g‘?‘é‘ﬁé’ f file
editors, dsspotEctedsoftpraeplpéemeodified. conpil ers, interpretors, debuggers and

link editors._ Figure 120 illustrates an enbodi ment of a pre-custom zation
unit 30 enabli95dhe gnplsmsatatign of akmst prefersed varipat embadimant g thesprigipled/ or

obt ai nt ng o5 P RERoR TR, Relelif 45 0o BB o ket an sk Rl hdes.

reading and witing neans 31 enabling to electrically pre-custom ze, a

bl ank unit 60 so as to obtain a pre-custom zed unit 66 to which the
transfer nmeans 13 and/or the exploitations neans have been upl oaded. The
precustom zation unit 30 can al so include physical custom zation neans 32
of the blank unit 60 which can for instance, have the formof a printer. In
the case where the unit 6 is constituted by a chip card 7 and its reader 8,

L )




Figure 130 illustrates an enbodi nent of a system 35 enabling to carry out
the making of the tools enabling to help generate protected software or to
automat e software protection. Such a system 35 includes a program

devel opment unit or workstation which has classically the formof a
conputer conprising a systemunit, a sgreen, peripherals such as

keyboar d- nobuse, and i ncluding, anong others, the follow ng prograns: file
editors, 3aseMRhRLS ardefimbd:0CeSSOrs, conpilers, interpretors, debuggers and
link editors. 75 Figure 140 illustrates an enbodi nent of a system 40
enabl i ng to or eafoe atlienst ohé yaréabs of edsacknseit, sensral &odiited ChredBidsy a

vul nerabl e software _2v with the intention of obtaining a protected software

2p. Such a syst edndabiffprent epgeciommgprsroniesprndingtoraach ofisaid thyeshalsiskst at i on
whi ch has cl assi cal Ly the form of conputer c riging a systemunit, a
screen, peri pf%@raiosc%ﬁ%ma e|§8‘§f888f Pﬁg‘ﬁ?&ﬁ’lﬁ?@{?ﬂe%ﬂi ng, among ot hers,
the follow ng pr i r Fﬁe'ﬁga - r

conpilers, int er%gé%g‘rag? f"%@%&gggﬁgﬁiﬁﬁ‘% I'n gg{;?{b‘?@{ﬁégé &%I%P%Zg‘?%egg S
enabl i ng to hel porgefonctidmalify of thetsoftwaed hndte which MugbeoaBbEatea fsevVahE

protection. Figure 150 illustrates an enbodi ment of a custom zation unit 45
enabling to upl oREeshelds sarzesnonding tditisrant limits of meagstof saidfunesismaliiesnk uni t

60 with the intentd.Qn iU | one unit .G or to upload a part
of the sec_oncfn obijﬂléica? lepag{tt“%gg%ﬁﬂélgg%i%ﬁ“‘lg%g?& g}leevaﬁﬂagi_-ecoj&e&wrfg'&nﬁpit 66 with
t he i ntenti o soubdedsfithe Guberdbbasdfivedie 20Biid then niRsdifled UdlRTH LBtdiRtdINi t 45
includes reading and witing neans 46 enabling to electrically custom ze,
at | east oaercplodthe pratectgbsefiwate 2psathis smslifivation thsingnsuch dhatniduring theso as to

bt ai I ] it 6. h | f.this, i i on, it 6
"nci udes. €RECTRPOY Retinglreid sabuin YR Rend eletidPur 2RFE pr of ected
sof tware 2p. eThe,dihto@ITiAVARIbI4IDF tmémdufcdibn?| @Pendifd HhRNYRES ¥ said

cust om zati on rreans_47 _for at least one unit 6 which can for I nstance, have
the form of a prfunctéenalityy t he case where a unit 6 is constituted by a chip

card 7 and its reader 8§, the cust.om zation generally caoncerns only the chip
card 7. The pr ot%@ttF‘]rGﬁ IBtroc?E‘é%‘?t’éhﬁg‘]ieHﬁﬁg'ﬁ? SPOFﬁBg chifiervangys thigshplds.

i mpl ement ed i tdindrBorddg! LiaWidAtly] BRI BIKEN etnti use ]
ointly several pr ocegsi’ng and %,brmrri%zll ng un?tlc?sIJ ggtﬁémg%lﬁ&\xﬁdg%@&%r%?ef ded out
t he seconavhebjtbe firgiethtesBgldus ofossdue ther unie 6tiafbrawfthevdata pRpcessing gdterhBei r

joint use enahles to execute_the protected soffware é{i’é}ﬁt he absence of at

| east one eBrOIUAE dhe, protected sgftware AR Motito usg said funchp Pygorendf e ge of
the prote : . : r i zaation
st age SlSE)gﬁgCtg(g%?erg&%u%fgarﬁnggf ?gﬁl tag%%oél?ﬁ?&g’ %{g:}, t% co %ﬁé@&ﬁg obj ect
part 2pou poteatisifnbe crosserdr hnthé casm winre thieeseconst thineshold is ordssed tendoercionuni t 6

can be contain in a prqcessing.and pori zing unit, used by the

ot o oo tHeane i e 7aul e SHOR RpgHpRTHIY HeTEofs BaYor Bk e pitected ¢ he
second objsgRvafedy indRBiveNat ural ly, said part of the second object part
2pou can be divi eg out between several processing and nenorizing units so
t hat sai d parRorothet implsmentatiombjfeat sqpand Epferred svaiane smbudément! yf des i ng t he
joint use of .si;\i d rocessh}gg and nmenpri zing ynits. CLAIMS 1 - Process to
protect, MERAPleRT ratection kv defectinn aig; qoercier using |ag sharactstisticea arishlesf i zat i on
nmeans (15 i . oft i nst
te unaut haarschieRt 38 dHntE ATRling Mo Kb Y bR i 100N ork AviRE 13

pr ocessi ndursyishality (Bdnitered dypa vardaliie @f measurarne with atsleas: one stditicial a
protection phase (P): <creating a protected software (2p): - by choosing,
in the so4f¥E of the vul nerable software (2vs), at |east one conditional
branch, - by 0QS&LN S nart| QUl G f...the vuyl nerabl e
software (2vs cgl% a‘lg%llﬁkb&tgﬁ %x géslf‘atlgﬁehig 0s glfrtl\p@éﬁeél?@g’o%gla%g}tgﬁc I;|° Lﬁ-w by
produci ng date6iot fivand 17,the PocrtdarRehnS 4Bt atdr the hemBlizationMhdans, thewMAng! t he
vul nerabl e software (2vs), by nodifying at | east one chosen portion of the
sour ce of meass.vul nerabl e software (2vs) to obtain at | east one nodified

portion of the source of fhe protected . sof r Z , this nodification
Dol no such + HA0ghPrg: niseaeBien o i GHARRbITPBratt 24 suerdians vesge b a
first exeyhidaBuaicht G5RGO)li (R 864gkest dt'l - i m (3)
and a secong’l Executelhon partl 2peu)§ailgse exec%&tsggngﬁhgtlgﬁﬁﬁ?zl)t@% al ﬁed from
the blank unit (60) after upload of information, D and the second execution
part (2peu) executes at |least the functionality of at |east one chosen
condi tional branch and puts at the data processing system(3)'s disposal, a

pi ece of information enabling the first execution part (2pes), to carry on
its execution at the chosen spot, :




- and by producing: a first object part (2pos) of the protected software
(2p), fromthe source of the protected software (2ps), said first object
part (2pos) being such that during the execution of the protected software
~s (2p), appears a first execution part (2pes) which is executed in the
data processing system (3) and whose 3t | east a portion takes into account
that at |.east one chosen conditional branch is executed in the unit (6), D

and a secend whighentst baable(@beeditéd twith aDt@ﬁtQﬁfe%ddﬁl@flﬂW&ﬁ% (2p), said second
obj ect part i@gou) bei ng such that, after upload to the blank unit (60) and
during the eXldssorsa offthey wangrableaofiaare dvs isthen difiedappantaobtaia thecond

t f vx/n h h b h
oot ed, S0 of 36 bldlod RAMER 2 P aBRTefER 558 et o THinEnR uni ¢
(60), witbhidaecallsd %ﬂtréﬁlﬁn%f atdBistionk ncﬁldltﬂﬁapﬂéatge (o@)a't 16asBBHe FiHcki gﬂalﬁ usage
phase (L)) during which e protected software (2p) 1I's execute n

presence ofrrespen ngtoQd)osamdam&lofmmumnmﬁbamb‘em‘édnmb first executi on
part (2pes) oses it,,execyti th nctionality of a conditional branch
in the unit (‘%? @‘“P}xa‘l ‘tﬁ ﬁggﬁq 6&“? lwé%feéat“éh?ﬁt@@tquatalﬁ%ﬁtmat _
consequenthgdgen vRatlt OF BchGfenet taﬁﬂycﬁ' dfza? )lea?tgorﬁe ﬁ@dcﬁ&t@d ¥hr%§’rﬂ)(fd and i n

t he absence of the unit (6) an In spit quest |on of the

first exeallowanhlepstrane @ﬂqugmaluma@(mhe eotréspofiding ﬁnmnahaltty Iﬁfotl&r%id& tional
branch in, the u EOt bei ng le to fulfill said request correctly,
so that aftipBgss lg’a‘s‘ﬂi‘"ﬁd ¢ PB?’?C|°§ ingy tocqreditiadditionad usagen qfiat leagt one

consequenwugﬁéﬁﬁygfﬁ% &g&idsggfw@[ﬁg(zm is not conpletely functional. 2 -

Process accor to c ing, during the protection phase (P),

modi fyi ng t h@optlmtlﬂqﬂtﬁ'demaﬂdm@ﬁthe pRinkiple obproeetion iblzgletdcﬁoﬁ Bed seuttien of the
protected software at |east one series of chosen conditional

br anches, YSINgAS/FY B‘i"éﬁ?ﬁ%" aProlils of spliwarerisags, isxénfined gs efiteriqn ta abide dyof t he
pr ot ect edf& fid (AR [}1 ne that during the
execution o% tﬁ%sglreot eg%ggdat%%tt\;\'gérjieeabgggw %\Qfgercglﬁﬁﬁlf unctionality of at

| east one chadgenlssehosen, mfth@mdcdoﬁhalvuhreﬁm&mﬁwm 2wecuted, by neans of

t he second executl on partg(plz peu), in the unit (6), 79 - and by produci ng:

D the first 8bj @leasiane profilsof ugpgetpagnitor.ect ed software (2p), said first
bj t t (2 t f th t ect ed
2ot tvar b (2p3 " R 2P Eafond feqtule 1 xRy o AP ot o B offe o™ ©

condi tional brangfgsmist abidecut ed inthe unit (6), D and t he second obj ect

part (2pou) of the protected software (2p), said second object part (2pou)
bei ng such’ t e sowrce of thyyveaerable sofiavaie2vs {s-them thodifiddngo ahiéo elaiuthieon of

(he B ot kRS, P BYEkAR mARP SR ol oA BEBE R TR Sai R
condi ti onetechitian6N® protense Quftre 2p, the second execution part 2peu abides by all
the chosen features of execution. In other words, the unit 6 itself monitors the way
the second execution part 2peu is executed and can inform the data processing
system 3 and/or modify the functioning of the protected software 2p, in the case
where at least one feature of execution is not abided by.
During the execution of the protected software 2p, protected by this principle, in
the presence of the unit 6:
e as long as all the features of execution of all the modified portions of the
protected software 2p are abided by, said modified portions of the protected
software 2p work nominally, so that said protected softiware 2p works

nominally,

¢ and if at least one feature of execution of a portion of protected software 2p



3 - Process according to claim1 or 2, conprising: during the protection
phase (P): nodifying the protected software (2p): - by choosing, in the
source of the protected software (2ps): at |east one algorithm c processing
whi ch during the execution of the protected software (2p), uses at |east
one operand, and enables to determ ne,at least in part, the result of a
chosen conditional branch, D at |east one portion containing at |east -one
chosen al gor i t hnstndRfaBfdRd ByNhe datep%(ro@ééhf 48PS id BASIMANSE §AATRP 4RO L1 on
of the source of the proteCted software (2ps), this nodification being such

that: at |east tfimcfiomingobtielpdriformdf tite preteeted oftwaioleis mbdificd ! SvMhat
processing is ex%§ ted by means of the second execution part (2peu), n at
| east one chosent @Wi@ﬁ‘tﬁi@%ﬁrﬁ@%@ﬂﬁ@ﬂ?’v§mﬁﬂ istmedifiehat during t he

execution of A4h p ear_b ans _af the second
execut i on par?ﬁb&%@ﬁ?ﬁﬁég\gé@g%&%ﬁun%tg%?’g%SE}o%ﬁﬁ%{Eg:co@S @dpﬁgﬁﬁﬂb of at
| east one ipgeic@Nle ahodiftRingoft the Presensé DB IfstuctiOngd HRIKRES %I MkkeM br ki t e
unit (6), of the functionality of the 80 algorithm c processing on at

| east sai dneptaring®f the exseutinpsiaiing for atlepstane partof thetinstamtipnone resul t at
the data procgssing system.(3).s disposal .by .the uni 6), for at |east one
chosen al gor icfcf{m’% %BP%EIQB@I{% of ?leéﬂyﬁ’@mﬂ?g%tecg}oétbi'eﬁa‘?té@%}msaﬁdtWS’.ﬁc‘%ri ng
the executisgiy 4 fehtdge B kRGHGH t5 %i&%&?u&%ﬂ&mit&ﬁfg%ﬁﬁ@ Qx@&.{(ﬁ‘&?%ah@}éxecm ed

by the first execution part (2pes) and triggers i'n the uni
execut i on foratlesshenepart ofthe sstmctianscanatdefinedart (2peu), of a step, and a
sequence of the steps commands.is .chosen am)\rigpghe set of sequences

d
al | owi ng t he TxeTLIPERCUMNS S¢Whess instTuctions,pre to b pxecuted in the uit 6duci ng:
the first objgct )nQT . . y id first
obj eclt ;s)art J(‘Zapogsga@t[)%t; %ﬁgﬁ%’ﬁgtcﬁat E? ﬁ%‘g%ﬁg“%ﬁ{é’@% gerif’( %a?atlﬂ%q%ﬁ%‘%écts ed

software (2p), tdémmmbmdsaredinbndsbeaexecateddutthel dancsoeissidgtgstees.chigsen

sequence, and the second _object part (2pou) of the protected software (2p),
sai d second obj etecpiin of 2adu ! said ipsEvctions pemmapdsdn the|dsal prasessing uni t  ( ~
and during the g [ . ot ect gd sof (2P),1.. appears the second
execution part (%ﬁ% %y%g%eéngﬁo € |ch€’arﬁ’(?ae g%é\%@gd%?h s ogr&gpct ltb%;ered by
the first executinsthug@mni (2pes), ~ and during the usage phase (Ln: in the
presence of the unit, (~ and each time a step conmand contained in a portion

of the first exedlestion peans 17xnabling t,defeet that thechainingef thadngioictiespondi ng
step in the units{Ohy éﬁégéﬁdtﬁ%éje)g%r%i Qﬁ‘wi S executed correctly and that,
%ec ed s f 8)

consequently, the pro of twar I's conpletely functional, and in

the absence of t4ifl covréiof Gheans NMSSEiabling fto tilforeteéedita ProcBssey ki@ f t he
first execution part (2pes), to trigger the execution of a step in the unit

(6), not being BT madity | the sxpentiongok atsofiavere athien, the chaining of theast
AR T S I e R TN
to claim~3, Ao simdgucted exploitation means enabling the unit 6 to also execute the
instructions of the instructions set, the execution of said instructions being triggered
by the execution in the data processing system 3 of the instructions commands.

Is also chosen, in the source of the vulnerable software 2vs, at least one
algorithmic processing which must be remoted in the unit 6 and for which the
chaining of at least one part of the instructions is to be monitored.

The source of the vulnerable software 2vs is then modified, so as to obtain the
source of the vulnerable software 2ps, this modification being such that, during the
execution of the protected software 2p:

o the second execution part 2peu executes at least the functionality of the

chosen algorithmic processing,



81 during the protection phase (P): nodifying the protected software (2p):
- by choosing at |east one variable used in at |east one chosen algorithmc
processi ng, which during the execution of the protected software (2p),
partially defines the state of the protected software (2p), - by nodifying
at | east one chosen portion of the soujce of the protected software (2ps),
this nodification being such that during the execution of the protected

software (2p)e aﬁ‘e"’ﬁ???ga?ﬁﬁﬁ’ '?fﬁg?éégihgq%%ﬁ%?‘@aﬁiﬁg&gfﬁ one copy of chosen

vari able resides In ) >the first object
part (2pos) of tihe dhaREChEWHSH VRER soRR)of Balicktduks; LtE1b r5éZIOOS)
bei ng such that during 1tﬁé.;ie’?executi on of th% prtl)t ect{éﬁissrgpét\;ea\gﬁ%ep@% > at

| east one porti othelsfexedioniin gte wmiteistspecifipdrt (2pes) takes also into
account that at él}egaa):? Pne variabl e or. at | east one cogé of variabl e resides
inthe unit (%), aliEsh ExeioRPH 2REY of dhe prateried seftwareep eacattsd

sof tware (2p), sakfusRnesmplRhEs rd I ch that after upload
to the unit (6) and %ur?g‘a“t e eivg%glttflgé&gﬁéjgﬁegs%&g?%g? EEE@%‘PW‘F the 2p)
appears the secoumdt@xecution part (2peu) by means of which at | east one
chosen variahle, or at |east one copy of chosen variable resides too in the
unit (6), -~ LAWingtheienecutinn of thegerotstedesoftmare 2p, protacted by enprndple} fe uni t
(6) each t4 b f.the first execution part (2pes) inposes it,
using a vtgr“%@l% élegf)%gl%c (i)[y6'of variable residing in the unit (~, so that

sai d portionds AX6hHASMheCBANRRHhARR LR TROMEH: | fected
software (2p) is cgﬁrr%l etely lfuncti onal, ar{lgo?%ﬁt e ggl?gﬁ(?g %ﬁs?’m’%nit

(6), in spite ofprotsetedeglizate By, exepotetliinrthe nit ecdriespénds e ahé eQsechRAY t

2pes) to use a variable o copy of variable residing in the unit (6),
ﬁlof b)ei ng abl e tB*f iﬁ“?ﬂﬂd“ré“é’ia I%Pf?@%ﬁféfistbe PEYeed softwase,2p gva)rk E@minéﬂz,tSOSgiél
portion is not Qh@t@di@ﬁb&%feﬁ%ﬁhkv%&@{t?%%tmnﬁﬂﬂyqUent|y the protected

un :

software (2p) is not conpletely I onal 5 - Process according to

claim 3, conpri sindgf the-chdinmingnof thedngtrnetions oDpEkias f (HR)protedi@l sohngre - @ Set
of elenentary ft%(r:]tions whose el enentary functions are |liable to be
executed in the 4AheXecpigsl in theyunit § dees nef casrespanditarthe expenteddnesthe datai d set

of elementary fuypctdQns. i | tar . ngds Jeing. | e to, be

executed in thelﬁélatesl pgggsgglgicbng @ys{eemo&fmamn:% Stﬁ?‘itlﬁgjé’ig cﬁbﬁte@%@&?ti on in
the unit (6), ofoftetetaimoftante 2pnixt Mﬁed,cw\mﬁumgiﬂﬂcﬁgﬁgigfagﬂeon means
enabling the unit %1% to execute the elenmentary functions of Said set, the

execution of sailf° %WW 2p s mqdified. pe| ng triggered by the execution in

the data pro IuNg1S 3 ary,.co ds, . and nodifying

the protected %Oie‘*\?\él’ }eiﬁ%grggeg %n be?/{fmg’&??)%soﬁlngrgglﬁﬁ’te‘%u%t%}ggl’%fpr{"ﬁ@?%r‘?}fgect ed

sof twar e ppectiondty datectionoarel sdeegiomiusiaig, as! féange of@xeoifioH tth QBidRR by fie

prot ect ed software &Zp , _carnes, qut the functi onalité of an algorithmc

pr ocessi nfronitoniue pf theraxertion chaining ofaat desskens prst of e instrucienss juthee of t he

prot ect ed R (1 } jon being such that: v at |east one
R MHE fhe oA Bited M TP RIS,

chosen step is split execution of the protected software

(2p), said stlap first exeentidreparbpesecithe Protebied SERWAE 2pX LsHutdinRAE Hath2PEU) |
using elenentary functjons, , )
processing system 3, executes instructions commands CI; triggering, in the unit 6 the

execution of the instructions i belonging to the instructions set. In said instructions
set, at least some of the instructions each include a part defining the functionality of
the instruction and a part enabling to verify the expected chaining for the execution
of the instructions. In this example, the instructions commands CI, are represented by
TRIG(i;) and the expected chaining for the execution of the instructions is iy, iy and
ins2. The execution in the unit 6, of the instruction iy, gives the result a and the
execution of the instruction iy gives the result b. The instruction iy, uses as

operand, the results a and b of the instructions i, and iy and its execution gives the



for at least one chosen step, elementary commands are integrated to the
source of the protected software (2ps), so that during the execution of the
protected software (2p), each elenentary command is executed by the first
execution part (2pes) and triggers in the unit (G, the execution by means
of the second execution part (2peu), qf an elementary function, and a
sequence of the elenentary commands is chosen anong the set of sequences

al | owi ng tiBgyiexecuti on of the protected software (~P)~ 83 - and by
produci ng: the first object part (2pos) of the protected software (2p),

said first obJaking jum aco(oﬁmah;tt daéd clgiming ofttiainsikdtiony ekdait@kKRCHE vait @f t he
protected software %p), he el erentary commands are exéecuted according to
t he choserPCEESRABAS & thy epeated anes Hriaswisj et nqseet of neroinpl Hinctipwing ofthert ed
sof tware (J’% c@h@)gﬁ&gﬁt@l ning the exploitation neans, said second object
part (2po elrng suc hat, after upload to the unit (6) and during the

execution of FigRrerT eMisadtes Okt VéXhfip (eZIQ)f ﬁﬁl@ﬁﬁh&ubﬂe F%ﬁ@%&i‘gﬁ&“&f"” part

(2peu) by nmeans of which are execute the el ementary unctlo riggered by
the first pesteetian bhdpfaﬁton(me@)ercmn-usmg, alufeatuge bfiexecntign tplabkle Wyl ke i n

th nce .of time an el enen command cont ai ned
|neap[)gf'? %?‘fu&“ gtbl‘? B3 8&3’&8&?’}1’6‘5 At 1e@ss one part g4 i‘%énﬁt‘fmtl@)@eé%lth%g t he
cor r esponQasOwRére TR ixpkted BIRfhih T Adt ab dlb'S“t (6), so that said portion is
executed correctly and that, consequent the protected software (2p) is

conpl et el y' f uheordingltp thisnekenmple, hﬁlcabnqmctw ciaiihg fonithe (efpcution 6Pitlee of the

request b rtion aof the first executign part (2pes), to trigger the
execut i on){%s?mﬁﬁ r?é‘ﬁt‘&r'y”faﬁi‘ﬂdw OWRVeTh Ehe fepution cheifing ég mgd tig

fulfill stdauatht 6PHEhtiotichOl, (fh B heARliod ¥,d 8%k 40 d m&?lé@‘?gtz p) is

executed correctly and that, consequently, prot &t ( 2|
not conpl ethlly feucmntedomar.., 1,51 and’l.m:éE}&: exxeatioh 0 thedinsiradtionSi', EREPINSI NY: - ~
during the ning: - at |east one software

P
execut i on “égﬁ‘ ?;agtceelFl}%n ar%Feqlb@%ﬂF(?xﬁéutiﬁih?f e deptayction he tHawevenmat then t he
unit (6), lateﬁtduhﬁg§ﬁe ORRufibi bRk IhsthiRidR'i %g tpaf 9&@@1&% me?xgsn%% g@ti%ﬁtstgﬁ;ew e

execution charactéristic, detection nea uni t
(6) and etlabinstrgction ﬂetdees nbthedrredpond &s the Bpesriit wathectinE©Uidnfate the

character Iresstuitca gsoe?lsasno%tera%glo%ethe 1n§§'ucl:3t¥ona}n+zl eT%g tdet?agt?orijl 1811%(;12; ?Il ?ndfoglrllotf?tr on
the coercion means 18 which modify accordingly, the functioning of the instruction
in+2, 50 that the execution of the instruction iy gives the result ¢' which can be
different than c. Naturally, if the execution of the instruction i', gives a result a’
different from the result a of the instruction i,, it is clear that the result of the
instruction iy+2 can also be different from c.

Inasmuch as the execution chaining of the instructions executed in the unit 6
does not correspond to the expected one, a modification of the functioning of the
protected software 2p can therefore be obtained.

Figures 73 and 74 illustrates a preferred variant embodiment of the principle of
protection by detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the instructions.
According to this preferred variant, is defined an instructions set whose at least some
instructions work with registers and use at least one operand with the intention of

returning a result.

As illustrated in figure 73, are defined for at least some of the instructions



- and coercion neans (18) to inplenent in the unit (6) and enabling to
informthe data processing system (3) and/or nodify the execution of a
software, when at | east one criterion is not abided by, constructing the
exploitation neans enabling the unit (6), to also inplenment the detection
means (17) and the coercion neans (18) and nodi fying the protected
software (2p): - by choosing at |east one software execution characteristic

to nonitor - : t Gt 1 r I Skiscs. Liable t

be. noni tor‘g(c)ﬁ( -é gi}ﬁc o%g{shé\l%%ﬁ %ggﬁﬁlgggh é:CI‘I C@?@%{r& t% gltljaeblflatéucgﬂ?nfaﬁﬁ 4t | east
one chosemnasioPE defising Xeceiipeotdd chanmgt f6f ihstdxcutiontdf tﬁélﬁ@ﬁwﬂsnk.nrﬁé}tﬁrfour ce
of the protected software (2ps), elenentary functions for which a east

one choserPE eorresaerdsde deenesatianeada knewh dyithe Mantaf ate Thepart Bladbfiningy
nodi fyi ng tgt Ieaft ne.-chosgjgl[eggrt}aéa of the source of the protected
software (‘BpLPecieficaatning fic H BEFRGOLPRMABLO dur i ng the execution of
the protected, sofj W@ﬁ@ﬁéﬁ@ﬁﬁeﬁoﬂtﬁ@ﬁsﬁﬁ%&&ﬁsen execution characteristic

is nonitored by means of the second execution’part (2peu), and the fact
that a critere onaridsforeactabpedant kyf enmstricion) witat ai@cR&H 1NG RYsiem (3)
being infornmed and/or to _a nodification of the execution of the protected
software (2p), -Kdwnbeyopepraerdsed theniastseationd obj ect part (2pou) of the
protected software i ni t he expl oitatiaon neans al so | npl enenting
the detection rreéns‘(’%géﬁ%ﬁéﬁf‘ﬁgﬁgﬁt&%wgﬁﬁ%ﬁﬁ?t (B HPPIERRIRIe K vEHY i ect
part (2pou) being syghintof@le opkd¥k,upl oad to the unit (6) and during the
execution of the protected software (2p), at |east one software execution
characteristic is nan amexqecedddertificatiat fieldaCIPy of the epeiraand, irklicatihg @é ded by
| eads to the data processi. stem.(3) heing.informed and/or to a

nodi fi cation of t hee’g?gﬁeatlafgﬁﬁ%f*&’ﬁé‘(‘#’ﬁf‘%f’vg‘édkléﬂst%?rétedﬁﬂﬁ conigids efir i ng

t he usage phase (i nt'heop%éndikr.‘ the presence of the unit (6): - as long as
all the criteria corresponding to all the nonitored execution

char act eri st i Asillustrated it figuro®, ftheihsproetidns et intludee Viegiseas Rdosiigd war e (2p)

are abi deq, by, enabli%g_@s j d ortjon% of the protected software (2p) to

wor k nomi 13Y PAPCESTRESS q@eﬁ? egisich DERg nemed Ro tath v yayimg fiemd ©2¥) to

wor k nom %Heyohr_é i ﬁiv,farélheﬁﬁé’ﬂs&noqﬂgdé)fnaﬁlg .:Cri teria corresponding to a
0

noni t ored execution characteristic d portion of the protected software

(2p) is not abi defirotiondlrficdd GFgkhdven Bstthe MaceSat Bod siAblapt Jor®fkhd t
and/ or nodi fyi ng tfle nctionjing of the portion of the protected software
(2p), so that tHESHLADE sReHgoBOf thednsirustieps.ed software (2p) is nodified. 7

- Process acqordj i et Q. | idn) f rotected sof t.ware
(20) compr s o ngrrih fhefidl {Befhitaioh 84 CERRatingho it ffeTho idenisl”

sof t war e execut i afithe limstaction ivdtitlc hhs adrlegatéd theecometits of e, fudcticial FeiE of
nmeasur enent of the usage of a functionalit% of a software, - as criterion

to abi de by, at ¢Easpibamerysdidentiticationdisld (A6 ivautawnticallyiwdnted ofith

measur enent, - | | | e | to ate l,east one
vari abl e of meagtﬁgec%eﬁ{n d?s b%?ﬁ]és?dréggﬁgﬁgont ﬂgllae{)(fgﬁ"& {ngﬁ?cg’r?nngﬁg’héﬁhb?si ng the
unit (6) to al sogeneftednhatfuidiidnalcidlalCR,abhideRBRRE. idetifitafi®s EM OfGE he
protected software #}%p): - %}{ choosi ng as software execution characleristic
to nonitor, at [18Asthespscess Qalﬂoén@ﬂlf%@l\%méméﬁftmfmﬁmtlmg@ iofsokly | east
one functionali t%{sﬁffoﬂhéﬁéttewdxeme' < choosing: ~ at |east one

ed SO

functionality of e protec re (2p) whose usage is liable to be

moni t ored usiM@iri the exédution O aBAHMERSE The detecton s 198y dut ffle§eipf
measurenent used to qluantl fy the usage of 86
operand k the following operations:

a

o the flag field CDy is read,

o if the flag field CDy imposes it, the expected identification field CIPy and
the generated identification field CIG, corresponding to the register used by
the operand k are both read,

e the equality of the two fields CIPy and CIG, is checked,



said functionality, at |east one threshold associated to a chosen vari able
of neasurenent corresponding to a limt of usage of said functionality, and
at | east one nethod of update of a chosen variable of neasurenent dependi ng
on the usage of said functionality, - and by nodifying at | east one chosen
portion of the source of the protecte%gsoftmare (2ps), this nodification
bei ng such that, during the execution Of the protected software (2p), the

vari abl e of ngas i adlclizeda by f _the.secan cytion part
(2peu) dependi nga{)dﬁifﬂ{g E@ggg ?)? féslg‘?dﬂ]?uﬁ%?ﬁgﬁaﬁeﬁéﬁ qgn‘ﬁfmé{d%f 3§§t e
threshol d crossia@cutiont chsiiing o¥ithe BEEOBHGNS is néMbidddIdyng t he usage phase (Ln,
in the presence of the unit (6), and in the case whére at | east one

t hreshol d cr B ¢agraien mespsotftienaylet to modife Het resuleof thaiinstabtiomagher the
detected, jnformng t dat rqQc i ystem (3). of it and/or nodifyin
Che t unct OBHERGT beten LT ot tekoRregihom ol hecPaEiobans BRATAE 5ot Bbyied 85 fnat 1 be
¢ i oni ‘ ¢ ; difi -

uncti on %%19&?& !éﬁmggﬁ&k%@ﬁ?féaﬁféh SRy %Qﬁfghfgneiﬂépl;&g‘?@%}aﬁl gvﬁrtpﬁgg(gfefl% :

according'to claim conprising: -~-durin
def i ni ng: instfuotiomturtendytex eontedv@rthahinetiofial Pag PI sfRBequemvRdtAlctiagSoci at ed
t hreshol ds, - and, different coercion neans corresponding to each of said

threshol ds, 46f9rdiBRiior apofsr adanieseescehamctaistioaf the(inysntion, thy pottessisinng i n

th : ] hoser i abl e of
moasur oo loees aeht HREPEERG b AR ol RIS £ BaRa i ng ©o
di f f er ent dedomiption of whivhgecaitied bet ihwelatibR Bnfigdnes 80 t19¥5.choosi ng at | east two

threshol ds associ ated to the chosen variabl e of nmeasurenent, - and by
nodi fyi ng at Hosshe implemenigicarpithe plingiplsfof presectionrhygensmingearp defisst: ed

i ~ 2 , thi di fi i bei h that,. duri t 87
Zglec\tlj\?ir gn( OPS'Z het E)clf’t?) ﬁeplgl&‘ieglg ik Bse’l(‘gﬂ S:%u FhEn i g‘%‘?‘i%:‘rﬁlgsng?e Bﬁ@e\ﬁarheous
threshol ds are tgkahed, 'ByomessOsithe edRf &chdlon Birt ri'ﬁ?ﬁcj)sipoﬁletlﬁﬁ & &mand

execution part (2pe'uzy, ~ and during the usage phase in the presence
of the unit (6):possibly toltansgles datathetweantibe clataguoergsing systémrdsind theambo! d i s

detected, enjoining.the ot ect ed sof t war p) not_to use the

cor r espondi ng f%é%]dgﬁta?f?‘{e e'}fﬁ%ﬁfl‘ét,mqs c:i'ﬁg’ei(ﬁrz?l%ﬁé“g%@’ where the crossing
of a second tehr lo@t ti hishn i i ! 1 he r L di ng
functionality aﬁd;%roggtlé%ﬁg?%one Sg?ﬁ (Q)%dgféﬁ%idgﬁ%%?%%%ééﬁgﬁlg%gﬁ% (2p). 9

- Process accor diongnams bemigrtiableoto 18 exeentedi inithg data prabessing sgseen Brazidect i on
phase (P): defi,nin i | east one

ing refillin ans epabljng to credjt aft ]
sof tware functi 6ﬂéﬁ‘gﬁ°§“h@ﬁi“f‘ﬁ%eg’%b’}e‘éuw?éﬁgféswd%ﬁﬂﬁmhfunﬁﬁl?%, at | east
one additiongl : A;g_ﬁigéb%li] t i j . al,l owi n
the unit (6) a’t oq?frp errtg%'f’ the re ?‘ﬁ’i%&‘ﬁé&gén@%egﬁgéiﬁg‘%ﬁ%@?’?ég?ﬁ%% ot egt ed

software (2p): -infoymetiomsiangmitiedt bye tlso dirsteexdcutibie parto2ms} e6l thofsbasnae (2ps),
at | east one chosen variable of measurenent enabling to limt the usage of

a functional ity SXACPHAR Rt ADSY: $9cas bR &rigger fhe exesmtion pliihe womesnoading one
addi ti onal usa 5 : I f i : ortion. . this
nodi fi cation bgf‘dﬁge‘éﬁgﬂﬁ?ﬁ?{?&%‘%’gg%ﬂ%‘ﬁgﬁ%’?‘ﬁ:"ﬁ 2?&52?1% {I%{r'irg'?ma?thl east

one additional ubatyizgefingtothmand, one functionality corresponding to a

chosen vari abl e of measurenent can_be credited,
e a method of renaming of the orders designed to be used during the

modification of the vulnerable software 2v, such a method enabling to
rename the orders so as to obtain triggering commands with renamed orders
enabling to conceal the identity of the corresponding dependent functions,

* and restoring means 20 designed to be used in the unit 6 during the usage
phase and enabling to restore the initial order, from the renamed order, so as
to restore the dependent function to execute.

For the implementation of the principle of protection by renaming, are also

constructed exploitation means enabling to transform a blank unit 60 into a unit 6



-~ and during the phase of refilling: reactualizing at |east one chosen
vari abl e of measurenent and/or at | east one associated threshold, so as to

allow at | east one additional usage of the functionality. 88 10 - Process
according to claim®6, conprising: during the protection phase (P):

defining: - as software execution chargcteristic liable to be nonitored, a
profile of software usage, - and as criterion to abide by, at |east one

feature ofmqﬂémmf@aemgtqhé@gtmngqgea@%fy| ng the protected software (2p):
- by choosing as software execution characteristic to nonitor at |east one

profile of soFemthecimplenyentatiorbpf ¢hopsincipleadf basedtionnsy taakiing At g¥gcution
by which a I.l e of usage nust abide, - and by

| t h
modi f yi ng }Psﬁ’giég‘%gﬁ\érgﬁag@gﬁ%[ﬁﬁh lespibyare A¥s:sour ce of t he pr ot ect ed
ft 2 b h t d th t f
The protect ect soft it SiE wlgpni@ bt BYEE ot 1% cp coetebpend rewming by al |

the chosen feat ustdsasobneregglyt i on, -~ and during the usage phase (Ln in the
presence of the unit (6), and in the case where it is detected that at

| east one feat urandnt deast oné gortien ftthalsodred dfythei nilgerabledsdftvearel i,
processi ng system t andl | f g the finctioning of the’ portion
of the protected® %%graéie(a%@ne cgﬁseflﬁ’i% ri/#‘f@mfﬁiﬁ?ﬂsﬁl@ﬁl ng of the prot ect ed
sof tware (2p)Thessowest & @6 -vuink | aim 9 |S|ng
-~ during the pr%t ection Sﬁaséa égm%e%g%ﬂleﬂqnéﬁﬁgéﬂ)rqﬁgl? (li’f?é whose
i nstruct i eawrcaoé theipableeted sofoeare2ps LTleie modifidagion i such Bat, amhgSGhersf

i nstructi ons co nds. for said instructions set, said i nstructions conmands
being liable %o dhe gxesytion of the Rﬂ@ﬂeateéﬁ@%‘éﬁgﬂpgatslyaat ene paitioard the

trigger in the t | nst tions, - rofile of
usage, the chai lrjlflqllrﬁ'{geofc uﬁﬁgpﬁg#&ﬂg&l ons ecuag lflééet g?t@pfﬂce%%{)eﬁh 3, an
expect ed chai ni nigkdésointd heoeuctbit t}ﬁrfuﬁétldnﬁﬁ of8R 16438 bha!ehd

detection neans (17),, means enabling to deFtyect that the csﬁglsdﬁor?gtﬁ%cthe

i nstructions doe@o?ﬁﬁmgé?‘?’@%@ﬁ@ﬂ@ umiich,expect ed one, - and. as coercion
means (18), maancﬁlrﬁl@elﬂé E:[E%uﬁgn oP thg rp%ttec gd sgﬁware 2p, the second execution part

2peu, which is executed in the unit 6, executes at least the functionality of

at least one chosen algorithmic processing,

* each chosen algorithmic processing is split so that during the execution of
the protected software 2p, each chosen algorithmic processing is executed,
by means of the second execution part 2peu, using dependent functions.
Preferably, each chosen algorithmic processing is split into dependent
functions fd, (with n varying from 1 to N), namely:

— possibly one or several dependent functions enabling the placing of one
or several operands at the unit 6’s disposal,

— dependent functions, some of which use the operand(s) and execute in
combination the functionality of the chosen algorithmic processing,
using said operand(s),

— and possibly, one or several dependent functions enabling the placing
by the unit 6, at the data processing system 3’s disposal of the result of
the chosen algorithmic processing,

*  during the execution of the protected software 2p, the second execution part

2peu executes the dependent functions fd,,



processi ng system (3) and/or to nodify the functioning of the portion of
protected software (2p) when the chaining of the instructions does not
correspond to the expected one, constructing the exploitation neans al so
enabling the unit (6) to execute the instructions of the instructions set,
the execution of said instructions being triggered by the execution in the
data processing system (3), of the i ns¥% uctions commands, and nodi fyi ng

the protected software (2p)..- hy. nodifyi t | east one chosen portion of

the source of°®t hgu%%fhg%{g%]mg&qu’m? Er"(t%%%‘;]gmg?‘“?r%&nw%%@em fncipagent ar y

functions into ipatk i . ShfshhYd LAl ng by which nust

abi de at | east s%%netﬁ%ge}%(ﬂgs?jr%???y ti onléaﬁ%éu‘?g}rl]é&t%ﬂ%??)@é){gcuti on in the unit

(6), and by teanaidanseqgenchofehe THpicHne eamBAGSs| SHden Rfdohp Ghé QBSopOMEANS

corresponding to the instructions used, and during the usage phase (Ln, in
the presence of saquennss ellgwing therexeasatiometthaipeatected softwatepct ed that the

hai ni ft NSt Ny dint it d t d

Cot he expect T BB SkiLRlR Biek 7088 oF S selit sbBivingt Sotreiiiedn B dote and or
the P BRE R . ang/

Unat § ho fimer ) aa (i pr @l Mol Sy Pinds SFpDPMAE! ol 20 =0

Process agemamkidwrders to theiunitlfl, and arigperiag iy the-unitdiithie restordivgz Y Mb&RtdfdRe phase
(P): defini nﬁ: - ai inﬁstructi ons set, an instructions set whose at | east
sone i nst MEEPNRMTERRY ROAph ther argers; and; thenthg sxeqtionchis megneob herseaendhi t h t he
intention Qf returni a fesul - far at least. so of the instructions
wor ki ng wi ﬁcurtg&psaﬂ o Ofr‘?ﬁﬁB}g‘eﬁ’zﬁ?‘fw'ﬁi?'—'?efﬂe@%idr?Pf‘Fg(FePhémFﬂ?i‘@tfflGnal ity of
the instructignembr a4 r ﬁj&éf ni : e atni or .the
execution of thg instru%t?%nénan Iei %@%ﬁc}?ﬁbﬁﬁpyg&?%gﬁ%skscg&ggép(g)ui%dl?%g to: O
an i dent i frenzamingthef ordérd of thet thiggérites comerhinads, {634 th,obthin nddeting eadihanasr and of

the instruction: * aH{?I a‘g field (CD ~, * and an expected identification
field (C pVith ppamed opfszs Whese exepyfionsinthe daiginsecessing Sy Agtriggerstia the

expl oi tati i ) i rat ed
Cdenti ficapt g %fegﬂl?"éf oft k)'3 Wpblfend AALGHR VAR vl phveticais beted by
i denti f i cdbé tiggefing beminasds with tnotrednamedwdrdeas, witlsout dlowen@tthé ESaniiastibd | N
said regi St-et{f - as aet cti oripmeans, (17), nmeans enabling, during the
execut i on 9fthg pretsete LF@&“@ﬁe, ofnadLing tgpdstemaine \the Ademtisy of fhe fexesuted CD, ~
i Mposes i lgendieifGinktiddde equality of the generated identification field
(ag.) cor?espon Ing to the register used by said operand, and the
expect ed i derKighie 80 iilustdates| ah éxantple offextdrgionr éfod Rulerabd sbfores @wdin - and
as coercign neans, (18), aps enabling to nodify the result of the

Ity kS O B

i nstructi &8 EX{pPP p cReRIORTILRe) valgatble sofivare 2y in the dats -

Process a : | qi %g'.- -(ﬁgrrﬂ[' Lng. = i g r {on

phase (P) %?%%gﬁ%isk%?ﬁ_iag?g ri é‘égrl ng S%:agllrtfnglﬁdc,al%zéiﬁeq%eﬁ%%ﬁyﬁ%%nd or
an i nst r ucbirespondingetodthe- assignmeiie pe nd eatiatle g dfahe resulebeRRMIZsrthik@Ct i on
or an instruction, - as an order, at |east one argunent for a triggering

command, ®&RGeEIpSFFProsentsd by afunction Ihand using thecoperands Xeando¥. transmtted by
t he dat j e it. . tri th
executi on of MparaS a3 bctind & D of irhitbmohBidS ot heil¥Bh. | crarr ng

of the order Sli‘igﬂﬁdﬂﬁlnﬂldsﬁafeﬁnﬁﬁﬁgixﬂﬁl rhRer4tiohS of Othe PindeAidn! | BRI NI
commands with renanmed orders, 91 - and restoring neans (20) designed to
be used i §xappleyduging the exgeution inhtbe wlategproperaing system 3108 thenfist exegution r est or e

the depen%ﬁ&&pfey g Eh'e %lnotteaed software 2p and in the presence of the unit 6, appear:

e at time instants ¢;, t;, the execution of the triggering commands CD;, CD,
triggering in the unit 6, the execution by means of the second execution part
2peu, of the corresponding dependent functions fd;, fd; which provide the
transfer of data X, Y from the data processing system 3 to the memorization
zones respectively x, y located in the memorization means 15 of the unit 6,

said triggering commands CD,, CD; being represented respectively by



execute, fromthe renanmed order, constructing exploitation nmeans enabling
the unit (6) to also inplenent the restoring neans, and nodifying the
protected software (2p): - by choosing in the source of the protected
software (2ps), triggering commands, - by nodifying at |east one chosen
portion of the source of the protected software (2ps) by renamng the.
orders of the chosen triggering conmards, so as to conceal the identity of

t he correspondin upgtions, - and by producing: n the first

obj ect part (2po§)lﬁ§g’eggm?@t’§@t ed software (2p), said first object part
(2pos) bei ng suck ¢hétnstingd e i t o re (2p),
the triggering commndns$ W tﬁg? Eeﬁlértrlgeéégelr‘!g%@{slog{hg @géﬁﬁﬁ%%ﬁggt’% second
obj ect part (2poGPnaf ttiggering dhetht ewhis 6f tth@rekediiph B MeahdioTdht Necond

expl oitation nmeans al so i %rrenti ng the restoring nmeans (20), said second
obj ect part (2potHecBEthpart dpen, of the cosfesponding dependent tfirctions fdy8)fdgad duri ng
the execution of the.protected sof re p), .the identity of the dependent
functions whose Seaiéggléeg F%mPPPgsg@ﬁg& _I’E'hBe]f‘g FeRresented, resneRtiyely. by 2pes)
s restored by MERIG(RL) LPRIGERNS). VRCHELOD ASchaéEHdond T, L FaydePendent
functions are executed by neans of” the second execution part i ped‘)‘, and
during the usageecxskutsd ifii combinationhis gigarithmiaallyfequiiaientitd thé)fusaidneRch ti me
a triggering co nd with re{\ﬁlamed Qrderf,srag‘gnt,ai ned in a portion of the
first executi on%ﬁ prestsely) therseecutiono {RE3eREE; Gpmpandsnleady &) the he
identity of the GQRLAGEGPRANGEGiIAEREH Q0 ting.it. so that
said portion is executed 4 ggutg(g’rrec??&p%dﬁgﬁ%ﬁgﬁl&%gfﬁggggﬁf P@“&% H%e

protected softwathe dodfEnts of dlopieaiotizgtibnimohésORAly, and FduinntHehRs@dbsgnce of
the unit (6), in spite of the request by a portion of the first execution
part (2pes), to ‘F‘F’E‘ﬁﬂ%‘?’u"t“k@n@%@ Wit &f a dependent function in the unit

6), bei L ulf i [ | h
Sal it porti on s Wk oL Yt bt B e SER0 (& Shibing Sptgina; o ™!

y an hat |
protected sof t wettiggéraip) inithe BQit 6 tBF Rk Edution byikank 8 Be seddhd exBb®:
according to claim 13, conprising: -~ during the protection phase (P):

defining for at JReNsef isedepepdant dunction fdninsevidingfthertrapsfor ofitearsidnof

functions al gori 1 .Sakd Ve { n .t riggered by triggering comrmands
whose renamed or%’grg1 g’ gl#ﬂlexlﬁﬁ)?&ee\ré%lﬁg ?611%%%&%%% 'frﬁ%“%ag’é’nﬁ%?gé’f glfg'%'itware

(2p): - by choosé ngthei datd poceiigtsysiein 8, &y Ot AGAd: &PfhbWAkSble DShift | east
one triggering comand with renaned order, - and by nodifying at |east one

chosen portion ofemmndbringeperentedbpld¥{®Bct ed sof tware (2ps) by repl acing

t least th ' d with d
or der - wi th noPRararBieTb (Srpidly SRR thd Reh B R AR s FEFSor 1 he
sanme fam khe fitdt argBment s the asipfériiy tomelaatOUT aRIMAé SHrftnert SN t he

protection phase (P), defining, for at |east one dependent function, a
fam |y of tiggsengtqommandsyTREG  and BN+ The madere whosenniat this svay-arpyrenamed

concat enat,: fl o [ t i r i.on definjng the functional

part of thgﬂge%gnﬂggdrl?tg df%fn%?’%%%' é gfed)%%é) lﬁ@éerg'i ﬁpﬁlﬁé rﬂﬁqnter,(g’e, ordes, Og&‘ﬁhsi ng

t he ident triggeaihp @omimaidd CI; foh€DW A%t kK9S IRNFANG] kareiatbBe so as to obtain
respectively R(x), R(y), R(fd3)..., R(fdn.1), R(z).

Figure 82 illustrates the complete implementation of the invention. In this

example, during the execution in the data processing system 3, of the first execution
part 2pes of the protected software 2p, and in the presence of the unit 6, appear:

® at time instants t;, t;, the execution of the triggering commands with

renamed orders CDCR;, CDCR,;, transferring to the unit 6, the renamed

orders R(x), R(y) as well as the data X, Y triggering in the unit 6 the

restoring by means of the restoring means 20, of the renamed orders to

restore the orders i.e. the identity of the memorization zones x, y, and then



expected identification fields (ClP,~ of the operands. 16 - Process

according to one of the clains 13, 14 or 15, conprising: ~ during the
protection phase (P): defining: - as method of renam ng of the orders, a
ci phering nethod to ci pher the orders, 93 - and as restoring neans (20),

means i npl ementing a deci phering nethod to deci pher the renaned orders and
thus restore the identity of the dependent functions to execute in the unit
(6). 17 - Procesg according to one of the clainms 1 to 16, conprising

splitting the prBef¥soBHOBNNGdngaDs ol ithe Sependy exequsioncpatbripsub-gfhthse (PI ),

I ndependent of t of ect ang ac.subseguent. .protecti.on

sub- phase (P2), ep%ﬁ‘fgg% g‘?ﬁ ki gﬁts@?lfgtyt}\ofalﬁ‘efa‘bfc%r‘gﬁlggtprf)_‘ilgg-thq:’ﬁﬁ’ﬁsé‘?s‘)f
according to cl aihedhia X£VTRsrh $hd@hta Briceing HRtehi 8 96 tHREBELI R ase
(P1), nmaking intervene g definiti o%g sct ageé ‘*('3%11) duri ng&\ﬁh%% Iaggg{?%g;m ed

out all the defirespectively xi9-lorated ds theamemodizatipnt mearisal s of the, undtofipeidsi ng,

after the defi niﬁgons stailgrp S11),.. making intervene a construction stage
(S12) during whi C1885RE ¢ é‘?f%‘téﬂﬂl h@n@-’%ﬁﬁop t5 JrDfBaunsCDER: pingess
according to cl ajl}ekhted RIPEIS o i\n stage (S12),

maki ng i nterveneeg}pre?cus oé%%ggﬁyogﬁm{égﬂ?gigl)iﬁ g%%rﬂéi ng uploading to a
bl ank unit (60), atatimb é@sints tPRY ty.Qfthd Brecayph QFtthd h@}eﬁﬁ%%mmms Sith

i ntention of obtaining a pre-custom zed unit (66). Z21- Process -according to

claim 18 or 19, “saped erdsts CRGRatg GINERyni Bansfrtng tt the unit WpthehrersmddP ) |

maki ng i ntervene | tage (.S14).during which,are nmade tgols
enabl igng to hel p°‘g8‘%3?@’3q§|rﬂé?‘g‘k§e§%§8‘§’?%¥ g’edﬁ‘l‘tt%ﬁ‘ﬁﬁ?%ﬂ%%b%m?g
protection. 22 -ther ReRsing aaeaisdR0Jof Ghé | i, Ld. adidid onmy itfpd

g ) A #d30 t? G £OBRY thdn the

splitting the subsequent protection sub-phase (P2), into:” a creation stage
(S21) during whi@igcutien py snesss of tho secoadexeqpion sart 2peu, axf, thé deperideat

I bl ft (2 i bl dificati t, S22) duri
Whi ch ¢ he pr ot ecRBRaRY IS Hisp) e Fighrrreaoningis 380 Srimeasorsis ot age
S23) duri whi ¢ DEXPHeiabi ,
goft\)/vargrl(gg) plcgls)iclf}lisy{o?gnt ai ﬁ?ﬁ%ﬁ Jﬁgﬁgi‘%ﬁ% ?gﬁkgghﬁgjgn@??p{}g?‘g’%%g to at

| east one bl ank TRIG (R€Mn-0)th the intention of obtaining at | east one unit

(5 7 O @ PR arl ol RS GRAY Q7S exBion SPY ugecting ommmend it 0"

renamed order CDCRy transferring to the unit 6, the renamed order R(z)
triggering in the unit 6 the restoring by means of restoring means 20, of the
order i.e. the identity of the memorization zone z, and then the execution by
means of the second execution part 2peu, of the dependent function fdy
providing the transfer of the result of the algorithmic processing contained
in the memorization zone z of the unit 6 to the data processing system 3, so
as to assign it to the variable Z, said triggering command with renamed
order CDCRy being represented by IN (R(z)).

In the illustrated example, the triggering commands with renamed orders 1 to N
are executed successively. It should be observed that two improvements can be
effected:

* The first improvement concerns the case where several algorithmic
processings are remoted to the unit 6 and at least the result of one
algorithmic processing is used by another algorithmic processing, In this
case, some triggering commands with renamed orders used for the transfer,

can possibly be removed.



94 possibly containing the exploitation neans is uploaded to at | east one
pre-custom zed unit (66) with the intention of obtaining at |east one unit
(6). 23 - Process according to clainms 21 and 22, conprising, during the
creation stage (S21) and possibly during the nodification stage (S22),
using at | east one tool which help generate protected software or which
automate software protection. 24 - Sy§Fen1for the i npl enentation of the
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characterized imlﬁm&te%ﬂrﬁﬁlﬁl@@&&h%%ﬂ{%ggg@ga opnment unit used to create

or nodify a protected software (2p). 28 - 'm for the inplenentation of
the process iFigaoc83 dbowseamesdmplk aif rex2@ytionhafr acilasiabRGoffvaid1av. int thigic! udes

a custom zatiolg unit (45), enabling to upload; the second object part
(2pou) t o “EIMPELSPPBH Cﬁ‘%‘&ﬁ fkecutign)of the rinegable seRweseodv,dn thptdatni ng at
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obtai ned by the systemin accordance with claim 25. - Unit (~ enabling
to execute aligwke$4 diystrates gp exampls)ofdmpleneentationenfithe processoiecarding toor i zed

usage, ch j: ' it cgntai t he second, obj ect, part :%2 ou) of
t he prot e?li.egg%v‘sé%{fl@v\g?ﬂea paﬁlﬁ ptlgvgaﬁéég‘ﬁ]gﬁﬁﬁdx%cc(?f}ggsoﬁ%ﬁ iBge; 8 &%} in
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determination of Z and the execution of the triggering commands with renamed

orders CDCR'; to CDCR'y corresponding to the determination of Z'. As illustrated,
the triggering commands with renamed orders CDCR; to CDCRy are not executed
consecutively, inasmuch as the triggering commands with renamed orders CDCR',
to CDCR'y as well as other portions of code are intercalated. In the example, the
following sequence is thus carried out: CDCR,, portion of intercalated code,
CDCR';, CDCR;, portion of intercalated code, CDCR';, CDCR's, portion of
intercalated code, CDCR'4, CDCR;, CDCRy, ..., CDCRy, CDCR 'y

It should be observed that, during the execution of a portion of the first
execution part 2pes of the protected software 2p, the triggering commands with
renamed orders executed in the data processing system 3, trigger in the unit 6 the

restoring of the identity of the corresponding dependent functions and then their



a first distribution part (2pds) containing the first object part (2pos)
and designed to work in a data processing system(3), and a second

distribution part (2pdu) having the form - of a blank unit (60), - or of a
pre-custom zed unit (66) in accordance with claim 29, able after upload of
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advantageously complemented by the principle of protection by temporal
dissociation.
And when the principle of protection by temporal dissociation is also

implemented, it can be complemented in its turn by the principle of protection by
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detection and coercion and/or the principle of protection by renaming.

And when the principle of protection by detection and coercion is also
implemented, it can be complemented in its turn by the principle of protection by
renaming.

According to the preferred variant embodiment, the principle of protection by
conditional branch is complemented by the principle of protection by temporal
dissociation, complemented by the principle of protection by variable and by the
principle of protection by elementary functions, complemented by the principle of
protection by detection and coercion, complemented by the principle of protection by
renaming.

In the case where a principle of protection is applied, in complement to the
principle of protection by conditional branch, its previously carried out description
must include, to take into account its combined implementation, the following
modifications:

e the notion of vulnerable sofiware must be understood as software
vulnerable towards the principle of protection being described. Thus, in the
case where a principle of protection has already been applied to the
vulnerable software, the expression “vulnerable software” must be
interpreted by the reader as the expression “software protected by the
principle(s) of protection already applied”;

e the notion of protected software must be understood as software protected
towards the principle of protection being described. Thus, in the case where
aprinciple of protection has already been applied, the expression “protected
software” must be interpreted by the reader as the expression “new version
of the protected software”;

*  and the choice(s) made for the implementation of the principle of protection
being described must take into account the choice(s) made for the

implementation of the principle(s) of protection already applied.
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modified to become a protected software 2p,
o then, of a usage phase U during which the protected software 2p is used.

During this usage phase U:

— in the presence of the unit 6 and each time a portion of the first
execution part 2pes executed in the data processing system 3 imposes
it, an imposed functionality is executed in the unit 6, so that said
portion is executed correctly and that, consequently, the protected
software 2p is completely functional,

~  in the absence of the unit 6 and in spite of the request by a portion of
the first execution part 2pes to execute a functionality in the unit 6,
said request cannot be fulfilled correctly, so that at least said portion is
not executed correctly and that consequently, the protected software 2p
is not completely functional,

® and possibly of a phase of refilling R during which is credited at least one

additional usage of a functionality protected by the implementation of the

second preferred variant embodiment of the principle of protection by
detection and coercion using as characteristic, a variable of measurement.

The protection phase P can be split into two protection sub-phases Py and P,.

The first one, called prior protection sub-phase Py, takes place independently of the

vulnerable software 2v to proteét. The second one, called subsequent protection sub-

phase P, is dependent of the vulnerable software 2v to protect. It should be observed

that the prior protection sub-phase Py and the subsequent protection sub-phase P, can

be carried out advantageously by-two different persons or two different teams. For

instance, the prior protection sub-phase P; can be carried out by a person or a

company providing the development of sofiware protection systems, while the

subsequent protection sub-phase P; can be carried out by a person or a company
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each of which various tasks or job's'are to be carried out.

The first stage of this prior protection sub-phase P, is called "definitions stage .

S11". During this definitions stage Sy;:
e are chosen:

= the type of the unit 6, As an illustrative example, can be chosen as unit
6, a chip card reader 8 and the chip card 7 associated to the reader,

—  and the transfer means 12, 13 designed to be implemented respectively
in the data processing system 3 and in the unit 6, during the usage
phase U and capable of providing the transfer of data between the data
processing system 3 and the unit 6,

e and in the case where the protection process according to the invention
implements the principle of protection by elementary functions, are also
defined:

— aset of elementary functions whose elementary functions are liable to
be executed in the unit 6,

— and a set of elementary commands for said set of elementary functions,
said elementary commands being liable to be executed in the data
processing system 3 and to trigger the execution in the unit 6, of the
elementary functions,

* and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion, are also
defined:

—  at least one software execution characteristic, liable to be monitored at
least in part in the unit 6,

—  at least one criterion to abide by for at least one software execution

characteristic,

— detection means 17 to implement in the unit 6 and enabling to detect
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— and coercion means 18 to implement in the unit 6 and enabling to
inform the data processing system 3 and/or modify the execution of a
software, when at least one criterion is not abided by,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
characteristic a variable of measurement of the software execution, are also
defined:

— as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
— and actualization means enabling to update at least one variable of
measurement,

* and in the case where the protection process according to the invention also
implements a first preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic a variable of
measurement of the software execution, are also defined:
—  for at least one variable of measurement, several associated thresholds,
— and different coercion means corresponding to each of said thresholds,

® and in the case where the protection process according to the invention
implements a second preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic a variable of
measurement of the software execution, are also defined refilling means
enabling to add at least one additional usage to at least one software
functionality monitored by a variable of measurement,

* and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as

characteristic a profile of software usage, are also defined:

—  as software execution characteristic liable to be monitored, a profile of
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and in the case where the protection process according to the invention

implements the principle of protection by detection and coercion using as

feature of execution to abide by, the monitoring of the execution chaining,
are also defined:

— an instructions set whose instructions are liable to be executed in the
unit 6,

— a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system 3 and to trigger in the unit 6 the execution of the
instructions,

—  asprofile of usage, the chaining of the instructions,

—  as feature of execution, an expected chaining for the execution of the
instructions,

—  as detection means 17, means enabling to detect that the chaining of
the instructions does not correspond to the expected one,

— and as coercion means 18, means enabling to inform the data
processing system 3 and/or to modify the functioning of the portion of
protected software 2p when the chaining of the instructions does not
correspond to the expected one,

and in the case where the protection process according to the invention

implements a preferred variant embodiment of the principle of protection by

detection and coercion using as feature of execution to abide by, the
monitoring of the execution chaining, are also defined:

~  as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
returning a result,

—  for at least some of the instructions working with registers:
>  apart PF defining the functionality of the instruction,

> and a part defining the expected chaining for the execution of the
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¢ and for each operand of the instruction:

*  aflag field CDy,

*  and an expected identification field CIPy of the operand,
for each register belonging to the exploitation means and used by the
instructions set, a generated identification field CIG, in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,
as detection means 17, means enabling, during the execution of an
instruction, for each operand, when the flag field CDy imposes it, to
check the equality of the generated identification field CIG,
corresponding to the register used by said operand, and the expected
identification field CIPy of the origin of said operand,
and as coercion means 18, means enabling to modify the result of the

instructions, if at least one of the checked equalities is false.

e and in the case where the protection process according to the invention

implements the principle of protection by renaming, are also defined:

as a triggering command, an elementary command or an instruction
command, |

as a dependent function, an elementary function or an instruction,

as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data
processing system 3 to the unit 6, so as to trigger the execution of the
corresponding dependent function,

a method of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

and restoring means 20 designed to be used in the unit 6 during the
usage phase U, and enabling to restore the dependent function to

execute, from the renamed order,

¢ and in the case where the protection process according to the invention

I*Y
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implements one of the preferred embodiments of the variant of the principle
of protection by renaming, are also defined for at least one dependent
function, a family of algorithmically equivalent dependent funcﬁons:
— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit 6,
~ or by using the identification field of the instruction CH and the
expected.identiﬁcation fields CIPy of the operands.
* and in the case where the protection proce'ss according to the invention
implements a preferred variant of the principle of protection by renaming,
are also defined:
— as method of renaming of the orders, a ciphering method to cipher the
orders,
—  and as restoring means 20, means implementing a deciphering method
to decipher the renamed orders and thus restore the identity of the
dependent functions to execute in the unit 6.
During the prior protection sub-phase Py, the definitions stage Sy; is followed by
a stage called "construction stage Sy,". During such a stage Sy,, are constructed the
transfer means 12, 13 and possibly the exploitation means corresponding to the
definitions of the definitions stage Sy;.
During this construction stage Sy, are therefore carried out:
* the construction of the transfer means 12, 13 enabling, during the usage
phase U, the transfer of data between the data processing system 3 and the
unit 6,
e and when the principle of protection by elementary functions is also
implemented, the construction of the exploitation means also enabling thé

unit 6, during the usage phase U to execute the elementary functions of the
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—  of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,
— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the actualization means,
— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the refilling means,
—  and possibly of the exploitation means also enabling the unit 6, during
the usage phase U to execute the instructions of the instructions set,

* and when the principle of protection by renaming is also implemented, the
construction of the exploitation means enabling the unit 6, during the usage
phase U to also implement the restoring means.

The construction of the exploitation means is carried out classically, through a
program development unit and taking into account the definitions intervened in the
definitions stages Sy1. Such a unit is described in the rest of the description in figure
110.

During the prior protection sub-phase Py, the construction stage Sz can be
followed by a stage called "pre-customization stage S;3". During this pre-
customization stage S;s, at least a part of the transfer means 13 and/or the
exploitation means are uploaded to at least one blank unit 60, with the intention of
obtaining at least one pre-customized unit 66. It should be observed that part of the
exploitation means, once transferred to a pre-customized unit 66, is no longer directly
accessible outside said pre-customized unit 66. The transfer of the exploitation means
to a blank unit 60 can be carried out through an adapted pre-customization unit,
which is described in the rest of the description in figure 120. In the case of a pre-
customized unit 66, constituted by a chip card 7 and its reader 8, the pre-
customization concerns only the chip card 7.

During the prior protection sub-phase Py, after the definitions stage Si; and,

possibly after the construction stage Sy, a stage called "tools making stage S14" can



:-10% & ()- !8510% (& ()-0lPpa?~ @!!3! F 10%008& ()- 10%0& ()-: 10%0& () -
1090 ()§)10%3&' ()-(!(( (12)CV©O&P()-Z/V\/aB~_@! 131 (,109%0% ()- ' 109%0& ()-!Y"
109008 ()-3 109%0% ()-f10%0% ()- 109%& ()- 5UgdE~_ @

1131 L6t 10%08 ()- 4 10%0& ()- &3@0%08& ()- | 110%08 () - | |

-, 10%08 ()-S, 10%08 ()- g @!!3!f 10%& ()-!9810%<& ()- 10%& ()- 10%& ()-
100 100 100L910%0% ()- >MfaB @!!3! 1¥9%& ()- s10%& () -

10ve: () RbOECY DAG I fbls migiEcitasd Siueamate el eRabing ® Help
10%@ () - GEAYEE Dlotectis sdfdware -or automate the protection of software. Such tools
enable:

* to help choose or to choose automatically in the vulnerable software 2v to

protect:

—  the conditional branch(es) whose functionality is liable to be remoted
in the unit 6,

— the portion(s) liable to be modified,

— and when the principle of protection by temporal dissociation is also
implemented, the algorithmic processing(s) liable to be split into steps
remotable in the unit 6,

— and when the principle of protection by variable is also implemented,
the variable(s) liable to be remoted in the unit 6,

— and when the principle of protection by elementary functions is also
implemented, the algorithmic processing(s) liable to be split into
elementary functions remotable in the unit 6,

— and when the principle of protection by detection and coercion is also
implemented, the execution characteristic(s) to monitor and, possibly,
the algorithmic processing(s) liable to be split into instructions
remotable in the unit 6,

—  and when the principle of protection by renaming is also implemented,
the algorithmic processing(s) liable to be split into dependent functions
remotable in the unit 6 and for which the orders of the triggering
commands can be renamed,

e and, possibly, to help generate protected sofiware or to automate the

protection of software.

These different tools can be carried out independently or in combination and
each tool can have various forms, such as for instance pre-processor, assembler,
compiler, etc.

The prior protection sub-phase Py is followed by a subsequent protection sub-

phase P; which depends on the vulnerable software 2v to protect. This subsequent
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branch is called "creation stage S,1". During this creation stage Sy, the choices made
during the definition stage Sy; are used. With the aid of said choices and possibly of
tools constructed during the tools making stage S14, the protected software 2p is
created:

* by choosing, in the source of the vulnerable software 2vs, at least one
conditional branch,

¢ by choosing at least one portion of the source of the vulnerable software 2vs
containing at least one chosen conditional branch,

* by producing a source of the protected software 2ps from the source of the
vulnerable software 2vs, by modifying at least one chosen portion of the
source of the vulnerable software 2vs to obtain at least one modified portion
of the source of the protected software 2ps, this modification being such
that during the execution of the protected software 2p:

—  a first execution part 2pes is executed in the data processing system 3
and a second execution part 2peu is executed in a unit 6, obtained from
the blank unit 60 after upload of information,

— and the second execution part 2peu executes at least the functionality
of at least one chosen conditional branch and puts at the data
processing system 3’s disposal, a piece of information enabling the
first execution part 2pes, to carry on its execution at the chosen spot,

e and by producing:

—  afirst object part 2pos of the protected software 2p, from the source of
the protected software 2ps, said first object part 2pos being such that
during the execution of the protected software 2p, appears a first
execution part 2pes which is executed in the data processing system 3
and whose at least a portion takes into account that at least one chosen
conditional branch is executed in the unit 6,

— and a second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the blank unit
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60 and during the execution of the protected software 2p, appears the

second execution part 2peu by means of which each chosen

conditional branch is executed.

Naturally, the principle of protection by conditional branch according to the
invention can be applied directly during the development of a new software without
requiring the prior realization of a vulnerable software 2v. In this way, a protected
software 2p is obtained directly.

For the implementation of a preferred embodiment of the principle of protection
by conditional branch, the protected software 2p is modified;

* by choosing, in the source of the protected software 2ps, at least one series

of chosen conditional branches,

* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the overall functionality of at least one chosen series
of conditional branches is executed, by means of the second execution part
2peu, in the unit 6,

e and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen series of
conditional branches is executed in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which the overall functionality of at
least one chosen series of conditional branches is executed.

During the subsequent protection sub-phase P, and when at least another
principle of protection is applied in addition to the principle of protection by
conditional branch, a "modification stage Sj;" takes place. During this modification

stage 8,5, are used the definitions intervened in the definitions stage Sy;. Using said

definitions and possibly tools constructed during the tools making stage Sy4, the
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protection according to one of the arrangements herebefore defined.

When the principle of profection by temporal dissociation is implemented, the
protected software 2p is modified:

® by choosing, in the source of the protected software 2ps:

—  at least one algorithmic processing which during the execution of the
protected software 2p, uses at least one operand, and enables to
determine, at least in part, the result of a chosen conditional branch,

— at least one portion containing at least one chosen algorithmic
processing,

* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that;

—  at least the functionality of at least one chosen algorithmic processing
is executed by means of the second execution part 2peu,

—  at least one chosen algorithmic processing is split so that during the
execution of the protected software 2p appear by means of the second
execution part 2peu, several distinct steps, namely:
> the placing of at least one operand at the unit 6°s disposal,
> the carrying out in the unit 6, of the functionality of the

algorithmic processing on at least said operand,
» and possibly, the placing of at least one result at the data
processing system 3’s disposal by the unit 6,

— for at least one chosen algorithmic processing, steps commands are
defined so that during the execution of the protected software 2p, each
step command is executed by the first execution part 2pes and triggers
in the unit 6, the execution by means of the second execution part
2peu, of a step,

— and a sequence of the steps commands is chosen among the set of
sequences allowing the execution of the protected software 2p,

¢ and by producing:
— the first object part 2pos of the protected software 2p, said first object



&$- 10%& ()-"10%& ()- 10%& ()-ObC 100310%0& ()- 109%0& ()- 10b 10b

10b9! 10%& ()- @B!'10%& ()-6 10%& ()-z"?bC 10Cs' 10%&' ()- ! 10%00& () - -

109& ()-- y 109%0& ()-s 10%&% ()-!3L 10%0C& ()-t1dEbC 100110%& ()- /

109%0& ()- 3.-109& ()- vy, 10%& ()- * 10%0% ()- ) 10%0& ()- 1dYNC 100 100

100 100 :-10%& ()- y8-109%% ()-6 109%& ()- 410%0% ()- L3S109%& () -

B(aBYNC 100Y10%&' ()- 10%& ()- 10%8$& ()- S10%& ()- !

10%b&' ()-910%& ()-(:LAEYNC 100" 10%& ()-(10%& ()-# 10%& ()-ZF"

10%¢& ()- 10%& ()PariPmes Yeing |suelEveg dotng theogxecytion 3f1thedprofected
software 2p, the steps commands are executed according to the chosen
sequence,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which are executed the steps
triggered by the first execution part 2pes.

When the principle of protection by variable is implemented, the protected

software 2p is modified:

¢ by choosing at least one variable used in at least one chosen algorithmic
processing, which during the execution of the protected software 2p,
partially defines the state of the protected software 2p,

* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen variable or at least one copy of
chosen variable resides in the unit 6,

¢ and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes
also into account that at least one variable or at least one copy of
variable resides in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which at least one chosen variable, or
at least one copy of chosen variable resides too in the unit 6.

When the principle of protection by elementary functions is implemented, the

protected software 2p is modified:

¢ by choosing in the source of the protected software 2ps, at least one step
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functionality of an algorithmic processing,

by modifying at least one chosen portion of the source of the protected

software 2ps, this modification being such that:

— at least one chosen step is split so that during the execution of the
protected software 2p, said step is executed by means of the second
execution part 2peu, using elementary functions,

—  for at least one chosen step, elementary commands are integrated to the
source of the protected software 2ps, so that during the execution of
the protected software 2p, each elementary command is executed by
the first execution part 2pes and triggers in the unit 6, the execution by
means of the second execution part 2peu, of an elementary function,

— and a sequence of the elementary commands is chosen among the set
of sequences allowing the execution of the protected software 2p,

and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the elementary commands are executed according to the
chosen sequence,

—~ and the second object part 2pou of the protected software 2p also
containing the exploitation means, said second object part 2pou being
such that, after upload to the unit 6 and during the execution of the
protected software 2p, appears the second execution part 2peu by
means of which are executed the elementary functions triggered by the

first execution part 2pes.

When the principle of protection by detection and coercion is implemented, the

protected software 2p is modified:

by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
by choosing at least one criterion to abide by for at least one chosen

software execution characteristic,
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* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen execution characteristic is
monitored by means of the second execution part 2peu, and the fact that a
criterion is not abided by leads to the data processing system 3 being
informed and/or to a modification of the execution of the protected software
2p,

e and by producing the second object part 2pou of the protected software 2p
containing the exploitation means also implementing the detection means
17 and the coercion meané 18, said second object part 2pou being such that,
after upload to the unit 6 and during the execution of the protected software
2p, at least one software execution characteristic is monitored and the fact
that a criterion is not abided by leads to the data processing system 3 being
informed and/or to a modification of the execution of the protected software
2p.

For the implementation of the principle of protection by detection and coercion
using as characteristic a variable of measurement of the software execution, the
protected software 2p is modified:

0 by choosing as software execution characteristic to monitor, at least one
variable of measurement of the usage of at least one functionality of a
software,

* by choosing:

—  at least one functionality of the protected software 2p whose usage is
liable to be monitored using a variable of measurement,

—  at least one variable of measurement used to quantify the usage of said
functionality,

—  at least one threshold associated to a chosen variable of measurement

corresponding to a limit of usage of said functionality,
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depending on the usage of said functionality,
and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the variable of measurement is actualized by means
of the second execution part 2peu depending on the usage of said

functionality, and at least one threshold crossing is taken into account.

For the implementation of a first preferred variant embodiment of the principle

of protection by detection and coercion using, as characteristic, a variable of

measurement, the protected software 2p is modified:

by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement to which must be associated several thresholds
corresponding to different limits of usage of the functionaﬁty,

by choosing at least two thresholds associated to the chosen variable of
measurement, _

and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the crossings of the various thresholds are taken into

account differently, by means of the second execution part 2peu.

For the implementation of a second preferred variant embodiment of the

principle of protection by detection and coercion using as characteristic, a variable of

measurement, the protected software 2p is modified:

by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement enabling to limit the usage of a functionality and
which must be able to be credited with at least one additional usage,

and by modifying at least one chosen portion, this modification being such
that during a phase called of refilling, at least one additional usage of at
least one functionality corresponding to a chosen variable of measurement

can be credited.

For the implementation of the principle of protection by detection and coercion

using as characteristic, a profile of software usage, the protected software 2p is

- €
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profile of usage must abide,

¢ and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the second execution part 2peu abides by all the
chosen features of execution.

For the implementation of the principle of protection by detection and coercion
using as feature of execution to abide by, the monitoring of the execution chaining,
the protected software 2p is modified:

e by modifying at least one chosen portion of the source of the protected

software 2ps:

— by transforming the elementary functions into instructions,

— by specifying. the chaining by which must abide at least some of the
instructions during their execution in the unit 6,

— and by transforming the elementary commands into instructions
commands corresponding to the instructions used.

When the principle of protection by renaming is implemented, the protected
software 2p is modified:

e by choosing in the.source of the protected software 2ps, triggering

commands,

e by modifying at least one chosen portion of the source of the protected
software 2ps by renaming the orders of the chosen triggering commands, so
as to conceal the identity of the corresponding dependent functions,

¢ and by producing; -

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the triggering commands with renamed orders are

executed,
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containing the exploitation means also implementing the restoring

means 20, said second object part 2pou being such that, after upload to

the unit 6 and during the execution of the protected software 2p, the

identity of the dependent functions whose execution is triggered by the

first execution part 2pes is restored by means of the second execution

part 2pen, and the dependent functions are executed by means of the

second execution part 2peu.

For the implementation of a variant of the principle of protection by renaming,
the protected software 2p is modified:

¢ by choosing, in the source of the protected software 2ps at least one

triggering command with renamed order,

¢ and by modifying at least one chosen portion of the source of the protected

software 2ps by replacing at least the renamed order of one chosen
triggering command with renamed order, with another renamed order,
triggering a dependent function of the same family.

Naturally, the principles of protection according to the invcnﬁon can be applied
directly during the development of a new software without requiring the prior
carrying out of intermediate protected pieces of software. In this way, the creation
stage Sz; and the modification stage Sz, can be carried out concomitantly so as to
obtain directly the protected software 2p.

During the subsequent protection sub-phase Py, after the creation stage Sy; of the
protected software 2p, and possibly after the modification stage S;, a stage called
"customization stage S;3" takes place. During this customization stage Sy3, the
second object part 2pou possibly containing the exploitation means is uploaded to at
least one blank unit 60, with the intention of obtaining at least one unit 6, or a part of
the second object part 2pou possibly containing the exploitation means is uploaded
to at least one pre-customized unit 66, with the intention of obtaining at least one unit
6. The uploading of this customization information enables to make operational at

least one unit 6. It should be observed that part of said information, once transferred

to a unit 6, is not directly accessible outside said unit 6. The transfer of the
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For the implementation of the protection phase P, various technical means are
described more precisely in relation to figures 110, 120, 130, 140 and 150.

Figure 110 illustrates an embodiment of a system 25 enabling to implement the
construction stage Sy; which takes into account the definitions intervened during the
definitions stage S1y and during which are constructed the transfer means 12, 13 and
possibly, the exploitation means intended for the unit 6. Such a system 25 includes a
program development unit or workstation which has classically the form of a
computer comprising a system unit, a screen, peripherals such as keyboard-mouse,
and including, among others, the following programs: file editors, assemblers, pre-
processors, compilers, interpretors, debuggers and link editors.

Figure 120 illustrates an embodiment of a pre-customization unit 30 enabling to
upload at ieast in part the transfer means 13 and/or the exploitations means to at least
one blank unit 60 with the intention of obtaining a pre-customized unit 66. Said pre-
customization unit 30 includes reading and writing means 31 enabling to electrically
pre-customize, a blank unit 60 so as to obtain a pre-customized unit 66 to which the
transfer means 13 and/or the exploitations means have been uploaded. The pre-
customization unit 30 can also include physical customization means 32 of the blank
unit 60 which can for instance, have the form of a printer. In the case where the unit 6
is constituted by a chip card 7 and its reader 8, the pre-customization generally
concerns only the chip card 7.

Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected software or to automate
software protection. Such a system 35 includes a program development unit or
workstation which has classically the form of a computer comprising a system unit, a
screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,

debuggers and link editors.
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obtaining a protected software 2p. Such a system 40 includes a program development

unit or workstation which has classically the form of a computer comprising a system
unit, a screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors, as well as tools enabling to help generate protected
software or to automate software protection.

Figure 150 illustrates an embodiment of a customization unit 45 enabling to
upload the second object part Zpou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object part 2pou to at
‘least one pre-customized unit 66 with the intention of obtaining at least one unit 6.
Said customization unit 45 includes reading and writing means 46 enabling to
electrically customize, at least one blank unit 60 or at least one pre-customized unit
66, so as to obtain at least one unit 6. At the close of this customization, a unit 6
includes the information necessary to the execution of the protected software 2p. The
customization unit 45 can also include physical customization means 47 for at least
one unit 6 which can for instance, have the form of a printer. In the case where a unit
6 is constituted by a chip card 7 and its reader 8, the customization generally
concerns only the chip card 7.

The protection process according to the invention can be implemented with the
following improvements:

e It can be planned to use jointly several processing and memorizing units
between which is divided out the second object part 2pou of the protected
software 2p so that their joint use enables to execute the protected software
2p, the absence of at least one of said processing and memorizing units
preventing the usage of the protected software 2p.

e In the same way, after the pre-customization stage S;3 and during
customization stage Sjs, the part of the second object part 2pou necessary to
transform the pre-customized unit 66 into a unit 6 can be contained in a

processing and memorizing unit used by the customization unit 45 so as to
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processing and memorizing units so that said part of the second object part
2pou is accessible only during the joint use of said processing and

memorizing units,
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10%& ()Iflemorization means (15) and processing means (16), a vulnerable soﬁwére 2v)
against its unauthorized usage, said vulnerable software (2v) working on a data
processing system (3), said protection process comprising:
= during a protection phase (P): _

e  creating a protected software (2p):

~ by choosing, in the source of the vulnerable software (2vs), at least one
conditional branch,

— by choosing at least one portion of the source of the vulnerable
software (2vs) containing at least one chosen conditional branch,

— by producing a source of the protected software (2ps) from the source
of the vulnerable software (2vs), by modifying at least one chosen
portion of the source of the vulnerable software (2vs) to obtain at least
one modified portion of the source of the protected software (2ps), this
modification being such that during the execution of the protected
software (2p):

» a first execution part (2pes) is executed in the data processing
system (3) and a second execution part (2peu) is executed in a
unit (6), obtained from the blank unit (60) after upload of
information,

» and the second execution part (2peu) executes at least the
functionality of at least one chosen conditional branch and puts at
the data processing system (3)’s disposal, a piece of information
enabling the first execution part (2pes), to carry on its execution at
the chosen spot,

— and by producing;:
>  a first object part (2pos) of the protected software (2p), from the

source of the protected software (2ps), said first object part (2pos)

being such that during the execution of the protected software
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account that at least one chosen conditional branch is executed in
the unit (6), o
» and a second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
blank unit (60) and during the execution of the protected software
(2p), appears the second execution part (2peu) by means of which
each chosen conditional branch is executed,

e and uploading the second object part (2pou) to the blank unit (60), with the
intention of obtaining the unit (6),

-> and during a usage phase (U) during which the protected software (2p) is
executed:

e in the presence of the unit (6) and each time a portion of the first execution
part (2pes) imposes it, executing the functionality of a conditional branch in
the unit (6), so that said portion is executed correctly and that,
consequently, the protected software (2p) is completely functional,

e and in the absence of the unit (6) and in spite of the request by a portion of
the first execution part (2pes) to execute the functionality of a conditional
branch in the unit (6), not being able to fulfill said request correctly, so that
at least said portion is not executed correctly and that consequently, the
protected software (2p) is not completely functional.

2 - Process according to claim 1, comprising, during the protection phase (P),

‘modifying the protected software (2p):
— by choosing, in the source of the protected software (2ps), at least one
series of chosen conditional branches,
~ by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), the overall functionality of at least one
chosen series of conditional branches is executed, by means of the

second execution part (2peu), in the unit (6),
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series of conditional branches is executed in the unit (6),

> and the second object part (2pou) of the protected software 2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the
overall functionality of at least one chosen series of conditional
branches is executed.

3 — Process according to claim 1 or 2, comprising:
- during the protection phase (P):
¢ modifying the protected software (2p):
— by choosing, in the source of the protected sofiware (2ps):

> at least one algorithmic processing which during the execution of
the protected software (2p), uses at least one operand, and enables
to determine, at least in part, the result of a chosen conditional
branch,

> at least one portion containing at least one chosen algorithmic
processing,

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that:

> at least the functionality of at least one chosen algorithmic
processing is executed by means of the second execution part
(2peu),

»  at least one chosen algorithmic processing is split so that during
the execution of the protected software (2p) appear by means of
the second execution part (2peu), several distinct steps, namely:
¢  the placing of at least one operand at the unit (6)’s disposal,

0  the carrying out in the unit (6), of the functionality of the
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processing system (3)’s disposal by the unit (6),

» for at least one chosen algorithmic processing, steps commands
are defined so that during the execution of the protected software
(2p), each step command is executed by the first execution part
(2pes) and triggers in the unit (6), the execution by means of the
second execution part (2peu), of a step,

» and a sequence of the steps commands is chosen among the set of
sequences allowing the execution of the protected software (2p),

— and by producing:

>  the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the steps commands are executed
according to the chosen sequence,

» and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which are
executed the steps triggered by the first execution part (2pes),

=> and during the usage phase (U):

e in the presence of the unit (6) and each time a step command contained in a
portion of the first execution part (2pes) imposes it, executing the
corresponding step in the unit (6), so that said portion is executed correctly
and that, consequently, the protected software (2p) is completely functional,

¢ and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes), to trigger the execution of a step in the unit (6),
not being able to fulfill said request correctly, so that at least said portion is
not executed correctly and that, consequently, the protected software (2p) is
not completely functional.

4 - Process according to claim 3, comprising:
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algorithmic processing, which during the execution of the protected
software (2p), partially defines the state of the protected software (2p),
— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen variable or at least
one copy of chosen variable resides in the unit (6),
— and by producing;
>  the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), at least one portion of the first execution
part (2pes) takes also into account that at least one variable or at
least one copy of variable resides in the unit (6),

> and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which at
least one.chosen variable, or at least one copy of chosen variable

resides too in the unit 6),

-> and during the usage phase (U):

in the presence of the unit (6) each time a portion of the first execution part

'(2pes) imposes it, using a variable or a copy of variable residing in the unit

(6), so that said portion is executed correctly and that, consequently, the
protected software (2p) is completely functional,

and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to use a variable or a copy of variable residing in
the unit (6), not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently the protected

software (2p) is not completely functional.
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— a set of elementary functions whose elementary functions are liable to
be executed in the unit (6),

— and a set of elementary commands for said set of elementary functions,
said elementary commands being liable to be executed in the data
processing system (3) and to trigger the execution in the unit (6), of the
elementary functions,

constructing exploitation means enabling the unit (6) to execute the

elementary functions of said set, the execution of said elementary functions

being triggered by the execution in the data processing system (3), of the
elementary commands,
and modifying the protected software (2p):
— by choosing in the source of the protected software (2ps), at least one
step which during the execution of the protected software (2p), carries
out the functionality of an algorithmic processing,
~ by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that:
>  at least one chosen step is split so that during the execution of the
protected software (2p), said step is executed by means of the
second execution part (2peu), using elementary functions,

>  for at least one chosen step, elementary commands are integrated
to the source of the protected software (2ps), so that during the
execution of the protected software (2p), each elementary
command is executed by the first execution part (2pes) and
triggers in the unit (6), the execution by means of the second
execution part (2peu), of an elementary function,

» and a sequence of the elementary commands is chosen among the

set of sequences allowing the execution of the protected software
2p),
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109%=& ()-:!8y5 protected software (2p), the elementary commands are executed
according to the chosen sequence,

> and the second object part (2pou) of the protected software (2p)
also containing the exploitation means, said second object part

(2pou) being such that, after upload to the unit (6) and during the

execution of the protected sofiware (2p), appears the second

execution part (2peu) by means of which are executed the
elementary functions triggered by the first execution part (2pes),
=> and during the usage phase (U):

¢ in the presence of the unit (6) and each time an elementary command
contained in a portion of the first execution part (2pes) imposes it,
executing the corresponding elementary function in the unit (6), so that said
portion is executed correctly and that, consequently, the protected software
(2p) is completely functional,

e and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes), to trigger the execution of an elementary
function in the unit (6), not being able to fulfill said request correctly, so
that at least said portion is not executed correctly and that, consequently, the
protected software (2p) is not completely functional.

6 - Process according to claim 5, comprising:

=> during the protection phase (P):

e  defining:

— at least one software execution characteristic, liable to be monitored at
least in part in the unit (6),
— at least one criterion to abide by for at least one software execution

characteristic,
—  detection means (17) to implement in the unit (6) and enabling to

detect that at least one software execution characteristic does not abide
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¢ and modifying the protected software (2p):

— by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,

— by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,

— by choosing in the source of the protected software (2ps), elementary
functions for which at least one chosen software execution
characteristic is to be monitored,

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected sofiware (2p), at least one chosen execution
characteristic is monitored by means of the second execution part
(2peu), and the fact that a criterion is not abided by leads to the data
processing system (3) being informed and/or to a modification of the
execution of the protected software (2p),

— and by producing the second object part (2pou) of the protected
software (2p) containing the exploitation means also implementing the
detection means (17) and the coercion means (18), said second object
part (2pou) being such that, after upload to the unit (6) and during the
execution of the protected software (2p), at least one software
execution characteristic is monitored and the fact that a criterion is not
abided by leads to the data processing system (3) being informed
and/or to a modification of the execution of the protected software
p),

-> and during the usage phase (U):
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software (2p) to work nominally,

— and if at least one of the criteria corresponding to a monitored
execution characteristic of a portion of the protected software (2p) is
not abided by, informing the data processing system (3) of it and/or
modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.

7 - Process according to claim 6, to limit usage of a protected software 2p),
comprising:
-> during the protection phase (P):
e  defining:
— as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,

— as criterion to abide by, at least one threshold associated to each

variable of measurement,

— and actualization means enabling to update at least one variable of

measurement,
* constructing the exploitation means enabling the unit (6) to also implement
the actualization means,
¢ and modifying the protected software (2p):

— by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality
of a software,

— by choosing:
> at least one functionality of the protected software (2p) whose

usage is liable to be monitored using a variable of measurement,

>  at least one variable of measurement used to quantify the usage of
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functionality,
» and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the variable of measurement
is actualized by means of the second execution part (2peu) depending
on the usage of said functionality, and at least one threshold crossing is
taken into account,

= and during the usage phase (U), in the presence of the unit (6), and in the case
where at least one threshold crossing corresponding to at least one limit of usage
is detected, informing the data processing system (3) of it and/or modifying the
functioning of the portion of the protected software (2p), so that the functioning
of the protected sofiware (2p) is modified.
8 - Process according to claim 7, comprising:

=> during the protection phase (P):
e  defining:

—  for at least one variable of measurement, several associated thresholds,

—  and different coercion means corresponding to each of said thresholds,

¢  and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the
functionality,

— by choosing at least two thresholds associated to the chosen variable of
measurement,

— and by modifying at least one chosen portion of the source of the

protected software (2ps), this modification being such that, during the



'()-& gl0% (& ()- & ;j @bkkkd aBHC 10 - S10% & ()- , @O0% & ()- * 10% & ()-
((& (12)%&' ?)- (g'('lof(y%&' I()J-!f “109% (& ()- dllm n!n"n%xnbC 10y10%& () -
25109 & ()- 1 10% & ()- f/-10% & ()- YmFnonn>o0p*?nbC

10( 10(9z10% & () -

10(

10" 3L10%& ()-!3 10%b& ()-"  L10%& ()- 10%& ()- Z10%& (?- '3 10%0.b&l (\
pMpappqr s*?nmbC 10(10%& ()-! KL "~ 10%b&g{) - 10%& ()-! 10%b& ()- 10% & ()-
10%& ()- s3sQtuuuuuuj @ 10, 10%&' ()- 10b 10b 10byY

execution of the protected software (2p), the crossings of the various
thresholds are taken into account differently, by means of the second

execution part (2peu),

= and during the usage phase (U):

in the presence of the unit (6):

in the case where the crossing of a first threshold is detected, enjoining
the protected sofiware (2p) not to use the corresponding functionality
anymore, |

and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one

portion of the protected software (2p).

9 - Process according to claim 7 or 8, comprising:

-> during the protection phase (P):

defining refilling means enabling to credit at least one software

functionality monitored by a variable of measurement with at least one

additional usage,

constructing the exploitation means also allowing the unit (6) to implement

the refilling means,

and modifying the protected software (2p):

by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement enabling to limit the usage of a
functionality and which must be able to be credited with at least one
additional usage,

and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage
of at least one functionality corresponding to a chosen variable of

measurement can be credited,

-> and during the phase of refilling:

reactualizing at least one chosen variable of measurement and/or at least

one associated threshold, so as to allow at least one additional usage of the

functionality.

)_
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e defining:

—  as software execution characteristic liable to be monitored, a profile of
software usage,

— andas cﬁteﬂon to abide by, at least one feature of software execution,

e and modifying the protected software (2p):

— by choosing as software execution characteristic to monitor at least one
profile of software usage,

— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the second execution part
(2peu) abides by all the chosen features of execution,

- and during the usage phase (U) in the presence of the unit (6), and in the case
where it is detected that at least one feature of execution is not abided by,
informing the data processing system (3) of it and/or modifying the functioning
of the portion of the protected software (2p), so that the functioning of the
protected software (2p) is modified.

11 - Process according to claim 10, comprising:

=> during the protection phase (P):

e  defining;

—  an instructions set whose instructions are liable to be executed in the
unit (6),

— a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system (3) and to trigger in the unit (6) the execution of the
instructions,

— as profile of usage, the chaining of the instructions,

—  as feature of execution, an expected chaining for the execution of the
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not correspond to the expected one,

e  constructing the exploitation means also enabling the unit (6) to execute the
instructions of the instructions sét, the execution of said instructions being
triggered by the execution in the data processing system (3), of the
instructions commands,

e and niodifying the protected software (2p):

— by modifying at least one chosen portion of the source of the protected
software (2ps):
» by transforming the elementary functions into instructions,
» by specifying the chaining by which must abide at least some of
the instructions during their execution in the unit 6),
» and by transforming the elementary commands into instructions
commands corresponding to the instructions used,

-> and during the usage phase (U), in the presence of the unit (6), in the case where
it is detected that the chaining of the instructions executed in the unit (6) does
not correspond to the expected one, informing the data processing system (3) of
it and/or modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.

12 - Process according to claim 11, comprising;

> during the protection phase (P):

e  defining:

—  as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of

returning a result,

—  for at least some of the instructions working with registers:
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10% ug& ()-,110% u& ()- ms?ructlons and including bits fields corresponding to:
¢ anidentification field of the instruction (CII),
0 and for each operand of the instruction:
*  aflag field (CDy),
* and an expected identification field (CIPy) of the
operand,

—  for each register belonging to the exploitation means and used by the
instructions set, a generated identification field (CIG,) in which is
automatically meniorizcd the identification of the last instruction
which has returned its result in said register,

—  as detection means (17), means enabling, during the execution of an
instruction, for each operand, when the flag field (CD,) imposes it, to

‘check the equality of the generated identification field (C1Gy)
corresponding to the register used by said operand, and the expected
identification field (CIPy) of the origin of said operand,

— and as coercion means (18), means enabling to modify the result of the

_ insti'uctions, if at least one of the checked equalities is false.
13 - Process according to claim 5 or 11 comprising:
-—) during the protection phase (P):
e  defining:

— as a triggering command, an elementary command or an instruction
command,

—  as a dependent function, an elementary function or an instruction,

— as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data
processing system (3) to the unit (6), so as to trigger the execution of
the corresponding dependent function,

— amethod of renaming of the orders enabling to rename the orders so as

to obtain triggering commands with renamed orders,
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execute, from the renamed order,

constructing exploitation means enabling the unit (6) to also implement the
restoring means,
* and modifying the protected software (2p):
— by choosing in the source of the protected software (2ps), triggering
commands,
— by modifying at least one chosen portion of the source of the protected
software (2ps) by renaming the orders of the chosen triggering

commands, so as to conceal the identity of the corresponding

dependent functions,
— and by producing:

>  the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the triggering éommands with renamed
orders are executed,

» and the second object part (2pou) of the protected software 2p)
containing the exploitation means also implementing the restoring
means (20), said second object part (2pou) being such that, after
upload to the unit (6) and during the execution of the protected
software (2p), the identity of the dependent functions whose
execution is triggered by the first execution part (2pes) is restored
by means of the second execution part (2peu), and the dependent
functions are executed by means of the second execution part
(2pew),

~> and during the usage phase (U):
* in the presence of the unit (6) and each time a triggering command with
renamed order, contained in a portion of the first execution part (2pes)
imposes it, restoring in the unit (6), the identity of the corresponding

dependent function and executing it, so that said portion is executed
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in the unit (6), not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently, the protected
software (2p) is not completely functional.
14 - Process according to claim 13, comprising:
-> during the protection phase (P):
¢ defining for at least one dependent function, a family of dependent
functions algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,
e and modifying the protected software (2p):

— by choosing, in the source of the protected software (2ps) at least one
triggering command with renamed order,

— and by modifying at least one chosen portion of the source of the
protected software (2ps) by replacing at least the renamed order of one
chosen triggering command with renamed order, with another renamed
order, triggering a dependent function of the same family.

15 - Process according to claim 14, comprising:
—) dﬁring the protection phase (P), defining, for at least one dependent function, a
family of algorithmically equivalent dependent functions:

— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit (6),

— or by using the identification field of the instruction (CII) and the
expected identification fields (CIPy) of the operands.

16 - Process according to one of the claims 13, 14 or 15, comprising;
-> during the protection phase (P):
e  defining:
— as method of renaming of the orders, a ciphering method to cipher the

orders,
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17 - Process according to one of the claims lto 16, comprising splitting the
protection phase (P) into a prior protection sub-phase (P1), independent of the
software to protect and a subsequent protection sub-phase (P2), dependent of the
software to protect.

18 - Process according to claim 17, comprising, during the prior protection sub-
.phase (P1), making intervene a definitions stage (S11) during which are carried out
all the definitions.

19- Process according to claim 18, comprising, after the definitions stage (S11),
making intervene a construction stage (S12) during which are constructed the
exploitation means.

| 20 - Process according to claim 19, comprising, after the construction stage
(S12), making intervene a pre-customization stage (S13), comprising uploading to a
blank unit (60), at least a part of the exploitation means with the intention of
obtaining a pre-customized unit (66).

21 - Process according to claim 18 or 19, comprising, during the prior protection
sub-phase (P1), making intervene a tools making stage (S14) during which are made
tools enabling to help generate protected software or to automate software protection.

22 - Process according to claims 17 and 20, _comprising splitting the subsequent
protection sub-phase (P2), into:

e a creation stage (S21) during which the protected software (2p) is created,

from the vulnerable software (2v),

e possibly, a modification stage (S22) during which the protected software

(2p) is modified,

e and a customization stage (S23) during which:

— the second object part (2pou) of the protected software (2p) possibly
containing the exploitation means is uploaded to at least one blank unit

(60) with the intention of obtaining at least one unit (6),

— or a part of the second object part (2pou) of the protected software (2p)
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construction stage (S12), to carry out the construction of the exploitation means
intended for the unit (6), taking into account the definitions intervened during the
definitions stage (S11).
25 - System for the implementation of the process in accordance with claim 20,
characterized in that it includes a. pre-customization unit (30) enabling to upload at
least a part of the exploitation means to at least one blank unit (60), with the intention
of obtaining at least one pre-customized unit (66).
26 - System for the implementation of the process in accordance with claim 21 ,
characterized in that it includes a program development unit, used to catry out during
the tools making stage (S14), the making of tools which help generate protected
software or which automate software protection.
27 - System for the implementation of the process in accordance with claim 22
or 23, characterized in that it includes a program development unit used to create or
modify a protected software (2p).
28 - System for the implementation of the process in accordance with claim 22,
characterized in that it includes a customization unit (45) enabling to upload:
e the second object part (2pou) to at least one blank unit (60), with the
intention of obtaining at least one unit (6),

e  or apart of the second object part (2pou) to at least one pre-customized unit
(66), with the intention of obtaining at least one unit (6).

29 - Pre-customized unit (66), characterized in that it is obtained by the system

in accordance with claim 25.

30 - Unit (6) enabling to execute a protected software (2p) and to prevent its
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unauthorized usage, characterized in that it contains the second object part (2pou) of
the protected software (2p) uploaded using a customization unit (45) in accordance
with claim 28.

31 - Set of units (6), characterized in that the second object part (2pou) of the
protected software (2p), uploaded using a customization unit (45) in accordance with
claim 28, is divided out between several processing and memorizing units so that
their joint use enables to execute the protected software (2p).

32 - Distribution set (2pd) of a protected software (2p), characterized in that it
includes:

* a first distribution part (2pds) containing the first object part (2pos) and

designed to work in a data processing system (3),
¢ - and a second distribution part (2pdu) having the form:
~ of ablank unit (60),
— orof a pre-customized unit (66) in accordance with claim 29, able after
upload of customization information, to transform into a unit 6),
— or of a unit (6) in accordance with claim 30.

33 - Distribution set (2pd) of a protected software (2p) according to claim 32,
characterized in that the first distribution part (2pds) has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
a network.

34 - Distribution set (2pd) of a protected software (2p) according to claim 32,
characterized in that the second distribution part (2pdu), having the form of blank
units (60), of pre-customized units (66) or of units (6), includes at least one chip card
.

35 - Processing and memorizing unit characterized in that it contains the part of
the second object part (2pou) necessary to transform a pre-customized unit (66) in
accordance with claim 29 into a unit (6) in accordance with claim 30.

36 - Set of processing and memorizing units characterized in that the processing
and memorizing units used jointly, contain the part of the second object part (2pou)
nécessary to transform a pre-customized unit (66) in accordance with claim 29 into a

unit (6) in accordance with claim 30.



