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Background of the Invention

With the increasing size and highly distributed structure of databases, it has
become increasingly difficult to ensure that related databases in a network contain
the same versions of the data. [f there are significant changes to one database,
other databases may need to be updated to include these changes as soon as
possible. Making these updates may involve frequently moving large amount of
updating data to multiple databases. The potential complexity of such a process

can be tremendous.

This problem is further compounded in systems where communications are
unreliable. In this case, data may be lost during transport. As such, data must be
retransmitted and the other databases updated all over again. Such repetition
significantly reduces the efficiency of the system and the extent to which the

databases contain up-to-date data.

Brief Description of the Drawings

Fig. 1 is a system block diagram, according to an embodiment of the present

invention.

Fig. 2 is a block diagram of a system hub according to an embodiment of the

present invention.
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- remote database may receive and validate update files from a local database.

Fig. 10A is a flowchart of an embodiment of the present invention in which

update files may be validated.

Fig. 10B is a flowchart of another embodiment of the present invention in which

update files may be validated.

Fig. 11 is an illustration of update file validation according to an embodiment of

the present invention.

Detailed Description

Embodiments of the present invention provide a method and system for
validating remote database updates over a network. A local database record and a
remote database record may be compared and exceptions may be generated.

Each exception may describe a discrepancy between the remote and local
database records. An exception identifier may be associated with each exception,
where the exception identifier may be associated with an identifier of the record. An
event identifier may be associated with each event in the update, where the event
identifier may be associated with an identifier of the record. The events and
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In an embodiment, system 100 may include at least one processor 102-1
coupled to bus 101. Processor 102-1 may include an internal memory cache (e.g.,
an L1 cache, not shown for clarity). A secondary memory cache 103-1 (e.g., an L2
cache, L2/L3 caches, etc.) may reside between processor 102-1 and bus 101. Ina
preferred embodiment, system 100 may include a plurality of processors 102-1 ...
102-P coupled to bus 101. A plurality of secondary memory caches 103-1 ... 103-P
may also reside between plurality of processors 102-1 ... 102-P and bus 101 (e.g.,
a look-through architecture), or, alternatively, at least one secondary memory cache
103-1 may be coupled to bus 101 (e.g., a look-aside architecture). System 100
may include memory 104, such as, for example, random access memory (RAM),
etc., coupled to bus 101, for storing information and instructions to be executed by

plurality of processors 102-1 ... 102-P.

Memory 104 may store a large database, for example, for translating Internet
domain names into Internet addresses, for translating names or phone numbers
into network addresses, for providing and updating subscriber profile data, for
providing and updating user presence data, etc. Advantageously, both the size of
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Ultimately, from the perspective of processor 102-1, once the data are latched

onto the output pins of processor 102-1, all eight bytes of data are written to
memory 104 in one contiguous, uninterrupted transfer, which may be delayed by -
the effects of a secondary memory cache 103-1, if present. From the perspective
of processors 102-2 ... 102-P, once the data are latched onto the output pins of
processor 102-1, all eight bytes of data are written to memory 104 in one
contiguous, uninterrupted transfer, which is enforced by the cache coherency
protocol across secondary memory caches 103-1 ... 103-P, which may delay the

write to memory 104 if present.

However, if an 8-byte pointer value is written to a misaligned location in memory
104, such as a memory address that crosses an 8-byte boundary, all eight bytes of
data can not be transferred from processor 102-1 using a single, 8-byte store
instruction. Instead, processor 102-1 may issue two separate and distinct store
instructions. For example, if the memory address begins four bytes before an 8-
byte boundary (e.g., 8N — 4), the first store instruction transfers the four most



significant bytes to nenory 104 (e.g., 8N - 4), while the second store
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electromagnetic or optical signals that carry digital data streams representing

various types of information. In an embodiment, network interface 114-1 may be

coupled to bus 101 and local area network (LAN) 122, while network interface 114-

O may coupled to bus 101 and wide area network (WAN) 124. Plurality of network

interfaces 114-1 ... 114-O may support various network protocols, including, for

example, Gigabit Ethernet (e.g., IEEE Standard 802.3-2002, published 2002), Fiber

Channel (e.g., ANSI Standard X.3230-1994, published 1994), etc. Plurality of

network computers 120-1 ... 120-N may be coupled to LAN 122 and WAN 124. In

one embodiment, LAN 122 and WAN 124 may be physicaily distinct networks, while

‘in another embodiment, LAN 122 and WAN 124 may be via a network gateway or

router (not shown for clarity). Alternatively, LAN 122 and WAN 124 may be the

same network.
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appropriate LUEs. The number of PEs for a single LUE may be determined, for

example, by the number of DNS queries to be processed per second and the

performance characteristics of the particular system. Other metrics may also be
used to determine the appropriate mapping ratios and behaviors.

Generally, other large-volume, query-based embodiments may be supported,
including, for example, telephone number resolution, 8S7 signaling processing,
geolocation determination, telephone number-to-subscriber mapping, subscriber

location and presence determination, etc.

In an embodiment, a central on-line transaction processing (OLTP) server 140-1
may be coupled to WAN 124 and receive additions, modifications and deletions
(i.e., update traffic) to database 142-1 from various sources. OLTP server 140-1
may send updates to system 100, which includes a local copy of database 142-1,
over WAN 124. OLTP server 140-1 may be optimized for processing update traffic
in various formats and protocols, including, for example, HyperText Transmission
Protocol (HTTP), Registry Registrar Protocol (RRP), Extensible Provisioning



over WAN 124. OLTP server 140-1 may be optim zed for processing update
traffic 1in various formats and protocols, including, for exanple,

Hyper TextwoOroafo3sssssi on Protocol (HTTP), Registry Regi str&CTRrso2/35081 ( RRP),
Ext ensi bl e Provi sioning 6 WD 03/038653 PCT/ US02/ 35081 Protocol (EPP),

Servi ce Manag) enment System 800 Mechani zed Generic Interface (M3), and

ot her on- | FiRECRIETPS Sviag ManegenentsSysknu e MetharticurGedfericdatdiosd y LUES
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search capabj | conj ol n -vol une, “Increnen 8s from
OLTP ser vepayibgpdap 03{%" B habrandrwoke architentidli e Arovidedtigh-speedseartinst r i but ed

over nul tidabebifl EBhjofel Wihhidtfsidme . ifdBmentaf sy BTy oupled to
WAN 124, LIIRP E?’éLrveJrs 140- Iéﬁl . 140 ? I 37 Pteagel véggafggﬂtcﬁ'gns £§|4§| cations,

and deletions (i.e., update trafflc) to their respective databases
142-1...142-S (not shown for clarity) from various sources. OLTP servers

140- 1. . . 140- Eiariaafltesﬁwb‘}e@ﬁtb@ﬂﬁﬁerﬁ%ﬁé’ﬁfa?'ﬁbb@ﬁﬂbuté’&%@? mplé BEfrpde copi es of
dat abases nam ca -created data, etc., over WAN

d

124. For e%&'r%sl ]340?n]1§8955898'&8€‘9’}3ﬁ'¥5}%88|% Fd tVADl 126 QLR samers1 . . . 140- S
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alternati et ute . 120-N may
al so rece:{gag%ggﬁﬂ{e'?g% eC f!?g%ﬁ%q 1\%’ %@lo gﬁ) ‘IO(FIaEty) }rﬂ'ﬁdat e traffic)
from var ivelieUssouresss W@rsaws 12@-1ar 140ANmBbR 2endl npdidtes tesyzaath nea)t |,

luralit < send dates, as wel |
gsuquelrl gsvm Cthorﬂ%} M@Fuhe%?%ytor&é:ta%%s%g%nmfzfz S, ‘i}@r&e%”i%aﬂgﬁreﬁﬁ’—& ude a
renote datdgifasts. (OéegWAN%tléoraxaml@amea gaaiycatilewmbnfioremb tOIO, or updat e

traffic, rmeyeRe1dereryed mEWec%K/@rHB Ste tra‘f’f}éeffor?/\ﬁ)guﬂ)g%f{ rrr?dd'fé 5%]( SqRYVer

140-1. I n an_enbodi nent, he new informati o |cat|onsto
at | east @H@thé&?ﬁr“ﬁyem%e% rflwawytoﬁeetweﬁm@nmmraﬂa@é ~S9edm 100 may

create a mew dsveteveatahass nﬂidﬁi&ﬁfﬁnsb&%ﬁ@er&ibnfs*aﬁe sd PERE) ’Fﬁ}nk on received
t1 ng sear ch access to renote

over the network, and w

dat abase, VW‘?%OHFCBSPHWW %‘{QSHMN?%% dirdhie efbogiment.alwelly @t abase  usi ng

a singl e wmetworlecorupitels! €20oper $20-Nmaysdedl UpBateh Ods WXIPIPGGaricd, Bt Or €

i nstructi g{)% r%\qooan enbodi ment, processor 102-1 may include a word size of
yte

at | east menory 104 may include a width of at |east n-bytes and
the store instruction my wite n-bytes to a renpte nenory address | ocated
on an n- byt dnigo@mhadimeritpsystem 100 may include a remote database (e.g., remote

database 210). New information, or update traffic, may be received, for example,
over WAN 124 from OLTP server 140-1. In an embodiment, the new information
may include modifications to at least one existing element within the remote
database. System 100 may create a new remote database element based on the
new information received over the network, and without restricting search access to
the remote database, write a pointer to the new element to the remote database
using a single uninterruptible operation, such as, for example, a store instruction. In
an embodiment, processor 102-1 may include a word size of at least n-bytes,
memory 104 may include a width of at least n-bytes and the store instruction may
write n-bytes to a remote memory address located on an n-byte boundary. In
another embodiment, system 100 may physically delete an existing element from

memory 104, corresponding to the new element, after the pointer is written to the
remote database.

In the DNS resolution embodiment, each PE (e.g., each of the plurality of
network computers 120-1 ... 120-N) may combine, or multiplex, several DNS query
messages, received over a wide area network (e.g., WAN 124), into a single



anot her enbodi nent, system 100 may physically delete an existing el enment
from nmenory 104, corresponding to the new el enent, after the pointer is
written twotohme3sesenot e dat abase. In the DNS resol ution enipadiusensjoseach PE
(e.g., each of the plurality of network computers 120-1 ... 120-N) nay
conbine, or nultiplex, several DNS query mnessages, received over a w de
area net V\BMUG(SéSQPerPth apd pend thedregusstrfiiperPackel ©3heBBES8.9RPEY#te)802/ 35081
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(Mry) of ma¢b@hmé@69tﬁé&h%ﬁ1‘@m’dré’déﬂfsé&nﬂmb(l\ﬁlﬂ%@tﬁe FHyBRENRIerkFOr  exanpl e,
typi cal ess than 100 bytes and 200
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by es. 1 QRRIAE By KGR0 BIEF o5 EAEID RTINS SNV ey MePeeed | nto- a
singl e Regjzssdf I@spaarPamésytes gﬁd 260 bytas, r@wctxa&y B O if&SovieP 30 a@err@é,l tiplexed
into a sipn onse, Super ueries
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order to evoutiplkét ovea Single Resptonse Semr@asl@t( Hogeyerl8 smefér resjber 6br | ar ger
MU be i d
accorz: f\g f' “%ﬁ%ﬁ-?}”ﬁﬁ’ ?'{?%S ﬁg B‘%E%&% T RcT H@%Rgagesr%%@ﬁﬁr? ngi%dealngc;ﬁase
out bound erHertadvoid MW@&@@OWN@ ’EQQGEFSIPQBS%(RCQ 1 Hpilepliss). FeslegerMigl y. For
exanpl e, &he E%W%rtohﬁﬁﬂ@lexg@)ﬁué%s@{d ﬂlestnh'% EANRCRUEEY aER P&? V\oé]ﬁnt s from

t he i ncom ng query packets ‘recei ve over w de area ne
mul ti pl ex sever al m | 1iseconds of queries into a single Request

Super Packet Ea¢hBultiasined’E Aaydecivdgan inbeunsdheadipad apeaiifeasindduped feacket to

the LUE avigfia mNS@heﬁéﬁé“ld’]@bW kespEOIVERT Wr)éxarhbl@ thaWiRpathrbdy ead may
LUE, de- nultiplex the replies

receive the ezf) mai u[ﬁ@éPacket from tg_

cont ai ned"EhEYEIESNE g SHETY GaRPOpghts oW he irqeening, DYSAugsy pas et9NS reply,
whi cg rrgyretdﬂeéd mnalrvaa@ ﬁrédr%iwﬁr\kefndtrﬂﬂﬂtlméﬂ@véfﬁgmlgﬁd&ﬁﬂgof cfééﬁgé ally, asd
not ed abay ar a enbodi e supporte
In an enb8 |W?ﬁeﬁeﬁge%§ Eﬁlr%ﬁ‘ﬁo%é%'%’ aﬁgﬁagp@gt ‘?‘R:??(Wgtﬁét ate

i nf or mat |I®equeaisSmpzerBa@<étwmb LelachveDblbaguarey netutk. @snvdresly akanpl e, t he
source adéu’tt?cﬁﬁ\d r%gd rrpefy %geg\s)tlt)‘l\]gyﬁeesgo §e Supepﬁ?ﬁﬁeﬁfr?xﬁﬁhﬁgggo ¢ the state

i nformation, assocra 'es Se Super Packet .
Each PE n‘ayltlplh)ethed@pmsrqg)@talmqﬂhe@!m land marshal the various fields into a valid

DNS reply, which may then be transmitted over the wide area network. Generally,
as noted above, other large-volume, query-based embodiments may be supported.

In an embodiment, the Request SuperPacket may also include state information
associated with each DNS query, such as, for example, the source address, the
protocol type, etc. The LUE may include the state information, and associated DNS
replies, within the Response SuperPacket. Each PE may then construct and return
valid DNS reply messages using the information transmitted from the LUE.
Consequently, each PE may advantageously operate as a stateless machine, i.e.,
valid DNS replies may be formed from the information contained in the Response
SuperPacket. Generally, the LUE may return the Response SuperPacket to the PE
from which the incoming SuperPacket originated; however, other variations may
obviously be possible.

In an alternative embodiment, each PE may maintain the state information
associated with each DNS query and include a reference, or handle, to the state



valid DNS reply nmessages using the information transmtted fromthe LUE.
Consequently, each PE may advantageously operate as a statel ess machine,
i.e., vawpDd3Ds&es3 eplies may be formed fromthe infornati @aTdmsn/adosed in
t he Response SuperPacket. CGenerally, the LUE may return the Response
Super Packet to the PE fromwhich the incom ng SuperPacket originated;
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to the PE fromwhich the incom ng SuperPacket originated. Figure 2 is a
bl ock di agr Biguest2 is sheleckadidgrepoiie butrand sroke pEchieetBieddcosgrding 189 enbodi nent
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122. The  dat abases a(n& send .and I’CE%EI at a Rgéerrr]l ng to Figure

3, in entsiaRRsR L0 ¥ie anyCoppRlioRms B'ﬁ'\ﬁﬁe&%pqr?%@g Ol 900 sends F

sendf i | esda®tsds ma§@bndrandibceivetipdbiezdaty sendfile 310 to renote database
210 in order to update renote database 210. The update files may be sent

di vi dual | df il
300 and- - onbelidarifng: BaTRBEuTEt R FRY P Pl b iRee BONCT L €
i ni tial i Z200pends Hfsehdfils1800-1.5.S00F & Bmellmgﬁ@dfﬂ@ﬁmﬁ@ remptezi ng sendfile
310 al OnGyardihsd 216 JPHLMRadle (hfPEAIENS J1BY A PRatRfiOCFERBE 104 TRY

receive sen Initia |Z|ng send I ncludi ng updating
dat a fr oraenbindividyalyserds batzbes, sush g6 endltivkpsangiilep S08i ene sasWiei308 2880 and

initiali Zdr{égnlﬁgl&ﬂg' ée‘ﬁdﬁé%@tmﬁl%méts%ngﬁﬂé@?)@@éhdzé& WitialiSeTBaHYiRag 00N

interface 118 cessor t hen corrpare updating data in sendfile
300 or |rﬁetnFiBJPﬁQpﬁ@n§e9fdf"i'?'€'®l“€?né‘§§|?ﬁgtaQﬂ?rrespondl ng data in renote
dat abase 210. If the data is different in renote database 210, then

In an embodiment of the present invention, processor 104 may receive sendfile
300 and/or initializing sendfile 310 including updating data from local database 200.
System 150 may receive sendfile 300 and initializing sendfile 310 at remote
database 210 via communication interface 118. Processor 104 may then compare
updating data in sendfile 300 or initializing sendfile 310 against corresponding data
in remote database 210. If the data is different in remote database 210, then
processor 104 may apply sendfile 300 or initializing sendfile 310 to remote
database 210. Accordingly, remote database 210 may subsequently have updated
data that matches the updating data in local database 200.

Figure 4 shows sendfile 300 according to an embodiment of the present
invention. The fields of file 300 may include, for example, a file identifier 400, the
file generation time 402, the number of transactions N in the file 404, the total size
of the file 406, a checksum or any such error-checking indicator 408, and
transactions 410-1...410-N (including the transaction identifiers). These sendfile
fields are examples meant to illustrate, and not limit, the scope of the embodiments
of the present invention. Any useful field can be included in sendfile 300.



processor 104 may apply sendfile 300 or initializing sendfile 310 to renote
dat abase 210. Accordingly, renote database 210 may subsequently have

updat ed wetoa/osdsas mat ches the updating data in | ocal dat cagso280s81 Fi gure
4 shows sendfile 300 according to an enbodi nent of the present invention.

The fields of file 300 may include, for exanple, a file identifier 400, the
fil e gener aSendrilé B0®iINERAes thengesnd ercaldatdbaan 280 betwesnNwbmotnkeinf i | e 404, the

total size of the file 406 h r A . ki ng
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renam ng @iaihskd00! iNdiBbnall, 9 trfBRsacBbks inclGiifg Alor8 =R dHe éh'éﬁ?@, tghanges nmay
occur in a sequence and n@/wiftt)e called ¢transacti.on Sendfile 300 may

> cal | )
i ncl ude u#1aREeS NGB REIreGEd hip H@s‘éa"tsﬁétl‘%‘demeo?fg?rt?‘?ﬁgc?qr?ﬁé%@??'ons my be
recorded jdiais28%00] € 300 in the order they occurred in | ocal database 200.
Additionally, for transactions including nore than one change, the changes

may be recorded wthin the.transaction in.the . order t.hey. o rred in |ocal
dat abase 2O&en@a\q%rtgqs?ctloprléﬂﬁﬁgﬁ B Q%aﬁqr}eﬁet? iraﬂ%@ca'ggygs%&éﬁ&eeg' to

t ransact i Tt id, theatrgnsactiteridentifieest ndesl, nat menobloaicslicincrensé degrttinfe. 105 need not
nonot oni cal | vy .1 ncr Le. E ; i transactions
may have %aé%og%é\e/cl) g%&%ﬁ@%ﬁ fa%nltsgggtmgfrﬁ %&f%m%%‘%ﬁe nﬁﬁé}%g)gﬁg@%ccor di ngly,

t he or derfotibwadd ky 1002s deccordingh. the order thale tensagiereeeruried Ny biet s pl acenent
in curren il i . tannr ; i of fileF- 1) .
Goner al |y etpifed AP S porhort (L ATAITRI oo & 1 Rt oL s blocedp el 1 1y

y \ . )
conpl et e 30G-dmbt &engrallyasznsapticnsanay nofispan Adageidies| 04pprdee i bh. This
prevents .aRnbBLEERIR HaBh&e @HPRHRE 0! SerldficPaghhbamnk T miventhi ch coul d

result in erroneqgus data at renote database 210. F gure] 5 shows
initializAMtSBRESH PEarsyRyiair. des i %@ett'verkaq?'@wamhr%k’ T§PUlt REMOPFUSent

i nvent i ongatd Rerdidtd dataBhsd d.i al i zing sendfile 310 may include, for
exanple, a file identifier 500, the file, generation tine 502, the nunber

21;1 ezrkgﬂfnag: Ingr.{_SS;e 5‘ &bﬁw%?rﬁtah%bh%gﬁ&fﬂ%ﬁ& gcéo(r)éir?g} tosénztaemgg)di}]ﬁgﬁt off'tiLee 506, a
present invention. The fields of initializing sendfile 310 may include, for example, a
file identifier 500, the file generation time 502, the number of transactions N in the
file 504, the total size of the file 506, a checksum or any such error-checking
indicator 508, and the copy of the entire local database (data) 516. Initializing
sendfile 310 may further include field 510, which is the file identifier 400 of the last
sendfile 300 generated prior to the generation of file 310, and field 512, which is the
identifier of the last fransaction committed to local database 200 prior to the
generation of initializing sendfile 310. The data in local and remote databases 200,
210 may be allocated to tables residing in databases 200, 210. Databases 200,
210 may support an arbitrary number of tables. So, when a database has tables,
initializing sendfile 310 may include a field for each table indicating the number of
records recorded in the table. For example, a domain name database may include
a domain table and a nameserver table. Hence, initializing sendfile may include a
field indicating the number of records in the domain table and a field indicating the
number of records in the nameserver table. The field may specify, for example, the
table name, a key used to index records in the table, and the number of records in
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i ndi cator 508, and the copy of the entire |ocal database (data) 516.
Initializing sendfile 310 may further include field 510, which is the file
i dentifi ew0o4003853t he | ast sendfile 300 generated prior POTIUSE2/HWREr at i on
of file 310, and field 512, which is the identifier of the |ast
transaction commtted to | ocal database 200 prior to the generation of
initializid@bree MUitioﬁal&lﬁuUaTheg dandfild 310 mepincand afibindicgtinibases 200, 210

b |1 t t abl di d 200,
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name sed
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Se”g]‘:' : € \@gege {8y tHé‘t%é'Q?wﬁicﬁ 'g@héi'ahcﬁldd)fﬁrﬂﬁélizwgtsléadﬂIa6!1elbegmebnd fiiid i al i zi ng
sendfile

usual . 0. These |n| t| i zi sencil H{S hgfsm re exanples
meant to the imeef )ﬁ’f‘@h t%aerﬂﬁf?t'qn GAMPIEtER NS B %8p%' Jdifents of the
present igenk ﬁrﬁ’ﬂ’hllzrﬁ VseHgm@é aho is & ‘@ddwpebﬁldnnmhadledas initiafiging ﬁndﬁbng
sendfile 310. Initjalizing sendfi [
r ead- const eBENH f@ qu"?%%ﬁh%ﬁ?ti"P ‘2 "T@%a 52 aaggﬁ% atgé(%?%}? gdd
pr evi ousliy initlaizihg 8Ehdfile1g1G eHdhdd, @n 33@1” nagran@emmecp@ﬁgrr@%wewr@ h | ocal
dat abase 2 t.a e isis the tinme
at whi ch %agggtgp?%eg%@n 'WP‘?I Zg]@\e equmg?gﬁd\m ehﬁﬂeg%gj ebelrﬁgmg%%mlf is the tinme
at whi ch ihitielizygneenafile@ Odoapy etdes. All%'n%tly@h{, mt’th@p%@%@f&?@ﬂ@iﬂon that may
occur in |n| I tdr&hsingldas 1S, as
Cnitializt %rbttﬂer%h O%fé@gcéng%g refordeal Be fitordthef B rdldrérbing

generated, copies of the entl re Iocal
dat abase 120@dat tine t may be recor ded ininitializing sendfile 310.
Hence, an "add" operation may be perforned to record |ocal database 200 in

initializingnsepdiibh 8f fihés 5101816& bfd mé£mwemtualemrmdfuiem1owrtht| al i 2| ng

dfile 310 d t f
;Sggnt : f |ee$C§ne \I’v“g@"gg@%&cﬁ%{ﬂﬁfﬂ'ﬁs r?’g(r& § QSBerﬁggﬁ'&e%ﬁﬁﬁgg go raetngjlie % er enC| ng

data recg4ighastne oasldictihitdlizig denetild$18 kbemglg&ribRatady Howeverddei ni ti al i zi ng
o b oo oPD S SRR DSl e R T SRR PEner
bei ng gengsgktdiser wibwveypsct td the lack of dependency of one on the other for

generation.  Such a structure and process may prevent a less efficient approach,

in which sendfile generation and application may suspend until the initializing

sendfile generation may be completed. By continuing to generate and apply

~ sendfiles 300 while generating initializing sendfile 310, as in an embodiment of the

present invention, the strong error-checking of sendfiles 300 may be done as well

as the placing of constraints on remote database 210, e.g., unique constraints or

foreign-identifier constraints, may be done. The placing of constraints may protect

the integrity of the data in remote database 210 by disallowing transactions that

violate relational models of remote database 210. For example, a unique constraint

may prevent the same key from being stored in database 210 more than once.

Figure 6 is an illustrative timing chart of sendfile and initializing sendfile
generation according to an embodiment of the present invention. In Figure 6,
sendfiles 300 (sf-1 through s-21) are generated at regular time intervals. Inan
alternate embodiment, sendfiles 300 may be generated at irregular time intervals.
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generations of sendfile 300 and initializing sendfile 310 nmay be decoupl ed
from each other with respect to the | ack of dependency of one on the other
for genewetBosgssBuch a structure and process may prevent PETIESY33B8f i ci ent
approach, in which sendfile generation and application may suspend until
the initializing sendfile generation may be conpl eted. By continuing to
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forei gn- 'zgﬁévﬁqh%'?gquf‘f% g&% .rs"%}e n@Pa\fedO?no%%ﬂan E'b@%gt@rébf in@@nstraints may

pr ot ect FAFETH oot e ase 210 b%%dl sal | owi ng
t ransact inepissehtiidle 300i Ebaemm;ﬁeaf $anafile Sﬁﬂ@@g@sﬁﬁn?@ﬁm at Hap2dRerd 210. For

exanpl e 2, uDIAUS £ANSHT Hid an/BRnRSOU RS LSRRG dacommdaiay stored in

dat abase © tthan dnce. is an 11|l ust ratl ve tim ng chart of
sendf i | e 12r06:G0rand bZ@QDZQrQs@&mlWéﬂ@ sedfiesipi(@d. S8 dihigN FFYRS enbodi ment

of the pre ?Sfﬁﬁé %H &‘f?&hol@od@bﬂ@’f@@ sendfiles 300 (sf-1 through s-21)

are generate regular tinme interval s I n an alternat e enbodi nent ,
sendfiles 300 nmay be generated at irr . ti gegj nte e ]aino 03/ 038653
PCT/ US02/ 358@i pyd 3Q@8are Hug bergl ?3 't ntire tinme

[ tnt gr val oﬂfé?;ﬁelggaérplleqdeqﬂngr 6@1}6(5f5|3?—$9)31f|% wmwt;ahmchﬁoasami nut e :cnt e][ v?l S,

[ oes not take the entjre a file.
Addi t i ondfangactipp '%ﬂ%’ésﬁoéée& 1Oﬁbj#)oi\lzﬂte ﬁ'gf ti'ga a%%ggg)gq%rﬁlf%@@a dfile 300 is
Eel ng geml%ltBéegieré&g}?ﬁlol@h&am,e%wnbhtldmed@eq)mausbfdthertraﬂsecgtgsmggqnﬂ?ﬁﬁdf| | eI 300.
or exanple, if sendfi [ & conpl et es
at 12:05:0% hal"ﬁéﬂn%?[?vé ﬁglé'gwgggrl @%aag g%?%tg%{rg&%SSH@Wat occur bet ween

12: 05: 00 raostdd@in0&endfle 06 it tyet erderdhatriheyeereimpd inslpoca dagabgse 2890- 5) , whi ch
captures the time period from12:05:00 to 12: 10: 00. Sendfiles 300-5 and

300-19 are 5% ﬁ%‘%ﬁwg éeﬁd@é%“f{)‘ﬁeﬁ?raﬂ_ deSR ddnafie oQaneritiBAthaydeher fiel ds,

afile |den| rer eneration time 603 and

t r ansact i decoipleditinitializing BoEilea1§. maY1Qﬁﬁ?Zber§%?bathtﬁF + i PPIRSact i on

i denti fiepgy alf % é?@me%fao%slﬂs@gem@aeageﬂoealdlumng/wanemem@nmew ously, the
transaction | ntifiers h

ave_ random Howeve soci at ed
t r ansact i eangfile 3ORs &iaues 6diustrates diiaiend ?ﬁ”%&wg&ﬁ*‘én%@@n?rﬁmgﬁ% g%er t hat
they occugdiggerd thel 10GHM as@tibasirifiRefe.g Skiheeand si-8) al i zi ng sendfile 310
generation and sendfile 300 generation may be decoupled, initializing

sendfile 310n gﬁ)e/m dlgne |n|¥|aqumagtse%81é(e%l16rﬁiay r?c,rluoeé,(%%lns’other fields, a
file identifier 610 (isf-1), a file identifier 615 of the last sendfile generated before
initializing sendfile generation, and the transaction identifier 620 of the last
transaction committed before initializing sendfile generation. In this example, the
last sendfile generated is sendfile sf-4 and the last transaction committed is
transaction 10001. Initializing sendfile 310 begins generation 611 at 12:07:29. The
first half of transactions in sendfile 300-5 (sf-5), transactions 10002, 10005, and
10001, have already been committed to local database 200 when initializing
sendfile 310 begins generation. Accordingly, initializing sendfile 310 may have
awareness of these transactions and may capture these transactions in initializing
sendfile 310. However, initializing sendfile 310 may not be aware of subsequent
transactions 10003 and 10004 that occur after initializing sendfile generation

begins.
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initializing sendfile 310 may be generated before, during, or after
generation of sendfile 300. Figure 6 illustrates initializing sendfile 310
bei ng gernwpateskens dway between the fourth and fifth sendfPicirasot/ssogt, sf-4
and sf-5). In an enbodinent, initializing sendfile 310 may include, anong
other fields, a file identifier 610 (isf-1), a file identifier 615 of the
| ast sendf iWailgienialang derliled  maybe paneraing serdftfs begingénes¥itt i on, and t he
transaction_id Lfier 620 of t ' A ore
initiali E?'HE'J‘%@%? e Cé’é‘ﬁ@ﬂ%{o. b&%“i‘*%ﬁ%?@%@%ﬁ%f@%%ﬁgms}eaﬁ?t‘i' 'Ei’;ndf ile

gener at edeissnisenetholeadaddbate1b anfl@ppliest t ransaction committed is
transaction 10001. Initializing sendfile 310 begins generation 611 at

12: 07: 29. ﬂts%fﬁ%%&?ér@% D@g@%&&@@g@%&eﬁatibﬁ a8 @18l RidiRAUBeE- 5) |

transaction ] have al ready been committed to | ocal
dat abase ge0@-atibreef thei1Bihearidz] Jilg sersifilea 300 dsishEoansbefr 198 YWBMLRG GHeCt

Accor di ngly. olidf b @b 18lGragR%0ble, 310 may have awareness of these
transactions ‘and nay capture these transactions in initializing sendfile

310. However, initializing sendfile 310 Tga 60% beta\ﬁaéﬁ of 1%ubsequent
transact i ondftergeesiviag and isagingnizizHg sgpd ‘F%’é 3 WM PPEPAT Sendfil e

gener at Qitdbuse DA 0 W Odt @3REs? sBAdiId4SOsticd&tas priviiolgenemtien afl i zi ng
sendfi | e?%?%?nay b§? % Sreﬁ%n sengfti IFs ben(‘;,é)/l niinﬁligﬁ%eigb sendpi 1 e 300-5
may cont iMiRiZing SR ftﬂg 2 at H,rgeéy bR Qr 1O REAF §I S. Sl ?es ‘my be sent
to renot gndlafidpastezhangerdodpgl tatdbaderg0i thiti wénagesnsdelf inlnsiogseandfiig§ conpl et e
generatiqn_a - 15:29. md QSN L th and 19th
sendfi | eé%Qoﬁf‘ %%Sf@%npe{%’degﬁ%%%%ga\éﬁgqﬂay nottﬁg?(?gebcgnsggﬁteh}gﬁion of the 19th
sendfi | e t300gH BourtAfseadfiles (stilvihnogglasiet)l dheichgnges recadpdimi§esendfil e 310 at

renot e database et ofddy i i b Seudki | es
gener at ecfeB&?}%? Sftg%%gr%%r%% @ﬁggl%ég??]ﬁi al I;ﬂ%&l?@g%ﬁﬁ?ﬂf%gﬁ This may be
11

due to, fuoior esrtfiijsise(sf-1 Hireugll $t4) mpyderfigiatedors ahiernaliqly; draly t he changes

to local b Bndly GRPESHRHGr fraREAdBNS Edtlnitle@$riodB0. 1 n this
exanpl e, éﬂ@“rr%@g? a%%gjae@;%%?\ganaéynot needrcég consi derfgt?g@%fi rst, .through

fourth segemeratien of iitializing senffie 310 gt wergdnQlyfigd p& seod 9PIeTeids e
sendf i | esypfwdrat MigMEMoSTendfilBBY0 Magondifid ey tiamkactionsnitidrahilializing sendfil e
310. These prior _sendtgi les (sf-1 thr oua& ft-4 %q bagl %}qlngédag or,

al t er nat i spaAYle 34P ihgensated i ‘FW@‘?’ re'g ‘f@ S5 aéén 10 may" not consi der
t r ansact i QpsidePmBifirétanrepiadEadtions YE002; 400GH) 160001 of gendfile si-hgecassdf i | e 310
that wer eth:asnectlrgr%%gtiénns. al'hsegg ljalnéa%tigr(l)soreggr%%% géjndfile sf-5 may also be

recorded in initializing sendfile 310. These committed transactions may be deleted,

or alternatively, archived.

Figure 7 is a flowchart of an embodiment of the present invention in which
update files of a local database may be generated. A system may generate (705) a
plurality of periodic updates based on incremental changes to the local database.
Each update may include one or more transactions. The system may then send
(710) the periodic updates to the remote database. While the periodic updates are
being generated, the system may begin generating (715) an initialization update at
a start time. The initialization update may include a version of the entire local
database. The system may determine (720) the last periodic update generated
prior to the start time and the last transaction committed prior to the start time.
Then the system may send (725) the initialization update to the remote database.
The initialization update may include an update identifier associated with the last
periodic update generated and a transaction identifier associated with the last

transaction committed.
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afterward. Initializing sendfile 310 may include these transacti ons when
initializing sendfile 310 is generated. For exanple, renote database 210
may not rwed3wssestonsi der the first three transactions 10002/Uust®8®81 10001
of sendfile sf-5 because these transactions. These transactions recorded
in sendfile sf-5 may also be recorded in initializing sendfile 310. These
conmi tted tp:@r&gﬁ]b@m_wohﬁa;d@émad (705) seadftler 3R ahsome regilatirved. Fi gure

7 is a flowhart aof an e r i whi ch update

(i1 os-of et AmedateRihe Dty M BATgE heh SEnE (PR Send e SR e (705 3

pluralit }daﬁfba@@m @dinhile pdaﬂfm Iased beingigeoeriash OATPCHANBRSLAM t he | ocal

dat abase. t r Bep system nay
r«?ireg o ity sé‘r?dﬂ\éﬁo‘e’él% Qirt RS ! AfpAEH, QBAdfid B

t hen sen§®"¢ @re' base. Wile the
peri odi ¢ nmdatle@e arcepy bfethagntyermead@taba&et@%ﬁkﬁﬁ%y‘abé’@“n gener ating

(715) an g' ,ta,‘,,\a?la(:]ﬁa)thggaslfg l% #lo g&e?été’d bnér‘t%e Jib tilndiet i dbri zat i 0” updat e

may |ncI Sion ntire | ocal database. The system ma
det er ni ngen@20yn phipitiatizing p@'rdfl@cm@ angdag lestEapsasiacoppitiss P %rtPﬁrée st art tine

and the | f dPHifilk®B Toh®LStRaT40 rhb ghen t he
system ma?/ﬁst'&]é@?igﬁdeﬂﬁrﬁ?mlﬁggﬁg| on lu 1(_?Ifgte to.the rg’e}négg dat abase.

The init |(625)zratla1@mgml§fﬂé 3tfye reate datalase, \gitipliping 4 {58 ated with
the |ast j,pesd QldficUstkier @msa&;g@dam the tersa@aamta 300 jetterzted aref a associ at ed
with the Tast transaction conmt t?»t % V\D 03/@ %&mﬁggl US02/ 35081 For
exanpl e, t@m@ct@nod%yeb%%ﬁ?@a?@?d% e lrgt rrsechy some regul ar or
irregular time interval. OLTP 140 nmay then send (710) sendfiles 300 to
renote dat al@@sees Mflomdﬂmfaemdfhobemrﬁﬁﬂthamestm\l imyenfiondn whish 2 OLTP 140 may

begi n ener i 715 |n|1| i e 611.
I n?tl al ?i?ﬂﬁ’ @fgt?éqeem%&@cewg ?%\tgﬁ%&sﬁ%ﬂ% ol go%gb%[g 2@{5%& |ITFcr;lcaI dat abase
200. OLTReddite (80%) biptutalitydef ;mrwdnelp@a@@) Eacrheund@éq Mgk HYdE &N8 GO "YEher at ed

g;]'do,[ hteolt'%féa?ti grﬁt Th rﬁ%rlg&&né%%tes %%g%é%é%&ﬁdlblﬂhélly%r'ln’-bél&é‘serl%fal le 310

sactiton o he " start t
gener at i caystefm imay recaivez(8ig) geintipizadion ypdateptpome eyl NE YR ‘E%tf?él‘ (725)

' ”' tializipgse0 E <{|®e3a1\%r§len Bﬁﬂﬁefeﬁtmé%@éméfébaé& Theylsterh iy meacsendfi | e 310

i ncl Ude sen fier 615 associ ate t sendfile 300

gener at ed8ahpa kst P@rm%ﬂqa%‘d?@f@ﬁf ARG %}aséﬁénséé’g%ldﬁf‘g@rﬁ?ﬂﬁ? he | ast
transact i Q- G2RBh Lp&ste, Fl'rgé%y@tegn ingy Ehehl detarhavid (820) te lastbendbdient of t he

gr ?352} h;;/c?ﬁ%é%%c;@?%cyv@{ﬂ'gmeﬁ@gatengen%ﬁer L ANASE TBYNJRE8 ¥SotRA Al 1 1 es Trom
the transaction identifier. The periodic update and transaction may be the last ones
generated and committed, respectively, prior to generation of the initialization
update. The system may apply (825) the remaining uncommitted transactions in
the corresponding periodic update to the remote database. The system may then
apply (830) the remaining periodic updates generated after the last periodic update
to the remote database. Applying the initialization update advantageously makes

up for any previously lost periodic updates.

For example, LUE 100 may receive (805) sendfiles 300 at some regular or
irregular time interval. Sendfiles 300 may be received individually or in batches.
LUE 100 may receive (810) initializing sendfile 310 at some time. LUE 100 may
read (815) sendfile identifier 615 and transaction identifier 620 from initializing
sendfile 310. LUE 100 may then determine (820) sendfile 300 associated with
sendfile identifier 615 and transaction 605 associated with transaction identifier 620.
The sendfile and transaction may be the last ones generated and committed,
respectively, prior to initializing sendfile 310 generation. LUE 100 may apply (825)
the remaining uncommitted transactions 605 in the corresponding sendfile 300 to
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receive (805) a plurality of periodic updates. Each update may include one
or nore transactions. The periodic updates nmay be received individually or
i n bat chewoO 03i088653yst em may receive (810) an initializati @aTasdas®sat sone
time. The initialization wupdate may include a version of the entire | ocal
dat abase. The systemmay read (815) a |last periodic update identifier and
a | ast t remercdataasedant iLUEeOOfmanthenapply i830)dihe vemsinng sgytitee 300he syst em

may t hen@gﬁ {?H'%? esgﬁ%ﬁ%%fei fbgrebw% édﬁ%és%?ﬁ’l%. updat e associated with the

updat e i S fansaction associated with the transaction
identifier. The periodic update and transaction may be the | ast ones
gener at ed ahdarcaltarnate ethboriegns den exemple, biEot0G maydiseard or 8rfhiye t he

nitiall Z8hh0s sHRHRE Ravelit bYS LEHeTRY raHRE YaldbdSd 21dend/sNRataNE

unconmmi tt'ed transactions in the corresponding periodic y da‘t,e to the
renot e dat genesationttes 693 priamioviaiiaiHmsengddin genefion Mg e menAllRY peri odi c

updat es Qﬁf@%i?&a‘?&ﬁr?a%hh}é@i%éﬁ%lu@@ bl Csipsaieiatddwithnagieot e dat abase.

Applying the initialization update advantageously nmakes up for any
previ ousligent§ist 6eri odi ¢ updates. For exanple, LUE 100 may receive (805)
sendfiles 300 at sone regular or irregular tine interval. Sendfiles 300

may bel receitRal li)é‘de@irﬁb@d {hgt Sieriimtidiaing beadfile BUEIsIQRlied any étei ;/e (Sé?)l
initializing_se [ 310 at, so tine. sendfile

i dent i f i eﬁeng&'ss gﬁé “ﬁ? Mg@%’? B‘ﬁeﬁé‘?ﬁd?’ fapaﬁe%@@%g?oﬂ%?n*’%tanbfa??%ﬂ |§ g‘?ag’gbe sendfile
310. LUE 13&0beraysd reamteledtabasersd 0(rBa0)emeanrdkrt-eogdgenisyidnisializingni t h
sendfile ideptifier, 615. and I.Qf ilated: W th transaction

i dentifi esrenéglﬁ.ng%C%@ngi ‘htgggr%g&% %Qﬁ@%%? fé%ﬁ"%igg r%tgﬁgha\g'. | ast ones
generated and committed, respectively, prior to initializing sendfile 310
gener at i on. I aEerdodimept aifhe presenishventine, seadilpn A auhbsiiFrg &ndfileansact i ons
605 in t - i ' Rridle Y2834 O380HithdadET/ US02/ 35081
renot e dgﬁa @é‘zg%gmﬁﬁ%"’%@o F%J?g?%gﬁt% pl ye 83?0% thei‘?ri msgfl ni ng sendfil es
300 af t eackppeledaemenle i@ Wﬂfé’uéﬁnﬁ‘ct'%w@ﬁﬁgé‘a frinficrlat g?e %5 WHal t er nat e
enbodi meng .t el &, THiEdBRtEBYuSl fUatss B oredbhd that sendf il es 300 that
have not been aé)}gl ied to renpte database 210 and/or that have a generation

time 603 PPKOVAGISsioRRkMRY ¢8Ry sendfile generation time 611. Sendfiles 300
di scarded or archived may include sendfile sf-4 associated with sendfile
identifier 6d8n altérnaRyerhitodimetes &t ACK/NAGK sightlenay be sérdlfiomi regioéendfi | e 310

I's appli eg%mlg%% t8mgaggggéclegs%ul?’rggei;Stt])%henﬁé(s.hﬁal\fﬁ}ls Qﬁ%gdﬂénfw applied to

renote da o
ACK/NACK signal may be sent in systems with unreliable communications.

Figure 9 is a flowchart of another embodiment of the present invention in which
the system may validate the update files sent from the local database and received
at the remote database. Here, a system may send (905) a plurality of periodic
updates. Each update may include one or more transactions. The periodic
updates may be sent individually or in batches. The system may send (910) an
initialization update at some time and apply the initialization update to the remote
database. The initialization update may include a version of the entire local
database. The system may first identify (915) discrepancies between the local and
remote databases by comparing the databases. The system may determine (920)
whether the discrepancies are valid or erroneous. The system may then apply
(925) the periodic updates to the remote database in accordance with an
embodiment of the present invention. This embodiment advantageously may
ensure that there are no errors in the remote database as a result of receiving

updates from the local database.
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| ost because renote database 210 nay becone read-consistent with
initializing sendfile 310. Accordingly, these |later sendfiles 300 nay be
re-appl i es0 oB3sea3 enbodi nent of the present invention, semdfiuse®3®80 and
initializing sendfile 310 may be sent from | ocal database 200 to renote

dat abase 210 wi t hout acknow edgenent, i.e., wthout an ACK/ NACK signal to
i ndi cate thgdr éxaﬁhpﬁé Ica_srmmmmaya uémie(geﬁmdnxdflleeee[)wésbmé‘hagsllaadx/ant ageously
reduces the rhea t an d%@ |le Egpg [n an alternate
enbodi msr'ﬁreg feérﬁcg? aY5e se cfat abase 210 to

indicate Immwfouin usacieeqotomp 14teméby bergd (9|1a) mmahzmrb@miﬂwsJ att he ACK/ NACK

: | , 9

71 owshar 98 Ui RridyE L BT TR Yol By R R s The
syst em nmajtababé da0.e OLA® M@daayecdmpaes loseidatébasm 200evithgeaotegdatallisse and

recei vedcﬁ@ ah‘iearkt'wa&%&gg ?es Hdeh&en tﬂ?n%y%l_el"lf‘ lmymgﬁﬂ%n( 905) a plurality

of perio ate may include one or nbre transactions. The
peri odi ¢ detqmdatee@zaaa\yh@eersféatdlacrﬂwewmanq\gah@pr PHOMAUEH &L TPTHE a8t em may
send (91Q) @Hot.%ﬂgiz' 1%0'ta%E)h@Qgésggéﬁcﬁue%taoma%hbt%a%&saanbm the

initializatl on dat abase. The initi al zatlon updat e
may i ncl morgjaO@\yltla)ﬁn@mQOHéﬂ%ﬁpf the present invetioan AVE 10RBALhEr 8RP My fi r st

i dentify s(eﬁ%#ﬁ)gs 4066 apchsaphat meen the local and renote databases by
conparing the databases. The system nmay determ ne (920) whether the

di screpancies are valid or.erro The syst (925) the
peri odi ¢ upHugeatargatepeniadipent: e E &%%f‘é'én?yn Fﬁy @&h% %er\mﬁfgﬁgﬁ)m%enbodl ment
of the prigig&Ring stverfilel wior tolibeistifendant vesidtirrdiscrepareass |Aftermajivelansur e t hat

there are, no errors Ln e

updat eq PORYTIHE v arey R e RIE8 AR 357 Rudnd RRtlsailsr KEGE Mar

exanpl e, dddnNalidzthgndigcreearetigs905) sendfil es 300 at sone regul ar or
irregular time interval to renote database 210. Sendfiles 300 may be sent
i ndi vi dual | SR8 Ghdy B erfoinkd 8h bRy Bstasendfil e
310 at som}a,t rﬁéy 6&?9@{%&8?6%%%5@&%%0%0 may apply ei nitiali |*\g sendfile
310 to r eansaittasbeves agwetwarg fropLapouradtomgestbaiit O SdUPPECibase 200 with
renot e da%@ﬁﬁrﬁf’the%ﬂa@sﬁﬂ%d‘dia%‘fdtﬁé‘dé&%@inoﬁjl screpanci es between them OLTP
140 may t determ ne (920) whether the discrepancies are valid or

»? gr ?gﬁgtj Z' d%g;g%i'@?\ﬁng}/lp\ﬁct:hha?tnof%%ténﬁ%d!#a%t :cL)P send?lle%)rﬁ)jI |X|t|gl|92| %)sengﬂgf iles 300

validation according to the present invention. After sending a plurality of periodic
updates and an initialization update to the remote database, a system may validate

these updates. Each update may include one or more transactions performed on
the local database. Each transaction may include one or more events. An event is
a database action or occurrence, e.g. addition, modification, deletion, etc., with

respect to data in the database.

First, the system may compare (1000) a record in the remote database with a
corresponding record in the local database. The system may generate (1005) an
exception that describes a discrepancy between the remote and local database
records, where an exception may be generated for each discrepancy. A
discrepancy may be any difference in at least one data value between two versions
of the same record. For example, a data record in the local database may be
(12345, xyz.com, 123.234.345). A corresponding data record in the remote
database, which is supposed to be the same, may be (12345, abc.com,
123.234.345). Accordingly, there is a discrepancy in the second data value of the
record. Thus, an embodiment of the present invention may generate an exception
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accordance with an enbodi nent of the present invention. LUE 100 may then
apply sendfiles 300 to renote database 210. In an alternate enbodi nent,
t he syst ewormap3ssppl y both the sendfiles and the initiali 2ChgSezsdBbil e
prior to identifying and validating discrepancies. Alternatively, the
system may apply both the sendfiles and the initializing sendfile after

idfa_néI i fyir{wdeﬁmegmi&d&bﬁeﬁgn@% W@?@ﬂlﬁﬁmaygésdﬂby ablisamepecgbpod t hat the )
val i dation process e perforned .on an ta . tr nj over a networ
froma sé@?@é'”ﬁj@a?ﬁ”‘g@é{[ BW&(J[')?C&‘?P&PW CYRE; %%ppe(?@n%fhe lgé%%ltoﬁgl the transnitted
data to HRkerepanty; bytdestribily HudiFeidheibstveedn thathadataobiugs ietBodi ment  of
sendfile and initializi sendf.i |.e 4 I I resent
hvent | oAECIRPRRT- Sl i g A Edlab B 8o RESRE: Bk M by

i nitiali xrathecamoiedddtebdse (Bhdviceversa) ilitiedvasecords apsuppesegyio pantpidat e  t hese
updat es. ,Each ugd te may include one or nore transactions perfornmed on the
| ocal datﬂéeo%aé@? Ach transaction may i nclude one or nore events. An event

is a database action or occurrence, e.g. addition, nodification, deletion,
etc., with Itmeypecinderstoe tat adiserepanayAbasesiertp pelifereee RaMesRRIay conpar e

(1000) & of GRE Hatlal S if §TRAcR Giah8hadsd W tdlediretgor T espondi ng record in the

| ocal data he system may generate (1005) an exception that describes

a di screpancy between the renot e@md Iocail dﬁt Pase.t records.. where an
exception nﬁ%}le pistepareavassgcipis (1&LY RNEA*SRRINS %’ﬂl'.'erAW' MO REIMS) may be any
di f f er engghdrdtiatexc8piin iQBRifigAhay be lausodatavaith ahvdeniBersif tresrecatl. Edre sane

record. For exanple, a da ord in . - (12345,
Xyz.com %E@P%ﬁ‘%&%ﬁ’ _recRr(i @?E’%@ﬁ%ﬁ&?'ﬁ]gﬁ%g?%e%@onsag} ﬁg&gﬁe‘%ﬁ%fe dat abase,
whi ch i s @oppesediigy, e dlveptmrigentifaymbe alsb284510. &zch esenption PBYIR4. 345) .
Accordingly, there is a discrepa I ; de af, the
record. 99#%&1“6%52)&#6‘8!“93%95%5% %M%HPQ%)%&C%? t'ﬁ@g ﬁ% F%ﬁgﬁ%@w enerate an
except i orextEptiad 1I8BMAYBB5ETRCTY srREIBDSIcaptian tywes apd eLXCaPtONdi scr epancy.
An excepti ong | ¥ e YTHY exceblit] st bRdHealifdigntt hat the
di scr epad%ey”q‘g??%fttgigﬁg‘[yép?grégka%}%ﬁ?%gﬁ| oca(ta)i( oh Iof the discrepancy; by
descri bi rexceptiondypésewid bealeeribge dndeni aielo TetSIPA mayalsa apsReiaty; scr epancy,
ere. A dalss et I{]eﬁ ier WAk BhoflabRafe CRUAERSRREEING vt Baherierecor d in
t he renot'e tabase (and vice \_/_ersaz if the two reﬁorﬁls re supposed to
contain maebsasgociedwith an identifier of the record. For example the data recor

(12345, xyz.com, 123.234.345) may have an identifier d10. Accordingly, the event

identifier may also be d10. Each event in the update may be found from an event

history. An event history may be a listing, etc., of the events performed on the

records in the local database over a time period. The event history will be described

in detail later.

The system may then determine (1020) if the update of the record is valid.
Figure 10B is a flowchart of an embodiment of the validation determination. This
determination may be done as follows. Each event may be compared (1022) with
each exception. If each exception is justified (1024) by an event, then the update
may be designated (1026) as valid and the update may be applied to the remote
database. Otherwise, if each exception is not justified (1024) by an event, then the
update may be designated (1028) as invalid and the exceptions may be logged as
errors. An exception may be justified when an event identifier corresponds to the
exception identifier and the associated event corresponds to a valid sequence of
events associated with the exception type. The valid sequences will be described
in detail later. If the exception is justified, the system may remove the exception
identifier from the exception list. The exception being justified may indicate that the
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It may be understood that a discrepancy may refer to a difference between
one or nore data values in a record or the record in its entirety. The
syst em meyoasessssat e (1010) an exception identifier wth earhusexa®pti on,
where the exception identifier my be associated with an identifier of the
record. For exanple, the data record (12345, xyz.com 123.234.345) may
have an igiepddahbgls a wid.onéce.gr, chenghyoie ddtebasedegstriod petirdegitddither may al so be
d10. Each exce tlo e of many
except 1 onPEBE LBl BERRE PP BBt io e WPt & SBNARE T TS

i nclude the exception types and the exception |dent|f|er of the exception
classified Db&mgavmldaﬂ’dm trexsystEm mylld%ﬁlfyg{ﬂ@nt ereorgiof faglteintperiedie@pei on types

w il be def? c?enduéci'én(gset esg\%%hfﬁqa%'gh rg)(ﬁ%%s%dgﬂé%a@,s&om ate (1015) an

event i dént where the event identifier
may be ammchuaallg@nwsemaahpa“memwu taat thesq q@da,t%ec@aﬂbe reRliedxanpl e, the data

record sl%gg’e%%ﬁullis @Ben% %gﬂce%ﬁéﬁs dethé‘r%’s% Welﬂldgdfh@ﬁdo%my tﬁléio

Accordi ngl'y ler may al so be d10. Each eve in the

updat e rrwprrlmnswhetwemﬁhgdow@mﬂ re”?ﬁt%fjﬁ’iaﬁ?as%f“@w@%r%?@tdﬂef may be a

listing, £ffs, enﬁﬁhétﬁﬁgfﬁﬁr‘%ﬂl@%a%é?h@ﬁ% Qdtiddheally U@I@CUddS' hiersystem rhay‘,al
dat abase over a tine per.iod. vent descrl in detail

e hi st oryyb ﬁ{-:\ I
| ater. Tk@sgsﬁsﬁ‘éhﬁhﬁﬁ’?”?q’i%ﬁ”%@f"@f‘?ﬁ“ﬁ@u?ﬁ@tfﬁf“al etsfjr'é?c‘fﬁ? ¥ 8Pgled; ﬂe record is
valid. RheWRoid@Btdbasa. fl owchart of an enbodi ment of the validation
determ nation. This determ nation nmay be done as foll ows. Each event may

b d 0 t h h tified

e o e, L1022, WL CREARIETE Ml b Rl e e
t he updatgdates tbehaphite dathbasehdtiring rvehdathatFabawnpl@dﬁt&W@@ erfgrseach
excepti on I%T@%gﬁét g@tob éc?glréc?:hg%g)s Y i e R Hatab 280D of \n§rn|r‘r§§(¥ﬁéte may be

desi gnat e e exceptions may be t? errors.
An exceptthere ismyforeégr Idsm’tlfIEIG@lamlﬁa?aheé‘iﬁ@ﬁYerﬁ@!iéH‘i"iQ‘ﬁ"b"r‘p%? eé@)%onds to the

except | °“T¢L}%egﬁé rﬁe‘?‘lronﬁfﬁ tr‘i&\?angétvﬁms?féﬁa&é%@ (ﬁ‘éﬁ@ntﬁ)@hﬁeﬁﬁﬁﬂﬁé%rés@nﬁ valid

sequence of  events associ at t he exception ELS‘ vtﬁsl d sequences
will be deventionetie systegamnay ptigraptde apply thase Updaiepde ﬁr?@oﬁéﬁ? t he

system may,d SHONG rﬁé\?faﬁ%&“ngy'mdﬁc@%bflh@fe ér@@mumbﬁalemepmtm list. The
exception bel ng | ustl ﬁa e that t 3/0 8653
&

PCT/ US02/ @Bi3gas WPE'@V@E’QWGQG iUBdaojie% P Raly: @ﬁhe %ﬁt&ﬂpgm?%’ S %base has

not yet recRipkefleédBpddisiatiee rdmﬁte%tlaba$endeed match the | ocal database when
the update is received. During validation, the systemmay identify |atent

errors or f ?rl# la;[w Se:llternapeeér%t?cgdlmer% an attempt may be made to apply at least one of
the updates prior to performing validation. If the attempt fails, then the validation
may be skipped and the update discarded. On the other hand, if the attempt .
succeeds, then the validation may be performed and the valid update kept and the

invalid update logged for discrepancies.

In an exemplary embodiment, OLTP 140 may validate sendfiles 300 and
initializing sendfiles 310 to ensure that sendfiles 300 and initializing sendfiles 310

may be successfully applied to remote database 210.

In alternate embodiments, network computers 121, LUE 100, or any

combination of the existing systems may perform validation.

Referring to Figure 10A, OLTP 140 may compare local database 200 and
remote database 210 to determine any exceptions (or discrepancies) between
them. Exceptions may include three types: data may be in remote database 210
and not in local database 200; data may be in local database 200 and not in remote
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initialization updates. The system nmay ensure that these updates may be
structurally and semantically correct, that these updates may be applied
successf uWby3msgshout generating exceptions or ot herw se ha&ICTiusg2/35081
ungraceful ly, that conparisons between the | ocal and renote databases nmay
accurately detect errors, and that high-profile data may not be

acci dent ghtapadebed e, CoTﬂ@gpami@dntarmay beris looal ddiattasel®Opadireipte and
initialization ul I t e dat abase.
iy o+ piatns YRS e OBy SHERIrkoReR) labthuptd\at et o dat 2t
updat es twe ik hﬁarm&emt)abammdiardak@asalmﬂand(ﬂﬁedai@maafm&bﬂﬁ g2Mdat a-centric
errors, arnlngs. ek, A S EGlonild SAIVEY [@hfichholiliind HRBiRS gt abase, or

war ni ngs 9K oreign identifier atl on be d| scovered
during amyappiR142.t enpt. Thus, after perform ng t he vali datl on process of
an enbodi rent of the present i nvent | on, the systemmay attenpt to apply

t hese updat ﬁ?n%y%é D1t STy HatRb @E@ﬁfpancfﬁﬁy%féﬁ@%e@%d‘r@dbba vafiegh may

indicate that there are additional errors in the wupdates that invalidate
t he updatiehe racerdralitheglegordrip ity 6RirB®r attenpt may be made to apply these
updates to the renote database. In an alternate enbodi nent, an attenpt may

be made to ﬁegrbjmaty bﬁ‘ﬂStM@ﬁ%y%mpr@(‘l'@DdﬁécﬁfespcﬁndMg fecomde i locali ng
val i dati on.

I'f the attenpt fails, al 1 dation ski pped and
the updatdatehiase 208699 ren eROtEatabrRe 2 &raﬁ&w }S eﬁlr%{%) é)'ﬁcceeds t hen
the val i daicbefbnea! d&chfaJdi@@dpa@ biehveeenathée cbmprdnatremb@mmmet%@ invalid
update | o for cr ngi es TP 140 may
val i dat e ngintg? W%‘Sj@aﬁcaiﬁ%ag??ﬁ 14 mh;?eﬂ%r%(g)énhﬁ&f'rggygggbﬁaﬁ ensf%e t hat
sendfi | eSeaBﬁBlegmmbanbytOaTlenﬂgws/asdmlafea{ﬂB’ID angageniien dderdieyyfitit | y appl i ed
to rermtedtabanl rs 121,
LUE 100, aq)]\?ep Eagh%ﬁ%re tllk 35(0 ﬁ{uﬂﬂfd@nﬁ rB%’Es%ocxé‘c@&Wﬁ'énQ@éﬁ?iﬂéle

St form
val i dat i cof.thdedoerd. i Augexoapﬁbrghﬁt ;ay s, fomeﬂiolﬂmu%%ﬂ)e @6‘%&?3?6 Wpﬁé &nddat abase

200 and t{'u% gpegﬁtl@ep@rﬁﬁ f6rifle kRc %Eﬁb@bﬂ&ﬁné%’th@i‘&@:@bil&ﬂ@pé Ofn 4H screpanci es)

bet ween ceptions may I n hreé types: rz'a be in renote
dat abase Qrmbodllalﬁdt thetexceptiondaay %@%?éedz@@a It a eﬁ“a%P“BB n | ocal database

200 and Eﬁgcrbﬁad{c??mr% é@eMQnQﬂd?@g%ﬁ]eR@/éﬁQ@{anadalTst’Géseeﬁib@ or,

correspo e In |ocal database 200 abase 210

but the dfét?@ rayPins Qﬁ¥<fnﬂélt%¥‘i‘te seepNE BXRERHON YBF: r°é§p8‘ﬁh1f3 n‘“gj<°8§‘ﬂ°é‘

exception belongs to the third exception type. Figure 11 shows an exemplary

exception list 1140.

It may be understood that the presence of an exception identifier on the
exception list may not imply that sendfile 300 or initializing sendfile 310 is bad,
since, for example, all three types of exceptions may legitimately occur duetoa
time delay between changes to local database 200 and updates applied to remote
database 310. Such delay may be caused by network congestion, for example. As
such, validation may provide a mechanism for weeding out legitimate from

erroneous data.

For initializing sendfile 310, OLTP 140 may compare local database 200 and
remote database 210 by performing a bi-directional full-table scan on both
databases 200, 210. That is, all the data in local database 200 may be compared
against all the data in remote database 210. Then, all the data in remote database
210 may be compared against all the data in local database 200. This
advantageously provides an exhaustive comparison of databases 200, 210 to

discover all discrepancies.
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be in |l ocal database 200 and renote database 210 and the data nmay be the
sane, in which case, the data nay be deened valid, thus requiring no
further pwooamssenyy by OLTP 140. It nmay be understood thatPCrhsozs8r epancy
may refer to one or nore data values in the record or the record in its
entirety. Accordingly, OLTP 140 may conpare (1000) corresponding records in
| ocal dat ab&ses2@iles00, ©ehBt1é0 dwyaoawaredidly theldeta detordsey lagpaher at e ( 1005)

an excep%&b&@g@%ﬁ&%ﬂ@ a?abg%éﬁq F?-%'E'?Péb@%rﬂg@g\ §d&§fll5%ﬁr Gplgh remot e

dat abase e recor oca ere an exception may
be gener atasafiggeouslyghoddesca apiaihayery e tiecaven tam@tedgl%@pan@eﬁ 1010) an
exception identifier with each exception, where the exception identifier

may be assochﬁér’ﬁ@ltn)@lylQr@rﬁhdnﬁ'@%bﬁdg@éf th&élaté'T?mft%ﬁz%gjserﬁﬂle%%eéﬁdy&n list may
be formed to 1 nclude the exception_t and he "exception 1 dentifier for

t he exceptﬁeﬁﬁf"ﬁépgﬁ@yﬁ@ Egdudiad- @kEBﬁﬁpmﬁyﬁp@r@me@rﬁﬁhe Engedhent , the

except i on gapidedASF 186 Hathbase 200 bhdtendote B¥GBR4d 210.(0Or  di scr epancy_) if
t he exception belongs to the first exception type, a "List 2" exception if

t he exceptiop bel.on t he second exception t r 3" exception
e xcoPETROBER e iy DRESRII ERRp Y fsSerBle, R dia® shove an
exenpl ary (agXcewtifications §hod)l 40d délttioray(dbk talndsi iatabade PO@that b presence of

an excepti.on id i fier t e p not hat sendfile
300 or | nitgreap e bt Bt et eed PO E5R 0 e R RE PRl Th ee
types of eicEDi4@msy eyminegetanirbitedactiarscenmnditied twmloaal databmsd@Day bet ween

h t t t ab 310.
SHoh del sy Al R AT Ol A RCE. SRkl MG HTB 1 =if8' 2 Teh,
val i dat i orstc?fasi lrplp@al|da@basar6@(ha’”rlnesamtwomawm@udm@emnnﬂ@rgptthemc@rdrth@fm

erroneous \Pé%t&?anEQJ thé‘!rér\s%'chc?ri @9e§§ﬂ%fthétech§et€ed thTgco]“éLEé §e¥ncagpar e | ocal

dat abase 200 and’ renpte dat abase ormn di'rect’i onal
full-tabl én%@ﬁd@ﬁdﬁlc%nt)o%baﬁag@cgwmbﬂwh'drmc %sthmqrdetrwg HHea in | ocal
dat abase 2R sg@MWNb&cconpared against all the data in renote database 210.
Then, all the data in renote database 210 may be conpared against all the

data in | ocal dat abas I dvant eousl y ovi des, an e austl ve
conpari son of" (%'F'QB@ gegﬂ)e %sts OW'Eif”s Wf?r | n tb'isse&(?@ﬁg?né?ré‘g '® 19 WO
03/ 038653 Mﬁmt%gﬁ&loﬁgﬂm&mdm Iseov80 (h lo@ta'ﬁfé 14@D. nfEinst entimpatd only the
data recor, d& cates {hag in first transaction 1108, data (nameservers) n1 and n2 were added
to the data (domain) associated with identifier d1. Hence, the identifier is d1, the
event is “add”, and the log sequence number is 11526. Similarly, second entry
1102 indicates that, in second transaction 1109, data n8 and n9 were added to the
data associated with identifier d2. Third entry 1103 indicates that, in third
transaction 1110, the data associated with identifier d3 was deleted. Fourth entry
1104 indicates that, in fourth transaction 1111, the data associated with identifier d1
was modified to add data n5. For fifth transaction 1112, fifth entry 1105 indicates
that data n6 and n7 were added to the data associated with identifier d3. For sixth
transaction 1113, sixth entry 1106 indicates that the data associated with identifier
d4 was modified to remove data n3. R" entry 1107, in R" transaction 1114,
indicates that the data associated with identifier d5 was deleted.

Accordingly, as shown in Figure 10A, OLTP 140 may associate (1015) an event
identifier with each event in the update, where the event identifier may be
associated with an identifier of the record. Each event in the update may be found
from an event history. An event history, indexed and ordered by event identifier,
may be generated from log table 1100. An exemplary event history 1120 is shown
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dat abase 200 and renote database 210 that are recorded in sendfile 300.
This advantageously provides a quick query to discover targeted

di scr eparwpDas/038863 er nati vel y, a random sanpli ng of the dataTiusoz/ssosi al i zi ng
sendfile 310 and/or sendfile 300 nay be conducted. OLTP 140 may t hen
conpare the randomy sanpled data in |ocal database 200 and renote

dat abase ¥ BiguEexeptérenfirsi ard foadi entrigs d 401, d4Pdimdog tabhe $¥0Migdiestent s, f or

exanpl e, ﬂ&'ﬁdjés%gu %@ggsocrm %ltﬁ%h%dﬁ%s @\%tﬁ.@ ﬁh%s (del) to

| ocal dat abase i nconsi stent” wit abase 210. So, to

i dentify tnedisies danidpnttiere! 1@l anddwo egertp 1120 “add/ f@'i@&@drbaf ‘Mmegdént transactions
comm tted Eﬁoﬂn%aén lﬂ@tdégﬁa%%og@%d wiffea Otﬁile} bfl) §8% n%%‘ﬁ t1"1@§' %,Iaé%n

corrmtted an ent in a store dat abase

200. The éh@@%ﬁsﬁﬁihei cm asRociated Wtﬂfélﬂem'fieéldzt d ht'%@VfB@fdtb’?t@WtHé’P m%@@Se hanged,

the transagt.démﬁéroﬁ2@\éﬁataﬁ)“a&dwéveﬁhﬂmedavé?@hrs&ﬁ@ﬁ@zdiﬁcmdes &y add, nod,
and/ or del  event) 0g sequence dicates the order| ng of

the t ran%‘f‘%rﬂ”zé@ﬂd t‘%@le@(@%ﬂ%@iﬁ?' fQ”?"!ﬁ‘ﬂ @/ % ipdicatiys\ah thing afidgur e 11.
:n t hi EI emanngmesF seoalfibs, w@?g?bmbgﬂﬁﬁgésrtalﬂwéh th @Q%cibl&ﬁwﬁﬂibéntlfﬁalﬁom |1 208
og table irs ntr i ndi.cates that,. in st tra action
dat a (namgi%e%@rP E?t%%lm%n'ﬂd' eaéP%“%?ad%@ %’5 A BFROCHgLW %rh BZ‘SSOCI at ed
wi t h i dentAictoreinglyl evdriehiseory ti 120 indiedes 84 eentiferdh 24 bhéa “ma’névensﬂmld" , and
the log s 11526 d en 1102 i ndi cates
that, in gﬂ%‘qqut@g@f@ﬁ%cnha g‘fﬁ)to tﬁ%td?\ n?séﬂﬁteﬁéfv%\éqe@'ﬁﬁyﬁ%aq o° e data
associ at ebistary h12anﬂnludé$ gb idgptifierHi12a aedar‘gel1aedt it heh. cldestifierhat21-in third
transacti ciated with identifier d3 was del eted.
Fourth en???/égnje ﬁgg@ggﬁﬁﬁ in fourth transaction 1111, the data
associ ated wi th jdent_lflet dl_was nodified to add data n5. For fifth
transaction Fiqfwngfagﬁmoé?ﬂﬁwej1%0@'-T%df4@ateé§ietqr wie ([d82Q ifribe yadetats wer e

added to the. dﬁﬁ@d&@ﬁﬁﬁétﬁrﬂﬂa éBeH fdr@;zarﬂﬁe &Rbrdgidoltn transaction
1113, sixth entry 1106 ind cates hat the data associated with identifier

d4 was rm&mhoéﬁ‘ec”éo?%%\?éO%tFérSEQLTF'& ‘rf‘Qa'ﬁ?Y gonagye, (1942) rventidentierst i on 1114,

IA ndi cgt es 1 hat 1251%@1@9&@;)&5@ RIehsiesl 1040 o det@iind WieiEh feniasys del et ed.
ccordl ng

P 1 e ond B elele T BN ot oo I PR BB SlARD) 20 vt
associ at ed 120 torrespondetotd ff éxeeptidn itaetifieeindtidt 2”Eﬁ@hoepﬂenﬂisﬂ n4ohgftarpdat e may
event 1 deftiRg aZorEsElbid TeRlaig SleFiSha Sk iy SOBM ARl ary event
hi st ory 1iR0evest jshiifien th&ﬂem@p@@ﬁ 0386 HBstifRToBEY/ LBENBE as follows. For

each event identifier 1121-1125 in event history 1120, OLTP 140 may determine

whether each sequence of events 1126-1130 in event history 1120 is valid. This

may be done, for example, by examining exception list 1140 to determine to which

exception type each exception identifier belongs, determining what should be a

valid sequence of events for that exception type, and then searching event history

1120 for the corresponding event identifier and the event identifier's sequence of

events. Valid sequences for each exception type will be detailed below. Ifa

sequence of events 1126-1130 in event history 1120 matches a valid sequence,

then corresponding event identifier 1121-1125 has a valid sequence. As such, the

exception associated with the exception identifier may be justified. And, the

corresponding transaction 1108-1114 which includes that event identifier is a

legitimate one and not erroneous. In this case, OLTP 140 may remove the

exception identifier from exception list 1140.

A valid sequence of events for the “List 1” exception type may be (mod)* (del).
This sequence may include a sequence of zero or more “mod” events followed by a
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in Figure 11. Here, first and fourth entries 1101, 1104 in log table 1100
indicate changes to the data associated with identifier dl. Thus, event

hi story IWP®3/088863 udes dl identifier 1121 and two events PCITAJS02/axdal

foll owed by "nmod", perforned on the data associated with identifier dl.
Second entry 1102 indicates changes to the data associated with identi fier
d2. Thus, “dafeaventfolewsd/bylarpthingicToelddst 1dexdegéion typeeraylcop@spord tan " add”

t 112 i it t
T158, * dof Pty K torihé RalaiGuc SRR pliarf Ral delaed 28, Al 1P LSV 1005,
1105, whi €RsS, datautay b%@d@@@ r@@ﬁrtﬂbiéie@é&da‘rca@mél @at@@ﬁa@iémﬁ dnddbg i fier d3.

Si xth ent kgndst@6n hordjet ifien (anagR e, mﬁc@%teﬁdmé 306 hidl Got Yatinayé dent i T i er

d4 Accordingly, event history 1120 incl ud 4 identifier 1124 and a
"nmod" eveREeNapyed iremele daipbade216. nde.dhe @%taé’h%/nij@@tsbmtrﬁ@o@at a associ at ed

wi th i denibfabgde 20, amdiseNf e ccﬁHsﬁfe@éd’to%?é)legﬂﬂﬁfiatéj@§cr@§ad Yabhddeqft 1125 and
a "del" event 1130. r'giﬂdentlflers are ordered t hrough d>s.

Referri ngsa'aa|pﬂ'nf BEERRW 1 e@?Ct‘%%tPFbelgﬁﬁ'eF?é‘ip 8o arRieAdo (GIWB) if the update
i's validdafbbas: Zel. egdviiftaiyisonh BByuddee Ne2E-01 3 fodrdlin e¥amtiferyageor di ng to

an enbodinent of Figure.l10B..Fir npare (1022) event

i dentifiefd anfﬁﬂpt'ﬂf%’srﬁp?ﬂn&ééﬁ? P’écf?%%[rlﬁﬁ%(g%eri%ﬂ?oﬁsé%‘td@gm ne which

i denti fi etransacton emp bedondideredvalihl e, in Figure 11, dl event identifier
1121 in event history 1120 corresponds to dl1 exception identifier in "List

o f f i i d
except Lon " o iien dhrp i 85 geplBo 7S ind i ESTEGRY s FARIYAT]
except i on defpied fions local degatiasa 208yadehatrie Risental 1 sef ImiablecdOR asd ent
i dentifi efndé;gdﬁnje%gét HIQOI?Vﬁ@b mt%eotfrﬁfe &f]\%Qd gnT5)5 ﬂé@b%@y %&Egrrﬁgpe whet her

each sequence 0 event s in event v This may

be done, fasgl @k@?ﬁ?@oobwté‘?hﬁ?'ﬁlrﬁ'ﬁo@)@éﬁﬁaﬁéﬁml §9, @xceptianyisidi4d mine to
whi ch exmmbgmehum d%a@h.s%cg@&drelﬂgwmnmsw beécp@gént 1ggper m ni ng what

houl d b t t t dth
Soorthi ne asnaisdiet 55 FeRifs g RS I DRE DETP Ul g RaveThe YAt (1 er | and
t he e;/ent sdtscilﬁnbdz _faherl_ug 18@tq¢wn_ lncmyﬁel l@\(mPEﬁ (démlagdmgmmemdotcm iigg 1130
exce I ONn . eta .  OW. a uence nts -
e s "R Bl 1365 SRRt TD T o setudie R R Bh S o me evest
i denti fi edeleli@iltrdrik2btidrat! 18 asabcidies edihddurdifierAtd meyg be cbﬂmderedte‘gmriam
t t f, ' fied th
ooy csoondnnbl dore ARl Bl Ider ok oy T RDURA RO BRI Genti 11 er i s

a legitifnt4® one and not erroneous. In this case, OLTP 140 may renove the
exception identifier fromexception list 1140. A valid sequence of events

for the "Li sf ydig se¥GEM SRVENRForTRY 138 2t BRDbtiok HBEImay be (add). This

sequence may include an “add” event followed by anything. The “List 2” exception
type may correspond to data that exist in local database 200, but not in remote
database 210. In this case, data may have been recently added to local database
200 and the transaction not yet written to sendfile 300. Hence, sendfile 300 may
not yet have been applied to remote database 210. So, the data may not exist in
remote database 210. This may be also considered to be a legitimate discrepancy
because at some point sendfile 300 is expected to be generated and applied to
remote database 210. Accordingly, if any such sequence 1126-1130 is found in
event history 1120 for an exception identifier in List 2 of exception list 1140, then
the corresponding transaction may be considered valid.

Referring again to Figure 11, d1 and d2 identifiers 1121, 1123 may be
associated with data that was initially added to local database 200, for example.
Since their sequences of events 1126, 1127 begin with “add” events, d1 and d2
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Thi s sequence may include a sequence of zero or nore "nod" events foll owed
by a 21 WD 03/038653 PCT/ US02/ 35081 "del" event followed by anything. The
"List 1" wooepsieon type may correspond to data that nmay @xirgiSoz/sso8enot e
dat abase 210, but not in |ocal database 200. In this case, data may have
been recently deleted fromlocal database 200 and the transaction not yet
written téslestlians 11,3083 madeitibe valicherqueacsUor Adlistibtexgentiondwpe. been appl i ed

to renot eA@@ér@hg@etrgﬁézct.%11tdae1ﬂ@tuacmaw sk lide@tifiers mdy HeeéBHEﬁere@at abase

210. This consi dere be a |legitimate di screpancy because at sone

poi nt senaﬁlig@ds‘@%ntlf‘@%‘%b@& eraepved fr@@?@?%?%‘ lishd 14 pNetedhat§3r enot e

dat abase %Ibﬂtme‘ﬁq128falsaﬂﬂcll§d&*hns‘@§@|%ﬁt lﬂ}ltgéeédéﬁelﬁzéowﬂd/ev& ggent history

1120 for ptlonlg{mfler |st of exce tlonlls®%140 t hen

t he cor resif@nBY is potdhg tis i”&?qH%’EFe éo%?ﬁ@ﬁ”@lﬁ( yegee isd M9te, in

]Iji gurF 11|qu@l$y aslantisf 2" eypel 188itiomdlly, shcasis o hatidedigfated imape2 btegln il%gt edOI
rom | oca € own | ta e an

i ndexed i fi¥ h fi% 1§§§79Lﬁé% MY ntoﬂghetcpﬁgor [F‘g\y'éﬁ%#d'ﬁﬁﬁ 88%>has been

deleted from |ocal database 200, but not fromrenote dat abase 210. So,
exception | i\&lid 5&40endenof adergs fol &t iList 8YexdBplian typsmal.beAdeld(adidhor t 0 event

hi st 1 y del". OLTP
140 my oonad o "ERe sehge TR IALES el B pRFRUE S At BelE . OF o
(rmd)* (d@"pwetégmanxthma@r@vmd gve30idlipwed b anythingt Jhy“lsu;s_izﬁ exgmoe the "List

1" valid seguenc&rR or%’%até&%@eﬂ?ttlﬁbwth o b%%é@ 0(5 rﬁﬁsﬁﬁtlé (‘Hﬁer% - an

associated with identifier be consi dered
error. Acb’bﬁh&qagﬁydataa@ythaw%eeraaecr#ﬁw/ rﬁedlfl@irw\)@%ﬁlfiat@ﬁﬁaé%wdhm i st 1140.

A valid segheReeh Abt )%Yﬁlm’@n foderidfie 30bi $fenée, s‘éﬁ@ﬁ@%b@ﬂqéym?; dayvde (add).
This sequence

i nc ol | The "Li st
2" except PBf aﬁ%}’ﬁé Q}%P@I@«EB%% QO&Hé’E%d?tﬁé’tss%Q?tggwtﬁ tﬁ/‘?)@%”t%ﬂét abase 200,
but not imalyem)ya beda@@basm réhOte datatiaBe 210a5yaird @tie i behRvisideano recent | y
added to oc dat%b 200, and t%g transacti %ﬁﬁ\r}%@to %et WL ttt En to
sendfile éWYBe%%’@e 7o BRI RN HREWPSHAPEE to remote
dat abase aénﬁ)erat‘éd andtepplist @ remyptenddtalese 2001 Accordinmglyeif day atdadsseqdditte Thi s may

be 2150 Saash ey €40l R ALY T3 B dhaSESARRGenRESR RS 3 SOre poi nt

sendf i i S expec to b e dat abase
210. Accoemerpgdnyllstﬂmanpes wpos@qm tmec-:ﬂbmﬁay be tonaiderédvalidvent history
1120 for an exception identifier in List 2 of exception list 1140, then

the correspanglisREmbleMSAGHkon, B8%nd84 RARIHS" £55, Mabk thay be associated
with data that was modified in local database 200. In the case of d3 identifier 1123,
d3 identifier 1123 and its data were initially deleted and then added back with new
data, such that its sequence of events 1128 may include “del” followed by “add”. In
the case of d4 identifier 1124, the d4 data was modified to remove data, such that
its sequence of events 1129 may include “mod”. Since these sequences of events
1128, 1129 match the valid sequences for a “List 3" exception type, their
corresponding transactions 1110, 1112, 1113 may be considered valid and
identifiers d3 and d4 removed from exception list 1140.

Referring to Figure 10B, if all the exceptions indicated by their identifiers in
exception list 1140 have been justified (1024) by events, i.e., if exception list 1140
is empty, OLTP 140 may designate (1026) sendfile 300 or initializing sendfile 310
as valid and notify LUE 100 to apply sendfile 300 or initializing sendfile 310 to
remote database 210. LUE 100 may then apply sendfile 300 or initializing sendfile
310 to remote database 210.
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Referring again to Figure 11, dl and d2 identifiers 1121, 1123 may be
associated with data that was initially added to | ocal database 200, for
exanpl e. wBimwosseshei r sequences of events 1126, 1127 begi RCEUSa2/336d"
events, dl and d2 22 WD 03/038653 PCT/ US02/ 35081 identifiers 1121, 1123
mat ch t he vaI id sequences for a "List 2" exception type. Accordi ngI Y,
t ransact i onsCansBsely. 108! tha exeriitings bavesot baemiustiiast (§ 0B)\byvenisniss.dier ed

valid and xestionliser S nafiehntly, thermesEmaiih EXEERIsHa) hikad kil NoLE that

d3 identifi er 123 al.so includes sequence 3128.
However, tThgendfi vBiHalizng sepgfile 3401 Aecardinalys Sk TiR14e rTla:NZESIQAateor di ngly,

sequence 11@28) derdile1800 ofiniibiiding Shdfle F10s idvalil LLy. since d3
i s not desrrﬁp@t ed in List 2 of”yg exceStl on |ll satI %ﬁg(i)ogq%% Eb%gg rray not check

it for thé&" £-2 valid sequence. Valid sequences of events ,for the "List
3" exception type may be (del) (add) or (nod). These sequences may incl ude
a "del" evenh a‘rrﬁlieumdebbbodrmenadrﬁrexemlﬁ, if sfaﬁdiﬁl@%@lobi}ﬁrtrérbfﬁdﬁéé?ﬁlﬂfér a "mod"

event foII "Llst excep correspond to
data that ezé(\ﬁgf %S%ﬁgieﬁ a&grt]vaa];gsa&era@be '”eﬁ'uﬂrer 'iog Oélf‘}‘/‘?e@éﬂ%/ Omavt hi s
case, dat aenmythﬁtawbdaiwrpromemlrryvand)deridfmlscomoﬂ rﬁmalizrr@éeﬁhbﬂé%@%’ and the
transactig i I 0 sen 00 may not

yet have Selgr%%%gﬁ? %b'regg 45 efrré‘ﬁ%%tegggrggs (2)]-1%3 pr§§efef'ﬂ'é'eg llé'yé’g%‘%%l ated with
t he i dent |*Tei'@twoﬂﬁavorﬁdtm@y@ttrammﬁ@dyfSioedsenrdfrleeﬁﬁO 3 1edralodesabagd®20gai n, this

may be consh ARKr&HmE9o bREAe FERLdhSRLR: di screpancy because at some poi nt
sendfile 300 is expected to be generated and applied to renote database

210. Accordi n% i f any such sequence 1126-1130 is found in event history
1120 for an 'BRB&N O&'H“? Shihe present ventian, Hhegtata xeate dmabasgtzmmo then

the corr emnﬂgﬂﬂretda@é\ﬁ?ﬁﬁ&dl QBtaBBde 2 W%Hﬁ&ﬁq th(;é' %ég'ggg ?‘%{?‘ggm t h dat a

Figure 11 fier 23, 1124

t hat was Wooda?rat&foma g%f”é’ gﬁgséoﬁ@ dqt?PtﬁﬁérScﬁé@béf’fesc@Or Athmayi er 1123,
d3 i dent i bé eradz ¥2ad-aonbisterst o dedsanky it tindlsuith 4k Blegdrabghd Bsfle@dded back
w th new c its e ence of events 1 ma |ncI ude "del "

f ol | owed B]déaat ﬁ& réen f‘zﬂlg rgggo (g#a%%fel‘%grﬁ’ﬁ E’%F"”i‘%gﬁwa'f‘%@ legal dat a was

nodi fi ed ciaiab@amw Mdmeea thewleta inherhoteidasalmeq 2¢0 etayde NNl thay i ncl ude
nod Si Qﬂfeedétgﬂg@@&%%ta% &Y ts 1128, 1129 match the valid

sequences or a "Lis exceptlon ‘'ype, their corresponding transactions
1110, 1112, 1113 may be considered valid and identifiers d3 and d4 renoved
f r om except ASEOTAINAY. 1a apeedryt widation, any crtpntle gene@Btediifitializingtseadféacept i ons

I( lezzgﬂ 333g%l[aerfqdﬂﬁrﬂsehg@ﬂ%}elﬁéfgisz?édw%)ﬁ%sﬂélle?'?o térﬁ&tejdldéé%aggﬁ’?o Br"?oerQOJ ustified
begrnnrng validation. As such, the number of discrepancies may be significantly
reduced. This batch processing of the sendfiles 300, 310 may be referred to as
chunking. The first and last of these sendfiles 300, 310 in the chunk may be called
low and high water marks, respectively. The first chunk, called the initial chunk,
may include initializing sendfile 310. All the next chunks, called terminal chunks,

may include only sendfiles 300.

t

Chunking may provide for group validation rather than validation in isolation.
Accordingly, if an error is detected in a chunk, the entire chunk may be designated
invalid, not just the sendfile 300 or initializing sendfile 310 where the error occurred.

The mechanisms and methods of embodiments of the present invention may be
implemented using a general-purpose microprocessor programmed according to
the teachings of the embodiments. The embodiments of the present invention thus
also includes a machine readable medium, which may include instructions, which
may be used to program a processor to perform a method according to the
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is enpty, OLTP 140 rmay designate (1026) sendfile 300 or initializing
sendfile 310 as valid and notify LUE 100 to apply sendfile 300 or
initializwog3ssssdsil e 310 to renote database 210. LUE 10@Cwas02/bs®8l appl y
sendfile 300 or initializing sendfile 310 to renote database 210. 23 WD
03/ 038653 PCT/ US02/ 35081 Conversely, if all the exceptions have not been

j usti f i edemediapnisyof dvaspresentiinvention. f Thissediv may inckde1autds nas limiied enpt y,

t hen the genaini ' LR H G 2 i endfile 300 or
il 2 r e P o B e e R B OB i 0 (1026)
sendfile 300 or initializing sendfile 310 as invalid and Iog the errors in
an error fiSex¥ery ﬁmaﬁd'ﬁleP@%é@%Pr@ﬁ%mVﬁBW?n, arespegificatylibistrated 884 df i | e 300 or
initializidgris€naérielne HoWdVenaswifles bppatiattdanat MydfidsiondbhEvaratifisedet er m ned
period of time, OLTP 140 may repeat the validation process on .invalid
sendfi | e FO0P BreSER| ipYNtiP? iaF%C%VéFngfW the gbpvq t§ac ﬂ%stﬁ‘"?éf‘f’ﬁﬁ‘? aﬁ%‘“ﬂ?‘%cr epanci es
ar e i ndeegf igs Bppendedltiimp warleltelephiiag froel tay spirit @vsintdnded B&sperkhetore tine
to transm t ny sl ow sendfiles 300, 310 and dat abases 200, 210 nore tine
to beconef€8@consi stent. In an enbodi ment of the present invention, the
data in renote database 210 may "lag" the data in | ocal database 200 by a
significant tine period. Accordingly, in order to conpare databases 200,
210 and detect errors, databases 200, 210 nay be made read-consistent at
the sane point in tinme such that they are exact copies of each other.
General ly, renote database 210 nmay be rolled forward to | ocal database
200, where the data in renote database 210 nay be made essentially the

sanme as the data in | ocal database 200. Accordingly, to speed up
validation, any currently generated initializing sendfile 310 and
subsequent sendfiles 300 nay be applied to renote database 210 prior to
begi nning validation. As such, the nunber of discrepancies may be
significantly reduced. This batch processing of the sendfiles 300, 310 may
be referred to as chunking. The first and |last of these sendfiles 300, 310
in the chunk may be called |ow and high water marks, respectively. The
first chunk, called the initial chunk, may include initializing sendfile
310. Al the next chunks, called term nal chunks, may include only
sendfiles 300. Chunking rmay provide for group validation rather than
validation in isolation. Accordingly, if an error is detected in a chunk,
the entire chunk nay be desi gnhated
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invalid, not just the sendfile 300 or initializing sendfile 310 where the
error occurred. The nechani sns and net hods of enbodi nents of the present

i nvent i orwoeg/0bsss3 | npl ement ed usi ng a general - pur pose m CPOPIISOT3VST
programmed according to the teachings of the enbodi nents. The enbodi nents
of the present invention thus also includes a machine readabl e nedium

whi ch maywhatiswiginmgisist ucti ons, which nmay be used to program a processor
to performa nethod according to the 24 WO 03/038653 PCT/ US02/ 35081

enbodi ments of the present invention. This nedlun1n%¥ cl ude, but is not

limted to, ahyAthléOd)ford?@@t'%é'l‘ Hedaie G 2 3500 i ste %%B?tég?sed?"?k and
CD- ROVB.  SpvGhal, tedTiemdidrmiiugingfat 1638t dHeas/ent, cbmbﬁﬁh?on are specifically
illustrat ed and descri bed herein. However, it will be appreciated that
nodi fi cations @ysharmbitiad teBRd indlhe Keh%t@dﬁé@éﬁe WitV e Bbirespoadieg cavoet ind by t he
above teachi ngs and within the purview of the appended cl ainms w thout
departi ngaforcﬁrﬁatt%%pl rit and i ntended scope of the invention. 25 WO

03/ 038653 PCT/ US02/ 35081 @ What al. e lidating an
update to a r SBIEPNG 3 PERBIY that[%sgrébesoavzlégae&an tvvor‘{é(?]c{{1 %Pémd{ ate
i ncl udi ngdthbdseastordradeheiotal datatpse sicoyl, fa@ashdiseepahey;r ecord in the

renot e dat abase with a corresponding record in a |ocal database;
gener ating an assoeptingan ekceptide seniiffes with edick exegpiinewhsseineaeh t he renot e
dat abase &?c% (9’1 ﬁegtlf{ep?s 3R ékteﬁ%tﬂ%ﬁ&erﬁﬁé%ﬁhe fQbrgach di screpancy;

associ at i ng Ion i ent| fler with each exception, wherein each

exception i denééso'c%'fm? %n %§;§r?9déﬁt|ﬁ9r \/Whtéécﬁ%veﬂﬁﬁméc u;ﬁifaté)fwh%% g&sor d;

associ ating an event ier with each event in the update, wherein each
event i defidnt ideptifies inassesietadedthign 'ﬁe%ﬁfn'ef aiEAe reGoEd: a(5‘1‘3' the record; and
determ ni ng whether the update is valid conpar t he events and
exceptions t hateteBripBgyBIsr dhg H@jafee‘éd?lﬁé)g&w%@'wgﬁﬁ%e%? 4% ai m 1, wherein

t he updat gxdeptidrizethbe&redpbrid t6athé ebcofd. every  exception corresponding to the
record is justified by an event corresponding to the record. 3. The nethod
of claim2, wh n the sof d t ption type
in which the rg'cg_ba Weéh?%gfpﬁﬁ eﬁﬁﬁaﬁ Q@ggfg’}glﬁ% r%c?r% "i’ ValRif 7B

exception corresponding to the record is justified by an event corresponding to the

record.

3. The method of claim 2, wherein the types of exceptions include:

a first exception type in which the record is in the remote database and not

in the local database;

a second exception type in which the record is in the local database and not

in the remote database; and

a third exception type in which the record is in the local database and the
remote database and a value of a field of the record in the local database is
different than the value of the same field of the record in the remote database.

4. The method of claim 3, wherein the event justifies the exception if:

the event is a deletion of the record from the local database and the

exception is the first exception type,

the event is an addition of the record to the local database and the

exception is the second exception type,

the event is a modification of the record in the local database and the

exception is the third exception type, or
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in the | ocal database; a second exception type in which the record is in
the | ocal database and not in the renote database; and a third exception
type in viwoab/osdse3 record is in the |ocal database and thePcCrarsor/asodnt abase
and a value of a field of the record in the |ocal database is different
than the value of the sane field of the record in the renote database. 4.
The met hod of tgé aiéntF a dbleti@i frorh fistloaree by apesititibh @f thehrecars teibeiletal i f: t he

t i letion of the r. . . | datab d th
oxcopt | oribeenand ot B Ay REBREEREn, 'S o adai i on of the

record to the | ocal database and the exception is the second exception
type, the everfi. Tree metnodiof cleim il Forthdr comprisisgord in the | ocal database and
the exception is the third exception type, or 26 WO 03/ 038653

PCT/ US02/ 3508 Trepéatingvteamethoddorslidatingriné kpdate a1 9iRemeipt ghingiaiieti on of the

record t qq%ﬂﬁdétgﬁ\%g dg?é?&\ﬂ%@%@ E@'ﬂﬁ/aw@f 1R 6B @kt MddtSrrhiR&d tid iflvamycept i on

type. 5. e ne urther conprising: repeating the nethod

for validating the update a given anpunt of tine a‘f er the update was
det er ni ned t o belhewgiiod of g Aewigigiaitee FAMBRINS AFHEF t 0 be invalid. 6. The

met hod of claim1l1, wherein the c aring includes: conpari he entire

| ocal dat abaseCoRpaNAg the frirg cpl %?B@ga'ﬁﬁtttbﬁggi[e r?Wg% 4’%%1%8% f or

val idating a renote database, conprising: sending to the renote database a
plurality of perAesitiodifodatikiatilps esnata databesementpgisinghanges to a | ocal

dat abase, each of the plurality of periodic updates having at |east one
transaction; ssmdinggotite teheote databasedaplatadityeof periddic vpdates BasedrPnupdat e

including a versi f t abas odet,plass existed at
a start 3P%Weﬁﬁ%§@?n§%§ ﬁ(geg??ér?%cﬁé?%%étl on&tﬁ}g%gpgﬁ I)Jsé?fg\%r)lcl)i ed to the renote
dat abase; havitgratiléast nge tagsacéipeinci es bet ween the | ocal dat abase and the

renote database; determ ning whether the discrepancies are valid; and
notifying the sendinoelodan méd@f@bwrymtﬂﬁ@aae? P_B@Ff‘t@ 'Mge%\'%fﬁ'aﬁ have a
start  tigmnl sl ddtsietdiens IRbitdatduzBe ekistedeat antdrt fhi 2dtidrein thepdat e.

initialization update is applied to the remote database;

identifying discrepancies between the local database and the remote

database;
determining whether the discrepancies are valid; and

notifying the remote database to apply the periodic updates that have a start

time later than the start time of the initialization update.

8. The method of claim 7, further comprising:

repeating the method for validating the update a given amount of time after
the update was determined to be invalid, if the update is determined to be invalid.

9. The method of claim 7, wherein the discrepancies include:

a first discrepancy type in which a record is in the remote database and not

in the local database;

a second discrepancy type in which a record is in the local database and not

in the remote database; and

a third discrepancy type in which the record is in the local database and the
remote database and a value of a field of the record in the local database is
different than the value of the same field of the record in the remote database.
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8. The method of claim7, further conprising: repeating the nethod for

val idating the update a given anount of tinme after the update was

det er m newotos/obssss nval id, if the update is determ ned to PeTIUSOZABIOET 9. The
met hod of claim 7, wherein the discrepancies include: a first discrepancy
type in which a record is in the renote database and not in the |ocal

dat abase; a sethnAl sgstemrfepeatidstingyapelpdatesihiaciecardrie e semioiegiatabasaeverocal

dat abase an in. r t v t:hi IS AR type in
whi ch t he? P%@'@ﬁ%ﬂWlhgpei'élm%h?%g%clgflgﬁéﬁg%goﬁgvt t’etmar%g%r’%lr;n ’e&{iat agfe%e and a

val ue of a fielq, ioéggrc%%g%qowe& Rank eemlordalabase is different than the

val ue of the sane e record 1n the renote database. 27 WO

03/038653 PCT/ 1410 the SXRLEIDrtRE mMERdri fciuathgendatisiletarido a record
in arenote daétJa asoz?géipr a? ne?wor k, wher ei nr?he updat e i des at | east

| cl
one eventinstrupiiors adaned kobpexesiieg by die P@&%?S%%'"W%%éd?etgﬁﬁ Ted to the

net wor k;  afidaithgd TRERHYaR VI RISdcha it e remerasaasasetdver temetyork ithé udi ng a
dat abase and I nstructions adapted to be executed by the processor to

i mpl enentMathedined#linGr  validating the update of the record in the renote
dat abase over the network, the nethod including: conpari.n h ecord in
the remote dat SPBRAING e r%oﬁcg't“rﬂé%'ﬁg??g? Hataﬁa%eo\(y@g? ﬁorrnéjﬂo%'gg r‘%ﬁ'ﬁ? Wase.
gener at i nglozal @&xgegel on t hat describes a di screpancy between the renote
dat abase record and the | ocal database record, for each discrepancy,
associ at i ng angenetatrig amexceptidn thateteseiitds aedistrepxueyfietween thtegradta each

or oDt SN s 4 RS RESLA G el SR8, L1 record

event 1 rer wt event 1n the update, wherein each
event identifi IS i ' b vith deeh kisShioRfwitdi&ineggpr d, and
determ ni ng mg{s}gg%‘??ﬁéﬂ%géﬁgnIYMS?H\%% oll by corrpﬁlion’wt hengvent s and
except i onexaehtien identifies ﬂﬁo@ﬁfoﬁléteﬁ%thr%é?'ﬂ‘f'eEQfthETFR-,COé‘gst em of claim 10,

wherein the update to the record is valid if eyvery exception cgrresponding
to the record ?%SOjCls’r%'ﬂgﬁﬂ@de'ﬁyded\qf‘%r\)@ﬁ‘teq,careﬁ’égtdﬁtﬁ'tﬁ %ﬁjatq’ﬁﬁ‘ﬁ?é” P%%br d. 12.

The syst egyf idehitidPid dssoMesiith dlehifiResf Bk réadrepindons i ncl ude:

determining whether the update is valid by comparing the events and

exceptions that correspond to the record.

11. The system of claim 10, wherein the update to the record is valid if
every exception corresponding to the record is justified by an event corresponding

to the record.

12. The system of claim 11, wherein the types of exceptions include:

a first exception type in which the record is in the remote database and not

in the local database;

a second exception type in which the record is in the local database and not

in the remote database; and

a third exception type in which the record is in the local database and the
remote database and a value of a field of the record in the local database is
different than the value of the same field of the record in the remote database.

13. The system of claim 12, wherein the event justifies the exception if:

the event is a deletion of the record from the local database and the

exception is the first exception type,
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a first exception type in which the record is in the renote database and
not in the |ocal database; a second exception type in which the record is
in the | owalodascabase and not in the renote database; anacCa/tiSa2/s3981
exception type in which the record is in the |ocal database and the renote
dat abase and a value of a field of the record in the |ocal database is

di fferent thamd Beerital areadditidnhe tisareofdite ek lotaltdatabeee enditien t he renot e

dat abase. 13. The systerr]'r% of claim12, wherein the event justifies the

: ai
except i of*feptioppthesenend xRl WPfon of the record fromthe Iocal database
and the exception is the fir ept 3 PR653
PCT/ US02/ 3508%'9( ﬁ%erg\llse%{nogglc%to aoggt% g&fggﬁg?wﬂgca}@%@ ('EDO t he | ocal database
and the egxgsphiiothe third brcepbootydeeXcepti on type, the event is a
modi fication of the record in the |ocal database and the excggti on is the
third excepti die byed,is adeletien farafiellowed Ry @al asidition of FePsBr [HRNECTR) an

addi tion d%f[e%&agga@g%gf%&i%g hPRh ex&RhiBRARR. and the exception is the

third exception e systemof claim 10, wherein, if the update is
determned to be invalid, the 1pr ocessor for validating

. g regets.thet net hod
the update a gidvekheasvstam of @aimy j0nwhgraine f the p@a}%ﬁé”‘t%e PR ned to be
Inval i d. ;o ,Ttg@ YL SHP 1Bedtb HeThdthod Wi @BRdaling e Widates given aowpar es t he
entire |ocal database agai ngt t he (ﬁg{l re rlem)te dat abase. 16. A machine
r eadabl e qriieAtier e WRAARWET BYPEANPA A RUEY?!Shs adapted to be executed by a

processor to inplenent a nmethod for validating an update to a record in a
renot e dat abases, Opes syatare bivesik, 1 Wadieesimtitshrocssdat eonmpaceailesnte | east  one

event, the t hod conpri.sjng... ri record in the renote database
with a CQP?%EB%GF%@%B%@%QWHgP%R(?‘Sgg%b%ggabase; generating an exception

that describes a discrepancy between the renote database record and the
| ocal dat abase18. ek onathinegeadsbishmadiveyingluging Progeap MsHUFtgs 242RE &bt i on

identifi i t i e Rl QXFRIAhg 8R ubsaBtd hier i s
associ at gtgae é%etcﬂte?mgﬁ:?ﬁogﬁmp theﬁ?@(]:%frg?fogssoci at q§ban (?vePt
i denti fi erecelictin aganhtedaiphasepveia NeM@dt &heji e ypdglgdpcitdes atleas

one event, the method comprising:
comparing the record in the remote database with a corresponding record in
a local database;

generating an exception that describes a discrepancy between the remote’

database record and the local database record, for each discrepancy;

associating an exception identifier with each exception, wherein each

exception identifier is associated with an identifier of the record;

associating an event identifier with each event in the update, wherein each

event identifier is associated with an identifier of the record; and

determining whether the update is valid by comparing the events and

exceptions that correspond to the record.

17. The machine readable medium of claim 16, wherein, if the update is
determined to be invalid, the processor repeats the method for validating the update

a given amount of time after the update was determined to be invalid.

18. The machine readable medium of claim 16, wherein the update to the
record is valid if every exception corresponding to the record is justified by an event

corresponding to the record.
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event identifier is associated with an identifier of the record; and
determ ni ng whether the update is valid by conparing the events and
except i onwotobassesdr respond to the record. 17. The nachi nePCcaaabbmsnedi um
of claim 16, wherein, if the update is determined to be invalid, the
processor repeats the met hod for validating the update a given anount of
time after the 18pdaeenachinedeadabd mediupoofimiainipawhereinliBe tyfigs ofrachi ne

r eadabl e Ig%lé iBhOfnckiggl m 16, wherein the update to the record is valid if
every exceptlon corresponding to the record is justified by an event

corr espondi ng faQuréth%(céﬁtfbﬁrt%e iR WHR tRSHELRPRIN telehalrd1a08t ahd.nofhe machi ne

readabl e nmediumof claim1l wherein the types of exceptions include: a
first exc&ptiederal ¢a@baseiwhich the record is in the renote database and not
in the | ocal database; a second exception t the record is in
the | ocal dat a@é@@oa%axqeavon fyRe imwhie H’c?trécﬂ)ét'%\ﬁ‘ég%locélrﬂft%tbatsﬁlaf‘e ngkcepti on
type in Wi gb rthetd @tgsadei snd N the | ocal database and the renote database
and a value of a field of the record in the |local database is different

t han t he val ue athird bﬁce@amretybém whioh tHevecorddeinthe mcbruatatmmtaadd@é abase. 20.
A nmethod for v atin tatra ssion [ conpri si ng:
Ndent 1 Tyi Fabe ik Ay 8 ERe BUBIEd RS B el Solett et on

i dentifyi ugfedattzﬂwalﬁaagelse af thelsarredigidef thé atcovebinghé rephaie ddtabasd. he

transm ssion; and conparing the discrepancies with the changes to determ ne

If the tr ansmz'@S'Aoﬂefh%Y&l ﬁidatl?a%a d%trgﬁsinlﬂggoﬁ’gveg Q{Frl’ille rs - N the

source and destination are omal nane servers cl ai m 20,

wherein the di $eiRRAMCIRSdsEEbMISs béwémlsaur@é@ﬁdtafa@&maﬁlohn the source and
not in the destination: a domain nane that is in the destination and not in

the source; an%erﬁf&:‘iﬁg&%@é’&%n@@s dofmBisBuranes v&é‘ﬁéﬂncﬁﬁ@dﬂi fhkerent in the
source and the, destination. 23. The nethod of claim?20, wherein the

changes i H@NHHISSRD: #¥ast one of addition of a domain nane to a domain name

server, deleti %gm%];nr?g e%ﬁlscrepancr:rlgs with the changes to determine if the

transmission is valid.

21. The method of claim 20, wherein the source and destination are domain
name servers.

22. The method of claim 20, wherein the discrepancies include:

a domain name that is in the source and not in the destination;

a domain name that is in the destination and not in the source; and

corresponding domain names that are different in the source and the

destination.

23. The method of claim 20, wherein the changes include at least one of
addition of a domain name to a domain name server, deletion of a domain name
from a domain name server, and modification of a domain name in a domain name
server.

24. A validator, comprising:

means for identifying data discrepancies between a source and a
destination;
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froma domai n name server, and nodification of a domain nanme in a domain
name server. 24. A validator, conprising: neans for identifying data

di scr epanwpDag/obsssxveen a source and a destination; 30 WO @8TOZ853%Is81

PCT/ US02/ 35081 neans for identifying data changes at the source that were
included in the transm ssion; and neans for conparing the discrepancies

wi th the changereans feiddentifjingdath chargestat fiessauses ibat wereviagluded e The system
of clai m 3Qskikidnesngonprising: at |east one renpte processor coupled to

t he network; ang a’'renmote nenory coupled to the renote processor, the

renote NMemory §dsHsiiBicdmiRiring e @sdapaassyvitnte chsidedss beRfmRdanhed to be
executed by the renote proceéessor to: create a new el enent based on new

i nf or mat i JIRNEBISSIANEYValidr om t he dat abase over the network, and without
restricting search access to the renote database, wite a pointer to the

new el ement t o Zsherheasybtem sfalarbasefuddenniorisiigngl e uni nterruptible
operation. 26. The system of claim25, wherein the instructions are further
adapted to: physiezat dne @ealosd proasssex cedplatbtoehe netmoriabhér t he pointer is
witten to the database. 27. The system of claim25, wherein the single
uni nt errupti bl & repetaieson cupleddd dtreeramuds processon.th &Emdtaeesyeyem of claim

27, wh i ; ; i I - , th
o o Bond RS JESSE0T0 AR BB e el i o5 (P

renote nenory Instruction
wites n-lpyeeesserdoa renote nenory address | ocated on an n-byte boundary. 31
create a new element based on new information received
from the database over the network, and

without restricting search access to the remote database,
write a pointer to the new element to the remote database using a
single uninterruptible operation.

26. The system of claim 25, wherein the instructions are further adapted to:
physically delete an existing element after the pointer is written to the

database.

27. The system of claim 25, wherein the single uninterruptible operation is a
store instruction.

28. The system of claim 27, wherein the remote processor has a word size
of at least n-bytes, the remote memory has a width of at least n-bytes and the store
instruction writes n-bytes to a remote memory address located on an n-byte
boundary.
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