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Aclient send a digial certificate application request to a server, 50 the server generates
application information based on the application request, and retums the
application information to the client

1-S102

The client delivers the application information returned by the server to a secure element

1-S104

The sacure element generates a pair of public and private keys based on an asymmetric
algorithm, uses the private key fo sign the application identifier to obtain terminal signature
data, and encapsulates the terminal signature data and the public key into a specified
format and sends the specified format data to the client

1-S106

A

The client sends the specified format data to the server, so the server sends the publickey,
the terminal signature data, login user information of the client, and certificate usage
information to a CA after determining, according to the publickey, that the
terminal signature data and the application identifier are verified

1-S108

FIG. 1
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Generate and send application information o a client and a CAafterreceiving a digital
certificate application request sent by the client, where the application information v S202
includes an application identifier uniquely corresponding to the application request

y

Receive specified format data sent by the client, where the specified format data is obtained

after a secure element generates a pair of public and private keys, signs the application -S204

identifier by using the private key to obtain terminal signature data, and encapsulates ]
the terminal signature data and the public key

A

Parse the specified format data, and verify the terminal signature data based onthe -S206
public key to obtain the application identifier in the terminal signature data I

y

Send the public key, the terminal signature data, login user information of the client,
and certificate usage information to the CA after the terminal signature data and the | -5208
iratiog i 5 i § i i § &
application identifier are verified, so the CAgenerates a digital certificate after
determining that the terminal signature data and the application identifier are verified

FIG. 2
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9/9 900

Receive application information by a client and from a server _/902
Deliver the application information to a secure element associated with the 904
client by the client |

Generate a public and private key pair by the secure element _/906

Sign the application identifier using the private key to generate terminal signature data 1-908

y

Generate specified format data by encapsulating the terminal signature dataandthe | -910
oublic key into the specified format data |

Transmit the specified format data from the secure element to the client 1-912

Transmit the specified format data to the server by the client 1-914

FIG. 9



