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APPARATUSES, METHODS AND SYSTEMS FOR INTEGRATED,
INFORMATION-ENGINEERED AND SELF-IMPOSING ADVERTISING, E-
COMMERCE AND ONLINE CUSTOMER INTERACTIONS

RELATED APPLICATIONS
{0001} Thizs application aise hereby incorporates by refersnce the provisional

application for letters patent, number 60/268,766, tifled “APPARATUS, METHOD AND
SYSTEM FOR MULTIPLE RESOLUTION AFFECTING INFORMATION ACCESS,”

and filed in the United States Patent and Trademark Office on Febrmary 14, 2001,

[6002] This apphcation also hereby incorporates by reference the application for
letters paient, number 10/470,206, fitled “APPARATUS METHOD AND SYSTEM FOR
INFORMATION ACCESS IN A PEER ENVIRONMENT® and filed in the Usited Statss

Patent and Trademark Office on July 24, 2003,

[0693] This application also hereby incorporates by reference the application for
letters patent, mumber 10/470,207, titled “APPARATUS, METHOD AND SYSTEM
FOR DIRECTORY QUALITY ASSURANCE,” and filed in the United States Patent and

Trademeark Office on July 24, 2003.

[0044] This application also bereby incorporates by reference the application for
letters patent, nwmber 10/470,258, Hfled “APPARATUS, METHOD AND SYSTEM
FOR. ACCESSING DIGITAL MANAGEMENT INFORMATION,” and filed in the

United States Patent and Trademark Offics on July 24, 2003,

[0005] Thie also is a continuation-iv-part of the application for letters patent,
mumber 60/642,809 titled “APPARATUSES, METHOD AND SYSTEM TO
GENERATE, EDIT, DEPLOY AND MAINTAIN INTERRELATED UNIQUE
PERSISTENT UNIVEERSAL REQOURCE IDENTIFIERS, MENUS AND

INFORMATION,” and filed in the United States Patent and Trademark Office on January
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11, 2005, The entire contents of the aforementioned applications are herein expressly

incorporated by reference,

[0004] This also is a continuation-in-part of the_ application for letters patent,
number 60/726,689 fitled “APPARATUSES, METHODS AND SYSTEMS FOR
INTEGRATED, INFORMATION-ENGINEERED  AND  SELF-IMPROVING
ADVERTISING, B-COMMERCE AND ONLINE CUSTOMER INTERACTIONS,” and
filed in the United States Paient and Tradsmark Offics on October 14, 2005, The entirs
conttents of the aforementioned applications are herein expressty incorporated by

reference,

FIELD
[6007) The present invention relates generally to an apparatuses, methods and
systems to access mformation across & communications network, More pariicularty, the
disclosed inventlon relates to an apparstuses, methods and sysems to Integrated
mfomaﬁm—mgmeered and Self-fmproving facility for advertising, e-commerce and

onfine Customer Interactions (ISICTD,

BACKGROUND
INTERNET
[0008] As Internet usage increases, the amount of information available on the

Internet also increases, The nformation that exists on the Tuternet is of many different
types, including documents in many formats such as: compumer software, databases,
discussion lists, electromic journals, Hbrary catslogues, online information services,
mailing Hsts, news groups, streamimg medig, and the like. Fortupately, much of the
information on the fnternst can be accessed through the World-Wide Web using  Web

browser to interact with the network in 2 user-fiiendly way.
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NETWORE

[6009] Metworks are copumonly thought to congsist of the interconnection and
tnteroperation of clients, servers, and intermediary nodes in a graph topology. It should be
noted that the term "server” as nsed herein refers geperally to & computer, other device,
software, and/or combination thereof that processes and responds to the requesis of
clienis, often from across a communications network, The term “client,” in turn, generally
refers to a compnter, other devies, software, “user, and/or combination thereof that
generates requests for service. Generally, the ferm  “client” and “wser” ame
iuterchangeable, and are used ag such throughont, As suck, servers serve their infermation
fo requesting clients, A Gcmputer, other device, software, or combination thereof that
facilitates, processes information and requests, andfor furthers the passage of information
from 2 source user to a destination user is commonty referred to as 2 “node.” Networks
are generally thought to facilitate the transfer of mformation from source points to

destmations.

TRANSMISSION CONTROL PROTOCOL-INTERNET PROTOCOL (TCRAM

[0614] The protiferation and expansion of computer‘ gysiems, databases, and
networks of computers has been facilitated by an interconmection of such systems and
networks in an extraterritorial communications network commonly referred to as the
Internet. The Intemet has developed and largely employs the Transmission Control

Protocol-Tternet Protocol (TCP/AP). TCP/IP was developed by a Departraent of Defense

_ (DoD) research project to interconnect networks made by various and varying network

vendors as a foundation for 2 nstwork of networks, Le., the Intemet. The development of
TCP/IP was in part driven by 2 requirement by the DoD to have a network that will
continue fo operate even if damaged during battle, thus allowing for information to be

routed around damaged portions of the communications nerworl to destination addresses.
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Qf course, if the source or destination address location itself is rendered inoperable, such

delivery will not be possible.

[0011] The Intemet is a packet-switched network and thus, ation on the
Internet 18 broken up imto pieces, called packets, and tramsmitted in packet form. The
packets contain 1P addressing information calied headers, which are used by romters to
facilitate the delivery of the packets from o source io a destination across mmiermediary
podes-on the Internet. Upon arrival at the destination, the packets arc resssembled to form

the original message, and any missing packets are requested again,

[0012] The IP compenent of the protocol iz responsible for routing packets of
mformation based on a four byte addressing mechanism; the address is written as four
numbers separated by dots, each nmumber ranging from 0 fo 255, e.g., “123.255.0.123". IF

addresses are assigned by Internet anthorities and registration agencies, and are unique,

j0013] The TCP portion of the protocol is used for verifving that packets of
information are correctly received by the destination computer from the source, and if
not, to relvansmit corrupt packets. Other transmission coatrel proiocols ars also

commonly used that do not gnarantee delivery, such as User Datagram Protocol (UDP).

WORLD WIDE WEB

[0014] The proliferation and expansion of the Internet, and parficulardy the World
Wide Web (the Web), have resulied in & vast and diverse collection of infonmation.
Various ﬁser interfaces that facilitate the interaction of users with information rechnology
systems (i.c., people using computers) are cusreutly in use. An information navigation
interface called WorldWideWebapp (the Web) was developed in late 1990,
Subsequgnﬂy, information pavigation interfaces such as Web browsers have become

widely available on almost every compnter operating system platform.
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[0015} Generally, the Web is the manifestation and result of a sypergetic
interoperation between user imterfaces (e.g., Web browsers), servers, distributed
information, protocols, and specifications. Web browsers were designed to facilitate
navigation and access to information, while information servers were designed fo
facilimte provision of information. Typically, Web browsers and information servers are
dispoged in commumication with one another fhrough 2 communications network.
Information Servers function o serve information to users that typically access the
information by way of Web browsers. As such, imformation servers typically provide
irformation to users emploving Web browsers for navigating and accessing information
on the Web, Microsoft’s Tnrernet Explorer and Netscape Navigator are exemples of Web
browsers. In addition, navigation user interface devices such as WebTV have also been
implemented to facilitate Intermet navigation. Many other navigation foterfaces and
devices also exist for navigating the Internet such as File Transmission Protocol (FTF),
emall iterfaces (e.g., mailto:), search queries, dambase gueries, scripts, Web Services
(such as Microsoft’s NET or Sun Microsystems’ SunONE}), and the like. Some of these
interfaces are intended for use by human beings, and some are intended for use directly
by machines, devices, software programs, and the Iike. Microsoft's Information Server

and Apache are exarples of information servers,

UNIVERSAL RESOURCE LOCATOR (URL)

[0016] The expansion of the Web has resulted in an enormous quantity of
information, which is accessible fhrough the use of Universal Resource Locators (URLs)
and other address-based or location-based methods. An TURL is an address that is
typically embodied as a hyperlink in 2 Web pags or Is fyped into 2 Web browser, URLs
for 2 given resource {most commmonly a file located on a remote computer) refer only to a

location for that resonrce. Typically, the referencs to the location is achieved through fhe
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use of an unresolved IF address in conjunction w & directory path and file neme; ¢.g.,
“http/fwww.a WebSite.com/aFolder/aFile html”. In this example, the URL directs the
browser to connect to the computer named “www” in the domam “aWebSite.com,” and to

request the file named “aFile.htm!” stored in dirsctory “aFolder” at that computer.

UNIVERSAL RESCURCE IDENTIFIER (URTY
o7y . The Corporation for National Research Inifiatives has created and
implemented & new means of naming and locating information, called the Handle Sysiem.

The Handle System is designed to improve upon or replace the current use of URLs.

[0018] The Handle System introduces & level of mdirection to locating ana
distributing informetion over the Intermet The Handle System is 2 general-purpose
system for naming resources. Instead of being assigned a URL based on a particular
resource’s current network location, a resourcs may be assigned a Universal Name
Identifier (UNI). A UNI iz a form of Universal Resource Identifier (URI). URls include
both UNIs and URLs, A UNI, unlike a URL, serves and shall be regarded henceforth as 2
name for the resource that is persistent regardiess of changes in the resource’s location or
other attributes. In turn, a Universal Resource Name (URN) is a type of UNI (ie. 2 UNI
subsumes the concept of a URN). Furthermore, a Handle is a type of URN. And a Digital
Object Identifier (DOID) is 2 type of Handle. Thus, varous forms of UNis include
Handles, URNs, DOIs, and/or the like. The various terms and/or forms of URIs will be
uged inferchangeably throughout this document, and may be assumed to be
imtorchangeable unless stated otherwise. A Handle is & unique name, which is registered
with the Handle Svstem along with {he current network location of the named resource.
Thig location information commonly takes the form of 2 URL. One common type of
Handle 1s known as a Digital Object Identifier (DQI). Handles may be then distributed to

users in lieu of 2 URL, and superficially appear to fimetion similarly to 2 hyperdink., When
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a user encounters a Handle, the user may select or enter the Handle much like a URL
hyperlink, so long as the user’s Web browser is capable of making Handle requests. Such an
encounter triggers an automated process to look up a resource’s current location. The current
location of the resource is associated with the resource’s Handle in a directory made available
by the Handle System, which in turn directs the user to the resource’s current location. Unlike
with a URL, if the resource moves, the Handle System directory entry can be updated, thereby
assuring a persistent association between a Handle and the resource it identifies. An analogy
can be made to the physical world: knowing only a URL for a given resource is akin to
knowing only a person’s street address, and not her name. If she were to move across town, it
would be very difficult to locate her without knowing her name. The Handle System allows
resources to be permanently named by way of a Handle, and it allows the current network

location of resources to be looked up based on that name in a Handle System directory.

ONLINE ADVERTISING

[0019] Advertising technologies have been developed in an effort to capitalize on the
Internet’s ability to track end user behavior in ways not possible with traditional media: e.g.,
with television or print magazine ads, where there is no mechanism by which to measure the
end user’s actual interaction, or even to verify that the end user has seen the ad at all.
Companies have created ‘“contextual ads” (such as Google’s AdSense) which “read” the
content of a Web page and then place certain ads on that page in response to the page’s context
(e.g., Google “Sponsored Links,” which are selected and placed in a Web page in response to

the particular subject-matter of the page).

SUMMARY

[0019a] According to an aspect of the present invention, there is provided a method for
execution by the processor for an advertisement or electronic commercial transaction,
including: a step for receiving a request, from a client that accesses content, for a unique

persistent universal name identifier; a step for acquiring a unique persistent universal name
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identifier menu specification if said unique persistent universal name identifier menu
specification exists; a step for acquiring unique persistent universal name identifier record
information from a unique persistent universal name identifier directory; a step for generating
metadata for the unique persistent universal name identifier directory if the unique persistent
universal name identifier menu specification cannot be obtained; a step for storing the unique
persistent universal name identifier menu specification in the unique persistent universal name
identifier directory of a unique persistent universal name identifier syndicator; and a step for
generating a unique persistent universal name identifier menu from the unique persistent
universal name identifier menu specification, wherein: the request for the unique persistent
universal name identifier is induced from content access and a code embedded in the content;
the unique persistent universal name identifier identifies a target content asset, and is a multiple
identifier having references to a plurality of content items regarding the target content asset; the
unique persistent universal name identifier menu specification is used in specifying a value
from the unique persistent universal name identifier record information for forming the unique
persistent universal name identifier menu; the unique persistent universal name identifier menu
specification is corrected, so as to improve the unique persistent universal name identifier
menu, using tracking information that is collected and stored based on a user action and use log
in respect to the unique persistent universal name identifier menu; and the amount of tracking
information is limited in accordance with a prescribed parameter in relation to the unique

persistent universal name identifier.

[0020] Digital Object Identifiers (DOIs) overcome many of the shortcomings of IP

addresses and other location-based addressing schemes. DOIs enable access to
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information over a commmunications networle by providing & persistent identifier for
information that may be regularly relocated. DOIs overcome the limitations of network
addressing schemes limited to addressing locations by providing a mechanism to
associate identifiers with mformation through an added levsl of indirection instead of

associating identifiers with locations,

[60z1} Although DOIs provide & mechanism that allows for the association of an
identifier with information instead of a location, DOIs in and of themselves do not
provide for the access of multiple and/or varymg mstances of 2 piece of information n
various locations, formats, or the access and/or tracking of various services associated

with a given piece of information, based on various contexts of uge.

{00221 in one smbodiment of the present invention, & method is tanght for using
at least one compuier to generate a reference menu. The method comprises receving a
requast for 2 mique persistent aniversal name identifier (FPUNT) fromp a requesting client
accessing content and generating an UPUNI menu fom the UPUNI menu specification,
wherein the UPUNI menu specification ig used o specify valnes from UPUNI record

information with which to populate the UPUNI menu.

[OQZIi] Furthermors, the disclosure details apparatuses, methods, and svstems to
Integrated information-engineered and Self-Improving facility for advertising, e~
commerce and online Customer Interactions (ISICI). Aspects of the ISICI have alteady
been detailed in the application for letlers patent, number 60/642,80¢ fitled
“APPARATUSES, METHOD AND SYSTEM TCO GENERATE, EDIT, DEPLOY AND
MAINTAIN INTERRELATED UNIQUE PERSISTENT UNIVERSAL RESOURCE
IDENTIFIERS, MENUS AND INFORMATION,” and filed W the United States Patent
and Trademark Office on January 11, 2003; the ISICT employs various aspects of the

Autolinker, Syndicator and Customizer of Unique Persistent Universal Resource
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Identifiers (ASCUPURYD) as described therein and thronghout this disclosure, The ISICT
includes a feedback loop enabling improvement of itself as driven by the actual
interaction of end-users with the ISICL Based on the tracking of actual end-user
interaction with these menus, a feedback loop can be created such that the menus can be
revised and improved based on the empirical.tracking dawa that is fed back o 2
creation/maintenance cycle. The disclosure of the ISICI provides numerous embodiments
on how such tracked information may be fed back into the creation/maintenance cycle.
For example, information may be fed back manually (i.e., based on hnman review of the
tracking results and human judgment as to the most appropriate revisions to the menu and
which revisions in turn may be implemented manually vie the MultiLink editor), tiwough -
an automated “assembly line” io revise/create a menu (i.e., so that on a going-forward
basis, this system will automatically create and maintain different menus), fully
automatically (for example, where the order of menu choices may be rearranged based on
the relative popularity of the different menu choices, a5 captured by measuring astoal user

behavior in interactimg with the menu), and/or the ike.

fan24] These measurements of behavior may inchude tracking the click-through
rates associated with various menu cholees, tracking the subsequent behavior (e.g. post
click-through) in terms purchasing or other transactions, tracking the measursments of the
fime spent by the user hovering over various menu choices, tracking the measurements of

the frequency with which varions menu choices are rolled over, and/or the like.

[0025) This feedback to the menu creafion/maintenance cycle may also come
from other sources besides the end user’s behavior in interaciing with the menus. Such
sources may  lude: independent metrics of the user’s purchasing behavior (etther
subsequent to the user’s click-through of the menus or entirely unrelated); independently-

recorded user preference informetion (either individually or in aggregate); independentty-
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recorded user information that is associeted with a category of user (&.g., anonymized
metrics profiling & type of user by income, interests, demographics, preferences, and/or
the like—such an embodiment would not asscoiaie profiled mmformation with any
individual); metrics recorded by the site hosting the menu (e.g,, profiling based ou time of

day, geographical location of site vigitors, ete.), and/or the Hke.

[0028)  The menu improvements driven by fhis feedback loop may include
changes in the order of inlts on the meny, selective inclusion or suppression of different
tinks (e.g., cither centrally in the master confrel record comirolling the menu universally,
or solely in a locally-ongtomized version of the menn on a particular web site), selective
refrieval of data from back-end systems in order {o populate the menus differently, fhe

inclusion or suppression of graphics or video or other multimedia effests, and/or the like. |

B027) The menu improvamen%s need not be limited to improvements to
gncoutape purchasing behavior; nor does the system nesd fo be himited to advertising-
oriented applications at all. Any system that serves up information or otherwise services
end uscrs or even computer programs can utibize the present Invention. An mformation
system by which a oity, state or fadersl government provides mformation to 1z clitizens
can utilize the present invention to continuously fmprove the menus based on measuring
what kinds of information most citizens actually want in a given comtext. In one
embodiment, z military system that serves up intelligence information or military logistics
information could utilize the present invention to offer the most usefi] formation and
Itnks based on external factors such as the elevation of a certsin suspected terrorist onto 2
high-priority watch ligt, the elevation of 2 building or ofber physical asset onto a similar
high-risk watch list due to intelligence gathered about a possible terrorist sirike, sensor
dste monitoring enemy troop movements, and/or the Hiks. In anofher embodiment, in

order 1o tmprove the menu choices on a dynamic basis, a bank or insurance company that



10

11

wishss to help its customers or even its internal staff to navigate through complex md
information-intensive processes can use source dats ranging from user behavier to

internal prioritizations of services it wishes to market.

BRIEY DESCRIPTION OF THE DRAWINGS
[0028] The accompanying drawings illustrate various non-limiting, example,

inventive aspects in acgordence with the present disclosure:
[6029] FIGURE 1 15 of a mixed data and logic flow diagram illusirating
embodimemnts of a Inteprated information-enginesred and Self-Improving facility for

advertising, e-commerce and online Customer Interactions (ISICI);

[B8030] FIGURE 2 is ’ d ogic flow g

smbodiments of an Autolinker;

j0031} FIGURE 3 is of & mixed datz and Jogic flow diagram illustrating

embodiments of an IntraConnestor;

[8032] FIGURE 4 is of a logic flow diagram illvsirating embodiments of a
MultiLink syndication;
[0033] FIGURES 5-6 ars of diagrams illustrating embediments oo Multilink

menu editor and personal DOT;
{0034} FIGURE 7 illustraies IP addressing mechanisms;

[0035] FIGURE § illustrates the access of inforr-ation through Digital Object

Identifiers (DOIs);
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[0036] FIGURE 9 provides a schematic view of 2 Handle and an enhanced DOI
grammar;
[6037] FIGURE 10 provides an overview of the resolution mechapism ror

allowing users to access the desired information;

{00381 FIGURE 11 provides an overview of the sequence of actions that a user

nerforms to access information;

[60639] FIGURE 12 provides an overview of some of the exemplary mechanisms

for aceessing information over a communications networls by resolving & DOI to obtain

the URL;

[6040] FIGURE 13 provides an overview of an exemplary DOT sysien;

(80413 FIGURE 14 illustrates example advertisements served by an advertising
Syndicator,

{0542] FIGURE 15 illustrates example MultiLink applications,;

[0043] FIGURE 16 illustrates example MultiLink applications and uset interfaces;
[0044] FIGURE 17 is'of a mixed date flow dizgrem iliustrafing embodiments of a

Mnltilink eco-gysiem,;

[0045] FIGURE 18 is of a diagram ilustrating graphical embodiments of &
MuliilLink menu editor;
[0G46] FIGURE 19 is of a logic flow dingram illustrating smbodiments of &

Multilink menn iracker,
[0647] FIGURE 20 shows a MultiLinlk tracking user interface and tracking log;

[0048] FIGURE 21 shows a purchass oycle;
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[0049] FIGURE 22 is of a block diagram illuswating embodimenis of a Iniegrated
information-engineered and Self-Improving facility for advertising, e-commerce and

online Customer Interactions controller;

[0050] The leading number of each reference number within the drawings
indicates the first figure in which that reference number is infroduced. As such, reference
mumber 101 is first introduced in Figure 1. Reference number 201 is first introduced m

Figure 2, etc.
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DETATLED DESCRIPTION
INTEGRATED INFORMATION-ENGINEERED AND SELF-IMPROVING FACILITY

FOR ADVERTISING. E-COMMERCE AND ONLINE CUSTOMER INTERACTIONS

T00S1] FIGURE 1 is of a mixed dats and logic flow diagram illustrating
embodiments of apparatuses, methods and systems to Integrated information-cnginserad
and Self-improving facility for advertising, s-commerce and oniine Customer Interactions
(ISICI). Generally, the ISICI is compﬁsed of three components: 1) creation and
mainienance of MuliLink menus 181; 2) registration and updating of the underlying
multilink records 182; and 3) dishibution/syndication of the MuliLink menus 183, These
three components can be seen in Figure 1, each ocoupying approximaiely a third of the
figure as transversed by the thick dashed Lines. The ISICT also features the tracking of
syndicated MuliLink menns, which are fed back 140, 175 fom the
distribution/syndication component 183 to the creation/matntenance component 181 so
that MultiLink menus may be optimized over time. The Aniolinker creates Multilink
DOIs in the first instancs 120, Then thess DOIs get deposited {(i.e., regisiered) 130 into
the global directory {e.g., the Handle Systern) 113, Then the MultiLink DOIs are ready 10
be invoked by links or other “requestors” out on the communications network {e.g., the
Internet). The Syndicator 135 is a mechanism for getting those links or requestors
distributed out onto Web pages and other places. The Syndicator can provide filtering,
modifying and/or otherwise customizing Multilink Monus and data that are rebieved

from those DOI records 113,

[0052] One compenent of the ISICI the Autolinker, cnables autolinking. The
Autolinker antomatically creates interlinked Multilink menus of a user's 178}
information, services, transactions, ete. in comnection with any target object or content.

The Multilink menv comprises two componenis: a MultiLink DOI and, optienally, &
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menu specification describing the layout and items from the MultiLink DOI fo be
displayed in the menu. If no memn specification is provided, the full DOI Mulilink may
be used as the specification for generating the mem. These MuliiLinks may point to a
customer’s site, or anywhere else. For example, the MultiLinks may point to various
retailers for purchasing, to related information at other compamies’ sites, in other

companies’ systems, and/or the like.

[0053] In one embodiment, customer metadata is employed by the Antolinker
103, The customer metadata may further target various objects, i.e., the metadata itself
may contain DOIs, The metadata may be obumined from a number for sources.
Commonly, the metadata may be exported from a customer’s database 119. The datmbase
may be queried for products, or other target objects for which the customer would like to
create Multilinked DOIs. For example, 2 publishing customer may query their own
database selecting top selling books and accompanying information (e.g., title, author,

year, best seller ranking, stc.) 175.

[0054] This may be achieved with an SQL select command targeiing a database
table of books, and selecting for such fields, In another example embodiment, 2 hospital
may qguery itz own patient records and generate MultiLinks for cach patient. By creating
MultiLicked DOIs for hospital records, the ease of data interchange as between various
medical facilities and agents is greatly cnhanced. The costs for medical administration
can be significantty lowered by having persistent and universally accessibie references to
patient and administrative records. Similar economies would apply o ancillary companies
such insurance companies. In fact, by providing a sir;gular refersnce by way of a
Multilink, healthcare providers, insurers and patients can all access elecironic medical
records and related account and insurance information all with 2 single reference. This

will greatty cut down orn clerical errors, administrative overhead costs in maintaining
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numerous duplicate and ofien inaccurate record copies. In another embodiment, & retailer
may track Radic Frequency Identification (RFIDs) device activity. In such an
embodiment, each RFID 15 provided with a unigue identifier and registered with the
Handle sysiem, thus, sach RFID hag its own IDOL In one embodiment, & retailer may
register & block of DOIs and embed sach of the R¥FIDs with any of the registered DOIs at
the fime of RFID manpfacture. Alternatively, the RFID numbers could be registered as
DOIs at the time of RFID manofaciors but not actually embedded into the RFIDs
themselves; then when an RFID number is read by a reader device, the reader device
could access the Handle System by formulatiog #te Handle reguest using the RFID
nugiber which would have been registered previously as o DOL As such, any system
scanning for an REID would obtain a DOL and access the Handle system. In this manner,
the MultiLinks associated with the Handle Systemn’s DOI record couid tink the user or the
reader device to any imformation relating to that RFID in a permavent, persistent and
comprehensive manner. o such a systen, each éime an itemn with an RFID is acoessed,
i.e., the point of access, the system at the point of access may modify the DOT MultiTik
record in a trausaction’s sub-component of the RFID’s DOI record that is modifiable by
that patty (e.g., the party has appropriate access control rights to make snch edits); as
such, a DOI record can provide full transactional tracking related io the “em with the
RFID. Alternatvely, the retailer may frack DOL enabled RFID: via its own system
database 119; as such, the rewiler may select RFID related fields for exporting; those
fields may then be exported as metadatz 105 for use by the Autolinksr 120. In one
embodiment, GPS mformation regarding RFID's fransaction and/or whereabouts may be
saved with each fransaction. This {ransaction snd location based ~ rmation may

congtitute a tansaction and location history for the DOJ enabled RTID. The utility here iz
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that 2 single identifier would be able 1o provide 2 fotal transaction and movement history

regarding 2 particular item.

[0055] A mumber of formats may be nsed to encode the customer metadata such
as Microsoft Excel, tab delincated fields and wvalnes, XML, and/or the like. Upon
obtaining the results for a dambase select, various databases allow for the export of
selected database records mto the various export formats as a metadata submission io the
Autolinker 110. A user may out 110 to employ autolinking 120 or to generats MultiLinks
manually with the Handle BEditor 115, The Handle Editar will be desoribed in greater
detail in Figares 5-6. Auntolinidng 120 will be described in greater detall in Figore 2, but
generally comprises establishing relationships between the MultiLink DOI and menu 122,
constructing pointers for the MultiLink DOIL record 124 and ultimately generating the
MultiLink menu 126, Onee fhe metadata is put in the form of & DO MuliLink record
130, it may be registered in a DOT directory 113 and thereafter identified and resolved
and accessed via DOI resolution servers 133, It should be noted that the DOI resolution
servers mav be global sorvers accessivle to the poblic at large, or they may be local
servers on an inttanet, and thus, only accessible to users and systems on the intranet. In
the intranet smtluodiment, local intranet administrators may modify and/or customize the
local “master” DOI record, if they are the owner of that master record. If the local inizanet
administrator is not the owner of that “master” DOI record, then the local administrator
still has-the ability to modify, or canse local programs or systems 1o modify, the data or
merus that are reiumed from the master DOT record, so that in the local enviropment it
poinig to Jocal resources or locallv-specified resources instead of or in addition to the
criging] creator’s resources. Alternatively, local infranct administrators may keep their
locally-originating DOT requests from resolving to the global Handle Servers, and instead

direct resolution to a local resolver. Optionally, a memu specification that may have been
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generated 126 by the Autchinker 126 would be supplied to the Syndicator 135 where it
may be saved in the ISICT database. In one embodiment, such » database may be used to
hold specific information necessary to drive customization of syndicated DO Multilinks.
In an aliemative embodiment, the Autolinker 120 requests that the Syndicator 135
generate & Multilink mem and the Autolinker then saves the memu as part of the DOI

record Multilink 130,

{0056) In one embodmment, the Syndicaror 135 emables Multilink menns and
navigation to references targeted by the menus. An sxample MuliLink menn is illustrated
175, m this case the MultiLink menu is for a MultiLink DOX of a book. In this example,
the Multiliok memnu has already been generated, The Multilink’s DOI record has already
been stored in the DOI directory 113. A menu specification for the MultiLink menu bas
been stored in the ISICIs database. In one smbodiment, a yeference to the MultiLink
menu is embedded into a Web page 140, When a user traverses to the Web page 140, the
reference coae, e.g., WIML code calling for a Favascript representation of the MultiLiok
meny, is activated to retrieve the appropriate MuliLink menu from the Syndicator 135,

An example embedded reference code may bave the following rorm:

10057

(link to Syndicaior providing script)

<soript sco="hitp://doi.contentdirections.com
fsyndicator/10.1570/dsidman'></script>

(tdentifier for destred MuldLink}

<poscrpt><a href="hitp:// dx.éoi.org/ 10.157
0/dsidman>DOI</a></moscript

[0058] In this example, the Web page expects to obiain Javascript and the source

is supplied with a reference io the 8yn  ator along with an associated DO MuliiLink.
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Therequest for the script is provided to the Syndicator 135, e.g., by way of & ETTP post
request. The Syndicator mterprets the request for the MultiLink menu by parsing for the
DOL Multilink and the source of the tequest. The Syndicator may then obtain the DOY
Multilink record 130 from the DOI direciory 113, Next, the Syndicator may query its
own imiernal datebase for a MuliilLink menu specification for the MultiLink The
MultLink menu specification may be keved on the DOI itself as it is a unique value. fno

enh gpecification exists, then the Syndicator mway- geperate its own menn specification.

Syndicator operations will be described in greater detail in Figure 4.

[6a59] In one embodiment, the ISICI moay then use the MultiLink DOI record
and/or the Mulfilink menu specification to generate the Muliilink memu for the
MultiLink DQOI, e.g., generating lavaseript code. It should be noted that nemerous user
nmerface platforms other than Javascript and Web browsers may be emploved o generate
the MuluLirnk menn, Upon generating the Mulilink menu, the Syndicator 135 provides
the Multdlink menu back to the requesting user’s Web browser 140 where the menu is
displayed 175. Once the menu is displayed by the user’s Web browser, the user may
waverse the menu with & cursor and engage selections. Any selections will result in a
request for tesolution from a respective DOI Muitilink reference fo the references
content target 155, Throughout an end-user’s Interaction with the Multilink menu, the
user’s mieraction with the menu may be tracked. The tracked information may be saved

munber of locations including the Web server hosting the web page 140, the
Syndicator, the DOT resolodon server, cenfral tracking servers, and/or the Iike. This
fracked information may then be used to affect and modify the creation/maintenance of
MaltiLint menus 107, The information is fed back, and there is an option to manually
edit 107 the MuliiLink menu using the Handle Editor 1135, o, employ the auto-linking

feature 110 as have already been discussed. Details regarding tracking epd-user
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information and how such informafion may be used to affect the creation and
maimtenancs of MultiLink mmenus will be discussed in greater detail in Figures 16-20. This
feedback 1o the menu creatiaq/maintenax}ca cycle may also come from ofher souzces
besides the end user’s behavior in interacting with the menus. Such sources may include:
independent metrics of the nser’s purchaging behavior (either subsequent o the user’s
chick-through of the menus or entirely unrelatsd); independently-recorded user preference
information (either indiyiduaﬂy or in gggregate); independentiy-recorded nser
information that is assoc{m&d with a category of uaer (.g., anonymized metrics profiling
a type of user by income, inﬁexests, damograph@cs, preferences, and/or the lke—such an
embodient would not associate profiled” iformation with amy mdividual); metrics -
recorded by the site hosting the menu {e.g,, profiling based on hme of day, geographical

location of site visitors, efc.}, and/or the ke,

[0060} in one embodiment, Javascript is uséci to generate a menu for cach item in
the menu specification. This may be achieved by creating recrangular primitives and
labeling f;izcll with text from the specification, the rectanguler mimitives bemg displayed
in the form.of 2 drop-down menu 173, The rectangular primitives baving coordinate
bounding boxes which may be highlighted when a cursor emers within any particular
reciangular label’s perimeter. If a onrsor’s selection mechanism, £.g., a mouss bution, is
engaged within the boundaries’ of a particular rectangular label, the respective DOI
MultiLink is uﬁderstood 10 have been selected by the user, and the users Web browser is

tructed, e.g., with Javascdpt, to access the target coment 136, Numerous other menu
format embofiments may be used. MultiLink informaiion msy be displayed in amy
conceivable menu format, or not via & menu format at all. Instead, the menu may bs
displayed as individusl Hnks on a page. In suck an embodiment, by employing

“WoSeript” tags within o Web page allows non-Javascript enabled browsers fo dispiay the
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links as individual ks on the Web page instead of as a drop-down menn, In another
embodiment, menu items may be represented as separate wm reflecting the
destinations of all the MultiLink menu choices. In yet another embodiment, menu items
may be channeled as mput to & non-visible user mterface such as a program inended fo
produce an audio rendering of the menu choices (e.g. to be used by a blind persan), or o
produce a rendering intended for use by a person with any other form of handicap, In yet
another embodiment, the Multilink menu information may not be displayed at all, or
tendered in any way iniended for a buman being, but may be read as input by a local
program, which in turn may fthen execute certain functions as & result of fhe provided
information, €.g., to execute & tramsaction, verify identity, verify access rights, accept

payment, or store or process the information for any other purpose.

[0061] In another embodiment, the Syndicator is inteprated imto a content
provider's server. This s;nbodimeﬁt is similar te the previous example where the
Syndicator was & separaie server 135 from the comtent provider of the Web page 140,
However, m this integrated embodiment, the Syndicator 18 runming on the content
provider’s sexver, and to the user the transaction appears to be a simple request for & DOI
MultiLink record from the DOI directory 113. However, in such an example, a Syndicator
component is runming at the content provider’s server. This embodiment has several
advantages, First, it can be faster as there iz no need to seccess reruoic data. Second, it
allows for local customization directly controlled by the content provider of the Web page
140, instead of having to be customized on its behalf by a third party (e.g., by the original
content provider) because the Syndicator softwars is only running remotely. Third, in the
intranet embodimens, it allows for intranst coﬁtmls so that the public may be allowed or
prohibited from accessing DOI MultiLinks aud/or in order to point to local resources or

locally-specified resources instead of or in addition 1o the original creator’s resources.
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[0062] It should be noted thet thers may be numerons Syndicators and each may
have its own menu specification for a given DOI MuliLink. For example, & search engine
may have a menu specification for 2 book that has an option of targsting “other places o
buy,” which may list Retailer A, Remiler 4 Subsidiary, and Retafler B. In that vein,
Retailer A may have its own Syndicator at their Web server, and its roenu specification
will onty have Retailer A and Retailer A Subsidiary under the “other places to buy” menu
opHon. As such, it iz possible to have rmultiple Syndicators with each having multiple
menu specifications all of which can provide a myriad of different and tailored views on
the same DOI Iﬂ{gim record. As such, & Syodicator may provide separaie
“custorpizations” or ‘vepdifions” of the same DOI MuoliLink, In one swmbodiment, a
Svndicator 13 provided as MultiLink server software, which both renders MulHLink
menus vis this drop-down menu pmsenmﬁou and permits customization of the menu
beyond the default that is present in the master DOT record. It should be noted, if the
MultiLiok server software is right on the same server a8 is serving up the Web page that
the DOI is on, then that Syndicater is local. TE, instead, that MultiLink server software 15

cing invoked from o separate server, then the “Syndicator” the server is remotely serving
may provide the Mulilink menu and any customization out to the Web page server from

where the DOI originated,

[0053) Ag such, another embodiment has 2 single Syndicator servicing multiple
entities with varving viewing or processing needs, One example of such an embodiment,
which will be discussed in greaier detail in Figure 14, a2 ISICI may be used by an

advertising provider,

[0064] In one embodiment, when the Syndicalor receives 2 reguest, the
Syndicator also deternuines from where the request originated. Then when the Syndicator

looks vp & menu specification, it further refines that query by refrieving 2 specific menn
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specification for the entity making the request. This allows for greater tailorng of
MultiLink DOIs for a particular andience. For example, an advertising provider may get
paid to advertise, promote and sell the works of a particular book author. When 2 user
engages a MultiLink in the form of a banner ad, e.g., for an author’s works, a MulfiLink
menu may be displayed showing the author’s name, and “Books vou can buy,” which
would provide a sub-mem listing the author’s books. In this tailored embodiment, if the
user was viewing the ad at a kids Web site like Nickelodeon.com, the “Books you can
buy” sub-menu would be pruned to ox.ﬂy list children’s books by the author. However, at
a Web site for thrilter movie enthusiass, the “Books you can buy” sub-menu would onty
have that anthor’s thriller titles. Determination of the requesting entity may be achieved in
several ways. In one embodiment, the address from where the request originated is used
as a basis for determining which menu specification is t be used, In such an
embodiment, the query for a menu specification is made with the DOI and the Web
address from the requesting site. In another embodiment, the embedded code may specify
the identity of the requesting content provider. The cods itsslf may be a DOI identifying
the requesting comtent provider and also mey be used as part of a query for the menu

specification.

[0065) It should be noted that although the above embodiments have the
Syndicator’s databass storing the MultiLink menu specification and code to generate the
meny, the database storing that information, however, may be located elsewhere. In one
alternative embodiment, the DOI MultiLink record has an entry for the MultiLink menu
specification. In vet another embodiment, the DOI MuliiLink record has an entry for the

Javascript code to generate the MultiLink menu.
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[0066] FIGURE 2 is of 2 mixed datz and logic flow disgram illustrating
embodimenis of an Autolinker. Ag has already been discussed in Figore 1, aufolinking
120 generally is comprised of establishing relationships between the MultiLink DO and
menu 122, ccnﬁtmcﬁng pointers for \the MultiLink DOI record 124 and ultimately

generating the MultiLink menu 126,

[6067] The Autolinker may obtain metadata fields and values 205 from a variety
of sources as has already been discussed 105 in Figure 1. At this point, the Autolinker
checks to see if 2 menn specification was provided and/or exists. In one embodiment, the
user supplying the data ;;rovides their own menu specification. The menu specification
may also be in Microsoft Excel, tab delineated format, XML, and/or the ke, Any format
that can represent an outline hierarchy of specification field labels 270, 230, 275 and
assoctated record field labels 289, values 291, and references 257 like what is illustrated
n Figure 5 325 will suffice. Iu many cases, such 2 menu specification will be hand tmed.
If a memn structure is available, the Autolnker obtains it 213, If & menu specification has

not been provided, the Antolinker will attempt to generate a-best guess menn structure

220.

[0068] In one embodiment 220, when the Autolinker has nothing more than
metadata fislds and values 263, it will penerate the menu specification from the metadata
record field labels 289, Tn such an embodiment, the Autolinker wonld iake each metadata
record field label 289 (e.g., Author, Title) and specify them as being at level one 270 of
the meny suucture specification fields 265, Then level two of the menn structurs
specification fields 265 would come from the vaines 291 associated with the record field
labels 289. Thus, by way of exemple, the field labels 289 from the metadata 263 are used

o construet the level one menus 264, 266 of the Muliliuk menu, and the memdate
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record valuss 291 are used fo construct fhe lavel two moemus 268, 269 and those sub
Tenus 268, 269 will be associated with their respective record references 287, As such, if
a user selects one of the references 269, the user will be faken 1o the reference target.
These end-user selections and actions may be measured 226 and the metrics may be fed
baclk: 122 mio the creation/maintenance of MuliLink menus, as will be described in
greater detzil in Figures 16-20. In another embodiment 220, the Autalinker may obtain
the Web site map, the main menu at a Web siie, Really Simple Syndication (RSS) feed,
and/or the Hke steuetare from & users Web page server. For example, the Auolinker may
exammine the metadate for the most frequently accessed Web site address 287 and
download the Web site mformation. In one embodiment, the Autolinker searches for
HTML and/or XML tags in the Web page provided by the site for text matching “menu,”
“site map,” and/or the Hke. Often Web sites have 2 menu struchue as an overall thems of
their Web site and this structure may be suitable for menu specification structure 265, For
example, a Web site may have a menu comprising “Home, Producis, Support, Help.”
Each of these menus may have submenus as well, e.g., “Support” may have o “Contacis”
menu itern hierarchically subordinate to the “Support” menu. In such an embodiment, the
Autolinker would compare such Web site menns and submenus to all of its metadata
fizlds 289. The Awtolirler would then create @ specification 265 based on menu items
from the Web site that match the metadata fields 289, In one embodiment, if Web site
submenus match metadata fields 289, then the menu specification will adopt the hierarchy
of the Web site map struchure and the memu specification 265 generated will have those

matched fislds as being a submenu; they will be a submenu either o a marchung parent

10069} Moving fram the flow diagrams for 2 moment, it may be usefu] to describe

an example application to illustrate such automaied Web site link construction. Witk

T e AL _E1QD
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regard to such an application, the Awtolinker is given an RSS feed identifier. Such an
identifier may be supplied by crawling Web sites for RSE links, Upon obtaining the RES
link, the feed components are retrieved. The components of the RSS faed are parsed. In
one example embodiment, retrieval and parsing may be obtained by using a soripting

language such as PERL as such:

0070]

/% PRIMARY RESPONSE PAGE
wf
hinitNewTandle();

fry {

DocumentBuildecRaciory factory = DooumentBuilderFactory. newinstance();
DocumeniBuijder builder = fastorypewDocumentBuilder();

/Drocument document = buflder.parve"bttp/fwwre thirdstation comvblog/ flaverss™y;
Document deeement = builder.parseblog. openSoeam(); '
orgwic.dom.Blement feed = document. ety Element();

org-w3s.domNodeList charmels = feed geiFlementsByTagName("channel")y;
if{chanmels.getLength(} > 0){
org-wic.dom Element chatme! = (org. wis.dom. Element)channels.item(0);

org.wlc.dom. Element blogTitle = (orgowicdom Element)
(chroonel getElements3 yT ogiName("itle")).item(0);
orgowie.dom. Blement bloglink = (org.w3e.dom, Elerent}
(chenpelgetElementsByTagName( "ok Y dtern({);
org-vwicdon Blement pubDate = (orp.wic.dom. Element}
{chanmel.getBlomentsBy TegName( pubDate ™y item(0);

orgwacdom NodeList items = channel.gotElementsBy T aghame] “item™);
f0071] Upon parsing the R8S feed into its constituent components, the
components are identified and the component valnes are obtained based on specified
values required by the Autolinker, In one embodiment, & mwenn specification may be used
1o esiabiish which components and values are to be obteined. In one embodiment, this

may be achieved with a seript as such:

{i(blogLink b=nuoll) {

TeaddValoe(!, Y URL", biogLintk,getFiriChild(). getNodeValue(3);
Log.debug("Added primary response page for doi="+dei);

]

i#{ BlogTitle k= null && blogLink f= pull){

D.addVainelindexConnt, "MULTIRES", blogTitle. getFimsiChild(). getNodsYalue L mim(} + ="+
bloglink.gefFirsChild(.getNode Value().oim();

b.addMapEany(D, indexCount++);

Hpubhare b= mll{
h.addVale(indexCoun, "MULTIRES", "Updated: © + pubDate. getFirstChild(.geNodeValue() + "=");
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haddhispEnmy(), indexCountt+y

int postslds = indexCount;
haddValue(indexCount, "MULTIRESY, "Latest Baimies=#");
h.addiepEatry(0, indexConntHt);

for(int k= U k< {mms.getlength(; kt+){

/7 Only take 125t ton entries

e == 103{ breals; }

orgaic.dom.Element cunBiement = (orgwic.domElement) items.itemk);
org.w3c.dom Element titleE! = (org.w3c.dom Eiement)

{eunFlement. getElementsPyTapName("titis")).item(0);

org-wis.dorm Element linkF} = (org.wic.com.Eiement)
{curElement.getBlements yTagame(" ink")).item(0);
org.wic.domElement deseE! = (org.wie.dom. Blement)

{currBlement getSlementsRy TagName("deseription”)Litem(0);

String title = mill;
String fink =mml;
String desc = null;

try{

titie = titleELgetFirstChild(). petMade Value (. frim();
jeachfNuliPointerExoeption npe){

title = null;

}

try{

limke = YmkEL getFirat Child(). getNede Vaiue ). tini();
YeatchNuliPointerBxeeprion npe) {

Yink = nuil;

}

try{

o = deacElpetFistChildgetNodeValne (. mim();
yeatchmlPointerException mpe) |
dese e il

1

Once the components and values are obtained, those values may be added

to form the basis of a MultiLink menu. In one embodiment, this may be achieved with a

seript as such:

H(tte b= null & Hal = nul}{

h.eddValue(indexCount, "MULTIRES®, fitle + "=" -+ Hnk);
haddMepEntry(postsidy, indexCount);

}

iHNe  nwll Aed link b= null &4 dese = mull){
h.addVaie(index Count, "MULTIRES", desc - =" + Enlkl);
haddMepEnmylpostsddy, indexCount+H):

}

1
¥
)
1

!
cateh (FactoryConfiguraton¥iror ) {
Logdebug("Unable to gel a factory instance.");
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yoatch (ParserConfigurationBxcepiion ¢} {

Log.debugfUnabis to get o parsen'™y,;

teatch (SAXN Excepione) {

Log.debug{"Error parsing feed");

Yeateh (I0Bxception ) {

Logdebong{" V0 exception”™;

teateh(Bxception e

Log.debug{"BRROR: " + e getMessage()

}

1/ blog b= null

# CDITHEOMEPAGE

naddVale(indexCount, *MULTIRES", "Powered by Content
Direetions=hup/fdol.contentdireetions.com/?dei=" + CDI_KEF_IDY;
naddMapBntry(6, indexCounti-+y;

BMAIL :
b.addvahe(index Coumd, "WULTIRES " Bmail this Info (o 8 Frend=mmailtoe:fsubjeot="Thought vou might be
interested.. &bogy=] thought you might be interested in this blog: btip:/du.dolorg/ rdot
h.addMapBnay(0indesConnti-+}

Log.debug("Seiting mdex count 10 7 -+ indexCounty;

/M LINE

h.addVainelindex Commt, " MULTIRES®, *Add this Link o Your
Sitesshitpifiol.contentdirections.sony/syndicams?"+doly

h.addhapEntry(0, indexCounttt);

Laog.debug{™Setting index count to ¥+ indexComt);

[6073] The figure 253 goes on fo thow the Autolivker having constructed
MuliLink menu from the Hve feed from a Web site, e.g., the New York Times. Should
the user make a selechion of ons of the enties 253, they would be taken o the target of

such a live feed 254, Similarly, the above RES smbodiment may also be applied to blogs,

Web shie root-level menus, and/or the liks,

(60741 Moving away from the above RSS example embodiment and back to the
discusgion of Antolinker relationship generafion 122, once the Autolinker generates a best
guess menu specification 220, 1 obraing the specification of the menu structure 215
Havingrthe menu specification 215 and the meradata fields 205, the Autolinker performs a
match as between the two 225, Unee the Auntolinker identifies which metadata fields 2035,
263 match 225 the menu specification fields 215, 263, then the Awolinker may begin

poiner construction 124.
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[6075] Based on the matching fields 126, the Autolinker then searches the
metadata database for field values 230, For example, in constrocting a memu for the
author 264, a maich will ocour based on the anthor fisld as the Antolinker is interlinking
all the books by the same author; thereafier, the Autclinker will find each title by the
author to populate the menu 266, The actual fields chosen for matching may depend on
the menu specification and mey comprize any mumber of metadata fields. As such, th

Aurfolinker is searching based on the menu specification io populate menu submermus with
metadate. For example, the metadata 105, 263, which may be swored in 2 database by the
Autolinker, is searched by the Awolinker by nsing the matched menu specification fislds
225, For exargple, the only common field as bsﬁeen the menu gpecification fields 265
and the metadata fields 263 are the “Tiile” flelds 283, 281, The menu specification 263
would define z menu with a root menu “Menu Type” that was provided as pazt of the
specification and submenus 273, which are not shown in the graphical menu. Another
root menu is “Other Books By Author” 280, which contains the matching “Title” feld
281. Based on this matched field 225, the Auolinker searches all records for all values

d the result is the search returned veiues are shown as submenus 295,

[0076] As such, for each of the matching fields 2335, the Autolinker obtains an

sference pointer 287 which will fommn the basis of the Multilink 240, Now
that the Auiolinker has pointers 240 for all the matched 225 field wvalues 230, the
Aartolinker moay commence with MultiLink creation 126, At this point a menn structure is
populated 293, 295 based on the menu spe;ciﬁcaﬁon 265 and the matching fizld 289
values 291 from the metadata 263, however, the reference links for each menu fiem may
not exist. The case where reference pointers are provided 287 as part of the metadata 263
and used by the Autolinker to supply pointers 240 for the MultiLink menu has already

‘besn discussed, However, in meany cases, such references will have 1o be created and/or
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supplied o further fhe creation of Multilinks as they will not bs supplied by the customer

163,

[B077] In one cmbodiment, every menu ftem would be supplied with o tracking
pointer 288 in addition to the target reforence pointer. The fracking pointer would be
accessed to register how various Muliliok mepus are accessed. For exampls, when 2
WnltiLink men is selected, the Web browser will be instructed to send nsage parameters
288 (g.g., the end-user’s IP address, the item being selected (6.g., DOL menu item I, sub
menu em ID, oie.), passed over mem items, and/q; the like) to the fracking server via
HTTP post command, while fhe end-user’s Web browser receives the target reference
address 287 and allows the end-user to pavipate and view the material af the tergst
reference address 287, In one embodiment, the tracking links create parameters that are
appended onio the trackihg address 288. These parameters may be used io aseist in the
tracking of end-user activides. In one embodiment, the Autolinker will generate
parameters that include 2 DOL a mwenu specification 1D, and a hierarchical tag for each

menu Ifem. For exarpls:

[0078) http/fwwrw . irackerserver.com/postvalues?doi://10. 1009/0395960 789 men

ull;12345%overdmemTiern 122 Phoven 2 imenuTierChele 1:3

el Here the tracking server is “wwwairackerserver.com,” the DOI bemg
tracked is X, the DOU's menu specification has an ID of Y, and the last tag refers fo a
menu selection. In the sbove example, the menu’s first ter's menu selestion *“Anthor”
264 was selected and then its second menu item in the second Her “Dickens” 269 was
sslected, which resulted in the posing of the “...%mennTierChele1:3” parameters to the
macking server, In this example, the “1” represents the MuliiLink menu’s first selection
item in the firgt tier of the menu hierarchy, and the “3” represents the menu’s third

selection Hem in the second tier of the menu hierarchy. The *hover:2” portion of the
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parametfer may indicate that the user hovered two ssconds prior to clicking on the {hird
menu selection. Similarly, the “hoverid” portion of the parameter may indicate that the
end-user hovered over the second menu item in the second menn tier for four seconds. Az
ry single menu item will be given a cods relative to its order in 4 given Her anc
any menu itsm in the hierarchy may be identified. In one embodiment, these menu
selection IDs are stored as part of the mepe specification. The wacking Hnks 288 will be

discngsed in greater detail in Figures 16-20.

[6080] In one embodiment, media code 289 may be used where the supplied Iruk
287 and anv tracking links 288 are embedded within multimedia objects that digplayes
290 within menu items 293, For example, Flash, animated gifs, video files, ete. may be
used and displayed 290 within menu items thersby making the menn items mors

sngaging 295,

0081} In one embodiment, a Flash animeation may be embedded in a menu as

sich {ses 1605 of Figure 16 for the accompanying example):

<object classid=\"clsid D27CDBEE-ABGD- 1 1cH-06B5-444553540000\
codebase=\"hitpr/downtoad mecronedia.com/pityshockwave/cabs/Bash/
swush cabivirsion=6,0.0,00" widih="\"185"" height=\"312\"
T=\"Bhockwaveflath]\" VIEWASTEXT><param nome=\"movic\"
value=\"imeges/CrogsFireanimation2 swit'><param name=\"qgualitzy’
vilue=\"high\"><param name=""bgoolorV valne=\"FFFFRFR ><embed
name=\"CrossFireAnimation\! sre=\"CrossFiroAnimation swi\"

vAdti=\" 165V heighi=\"32\" quality=\"high'\" bgcolor=\"#FFFFFF"
ype=\“apphcation/x-shockwave-flagh\
plnginspage=\"hitp//iwww.macromedia.com/go/getflasiplayer"></objsot>

[6682] In one embodiment, a video may be embedded in 2 menn as such {(see

1610 of Figure 16 for the sccompanying example):

<div id=\"dtviMovie\"»<OBIECT id=\"movie 1}
comouseover=\"javascript:Playii(5\"

onmouseont="javascript:Stople 1\
codeBase=\"htp:/Awww.zpple.comigmctiver/gpiugin.cabl’
heigh=\"1200"

width=\" 180V

classid=\"cisid:02BF2505-8C1 7-4B23-BCRG-DA4BE ABDDCABY
VIEWASTELT><PARAM MAMEBE=A"sre\"
YALUB="hitp://www.darnellworls comfas 2imedia/crosfireamovi " ><gmbead
widih=\"180\" beighr=\"120\" target=\"myself\" bgcolor=\"#000000"
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border=\"0\" controlier=\"true\" EnablefavaSript-\"true\’
antoplay=\"false\” koslnode=\"roe\

sre=\http/Awwwe demmeliworks.com/a52/medis/erosfire mo\"
pluginspage=\"htip:/orww . apple.convguickime/download "> <embod>
SOBIECT></div>

[G6083] It one smbodiment, & menu item may assemble 2 composite of mema and

information as such (see 1615 of Figure 16 for the accompanying example):

<div aligreVicenter\ stvle=\ widihe 180px; backyround-colon
H#AEEE\ <DV height=\"48Y width=""77\"
SRO=Vamages/orossfire 1ipo\><br<font sizg=\" 11"
color=\"blacki*>»2005

Crossfire Coupe Limited<BR></font><font size={"2\"
color=Vhlack\ > <B>$34,620.00</><font><lns-<font size=" 1Y
color mrayl > VIN: 1C3ANGOLISX035266</ font></div>

[6084] Ap this poimnl the Auolinker has at least fowr ways of furtbering the
creation of Multilinks, one of which 250 was alteady discussed 240. In the instances
where the customer supplied reference Hnks 287 with the metadata 263, the. Autolinker
may simply choose to use those supplied links to generate the DOL MuliLink record with

appropriate tefersnces 250,

100851 There are scveral other ways 1o obtain references vo content relaied 1o the
metadata records 263, In one embodiment, 2 customer’s Web site andior database
structure is reverse engineered 248, This embodiment, generally, requires human analysis.
In this ermbodiment, & Websiie’s product guerying foonat iz discerned and used 1o find
products, For example, the United States Patemt and Trademark Office (USPTO)

mment Web site, e.g., www.usplo.gov, has s syntax that may be ermployed 1o find
objeut tar ets. For example, if 4 reference 1= needed for a target petent based on 2 patent
application tifle, e.g., “Registtation offecting information access” and the invenior's
name, e.g., “Sidman,” then the following reference may be used to obtain the appropriate

reference from the TISPTC!

[0086]
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hittp:/fappiti.uspto.govinetaceimph-
Parger?Secil=PTO2&SectZ=tITOFF&u=%
2Fnetabimi®2FPTO%2Fsearch-
adv.html&r=1&p=1&FE=G&I=50&0=PG01 &
§1=%28sidman N +AND+%28%2 25 pistra
tionteffectnptinformationtaccess%22. TTL
.%4629%29 &0 8=I/gidrnan+and-+itl/%22repis
trafionteffectineHinformationtaccess™l2&
RE={IN/sidman+AND+TTL/%2 2regdstratio
prreffecting+information+aceess%22)

[0687] The underlined porfions show where metadats fisld values 297 are inserted
so as to reference the proper patent application. In the above case, the USPFTOs query
structure was reverse engineered so that when a values for the tithe and inventor fields are
supplied from the metadata record fleld values 201, the proper patent application
reference "is obtained; in fhis case, the reference link for Patent Application No.
20040163020, Numerons Web sites and datzbase have such discernable query. formats,

e.£.. ATHAZON.CONL

[0088] In apother embodiment, a customer may maply provids a query Web page
and/or query prompt into which metadata field values may be provided 235, The gquery
fields may be populated i1 & number of ways. In one embodiment, they are populated
manually. In another embodiment, a Web browser's auto-fill functionality is filled
through an APIL and is engaged upon the Web page form being loaded. In another
embodiment, the prompt and/or Web form is filled through imterapplication
commumication via APIs. In anofher embodiment, a macro playvback wibity (e.g.,
Quickeys) may pull values from a file and repeatedly feed values into query fields and
effect the forwarding andfor saving of reference links. In still another embodiment, a
scripting environment as provided via PIIP, Javascript, Python, TCL, and/or the like may
be employed to pull fizld values Hom & file and repearedly feed the values info guery

fields and effect the forwarding and/or saving of reference links,
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[o08s] In yet ancther embodiment, all of the field valnes for a given mefadate
record are ]“;»ut into -z seatch prompt fo generais a response 260. In such an embodiment,
the metadats values would be logically-OR’d s0 as to rank results with greater weight
when more termns are encountered in the ssarch. In one exarople, the metadata values may
be fed info a search engine, .., Geole.com, and the top Hnk can be selected 28 2

reference lnk 260,

[0050] FIGURE 3 iz of a mixed dats and logie flow dlagram lustrating
embodiments of an IntraConnector. 4 portion 380 of Figure 3 dhows s more localized
variant of the system desoribed in Figure 2. In this embodiment, the global DO directory
113 is sfill available and distributed over numerous DOI reschuiion servers available from
across 4 cornmumications petworly; it serviag to resolve DOIs from any reguesting entity,
More specifically, an intranet embodiment where 2 customer may have their own local
DOI divectory 305 running on local DOY server(s) 333 iz shown. In one erchodiment, the
Looal DOL server aleo acts and/or is copnected -fo & commumications gateway oul
providing access to a larger communications network, e.g., the Infernet. Hers, we see that
link creatiom 110 as provided by an Autolinker and/or Handle editor supplies DOIs to the
local DOL directory 305 and not to the global divectory 113, As such, although the local
DOY divestory may make requests for DO resclution from fhe larger global directory 113,
and that larger global divectory may provide results for fhat yesolution request,
neverfheless, should the global DOT divectory 112 or any other exntivy make reguests of the
local DO directory 3035, the local DOT divectory would not provide any resolution
information. In an alternative embodiment, users may wish to provide access 1o their
imtranst to the cuiside world and may ensble outgoing resolution, either globally and/or

by password and sccess control.
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[0091] A compenent in the architecture is 2 master metadata repository 319, In
one embodiment the master metadata repository may be an enterprise confent catalog. It
should be noted that although publishers and content catalogues and the publishing field
are used herein for purposes of iltustration, the IntraConmector may be employed in any
number of contexts and is not lmited to the publishing field. For example, the
IntraConnector may be used in any kind of company with any kind of information,
including: product companies with product catalogs; healtheare companiess {e.g., hospitais
with patient-related information, case-related medication-related information, efe.);
service companies with customer records; gov@ment agencies with any kinds of
records; and/or the Hke, The IntraCommector may also be deployed in situations whers the
mformation being interrelated spans nmlfiple independent departments, divisions,
companies, organizations, systems, technology platforms, or other interlinldng targets.
Organizations may use the IntraConnecior to interrelate internal - information and yet
combine in with external information that it wishes to associate with its intemal
information, or to otherwise make accessible to its users or prograins. Examples include
internal knowledge management applications, where an orgenization may want to
inierrelate internal infonnaﬁoﬁ {e.g. documents used in the R&D process) and/or exiernal
information (such as external news and rasaami: relevant to this R&D activity, and/or
competitor information). A content catalog contains at least two types of information:
unique identifiers for each content item in the catalog and metadata that describes each
content item. The IntraConnect erchitecture may utilize an existing system that a content
publisher already has in some form, e.g. a comtent catalog, and which the content
publisher may wish to use it as the basis for the publisher’s enterprise content mtegration
(BECT) deployment. In another embodiment, the mastor metadata repository may be based

on an existing vendor-supplisd systern such as Canio Cumulus 175, Documentus,
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Vignette, Artesia TEAMS, etc. This system may be hosted and operated within the

customer’s own control, or it may be provided on an Application Service Provider {ASP)
basis. This gives publishers the advaniage of using an existing system, with which users
ate already comfortzble, and the dsveiopment of which has already been funded, instead
of the usnal document asset menagement (DAM)-based approack which requires
implementing a new user interface. For exarnple, book publishers typically have product
catalogs, tifle databases, or evem systems fthat use ISBNe as the unigue identifiers and
contain varons types of metadata about books. Users can search and browse these
systems, As we will see, such systerns can be extended into use as master metadata
repositories in a ImraConnect implementation. If no content catalog exists, or if it exists
but only as an unstructured repository of information (such as individual files distrbuted
on multiple computers) and not as a structured database, then it may be created for the
purpose of serving as the master metadata repository. Although discussions bersin use
books/publishing as an example, the principles apply equally to other types of businesses;
many of which have standard identification scheres, such as ISSNs for serials, ISRCs for
music products, CUSIPs for securities, UPCs for physical products. Other businssses or
organizations may use nop-standard, proprietary idemtification schemes that may only
have meaning intefnally within the organization, within the technology systemn, database
and/or other internal systems. Other businesses or orgamizations may also require an
IntraComnector to interlink related information or objects that do not comprise content,
tut ingtead include database records, persomnel records, sales records, commerce
transactions, authentications, identity verifications, sensors, or auy other Idnd of systems,

information and/or objects.

[0092} An example publisher has an atray of database systems 119. The product

catalog may be built on a multi-user database and may have a Web browser-based user
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interface. In addifion to the product catalog, publishers might have one or more types of
systems that store actuel content, not just descriptions of it, such as departmental DAM
systems, file servers, image Hbraries, and so on. They will also bave back-office systems
that track business aspects of content, such as anthor contracts, rights and permissions,

royalties, sales, and marketing information.

[0093] The IntraComuector includes components that turn the publisher’s progdust
catalog into a Master Mefadata Repository 319 for an ECI implementation, the
componenis tncluding: Ul extensions to retrieve assets and metadata 371, DOIs siored in
the master metadata yepository 372, and the link creator 110 and commectors to their
database systems 320 provide the miraconnections. To that end, the IntraConnector adds
DOIs to the entries in the publisher’s content catalog and to create links from each DOI to
2ll of the systems that store information about the asset that the DOI references. In this
manner, the Autolinker may be supplied with actual links 250. Links can be simple
URLs, or they can be invocations of complex scripts that make calls to a system’s
programming interface in order to retrieve information. The IntraConnector includes a
comnectoy component 320 that implements the latter types of interfaces to commonly-
available systems, such as relational databases, file servers, DAM systems, etc, The Link
Creator 110 component builds all of these links and stores them in a Local DOI Directory.
In one embodiment, the link creator 110 may be either the Autolinker 120 and/or Handle
editor 113; in addition, the Hnk creator may employ DOI link creation for unique content.
As an example, & book publisher may have a title database that contains ISBNs. The
publisher may store the actuz] book content in a DAM system and has separate systems
for amthor contracts and sales fracking. A DOI can be creaied from any type of pre-

existing identifisr, and it can point to several different links in & DOI Directory,
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[0094} In ons embodiment, the publisher could create a DOI from eech ISBN in
the title database. For each of those DOlIs, it could have one link fo the confent in the
DAM system, another to author contract info in the contract system, and a third to sales
mfo in the sales traciking system. Bxamples of such DOIs are generally shown 370 In
tabular form in Figure 3. The DOI 342 is associated 343 with ifs thres Hinks 344 siored in
a DOI directory 113, Onee all of the links have been created, then users cen go through an

extended user interface {o follow the links to information in whichever systems they need,

-as has already been shown 175, 293, 293 in Figures 1-2 and will be discussed in greater

detail in Figures 5-6, The IntraConnector User Imierface BExtsnsions 371 enable the
product cataleg to go well beyond providing simple metadate search and browse
functionality: by icorporating DOL Mulilink menug, they enable users to actually
retrieve the assets and other types of metadata for a given content item by going through
the links in the DOT divectory 113, 303, This provides some of the funotionality to turns a
publisher’s content catalog into an Enterprise Content Integration appiication, thersby
dramatically inereasing its functionality. Oth:sr components of the IntraConnector include
conmectors 320, These are the “glne” that turn & DOT Unk into ¥ing interface to &
given sys—— . For example, a comector 320 to a DAM system 322 would take as input
the identifier that the DAM system wses 1o identify a content lem mternally and invoke
the DAM systern’s API calis to refrieve that asset. Figure 3 shows two differemt
commectors used o implement the three links. The frst bk nses a comnestor 343 for 2
DAM system (e.z., Artesiz TEAMS, Documentum, QuarkDMS, Canto Cummlus 173
and/or the iike) calied “Virgo™ that stores book content and identifies it by ISBIN 346. The
arenment RetrisveAsset to the connecior tells it {o retrieve the actual content identified by
the given ISBN. The second link invokes a connecior for the Oracle telational database

347, which is presumed to be the platform on which the publisher has built 1is comtract
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management system, which the publisher has named “Libra.” The connector’s argument

RetrieveContractinfo, presumably developed specifically for this ﬁublisher’s contract
system, invokes the appropriate SQL queries to refrieve info about the contract for the
author whose name is given for the book whose name is given. Note that the contract
sysiem doesn’t store contracts by ISBN but rather by author and title, because # contract
for a given author and title can cover multiple ISBENs. The third link also invokes the
Oracle connecior 348, this time on the publisher’s sales tracking system, which 15 called

“Aquarius.” The sales tracking system uses ISBNs to identify produsts.

[0095] An IntraCommector may be tmplement some of the following mechanisms
for a publisher. In one embodiment, & user may search and browse metadata in & masier
metadata repository 113 through its user interface 371. The user may invoke the search
and browse interface of the publisher’s existing product catalog or other metadata
repository. When the user identifies some confent of mterest and wants to rewieve it the
user can select/click on the assel’s name or identifier to view a menu of options, which
are DOI MultiLinks. One of the options might be “Reuiave Asset.” If the user selecis that
option, then the DOT hink associated with the “Retrieve Asset” function coutains a call to
the connector 320 for the publisher's DAM system (which is described in greater detail
throughout Fignre 3 360}, along with the 1D that the DAM systern uses internally to
identify the asset. The asset’s MIME type determines which application should be
invoked on the nser’s machins to view, pley, or edit the asset once it is retrieved. The user
may then identify some content of interest and want to look at a preview or thumbr;ai} of
it: To do so, the user clicks on the asset’s name -or identifier to view a menu of options,
which are DOT MultiLinks. One of the optons may be “View Thumbnail/Preview.” If the
user selects that option, then the DO] Iink associated with the “View Thumbnail/Preview”

fimction contains a call te the connector 320 for the publisher's DAM' system, which
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stores preview or thumbnail renditions of assets, along with the ID that the DAM system
nses internally to identify the asser. The preview or thumbnall’s MUVE type determines
which application should be invoked on the user’s machine 10 view the preview or
thumbnail. For example, if it's & GIF fmage thumboail, then the user's browser conld
open a new small window displaying the thumbnail. If the publisher’s DAM system does
not store thumbnpails, then the link could be set up to invoke a “read-only” application on
the user’s machine instead of an edifing application. Then, should 2 user care 1o identify
some content of interest and wish to view fhe author’s coniract information, then the user
may select/click on the asset’s name or identifier tv view a menu of options, which are
DOI MultiLinks. One of the options may be “View Contract Info.” If the user selects that
option, then the DOT link associated with the “View Comntract Info” function contains a
call to the conmecior 320 for the publisher’s contract system, along with the ID that the
contract systemn uges miexnally to identify the work. The couuector 5320 muplementation
invokes the user interface 371 of the contract system, passing it the ID of the confract 1o
be viewsd. In an alrernative embodiment, the connector immplementation may read

mformation from the contract system and display it in the user’s Web browser.

IntraConpector Integration
[00%6] An example deployment 360 is generally shown comprising: customer
environmment assessment 330, Master Metadata Repository (MME) selection 335, content
integration setup 340, server ipstallation 345, DOI and link ereation 110, 350, and UL

enhancement and system testing 355,

[0097] With regard to customer environment assessment 330, the publisher’s data
and newwork infrastructure 119 are examined to determmine levels of effort and feasibility
in implementing the IntraCommecior. In one embodiment, this may comprise of the

following: inveniory of the systems o be integrated 331, detenmining the feasibility of
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Integration 332, and assessing the network enviromment 333. Inventorying the systems
331 may include identifying the content catalop to be used as the Master Metadata
Repository 319, asset repositories 119, including DAM systems 322, file servers, etc.
Other systems to be inventoried may include ancillary information systsms, e.g., rights,
permissions, contracts, sales, and marketing, With regard to determining the feasibility of
miegration, the level of rnanual link creation that will be required is dstermined by
assossing the quality of the publisher’s identifiers and metadata according 1o these criteria
332: quantity (ie., is there enough metadata io identify assets and other product
information on all relevant systems?); consistency (i.e., ars the same terms used for the
same purposes across systems?); and identity uniformity (i.e., do common identifiers o
metadata keys identify the same things on different systerns?), Assess the publisher’s
network environment according fo such oriteria as 333: (i.c., are all of the systerns to be
integrated accessible from 4ll of the relevant users’ desktops); (i.e., are there any network

performance issues that would hamper movement of assets across subnets?)

[0698} In choosing and modifying the Master Metadata Repository (MMR) 333,
the publisher is assisted in identifying a system io be used as the MMR. In ons
embodiment, this is an existing system that the publisher nses to store and maintain key
content and product information, such as a title database, product catalog, Web product
catalog, or even an ERP system that stor;g product data. Conforming to a set of
architectural elements facilitates in the making of the MMR. Some of the architectural
elements and considerations include: employing a relational or other multi-user database;
cmploying 2 Web browser-based user interface; and having entries for most or all of the
relevant content. The MMR should be modified to store DOTs for each content item. I it
is not possible to actally modify the system (i.e., add 2 ﬁ;Id 1o the database schema),

then it is possible to create “virtual” DOIs that are based on an existing ID scheme (e.g.,
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ISBNs), In such a cirenmstance, the Local DOT directory 305 may be built to understand
a convention that turns ISBNs into DOIs in & fixed, predetermined way. For example, in
one embodiment, the customer’s organization is assipned a pool if DOIs for use. The
customer would then create a numerical association table of ISBNSs to the individual DOIs
in the pool. In ons embodiment, [SBNs would be sorted numerically and associated to the
sorted pool of DOIs numerically. In this manner, the IntraConmector can help to modify a
publisher’s product catalog into an MMR. If the publisher does not have a satisfaciory
product catalog systern, then one may be created based on a third party’s Metad;ta
Database (e.g., & DOI registration agency like Content Directions Inc., which it uses for

registering its customers’ DOIs in. the Global DOI Directory).

[0059] With regard to content iniegration setup 340, connectors 320 ays created
for linking DOIs with the publisher’s asset repositories and ancillary information sysiems
119. To this end, several parameters for each system fo be imtegrated are compiled. Thege
paremeters include: type of system (e.g., relational database, DAM system, file server,
etc.); type of software (e.g., Oracle, Artesia, FTP server, eic.); server platform (e.g., local
system name, operating system); conventions that the system nses to identify entries; and
the action o be taken when the user invokes the Iink, such as refteve date from specific
fields. Onee this information is compiled for each system in the ECI tmplementation, it
will be stored m 2 table m the Link Creator 110. In one embodiment, this information is
automatically compiled by employing a standard conmnector for an Oracle database. This
commector can guery for the overall topology of a customer’s daebase sysiem resulting i
a complete entify-relationship topology incinding all tables, field names, and key fields.
In one embodiment, the system observes where the greatest number of records exist
through a record count and then employs the key field for that type of record for

association with DOIs. In such an embodiment, DOIs may be generated for each such key
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field. In one embodiment, a DOI Hsld is added to the database table and associated DOIs
are added dixscily to the database and thus may be found through database queries. In
another embodiment, an intermediary table is created with the key field and a DOT field,
and may be vsed o jom sud select records in the table responsible for the greatest number
of records on the customer’s database. Such information may then be used to instaniiate

conuector cods for each system.

[00100] With regard to server setup 345, in one embodiment, any machine that can
run Java applications will work. However, any number of development frameworks may
be used. In one embodiment, the server iz loaded with a Local DOI Directory 305
comnector code, lnstantiated for the publisher’s specific systems according to the above

parameters 320; Link Creator 110; and adminisirative tools.

[o0101] DOI and Link Creation s been discussed abready in Figwre 2 and
throughout. However, the IntraConnector also may parficipate tn Iink creation for asset
reposifories and ancillary information systems. As bas been discussed, the Autohinker
automates as much of the link creation as possible by finding correspondences between
an eniry in the Master Metadata Repository and entries In other systems — by matching
pre-cyisting I mwmbers or other keve (such as title and author), After the Link Creator
rums, the IntraConnector can assist publishers by providing results for manual teview of
DOTe and Yioks for quelity conirol purposes. Publishers with high quality, consistent

metadata will find that the quakity control task takes little time.

[00102] In one embodiment, the IntaConnector may eswablish & maintenance
schedule_ for the links. Two regular basis maintenance activities may inciude: Link
Harvesting (e.g., running the Link Creator periodically to search the MMR and other
systems for new entries, and oreating new DOIs and links accordingly); and Ping Testing

(¢ nmming & program periodically that tests all of the links fo make sure they are siill
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valid}, Details regarding quality assurapce and ping testing are descrived in TS Patent

Application Nos. 10/470,206 and 10/470,207 and are herein incorporated by reference.

[o0103) As has already been disoussed in Figures 1-2 and elsewhere, an ephancsd
user imterface, le., the MultiLink menu 175, is available and in this caze used by the
IntraConnector as well, As such, the user ioterface of the MR may also be enbanced.
355 so that it allows users to navigate fhrough DOIs to all other Hinked systems, I the
MMR’s user interface for searching -and browsing is browser-based, then the
IntraCommector adds DOT link menus as JavaScript cods. The code retrieves the DOT from

the DOI Directory and then displays the links in a menu format.

[00104] For example, search results display 356 are modified so that when the user
clicks on an entry in tﬁﬁ results Hst, or mouses over i, & DOI Ink menu appeexs 357,
allowing the user to mavigate to the asset, to z preview or thumbnail, or to other
information. This inmitive user interface enhancement a typs of “glue™ that ties the

IntraComnect system together from the user’s perspective.

[60105) In addition, after the IntraConnector is deployed, a publisher may wish o
register some of the DOIs created as part of the process to the Global DOI Directory 113.
For the content assets yeferenced by those DOIs, registration will enbance their
discoverability and heip the publisher implement a wide range of possible ontine content

— all of which would then be readily integrated into the publisher’s content

mfrastruciure.
Multilink Syndication
[00106) FIGURE 4 iz of a logic flow diagram illustrating embodiments of an

MultiLink syndication. For Multilink syndication fo proceed, MuliilLinks need to be

generated 120, Generation of Multilinks has already been discussed (e.g., the Autolinker)
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in Figures 1-2 and throughout 120, Once the MultiLinks are generated, thev are stored in
the Handle systern 130. These may be stored In sither or both a global DOI directory 113
or a local one 305. In the case of a local DOI directory, syndication may spread the links
widely, but only people with access o the local system will be able te reference and/or
otherwise access the referenced content assets. Link gensration and storage is an activity
unto itself ihat may continue independently as long as there is a desixe fo generate
MaultiLinks for content nssets; as such this may proceed 450, 120 as long as required and
independent of the following components of syndication 450, 413, et seq.). If MulfiLinks
are stored 450, then references fo the Muliilinks may be generated 415. As has already
been discussed, scripts may be generated to provide a reference w the MuliiLink. In one
embodiment, the reference is generated by embedding s link to & Syndicator in a call for a
SCript, e.g., Javaseript, It should be noted fhat the Syndicator itself majba identified with
a DO In addifion 1o the Syndicator link calling Javascript, an identifier of the MultiLink
is put into the reference. Once the MultiLink reference has been generated 41,'5 , the
reference may be embedded into content; for example it may be embedded as HTML into
z Web page 42¢. In another embodiment, the réferences may be erabedded into MIME
and/or HTML formatted email. By embedding references to the Mulfilink, propagation
of the Multilink may commence, This generation and embedding is also an activity unto
itself that may continne fndependently 451 as long as there ic & desire to spread word of
the MultiLink and it is independent of the following components of syndication 451, 525,
et seq. However, once the references have been embedded 420, 451 or if there is no desire

1o reference more links 451, then waversal through Multiinks beconies possible 425.

[G0107] Once the MuliLink references are embedded in content 420, when a ussr
and/or gystem traverses upon the content with the reference, the retrieval and viewing of

the content eogages the embsdded reference and zccesses the Syndicator 425, The
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Syndicator receives a request for the MultiLink reference and for a soript to provide the
MultiLink menw. In ons embodiment, upon recciving the request, the Syndicator accesses
the DOT directory for the referenced MultiLink 430. In so doing, the Syndicaior requests
the MuliiLink record from the DOT directory, The Syndicator then determumes if a menn
specification 18 available for the Mulfilink In oue smbodime:, the Syndicator ssarches
ts own datgbage for a MuliLink menu specification by employving the Multilink DOI as
a search query. As will be discusssd in greater detsil in Figures 16-20, the menu
specification may be augmented by making use of end-user activity tracking 467, In one
embodiment, tracking siatistics are caprured dynamically and continnously and used to
automatically augment menu specifications 467, In another em entation of
menu specifications cccurs periodically, ¢.z., updated at specified infervals with cron
jobs. If the Syndicator finds 2 menu specification 466, then it retrieves the menu
specification for the MultiLink 468, otherwise the Syndicator will generate a mem

pecification for the DOI record based om ifs hierarchical siructurs 470. The menu
specification and generation was already discussed in Figure 2 220 and throughour. After
the menu specification is generated it may be stored in the Syndicator’s database. In one
embodiment, the menn specification may be saved in the Multilink record in the DOI
direstory along with the Javascript code required to render the Multilink memu. This may
be achieved by adding the enivies into the Mulilink record for the menu specification
and the Javascript code each, which will be shown in greater detail in Figures 5-6 and
throughout. Onee a menu specification has been obmined 468, 470, the Syndicator will
generate a MultiLink menu populated with the respective MultiLinks as s;ﬁsciﬁed by the
MultiLink menu specification. This already has been discussed in Figure 2 277, Further to
that discussion, Javascript, Java, Python, Perl, and any tumber of scripting languages

may be used to call npon graphics libraries to actually build and display a pop-up menu
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‘dget populated with menv items from the menu specification, respon o vser
selections following the MuliiLink references. Using the scripting langnage call fo 2 UL
widget call for a menu, the menu specification items are placed into the code calling for
the widgst so that the UI pop-up menu widget displays the items specified by the
MultLink meny specification. For example, HierMenus
(<http://doi.contentdirectons. convinr/edijsp?a 1220/rodnetl>,
<http:frwww hiermenuscentral.comm >) by Peter Belesis may be used o generate the pop-

up as specified by the menu specification.

[00108] QOnee the code bas been generated, it is provided back to the requesting
client and the client’s Web browser may then intsrpret the code and display the MultiLink
menn with resolved targots 435, Should the user traverse the MultiLink menu and engage
any of the Mnlilink meno ftems 440, then the users Web browssr will be msmucted ©
fraverse io the item’s comrespondimg Multilink reference, therchy, resuliing in the Web
browser displaying the target of the Multilink 445, Should the user enmcounter more
embedded MultiLink referonces 452, then they may continue txaversing conent 425,

otherwise syndication of the Mulfilink has been successfully achieved 486.

[ouio9] Another aspect of the Syndicator is its ability to generate MulfiLinks and
memns for wide distribution. In one embodiment, 2 user may have an “Add this Link fo
Your §ite” ment item, which permite viral distribution of DOI Multilinks by enabling
any end user who encountsrs a DOI anywhere to stmply “Add this Link” {see 667 of
Figure 6) to their site by copying/pasting generated HTML (see 669 of Figure 6) to their
own Web page. As such, when a user selects the “Add this Link” menu option, they are
taken 1o the “Syndicator”™ page {ses 669 of Figure 6) where they may then copy/paste the
two lines of HIML (see 669 of Figure 6) in crder to placé/‘émbed t}ie'HTl\ﬂJ on their awn

site so that the DOT menu will now be rendered by the Syndicator on their own site. In
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another embodiment an “Email this DOI fo a fiend” meom selection (sse 1507 of Figure
15) will provide the user with the DOT Huk (e.g., by placing the DOI into clipboard
memory, and/or by messaging the.user’s emai'il client to make a new email and pasting the
DOI into the subjest and/or body of the email). Details regardmp viral and F2P
digiribution are described in US Patent Application No. 10/470,206 and are herein
incorporated by refercace. For example, the content itself (andéor its DREM wrapper, if
thers is ome) may contatn a DOT Multilink, and therefore being capeble of prompiing the
user to “Add this Link™ to their site. In one embodime;lt, the “Add this Link” andfor
“Email this DO 10 a friend” options are gencrated as part of the MuliLink menn
specification by default, and as such, every MultiLink would offer them as menu options.
In such an embodiment, there are many scenarios in which thess ad-hoc features can be
utilized, i.e.: embedded within content itself (an&/or its DRM wrapper) as just described;
finding a DOI within search engine resnits; seeing & DOI on & Web site; receiving a DOI

direct-marketing email; receiving a DOI v;'la a hospital zad/or dostor’s notification
(see 1503 of Figurs 15); sesing a DOT within the “now playing” window of a music
player or video player (see 1510 of Figure 15); embedding it in someome’s tontact info
(e.g., wiﬂﬁn an email or within 2 document such as 2 resume or a proposal); receiving it

a personat cmail.

Handle Editor
[60110] FIGURES 3-6 are of diagrams illustrating embodiments of 2 MultiLink
menu editor and personal DOL The figure shows a Web browser 501 viewing a Web page
with an enibedded Multilink 514, 515. The embedded code 514 actually results in the
image 515 responsible for gonerating the Multilink menu 510, As z user moves their
cursor over the fmage 515, the MultiLink mepu 510 will manifest itself as has already

been described. The makeup of the Multilink menn is controlled in latge party by the
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menu specification and the Multilink’s DOT record. As has already besn discussed,
should 2 menu specification not exists, ove can be generated from the MnultiLink DOI
record. As has been discussed, an Auiolinker and/or the Syndicator may generate a
MultiLink menu specification as needed. Further, 2 MultiLink editor may also generate 2
meny specification and in additton, it may modify the DO MultiLink record in the DOI

directory.

[60111] Figure 5 mtroduces a MultiLink editor 520 as accessed via 2 Web browser
501, In one embodiment, the user engages the MultiLink editor 520 by directing their
‘Web browser 520 to the appropriate location to edit a2 handle 577. As will be discussed in
greater detail in Figures 16-20, the MultiLink editor may be used to modify memn entries
as driven by end-user tracking, by advertising placement, and/or the like. Allowing those
responsible for the Multilink menus to hand-edit the menus upon reflecting on tracking
information will improve their efficacy. Once at the Multilink editor, the user may
specify the handie record ﬂ.mat they wish to edit by supplying & DOI 577. Upon signing
into the MultiLink editor (e.g., by supplying 2 username and password to gain access to -
DOI records in the DOI directory), the user supplies a DOI reference and the DOI
directory will access the DOI MultiLink record and display it 525 in the TW.eb browser,
The editor provides various facilifies to edit and access 555 and make changes to 527,

540, 345 the constituent elements 530, 535 of the DOL MulfiLink record 525.

[00112] In addition, the Multilink editor provides a mechanism, e.g., check boxes
533, to generate a MuliiLink menu specification. In one embodiment, the checkboxes 533
are all enabled by default, and as such, when an Autelinker, Syndicator, or the Multil ink
editor arc calied upon to participate in generating a MultiLink menu, and if there is no
Muitilink menn specification available, all entries in the MultiLink record 525 that have

enabled checkboxes 533 will be used to generate the menu specification, while all
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unselected checkboxes 534 will not be 2 part of the menu specification. As such, by
adding a menu_view_specification field 533 i the MultiLink record, every MultLmk
record mey have 2 master menu specification. It shonld be noted, that alternative and/or
added menu specifications may simply be added as additions] Hnks toto the MulifLink no

different than adding s “Contact Info” 530 Hnk.

[00113] * In addition, the MultiLink edifor provides a facility for access conirel 544,
MuliiLink owners may Hnit access to certain binks to certain groups, For example, certain
links may only be accessed by the pwner, other links scoessed by groups known to the
owner, and yet other links may be acceg;sed by everyone. In one embodiment, this is
achdeved by providing a Buk enixy spevifying origin points that are allowed to access the
link, For example, if 2 user wants all his friends at a partioular company to have access o
2 link, then they might provide & domain of www.friendseompany.com as being the only'
origin point for which the link will be displayed. Thus when & DOI directory and/or
Syndicator is participating in the resolution of & Mulilimk, it may determine that the
1equest 1s, or is not coming from a point of origin for which & MultiLink should be
viewed; and thus fhe menn specification may be edited on the fly disabling the entry for
points of origin not specifisd in an acoess control field entry for & limk. In anciber
embodiment, an IP address may be used as the point of orgm, In vel another
embodiment, a user pame and password may be sssosiated with the ik, and only those
that can supply the usemame and password will have the hok shown. In vel another
embodiment, points of origin will be represented by personal DOIs. Another embodiment
may use dighal certificates and/or keys as a basis for validation; details regarding such
digital rights management {(DRM) implementations are descmibed m US Paient
Application Nos. 10/470,258 and are herein incorporated by refersnce. As is shown 525,

a MultiLink record may represent a person by conlsining wvarious lnks pointing to
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personal infermation, As such, personal DQOIs may be specified as the points of origin for

the access control, and nsers accessing the aceess controlled Imks that are known to be
from points of origin specified in their personal DOIs may gain access. For

example, this type of access control is important in the case of patient records, whers

patients want to control who has access to their medical information.

[00114) As may be seen, the personal DOT record 525 comtains various links as
supplied by the user to represent their person. The MultiLink editor 520 allows a user to
edit any MultiLink record. In one embodiment, the editor 520 provides a mechanism o
add new record fields 540 and field values 545. For example, should a user wish to add an
emry showing their favorite law finm, they may add by specifying the new field name in
the editor facility, e.g., textbox, 540. By entering a label 540 and no reference limk, e.g.,
URL 541, the MultiLink editor will create field catepory with no values other than the
provided label. As such, this can generate a first level menu item, under which submenus
may appear. To that end, the editor 520 provides a facility to enter subfields 545 and
values 546. In the figure, the user entered “Morgan & Finnegan” as a label for a type of
“Bavorite Law Firm” and also provided a reference link “www,morganfinnegan.com™ 546
for the entry. Upon receiving these entries, 540, 545, 546, and upon the user engaging a
“Submit” button, the MultiLink editor 520 sends the supplied information to the DOI
directory as an instruction to add the appropriate fields 10 the user’s DOL Muliilink
record. As can be seen in Figure 6, once the new fields and values have been submitted,
they have been added to the user’s DOI MuliiLink record 525 and show up 540, 545, 605
as part of the MultiLink record. In one embodiment, a nser may add 2 personal DO! to
their email signatre, and this would provide others with acocess to the person’s contact

and other information through a single link.
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{00115] The Multilink editor 520 may nmwaipulate the DOT MuoliLiok record 525
n 2 mupber of other waye as well. As bas been mentioned, the sditor 520 provides
various facilities 555 to edit the record and any metadats, Should 2 user choose to edit the
record 355, a number of options are provided 605, 615, 620, 615, 630. The user may
change the primary regponse page 605, add new items 615 and menus 620 fo the record
{as hag already been discussed), recrder the record’s values, and perform various other
edits (e.g., cut, copy, paste) 630, For example, should the nser wish to reorder the values
m the Mulilink editor, and thus affest fhe ordering of any subsequent menu
specifications, thev mayv engage the option to reorder the record values 625 and will be
presented with a facility to reamange the value order 630, By selecting the *Tp” or
“Down” buttons next 1o record valnes, the record order and amy subsequent menu
specification and thus menn order will be affected. As can be geen, after the abovs
addittons and rearrangements of the DOT record values, & menn generated from the meny
specification resuliing from the DOI record will have the addifions and proper menu item

ordexing 663.

[00116] Momentarily skipping to FIGURE 18; it shows & diagram illnstrafing
graphical embodiments of & MultiLik menu editor. This alternative embodiment shows
the MultiLink menw editor 1805 and the construction of a resulting Mulilink menu 1810,
The sditor allows for the creation of additional menn selection ifems 1825 in each menn
tier 1830 of the menu hierarchy. Menu items may simmly selected and the contents may
be edited. In addifion, usage constraints may be placed on any given menu ftom 1835, For
example, 2 menu item may be placed so that it will remain in is position for a specified
duration (e.g., 250 upressions, 50 clicks, 2 months, ete.) 1835, In one such an example,
once the mmenu item is viewed by 250 end-users or chicked 50 times, it will be removed

from its position and replaced. Such constraints are wseful for adveriising models and the
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rotation of advertising. In one embodiment, these constrains are added antomatically in 2
*Constraints” field with the generation of a menu specification. In such an embodiment,
the Autolinker may set limits for impressions and click-throughs based on sponsorship of
menu items. For example, advertisers might bid for placement of memuy item ads, ad
words, multimedia commercials, and/or the like. The Autolinker will be provided with
menu items based on the advertiser’s payments for ads. As tracking information is
maintained, usage statistics may be compared -against the usage consiraints, which will
cause a change n menn items. Rules may be established as to what happens when usage
constraints are reached. In one embodimeni, when usage constrainis are reached, the
mem item is resnoved from the MuliLink menu. In another embodiment, when usage
constraints are reached, the menu item is moved fo a less prominent location within the
Muliilink menu hierarchy (e.g., it may be moved down and/or deeper within the
hierarchy).

[2 ADDRESSING

[00117) Moving back from Figure 18 to Figure 7, users access copnumnications
networks thxéugh addresses. Addresses represent locations. Users traverse locations in 2
commumnications network hoping to find information. A common communications
addressing scheme employs the IP address. The IP address may bs likened to the real
world by analogy to a street address. The IP address itself is a sequence of numbers, 6.z,
209.54,94.99, and commeoniy has an associated name, s.g., www.contenidirections.com.
A distributed database registry maintains the associated patrs of names and IP addresses
and serves to resolve associated names into corresponding IP addresses. This allows
people to remember and nse names, c.g., WwWw.report.com, fnstead of being forced to

memorize and use a series of numbers, e.g., 209.54.94.99. Thege distributed databases
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assisting in the name resolution of IP addresses are commonly referred to as Domain

Name Servers (DNS).

[00118] t is common for IP addresses to be embodied as Universal Resource
Locators (URLs) that append even more navigation information into an address. Users
may employ software o access information stored at URLs through the use of HTTP. An
example is when a user specifies “hitp://www.report.com
Aheports/1995/meomeStatement. html” in 2 Web browser. Typically this further navigation
information, ie., ‘“/reports/1999/IcomeStatement.oml,” provides a specific storage
location within a computer server, This further navigation location may be likened 1o a
real world address more specific than a street address that includes information such as a
company name, department, and room mumber. This further navigation location is
typically not Handled or regolved by DNSs, but instead by an information server at the
wesolved IP address, For exsmple, an information server at the resolved address of
123.123.123.123 for www.report.com would interpret and veturn information at & local
location of “/reports/1999/IncomeStatement.him?” within the server, An Information
Server is a means for facilitating communications between a communication network and
the computer server at a particular IP address. Commercial examples of an Information
Server include Apache. An Information Server may be Hkened to a mail department for a

business that further routes correspondence to appropriate locations within the business,

[801.19] FIGURE 7 illustrates TP addressing mechenisms; namely that they do not
maiittain an association with information as it moves across a communications networks,
‘Web page links generally employ HTTP, which in tum relies on IP addressing. Thus,
URL links simply point to a location on a communication network and are not necessarily
agsociated with any specific information. For example, a URL link referencing

www.news.com will have different information associated between the URL and the
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mformation made available at the www.news.com location as mfonnation at the location
updated daily. In many instances, Jocations themselves may disappear as companies

move information, move their operations, go out of business, ete.

100120] For example, a report entitled “Company Sales for 19997 722 existing at 2
Iocation www.report.com/1999/Report.html 708 may be moved io www.repor-
archivas,com/1999/0ld-report.html 710, e.g., because the information was sold from one
eufify to another, awhived, or for many other reasons. The report at
www.report.com/1999/Reporthiml 708 may have had 5 milion Web pages and URL
Timks referencing the location 744, and when nsers attenipt 1o access the mformation they
may well receive a “404 File not found” error 709 because that Jocation no longer exists
and/or no longer contains the desired mformation, The error resulis becsuse the DNSs
were designed to always resolve users’ requests to a location and because DNSg are niot
designed to maintain an association between URLs and a specific instantiation of

information.

{00121} The top portion of Figure 7 depicts 2 Web page 701, a user entered address
702, a docurnent 703, and a memory dsvice 704 all employing URLs and consequently IP
addressing In an attempt to reference @ pilece of information (the report “Company Sales
for 1999™) 722. Then in Figure 7, the tnformation 722 is moved from its original location
708 (for exampie at www.report.com/1999/Report.html) to a new location 710 of Figure
7 (for example www.report.com/ 1999/ Archives.biml), In Figure 7, this resulis in breaking
705-708 all the URLs 244 referencing the location and produces the dreaded “404 file not
found” emor 709 for all users and URLe making reference 1o the location

(wrw.report.com/1999/R Jtmly 708,
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HANDLE SYSTEM

[60122] Once a piece of information has been assigned a DOI and has been made
available, the DOI systern needs to be able fo resolve what the user of the DOI wants o
access, The technology that is used to manage the resolution of DOIs is better known 28
the “Handle System,” and will be described I more defail below. THE DOI
HANDBOOK. provides & general overview of basic DOIs. In a nutshell, the Handle
System includes an open set of protocols, & namespace, and an implementation of the
profocols. The protocols enable a distributed computer system to store Handles (such as
DOIs) of digital content and resolve those Handles into the mformation necessary to
locate and access the content, to locate and access information related to the content, orto
locate and access (i.e., provide an interface to) services associated with the content. This
associaied information can be changed as needed to reflect the cument state of the
identified content without changing the DOL, thus allowing the name of the item fo persist
over changes of lopation and other state mformation. Combined with a centrally
administered DOI regiswation agency, the I-Izmdl; System provides a general-purpose,
distributed global naming service for the reliable management of information and services
on networks over long periods of time. It is important to note that throughout the present
disclosure that “source,” “content” and/or “information™ made accessible through the
DO system may comprise any identifiable content, source, mformation, service;,
transactions, and work of authorship, including érticles, bools, intangible objects, music
albums, people, tangible physical objects, and/or the Hlke further including selected
discrete portions and/or combinations thereof. The accessible information may be a URL

to an application that initiates a service, a transaction, provides a selection mechanism,

and/or the like.
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fonizs) in ons pon-hmiting example, the DOI may even be assoclated with
mformation identifying = buman being such as a sociel secwity number, telephone
nuniber, and/or the like, In one such.embodiment, metadata may be stored in a DOT

record.

061247 In one emboediment, the metadata is stored directly in the DOLrecord as 2
bandle value of a spegified type, eg, DC.Title. Such an embodiment may require the
disabling of caching sofiware so that multiple requests are sure to pull the correct value,
Thereafter, the metadatz may be reivieved by identifving the specified type fhrough
retrieval of the handle value. In such 2 manner, metadata may be stored fn & DOT tecord
for any typs of DOL such as but not Himited to: personal DOJs, DOT medical records, DOT
RFIDs, publication metadata, digital rights management metadats, and/or the Tike may all

use the DOI record as an actual repository of data.

[ooi2s] By applying such DOI recond storage in the confext of personal DOIs,
such an embodbmont resuhs Ip 2 wmiversally available persomal identifier. In one
embodiment a person may have several such universal personal identifiers. For example,
a physicien may heve a uvmiversal physicizn identifier, This identifier may have &
physician’s employee somber, license number, name, contact iformation, descriptive
specialist infonmation, social security number, andfor the Hke. Similarly, & patient may
bave a universal patient identifier having their name, contact information, medics! record
reference,; Hst of allergies, st of medical conditions, soclal seowrity nmmber, and/or the
like. Such wniversal IDs would be very usefil in allowing dootors and patients to provide
a single identifier and not requiring them o repetitively fill out forms with their personal
information. In apother embodiment, a universal person identifier may fake fhe form of a
Multilink with access controls. In such an embodiment, a person may have their own

general information, and information for contexts in which they need 1o present personal
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mrormaton in ifferent cepacities and roles. For example, 2 universal person identifier
ean have the more general universal person identifier as one aspect of fhe Muttilink, and
if the person s & physician, it may have the universal physiclan identifier information
included fn another aspeot of the Multilink. Torther, the physician on occasion is also 2
patient, and as such may have the universal patient identifier included as ancther aspest of
the MultiLink, Access conirels may be used to Lmit access to various componsent aspects
of the MultiLink only to suthorized users; access conmirols ars deseribed in greater detail
i:;; Figure 5 and fhroughout. For example, the physician may provide his own universal
person identifior on 2 Web site and groups of pbople accessing it that are not the
physician’s employer will be Ymited in viewing only the more generalized undversal
personal identifier aspects of the Muldlink, Howsver, when the physician uses the
universal persou ideniifier at work, the universal physician identifier components of the

Multilipk may be accessed by such an anthorized grovp,

f00126] In another non-limiting exarapie, the DOLmay be associated with snfrwars
modules, programmming “ohjects,” or any ofher network-based yesousce. Porfhermore, 2
DOI can be used to reprsseut most apyihing Including the online represemmation of
physical products {e.g., items cwrrently identified by UPC or bar cedes). In such an
example, D0s could resalve 1o the manufacturer’s catalog page describing or offering
foe product, or even, in a muliple-resohtion séen&do, offc;r all sz;:rvic:ss related {o the
object such as where fo go 1o zot the ifem repaired; where to find replacement parts; what
the new or replacement product is; what ldnds of pricing or learing options are available,
ste. Other crample embodiments implementing DO melude: representing different
modules of software that may operate in distributed fashion across a communicabions
network; telephope numbers for Velse-over-IP teckmology: zene seguences; medical

records and/or other permanent records (D018 will be especially nseful with permanent
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records protected via encryption and/or ofher method that might invoke a certificas or
decrypiion key): and/or the ke, Another example embodiment for 2 DO is fo represent
the permanent location of 2 teruporary andfor dynamic valne such as, but not limited o a
gurrent stosk quote; current bid and offer prices (for stocks and/or .any other kind of
auction andfor exchange); & company’s current annual report (versus different DOs for

different prior-year annual reports); and/or the like.

100127} Users may access nfonmation through Digital Object Identifiers (DOs).
DOls are associated with (Le., ate names for) information iwelf, DOIs are mstances of
“Handies” and operats within the framework of the “Handle system.” A DOT aliows for
access to persistently associated informatien. The DOI is a string of characters followed
by a sepurator further foliowed by a string of characters, e.g., 10.1085/abcl23def. It
should be noted and re-emphasized that although the presemt disclosure may  ake
mention of specific sub-types of UNIs such as “URNs” “DOIs” and “Handles,” th

preserrt disclosure applies equally well to the more generic types of UMIs, and as such,
the present disclosure should be regarded as applying to UNIs in general where any UNI
sub-type is mentioned, unless stated otherwise. Furthermore, although the Handle System,
DOIs, and their supporting wchnologies aud conventions, which arve in use today, arc a
contemplated forum for the present invention, it should be noted that 1t s conternplated
that the present invention may be applied to other forums based upon current and yet to

be conceived conventions and sysiems.

DOIs

[00128] Users employing DOIs to access informaiion konow they will resolve and
access oniy associated information. In conftrast to URLs that reference losations, DOIs are
names for information, which can be used to look up that information’s location and other

attributes, as well as related serviees, It i3 envisioned that mformation may be any
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information as well as sny computer-readable files, mcluding e-bools, music files, video
files, electronic journals, software, smaller portions and/or combinations of any of the
aforementioned content as well. It should be noted that since the slectronic content will
be made avzilable over z communications network, hereinafter this applicafion refers fo

such available information as being published on 2 communications networl.

[00129] A DOT 13 & permanent and persistent identifier given to 2 piece of
information made available on a2 commumications network and registered in an elscironic
form, go that even if the location (i.e., URL), format, ownership, eto. of the content or
associated data changes, users will be able to sccess the associated daw. DOIs, or
Handles, may be distributed to users in leu of a URL. A user may access information
associated with a particular DOT by selecting or entering the DOT in a Handle-enabled
Web browser much like & URL hyperlink. Many types of browsers may be enabled by
way of browser ping-in software such as the Handle System plug-in available from
www.enriorg. Such an attempt to access DOI associaied mformation wmggers an
autornated process 1 look up a resource’s current location. The current location of the
resource is assoviated with the resource’s DOI in a centrally managed directory mads
available by the Handle S tem, which in twn directs the user (Le., the user’s Web
browser) to the resource’s cument location. This direstion iz offen accomplished by

retwming a current URL associated with the selected DOI and corresponding information.

[00130] FIGURE & illustrates the access of information through DOIs in contrast to
Figure 7 #bove. Ivitially, the information (report of “Company Sales for 1999) 227 is
given a DO through a registration process. Instead of employing URLs, users reference
844 the mformation vsing the DOT through Web pages 801, typed entry in a Web browser
802, documents 803, devices 804, barcodes 806, and/or fhe ike. When users engage the

DOT links 844, they are resolved in a centralized DOI directory 811 and the requesting
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users are given s URL Huk 744 to the informaHon’s 722 inital location
(www.report.com/ 1999/ /Reportrtml) 708. Upon the nformation betng moved 834 from
ity inftial location {(www.report.com/1999/Reporthtml) 7028 to a wew locafion
{(www.report.oom/ 1999/ Archives himl) 710, the publisher of the information §1¢ would
inform the DOI‘cmtmh’zeﬁ directory 845 of the new location for the information by
sending mm updated URL 245 roferencing the new location. Thereafter, if users 801-804
attempt o socess the imformation through the DOI links 844, the DOI directory will

property provide the new location 710 by way of the wpdated URL 743,

160131} As noted above, DOIs may not only be used to identify information, but
also smalier portions thersof. For example, according to the DOT system, it is possible for
3 book o have one DOI, while each of its chapiers would have ofher unlgne DOIs to
identify then; furthermors, each figure in the book may have vet other unique DO to
identify them, In other words, according w the DOI system, it is possible to identify
information with variable granularity ae desirad by (he content pubiishers, Furthermore, 11
is envisioned thet just as Universal Product Codes {cormmonly expressed a5 “bar-codes’

S

on comsumer products) allow, for example, & supsrmarket’s cash registers, inventory
computers, financial systems, and distributors to avtomate the supply chain i the
physical world, the present disclosure provides a mechanism for emploving DOIs to
empower all kinds of agents in the world of elecivonic publishing to autormate the sale of
digital conmtent (and the Hoensing of rights to that content) across the Imternet in an
efficient manner, gines each picce of salesble confent would have associated with it 2
globally wnique DG, which could be used as a product identification code in transactions

between agents,
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HANDLE SYSTEM

j00132] The Handle System employs a pre-determined set of policies for efficient
and user-friendly utilization thereof, some of which of which are Hsted below. The use of
the Handle System for DO resoluiion should ideally be free to users, with the costs of
operation of the system possibly borne by the publishers {or more generally, DOI ownezs
or Tegistranis). All DOIs are to be registered- with & g"lobalvDOI registry, Registrants are
responsible for the maintenance of state data and metadam relating to DOIs that they have
registered. The syniax of the DO follows a standardized syntax. In use. the DOT will be
an opaque string (dumb mumber). DOI registration agencies will manage the assignment

of DOls, their registration and the declaration of the metadata associated with them,

[00133] FIGURE 9 provides a schematic view of a Handle 900. A Handle 900 has
wo components, the prefiz 901 and the suffix 902. The prefix 901 and the suffix 902 are
separated by a forward slash 207. The Hendle 900 may incorporate any printable
characters from almost every major language written or used today. There 18 no specified
Hmitation on the length of either the prefix 901 or the suffix 902, As a result, it is
envisioned that there are an almost infinite number of Handles available. Tt is important 1o
ensure fhat the combination of the prefix 901 and the suffix 902 is unigue for supporiin

the integrity of the Handle System, Thug, the DOI registration ageney will award a unique
prefix 901 to a publisher. In one embodiment, the registration agency mey put the
responsibility on these publishers for ensuring that the suffix 902 assigned is unique as
well, This may be achieved with a registration tool running on the user’s chient computer
system. In another exabodiment, the registration agency wiﬁ ensurs that the suffix 902 is
unigue by appiying various suffix generafion algorithms as disoussed thronghout this
disclosure. The Repistration Agency and the Handle System administrators will both

verify unigueness of any new Handie before depositing it in the Handle Systemn. The
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Registration Agency deposits DOI records wilh the Handle System. The Handle System

i turn services DO regolution requests through & DOL directory.

[06134] The prefix 901 itself has two components separated by 2 prefiz separator
906, which is a peried. The first part of the Handle prefix is the Handle type 904. The
second part of the Handle prefix is the Handle creator 905, The Handle type 904 identifies
what type of Handle system is being used. When the Handle typs 304 starts with a “10”
the Fandie is distinguished as being & DOI as opposed to any ofher implementation tvpe
of the Handle System. The next element of the prefix, separated by a period, is the Handle
creator 905, which is a number (or string of characters) that is assigned to an organization
that wishes to register DOls. Together, these two elements 904 aud 905 Ffe}rm the unigue
publisher prefix portion of the DOL Thers ié no lmitation placed on the number of
Handle (or specifically DOT) prefixes that any organization may choose jo apply for. Asa
result, a publishing company, for example, muight have a smgle DOL pmﬁ}: 901, or might
have a different one for esach of its journals, or one for each of its fmprints. While
generally 2 prefix 501 mey be a sirople numeric string, the scope of the Handle Svsrerm ¢
not limited thersby, Thos, a prefix 901 may 2iso wiilize alphabetioal characiers or any

other characters,

{00135] The suffix 902 is @ unique sting of alphamuneric characters, which, in
conjunction with a particular prefix 901, uniguely identifies & piece of mionmation. It
should be appreciated that the combination of the prefix 901 for a publisher and the
unmigue suffiz 902 provided by the publisher avoids the need for the centralized allocation
of DOL numbers. The suffix 502 may be any a'tﬁhwumeris siring that the publisher
chooses, so long as i is unigue among aﬁ suffixes registered in cenjuﬁv;ﬁon with the

publisher’s prefin.
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[00136] Figure § also provides a view of another embodiment of the DOT 990, in
which a textbook’s ISBN number serves as the suffix 902. Consequently, where it is
convenient, the publisher of the underlying content may choose to select as the suffix 902

any other identification code accorded to the original piece of content.

Enhanced DOT
104137} Figure O further illustrates an enhanced DOI 910 grammar, One non-
lruiting example embodiment of an enhancement to the DOI grammar is embodiad as an
enhanced prefix 911. However, it is fully contemplated that an alternative and/or
complimentary enhanced suffix {not dllustrated) may be similarly appended to the DOIL
900, The enhanced prefix 911 is comprised of an enhancement grammar target 917 and
enhancemert separator 914, which is an “@" symbol, but it is understood any other
character may be designated as the enhancement separator. The enhancement grammar
target 917 may itself be any string of characters other than the enhancement separator
914, The enhsncement grammar target 917 may be employed for the purpose of having
the DOT 900 resolve 1o multipls versions of a specified mformation ag will be described
in greater detail throughout this disclosure. In a further enhanced embodiment, the
enhancement grammar target 917 may itself be further comprised of an enhancement
grammar verb 912 and enhancement grammar target object 913 separated by an
enhancement target separator 916, e.g., a period. Of course the ehancement targst
separator 916 may be designated as any character(s). In one exarople embodiment, the
enhancement grammar verb 912 acts as a modifier to sslect amongst a plurality of
multiple resolution targets for a DO, aud the enhancement grammar target object 913 is a

value passed o the target object and/or a Handle system rtesoluiion server for further

action.
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[00138] A DOI 900 is merely an identification number that does not necessarily

nvey any information about ifs associated information. As a resull, it is desirable to
supplement the DOI with additional information regarding the addressed information to
enable users to perform efficient and user-friondly searches for retrievine Ted
content over 2 commumications network, To allow easy identification of information, the
present invention provides for the use of metadatz, which is descriptive data about the
identified information. While metadate may be any data-structure that is associgted with a
DOI, according to one embodiment, the metadata will be comprised of a few basic fields
that can acenrately and seccinetly identify the published information. According to tids
embodiment, the metadate will comprise an identifier associated with the entify from a
legacy i':ientiﬁar scheme snch as the International Standard Book Number (JSBN) for a
bool, tifle of the published content, type of content being published {(such as book, music,
video, étc.}, whether the content is original or a derivation, s primary author of the
comtent, Ithe role of the primary author in creating the content, the name of the publisher,
and/or the Wke. As diffsrent types of content may require different metadata for
describing it, one aspect of the DOI system envisions the use of different metadata for

different types of content.

[00139) According to one example embodiment, metadata will be made available
to any user of the DOY system 1o enable thew to find the basic description of the entity
that any parficular DOT identifiss. This basic description will allow the user to understand

some basic things about the entity that published the content or the content itself.

[00140] As a result, to find out what information the DOI identifies, it is desirable
1o resolve it, and then review associated metadata because the DOI links the metadata

with the condent it identifies and with other metadata about the same or related content. In
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one embodiment, the metadata allows for the recoguition of the mformation identified by
the DOL 300 as well as its unambiguous specification. The metadata will also allow for
the interaction between the information and other contenis in the network (and with

metadata about those entities).

DOLINFORMATION ACCESS

0341]  FIGURE 10 provides an overview of the resolufion mechanism for
allowing users io aceess the destred information by merely providing the DOI io the DOI
Handle system. Resolution in the present context includes the submitting of an identifier
to a petwork service and recelving in refurn ons or more pieces of current information
related to the identifier. According to one embodiment of the DOL sysiem, shown in
Figure 10, the nser uses her Web browser 1001 slient {o point to content identified by a
particular DOT 1002, This DOI 1002 bas only one URL associated with 1t, and must
resolve fo that URL. As s resulf, when the user makes a vequest for underlying content
identified by a particular DOI 1002, the user is divested to URL 1003, whers the desived

content Hes.

[80142] As such, this mechanism allows the location of the information to be
changed while maintaining the name of the entity as an actionable identifier. If the
publisher changes the location of the content, the publisher roust merely update the DOI’s
entry in the Handle System database to ensure that the sxisting DOI 1002 points to the
new location of the content. As a result, while the location of the content has chenged, the
DOY remains the same and users are able to accsss the content from ifs new location by

using the existing DOL

[60143] Figore 10 provides arn overview of a DOY system where users may use &
DO for resolving 2 request for one piece of content, ouwt of a phuzlity of available

identical copies of the same plece of content that ate identified by the same DOT, as well
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as the location of data about the piece of content, and services associated with the content
{such as purchasing the comtent). Thus, the user nses the Web browser 1000 und provides
the necessary DOI 1030, The DOT 1030 may be structured to describe the type of service
desived 1035. As a result, the DOI system is able to rssolve the particular piece of content

1040 that the user desirss 10 400888,

[00144] In one embodiment, the format for storing multiple resolution options for a
given DO in the Handie System mey be expressed as a hierarchical dropdown menu in

the browser using DHTML and JavaScrip?,

[00145) An example of a MuWiLink menn is shown 1043, Upon clicking on &
multiple resolztion hyperlink 1044, the user is presemed with a list of link choicss which
can be one or mors layers deep 1043, In the example 1043, the user has traversed two
submenus fo chioose & link to buy the Microsoft Reader version of an ebook at

Amazon.com.

[00146] Ag shown, this memu is a widget mmoplemented with DHTML and
JavaScript. The widget is loaded with data obtained from the Handle System and
converieG inio JaveSeript data smeomre as 15 desoribed in greater detell below. In one
embodiment, the format of the Handie record is composed by the following five

components:

003471 L. Muliiple resolufion records are assigned two new Handle data type:

MULTIRES and MULTIRES_MAP,

[00148] 2. A given handle can have mulﬁpie MULTIRES values (differentiated by

different in ex values), and can opttonally have one MULTIRES MAT.

[00149] 3. Bach MULTIRES valus is comprised of two logical units delimited by

au equal sign (ASCIL 0x3D): a label and & URL. The label portion is used as the displayed
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text for the URL hyperlink. In the case whers a URL is not relevant (e.g., a submenu

name), the URL portion is omitted.

[o0is0] 4, The MULTIRES MAP value describes the hierarchy of the menus and
submenus defined by the MULTIRES valugs. The MULTIRES MAY value is comprised
of recursive menu Hats delirnited by curly braces, The Msted items ars the indices of the

MULTIRES vaines,

f00151] 5.In the gbsence of 2 MULTIRES MATD value, then a flat berarchy is
assumed (1.2., no submenus), and iems are displaved in the order of their MULTIRES

index valnes.

[00152] The following table shows an excerpt of the handle record for the multiple
resolution Hnk depicted 1043, Any DOI application should be able to obtain this Handle
Record and extract the labels and URLs necessary to present the comrect multiple

resolution options o the user.

[00153]
i Type \ Value
; MULTIRES 1060 Publisher’s Catalog Page=htip://...
} MULTIRES 1001 Read a Free Excerpt=hitp://...
MULTIRES 1007 Book
MULTIRES 1008 | Microsoft_Reader
MULTIRES 1008 | Comtentville.com=htip://...
| MULTIRES 1010 Amazon.com=http://...
' MULTIRES | 1011 Adobe eBoolk Reader

| MULTIRES | 1012 | Bames &amp; Noble=htipi//...
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L 1030 £1000 1001 1002 1003 1004 { 1005 1606 } 1007 { 1008 {
1009 1010 } 1011 { 10121013} ..} }

I
i

[60154] In one embodimen:, the creaon of & Mulilink is achieved through a
series of Web pages 1045-1070. As can be seen, an owner for the MuliLink must be
established 1043 by fivst entering owner/account hrforroation, which allows for the
comroloreation of the Mulilink. Then the user may emier metadata regarding the
Winltilink, e.g., Title, Autfhor, publication date, descriptions, sic. 1050, Next, the user
may provide mulitple resolution insrances tn 2 hicrarchy 1055, For example, reviews of
the worlt may resolve to one location 1056, while the ability to purchase the book may
resolve elsewhere 1057, Once the MuliLink iesq]uﬁ@ns are populated and submitted, a
MultiLiok 1060 and menu are generaied. The user may then view 1063 the metadaia
information 1065 and MuliiLink DOI record as stored in the handle system directory

1070.

[D0155] FIGURE 11 provides an overview of the sequence of actiong that a nser
performs to access information, in éccopdance with the present invention. Iniilally, the
nser launches the browser chent 1100 on 2 compufing deviee 1103, such as personal
compuier, persenal digital assistant (PDA), and/or the tike, The user en the browser
1100 to make a DOT guery. The DOI query is forwarded to the DOI Directory Sexver
1110 over a commumications network. The system of the DOL Directory Server 1110
examines the DO! against the entries stored therein and forwards the appropriate URL to
the browser 1100 on the user’s computer 1100, in 2 manner that is invisible to the user.
As a result, the browser iz pointed to the desired content on a server with the appropriate

publisher information 112¢. Finally, upon receipt of the request from the user’s browser,
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the publisher 1120 forwards the desired information to the user, which may be acecessed

in the browser client 1100.

[00156] Figure 11 continues to provi_de a more complete view of the sequence of
actions that a user performs to access content information. As noted above, the user
launches the bfpwser client 1100 op 2 compuiing device 1105, The user engages the
browser 1100 to make & DOI query. The DOI query i forwarded to the DOI Directory
Server 1110 over {be communications netwozrk. The system of the DOI Directory Server
1110 examines the DOY against the entries stored therein. As a result of the checking of
the DOI against the entries stored in the DOI Directory Server 1110, the DOI Directory
Server 1110 determnines wherse the DOI must lead the user 1125, The appropriate URL. for
the content it antomatically forwarded to the user’s browser 1100, without any
termediate h;tervenﬁon or action by the user. As a result, the browser 1100 is poinied to
the appropriatg publisher 1120 whose server is addressed by the underlyiné URL. The
URL is used by the publisher’s server 1120 to determine the exact location for content
desired by the nser, and the publisher’s server 1120 forwards the appropriate content 1130

1o the user.

[00157] FIGURE 12 provides an overview of some of the exemplary mechanisms
for accessing information over a communications network by resolving a DOI to obtain
the URL where the desired content is located, in accordance with the present inveniion.
According to one embodiment, the user may directly provide the DOI and the DOI
system remieves and forwards the appropriate content to the user by simply linking to the
appropriate U'RL According to another embodiment, the user may provide information
related to some of the fields included in the metadaia, whereupon a DOI lookup service
identifies the appropriate DOI, which in turn may be rasolved to the desired content’s

location. As shown in Figure 12, according to one embodiment, a search engime 12010
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may be provided to a user. In one embodiment, the search engine is offered and disposed
m communication with the registration agency’s DOT and metadata database. In an
alternative embodiment, 2 search engine such as www.google.com may be adapted 1o
submidt gueries to the registration agemoy’s databases. The user seavches for the
appropriate DOT by providing some identifying information to the search engine 12010
The search engime 12010 uses the identifying information provided aund searches a
database tadata fo rstreve the DOI associated with the provided metadata
information. Thus the user conducting the search may be presented with returned DOIs
from the metadata database and/or URLs resolved from said returned DOLs. The retrieved
DOT is sent to the DOI directory 12011, which resolves the URL wherein the desired
contsnt 15 located by a publisher 12040. Finally, the user’s browser 15 pointed to the

appropriate content 12060.

[060158] According to another embodiment, the nser may provide the DOI 12015
the address window 12020 of a browser 12025, If the user’s Web browser is not capable
of natively processing DOIs, then the DOI 12015 may contain the address of a proxy
server for the DO divectory 12011, which in Figure 12 is “dx.doi.org.” As a result, the
browser s pomted to the DOT directory 12011 lovated at dx.dol.org, which resolves the
URL at which. the desired content is located by & publisher 12040 and points the user’s

browser thereto,

[0o1s9) Accordine ther embodiment, the DOI may be embedded in =2
document or some form of information 12030, wierenpon clicking the DO directs the
user to the appropriate DOI divectory 12011, which determines the URL at which the

desired content is located and points the user’s browser thereto.

[00160] According to another embodiment, the DO may be providsd on 2 memory

12040, such as a CD-ROM or a floppy disk, whereupon the memory may automatically,
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or upon being actvated, divect the user to the appropriate DOI directory 12011, which
tesolves the URL at which the desired content is located and points the user’s browser

thereio.

180161) According to yet another embodiment, the DOT may be provided in printed
form 1o a user, who enters the DOT manually as above or by way of optical andfor

chanical peripheral input device,

[601623 Figure 12 providss an overview of another embodiment of the sxemplary
mechanisms for retrieving information over a communications nstwork, wheraupon the
DOI system resalves a DOI to dbtain the URL where the desired nformetion is located.
According to this embodiment, a phurality of DQI direstories 1210 exist as a distributed
DOT directory and form & Handle Systern 1200, In one embodiment, the distribated DOL
directory acts and responds o requests as if it were a singular directory 12011, Otherwise

resolutions take place similatly as in Figure 12.

[00163] FIGURE 13 provides an overview of an exemplary DOIL system, in
accordance with the present imveniion, wherein the publishers, the DOI regisiration
service sud the Handle System coliaborats together 1o create an efficient DOT system. The
prefic holder 1335 moay submit information to a DOI registration service 1300 comprising
a DOI 1342 and associated metadata 1366, The prefix holder who has already been
assigned a unique prefix 501, requests that a suffix 502 be assigned io a piece of coment
1366. The regiswation service 1300 is responsible for parsing and/or reformatting the
user’s streams of submitted information 1342, 1366 for subseqguent deposit in 2 Handle
system 1350 and/or metadate database 1310, As noted abowve, the scope of the content that
can be addressed using a DOI is unlimited. As a result, the content 1366 may comprnss
any information and work of authorship, incinding articles, books, rousic albums, or

selected discrete portions fhereof In addition w providing a DO 500, the publisher 13472
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collects metadata for the content 1366. The metadata may comprise the content’s DOI
500, & DOI genre, an identifier, tifle, typs, origination, primary agent, agent’s role, and/for
the like. It may also comprise listings of associated services having to do with the
identified piece of content offered by various pariies, such as the locations of Web pages

where a piece of content may be purchased online.

[00164] Onee the publisher 1342 has assigned the suffix 502 to the conient 1366
and collected the necessary metedata, the DOI 500 and the metadata are frangmitted to the
DOI registration service 1300, The DOI registration service 1300 maintains & database of
DOls 500, metadata of all the registered content 1366, as well as the URL at which the
content 1366 is located. According io the present invention, the DOI registration service
1300 forwards the metadata to a metadata database 1310, 2219 of Figure 22, which may

or may not be integrally maintained by the DO registration service 1300,

[00165] The DOI registration service 1300 may use the collected metadata for
providing #t io other data services 1320 or for providing value added resources 1330 w
the users. In addifion, the DOI registration service 1300 sends the approprate. DOI
Handle data to the Handle Systern 1350, which may comprise a plurality of DOI

Directory Servers 1341.

[00166] FIGURE 14 illustrates exampie advertisements served by.an advertising
Syndicator, As discussed earlier in Figure 1, a Syndicator may be used as an advertising
provider. Such an embodiment shows a series of Web pages 1411, 1422, 1433, 1444 n a2
Web browser window 501. In one example 1411, a user may conduct z search for
information about aviation by entering search terms into a search query text bax 1405 and
submitang 1486 the search. Some of the search results 1418 include Muthmks 1410.
‘When a user moves over the links, they may find further references to the MultilLmked

content 1420 by selecting items from the MultiLink menu that pops up 1445. Tt should
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also be noted that the positioning and appesrancs of menu items may change based on

end-user activity wacking, as will be discussed in greater dstail in Fignres 16-20. For
example, if the “Call Firm Now™ option becomes popular, it may move up and become
the first menu item selection instead of the “Home” option 1446, The MultiLink menus

ey pop up from fextresults 1410 or as part of 2 banner ad 1430, 1422,

[60167] In another embodiment, ussrs may procure MultiLink menu enabled
sponsored links 1417, 1444. In this embodiment,-a user procurad 2 sponsored link from &
search provider, For example, the user went fo & search company Web page (e.g.
Google), filled In thelr contact information aud provided informaton specifying the
sponsored link fhey would like. Normally, a user wonld specifv certain keywords and
provide a sponsored link and some accompanying iext that would be displayed in
response to u search for the specified keywords, This is extended by the Autolinker and/or
MultiLink editor. MultiLinks for an advertised itemn would have already been created,
&..., by the Autclinker. Instead of providing a regﬁlm‘ link, the user could specify
MultiLink. Further, the user may employ the MaltiLink editor to tailor a MultiLink menu
as has already been discussed. As such, the user may now i)xovide a Mulilink menu to
fhe search company instead of & mere link, and this will result in premrum sponsored
links having Mulilink menns pop-up with more information when 2 user moves their
cursor past 1410, 1417, 1445, Thus, carrying the example, when a ussr eners a search for
gration lawyers” in & search field 1405, QSS, a results Web page 1444 will show
results 1418 that inclnde premium sponsored links 1417. When a nger moves their cursor
past the MultiLinked results 1410, a MultfLink menu 1445 pops up and may be used to
access mors information. Sirpilarly, the positioning and appearance of menu items may
change Based on end-user activity here as wall. For exaraple, the order of the cities 1447

may change as driven by the frequency of end-user payment, by advertisers paying for
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placement (c.g., Roston firms may pay more and their memu eniry would move to the
top). In these embodiment, because the Mulfilinks are so rich in information, and they
are both inter and intra Inked, any advertising Hinles using MultiLinics will in many cases
be found 1o be more relevant as search resulis. Such Multilinks will have higher click-
through rates than regular single-linking URLs, and thus would be more valuable in an

advertising context,

{00168} FIGURE 15 illustrates example MultiLink applications. In another
embodiment, a Multilink advertisement may be placed contextually within other relevant
content, such as within an article or 2 product review, a research study, & music Web sits,
and/or the like. In one example, MultiLink menus could be put in the order as driven by
popularity of click-throughs by mdependent source data guch as & song’s current top-40
chart rating 1510, 667. In the following example, o DO for “Boeing” is displaved within
a Business Week article, driving the user back to MoGraw-Hill’'s World Aviation
Directory (i.c., the owner of the DOI) where the desired information may requirs s
subseripion or 2 pay-per-view transaction from the user 1515 | In the following cxample,
a book review in Business Week may display the DOI for the book being reviewed, and
the MultLink menu could refer the user to Amazon or other retailers for purchase. Either
the prbligher itself (as the owner of this DOT), or Business Weel': (by using the Multilink
Syndicator to modify the local appearance of that menu insofar es that menu appears
within Business Week) may seek fees from the retailers for placement on the MultiLink
menu, The fees may take on a number of forms, such as on a referral-commission basis,
on a flat placemant fee basis and/or on any other besis including those described below
and/or elsewhere. For example 1525, a neer may sesk to buy 2 version of the book and
select Barnes & Noble, and as such a referral foe would be received by Business Week

from Barnes & Noble. Also, MuliiLink menus may employ end-user activity tracking to
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determine what ads are used most. Further, sponsored resowrces may be nsed to rotate
particular sponsors in the MulbiLink menus based on usage. As such, 2 Web site may
increase ad revenuss because the end-user fracking would expose wimning sds more

frequently and thus, the Web gites would earn more money as their cck-through rates

Inorensed.

[00169] In another embodiment, an advertirement may actually be placed on the
MultiLink menu for another itemn, in effect using the Multilink menu in 2 simdlar way 1o
a billboard as screen “real estate™ and/or any other form of advertising inventory. In one
example, a uvser could move over & “Leam More” item having a Mullilink with

sponsored resources 1330, As such, placement on the MultiLink menu could be offered to

sponsoring advertisers for « fee, which could vary according o prominence of the fonts
and colors on the mweny, inclusion or exclusion of graphics ox Jogos, or placement in terms
of the order of mexw choices, Placement may also be rotated amongst different

advertisers, with fees varving according to how frequenily a given advertiser’s link(s
» £ & o &

. would appear, or what fimes of day, In what confexis, in response o certain kinds of

search queries by the user, according fo the geographical location of the user, according to
the language of the vser, according to user profile information which bad been previousty

siored or had been captured as part of a dialogue with the user, and/cr the like.

[80270] in one embodiment, the mechamism for populating sponsored Hrks will be
based on receiving payment from adveriisers for a cermin mumiber of user mpressions and
for specified “key word” activities. As such, if a spousor paid for 1,000 impressions
related to “‘diabeies” keywords, then the Syndicator may vary the generation of menu
specifications based on paid for Hoks. In ons example embodiment, a placeholder tag is
put into & MultiLink record, e.g., <Sponsored Link>, into which & sponsored link may be

placed. A ISICImay then issue a database query based on keywords associated with
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embedded MuliiLinles In Iz content pages, wherein it seieets for such keywords with paid
for impressions. Upon identifying such sponsored items, the Syndicator may then insert
the sponsor’s link into the MultiLink placeholder. As this may be done in real-iime, as a
user mousing over & call for a MultiLink menu, the generation of the menu specification
may be provided on demand with the most current adverfisers selecied from an
advertising databage. As the menu will be digplayed, a debit of impressions for the
sponsored Hok may be recorded in the advertisement database, leaving the sponsor with,

e.g., 99% impressions.

[00171) In another embodiment, placement may be provided on the Mulilink
mexu to external organizations that represent online partners of the DOI owner, and
which may link to related resources or produsts or services offered by the parmer.
Placement could be granted on a fat-fee basis, or as part of & reciprocal Hoking
axvangement, or as part of an arrangement whereby ons or both parties may compensate
eanch other via referre! commissions for purchases made by visifors who amived via the
other party’s MultiLink menu, on a per-click or per-visitor referral basis, and/ar any other
business arrengement. Fees could also vary accordmg to all the embodiments and
variations described previcusly and/or elsewhete m this document. In one example, two
parties are snown fivst with their own independent DOIs 1535, and then with interbnlong
berwesn them 1537, As can be seen, the Smapshot reports Multilink menu 1535 38
integrated into the, e.g., SRI’s, Mulilink menu as a sponsored link 1537, I should be

noted that interfinking may take place with two or more parties.

[00172] In another embodiment, an mtermediary such as a retafier, distribuior,
aggregator or syndicator such as Dialog, Factiva, Lexis-Nexis, etc. could elect fo display
DO Muliilinks within iis service, thus enabling Multilink-referred traffic back to the

owner’s site and/or to any other site designated by the owner, with a referral commission
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or otber compensation being earned by the displaver of the Multilink. Rather than
loading and re-selling content or products per so, the intenmediary may monefize its
or user base to drive sales back fo the DOY owner or its designated parties, thus
benefiting from ite role as a conduit, For example, & condnit site may display 2 DOI (e.g.,
for “William Clay Ford™ owned by Thomson Gals, which would then direct users 1o

saleable Gale products such as various Biography documents 1540.

100173 As such, Mulilinks have an imp  upon “patural” search engine
raxdings, whether they are employed in aov or in any ofber context. Many
searching systems, lilke Google, rank relevancy based on the numbsr of lnks o & given
content item. When they spider the Web, they index Web pages and track the mumber of
links to 2 given comdent iters or ‘Web page. This information is then used in their
relevance-ranking algorithms so that when a user searches for a given term, the term is
not only associated with the content item but is relevance-ranked according to (among .
other factors) the number of links which point to that item. Thersfore, when MulfLink
DOIls provide imteriinking between many related items, and when those iems in turn -
interlink betwesn many other related iteros (includipg potentially the original _item), the
net result is to boost the relevance ranking of the item within search rtesults on search
enmmes or other sites which provide search results. The association per s2 of a unser's
search guery with the particular ftem found may or may not require an independent
asspciation method such as berween the DO MultiLink and other words on the Web page
on which it appears, or between the DOI MuoliLink and keywords in the header or
metatags of the Web page, or via any other mechanism by which a search becomes
associated with a particular search rssult, but the ranking may be influsnced by the
interlinking of related iterns via the DOI Multilink, Purther, the more items are

interlinked, the greater the ranking impact becomes. Further still, if the DOI MultiLink is
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distributed to mnultiple locations on the Internet, instead of only on the owner’s site, and
regardless of whether this distribution 1s achieved via use of the MuliiLink Syndicator or
via manual ad-hoe postings on Web pages or via any ofher method, the rapking fmmact is

further magmified by the presencs of these multiple DOT Multilinks in more locations.

061741 The impact on search engine ravkings can be estimated via a component of
the Autolinker, wherein the mumber of interfiniced #tems, and the degree to which fhey are
rlinked, can be assessed to provide an estimate of the extent to which search engine
rankings could be affected by the spidering of these Mulfilinks by search engines.
Although the specific rapking algorithms utilized by search engines sre gemerally not
publicly known, an impact factor can be estimated. This impact factor can then be further
extrapolated to estimate the furfher mpact aceruing from the degree to which those DOIs
may then becoms distributed around the Internet to be found by search engine spiders; th
more placas they are found, the greater the impact on rankings ‘because each location
represents yet another place in which the spiders will encounter a DO, traverse ali of its
Multilinis, encounter those DOTs, traverse all of their MuliLinks (including the original
DCI), ste. These estimafes can also be used to help the DO owner understand how it
could better interlink related information. For example identifying items which have very
little interlinking associated with them (or none, as could be embodied in & “MuliLink
orphan report™), which in furn could identify a failure of the DOI owner’s categorization
process,-and as such, may highlight 2 weakness in the effeciiveness or accurecy or

completensss of its taxonomy, or other useful diagnostic conclusions.

[80175] What follows is one example embodiment that can make such
measurements:

#sroiniper) ~w

# add Yocal libs to @INC patk

use FindBin
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R0
use Hb SFindBinReallir . Ak

nae sivick
use warnings;

=pod
=head) RAME

computs_statistinspl -
Compars crawler results o database

=head]l SYNOPSIS
Crawl DOIs and pracess with compute_statistics.pl —

##H Expects input from ST
% compute_statisties.pl ~prefix 10,1225 ~verpose ~veibose

#4 When vsed fu concert with doi_crawlerph
$ doi_crawlecpl —url hap/idolcontentdiventions com/mrhitisp japfoi=10.1225/682025 4
| compute,_gtatistics.pl -prefiy 1011225 —verboss --verbose

=head{ DESCRIPTION

Based on output from doi_crawlerpl, compute_statistics.p! will compare the
results 1o the conent of the database. This script will output the following:

* Count of matches

* Count of missing |

* Count of unknown DOIs

*Tist if matches, rdssing, and unknown DOIs (in verbose mode only)

=headl OFTIONE
The soript fkes the following options:

=over
exjtem w-prefh

The DO frapmant agaios which to raateh results in foe databasge.
‘This string will be used to sciect DOIs from the HANDLE table
i the Oracle dawsbase where DOL LIKE *$prefix%s'.

=itemm —verbose

This oprion increases the amount of information which is output. You
Tnay 1se this opton mMore than ones to increase owput.

If specified oace, this will cause compute,_statistics.pl to list ali (he
MISSING DO,

H spesified twice, this will cause eompute_statistics.pl to also listgll the
UNKROWN DO,

H specified tiries, this will cause compure_staustics.pl to alzo st all the
MATCHING DOl

=em —Jelp
=iteon —man
=hack

=cut

nse CDIDRE:
use Getopi:Long;
use Pod::Usage;

# Set up gatopts
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my ($help, $man, Sprefix, Bverbose);
Fvaroose={;

GetOptions( ‘help' => \Ehelp,

nan’ == \Suan,

‘prefisess' => Gprefix,

vernosed = \Sverbosz );

pod2usage(1) if Shelp;
pod2usage(-verbose =" 2) if Sman;

# Validate input
podzusege{“No DO prefix specified”) waless (Sprafix);

# Clean up profis
Forefis = sAA_fg;

# Belect all DOJs from databasze which raateh prefix

may Bdbh = CDInDEF-new._oracle(); .

Ty Bsth = $dbhi->prapure“seivct DO fram HANDLE whers 10T Kke *. Bprefix ."%");
$sth-exaoute();

# Store found DOIs in hash for easy access

30

40

45

50

55

60

my %db_dois = (};

while (my ($8ui) = Ssth->fetehrow_srrav() {

$db_gois {Sdoij+;

# Output URL swmumary ling
my Surl = <ETDIN>;
chomp{§usl);

print "Summary of conpected DO

# Compare found DO to those passed into STDIN,

# Filo imo two buckets: matehing, wlknown

my @matching = ()
wmy @anknown = ()
while (<STDIN>Y {
chomp(;
my Sdoi=§_;
if (exisis(3de_dois{Sdoi})) {
push{@matching, $doi};
delete(3db_dois{Sdei});
else
push{@ulomown, Sdol);
)

1
i

# Derive third bucket: missing
my @raissing = keys(¥db_dois);

# Ountyut details, if ~-vorbose
i (Sverbose > 2) {

print "Matbing DOIND e mormeencsma AT

- foreach my Sdoi (@matehing) |

priut "Sdofwn®;

}
print ooy

)

if ($vatboss) {

print "Missing DOIsn-
foreach my Sdoi (@missing) {
print “Sooint

print "uA;

}

'
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if {Svarbose > 1) {

print "Unknown EOTs o e i Aat'y
forsach my 8dof (@unknown) {

print “Sdof\n';

3

print "oin'
}

# Outpat summary

my Seount_matehing = sealar{@matehing)
my Seount_missing = stalar{@missing);
my Seount_unknown = scalar{@unknown);

print <<BOF,

DO Staristics

TMatcing: Scount_matching
Iissing: Scount missing
Unimown: Soount_umimown
BOF

[00176] In the shove embodiment, & measure of the degres of imerlinking may be
obtained my comparing DOIs jound through crawling against s datsbase of (s.g.,
sponsored) DOIs. As such, the ISICT will craw] Web sites indexing their embedded DOIs.
Ther the results from crawling are compared to the index results in the databage and also
to spongored Hnks in fhat database. In so doing, the ISICI will count the number matches,
missing and woknown DOIs In one embodiment, marching and comperison may be
achieved by comparing a fragment of 2 DO o monitor the degree of matches for a family
of DOIs, The ISICI may then commpare found DOIs to any DO in the database or to any
specified DOIs. In one embodiment, the ISICI performs such analysis for every DOL and
stores it jn an interiink/index and ranking tabie in the ISICT database 1519, In one
emboairnent, DOLs with a higher number of matching tinks are ranked higher than those
with 2 lower amount. A rankings report may be generated by selecting for the highest
matched DOIs resulting in a report gavging the popularity of DOJs. Such reports may be
automatically and/or periodically generated and sold. In apother embodiment, such
reports may be produced for sponsored links, Such siatistice! mformation meay be sold
separately and/or inchided as part of a service of sponsored links. Also, a rankings Hst

may be provided periodically to the general public acting as a gauge of confent
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popularity, i.e., a sort of Billboard top most popular list for DOk and confent.
Furtoermore, such popularity lists may be broken down info multiple areas of interest.
Rankings may be lmited to just music content, to personal DOIs identifying popular
people, o services which identify the most popular service providers, For example, the
ISICT may select only @ single sector, e.g., law firms, and generate a popularity index for
law firms. In another embodiment, the ISICL may limit its selection to the field of current
movie teleases. In yet another embodiment, selections may be Jimited to a certain
category of products, e.g., automobiles, Furthermore, the selections may be linyted by
tiine parameters. Selections on rankings may be made for a certain time pertod. As such,
if the ISICI selects interlinking statistics for the aviomebile industry for the last 12
months, the rankings will be so limited. In another embodiment, if no time constraints are

placed on such a seloction, then popularity throughout time may be ganged.
foG177} In one embodiment, maximizing search engine rankings may be achieved
by assigning DOIs o the keywords and/or terms of a taxonomy and/ar controlied

vorabulary, and the MuliiLinks xuay then be directed o any or all of the following or any

-other resources: other keywords of the tfaxenomy; all products or publications relating to

those keywords; services associated with those keywords; vendors or retailers or other
kinds of partners associeied with those keywords; and/or the lie, For example, a DOL
assigned by & company to the iemm “avienics repair” 18 MultiLinked io all of the
company’s products soross all its ines of business that are related to the ferm “aviomos
repair,” whether these products are books, company darsbase records in the World
Aviation Directory, Business Week or AviationWeek atticles, upooming conferences,
sponsored Iimks such as already described above, andvor the like. In such an example,
search results would come back from any search engine with Mulilinks weighted

towards the top 1545 as there is 2 greater degres of inferlinking.
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[00178) In another embodiment, the same taxonomy tenn and MuliiLinks that
would cause the term to rise higher in the search engine rankings counld also be used to
inerease the value of placement of pariner links on the MulfiLink menu, even in contexts

ere the DOT appears ofher than mthm search engine results per se. For example, a
company’s DOT for “ﬁabet% mellitus” could be seen contextnally within a research
study, wherein the Multilink would drive users to the company’s partners (s.5., WebMD,
Atking, the scientific journal liferature provided by Ovid, stc.), where such placement on
the menu is offered for a fee proportional to that term’s ranking on search engines {or on

any other basis, such as those described previously).

INTEGRATED. INFORMATION.ENGINEBRED, SELF-IMPROVING SYSTEM FOR,
ADVERTISING, E-COMMERCE AND OTHER CUSTOMER INTERACTIONS
ONLINE

i001?9} Prior 1o the ISICL there were no ad formars that represented information-
engineered menus of links, which may provide the user wifh 2 guided navigation
framework to multiple deep links that facilitsie access 10 additional information, offers,
purchase trapsactions, rtelated products, efc. No other formats offersd & complete
navigation framework to all information and Iinks relating to the product or subject of the

ad.

Multilink User Interfaces
{60180} FIGURE 16 illustrates example MultiLink applcations and user interfaces.
Further, the navigation frameweork represented by a Multilink has an underlying engine
that creates, maintains, and centrally controls these links, either via 2 human editing
process or more typically via an automated “assembly Iine” prosess that creates and

tains these menus based on product data fed by the advertiser. Purther still, in
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MutiLink mems go even further than embodying information and Iinks relating to the
product or other subject of the ad; the menus can also include Iinks that point deeply to
back-end system data such as in-stock imventory information, local dealer information,
special offers from various retailers of the product, and/or other kinds of information or
fransactions that require sophasticated integration with other online or offiine systems.
This capability also encompasses varying degrees of awlomsted integration. For example,
in one embodiment, a Multilink memn may centain a deep liuk pointing o back-end
system: information. As has already been discussed in Fignwes 2-3 and throughout this
disclosure, such deep ks may bave been oreated by consultation with the target
systam’s technclogy staff, database admindsirators, Web masters and/or the Hie; also, the
desgp links may be reverse-engineered throngh observation and dednefion. fu another
emmbodiment, the Mulﬁ'i.inl; THenu ﬁeaﬁawmamtmzmce gystern may actally reireve
information from the back-end system in advanes of creating the mepn itself In other
words, the Multilink’s menn weciﬁéaﬁon 1oy be generated and or updated by retrieving
wformation from 2 back-end system (e.g., current fnventory information 1615, special
pricing or bundiing (see 1820 of Fipure 18), coupons, rebates, and/or the like). As such,
this allows the ISICI to create and/or upda’te‘ MuodtiLinks based on information
dynamically retrieved from baclk-end dafebase systems, This allows a user io obiain,
navigate and interact with back-snd fnfommetion without baving o navigate firough
actua: Web pages andfor target references. Figure 16 showe & MultiLink menn with
composite information detailing the mveniory and price of specific antomebiles 1615. An
end-user may even enter form information right within a Multilink menu 1625 without
having to waverse the actual -undedying target reference links contmined within the

MultiLink menu. Alternatively, the MuoltiLink moenu allows a user to navigate 1o the back-



10

i
LAy

20

86

end system 1620 by selecting a menu selection 1621 targeting o reference address where

the user may interact with the back-end system directly 1622.

ISICT Topolopy
[00181] FIGURE 17 is of & mized datw flow diagram illustrating embodiments of 2
Muliilink eco-system, Cenerally, the ISICL allows for the creation and maintains of
Multifink menus 1705, The creation of the iMuitiLink menus results in the registration of
MultiLinks in an UPTUNI global registry 1715. Syndication of the MultiLink menus take
place 1720 and as the Multilinks and menus are propagated and displayved 1725 by end-
users, a MulfiLink tracier collects information aboui the end-users inferaciion with a
given MultilLink menu 1735 and stores that tracking mformation i a Muliilink tracker
database 1740. This wacking information 1740 may be used by advertisers and other
service providers 1750 to further refine, repair andior otherwise service the Multilink
menus. In one embodiment, a qualify assurance provider 1750 may use tracking
information to assure MuliLink Integrity 1707 28 MultiLink menus are being meimtained
and/or created 1705, For example, if & particuier MultiLink menu entry becomes very
popular and the target reference of that menu eniry becomes overwhelmed so that many
users are demied access, the quality assurance service provider 1750 may repair the
Multilink menn 1755 specification by providing an updated tavget reference (e.g.,
providing a new farget xeference for an alternative server with greater capacity, providine

an alternative menu entry, and/or the like).

[00182] In another embodiment, an ad agsncy may use the tacking mformation
1745 to refine MuliLink menus so that more popular menu selectons are more
prominently displayed. For‘;example, an ad agency might move a popular menv selection
towards the top so it is more easily selected; move a less popular menu sefection towards

the top so it is more easily selected in an attempt to make that selection more popular;
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place sponsored advertising in menn selections; allow for advertisers to bid for placement
of advertising; and/or the like. Alsc, the Muliilink menu may include menu ftems that ars
all, partially or devoid of sponsored advertising. In one embodiment, a specified mumber
of Mulilink menu item slots may be reserved for sponsored adveriising. The number of
ftem slots may be anywhere from nove, to soms, o all of the MultiLizk menu items. In
such an embodiment, advertisers may bid for placement of their ads in the available spots.
In one embodiment, the bidding and/or placement of ads is based on the context of: the
other MultiLink mepu items, the coments of the targets the MuliLink menu jtems, the
contents of the cause of the Multilink menu item (e.g., & hyypotlink and/or its reference),
tlhe comtent of the end-user’s current point of navigation (e.g., their currently displayed
Web page), and/or the like, &t shonid be noted that the advertising slots may themselives
be twacked. For example, the MuliLink tracker may allow for the determination of more
effective placement of ads m o MuldLink menu. Tor example, in some copiext, slots
devoted w Multilink menu ads may work more effecively sprinkled throughout the
MultiLink menu, while in other contexts ads may work better if featwred in more

locaiione (e.g., at the top of the MultiLink menu). Furthermore, the format of
Mulilink menu ads may be refined throngh tracking, For example, in some contexts
WMuliUink menus that prominently express they are ads {e.g., by preceding any text 1n a
bultilink menu ad slot with “AD) may wok better, while in other contexis having
Multilink menu ads that blend in with the remainder of the Multilink menus may be

more sffective,

1001831 Ax such, advertisers would be able to modify the Mubhilink menu
specification tpon n response © wacking informmation from the MuliTink wacking
database 1740. In one embodiment, a consulting industry may be engaged w provide

marketing and product strategies as to how to best populate and design MultiLink memus
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1705 as part of an overall marketing strategy 1760. As such, the markefing consulianis

will also benefit from the end-user fracking information stoved in the database 1740,

(061841 A more sireambined view 1775 of the gbove deseribed feedback loop
demonstrates how cach of the aforementioned components ey generally interact with
one another. in this simplified view, shows a continnous oycle of seifimprovement 1773,
The feedback loop rotates counter-clockwise, starting at the top with “Consuling” 1760,
In this embodiment, the consulting service begins the business process of working with
chienis to cepture thelr product aud marketing sirategies and their understanding of their
target customers’ pmchasing Hfe-cycle. The consultants can try fo best gange an initial
seed of items to populate the MultiLink menn for a particular marketing campaign. This
initial seed roay be used to actually create the Multilink with the creation/maintenance
component 1703 as has ziready been described (e.g., via & fully-automated, data-driven,
“assembly line” proccssvusing the Autolinker, or whether via & manugl creation procoss
uging the Multlink editor, and/or the Hie). The MultiLink server 1726 enables the
displav/clickless pavigation the Multilink memn. The Syndicator 1720 diswibuies the
limks anywhere on the Web without requiring # losal software install, vet stll aliows for
individual local-sito customization just as the Mullilink server doss, e.g., when it is
instalied on a lccal site, The guality assurance component 1755 checks the imegrity of
MuoltiTinks, Af this point, the Multilink fracker 1735 may track and report end-user
behavior back to eifher the creaﬂaﬁfmaintenanés component 1705 and/or to the

consulting facility 1760,

[06183] FIGURE 19 is of 2 logic flow diagram {llustuiing embodiments of a
MultiLink mepu mwacker. The MnltiLink fracker may collect fracking information in at

least two ways: receiving tracking information directly tesulfing from an end-user
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intersction with & MuliiLink mene 1903 (e, clicking on a Muliilink menu item
resulting in engagement of an HITP post to the MuldLink tracker server address) 1905,
spidering Web servars for usage logs 1915, and/or the like, The Multilmk tracker
smplove a spider to retrieve the nsape logs at Websites across the Internet 1915, In one
embodiment this is achieved by spidering 1o every IP address 10 a statistics page (e.g.,

htt://123.123.123.123/statistics). In another embodiment, arrangements are made with

ISPs and host providers to transfer nsage logs on 2 regular basis from FTP points, Once
the usage logs are obtaiped 1920, the Multilink tracker may begin amalyzing the
individualtusage entries in the logs 1925, In one embodiment, the MuliiLink tracker will
analvze each log entry 1925 continuousty (until it exhansis all enfrics in all Web logs,. In
another embodiment, the MultiLink tracker may process the logs et specified times (s.g.,
ag inftiated through oron jobs) 1925, Alternatively, the Multilink trackexl may receive
tracking information directly from end-user actions 1905 (as has already been discussed
in Figure 2). When the MuliiLink fracker receives tracking information directly 1903, it
may pass each end-user tracking item on to be analyzed on a continnous and dynamic
basis 1925, or alfematively, the MultiLink tracker may store such tracking information
(i.e., HTTP posts) in its own Web server log 1907, which may be processed along with

other logs 1925.

[00156] Generally, Web servers maintain Web logs that lst every single reguest
made by users. Geperally, these lists are ASCI lists that iranseribe fhe full HTTP address
and request, As such, when the Auiolinker generates parameters that are appended to a
wacking address (as was described in Figure 2), the Web logs will bave lists that may be
parsed for such information. In one embodiment, the Web logs may contain entries such

as this:
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00187 httpi/fwerw.chrysler.com/bridge/full_mventory.htm!?linkstorm _path=cross
fire

{060188] The actual Web address reference ig
“hitp/ferww.e  sler.com/bridge/full invemtory.html” and is followed by a parameter
that idontifies the “crossfire” menn item (see 1602 of Figure 16) in the MuliLink menu.
In an alternative embodiment, menn ftem munbers are used as parameters, as was alveady

discussed in Figure 2, e.g.:

100189} http:/fwww tackerserver.composivalues7doi://10.1009/0385960789 7 men

ulD:12345%over:4 menuTier: 1.2 %hover:2mmenu TierClick: 1:3

[00190] Thus, each such emtry 1925 in the Web loe -E., pOpping every
ASCI string that is separated by a carra turn and parsing for DOL 1830 and
parameter values 1940). Numerous parameter values may be incinded and parsed such as:
hover times, menu iiem selection values, menu specification ID; and/or the Jike. In one
embodiment, when a MulfiLink menu specification ID) is passed as a parameter, the memu
specification may be obtatned 1935 and used as & dynemic template in parsing the
parameters 1940, Upon parsing out end-user fracking activities 1930, 1940, the MuliiLink

racker may save those parsed values to its database 1919.

fo0151; FIGURE 20 shows a MultiLink tracking user interface and tracking loe.
The MultiLink wacker datzbase ray be queried by imdividoals through a Muhilink
tracker interface 1205, The Multilink tracker interface may provide SQL queries to the
database to provide various activity tracking statistics 2030, 2035, 2046, 2050 for each
Multilink menu 2071 and its sub menu items 2072, For example, date ranges 2053 may
be provided in the interfsce, which are then used to conswain the SQL selest of data so

that the variouns metrics ere limited to that date range. Various statistics lke menu item
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roll-overs 2030, clicks 2035, click through percentages 2040 and average time spenton a
memn subitern 2050 may be discerned. These tracking values coms from Web logs.
Alternatively, DOI handle use may be tracked via a Web Jog 2080 {hat maintains the
accessed DOT 2010, number of accesses 2013, title 2020 and other types of information.
However, the Mulfilink tracker dafabase mey salso be gueried and accessed

programmatically through HTTP requests that are parsed into SQL reqguests, For sxample:

[60192) htipe/fwww.trackerserver.com/query?doi: 10.123/12345 {?statistic type}
[00193] In the above example, a DOT “10,123/12345” would be used as the basis

of 2 select cornmand and the database would send back an HTTP post of all the matchine
database records to the requesting agent. The amount of iracking information may be
further Inmited wiih the addition of an optional “?statistic type” parameter. For example,
the addittonal parameter might be “menuliem:1:3,” which would returmn statistics only for
the third fiem in the second tier memu for a given DOL Another search Hmiter is
“clicked,” which would retum only fhe total numbsr of clicks for a given DOL As such,
various eniities mayv make use of the tracking mformation from the Muliulink tracker

database.

TParchase wovele Compression

100194) FIGURE 21 illustrates a purchase cyvele, In one embodiment, the ISICI
addresses the problem with prolonged purchase cycles and potential purchaser attdtion.
The purchase cyole for high-engagement goods and/or services 2105 is depicted m 2
multi-fier chart 21035, High-engagement purchases require a purchaser to make numerous
decigsions that are based on various objective and subjective factors. Bxamples of high-
engagement purchase may inclede: automobiles, boats, homes, professional services (e.g.,
medical, legal, efc. services), stereo systems, televisions, and/or the like. The figure

ilustrates that in the earlv stages 2110, purchasers may spend anywhers from 2-6 months
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deciding on just which segment they are interssted in. For example, when shopping for
cars, purchasers may spend several months deciding if they want an SUV, & mini-van, 2
station. wagon, eto, Afier identifving a segrent 2110, in & middle stage purchassrs may
them spend anywhers from an additionsl 1-3 months deciding on which brands they ars
interested in 2115, After that 2115, in a late purchasing stags, purchasers may spend from
1 week fo 1 month deciding on specific products and/or features within 2 brand 2120, Ror
example, if purchasers decide on buying = ngge Crossfire autornobile, they may need
some fime to decide if they want various options like a sunroof, a deluxe stereo package,
a particolar color, eto, Finally, in 2 last purchasing stage, purchasers may spend 1-2 weeks
finding = transaction partner 2122, For example, the purchasses may go to several
automobile dealers in order to make a purchase. As can bo seen in the figure, the number
of potential purchasers 21171 decreases at each stage 2116, 2121, 2123 due o customer
attrition. In meny cases this attrition is caused by the loss of interest due to the long trme

mvolved in s multi-stage purchasing cycle.

06195 The ISICT manages to compress the purchasing cycle down from monthe

o moments. As can be seen in Figuwre 16, when a purchaser hovers over an ad that is

MultiLink menu enabled, they may obtatn information zbout various market segments

(e.g., numerons car types are available for the purcheser to examme under the lins-up
menu item) 1616, a‘r;om; the brand 1617, and even the inveniory of various dealers 1613
Thus, the enfive purchase cycle, from first ad fmpression straight through purchase may
be achieved by navigating a single menn. Furthermore, as customers make purchases and
thelr activities ave tracked, advertisers may refine menu items and information that were

favored by purchasers to further increase menu efficacy.
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Agdynonal Tracker Bmbodimenis

j0015s] The ISICT s tracking services have the ability to guanttaitvely measure the
effectivensss of the MultiLink mem by actually monitoring the results of end users’
interactons with these memus. In one embodiment, the ISICT system can determine how
many hits and unique visitors ave driven 0 & given Web site vig the Muliilinl menus, a5
opposed to hits and visitors that axrived at that Web siie any other way. This allows for
precjis«a morndtoring of the menu’s sffectiveness by measuring the hits and visits that are
specifically and directly attributeble 1o fhe menu, rather than just cirourastantially related
as is the case with offline media advertising. In addition, if the farget Web site hag 2
shopping cart capsble of recognizing and crediting & referral code, then the system can
determime how many actuzl sales, subscriptions, or other commercial transactions were
referred wia that Multilink menu. In this way, an actual monetary benefit and refurn-on-
investment can be attributable to the Muhiliok reenu. The system cau also measurs the
menr’s rate of click-through and tate of sales gmzversion by compazing these eventral
hits, visite and purchases against the original number of visitors who were exposed o the

menn in the first place,

[00127] The Multilink memu’s role in the pew adveriising model a8 has been
described bersin, The ISICI cap measure the effectiveness of a MultiLink memu ag an
actual expression of au adveriiser’s conception of the end user's decision-making process
{e.g., where different branches and pathways of the menn corrsspond to different stages in
the prospective customer’s decision Iife-cycle, amd where each stage of this lfe-cycle

imples its own set of information needs). The system con actualty track the effectiveness

* of the marketer’s conception of the life-cycle, as embodied i the meny, by empircally

measuring the scenracy of its fif with actual customer behavior, As such, o some extent

even & marketer’s efficacy can be measured based on changes they effect on MultLink
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campaign design. We have described how it is possible to compress the
aleing cycle by providing in a single menu all the information needs required
by an end-user throughout the eniire decision-making cycle. In addition o compressing
the cyele chronologically for any one customer, this approach aiso has the benefit of
mg a wider range of customers because, at any given point in time, many customers .
st who are already In various stages of the decision cycle, and yet all of them can be

ed viz this single ad,

[60198] Such measnrement may achieved by ftracking the specific vpaths
v users through the menc. Thus, in one embodiment, instead of just measuring

the effectivencss of the MultiLink as a whote n aggregate, the individual pathways on the
MultiLink menu can be monitored and/or measured to determine effectiveness (e.g.,
whether or not the whole menu drives click-throughs and purchases may be measured as
tien of how the individual pathways on the memn), Further, the ISICT mayv monitor
ately measure each distinct pathway through the menu, and report back how

many fimes users chose certzin paths as compared with others.

[001991 There are at least two approaches by which such wmacking may be
accomplished: 1) the ISICY can track the nser’s behavior in interacting with the menu per
se (i.e., oven before choosing to click through amy particular menu Yok}, and/or 2) fhe
gystem can track the end result of the user’s Interaction when the user acinally olicks
tirough & particular Iink and arrives at the target (e.g., Web page, shoppin  ast, query,
and/or any other transaction). In some respects the two approacheé overlap in that they

the same wser behavior but from two different angles. The two different ends of
the vser’s olick-through may be viewed as a) the menn end where the user beging by
clicking away to the target site, and ©) the target-site end where the user arrives. In other

1espects, the two approaches measure phenomena differently:
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[60z60 1) The “menu per se” [“memu per se” is just a suggestion - feel fres to
reject. But 1 did change the subsequent ocourrences)approach tracks the user’s interaction
with the menu itself (i.e., the frequency of rollover on the various expanding hierarchical
s of the menu, the hover time on individual sections or individual links, the hover

the menu overall prior to any click-through, ejc). The menu per se approach can

2lse track the fact that user eventually clicks through & particular menu choics. But then
once the user bhas left and gone to the iaxget site, the per se approach, generally, is not
wilored to retrieve furfher user activity information without employing the second “larget
tracking” approach. (which can be later integrated with information from the “menu per

¢ approach).

100201) 2) The second “marget tracking™ approach -tracks the user’s arrival and

subsequent behavior on the target site itself, but generally does not wack what the user

doing on the menu prior to the click-through, at least uniil its information is
integraied with the information captured by the “menu per s¢” approach. However, ong
exception occurs when by inferring the user’s bebavior on the menu prior w the chick-
through based on tracking statistics captured on the target site. For example, if the same
nger (as identified by IP address, by parameter passed fn;m the mem, and/or the like
mechanism) were to 1) first arrive at one page on the target site, then 2) a moment later,
arnve at a different page (having ageain reached that page from the menu), then 3) a
moment later, arrive at yet a different page (again having gone back to the menu in the
meantine), then it s still possible to gather satistics that sre informative regarding the
user’s behavior on the memu, Some of the siatistics that may be inferred include: the time
tequired to return and navigate down a different wee of the menu, the relative utility of
different menu choices that might be adjacent on the menu and which either generated or

did not generate additional click-throughs por se, and/or the like.
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[00202] In one embodiment, the tracking mechanisms themselves can bs described

more fully as follows:

[00203] Approach 1) With “menu per se™ tracking, statistics such as frequency of
rollovers for different parts of the mem:, hover times on different parts of the menu,
average -tirne from menu opening o click-fiwongh, eto. can measured fough any of
several mechenisms. In one embodiment, a pixel associated with an HREF can be
embedded within 2 menn label as a tracking pointer, so that the mouse~over of that menun
item is registered om the server associated with the HREF. In another embodiment, a
particular menu label can be assoclated with HTTP Post, so that any event associated with
that menu Isbel {e.g., a user clicking through if) can be recorded by a server which is the
target of the HTTP Post, even while the user herself is actually sent on to the other target
reference associatﬁdv with that menn label (Le., the target reference (e.g., a8 URL) is

intended for the ussr to go it upon click-through).

[00264) Approach 2) With “mrger  cking” each distinct click-through point on
the menv (&, ack menu choice which is capable of sending a user off w 2 target
reference (e.g., Web site, shopping cart, process, query, and/or auny other transaction) can
have a mechanism such as a referral code which would have been appended or pre-
pended to the tarpet reference in advemce, Such codes may be supplied during the
creation/maintepanse of Multilink menus. As such, when a user amives at the 1arget
reference, the referral code identifies the user unambiguousty as having come not only
from the Multilink menu in general, but from a particular menu choice on the MultiLink.
For example when the uvser clicks on “Search Inventory” 1627 of Figare 16 and goes to
Chryster’s generéivpmpase ‘Web page 1622 of Figure 16 where a user can sgearch
inventory, the menu label “Search Chrysler Invenmtory” would have 2 URL of

“http://wrerw chirysier.comyv/bridge/full_inventory htmli?linkstorm_path=crossfire,” where
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“Vinkstorm:_path=crossfire” is the referral code and value ndicating that this user came
to this page via the menu choice under “The Chrysler Linenp ~> Crossfire > Search
Inventory” pathway on the menu, and not from, say, the path “The Chrysier Lineup —~ PT
Cruiser - Search Inventory” or the peth “Owning a Chrysler — Purchasing - Ssarch

Inventory™ or any other path that might also lead to that same target URL. In this way, the

. 1e}ative popularity of the different patbways can be measured. Similarly, on the target

website where the user arrives, the site’s standard server logs will record the fact that this
user came to the page htip/fwww.chrysler.com/bridge/full_inventory.html by actually
gqmg 0 the URL
hitp:/fwww chrysler.com/oridge/full_inventory htmi?inkstorm_path=crossfire,” and thus
it is possible to search and refrieve all records of visiis io the latter URL (or any URL
euding with the referral code “Thinkstorm_path=crossfive”}, and io compile these stafistios
Into an Bxcel spreadsheet, the ISICI database, and/or any other reporting mechsuism.
Similarly, if the user proceeds to make 2 purchase, most web sites’ standard shopping cart
functionality can also recognize that same teferral code and credit that referral with a %

conumission of the sale price, or simply frack and report on the success of the referral.

[08205} The results from the targei-sitc-end can be integrated with the results of
“menuv per s¢” approach from the menv-end in order to produce consolidated analytical

metrics such as click-through rates, sales conversion raies, and the ke 2005 of Figure 20,

jo0zas] - These metrics may then be (automatically) furmeled back info the menu
creation/maintenance system 181 of Figore 1. According to certain business rules
established in advance, these metrics can be set up to automatically drive modifications o
the Temn itself going forward. ¥n one embodiment, & rule may be created that changed the
order of menu hinks once a day by shuffiing them in order of actual populerity during the

preceding day, or cumulatively. For exeample, the “Call Fim Mow” 1446 of Figure 14
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could place moved fo the iop of the menu if it proves the most popular. In another
sxample, the “Sponsored Resources” link on the menn 1530 of Figure 15 is an ad in its
own tight; the ad lives on the “resl estate” of a MuliiLink menu. The menu can be filled
with the luk from a particular S8ponsor, or rotated onto the menn more frequently than
another Sponser’s Hols, if the first Sponsor turns out 1o draw greater sliclc—throggh-ra?tes.
This MuliiLink ad menu embodiment has the byproduct of maximizing ad revenue for the
site hosting the menu because placing a more popular menu choice on the menu mors
frequently will draw greater click-throngh rates, and this iz often 2 divect driver of the

hosting site’s ad revenues.

j00207] Another example tule is to drop & certain choices from the menu entirely if
they are rarely imteracted with (i.e., they were never clicked on (or even hovered over)
within a one-month period). Another example is a rule that took a menu choice from
lower down in the hierarchy (e.g,, the “Search Inventory” memmn choice 1621 of Figur

16) and moving to the first level of the menu hierarchy 1633 if it proved to be popular.

[60208] In another embodiment, changing menu position (and/or adding or
dropping links) may be based on complex measurements lke the ratio between hover
time and click-throughs, the frequency with which a user clicks through certain merm
choices after viewing a full-motion avdic-accompanied video within the menu 1610 of

gure 16, and/or the like.

j002097 Multilink menus can also be locally customized on & pariicular site. This
may extend to specifying different referral codes that may also identify the referrals as
coming from a particular instance of that menu on a particular aite. For example, the same
ad placed on cne publisher Web site could bs amended to Include a referral code spesific
to that site, whereas the same ad placed on 2 different publisher’s site may be amended io

include a referral code speoific to that site.
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{00210] As such, the I8ICI tracking mechanisms can be elaborated with various
rule sets specific {o varying organizations. This may become & basis for creating affiliate
networks, where each affiliats can use ap affiliate-gpecific referral cades to identify it
own referrals, and thus, receive sales credit for its own sales referrals or even for stmple
cligl-throughs fhat might be compenseied on 2 per-click basis. Tns same feature can also
be used in & security/access conwol coniext, where only refemals from 2 certain trusted
web siie will be allowed o view confidential information on the target site such as
medical patient records, reilitary/intelligence nformation, or published content requarmg

subscriber status in order to view,

[00211) As described elsewhere in this application, the source data that drives
modifications of the menn need not be related at all fo aomal user behavior in comzestion
with the menus, A modification to place a certain model of car at the top of the List could
be driven mstead by imdependently-measured sales records indicating that this was a fasi-
selling model. In Figure 100 (RealPlayer example), songs conld be added or dropped
from the menu, or thetr order changed, according to independent source data such as the |
songs’ current top-40 cbart rankings. In Figure 99 (MSN Search example), law firms
could be listed within 2 given city in an order that was driven by how frequently users
actually click on the various fimms (as monitored through our tracking mechanisms), but
the order could alternatively be driven by independent data such as the overall spend of
the different firms for advertising or other services from Martindale-Hubbell, the cwner

of the Mudtilink menn,

j00212} in one embodiment with Chrysler cars, local dealer inventory information
is actually refrieved from Chrysler’s back-end systems and brought forward right into the
meny upfront 1615 of Figure 16. Such information may be pulied sciectively based on the

sales performance of the individual dealers. This sonrce data mey come from Chrysler’s
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other back-end systems (s.g., its sales database), or even from the individual dealers’

sales datebases. Alternatively, the local dealer information way be selected for display
based entirely on the end users” behavior as measured through our tracking systen itself,

as has already been described.

[30213] - Independent scurce data may be comprised frow many other types of
sources such as: demographic information about the users, either individually or in
agpregate; user preferences and mterests és recorded i other independent systems;
georraphical location of the user, time of day when the menu iz being viewed; and/or the

ke,

[00214] Orverall, the feedback mechanism allows MultiLink menus to become self-
tmproving based on feedback from the real world. That feedback can drive changesin a
sophisticated, information-engineered menu that may be aﬁ expression of the whole range
of cugtomer information needs required by a wide range oﬁf cﬁzstcmers across & wide range
of stages of their purchasing cyele. As such, that expression may become self-improving
based oo actual empirical information regarding its own effectivensss, and/or based on
other independently-collected information that can make fhe meny more relevant and
useful to the custormer, as well as more effective for the advertiser. These self-improving
modifications can either be follv-antomated based on rules, or manually implemented

based on human review of the daia on aser behavior and/or other source data.

[00215] . Bven where modifications employ human judzment, the ISICI provides
automated mechanisms fo greatly assist the process. The MultiLink edifor permits
updating of the Multilink menu and then the posting of the updated record fo the Handle
System; it should be noted that any other “level of indirection” for updating, maintaining
and/or serving the menus would serve equally well in principie:,v and is equally covered by

the present invention, however, any other such altemative approaches may derive
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additional scalability sad standards-based bensfits from the Handle System. The

MultiLink editor may provide & visual indicator of the statistics indicating the relative
popularity (e.g., impressions 1836, click throughs 1837, click-through rates, hover thmes,
frequency of rollover, cte.) that has been recorded for these various menu choices, In fhis
marmer, the human editor has the empirical tracking dare available vight within the

MuliiLink editor where the changes are actually made.

Numerons Embodiments

60216} As such, prior to the ISICI there were no systerns that had a feedback loép
with takes this lind of data and fesds 1t back fo the beginning of the process where the
menus are actually created and maintained in the fitst place. In terms of distribution and
amtenance, ad formats once placed by the ISICI are automatically maintained. Refore
the I8ICI existed, when a c@g& wag required, the ad itself had to be changed and then
re-gerved out to all locations. As such, updating ads mvolved a time delay, especially in
the case of Rich Media ads where the purpose of the ad is primarily attention grabbing;
such ads are creative-intensive, labor»inténsive and graphics-intensive and as a
quence, they require significant amoums of Hme to uwpdate reference Hnks, With

snch older style ads, even when they were fmally revised, the new “master” copy had to
be delivered to an ad serving mechandsm, which fhen served the revised ad out 1o all
appropriate locations. In conirast, the ISICI overcomes such limitations becanse all of the
ads in every location may be controlled centrally every fime they are loaded; therefors, a
tevision to 2 Multilink menun propagates instantly out to all ocourences of the 2d nsing

the MultiLink menn on the Web.

100217] MNote that the ISICT approach can equally be appled to traditional ad
serving mechanisms as well (l.e., Multilink menus may be served through DoubleClick,

et al). Multilinks can also be layered right on top of any existing ad format such as a
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banner, Rich Media ad, contextual ad {e.g., Google’s Sponsored Livks), contexmal Iinks
(e.g., Vibrant Media), video files {e.g., Quickiime), andior the like. Thess other ad
formats may serve as the delivery mechenism for Multilink menvs, Thus, the Mulilink
menus may be disiributed throngh existing distribution metbods in addition to andfor in
place of the ISICI's call o n cenwal directory such as the Handle Systern. Any other
“leve] of indirection” for updating and maintmancs; would serve egually well m prinviple
by providing additions] sculability and standards-based benefits of the Handie Syster.
Axother advantage is thet MuliiLink mepu ensbled ads are engimeered, informational,
fonctional, navigable, and cempally comtrolied. Purther, that central control is now
aupmented with a feedback loop that mproves the menus based on empirical uvser

‘behavior data as fracked from users” interactions with the menms.

{00218] This feedback may bs achieved via human judsment based on this sourcs
data {e.g., where the menus are either modified mamually, or the automated “assernbly
line™ process is modified to apply different menu creation males poing forward based on
human judgment), or the feedback improvements can be fully automated (e, becoms
antomatically selfdraproving) by allowed the data to drive changes in the menus dixestly,
based on pre-stored business mles. Bxample rules inolnde: menu items that are tracked
having greater numbers of selections are moved to the top of 2 menu; menu items that are
tracked having greater durations of hover fime from an end-user’s cursor are moved 1o the
top of menw; sponsored links with Tugher bids are placed higher in 2 menu; newer menu
item entries are put higher in 2 menu (e.g., new product armouncements); less frequent
mem ifems are put to the top of & menn List to attempt o increase click throughs:
mapping of mitside ists are nscd to generate menu link orders (e.g., top-40 lists are used

to rank menu items); and/or the ke,
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[60219] Taken together, the integrated suite of services represented by the ISICI

enables entirely new comnceptual approaches to adverfising and customer interaciion
online. For example, the MultiLink menu enabled ad not only enables the user to pick
from z wide varieiy of choices in relation fo an ad (e.g., instead of only a single Ink
resulting in nevigation o a splash/landing pags), it also enables a fundamentally different

approach to servicing users.

[60220§ The following are some of these new approaches, and the new business

processes that they introduce:

(60221} In ome embodiment, because these Multilinks provide such a wides array
of deep links o the user {e.g., Muitil;in}: menus ate limited only by the practicalities of
sereen size, and typically comprise at least 30-40 separate links, neatly unfolding via
hierarchical “drop-down menus), they expose the user to the entire nmiverse of opiions
available to them; 1t allows ugers to navigate through all the choices available at reference
target {&.8., a Web site) stmply via a mouse rollover, without having to click through from
screen fo screen on = petentially new and unfamiliar Web aite. This “cliekless
mavigation,” which can be e;cplored via rollover alone, radically reduces the amount of
wme required to bring a user directly to an offer, a shopping caxt, or a related product.
This “clickless navigation” is superior to the traditional approach of clicking throngh

fink (e.g., 10 an ad) to & Web site, then waiting for that page to load, reading the new
choices on that page, clicking through to something else, determining that the ¢lick was in
error and having to click back to follow another path incurring sirndlar navigation load
and re-display time penalties, ete, The traditionsl process is rife with potental for
frustration, errors, loss of custoreer attenfion, a delay for every single chick (for 2 new

page to load), and/or the like. Multilink menus overcome all of these shortcomings.
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[00222] Therefore while traditional ad formats are odented toward trying to
generate user clicks, even to the point of getting compensated based on click-throughs
(pay-per-click advertising models such as Google's AdWords and AdSense), the present
invention is premised on the idea that while every click is an opportunity, every click is
also.agigk. With Multilinking and slickless navigation, the time between capturing the
user’s attention and bringing the unser directly to what they really want is radically
reduced. After 2 fast and efficient exploration process via rollover, a single click brings
the user directly to what they really want. As a result, Multilink menus produce
significantly higher click-through rates than regular hyperlinks. In addition, when a user
does click through a MultiLink menu and arrives at a targst (e.g., a website), that user is
more lkely to make a purchase as compered with visitors who reached the site via

traditional Web ads,

{00223} In addition, MultiLinking presents the opportumity to service both a wider
spectrum of customers, and & wider spectrum of stages In customers’ purchasing eycles.
There 15 a natural life cycle to the custorner's purchase process, especially in the case of
purchasing decisions which are information-intensive (e.g., cars, consumer elecironics,
professional services such as doctors or lawyers, etc.), and the customer has different
Mo@aﬁon needs at the beginning of the cycle (e.g., 6 months away from buying a car,
when they're simply deciding whether to look for 2 mini-ven versus an SUV versus a
station wagon) than at the end of the cycle (when they now know the make, model and
features they want, and it has come down to who among their local dealers has the best
price or incentives, and actusally has the car in stock). MultiLinks are able to service the
entire spectrum of customers in all these stages of the purchasing cycle, aud 10 do it all

within a single menu. Hence the MultiLink menu compresses the purchase cycle.
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[ou224] Further, the design and implementation heuristics for Multlink menus

may fhen becomes more subject fo a company’s marketing strategy whereby different
custormers in different sfages of the oyele cap be servieed appropdately, yet all via the
sarne afh. This process can be Tacilitated wia consulling services and sharing of best
practices. As such, a MultiLink menu directly expresses the advertiser’s marketing
strategies with respect fo it parficular cugtomers and the pariicular stages of their
purchasing cyele, For example in Figure 16, the first menu choice “The Chrysler Story”
1606 expands to display 2 set of links oriented toward an garly-stage onstomer just getting
farniliar with different brands. The second choice “The Chrysier Difference” spawos a set
of links supporting the choics of Chrysler versus other brands, The third “The Chrysler
Livewp” 1618, which is actuslly shown expanded in the figure, provides detail on the
vazious Chrysler models; in addition, the MultiLivk menu takes ﬂlg; user all the way o
local dealer inventory mformation, which has been brought forward all the way from the
back-end inventory systems of Chrvsler anddor its dealer nﬁtwaﬂ:,' and displaved upfront

o the Wl memm.

sty

OGZQS} Further, the system is selfdmproving becanse the user’s behavior can be
monitored and then fed back info the MulﬁLiﬁ: creation/maintenance process going
forward. For example, looal dealers conld be added or removed from the menu based on
how many {or few) customers actually click on those particular dealers. Or the sowrce
data that drives the modification of the mem: can be ancther source entirely, such ae
Chrysler's own independent sgles records irxﬁicéﬁng which dealers are tuming over the
highest volume of sales. Or, once agam, the source data that drives menu immprovements
can also be the wacking data that captures custorsers’ aciual behavior in interacting with

the menus: e.g. changing the order of Chrysler models on the menu depending on which



10

108
models are hoverec on the longest, or adding or dropping certain sales incentives based

on whether or not they actually draw user click-throughs.

[00226] Multilink menus represent a new concept in advertising and indeed in
Web navigation generally. The creator of the link, who is after all the expert n knowing
ts- own produet line and its sirategies for markefing or susiomer service, defines the
overall navigation framework, yet the user is the one who chooses where to go. Unliks
the iraditonal struggle between the adveriiser who wants to intrude on the user’s
attention, and the user who doesn't want fhe distraction, MultiLink drop-down menus are
upobtrusive and customer fiendly, MultiLink menns are non-disruptive 10 8 user’s
browser state. They appear upon rollover and they disappear immediately when the user
mouses away. The user finds them informative, useful and efficient, even before having
to make a leap of faith by alickiug fhrough the ad. Furtoer, the vser ondy clicks through
particular links afier already determining that this is where hefshe really wanis w0 go.
Secing the full ranpe of choices in advance is Iil;e the seeing a glass door and simply
deciding whether to go through it to what is already visible on the other side, versus
seeing an opaque wooden door and having to make a leap of faith that there 15 something
usefuil on the other side. This is a winfwin, whers the advertiser gets to exposs the user fo
a wider variety of information and offers than before, yet it is the user who is empowersd

to navigate and choose,

fooz27] As suel, Multilink menus may nse any number of vehicles for aiding m

advertising, econuerce and user interactions, inchuding:
{00228] MultiLink-enabled Banner Ads (i.e., display ads) (e.g., 1677 of Figure 16);

[06229] Mulilink-enabled Sponsored Links (e.g., Google AdSense or AdWords)

{s.g., 1417 of Figure 14);
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{00230 Muliilink-enabled contextually-embedded links 1545 of Pigure 15;
[00231] Intermingling of content-oriented MultiLinks (e.g. where a publisher has
created MultiLinis for its own content, but is then wsing the same MultLink menu as
“real estate” on which it cen sell sponsorships, special advertiser links, ets.) (e 565 of
Figure 15);

[60232} Placing of MultiLink menus directly into documents, brochures, PDF fles,
ete, — where due to their persistence, they will always display the current/up-to-date tinks

that are maintained in the master record,

100233].. Placing of MuliLink mems into multimedia files, such as in video files,
50 when an end-user moves a cursor over the ";'ideo file, the menu is engaged and the user
may pauss the vioeo, and the MuliLink mem may further provide information about the
scene, products, ads, ete., .2, on a home improvement video, Flash video may engage 2
Multilink meny, which will have menu items about & product’s specifications from the

, accessonies, retailers that offer featured products for sale, ete.

[00234] Placing of Multilink ads into Media Players and any other places where a

product reference might go (e.g., 667 of Figure 15); md
602351 Placing of Mulfilinks within corporate intranets or other internal
“enterprise environments,” where acual user bebavior can drive ongoing, self-improving,

highly-sffective access to internal resourees (e.g., Figure 9 and 175 of Figure 1).
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INTEGRATED INFORMATION-ENGINEERED AND SELR-IVPROVING FACTLITY

FOR ADVERTISING, B-COMMERCE AND ONLINE CUSTOMER INTERACTIONS

CONTROLLER

[80236] FIGURE 22 is of a block dagram illustrating embodiments of an
Integrated information-engineered and Selflwproving facility for advertising, e~
commerce and onling Customer Interactions (ISICE controller 2201, In this embodiment,
the ISICI controller 2201 may o add, edit, process, store, search, serve, identify, instruct,

generate, match, provide and/or update MultiLink related data,

[00237) Typically, users, which may be people and/or ofher systems, engage
information techmology systems (e.g, commonly computers) to facilitare information
processing. In turn, companers souploy proeessors 1o process information; such processors
are often referred to as central processing wnits (CPU). A common form of processor is
referred 10 as & microprocessor. A computer operating systom, which, typically, is
software executed by CPU on 2 computer, enables and facilitates users to acecess and
operate cormputer information techmology and resources. Common resources employed in
information technology systems inglude: ioput and output mechanisms through which
data may pass into and out of a computer; memory storage into which data may be saved;
and processors by which information may be processed. Qfien information technology
systems are used io collect data for later retdeval, analysis, and manipulation, commonly,
which is facilitated through datzbase software. Informstion wchnology systems provide

interfaces that allow users to access and operate various system components.

[00238] In one embodiment, the ISICI controller 2201 may be connected to and/or
commuricate with entities such as, bui not limited 1o one or more users from user inpu
devices 2211, peripheral devices 2212; and/or 2 communications network 2213, The

ISICI controller may even be commected to andfor commumicate with a crypiographic
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processor device 2228, The ISICI controller may communicate with clients 2233 through
the communications network. The ISICT may be configured to serve multiple clients
and/or users 2233, In one embodiment, the ISICI may be distributed to bettor serve ISICE

demands and better balauce load and/or service requests,

[00239) Networls are commonly thought to comprise the intercommection and
interoperation of clients, servers, and intermediary nodes in a graph topology. Tt should be
noted that the term “server” as used throughout this disclosure refers generally to 2
computer, other device, software, and/or combination thereof that processes and responds
o the requests of users; and is frequently accessed across a communications network.
Servers serve their mformation to reguesting “clients.” The term “client” as vsed herein
refers geperally to o compuer, other device, software, or combination thereof that is
capable of processing and making reguesis and obtaining and processing any responses
from servers. Generally, the term “client” and “user” are interchangeable, and are used as
such throughout. A computer, other device, sofiware, or combination thereof that
facilitates, processes information and requests, and/or furthers the passage of information
from 2 source user to & destination user is commonly referred to as a “node.” Networks
are geperally thought to facilitate the transfer of iuformation from source points to
destinations. A node specifically tasked with furthering the passage of information from 2
source to a destination is commonly called a “router.” There are many forms of networks
such ag Local Aven Networks (LANS), Pico networks, Wide Area Networks (WANSs),
Wireless Networks (WLANg), ofc. For example, the Internei is generally accentad as
being ar interconueciion of & muliitude of networks whereby temote clients and servers

may access and interoperate with one another.
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100240} A ISICY controlier 2201 may be based on common computer systems that
may comprise, but are not limited to, components such as: a computer systemization 2202

connected to memory 2229.

Computer Systemization
[00241] A compuicr systemization 2202 may comprise a clock 2230, central
processing unit (CPU) 2203, a 1ead only memory (ROM) 2206, a random access memory
{RAM) 2205, and/or an interface bus 2207, and most frequently, although not necessarily,
are all interconnected and/or commniunicating through a svster bus 2204. Optionally, the
computer systemization may be connected to an internal power source 2286. Optionally, a
eryptographic processor 2226 may be connecied to the system bus. The system clock
typically has a crystal oscillator end provides a base signal. The clock is typiczally coupled
o the system bus and various clock multipliers that will increase or decrease the base
operating frequency for other components intcrponnected in the computer systemization.
The clock and various components in 8 compuier systemization drive signals embodying
information thronghout the system. Such tansmission and reception of signals
embadying information throughout a computer systemization may be commonly referred
10 as communicetions, These communicative signals may further be transmitted, received,
and the cause of retarn and/or reply signal commmunications beyond the instant computer
systemizafion fo: communications networks, input  devices,  ther computer
systemizations, peripheral devices, and/or the lke. OF coumse, any of the above
components may be connected directly to one another, connested to the CPU, endfor
organized in numergus variations employed as exemplified by compuier svstemms.
In one opticnal embodiment, 2 global positioning system (GPS) receiver ay be

connected to the ISICI 2201; for example through fhe system bus 2204, A singie GPS
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cimp such as the Motorola Instant GPS chip may be employed fo provide the ISICI 2201

with location awareness.

062423 The CPU comprises at least one high-speed data processor adeguate fo
execute component instructions for exeenting user and/or system-generated requests. The
CPU may be 2 microprocessor such as AMD’s Aillon, Duron and/or Opteron; IBM
and/or Motorola’s PowerPC, Intel’s Celeron, Hanium, Pentlom, Xeon, and/or XSoale;
aad/or the lilke processor(s). The CPU interacts with memory through signal passing
through condnctive conduits to execnte stored instruction code aceording to conventional
dats processing technigues. Such signal passing facilitates communication within fhe
ISICT controler and beyond through varous interfaces, Should processing requirements
dictate a greater amount spesd, paraliel, mainframe and/or super-computer architectures
may stmilarly be employad.!ﬁtemaﬁve&y,. should deployment requirements dictate greater

portability, smaller Personal Diglial Assistants (PDAS) may be employed.

[00243) The power sourcs 2286 may be of any standard form for powering small
electropic civouit board devices suck as the following power cells: alkaline, Hihinm
hydride, lithium ion, nicke!l cadminm, solar cells, and/or the ke, Other types of AC or
DC power sources may be used as well. In the case of solar esllg, in one embodiment, the
case provides an aperture through which the solar cell may capture photonic energy. The
power cell 2286 is connected fo at least one of the intercommected subsequent corponents
of the ISICI thereby providing an eléctric current to all subseguent components. In one
example, the power sowrce 2286 is connecied fo the systermn bus component 2204, In an
alternative embodiment, an cufside powar source 2286 is provided through a comnection
across the YO 2208 mferface. For example, 2 USE and/or TEER 1394 vonnection carries

both data and power across the comnection and is therefore a suitable source of power,
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Interface Adapters
[00244)] Interface bus(ses) 2207 may accept, cammect, and/or comrmunicate to a
number of inierface adapters, conventionally although not nccessarily in the form of
adapier cards, such as but not limited to: input outpat inmterfaces (I/O) 2208, storage
interfaces 2209, network interfaces 2210, andfor the like. Optionally, cryptograplic
processor nierfaces 2227 similarly may be connected 1o the interface bus. The interface
bus provides for the communications of interface adapters with one another as well as
with ofher components of the computer systemization. Interface adapters are adapted for a
compatible interface bus, Intexface adapters conventionally comnect w the imerface bus
via a slot architecture. Conventional slot architectures may be employed, such as, but not
limited to: Accelerated Graphics Port (AGP), Card Bus, (Extended) Industry Standard
Axchitecture (B} ISA), Micro Channel Axchitecture (MUA), NuBus, Peripheral
Component Interconmnest (Extended) (PCYZ)), PQI Express, Personal Computer Memory

Card Interpational Association (PCMCIAY, and/or the iike.

[00245] . Storags interfaces 2209 may accept, communicate, and/or connect to a
number of stofage devices such as, but not limited to: storage deviess 2214, removable
dise devices, end/or the like. Storage interfaces may employ connection protocols such as,
but not limited to: (Ultra) (Serial) Advanced Technology Adtachment (Packet Interface)
{(Ultra) (Serial) ATA(PL), (Enhanced) Integrated Drive Electronics (E)IDE), Instituie of
Electrical and Electronics Engimeers (IEEE) 1394, fiber chamnel, Smell Computer

Sysiems Interface (SCSI), Universal Serdal Bus (USB), and/or the like.

[00246] Networlk interfaces 2210 may accept, communicate, and/or connect to a
commmunications network 2213, Newwork interfaces may employ conuechon protocols
such as, but not Hmited fo: direct connect, Ethernet {thick, thin, twisted pair 10/100/1000

Base T, and/or the Hke), Token Ring, wireless connection such as Bluetooik, Celivlaz,
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TEEE 802.11a-x, and/or the like. A communications network may be any one and/or the
combinstion of the following: & direct intercommection; the Internet, a Lacal Area
Network (LANY; & Metropolitan Area Network (MAN); an Operating Missions as Nodes
on the Internet (OMNI); o secured customn connection; &8 Wide Area Network (WAMN): a
wireless network (e.g., employing protocols such as, but not Hmited to a Wirsless
Application Protocol (WAP), I-mode, and/or the Itke), and/or the like. Carcier mediums
may inclade: cable, satellite, ;elephqne, utiliyy, and/or the like. A network interface may
be regarded as a specialized form of an input output nterface. Further, multiple network
inferfaces 2210 may be used w0 engage with various comuunications network types 2213,
For example, multiple network interfaces may be employed to allow for the

communication over broadeast, mulficast, and/or unicast networks.

[00247] Ioput Qutput interfaces (J/0) 2208 may accept, commnmicare, and/or
comnect fo user input devices 2211, peripheral devices 2212, cryptographic processor
devices 2228, andfor ths Iike. YO may employ connection protocols such as, not
limited to: Apple Desktop Bus (ADB); Appis Deskiop Comnector (ADC); audico: analog,
digital, monaural, RCA, stereo, and/or the like; IEEE 13%4a/m; infrared; joystick
kevboard; midi; optical, PC AT, PE/2; parallel; radic; serial; USE; video interface: BNC,
coaxisl, composite, digit;xl, Digital Visnal Interface (DVI), RCA, RF antennae, S-Video,
V@A, and/or the like; wireless; and/or the like. A common output device i3 a television
get 145, which accepts sigunals from a video imferface. Also, a video display, which
typically comprises a Cathode Ray Tube (CRT) or Liguid Crystal Display (LCD) based
‘th an interface (e.g., DVI circuitry and cable) that accepts signals from a video

¥ be used. The video interface composites information gemerated by e

computer systermization and generates video signals lba.sed on the corposited mformation

in a video memory frame. Typically, the video interface provides the composited video
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fnformation through a video connection interface that accepts & video display interface
{(e.g., an RCA composite video connentor accepting an RCA. composite video cable; a

DV1 connector acoepting 2 DVI digpiay cable, ele.).

f00248] User input devices 2211 may be card readers, dongles, finger print readers,
gloves, graphbics tablets, joysticks, kevboards, juouse (mice), remoie controls, retina

readers, trackballs, trackpads, and/or the ke,

" {00249] Peripheral devices 2212 may be connected andior conunumicate to VO

andfor other facilities of the like such as network intexfaces, storage interfaces, snd/or the
like. Peripheral devices may be audio devicss, cameras, dongles {e.g., for copy protection,
ensuring seours transactions with a digital signature, and/or the liks), external processors
{for added functionality), goggles, microphones, monitors, network interfaces, printers,

scanners, storage devices, video devices, video sources, visors, and/or the like.

[p0250] It should be noted that although user Inputl devices and peripheral devicss
may be employed, the ISICI contvoller may be embodied as an embedded, dedicated,
andfor monitor-less (Le., headiess) device, wherein acocss would be provided over &

network interface connecton.

[60251] Cryptographic wnits such as, but' not lmited to, microcontroliers,

processors 2226, imterfaces 2227, andior devices 2228 may be attached, and/or

commumicats with the ISICL contoller. A MCGBHCIE microcontroller, commonly

manufaﬁtured by Motorola Inc., may be wsed for and/or within cryptographic units,
Bauivaleni microcontrollers and/or processors may also be used. The MCGBHC1S
microcontroller utilizes a 16-bit mnltip)y—and»accumula'te instruction in fhe 16 Mz
copfiguration and yequires less than one second fo perform 2 512-bit RSA prvate key

operation. Cryptographic units support the suthentication of communications from
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intemc;ﬁng agents, as well as allowing for anonymous transactions, Cryptographic undts
may also be coufigured as part of CPU. Other commercially aveilable specialtzed
cryptographic processors include VLSI Technology’s 33 MEz 6868 or Semaphore

Communications’ 40 MEz Roadrunner 184,

Memory
602821 Generally, any mechanization and/or embodiment allowing a procsssor to
affect the storege andfor retrieval of information is regarded as memory 2228, However,
memory is a fungible techuology and resource, thus, any number of memory
embodiments may be employed in lieu of or i concert with one another. It is to be
understood that a ISIC] coniroller andfor a computer systerpization may employ various
forms of memeory 2229, For example, 2 computer systernization may be confignred
wherein the functionality of on-chip CPU memory (e.g., registers), RAM, ROM, and any
othér storage devices are provided by a paper paach tape or paper punch vard mechaniso;
of course such an embodiment would result in an extremely slow rate of operation. Ina
typical configuration, memory 2229 will include ROM 2206, RAM 2205, and a siorage
device 2214. A storage devics 2214 may be any conventional computer sysiem storage.
Storage devices may include o drumy, » {fixed and/or removeble) magustic disk drive; a
magneto-optical drive; an optical deive (L., CD ROM/RAM/Recordable (R}, ReWritable
BV, DVD R/RW, eic); andfor other devices of the like. Thus, » computer

systemization penerally requires and makes use of memory,

Commponent Collection

[00253] The memory 2229 may contain a collection of program and/or datsbase
components andfor data such as, but not limited to: operating system component(s) 2215
(operating system); information server componeni(s) 2216 (information server), user

interface somponent(s) 2217 {user interface); Web browser component(s) 2218 (Web
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bfowsar}; database(s) 2219; cryptographic server component(s) 2220 {cryptographic
server); Information Access Multiple Resolution Server (JAMRS) component(s);, ISICI
component(s) 2235; and/or the like (i.e., collectively 2 compoment collection). These
components may be stored and accessed from the storage deviqgs and/or from storage
devicss accessible through an interface bus, Although non-conventional software
componenis such as those in the component collestion, typically, are stored in 2 local
storage devics 2214, they may also be loaded andfor stored, in full or in part, in memory
such as: peripheral devices, RAM, remote storage facilities through a communications

network, ROM, various forms of memory, and/or the like.

Operating Svstem
[60254] The operating system component 2215 is executable instruction code
facilitating the operation of a ISICI controller. Typically, the operating system facilitaics
aceess of IO, network interfaces, peripheral devices, storage devices, and/or the lks, The
operating system may be 2 highly fault tolerant, scalable, and secure system such a3
Apple Macintosh O8 X {Server), AT&T Plan 9, Be OS, Lmux, Unix, and/or the like
operating systems, However, more limited andéor less secure operating systems also may
b.e employed such as Apple Macintosh O8, Microsoft DOS, Palm OS, Windows
2000/2003/2.1/95/98/CE/Millenium/NT/XF  (Server), amd/or the like. An operating
system may conumunicate to and/or with other components in a component collection,
meluding itself, and/or the like. Most frequently, the operating system commumnicates with
other program components, user nterfaces, and/or the like. For example, the operating
system roay contain, communicate, generate, obtain, and/or provide program compoenent,
gystem, user, and/or data commumications, requests, informstion, and/or responses. The
operating system, once executed by the CPU, may enable the inferaction with

coranunications networks, date, /O, perpheral devices, program components, Temary,
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user mput devices, and/or the like, The operating system may provide communications
protocols that allow the ISICI controller to communicate with other entities through a
communications network 2213, Various cnﬁxmunication protocols may be used by the
ISICI controller as a subearrier transpori mechamism for interaction, ok as, but not

limited to: multicast, TCF/IP, UDF, unicast, and/or the like.

Informaiion Server

[20255) An information server component 2216 is comprised of stored nstruction
code signals that engage the CPU cireuit components. The information server may be &
conventional Internet informaton server such as, but not limited to Apache Software
Foundation®s Apache, Microsoft’s Infernet Information Server, and/or the. The
information server may allow for the exesution of programn components throngh facilifies
such ag Active Server Puge (ASP), ActiveX, (ANSI) (Objeciive-) C (++), Common
Gareway Interface (CGI) seripts, Java, JavaScript, Practical Exiraction Report Language
{PERL), Python, WebObjecs, and/or the like. The information server may supporf seoure
communt ations protocols such as, but mot lmited to, File Transfer Protocol (FIF}
HyperText Transfer Protocol (HTTP); Secure Hypertext Transfer Protocol (HTIPS),
Secure Socket Layer (881}, and/or the Hke. The infonmation server provides results in the
form of Web pages to Web browsers, and allows for the manipulated generation of the
Web pages ihmough inieraction with other program components. After a Domain Name
System (DNB) resohition porfion of an HTTP request is .regolved 1o & particular
information server, the information server resolves requests for imformation at specified
locattons on a ISICT coniroller baéed on the remainder of fhe HTTP reguest. For example,
a request such as http://123,124.125.126/myInformation html might have the IP pordon of
the request “123.124.125.126” resolved by 2 DNS server to an information server at that

1P address; that information server might in tuen furfher parse the htip request for the
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“/myTnformation. htm!” portion of the request and yesolve it fo a location in ma—malry
contaiming the imformefion “myinformatonbiml” Additionally, other mformation
serving pmtcéola may be employed across various ports, eg., FIP communicaiions
across port 21, and/or the like. An information server may commusicate to andfor with
other components in a component collection, ncluding ftself, and/or facilities of the like.
Also, universal Description, discover and Integration (UDDI), Web Services Deseription
Lavgiage (WSDL), and Web Services Flow Language (WEFL) may be used as & basis
for date trapsfer and component updates. Most frequently, the information server
communicates with the ISICI database 2219, operafing systems, ofher program

components, user interfaces, Web browsers, and/or the like,

[002356] Access to the ISICI database may be achieved through a number of
database bridge méchzmjsms such as fhrough scripting languages as enumerated below
{e.g., CGI) and through infer-application commumnication channels as enumerated below
{e.g., CORBA, Web{)bjec‘tg{ ef?.). Any data requests through a Web browser are parsed
through the bridge mechanistn into appropriate grammars as requixed by the ISICL In ons
embodiment, the infonmeation server would provide 8 Web form acce:ssibla by a Web
browser, Entries made into supplied fields in the Web form are vagged as having been
entexed into the particular fields, and parsed as snch, The entered torms are then passed
along with the fisld tags, which act 1o instruct the parser fo generate queries directed to
appropriate tables and/or fields. In one embodiment, the parser may generate queries in
standard SQL by instantiafing a search siring with the proper join/select commands based
on the tagged text enfries, wherein the resuliing command is provided over the bridge
mechapism o the ISICT as a query. Upon generating query resulis from the guery, the
tesults are passed over the bridge mechanism, and may be parsed for formatiing and

generation of 2 new results Web page by the bridge mechavigm. Such o new results Web
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page is then provided to the information server, which may supply it to the requesting

Web browser.

[00257] Also, an information server may contain, communicate, generate, obiain,
and/or provide program component, system, user, and/or data communications, Tequests,

mformation, and/or responses.

User Interface
[00258] The function of computer interfaces in some respests s similar to
antomobile operation interfaces. Antomobile operation interface eiements such as stesring
wheels, gearshifts, and speedometers facilitate the access, operation, and display of
automobile resources, functionality, and status, Computer interaction interface elements
such as check boxes, cursors, menus, scrollers, and windows (collectively and commonly
referred to as widgsts) similarly facilitate the access, operation, and display of data and
computer hardware and operating gystem resources, functionality, and status. Operation
interfaces are commonly called user interfaces. G'raﬁhical user interfaces (GUIs) such as
the Apple Macintosh Operating Systemn’s Aqua, Microsoft’s Windows XP, or Unix’s X-
Windows provide a bascline and means of accessing and displaying information

graphically to users.

[00259] A user interface component 2217 is comprised of stored instuction code
signals that engage the CPU cirouit compoments. The unser interface may be =
conventional graphic user interface as provided by, with, and/or atop operating systems
and/or operating environments such as Apple Macintosh S, e.g., Aqua, Microsoft
Windows (NT/3P), Unix X Windows (KDE, Guome, and/or the like), mythTV, and/or
the lke. The wuser interface may allow for the display, sxecution, interactiom,
manipulation, andfor operation of program components and/or system facilities through

textual and/or graphical facilifies. The user interface provides a facility through which
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users may affect, interact, and/or operate a computer system. A user interface may

communicate to and/or with other components in a component collection, including itself,
and/or facilities of the like. Most frequently, the uwser interface commumicates with
operating systems, other program components, and/or the Iike. The user interface may
contain, communicate, generate, obtain, and/or provide program cormponent, systemn, user,

and/or data communications, requests, information, and/or responses,

Web Browser
[060260} A Web browser component 2218 is comprised of stored instruction code
signals that engage the CPU circuit components, The Web browser may be a conventional
hypertext viewing application sug!n as Apple Safari, Microsoft Intemnet Explorer, Mozilla
Firefox, Netscape Navigator, and/or the like. Secure Web browsing may be supplied with
128bit (or greater) encryption by way of HTTPS, SSL, and/or the like. Sorne Web
browsers allow for the execution of program components through facilitics such as Java,
JavaScripi, ActiveX, and/or the like. Web browsers and like infonmation access tools niay
be integrated into PDAs, cellular tclephiones, and/or other mobile devices. & Web
browser may communicate to and/or with other components in a component collecﬁ(‘m,
including itself, and/or facilifies of the like. Most frequently, the Web browser
communicates with information servers, operating sysiems, integrated program
components (e.g., plug-ins), and/or the lilee; e.g., it may contain, communicate, gensrate,
obtain, and/or provide program component, system, user, and/or datz communications,
requests, information, andfor responses. OF course, in place of a Web browser and
information server, a combined application may be developed to perform similar
functions of both. The combined application would similarly affect the obtaining and the

provision of information to users, user agents, and/or the liks from ISICI enabled nodes,
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The combined application may be mugatory on systems employing standard Web

browsers.

Mail Server
100261) A meail server companent 2221 is comprised of stored instruction code
signals that engage the CPU cireuit components. The mail server may be a conventional
Inrernet mail server such as, bt not Inmited to sendmail, Microsoft Exchange, and/ e.r the.
The mail server may allow for the execution of prograrm components fwough facilities
such as ASP, ActiveX, (ANSI) (Objective-) C (++), CGI geripts, Java, JavaScript, PERL,
pipes, Python, WebObjects, and/or the like. The mail server may support communications
protocols such as, but not limited to: Internet message access protocol (IMAP), Microsoft
Exchange, post office protosel (FOP3), simple mail transfer protocol (SMTP), and/or the
Hke. The mail server can rounte, forward, and process incoming and outgoing mail
messages that have been sent, relayed and/or ofherwise traversing through andfor to the

ISICL

[06262] Acoess to the ISICI mail may be achieved through a munber of APls

offered by the individual Web server components and/or the operating systemm.

[06263] Also, 2 maill server may contaln, comumumeate, generate, ob’
provide program ocomponent, system, user, and/or dats commmunicafions, Tequests,

information, and/or responses.

Mail Client
[00264] A mail client component 2222 1s comprised of stored instrustion code
signals that engage the CPU cironit components. The mail client may be a conventiona]
mail viewing application such as Apple Mail, Microsoft Entourage, Microsoft Outlook,

Microsoft Outlook Express, Mozilla Thunderbird, and/or the like. Mail clients may
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support a number of fansfer protocols, such as: IMAP, Microsoft Exchange, POP3,

SMTP, and/or the like. A mail clent may communicate to and/or with other compaouents
in & component collestion, ncluding itself, and/or facilitiss of the Iike. Most frequently,
the mail clent commumnicates with mail servers, opergting systemns, other mail clients,
and/or the like; e.g., it may contain, communicats, generate, obiain, and/or provide
program component, systemo, user, and/or data communicafions, requests, infonmation,
and/or responses. Generally, the mail client provides o facility to compose and transmit

elecronic mail messages,

Cryprographic Sarver

[o0z65] A cryptographic server component 2220 35 comprised of stored nstruction
code signals that engage the CPU circnit components 2203, crypiographic processor
2226, crypiographic processor interface 2227, cryptographic processor device 2228,
and/or the like. Cryptographic processor interfaces will allow for expedition of encryption
and/or decryption tequests by the cryptographic component; however,“the cryptographic
component, alternatively, may ron on a conventional CPU. The crypiographic component
allows for the ancrypt'ion and/or decryption of provided data. The cryptographic
component allows for both symmetric and asymmeiric (e.g., Pretty Good Privacy (PGP))
encryption andfor decryption. The eryptographic component may employ cryptographic
techniques such as, but not lmited to; digital certificates (e.g., 3509 authenticaiion
framework), digital signatures, dual signatures, enveloping, password access profection,
public key management, and/or the like. The orypiographic component will facilitate
numerons {(enoryption and/or decryption) security protocols such as, buf not Hmited to;
checksum, Date Enoryption Standard (DES), Elliptic Curve Encryption {(ECC),
International Defz Bncryphon Algorithm (IDEA), Message Digest 5 (MDS, which s a

one way hash function), passwords, Rivest-Cipher (RCS), Rijndael, RSA (which is an
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Internet encryption and authentication system that nses an algodtim developed in 1877

by Ron Rivest, Adi Shamir, end Leonard Adleman), Secure Hash Algorithm (SHA),
Secure Socket Layar (SSL), Secure Hypenext Transfer Protocol (HTTPY), andfor the
like. Employing such sacryption security protocols, the ISICT may encrypt all incoming
and/or outgoing commmmications and may serve as node within a virtual private networlk
(VP with a vﬁde.r commumications network. The cryptographic cormponent facilitates
the vrocess of “security anthorization” whereby acecess fo a resource s inhibited by =
security protocol wherein the cryptographic ;:omponent effects authorized access to the
secured resonrce. In addifion, the oryptogrmaphic component may provide umigue
identifiers of content, e.g., employing and MI35 hash to obiain a unique signature for m
digital andio file. A cryptographbic component may communicats to andior witk other
compenents n a component collection, includigg itself, andfor fasilities of the like. The
crypiographic compenent supports encrypiion schemes allowing for the secure
transmission of information across a communications network tw emable & ISICT
component (0 sngage in secure ansactons if so i:‘lejairf:du The cryptographic component
facilitates the secure accessing of resources on ISICT and facilitares the access of secured
TESOUTcEs on remote systems; 1.6, it may act as a client and/or server of secured resources.
Wost frequently, the cryplographic component commumicates with information servers,
opémting gystems, other program components, and/or the like, The oryplographic
component may comtain, commupicate, pensrate, obtain, apdfor provide program
component, svstem, user, and/or dsts commuunications, requests, information, and/or

TEEPONBES,

ISICT Diatabsse
[00z64] A ISICI database component 2219 may be embodied in a database and its

stored data. The dawabase is comprised of stored instruction code signals that engage the
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CPU ocirenit components; the stored instruction code porton configuring the CPU 1o

process the stored data. The database may be a conventional, fault folerant, relational,
scalable, secure databass such as Oracle or Sybase, Relational databases are an extension
of a flat file. Relational databases consist of a series of related tables. The wbies are
interconnected via 2 key Geld. Use of the key field allows the combination of the tables
by indexing against the key feld; Le., the key fieids act as dimensional pivot points for
combining information from varicus tables. Relationships generally identify links
maintained between tables by matching primary keys. Primary keys represent fields that
umguely identify the rows of a table in & relational dawmbuse. More precisely, they

umiquely identify rows of a teble on the “one” side of a one-to-many relationship.

[002673. Alternatively, the ISICI database may be mplemented using various
standard dars-structures, such as an awray, hash, (Hnked) list, struct, structured text file
{e.g., XML}, table, and/or the like. Such dats-structures may be stored in memory and/or
in (structured) files. In another altemmative, an object-oriented database may be used, such
as Frontier, ObjectStore, Poet, Zope, and/or the like. Object databases can include a
number of object collections that are grouped and/or linked together by cormmon
attributes; they may be related to other object collections by some common aftribuies,
Object-oriented databases perform similarly fo relationa] databases with the exception
that objects are not just pieses of data but may bave other types of functionality
encapsulated within 2 given object. If the ISICI database iz implemenied as a dafa-
siructure, the use of the ISICI database 2210 may be integrated into another component
such as the ISICI component 2235. Also, the database may be implemented as a mix of
data structures, objects, and relational structures. Databases may be consolidated and/or

distributed in couutless variations through standard data processing technigues. Portions
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of databases, e.g., tables, may be exported and/or imported and thus decentralized and/or

integrated.

[00268] In one embodiment, the database component 2219 inciudes several tables
2219a-1, which are representaiive of the schema, tables, structures, keys, entifies and
relationships of the described database. A& UNI (e.g., Handle, DOI and/or -other UNIs)
table 22192 includes fields such as, but not mited to: DOI, sreator name, creator contact
information, registration agency, and/or the like. An URL table 2219 includes flelds
such as, but not fmited to0; DOL, multiple resolution identifier, URL, and/or the Hke. A
metadatz table 2219 includes fields such as, but not limited to: DO, multiple resolution
identifier, URL, MultiLink menn specification, custom Held 1, custom field 2, ete., and/or
the like. A mulliple resolution table 2219d includes fields such as, but not limited to:
DOI, metadata, and/or the like. A RFID whle 2219 includes fields such ag, bur not
limited to: RFID number, DOL, multiple resolution identifier, GPS coordinates,
transaction mumber, and/or the like. A menu specification table 22191 inchides ficlds such
as, but not hmited to: DOI, metadate, muliiple resoluiion identifier, viewable eniry,
Multilink smenu specificafion, menu lsbel, and/or the like. An persopal {DOI
information} table 221%p includes fields such as, but not limited to; DOL multple
resolution idendfier, telephone number, Voloe over IP ID {e.g., the ID user rame and
password), instant messenger ID {(g.g., the I user narme and password), email, metadata,
and/or the like. A access control feble 22160 includes felds such as, but not Hmited to:
DOL, metadata, multiple resolution identifier, owner, users, confrol setting, and/or the
like. An inrerlink index table 2219 inclndes fields such as, but not Hmited 101 DOI,
metadate, multiple resolution identifier, sponsored Hnk status, number of matched links,
number of missing lixks, number of unknown links, popularity ranking, and/or the like. A

tracker table 221% mcludes fields such as, but not limited to: IP address, DOI, multiple
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resclufion ideniifier, number of times menu item  elested, mnount of ime ey Hem 1

considerad, number of time menu item is passed over, and/or the Hke. All the tables may

be related by (enhanced) DOL key field entries as e g
[00269] In one embodiment, nser programs may comain various user interface

primitives, which may serve to update the ISICI Also, various accounts mey require
customn database tables depending upon the environments and the types of clients & ISICI
mas; need to serve. It should be noted that any unique fields may be designated as a key
field throughout. In an aliemerive embodiment, thess tables have been decentralized inte
their own databases and their vespective database conwrollers (i.e., individual database
controllers for each of the above fables). BEmploying standard data processing techniques,
one- may further distribute the databases over several computer systemizations and/or
storage devices. Similarly, configurations of the decentralized database comrollers may
be varied by consolidating and/or distriibuting the varions database components 2219,
The ISICI may be confipured to keep track of verious setiings, inputs, and parameters via

database controllers.

[00270; A IBICT database may compmumnicate to and/or with other components in 2
component collection, including itself, and/or facilities of the like. Most frequently, the
ISICI database communicates with a ISICI component, other program components,
anVor the like. The databass may contain, retain, and provide infornation regarding other

nodes and data.

Information Access Multinle Resolution Server (TAMRS)
[00271) An TAMRS component 2225 is comprised of siored instruction code
signals that engape the CPU circuit components. Generally, the ISICI affects accessing,
obtaining and the provision of informstion, aundior the like berween nodes on &

commumications network. The IAMRS has the ability to resotve UNIs to mmltiple
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instantiations. Generally, the IAMRSE acts as & lookup facility to oreate, maintsin, and

update associations between e given piece of information, its DOL and jts current
losations. The IAMRS coordinates with the ISICT databage to identify nodes that may be
useful for fmproving data transfer for vequested information, for resolving to various
formats of the requesiing information, providing an enhanced mechanism io create
queries regaxdjilg the information, and/or the like, An IAMRS enabling access of
information between nodes mav be developed by emploving standard development tools
such as, but not Hmited to: C++, shell scripts, Java, Javascript, SQL commanc}s; Web
application server extensions, Apache moduies, .Pml scripts, binary executables, andfor
other mapping iools, and/or the like. In ope.nou-lmiting example embodiment, the
IAMRS server smploys & oryprographie server to encrypt and decrypt comummmications.
The TAMRS may service reguests, update association information for UNIs, and much
more. A ISIC] module may communicats to andfor with other modules in a m{;dﬂs
collection, meluding itself, and/or facilities of the Hke. Most frequently, the JAMRES
module communicates with o ISICT database, operating systems, other program modules,
and/or the like, The JAMRS mé}* contain, communicats, generats, obiain, andfor provide

program module, system, user, and/or date communicafions, requests, and/or responses

18101
100271} An ISICI component 2235 is comprised of stored nstruction code sigoals
that engage the CPU circuit componenis. As such, the ISICI effects accessing, obiaining
and the provision of information, servioss, transections, and/or the like across varions

commumcations networks.

00273} T one embodiment, the I8ICT component may further the provisioe of
Mulilink menus  reguesiing clients. A ISICI may have docess to a Mulfilink menu

specification that details what appearance the MultiLink menu is t have for a partcular
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requesting enfity. The disclosure teaches that monltiple ISICI may each provide multiple

views of a given MultiLink depending wpon the sequesting entity and/or the ISICI's
needs. In one embodiment, » ISICI provides advertising views of Multilinks that vary
depending upon for whom ibe ad is being placed. In one embodiment, the ISICI is
separate from the conteut provider, and facilitates requests for MuliLink meous apart
from = content provider’s Web page. In another embodiment, the ISICI is msprated into
& content provider's system. In vet anocther embodiment, the ISICI provides an
IntraConnect facility that Hmits access and r&f&renée to contept within an orgamzation,
The I8ICT also teaches n Multilink editor that allows the varving of Multilik DOI

records and menu specifications..

[00274] A ISICT component epabling access of mformation between nodes may be
devsloped by employing standard development tools such gs, but not Limited to; (ANSD
{Objective-y C (), Apache components, binary execuiables, database adapters, Java,
iavaScrim, mapping tools, procedoral and object oriented development tocls, FERL,
Python, shell scripts, 8QL commands, Web application server extensions, WebObiects,
and/or the like. In one embodiment, the ISICT server employs » eryptographic server
encrypt and decrypt communications. A ISICT component muay commundcate fo and/or
with other components in a component collection, inciuding iteelf, and/or facilities of the
likee. Most freguently, the ISICT component communicates with a ISICT dambase,
operating systems, other program compomnents, andfor fhe Hke. The ISICT may contain,
c(zmmunicate, generate, obtain, and/or provide program ‘companerm, systern, user, and/or

date communications, requests, information, and/or responses.
Digtributed 18ICT

f00275] The structure andlor operation of any of the ISICL node comtroller

components may be combined, consobidated, md/or distributed in eny mmmber of ways 1o
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facilitate development and/or deployment. Similarly, the component collecBion may be

combined in any number of ways to facilitate deployment and/or developmeni. To
accotnplish fius, one may miegrate the components info & common code base or in 2

facility that van dynamically load the components on demand in an integrated fashion.

160276 The component collection may be consolidated and/or distributed in
gountless variations forough standard date processing and/or development techmiques.
Muitiple instances of any one of the program components in the program component
collection may be instantiated on & single node, snd/or across pumerous nodes 1o mprove
performance through load-balaneing andfor data-prosessing technigues. Fusthermore,
single mstances may alse be disuibuted across multiple controllers andfor storage
devices; e.g., databases, All program component instances and comtrollers working in

concert may do so through standand date processing communication techniques.

00277 The configuzation of the ISICT controller will depend on the context of
system deployment. Factors such as, but not Hmited fo, the budpget, caparity, location,
and/or uss of the underlying hardware resowrces may affect deployiment requirernents and
configuration. Regardless of If the configuration reselts in move consolidaed andior
integrated program components, results in a more distributed series of progoam
components, and/or resulis in some combinztion between a consolidated and distributed
configuration, datz may be commumicated, obtained, andior provided. Imsiances of
coropongnts consolidated Imre a common cods base fom the program component
collection may comumunicate, obtain, and/or provide data. This may be accomplished
fhrough infrz-spplication dats processing communication techuniques such as, but not
limited to: data referencing (e.g., pointers), internal messaging, object instance variebls

cormmunication, shared memory space, variable passing, and/or the Like.
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80278 Tf component collection elements are discrets, separate, and/or extermal fo

ous ancther, then commumicating, obtaining, and/or providing date with and/or to Gt;xzer
component elements may be accomplished through Inter-application data processing
commmunication techmigues such as, but not limited to: Application Program Interfaces
(APL) informaiion pessage; {(distibuted) Component Object Model ((DHCOM),
(Distributed’ Object Linking and Bmbedding ({DYOLE), and/or the like), Common iject
Request Broker Architectre (CORBA), process pipes, shared files, andfor the like.
Messages sent between discreie component elements for inter-application communication
or within memory spaces of a singnlar component for intre-application communication
may be facilitated through the creation and parsing of a grammar, A grammear may be
developed by using standard development tools such as lex, yacc, XML, andfor the i,
which allow for gyammar generation and parsing functionality, which in tuxn may form
the Dasis of cowmmunication messages within and betwesn componpents. Again, the

éonﬁgmﬁnn will depend npon the context of system deployment.

[00279) The entirety of this discloswre (meluding the Cover Page, Tifle, Headings,
Field, Background, Summary, Brief Description of the Drawings, Detailed Description,
Claims, Abstract, Figures, and otherwiss) shows by way of illustrafion various
embodiments in which the clatimed invemrions. may be practiced. In describing
embodiments of the invention, in some cases spevific terminology has been used for the

sake of elarity, however, the invention is not imtended fo be limited to and/or by the

. gpecific terms so selected, and 1t is 1o be understood that each specific term includes a1l

technical equivalents which operate in & similar mammer to accomplish a simdlar purpose.
1t should be noted that terms and or phraseclogy in this disclosure are not exhaustive in

detail, and ave not provided as definitive definitions, Rather, the terms are provided herein
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simply as an aid to the reader. The terms are not Hmiting of the disclosure and/or claims

herein. The use of the terms may comtemplate any of the broader, and/or muliiple
gs  ond in common use, dictionaries, techuical dictionaries, and/or in acival use

in the techuical arte, ag well ag any broadening made throughout this disclosure. Also, the
advantages and features of the disclosure are of a representative sample of embodiments
only, and are not exhaustive andfor exclusive. They are presented only to assist in
understanding and teach the claimed principles. It should be understood that they are not
representative of all claimed inventions. As such, certzin aspects of the disclosure have
not been discussed hereip, That alternate embodiments may not bave been presented for a
gpecific portion of the mveniion or that further undesoribed altermate embodiments may
available for o porfion is not f0 bo considered o disclaimer of those aliernate
embodiments. It will to appreciated that -ma,ny s¢ undeseribed embodiments
meorporate the same principles of the invention and others are equivalent. Thus, itis 10 be
understood that other embodiments may be utilized and functional, logical,
argavdzational, structural and/or topological modifications mey be made without
departing from the scope and/or spirit of the disclosure. As such, ail examples and/or
embodiments are deemed to be non-timiting throughout this disclosure. Also, no
inference should bs drawn regarding those embo@iments discussed herein relative to
those not discnssed herein other than it is as such for purposss of space and reducing
repetition. For instancs, it is to be understood that the logical and/or topological structuze
of any combination of any program componenis (a component collecton), ofher
components and/or any present feature sets as described in the figures and/or throughout
are pot lmited fo a fixed operating order and/or srrangement, but rather, any disclosed
order i{s exemplary and all equivaients, regardless of order, are contemplated by the

disclosure, Purthermore, it is to be understood that such features are not Hmited to serial
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execution, but rather, any number of threads, processes, services, servers, and/or the like

that may execute asynchronously, concwmenily, in  parallel, simultaneously,
synchronously, and/or the Hke are contemplated by the disclosure. As such, some of these
featores may be muteally coniradistory, in that they caunot be simpltaneously presentin 2
single embodiment. Similarly, some features are applicable to one aspect of e tuvenbon,
and inapplcable to others. In addition, the disclosure includes other invemtions not
presently claimed. Applicant reserves all rights in those presently unclabmed inventions
including the right to claim suck inventions, file additional applications, continuations,
continuations i part, divisions, and/or the like thereof. As sueh, it should be understood
that aspects of the disclosure swpch as advantages, ambodiments, examples, features,
functional, logical, organizational, structural, topological, and/or other aspects ars not 1o
be considered limitations on the disclosure as defived by the claims or limitations on

squivalents 1 the claims.
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CLAIMS:

1. A method for execution by the processor for an advertisement or electronic
commercial transaction, including:

a step for receiving a request, from a client that accesses content, for a unique
persistent universal name identifier;

a step for acquiring a unique persistent universal name identifier menu
specification if said unique persistent universal name identifier menu specification exists;

a step for acquiring unique persistent universal name identifier record information
from a unique persistent universal name identifier directory;

a step for generating metadata for the unique persistent universal name identifier
directory if the unique persistent universal name identifier menu specification cannot be
obtained;

a step for storing the unique persistent universal name identifier menu
specification in the unique persistent universal name identifier directory of a unique
persistent universal name identifier syndicator; and

a step for generating a unique persistent universal name identifier menu from the
unique persistent universal name identifier menu specification, wherein:

the request for the unique persistent universal name identifier is induced from
content access and a code embedded in the content;

the unique persistent universal name identifier identifies a target content asset,
and 1s a multiple identifier having references to a plurality of content items regarding the
target content asset;

the unique persistent universal name identifier menu specification is used in
specifying a value from the unique persistent universal name identifier record
information for forming the unique persistent universal name identifier menu;

the unique persistent universal name identifier menu specification is corrected, so
as to improve the unique persistent universal name identifier menu, using tracking
information that is collected and stored based on a user action and use log in respect to
the unique persistent universal name identifier menu; and

the amount of tracking information is limited in accordance with a prescribed

parameter in relation to the unique persistent universal name identifier.





