Met hod and System for GSM Billing during WLAN Roaning The invention
presented here relates to a nethod and system for seam ess roamng in
het er ogeneous WLANs in which, for billing and accounting, a nobile IP
node requests access to the WLAN t hrough an access 5 server via a
wireless interface wwthin the basic service area of a W.AN, whereby the
basi c service area of the WLAN i ncl udes of one or nore access points
assigned to the access server, and mhereby t he nDbiIe | P node is
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things, ig NevedgaRSsILwIRN as WAP, GPRS or UMTIS. To be able to better
understand the difference between the present reality and the IP
connection possibilities of the future, one can take as a conparison the
devel opnment of t el éapthegsthearsithetviaridvadds nimber of Inteanet users, laed dhareby | on of
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WLANs  (Wizhh telephone use, for example, this tendency has shown itseif, among other
things, in new standards such as WAP, GPRS or UMTS. To be able to better
understand the difference between the present reality and the IP connection
possibilities of the future, one ¢an take as a comparison the development of
tetephony during the last twenty years in the direction of mobility. The demand
25 in the private as well as in the business sector for a worldwide independent
wireless access to LANs (e.g. in airports, cities, etc., etc.} using laptops, PDAs
etc. is enormous. However the WLANs based, for example, on |P today do not
offer the service, such as provided e.g. with GSM/GPRS, which would permit
free roaming of the user. These services should also, apart from security
30 mechanisms such as in GSM/GPRS, include facilities for service authentication
and for billing, i.e. inclusion of billing for the service provided, etc. On the other
hand, such a service is also not being offered by existing GSM/GPRS
operators. It is not only the roaming between different WLANs that is important.
Through the enormous growth in information technology with WLANS {with



2 Internet access, etc.) and also the great growth in nobile tel ephone
usage, it is wuseful to conbine both these worlds. Only the conbi nation of
both these worlds rmakes possible easy and automatic roam ng for wrel ess
LANs, as the user of nobile tel ephone technology is accustoned to. Thus
there exists the demand 5 for service providers enabling standard-spanni ng
roam ng between different W.AN service providers and between W.AN service
provi ders and GSM GPRS service providers. Conputer networks or |ocal area
net wor ks (LA‘\rﬁér consi st nornal | of so-called nodes, which are connected
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Normal 'y seveegr] aalm mP aredr (?R)agéap%r or a Iow req%%%cy radio wave adapter). The
20 advantage of such mobile nodes is that they can be moved freely within the
range of the wireless LAN. The mobile nodes either communicate directly with
each other (peer-to-peer wireless LAN), or send their signal to a base station
which amplifies the signal and/or passes it on. The base stations may also
incorporate bridge functions. Via such base stations with bridge functions, the
25 so-called Access Points (APs), the mobile nodes of the wireless LAN can gain
access to a wired LAN. Typical network functions of an access point include the
transmission of messages from one mobile node to another, the transmission
of messages from a wired LAN to a mobile node and the transmission of
messages from a mobile node to a wired LAN.

30 The physical range of an AP is called the Basic Service Area (BSA).
If a mobile node is located within the BSA of an AP it can communicate with
this AP, providing the AP is also within the signal range (Dynamic Service Area
(DSA)) of the mobile node. Normally several APs are assigned to an access



8 server that, anong other things, nonitors and adm nisters the

aut hori zation of the nobile nodes via a user database. The total area
that is covered by the APs of an access server is known as the so-called
hot spot. Mobile nodes are typically provided with a signal strength from
100 mvatts up to one watt. To be 5 able 1o connect the wireless LANto the
wred LANit is inportant for the AP to determne if a certain nessage
(information frane) within the network is destined for a node that is
within the w redothér\gl or vvitni n.the wreless LAN, and, if required, to
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general |y 30 speaki Yth Rabienaiworgdsagenanelisting Hbaeasss o tkevmobilecnogeut er
a_pplh i c?t i ons;ycampncattmnfsgshauhmp@gﬁt%@gﬁttegaﬁ]ﬂge@aef%ﬁﬁg\?sNeé)/(\g&#tlidgﬂ&ig@iﬁit E?Qt S
v e 1t Y B O B i o PR ap GRS S bk 48, o
conput i ng wietth changesisx ditiereat Bot spots and especially different networks (Ethernet,
mobile radio phone network, WLAN, Bluetooth, etc.), should be able to be
performed automatically and not interactively, so that the user does not even
have to be aware of the change taking place. This also applies, for example,
during the use of real-time applications. True mobile IP computing exhibits
25 many advantages based on a stable access to the Internet at all times. With
such an access, work can be organized freely and independently from the desk.
The demands made on mobile nodes in networks distinguish themselves in
various ways from the initially mentioned development in mobile radio
technology, however. The end points in the mobile radio system are, generally
30 speaking, human beings. In mobile nodes, however, computer applications can
perform interactions between other network participants without any human
actions or interventions. Extensive examples of this can be found in airplanes,
ships and automobiles. Thus especially mobile computing with Internet access
can make sense together with other applications such as e.g. in combination



ean nake sense together with other applications such as e.g. in
conbination 4 with positioning devices, such as the satellite-based GPS
(d obal Positioning System). One of the problens with nobile network
access via Internet Protocol (JP) is that the IP protocol, which is used
to route the data packets in 5 the netwogk fromthe source address to the
target address (Destination Address), uses so-called |IP addresses (JP:
Internet Protocol). These addresses are assigned to a fixed location in
the network, simlar to the way tel ephone nunbers of fixed networks are
assi gned to ‘é('"bﬁ?%'t'%'apg\ﬁﬁV'Pe%@é'E@tas t%%ﬁeﬂ'%baﬁf@s@ﬁ:’ﬁéﬁm' Rasitiediag of t he
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transparent nobil e access inpossible. These problens were solved by the
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20 One of the most frequently used protocols for authentication of a
user within a wireless LAN is the open source protocol IEEE 802.1x (in the
current version 802.11) from the Institute of Electrical and Electronics
Engineers Standards Association. The |IEEE 802.1x authentication permits
authenticated access to IEEE 802 media such as, for example, Ethernet, Token

25 Ring and/or 802.11 wireless LAN. The 802.11 protocol generates for wireless
LAN, i.e. for wireless [ocal networks, a 1 or 2 Mbps transmission in the 2.4 GHz
band, whereby either FHSS (Frequency Hopping Spread Spectrum) or DSSS
(Direct Sequence Spread Spectrum) is used. For authentication, 802.1x
supports authentication EAP (Extensible Authentication Protocol) and TLS

30 (Wireless Transport Layer Security). 802.11 also supports RADIUS. Although
the RADIUS support is optional in 802.1x, it is to be expected that most of the
802.1x authenticators will support RADIUS. The IEEE 802.1x protocol is a so-
called port-based authentication protocol. It can be used in every environment



cal |l ed port-based authentication protocol. It can be used in every

environnent 5 in which a port, i.e. the interface of a unit, can be

specified. Wth the authentication based on 802.1x, three units can be

differentiated. The unit of the user (supplicant/client), the

aut henticator and the authentication sersver. It is the role of the

aut henticator to authenticate the supplicant. Authenticator and 5

suppl i cant are connected, for exanple, via a point-to-point LAN segnent or

a 802.11 wireless LAN. Authenticator and supplicant have a defined port,
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reason f oo tsopplidanésypaedidg tieeclaimddiiBentdyl i es anong ot her things in that
network units cannot generally cope with a | arge nunber of 20 network
users each with different authentication data, since this would exceed,

for exanple, the stbpPaguthenhicationseryers aee usially based on RAWIIS (Remate RADI US
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for example, the storage capacity of the individual network units. RADIUS
permits the central administration of a multiplicity of network users (addition,
deletion of users, etc.). This is therefore a necessary prerequisite of the ISPs
(Internet Service Providers) for their service because their number of users
25 often amounts to several thousand to several tens of thousands. RADIUS
further generates a certain permanent protection against hackers. The remote
authentication by RADIUS based on TACACS+ (Terminal Access Controller
Access Control System+) and LDAP (Lightweight Directory Access Protocol) is
relatively secure against hackers. Many other remote authentication protocols,
30 in contrast, have only temporary or insufficient or no protection against hacker
attacks at alf. Another advantage is that RADIUS is at present the de-facto
standard for remote authentication, whereby RADIUS is also supported by
nearly all systems, which is not the case for other protocolis.



nearly all systens, which is not the case for other protocols. 6 The
above- nenti oned Extensible Authentication Protocol (EAP) is in reality an
extension of the PPP (Point-to-Point Protocol) and is defined by the
Request for Comments (RFC) 2284 PPP Extensible Authentication Protocol
(EAP) of the IETF. By way of PPP a conpwter can be connected to the server
5 of an ISP, for exanple. PPP works in the data link |ayer of the OSI
nodel , and sends the TCP/IP packets of the conputer to the server of the
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nunber o? gues Ween t he
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supplicant and transmits these to the authentication server which terminates
the authentication method.

With EAP an arbitrary authentication method generates a remote
25 access connection. The precise authentication scheme is respectively
determined between the supplicant and the authenticator (that means the
remote access server, the internet Authentication Service (IAS) server, or
respectively for WLAN the access point). As mentioned above, EAP thereby
supports many different authentication schemes such as, for example, generic
30 Token Card, MD5-Chaillenge, Transport Level Security (TLS) for smart cards,
S/Key and possible future authentication technologies. EAP permits an
unlimited number of question/answer communications between the supplicant
and the authenticator, whereby the authenticator or respectively the
authentication server requests specific authentication information and the



and the authenticator, whereby the authenticator or respectively the

aut hentication server requests specific authentication information and the
7 supplicant, i.e. the renote access client responds. As an exanple, via
the authenticator, the authentication server can request individually
fromthe so- called security token cards; a user nanme, then a PIN (Personal
ldentity Nunber) and finally a token card value fromthe supplicant. A
further authentication level 5 is thereby perfornmed for each
question/answer cycle. |If all authentication |levels are successfully
answer ed, t hPRLEANt i dhe remolgacenss ientiespandy s an example, iathtent i cati on
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t he GSM net |_thn?h%oecuﬂcetotthe respegtlve operator, runs on Hwe §Il\f?card, w |rch

20 algorithm receives as an input the random number RAND and a confidential
key Ki, stored on the SIM card, out of which it generates a 32 bit response
(SRES) and a 64 bit key Kc. Kc is designed for encoding the data transfer via
wireless interfaces (GSM Technical Specification GSM 03.20 (ETS 300 534):
"Digital cellular telecommunication system (Phase 2); Security related network

25 functions”, European Telecommunications Standards Institute, August 1997).
Used in the EAP/SIM authentication are several RAND challenges to generate
several 64 bit Kc keys. These Kc keys are combined into a longer session key.
With EAP/SIM the normal GSM authentication method is extended by means of
the RAND challenges additionally having a Message Authentication Code

30 (MAC), to generate mutual authentication. To perform the GSM authentication
the authentication server should have an interface with the GSM network. The
authentication server operates consequently as a gateway between the Internet
Authentication Service (IAS) server network and the GSM authentication
infrastructure. At the start of the EAP/SIM authentication, with a first EAP



aut hehti cati on server operates consequently as a gateway between the
Internet Authentication Service (I1AS) server network and the GSM

aut hentication infrastructure. At the start of the EAP/SI M aut henticati on,
with a first EAP 8 request by the authenticator, the authentication server
requests fromthe supplicant, anong othRer things, the International
Mobi | e Subscriber Identity (IMSI) of the user. Wth the IMSI the

aut henti cati on server receives on request fromthe authentication center
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20 is thereby not at all a trivial matter, however. Worldwide today there are more

than 400 GSM networks in operation, and in addition there exist an estimated
more than 20 000 individual roaming agreements between the network
operators. Thus behind the seemingly simple idea of roaming there lies an
extremely complex process of data acquisition, data distribution and data

25 evaluation in order to make the billing possible. The Transferred Account
Procedure (TAP) is a method by which mobile radio network service providers
exchange roaming billing information. Following TAP2 and TAP2+, TAP3 was
launched on the 4™ of June 2000. TAP3 can be termed today as the standard,
although TAP is a further developing protocol.

30 Most of the voice and data traffic in GSM networks comes or ends in
a network other than that in which the mobile user is located at the present
time. The operator of a local network charges fees for each call which ends at
one of his users, regardless of whether a fixed network or a mobile radio



a network other than that in which the nobile user is |located at the
present tinme. The operator of a local network charges fees for each call
whi ch ends at one of his users, regardl ess of whether a fixed network or
a nmobile radio 9 network is involved. Therefore the |local fixed network
operators nutually conclude agreenentsowith the [ ocal nobile radio
network operators to sinplify the charging of the fees. Thus it is also
not necessary then for a Sw ss m)bi I e radi o network operator to concl ude
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in addition information relating to the provider service tariff (IOT:

| nter QOperator Tarlffz and 30 all further bilateral agreenents and
privilegé®or di scouRetallgpémeall byaaispawho is located in a foreign network

(VPLMN: Visited Public Land-based Mobile Network) is <sic. are> registered in
a Mobile Switching Center (MSC) of the network. Each call thus generates one
or more call records. The GSM standard for these records is defined in GSM
12.05, although many providers use their own formats. The call records of the
25  MSC are transmitted to a billing system of the VPLMN for billing. These call
records are then converted into TAP format, and assigned to the respective
user. Within 36 hours at the latest the TAP records are sent to the respective
mobile radio network service provider. The TAP files contain in addition
information relating to the provider service tariff (IOT: Inter Operator Tariff) and
30 all further bilateral agreements and privilege or discount schemes. The TAP
records are sent directly, or more commonly via a billing point, such as e.g. a
clearing house. If the home network operator (HPMN: Home Public Mobile
Network) receives a TAP record from the VPLMN, this is converted into a
corresponding internal format and billed together with the normal call records of



records are sent directly, or nore commonly via a billing point, such as
e.g. a clearing house. If the honme network operator (HPMN. Hone Public
Mobil e Network) receives a TAP record fromthe VPLMN, this is converted
into a corresponding internal format and billed together with the norma
call records of 10 the user which he haspogenerated in the hone networKk.
Wth wholesale billing, in which a service provider bills the costs
arising to the user, the HPW passes the records on to the service

provi der who,can re-pill the calls, .in particu] ar ording to own
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20 furthermore is the billing of Single Circuit Switched Data, HSCSD (High Speed
Circuit Switched Data) and GPRS (General Packet Radio Service). TAP3
likewise supports all value-added services (VAS), such as e.g. the so-called
billing for content. The billing of value-added services is often difficult, however,
since it has as a prerequisite the consent of the service provider to the billed
25 services. Customized Application Mobile Enhanced Logic (CAMEL) is
supported starting with TAP 3.4, CAMEL is especially important for
applications with prepaid services for roaming users, and may gain powerfully in
significance in the future. Another important application for TAP3 is the
supporting of billing based on Inter Operator Tariff (IOT). 10T makes it possible
30 for the home network service provider (HPMN) to check special offers and
tariffs of a foreign service provider (VPMN) and to pass them on to the roaming
user. Thus, for instance, the VPMN can give privileges or discounts for
different call services or call levels, and the HPMN can simply verify these and
adapt its tariffs. The possibility of billing roaming services, regardless of where



30 for the hone network service provider (HPMN) to check special offers
and tariffs of a foreign service provider (VPMN) and to pass themon to
the roaming wuser. Thus, for instance, the VPMN can give privileges or

di scounts for different call services or call levels, and the HPWMN can
sinply verify these and adapt its tarififs. The possibility of billing
roam ng services, regardless of where |1 the user is located just now, is
a valuable tool for nobile network service providers, and prevents the

| oss of receipts, proceeds or resources in the case of interimdiscounts
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a GSM provi g4gf ewlbﬁér@eﬁbﬁ&aﬁip EI e in 20 principle, by means of e.g.

nobile | P of t I tern ngi neering Task Force), to reroute
(route) data streans to the respective nobile renpte access client
registeraed with an fkeetate obthearrt doed lavearwideapelydf disdddvastagest all the
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2GRS k)i 10 L 08 s, Pr L
absol ut eky pEDEpleaby meansiafilelg. ceohilet P lf ket Kz T (Inter@8l/Engineering Task
Force), to reroute (route) data streams to the respective mobile remote access
client registered with an access server via an access point. By far not all the
problems of mobile network usage aflowing a really free roaming of the user are
thereby solved, however. One of the problems is that in the IP network the
25 prerequisites, required in the GSM standard, with respect to security, billing and
service authorization are no longer there. This is intrinsically connected with the
open architecture of the IP protocol. That means that in the IP standard a lot of
data are missing which are absolutely necessary for full compatibility with GSM
networks. Moreover an access server based for example on RADIUS supplies
30 a single data stream. This cannot simply be mapped to the multi-part data
stream of the GSM standard. Another drawback in the state of the art is that
today wireless LANs are based on individual hot spots (i.e. the basic service
area of the access points of an access server), which are on offer from various
software and hardware developers around the world. This makes difficult the



net wor ks. Moreover an access server based for exanple on RADI US supplies
30 a single data stream This cannot sinply be mapped to the nulti-part
data stream of the GSM standard. Another drawback in the state of the art
is that today wireless LANs are based on individual hot spots (i.e. the
basic service area of the access pointg of an access server), which are
on offer fromvarious software and hardware devel opers around the world.
This makes difficult the 12 conbination of the two worlds since such
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basi ¢ service area of a WL AN via a wireless interface, and the basic
servi ce area of thelhiseNbbjects ackachienedoaccotding tmtdnesxfespnritrh'lvsnﬁsrssi gned 20 to
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suppl ement s user 25 ecifically the | Oﬁl cal | P data channel of the W.AN
t owar ds &or r espondi ‘F@&'e@iﬁﬁéﬁ ggregdghrough tbe inveatihRmasicuizin thatsv
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channel's,  apeRbGRLLS 3 RRs AREhbile IP node accesses an access point of a
WLAN within a basic service area of a WLAN via a wireless interface, and the
basic service area of the WLAN includes one or more access points assigned

20 to an access server, with which, upon request from the access server, the
mobile IP node transmits an IMSI stored on an SIM card of the mobile IP node
to the access server, and the IMSI of the IP node is stored in a database of an
SIM-RADIUS module, whereby, by means of an SIM user database and an SIM
gateway module, an <sic. the> SIM-RADIUS module supplements user-

25 specifically the logical iP data channel of the WLAN towards corresponding
(GSM data for signal and data channels of a GSM network, whereby, by means
of which supplemented signal and data channels, an authentication and/or
service authorization of the mobile IP node is carried out at an HLR and/or VLR
of a GSM network, based on the IMSI of the SIM card of the mobile node,

30 whereby, by means of a billing gateway interface, a billing module accesses the
access server, by means of which billing gateway interface first call detail
records of the mobile IP node are transmitted from the access server to the



Service authorization of the nobile IP node is carried out at an HLR
and/or VLR of a GSM network, based on the IMSI of the SIMcard of the
nobi | e node, 30 whereby, by nmeans of a billing gateway interface, a
billing nodul e accesses the access server, by neans of which billing
gateway interface first call detail reé¢brds of the nobile |IP node are
transmtted fromthe access server to the 13 billing nodule, and which
billing gateway interface includes an assigned billing managenent
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sane server to the proxy module, can be created |P-based, such as e.qg. on RADIUS
data. This has the advantage, among other things, that a seamiess roaming
between different and heterogeneous WLANSs is possible. Through the
25 combination of the WLAN technology, especially the IP networks, with the GSM
technology, the roaming of the user becomes possible, without his having to
bother about registration, billing, service authorization etc. with the different
WLAN service providers. This means that the user enjoys the same
convenience as he/she is accustomed to from mobile radio technology such as
30 e.g. GSM. At the same time it is possible in a completely new way to combine
the advantages of the open |P world (access to the worldwide Internet etc.) with
the advantages of the GSM standard (security, billing, service authorization,
etc.). The invention also makes it possible to create a method for roaming in
WLANSs without a corresponding module having to be installed in each access



conveni ence as he/she is accustoned to fromnobile radi o technol ogy such
as 30 e.g. GSM At the sane tinme it is possible in a conpletely new way
to conbine the advantages of the open IP world (access to the worl dw de
Internet etc.) with the advantages of the GSM standard (security,

billing, service authorization, etc.). The invention also nakes it
possible to create a nmethod for roamng 1n WANs w thout a correspondi ng
nodul e having to be installed in each access 14 server. On the contrary,
by using RADIUS the infrastructure (WLANN GSM can be taken over
unchanged. |seréer. ©nitbeicomtraryviay using RAINESdhe infetstreatareo {(VWLAN/@BM) kcan | P node
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reducti ons okrify tM@MT chthedfereign network service provider (VPMN) in which the user
20 is located at the present time (roaming). The VPMN can thereby give e.g.
discounts for speciﬁc' connections, and the HPMN can check that these have
been correctly applied. Independently of any discount programs or call levels of
the VPMN, the HPMN can thereby also simply bill each connection and/or each
call according to its own tariffs, etc. The possibility of determining the prices for
25 services regardless of in which foreign network and/or home network the user is
located just now can be a valuable aid in the billing of services for an HPMN,
with which, for example, the loss of special fee reductions of a VPMN can be
avoided. By the same token, certain billing schemes for an HPMN can thereby
be achieved in the first place, such as e.g. special prices for connections with
30 the home network and/or homeland of the user or/or <sic. and/or> e.g. calls
within communities of states, such as Europe, for instance.




avoi ded. By the sane token, certain billing schenes for an HPMN can
thereby be achieved in the first place, such as e.g. special prices for
connections with 30 the hone network and/or honel and of the user or/or

sic. and/or> e.g. calls wthin comunities of states, such as Europe, for
instance. 15 It should be stressed herejdhat, in addition to the nethod
according to the invention, the present invention also relates to a
system for carrying out this nethod. Enbodi ment variants of the present

i nvention wll be dféiglbed inthe 5 fol Iomnng with reference to

exanpl es. The exanpltehioyid hegresssd defriigd inaddifion i thespetnog\acesdingol | owi ng
encl osed fi gartiesinventpn, ¢hd psesentsinverttioncsaictgesito 8 ehstam foe 8adrying out
ilustratingu,a ggd and a system according to the invention for

aut hentication of a user during roamng in heterogeneous W.ANs, nobile IP
nodes 20 being connected, via an io interface having contacts, to an SIM

card 201, and accesg&migpdienmarianigfofzhe plesenttfsertion Wikt be Aesdiberlip 5

poi nts 21/2 . . ermMer . enticates
the nobil2 %Bﬁgrlvghg%%\lr a%ee@éotﬁ(\e%%ﬁ’l [ Eé\oer eﬁ"p(%ér)lJ oﬁtﬂg Wé@%@f&% at an
HLR 37 and/ dlustratedstyy the fallaseing gpelpsed ﬁgwas network. Figure 2 shows a bl ock
diagramlikewi se illustrating schematically a 15 nethod and system
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system 53 f gjf thd"@yLAN bumam&@@m%&anew%;azo 55sed & sﬁrnﬂsﬁstgF&% a bl ock

mvent 1 on 1 de SIisAEL 26T BLa RER 37 wEUAr YR 2 te GSVADARIS rHRNBHEH. | p
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wor | d being connected to the nore restrictive GSM worl d, by means of the

net hod and system aﬁ@g@@%ggoﬁg’gﬁﬂﬁc&dﬂi‘%ﬁtﬁw lﬁ(ﬁms\é'|ﬁh§t%§ﬁ§fs%§r§a?{aﬂg at he

aut henti cati on 371 orization 532.
Fi gure 4'5nh&ghed BP%@KStSF‘a@qCSFﬁ'”Q tq@f—ﬂrawan&mnt@amryomsget up of
an | EEE 802 duxingosdmibgse Heteoddemebus §VILANs, medbiledP ricdes 20@ing édrinegtedr enot e

to a SIM card 201, via an interface having contacts, and accessing a WLAN by
means of a wireless connection 48. The WLAN is connected via an access
server 23 to a GSM mobile radio network, in particular to an HLR 37 and/or

20 VLR 37, to a GGSN (Gateway GPRS Support Node) 50 via a GRX module 51
(GRX: GPRS Roaming eXchange), via an Internet service provider 52 and via a
clearing system 53 for the billing of the obtained services.

Figure 3 shows a block diagram illustrating schematically a method

and system according to the invention for seamiess roaming in heterogeneous

25 WLANS, the open IP world being connected to the more restrictive GSM world,
by means of the method and system according to the invention, via interfaces
for the authentication 371, SS7 372, service authorization 531 and billing 532.

Figure 4 shows a block diagram illustrating schematicaily the set-up
of an |IEEE 802.1x port-based authentication method, the supplicant or remote
30 access client 20 being authenticated via an authenticator or remote access



80 actess client 20 being authenticated via an authenticator or renote
access 16 server 21 at an authentication server 23, the WLAN bei ng based
on |EEE 802.11. Figure 5 shows a block diagramillustrating schematically
a possi ble enbodinent variant for SIMauthentication by neans of
Extensible 5 Authentication Protocol (EAP), a GSM based chal | enge-response
nmet hod being wused. Figure 6 shows a block diagramillustrating
schematically the structure for a recording and billing of services

(billing and accqynting) .jn . the mxed. environment of GSM ne ks 63164
Ll o 11 woeRe A e Y Cato NS 2t MY PG RASSHNERE (b art.

In particul 802Fi1gure 6 shows the role of the TAP protocol during GSM
billing and accounting between different network service providers

61/ 62/ 63/ 64. Figure_7 shows a block diagramillustrating schematically the
structure for a rechiddrhg shaws gidleckagramsilysiratiog schemafied)lymeessii®unt i ng)

bet ween 15 GphbdirenNeiniant for SH\HBiterRicatiortsy medfs ane xiehbibieor ei gn net wor k

or ot ocol . FiieGain RESEA BAE) & o erdlip o e PnkE L Frigo s

met hod and ugedyst em according to the invention for recording or
accounting and billing of services during roamng of a nobile |IP node 20
i n het erogeneous W cord

. 20 First .call. detail .r t b
e L oa s our o Fidbre 6 Snbwt 363 dag 8 sfa R e RRBeaNHE ™ 00s and
second cal | strectire forecrecdeling and billieg of services dbilliog andacgopnting) imthéul e 1002.
oo o oy A58 ST g8 M B0l hecsnMIRd oshiady BOTN) 5, 107 =
o L B Soqchoing & e teld oo 1y BA0e0Ar EGfee. Showk mledt, 2001
i |1 ustrat es then TAPgiTbtosot duringt GEM Luilling bod asealintiog behvearediffarent network
aut henti cat is%ﬂi&{}pﬂobﬁie@?’ffﬁﬁﬁsgm. Figure 1 shows a bl ock diagram

C

illustrating schematically a nmethod and system for authentication of a
user during roamng in heterogeneous W.ANs. The reference nuneral 20 in
Figure 1 pertains tBigare freshowe aldRokatizgram ittirstiating tsbleemeticssly ding/

I nfrastruct ' ' : : '

i sposal |t o SRRLEEIH S BAoARE IR BUARTs SR (BMHbG P8 TRESENIE Boddeh | e
i nventi ons TRSMaompiaetworbsenge preyidars §9Ras GPMJpeeign network service

providers 81 according to the state of the art using the TAP protocol.

Figure 8 shows a block diagram illustrating schematically a method
and a system according to the invention for recording or accounting and billing
of services during roaming of a mobile IP node 20 in heterogeneous WLANSs.

20 First call detail records are thereby transmitted from an access server 23/1001
to a billing module 1003 and second call detail records from the access server
to a proxy module 1002. By means of a clearing module 1004 the obtained
service is billed 1016 at a provider 1008 of a fixed network 1007, and/or the
TAP files 1017 are transmitted for billing to a GSM 1005 service provider 1006.

25 Figure 1 illustrates an architecture that can be used to achieve the
authentication of the invention. Figure 1 shows a block diagram illustrating
schematically a method and system for authentication of a user during roaming
in heterogeneous WLANs. The reference numeral 20 in Figure 1 pertains to a
mobile IP node which has the necessary infrastructure including hardware and

30 software components at its disposal to achieve a described method and/or



anong’ ot her things, all possible so-called Custoner Prem se Equi pnent
(CPE) that are provided for use at various network | ocations and/or in
vari ous networks. These include, for exanple, all |P-capable devices such
as e.g. PDAs, nobile radio tel ephones and | aptops. The nobile CPEs or
nodes 20 have one or nore different physical network interfaces that are
al so able to support a plurality of different network standards. The
physi cal network interfaces of the nobile nodes can include, for
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not only be packet-switched interfaces as are used directly by network

protocols such as e.g. Ethernet or Token Ring, but can also be circuit-switched
interfaces that can be used with protocols such as PPP {Point to Point

25 Protocol), SLIP (Serial Line Internet Protocol) or GPRS (Generalized Packet
Radio Service), i.e. those interfaces for example that do not have a network
address such as a MAC or a DLC address. As mentioned in part before, the
communication can, for example, take pilace over the LAN, for example by
means of special short messages, e.g. SMS (Short Message Services), EMS

30 (Enhanced Message Services), over a signalling channel such as e.g. USSD
{Unstructured Supplementary Services Data) or other technologies, like MExE
(Mobile Execution Environment), GPRS (Generalized Packet Radio Service),
WAP (Wireless Application Protocol) or UMTS (Universal Mobile
Telecommunications System), or over IEEE wireless 802.1x or via another user

35 information channel. The mobile IP node 20 can include a mobile IP module



18 and/or an |Psec nodul e. The main task of the nobile IP consists of

aut henticating the 1P node 20 in the IP network and of correspondi ngly

rerouting the | P packets that have the nobile node 20 as the destination

address. For further nobile IP specifications, also see for exanple IETF 5

(I'nternet Engi neering Task Force) RFC 2Q02, |IEEE Conm Vol. 35 No. 5 1997,

etc. Mobile IP especially supports IPv6 and | Pv4. The nobile IP

capabilities can preferably be conbined with the security mechani sns of

an I Psec (IP security protocol) nodul e to guarantee secure nobile data
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the nobil e IRc0MPradcoldace Ldfdeivaible ecordihg kethefnverdien20 is  stored using
a SI M RADI US nodul e 30. Based on the IMSI, the logic |P data channel of

the WLAN i s suppl enented user-specifically towards corresponding
20 Furthermore, via an interface having contacts, the mobile IP node 20

is connected to a SIM card 201 (SiM: Subscriber |dentity Modute), on which the
IMS! (International Mobile Subscriber Identifier) of a user of GSM networks is
stored. For authentication the mobile IP node 20 requests via a wireless
interface 202 within the basic service area of a WLAN at an access point 21/22
25 access to the WLAN. As already described, the different WLANSs of different hot
spots can embrace heterogeneous network standards and protocols such as,
for example, WLAN based on the IEEE wireless 802.1x, Bluetooth efc.. The
basic service area of the WLAN encompasses one or more access points
21/22 assigned to an access server 23. The mobile IP node 20 transmits to the
30 access server 23, upon request of the access server 23, an IMSI stored on the
SIM card 201 of the mobile IP node 20. The IMSI of the mobile IP node 20 is
stored using a SIM-RADIUS module 30. Based on the IMSI, the logic IP data
channel of the WLAN is supplemented user-specifically towards corresponding
GSM data for signal and data channels of a GSM network using information



GSM data for signal and data channels of a GSM network using information
19 stored in an SI M user database 34. The GSM system enconpasses data
channel s, the so-called traffic channels, and control signal channels, the
so- called signalling channels. The traffic channels (e.g. TCH FS, TCH HS,
TCH F9,6/4.8/2.4 and TCH H4.8/ 2.4 etc.) 1are reserved for user data, while
the 5 signalling channels (e.g. CCCH Common Control Channels, RACH:
Random Access Channel s, DCCH:. Dedi cated Control Channels, CBCH Cell
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transmission for which not the same data channels are used as for data
transmission or voice transmission. For this purpose a separate digital channel
(signal channel) is generated, via which signals can be transmitted between two

25 network components typically at 56 or 64 kilobits per second. The SS7
architecture is conceived such that each network component (node) can
exchange signals with any other SS7-capable node, and not merely switches
which are directly connected to one another.

As illustrated in Figure 5, the authentication of the mobiie IP node 20
30 can be performed by means of the Extensibie Authentication Protocol (EAP).
The following challenge-response method can be adopted, for example, for the
EAP-based method for authentication of a user and for allocation of session
keys to the user by means of the GSM Subscriber Identity Module (SIM). The
authentication algorithm of the SIM card is given, as a challenge (question), a



keys to the user by means of the GSM Subscriber ldentity Mdule (SIM. The
aut hentication algorithmof the SIMcard is given, as a chall enge
(question), a 20 128 bit random nunber (RAND). A confidential algorithm
specific to the respective operator, then runs on the SIMcard that
receives as input the random nunmber RAMD and a secret key Ki, stored on
the SIMcard, and generates therefroma 32-bit response (SRES) and a
64-bit key Kc. Kc serves 5 to encode the data transfer via w reI ess
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field. The
other things, the Intermational Mobile Subscriber Identity (IMSI) of the user. This

is transmitted by the mobile IP node via EAP response 2 to the access Point
21/22. Upon a triplet request from the respective HLR 37, or respectively

25 named VLR 37, the access server 23 receives, with the IMSI, n GSM triplets.
Based on the triplets, the access server 23 is able to receive a message
authentication code for n* RAND and a lifespan for the key (together
MAC_RAND) as well as a session key. in a 3" EAP step 3 (Figure 5) the
access server 23 then sends, for example, an EAP request of type 18 (SIM) to

30 the mobile IP node 20, and receives the corresponding EAP response 4. EAP
data packets of SIM type additionally have a special subtype field. The first
EAP request/SIM is of subtype 1 (start). This packet contains a list of the
EAP/SIM protocol version numbers which are supported by the access server
23. The EAP response/SIM (start) 4 (Figure 5) of the mobile IP node 20

35 receives the version number selected by the mobile IP node 20. The mobile IP



EAP request/SIMis of subtype 1 (start). This packet contains a |list of
the EAP/ SIM protocol version nunbers which are supported by the access
server 23. The EAP response/SIM (start) 4 (Figure 5) of the nobile IP
node 20 35 receives the version nunber selected by the nobile I P node 20.
The nmobile IP 21 node 20 nust select a wersion nunber specified in the EAP
request. The EAP response/SIM (start) of the nobile I P node 20 al so
contains a lifespan suggestion for the key and a random nunber NCNCE NW
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(challenge) ai'd \é\lkr]ld calcu?atés?‘ a rt]:?)py of ﬁIB‘C RAND. The mabiie IP node 20 checks that

the calculated value of MAC_RAND is equal to the received value of

MAC_RAND. If there is not a correspondence between the two values, the

mobile {P node 20 aborts the authentication methed and does not forward any

25 of the authentication values calculated by the SIM card to the network. Since
the RAND value is received together with the message authentication code
MAC_RAND, the mobile IP node 20 can ensure that the RAND is new and was
generated by the GSM network. if all checks have been correct, the mobile IP
node 20 sends an EAP response/SIM (challenge) 7, which contains as an

30 answer the MAC_SRES of the mobile IP nodes 20. The access server 23
checks that the MAC_RES is correct, and finally sends an EAP success data
packet 8 (Figure 5), which shows the mobile IP node 20 that the authentication
was successful. The access server 23 can additionally send the received
session key with the authentication report (EAP success) to the access point

35 21/22. With a successful authentication, a location update is carried out at the



30 answer the MAC- SRES of the nobile IP nodes 20. The access server 23
checks that the MAC-RES is correct, and finally sends an EAP success data
packet 8 (Figure 5), which shows the nobile I P node 20 that the

aut henti cation was successful. The access server 23 can additionally send
the received session key with the authentication report (EAP success) to
the access point 35 21/22. Wth a successful authentication, a |location
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reference number 38 thereby indicates different moblle radio network service
providers with assigned HLR/VLR 37. As an embodiment variant, it is
conceivable for the data stream of the mobile IP node 20 during access to the
WLAN from the access point 21/22 to be directed via the mobile radio network

25 service provider 38. This allows the mobile radio network service provider 38 to
grant, based on the authentication by means of the IMSI, user-specific service
authorization for user of different services and/or to carry out user-specific
billing of the service obtained. The service authorization could be carried out,
however, e.g. directly at the access point 21 /22 by means of a module 214.

30 Furthermore, in the case of Figure 2, mobile IP nodes 20 are connected to an
SIM card 201 via an interface having contacts, and access a WLAN by means
of a wireless connection 48. The WLAN is connected via an access server 23
to a GSM mobile radio network, in particular to an HLR 37 and/or VLR 37, to a
GGSN (Gateway GPRS Support Node) 50 via a GRX module 51 (GRX: GPRS
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structure for a recording and billing of services (billing and accounting) in the
20 mixed environment of GSM networks 63/64 and/or fixed networks (PSTN)
61/62 according to the state of the art. On the other hand, Figure 7 shows
schematically in a block diagram the structure for a recording and billing of
services (billing and accounting) between GSM home network service providers
80 and GSM foreign network service providers 81 according to the state of the
25 art, likewise using the TAP protocol. Known in the state of the art for the billing
and accounting of the service obtained by mobite units in GSM networks is the
so-called TAP protocol (TAP: Transferred Account Procedure) of the
Transferred Account Data Interchange Group (TADIG) of the GSM Association.
In Figure 6, the reference numerals 61 and 62 represent fixed network service
30 providers (PSTN/ISDN). The reference numeral 70 is the normal billing and
accounting of fixed network calls among fixed network service providers of the
state of the art. The reference numeral 71 is the billing and accounting
between different GSM mobile radio network service providers 63/64 by means
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b|IIs 901 th s aris 80 ses._on the
records 802 heheme ’@Sﬂ"?ﬂ‘é’@ FAteRA dibt',’%R”GOb"e M\Ietwo’jk 07 receives
a TAP record 814 from the VPLMN 81 1, this is converted into a corresponding

internal formal 802, and is billed together with the normal call records of the
user 90 which he generates in the home network 80. [n the case of wholesale
25 billing, in which a service provider 82 bills 901 the costs arising to the user 90,
the HPMN 801 passes on the records 802 to the service provider 82, who can
then re-bill the calls, in particular according to own tariffs, and who generates
821 the statement of accounts 83 with e.g. call details for the user 90. With this
method the user 30 is consequently always billed 901 via the HPMN 801.

30 Figure 8 shows a method and system according to the invention for
recording and billing of services during roaming of a mobile IP node 20 in
heterogeneous WLANs <whereby> the mobile IP node 20 accesses an access
point 21/22 of a WLAN within a basic service area of a WLAN via a wireless
interface. The basic service area of the WLAN includes one or more access



fhen re-bill the calls, in particular according to own tariffs, and who
generates 821 the statenent of accounts 83 with e.g. call details for the
user 90. Wth this nethod the user 90 is consequently always billed 901
via the HPW 801. 30 Figure 8 shows a nmethod and system according to the

I nvention for recording and billing of2services during roam ng of a
nobile | P node 20 in heterogeneous W.ANs <whereby> the nobile I P node 20
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’ 1003 and/or of the proxy module 1002. Such a first call detail record can be

designated in the billing module 1003 e.g. with a correspondingly defined file
application identifier. A first call detail record can contain e.g. SIM-based

25 authentication information. The SIM-based authentication information can be,
among other things, a hotspot 1D, a file number for the sequence of the files
obtained as well as include a so-called transfer cut-off time stamp (such as
defined e.g. in GSM PRD TD.57). To enable simple access to the access
server, the CDRs can be stored on an access server e.g. in three different

10 directories. Forinstance, a directory with open files, i.e. files which will stili be
changed, a directory with files which are in fact closed (i.e. are no longer
changed), but are marked as not to be sent, and finally a directory with files
which are closed and are ready to be sent. The billing gateway interface 1031
includes an assigned biling management database 1032 with the configuration

35 profile of each access server 23/1001. This means that the biling module



anong' ot her things, a hotspot ID, a file nunber for the sequence of the
files obtained as well as include a so-called transfer cut-off tinme stanp
(such as defined e.g. in GSM PRD TD.57). To enabl e sinple access to the
access server, the CDRs can be stored on an access server e.g. in three
different 3o directories. For instance,,a directory with open files, i.e.
files which will still be changed, a directory with files which are in
fact closed (i.e. are no |l onger changed), but are marked as not to be
sent, and finally a directory with files which are closed and are ready
to be sent. ZHEOW ¢dn ogagdtandye bilingmarageir@dl dajakebeid032 the assi gned
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billing take place by means of the mentioned module achieved through software
and/or hardware, which module can obtain CDR files from the access server
23/1001 via the billing gateway interface 1031 and transmit them to the billing
module 1003 and/or the proxy module 1002. The download can take place
25 periodically, such as e.g. daily, and/or upon request of an access server
23/1001 and/or of the proxy moduie 1002 and/or of the billing module 1003.
The second call detail records can be created e.g. based at least on the IP
address of the mobile IP node and identifications of the service providers,
whose service was obtained by the mobile node. This means that the first call
30 detail records of the mobile [P node, which are transmitted from the access
server to the billing module, are created SIM-based, among other things, while
the second call detaii records, which are transmitted from the access server to
the proxy module, are IP-based, such as e.g. on RADIUS information. Data
from the second CDR are required, among other things, for the billing and
35 clearing of the services of the users and of the WLAN service providers. The



fodul e 1003 and/ or the proxy nodul e 1002. The downl oad can take place 25
periodically, such as e.g. daily, and/or upon request of an access server
23/ 1001 and/or of the proxy nodule 1002 and/or of the billing nodule 1003.
The second call detail records can be created e.g. based at |east on the

| P address of the nobile IP node and identifications of the service

provi ders, whose service was obtai ned by the nobile node. This neans that
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the Internet, for exanple, with the advantages of the GSM worl d. This
plays a big role, e.g. with respect to liability issues of the provider
or service vendor, especially recently. 28 Cains 1. Conputer-aided
method for recor di ng and billing of services during roam ng of a nobile

| P node (20) in heterogeneous W.ANs, th& nobile |P node (20) accessing an
access point (21/22) of a WLAN vm'thi n a basic s service area of a WLAN vi a
a wreless interface, the basic service area of the W.AN including one or
nore access points (21/22) assigned tg|fimsaccess server (23/1001), at

whi ch the nobile I P node (20), upon request of the access server
(23/1001), transmts to the access server (23/1001) an IMSI stored on an
SIMcard (201) of theComputeg-aidedrioeibod2e)recomihg are biiBy ofsenvives! P node

(20) is to %uﬂﬁ&%érﬂm@ dal ABERAP(Fbde (Qf) Aherbivh B ISV thel RBbile
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on the | NS sefveir K@fﬂnmﬁ)caambr(nmﬂ»thefactm semedri(P &/ 100 tear{ IS, storedtdraan by
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00 tcall e IP
node ( 20J0 Eéiq;é in aﬁsﬁm@@&iﬁm%% s e #3001) 1o

the billing nodule (1003), and the bi I ling gateway interface (1031)

i ncluding “an assig.pqﬁaw ks BPARSATESL: da %;g@ah S guib sy

configuration rof| eac access server second

call detail M MWMSemP#“ﬁé LPHEME ’Bs sgerspacficaly B8 to a
proxy nodul Gbg(ldélm)jata/\dfhaﬂnepdsfdhe Wbmltmérﬂi%&)espm]img GSMtatd feasignalne
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nodul e (1003),
and in that auferigation wgthmsmn'lel mds)(2 hedihedged apt at anpELR1§1)gnd/or

cor respondi RIR @7 bta @8Mineeebrk eiasedan thass| ofthel&iMigdrd (20 1)tdiehedor oxy
nodul e 30 (Wc%é %ﬁg é@)e first call detail records (1011), and transmts
t hese together W t '

in that by means of a billing gateway interface a billing module
(1003) accesses the access server (23/1001), first call detail records of the
20 mobile IP node (20} being transmitted (1011) from the access server (23/1001)
to the billing module (1003), and the billing gateway interface (1031) including
an assigned billing management database {1032} with the configuration profile
of each access server (23/1001),

in that second call detail records of the mobile {P node (20} are
25 transmitted to a proxy module (1002), which proxy module (1002) captures at
least the identity of the mobile IP node (20) and/or duration and/or provider of
the obtained service and passes it on {(1012) to the billing module (1003), and

in that the billing module (1003) generates TAP files (1014)
corresponding to the obtained service, based on the data of the proxy module
30 (1002) and the first call detail records (1011), and transmits these together with



29 billing instructions (1013) to a clearing nodule (1004), the billing
instructions (1013) including at |east user-specific and/or
service-provider-specific billing data, and the clearing nodule (1004)
billing (1016) the service obtained by the wuser (1008) to a provider
(1008) of a fixed network (1007) and/or?transmtting 5 the TAP files
(1017) to a GSM (1005) service provider (1006) for billing. 2.

Comput er - ai ded met hod according to claim1, characterized in that a first

cal | detail y cti ?\E?%ﬁﬂt AXGhi ﬁ]@&ﬂé %4t Nee Iohfirgf! iﬂ&ﬁﬁ@tm‘ﬁ& the
mobi | 98“’ e ? %’
b o1 e s

according t (nlatmendfthe bieadhgimmiule (1002) billiop 41@18) ¢hé zeldlqemtttamed bhéhalat a

stream of t%;ﬂg%ghfto@ggﬁo%% %f?%z hﬂﬂ)rk“ﬁb?‘f\%ﬁﬁl(ofr"trgﬁkhh%gaccess

t 21/ 2 t d 4.
R omut o 6, ShaiTRB RS0 2bla8 ROM %@éswceﬁgg\eﬂ%ré@@s fop buing. PL°' 9°"

characterized in that the TAP files (1014) are creat ed based at Ieast on

Inter  Cperator Tarj f%&l‘gﬁﬂ@{ﬁ%b'rﬁemgak&%@@ -TrAlpc'nQ érfzieﬁfi’ﬁio”

codes. 5. Conputer-ai accor one al s
char act er i z&atiafirsheall defail scerd 'ﬁd"?\ﬁﬂ‘é&@%?t lgastantbe 'Ef@@?sslq{élﬁdes 1P
addresses amgkie IB&WEC‘E@I arid ideniifivatiofis ofthe seavice prodier whese semicer ovi der s.

20 6. Corrpug'%rS dﬂt%ﬁg?gy @oﬁﬁg%ﬁié ng to one of the clains 1 to 5,
a |

characterize I ng hanagenent database (1032) includes
Inter Operator Tariffs and Public Mobile Network TAP identification
codes. 749 Conputer- ai(d@dpﬂﬁt‘-hmédémemr:diang)rdmgdoenefofmmciairm ter2 to 6,

characteriz i records
of the 25 rr%ﬂ a'élt% E@& y n‘e" g%)ca)are g@niftﬁﬁﬁgﬁ;%%?gfﬁgﬁ?éiar%%? access
server (23theoWbAN aorrh@emcpew@o'ﬁb@m?@) isgiesiedhyia & rabilg ragio retworksecong>
| P-based calskrvigégpraivider ecords from the access server (23/1001) to the
proxy nodule (1002). 30 8. Systemfor recording and billing services
during roamng of a nobile IP node (20) in heterogeneous, W.ANs, which
system i ncl udes at 4<G@mputsraidagmetipd aceerdingite 0sgdf theclaims ! thdeach case,

whi ch basi ¢ characieiRedlietabthe aAw\ms (Hocd)urte Srexited basethatdeasiarsinteroi nt s

(21/22) assign v ess points
(21/22) | oo HEatet Raffs B5EPRRCM paie e TAPIdentintBtN oo
5. Computer-aided method according to one of the claims 1 to 4,
characterized in that the billing management database (1032) includes IP
addresses and/or GSM identification of the users and/or service providers.

20 6. Computer-aided method according to one of the claims 1 to 5,
characterized in that the billing management database (1032) includes inter
Operator Tariffs and Public Mobile Network TAP identification codes.

7. Computer-aided method according to one of the claims 1 to 6,
characterized in that the second <sic. first> SIM-based call detail records of the
25 mobile IP node (20) are transmitted (1010/1011) from the access server
(23/1001) to the billing module (1003} and the first <sic. second> IP-based call
detail records from the access server (23/1001) to the proxy module (1002).



for communication with nobile IP nodes (20), and which nobile |IP nodes
(20) include a SIMcard (201) for storing an IMSI, characterized in that
the access server (23/1001) <includes> a SIMRADIUS nodule (30), an SIM
user database (34) and an SI M gateway nodule (32) for 10 user-specific
suppl enentation of the |ogical |IP data ¥hannel of the W.AN toward
correspondi ng GSM data for signal and data channels of a GSM network, the
aut henti cati on and/or service authorization of the nobile I P node (20)

being carried out a dqg#ié ; k, based
on t%e | MSI of the I%f%éé;bgbrgr%% ﬁ%ﬁﬁh@géﬁ/@e&ﬁ&éﬁg@ﬂgggﬂﬁdﬁ] that the
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the access server (1001), by neans of the proxy nodul e (1002) at |east
the identity of theinrtaétithe actésssteer((28)100tucintiudes-aaGIMrRADHES of the

bt ai ned ' ' | d
(1012) to ¢ Mo P@a;%néﬁaﬁaéﬁ%ﬁafé (PR 8A sHLRN Sy pfoghle GIPRE O
nodul e ( 1003perFapedifiq %&PP{%’H?“O%%{MWi'Pnéa%(ﬁ"t%‘Beb‘EfttQP N¥eANervi ce are
able to be gewadaiop@spanding BEW dataefor sigasisndidabkranialget AGSMi th bil ling
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ser vi ce- pr ov2@dreingearied eubat an HyRJ&Tkandéar LR §iaf @ GEMoretwatk. Pased ai m 8,

char act eri zef the IMBRbF the SIREdHd ¢20T) be theamobifksnsdy (@), (23/1001) second cal |
detail records are able to be created based at |east on the |IP address of

the nobile I P node (20) and identifications of the service ér ovi ders
whose sern¥ice was oibtthatibe asgesservaidPP/d0Rbidaciudes g bilkyasmediigddBPdi ng to
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from the access server to the billing module (1003}, and the billing gateway
interface (1031) including an assigned billing management database (1032)
20 with the configurations of the individual access servers (23/1001),

in that by means of a proxy module (1002) second call detail records
of the mobile IP node (20) are downloadable (1010) from the access server
(1001), by means of the proxy module (1002) at least the identity of the mobile
IP node {20), duration and provider of the obtained service being able to be
25 captured and able to be passed on (1012) to the billing module (1003),

in that by means of the billing module (1003) TAP files (1014)
corresponding to the obtained service are able to be generated, and these are
transmittable, together with billing instructions (1013), to a clearing module
(1004), the billing instructions (1013) including at least user-specific and/or

30 service-provider-specific billing data.



11. System according to one of the clains 8 to 10, characterized in io0
that the TAP files (1014) include at least information relating to Inter
Qperator Tariffs and Public Mbile Network TAP identification codes. 12.
System according to one of the clains 8 to 11, characterized in that the
billing managenent database (1032) inclides | P addresses and/or GSM

I dentification of the users and/or service providers. 15 13. System
accordi ng tg ong of the clains 8 to 12, characterized in that the billing
managenent dat abaseg( ' yﬂf@ Lt b iC
Mobi | e Networ k TAP ?‘déeﬁ%idggﬂdo codl e?.eé_’lcﬁa %@%d-@gﬂc&%m@ﬂ? d?g'%a of
the clai ns @CE@SISPVRIH{ZPHO0A} secandicdll defaitrecqrds are @ ledp bersieiad BaFed ot ai |
records of tahiagbbn the IFPaddrdss 6216k naotiledP rioder(20) andide(ifEb@onD6fithef r om t he

access serv (23 b L p t he second
| P- based ca?PMG%t éﬂblgﬂr@esc%ﬁ%%&%rg%gt%%%g@gésﬁs Sg éﬁ@r%h? 3 1001) to the
proxy nodul e (1002).

5 10. System according to one of the claims 8 or 9, characterized in

that the data stream of the mobile IP node (20) during access to the WLAN
from the access point (21/22) is directed via a maobile radio network service

provider.

11. System according to one of the claims 8 to 10, characterized in
10 that the TAP files (1014) include at least information refating to Inter Operator
Tariffs and Public Mobile Network TAP identification codes.

12. System according to one of the claims 8 to 11, characterized in
that the billing management database (1032) includes |IP addresses and/or
GSM identification of the users and/or service providers.

15 13. System according to one of the claims 8 to 12, characterized in
that the billing management database (1032) includes Inter Operator Tariffs
and Public Mobile Network TAP identification codes.

14. System according to one of the claims 8 to 13, characterized in
that the first SIM-based call detail records of the mobile IP node (20) are
20 transmitted (1010/1011) from the access server (23/1001) to the billing module
(1003}, and the second |P-based call detail records from the access server
(23/1001) to the proxy module (1002).



