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BACKGROUND Field of the |nvention The present invention pertains generally
to the field of cloud coRbttiRYS KNaRIMIBEIMENLINGSAMEt he i nventi on
pertains to systems and nethods for managing cloud infrastructure and
comuni cating with cloud provisi eripgrapd@Aggement tools. Technical

Backgr ound Conpani es have begun of fering businesses a new
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i ncl ude Amazon Wb Services, Joyent, and Mdsso. Many busi nesses, however,
are currently unable to use cl oud BAEGROLUND ur e 7/0because of a |ack of
security, control, and nenageability of the conputing capacity rented from
the cloud infrastructure providegisy JFgsg LR €ms prevent such businesses
from maxi m zing their use of cloud infrastructure, which includes virtual
server instances, storage, and Internet bandw dth. In particul ar, many
enterprise | P nethsmkescaepyanyioa ppriaginegtievalydomte dld baylend oomputing. More

10 particularly, the invention pertains to systems and methods for managing cloud infrastructure and

communicating with cloud provisioning and management tools.

Technical Backeround

Companies have begun offering businesses a new cloud computing outsourcing
option that promises reduced costs, improved availability, improved scalability, and reduced time
15 to deploy new applications. These companies act as managed service providers that rent virtual
computer, storage, and Internet connectivity services for variable periods on a pay-per-use basis
from large pools of repurposable, multi-tenant computing resources. Such cloud infrastructure

providers include Amazon Web Services. Joyent, and Mosso.

Many businesses, however, are currently unable to use cloud infrastructure

20 because of a lack of security, control, and manageability of the computing capacity rented from
the cloud infrastructure providers. These problems prevent such businesses from maximizing
their use of cloud infrastructure, which includes virtual server instances, storage, and Internet
bandwidth. In particular, many enterprise IP networks deploy a protective control layer or
“enterprise network membrane” to repel external threats, detect intrusions, authorize access,

25 govern and audit activity, and ensure manageability. Unless the business has an administrator or
other agent working with the cloud infrastructure provider, the enterprise network membrane

does not extend to the cloud infrastructure.
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systems management systems, as though the cloud infrastructure were resident in private

enterprise datacenters on the business’ private enterprise networks. The technology allows
businesses to take advantage of commercial cloud infrastructure without unduly sacrificing
20 security, control, and manageability, and without an administrator or other agent to work with

the cloud infrastructure provider.

Other features and advantages of the present invention should become apparent
from the following description of the preferred embodiments, taken in conjunction with the

accompanying drawings, which illustrate, by way of example, the principles of the invention.

25 BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a block diagram of a network system, in accordance with an

embodiment of the present invention.

FIG. 1B is a block diagram of a network system omitting a cloud hypervisor

system, in accordance with an embodiment of the present invention.

.



25BRI EF DESCRI PTI ON OF THE DRAW NGS FIG |IAis a block diagram
of a network system in accordance with an enbodi nent of the present

i nvent i orivO 2009/155574 FIG 1B is a block diagram or aPO@Usoe0k/0$3052 em
omtting a cloud hypervisor system in accordance with an enbodi ment or the

present inventi ortIG. W 2008k dkoRAAHOCT{IISRAAGM 0B8R accordance withan FIG 2 1's
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enbodi nerwagfsyttta of &S e3tin hévoIHntOWith an embodiment oﬁhg’pregeﬂﬁm%nmnﬁ.(:k di agram
of a client access agent, in accordance with an enbodi ment of the present

i nvention. e - la 8 is a block diagramof a nobile end-user

dat abase for the i eit? Hededagapesita rsmotm ateway sypieme torcdendercovittharan
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t he present invention. FIG 10 is a block diagramof a cloud
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FIG. 7 is a block diagram of a client access agent, in accordance with an

embodiment of the present invention.

FIG. 8 1s a block diagram of a mobile end-user database for the client access agent

of FIG. 7, in accordance with an embodiment of the present invention.

15 FIG. 9 is a block diagram of a first embodiment of a cloud hypervisor system, in

accordance with an embodiment of the present invention.

FIG. 10 is a block diagram of a cloud hypervisor database for the cloud

hypervisor system of FIG. 9, in accordance with an embodiment of the present invention.

FIG. 11 is a block diagram showing the interaction between the cloud hypervisor

20 system of FIG. 9 and a cloud gateway system.

FIG. 12 is a block diagram of a second embodiment of a cloud hypervisor system,

in accordance with an embodiment of the present invention.

FIG. 13 is a flowchart of a method for managing cloud infrastructure, in

accordance with an embodiment of the present invention.

[N
W

FIG. 14 is a flowchart of a method for communicating with cloud accounts, in

accordance with an embodiment of the present invention.



20systemof FIG 9 and a cloud gateway system _ FIG 12 is a

bl ock di agram of a second enbodi nent of a cloud hypervisor system in

accor danceowneyisair4enbodi nent of the present invention. PCT/US2009/048052 Fl G
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the wi dest scope consistent with the principles, features, and teachings

di scl osedleHerderonsgenior ik by srispipRef leniniesganddwmchings Hesciosalhags, and
particularly to FIGS. | A and 1B, there is 10shown a bl ockhdl agram of a
networ k system 100, in accordance Wi, &nbodi nent of the present

i nvention. The network system 100N®t\wfkgnbtemn enterprise network 102, at
| east one cloud provider network 104, and a wi de-area public network 106
(such as the | nt dtafigting batto denhaeings.tdné penicelagy its EIGEOs 19)2hdre id he

i bi | d- devi 108
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104, it will be appreciated tthat the enterprise networ
connectéedisoedg ngbvadrkt! P4 omdel widd-apragwibtie nemet b k&nch as the Internet) thne

enterprj k. 102 conprises lurality of network end-user ‘g;;vi ces
110, ot LT pr Foemhat niSPoBrR 4 ot Bovidha erEo I ipfernSSimeit em
114, wkhdtussmdelicbe108 may optionally be connected via the public network 106 to the cloud

15 provider network 104. Although FIGS. 1A and 1B show only one cloud provider network 104, it
will be appreciated that the enterprise network 102 may be connected to a plurality of cloud

provider networks.

The enterprise network 102 comprises a plurality of network end-user devices

110, an enterprise gateway appliance 112, and a cloud hypervisor system 114, which will be

20 described in further detail below. The enterprise gateway appliance 112 may be configured as a
physical appliance, as installable software, or as a virtual appliance instance, such as an
application software stack packaged as a virtual machine (“VM”). Multiple enterprise gateway
appliances 112 on the same enterprise network 102 can work together to provide redundancy
from single appliance failure, and scalability to manage increased throughput. The cloud

25 hypervisor system 114 may be coupled to a cloud hypervisor database 116. The cloud
hypervisor system 114 may optionally be configured as a plug-in to the enterprise gateway

appliance 112 or omitted altogether (as shown in FIG. 1B), as the circumstances warrant.

The cloud provider network 104 comprises a plurality of virtual machines 118.
The virtual machines 118 are software implementations of a computer that can be deployed by a
30 hypervisor system and execute programs similar to a physical computer. One or more of the

virtual machines 118 are configured as remote gateway nodes 120. Multiple remote gateway
4
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25 and/or firmware generally operative to establish secure encrypted connections to open VPN
agents on one or more virtual machines 118, thus converting these virtual machines 118 into
enterprise virtual machines 128 in the cloud provider network 104. The remote gateway nodes
120 are deployed from the remote gateway software uploaded over the public network 106 from
the enterprise gateway appliance 112 and are configured as virtual appliances that run on one or
30 more virtual machines 118 in the cloud provider network 104. Once installed, the remote

gateway nodes 120 maintain the virtual private network 122 with the enterprise gateway

appliance 112 and the enterprise virtual machines 128 in the cloud provider network 104. The

-
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one or more cloud provider networks. Because the remote gateway nodes extend the enterprise
network membrane around the enterprise virtual machines in the cloud provider networks, the
enterprise virtual machines appear and behave as if they were part of the private enterprise

25 networks, without substantial reduction in the security or manageability of the enterprise
network. The enterprise gateway appliance and remote gateway nodes provide the necessary
services to help in ensuring that the privacy, security, availability, quality of service, and
manageability of the enterprise network is extended to the enterprise virtual machines in the

cloud provider network.
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intended to cover all data storage media, whether permanent or temporary.

20 The data storage device and/or the memory may also store an operating system
(not shown), such as Microsoft Windows Vista, Linux, the IBM OS/2 operating system, the
MAC OS, or the UNIX operating system. It will be appreciated that embodiments of the present
invention may also be implemented on platforms and operating systems other than those
mentioned. An embodiment of the present invention may be written using JAVA, C, C++

25 language, and/or other programming languages, possibly using object oriented programming

methodology. The present invention may be built on Ruby on Rails or using Ajax.

One skilled in the art will recognize that the computer system 200 may also
include additional components, such as network connections. additional memory, additional
processors, local area networks (LANs), and input/output lines for transferring information

30 across a hardware channel, the Internet or an intranet. One skilled in the art will also recognize

that the programs and data may be received by and stored in the computer system 200 in
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nmentioned. An enbodi nent of the present invention may be witten using
JAVA, C. C++ 25l anguage, and/or other programm ng |anguages, possibly using
obj ect orwenv@disgizegr anmi ng met hodol ogy. The present i npemitusernoiosspsbe bui |t
on Ruby on Rails or using Ajax. One skilled in the art will recognize that
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a_har dvaign@haniel chdnhe 110t6F REdinQh cBfphifdl-FaRglle s e%lféd'idrﬁgdé@\b/!) hgpart

wi Il also recognize that the prograns and data nay be receive y and

st or ed Sush ehemeawpigrdsk, 8 harstdish, 200 2npto-ONOcP0K. 2EBBRPET/dFROGIIHR 48052

i . le, Ut en .t eadabl e st di um ( CRSM
Ceader it niRRen R0 SAATRNFor B RTRH CRSMEERETIT ok o ve, "magnet o opt ] cal

reader, or CPU, may be coupled to the conmunications channel 210 for

readi ng a conput er - r eadabEetesirie agé ReBGtUOMESR SyMm250, such as a magnetic
di sk, a hard di sk, a magneto-optical disk, or RAM Accordingly, the central

i ia the CRSM reader. Enterprise
5server may recel‘%ﬁggéfgrgr ans ﬁ&dé ot{le data via the _ p

and Renote Gatewa R to ere 1S shppirn blagkediagram AfnEngrprde selvens i s
shown aybkeciodina@éAIRE vith SNLSERILSS &%eﬁ%&%g?i)ﬁ%xﬁmns%e eh{éﬁgﬁ%@%gfem

wi th an enbodi nent of the present 1nvention. e enterprise ¢
300 mayyBemiivfineayeretioglcomentddeonstht entpriirse ggratvenayplappd 1 ENcEhekhRrpide

i ) 300 inglud t ftware installer 305
ond0on defal SRS M GRS Teittr e ctvaG et SRars Shotiu PEc TORPE feRdeaal | er

305 i nabeldas. NaE euaste sofSdrt WakBler 30WnRIudEd KWK, Wélahé{mpﬁ%@'&ie\/e to
upl oad the renote gateway software for the renote gateway nodes 120 to the

cl oud BEBYRdEPPYEIEDe kpipad thegamotezatavstysioftwatrefor drotmogateway nedés \ddrte on

one or 4y LIt i Nes, . enterprise network services tool 310
i ncl udélg@ lg?déé\g)ﬁfea@} %%{37%3 @\é/a{r’% dlﬁ%ﬁ@%@? ety rc_éfi%éxeaﬁesf)ﬁﬁflﬂ? Pl e t o
est abl ivithua heclsieeuriss. and chagpiidaBiwork kEtvitks RIOL ¥ 80 BicRREYRIKwdR 2sofividie,

mul tipl e renote gateway nodes 120, nultiple enterprise gateways appliances

11%,g gﬁad/" ’ffPY‘v’fbﬁ%e%C%‘ﬁ? F prsraierap establishihe picheesand zedundant witeal Ul serverivor k

106 andab QifprRNk r Vi ted by dhe plug- .126.

The ontar i L T b B PR P B PP e LS ey
multiple enterprise virtual machines 128 over the public network 106 and to provide other

network services supported by the plug-ins 126.

The enterprise gateway system 300 may be coupled to an enterprise gateway
20 database, such as the enterprise gateway database 400 shown in FIG. 4. The enterprisc gateway
database 400 comprises a software database 405 that stores the remote gateway software for the
remote gateway nodes 120, a plug-ins database 410 that stores software for the plug-ins 126, and
a client database 415 that stores enterprise virtual machine client data (such as connection state,
routing tables, credentials, and consolidated log files) required to manage the VPN 122 and

25  pluggable network services 126.

With reference to FIG. 5, there is shown a block diagram of a remote gateway
system 500, in accordance with an embodiment of the present invention. The remote gateway
system 500 may be implemented on the remote gateway nodes 120. The remote gateway system

500 includes a virtual machine connection tool 505 and a remote network services tool 510. The

2
<

virtual machine connection tool 305 includes hardware, software, and/or firmware generally

operative to establish enterprise virtual machines 128 in the cloud provider network 104 and

-8-



20 dat abase, such as the enterprise gateway database 400 shown in FIG 4.
The enterprise gateway database 400 conprises a software database 405 that
st ores t hEOnemitses7gat eway software for the renote gat ewR¢TASA@S/048082 a
pl ug-i ns database 410 that stores software for the plug-ins 126, and a
cli ent w&rdbrshe alisptikatetgbdr membnne ppung ghevintdrprade imich innehioks EIt dwt a

(such as_connection state, .routing tahles, edent i al and conspl i dat ed
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30vi r t uhht mmt he healconiedbudmfibaatctd®5 1 ncl udes hardware, software, and/or
firmvare generally operative to establish enterprise virtual machines 128
in the cloud provider network 104 agg WO 2009/ 155574PCT/ US2009/ 048052
extending the ent dIE TS SAMRY PRSI Pé??“?é bsrcoHAE {heretiepyrvaedaiipyal
machi negcH &8the Thiort SARHEy BRLMRE K08 LR 1H08! TRIQAAE g_&&g&é  DALINEE G
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t he .public network 106, to enterprise virtual machines 128 in the cloud
S df bt RO e s ol b0 WG e Plrsot S CRESAENE 86 S tEreg. | n
net wor ks 19ehatisRs sbRGatvat t}ﬁgﬁaggasle Inetrk k@rvidae plhRled bly Mfd RETIUSINE&-
The renote gateway system 500 may be coupled to a renote %at eway dat abase,
C

such aservires iendl@ agarahay dttbardsle BUGtapowierpriseHitalgnaciive 128 vbew dgat enay
dat aba3§uﬁ%9 CHP%CQ@%&%{: @%{1‘%‘ 881«:9,”@2&(}3{151%%%6@ sgth%‘é%%x é(%;g%?:% rg:‘c%g'ed-lt-he remot e

gat eway dat abase ses a software dat abase at 1St0rés t he
r enot e myatagevey SO t dane] plag@lbitgndtwsrkdatvdbase6610 that stores software for
t he pluggabl e network services provided by the renote network services tool

510, and a client, database 615 that stores enterprise virtual nmachine 128
cl i?ént. data suc hR%‘.éﬁEeg‘Ffﬁ’é‘iﬁtPﬁGs?’é%@? lsr%’lfff*inrﬂg’l?%‘?‘é%@md’rfé‘tfi‘ﬁ’ﬂ‘i PSS 2HY
consol i748! @dct R8ardclk W8S an! GEBHI R LP HBREGR Fi}hg&n\{ﬁ!\l’z%@ %né\ﬂchsy%aghg)l ok

network services 126. 15Wth ref erence to 7, there 1s sho
di agr amayfbeamplénamtcdapcesebidgent-used Ogvican] ¢fc coreddinttercodss hgan 76hbotideeat  of

the present invention. Th i.ent access agent .700 be ipplenented on a
robi | e B RatPas 1057 For B P R BRSE ik oot B HEE A o | e
net wor ko8&l &RFortMRIwaf®BencldIE JPRRItVE tOSIWMIGK (1R8kVire 8o bi1IeH rtuhPBriidie! udes
har dwar e, software, and/or firmwvare generally operative to establish the

seétr e naBwIrk 433 prarukd pyiicvatveorR 0 Ae rpdickpresie other plulgabbe dtiverknsstviersiionde and
to proyide.ather. Rl.uggapte network services for the nobile end-user device
108. '

The client access agent 700 may be coupled to a mobile end-user database, such
as the mobile end-user database 800 shown in FIG. 8. The mobile end-user database 800
comprises a plug-ins database 805 that stores software for the pluggable network services
25  provided by the mobile network services tool 705 and a client database 810 that stores virtual
machine client data (such as connection state, routing tables, credentials, and consolidated log

files) required to manage the VPN and pluggable network services.

Cloud Hypervisor System

With reference to FIG. 9, there is shown a block diagram of a first embodiment of

L2
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a cloud hypervisor system 900, in accordance with an embodiment of the present invention. The

9



The client access agent 700 may be coupled to a nobile end-user database,
such as the nobile end-user database 800 shown in FIG 8. The nobile

end- user weatawwases7800 conpri ses a plug-ins dat abase 805PCHAIS2609.048982
software for the pluggable network services 25 provided by the nobile
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cl oud hyperyi sor system 900, in accordance with an enbodl ment of the
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establ i sh one e pseudo- ervi sor nces 9 to ex e the
RS T R A i SRR e P R A A S
for angek8&aiaviendWFeIVhs @é’rvﬁglbu§ ald & @@eﬁlsgx&ﬁﬂ‘ 201 @z{dﬁrda%gao%ﬁﬁlis%ﬁ&l tgaRagement
tools 930, to translate received hypervisor APl calls into internedi ate

r epr es eATvatciton 1035 espanet easlepiillde rethmeil i éwmd@tlefpﬁemoe%@]ﬂat wihke 935 on

th pService ransaction. apsaction,issued to the

07 o e pata B v AR R i B B it T o Bty per vi sor
920 t hadypivlsbr Be 1d0Pass esmpasckopcpatinieyaail doRte@dd & fhlIsR o3y St 8IvE: PRRRGEMENT
tool 930. In general, a server hyperV| sor is a |lowlevel conputer operating

syst emSESHPF GUITEHS PRF ErPara e aiashingp eachotityalamchgpsepshic pohastisandidne or

nmore Vi f h-1evel

comput o8 Eim FEE L REne SAh e MBI IEAPERLE RlscoPhighittha

hyper vif‘smmohhmsanhbﬂnmdlﬁpis high- Iematabmpmak bpgrhitnghdyglenisev ehare o pipylegthysipdr at i ng
m wi thout interfering

systens to share a sj hS|ca uter syst
wi? eéSWPB%@fSKWHh%‘ﬂdP‘ﬁF SN 8%“ Hp &Pérfmfrfwg?w%?sso iSRYFlde VMAar e
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referred to as pseudo-hypen'isor instances because the front-end plug-in

905 is 9éﬁuieatcimgdtt¢1@s peoki- b}’mlﬂg 1asndlcnah@£gemht: fmnt~erd‘ poesn ¥5 a commerci al
server sor, effecti tricki the st.ens managenent
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20 communicating with a common commercial server hypervisor instead of the cloud hypervisor

system 900.

In one embodiment, each server hypervisor API supported on the enterprise
network 102 has a corresponding front-end plug-in 905. In general, a hypervisor exposes a
management API that is used by provisioning and management tools to monitor the virtual
25  machines associated with the hypervisor and to instruct the hypervisor to create, destroy, or
change the state of the virtual machines. Thus, in one embodiment, there is one front-end plug-
in 905 for each supported server hypervisor APL. It will be appreciated that, in other
embodiments, only some of the supported server hypervisor APIs will have a corresponding

front-end plug-in 905.

30 Each front-end plug-in 905 thus is configured to exposc onc or more unique
pseudo-hypervisor instances 920 to the enterprise network 102, to translate cach received

hypervisor API call 925 into an intermediate representation 935, and to place the intermediate
-10-



system 900. I n one enbodi ment, each server hypervisor AP
supported on the enterprise network 102 has a correspondi ng front-end
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cl oud pr.qvi der n ..ot her .enbodi ments,, a pseudo-hypervi sor _instance 920 may
e THs s SIS e dr by G P BF Rt B P BRE Hirkeor AR5 ong
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i nstances. 920. . The set of front-end plug-ins 905 may al so
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manage L, . <hongl [ Qgﬁﬁp +10i - .
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and t opall bgak-traindgeins®5. pl ug into the service bus 910, and either issue
instructions directly using the internedi ate representati on 935, or

trapslate their | calls i .inter iate representations 935 sq that
thdy can i nt o act Mncstys SR EUMERSaH MG GrENe BUGHTY he

ser Vi cepbusvOtloaR btk SRgiaR! egreidi®atdh D35 RIS S8 MLAuLUSIHIB ahncl udes
har dwar e, software, and/or firmwvare generally operative to route each
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appropriate ck-end plug-in.9 ﬁg Each i te,pngi te rgpresentation 935 is a
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pl ug- i nsleSdifatioh paranetee RGidMBIith cathd@SirhaRdtt fpr@ahn®i 835 iisliQans et Wid
each internedi ate representation 935, indicating the cloud 20provider
neZthor Rraddsnatvarb agebehorHEch e dptamerditte rapspeeigton At Boubbetivaist b
ul ti matglvg bE other embodiments, the destination parameter indicates the route to the back-end
plug-in 915 to which the intermediate representation 935 should proximately be routed. Routing
the intermediate representation 935 is implemented by the service bus 910 as a transaction
through the backend plug-in 915. The service bus 910 is responsible for ensuring the success of
25  the cloud API call 950, and collecting, remediating and reporting any events that occur during
the execution of the cloud API call 950. Upon successful or failed completion of the cloud API

call 950, the service bus 910 is responsible for generating and routing a response code back to

the calling pseudo-hypervisor 920 in an intermediate representation.

Each back-end plug-in 915 includes hardware, software, and/or firmware
30 generally operative to translate an intermediate representation 935 into a cloud API call 950. In
one embodiment, each unique supported cloud provider network account (such as the EC2 cloud

provider network account 955, the Rackspace cloud provider network account 960, and the
“11-
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may include, but are not limited to, discover, create, delete, start, stop. suspend, resume, get

configuration, set configuration, and get state.

The cloud hypervisor system 900 may be coupled to a cloud hypervisor database,
30  such as the cloud hypervisor databasc 1000 shown in IIG. 10. The cloud hypervisor database

1000 comprises a front-end plug-in databasc 1005 that stores software for set of front-end plug-
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| 0gs, Qi LARLS < j t : {, ference fo FIG
1273, oy ek G EXEPG LS B clemenss of e eland P ELBGERER O Gug
hyper viesoept sy ireFi(l 10 0heaaweb eorsbloud4gatewpylogy siaenpct 1755 althBoeherenlsthef t he

cloud h rvisar system 1100 correspond to the el enents of the cloud
hyper vi%‘gﬁls@ﬁg@m%‘66?’“@%&8%’15%%%%?@}1{1&06 11 the web console 1140 and
t opol ogy manager 1145 are shown as tools that are distinct fromthe cloud

hypervi sor syst em pd@@ular, the cloud hypervidd? sPaEhHI1G0 Mciudeds s&!PY¥dnhY ;51%;;—30"
system 1100 i ncludes a set of front-end plug-ins 1105, a service bus 1110,

and a d&t1UP. pagkicehds pll¥gandwset of BackEadiplig-omtld éhdEplhugeritend p0&-100ilAF| udes
har dwar.e, f r /or fir re general |y operati to establish a set
o 18 ot PR i bR e BTG beBRERE BB RSl ior 6

i nst andgperlkdPink@nidId 1201 ERFdsS Era\BEMI-KypkBdsorti@tdrcsd e of 9hihaditerh8&ei ve
hypervi sor APl calls 1125 fromenterprise systens managenent tools 1130, to

t r ans| AEBVHEd B2 1R HSKY perapd sercivaply PerIsos APhedlls HEe finsdpre@riseprstesent at i ons

1135, e | I i.at: r t\ahi.ons. 11 n.the service bus
1110. ?@%&%ﬁnﬁéc Se% ptoﬁéﬁqﬁ?&%}f%% n@ﬁﬁﬁz&g’pﬁ\ﬁ \glvgsrlél,gb 1goefr \?\%F‘@, and/ or

fi r mmareprgeneaitiahd 1 36pardbipkec tie intcansdiateee@bscnnttionsredisairethe ek s ®0¢ atioon

11 into | oud APl call 1150. In one enbodi nent, each uni que supported
cl igd %%8@36“@?3 El ﬁéé%%wlr’%(@{i@ﬁ“%é”fttwéfeEézV%ﬂ fsnnvase BUIED TRETHDP KO
accountirahdiae antiRErnRREHS RAKGeth @A B5AMIAEN o REA PRL ﬁ%_@p%[['%%%%xﬁg%déﬁgﬁ, the

1
Sungard cloud provider network account 1165) has a unique
cor r es gasdimguebaipRorenld pldugoviderktSorkl dccA0mi duch bethapisiledoat pdvidoatetongk or

nore back-e | ug-J ns 1115 coul d. be confi gured transl ate a

i nt er medy At gglrsgpb!‘gs%‘ﬁg%iaf%ami‘g@%w? f BEyREK %ﬁPu‘?tolﬁggr ‘"I“gégﬁf g@}g& clowdich as
local @t@ugtr hdifbrk account 1165) has ahkq&l APCadial @MRYpIMHALLAd plAGhUdes /N
enterprise gateway appliance (such as enterprise gateway apppl ance 112) and

r efdt e VgHbeRBRreriaigd shat suepr mererhapbread geamayl towekl Ha@hlighivdso traimdate ioud
gat eway,,s¥3lEMm ge%?e%eﬂtg't%nuﬂ%g ir}ﬂ%rtﬁev\ﬁb?ﬁ)rsaqg)cta ¢ rogd, s%@i(lj étso chdl A5G0,

The cloud gateway system 1175 includes an enterprise gateway appliance (such

as enterprise gateway appliance 112) and remote gateway nodes (such as remote gateway nodes
120). Thus, the cloud gateway system 1175 includes hardware, software, and/or firmware

25 generally operative to establish a secure virtual private network over a public network,
connecting the cloud hypervisor 1100 to each unique supported cloud provider network account.
Once the virtual private network has been established, the cloud gateway system 1175 functions
as the primary ingress and egress point for all network traffic traveling between the cloud
hypervisor 1100 and the cloud provider network accounts and associated enterprise virtual

30 machines 128. The cloud gateway system 1175 extends the enterprise network membrane
around the cloud provider network accounts and associated enterprise virtual machines 128,

providing a secure, high-quality, well-managed network connection between the cloud
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25general |y operative to establish a secure virtual private network over a
public network, connecting the cloud hypenisor 1100 to each uni que

suppor t edwol20udispi7@vi der net wor k account. Once the virt Ralr/useéo9agsdsnet wor k
has been established, the cloud gateway system 1175 functions as the

pri mar yhypergrsessysend! B§read sopoientialf doudainfrastatcivee knd makihiz ¢hetniemptd | ng bet ween
the cl oud hypervisor 1100 a t cl.oud provider network accounts and
associé?@ﬁméﬁyﬁ?%?ﬁ?é°§?%§ﬁ%gg§gﬁ%Iﬁﬁﬁg§PT%§?r he cloud gateway system 1175
extends the enterprise network nmenbrane around the cloud provider network
accounts and assoritiatcetegirtteFpGi BE tiwré subwhndiddekagtZ8 of pseaondi Ng a
secure, high-quality, well-mnaged network connection between the cloud
-13- m@gwisﬁ%ﬁaw@nww@mﬂ@o@@w@éwﬂ@w vd{fstnggmbotgnendvd heomer ci al
cloyd i : T Ur I 1 0f t .

S e e VT
shown d 2bb.cakARicafdiarnof taold@dorchyprbadhir e teald fraaslatl cmudolhy?2p 6r aviosong st em
1200, i ccqrdance, with an enbodi t of the 5 present invention. The

cl oud H?ﬁ rAp ?’0%%Q§Y i@ﬁﬁaVﬂ%Vﬂgggwa pseudo- hypervi sor creation too
1205, an API call listening tool 1210, a hypervisor APl call translation
tool 1215, a routihagsdi@elhypeBor aRekich ©bOHDAR B! HardwAASbAWVhRNadG  1225.
The pseudo-hypervi sor creation tool 1205 includes hardware, software,

and/ or ffrimvanagaegdnepalaliye pwstadtiblvend ¢ reere abtudsthyppeisor instanees (such as
pseydo-hypervi sor instanc uch as 10pseudq- ervisor. i nstapces. 920) and
P o Tt oo B B kb SRS LB P B PO PSR B ra BN ERES Peigh.
The APlhesadrk 102 STBNARDcAIDIMtentZd @ol NTIOUdESdSBaENadre, sof®htaNai®or Rmei0e
firmvare generally operative to listen for and receive hypervisor APl calls

sent bECRHERY praraedy §stenEor A dgfee ity PEBI0E AP Gelk s58! RINGBeprTSRS§YSt ens

manageneit oG ?oo??’(gln%}% ‘%I &%@éﬁ#gﬁrﬁg Be(xga%h%érﬁ&ﬁ uioﬁ'sséﬁﬁ ¢&the ‘;PI I 82?9@?1‘%1&@0? or

APl call translatio rdwar e, softwar
15f i r misstencge ridredlyipyrvope ARl calétrisldtioansdldizés irebteicy eakdhype safisar, adBlorcal | s

into internmedi ate representations (such as internedi ate representations
93%3 AETEETE SR OPPREVS 1o R EE r%f%@é&@@%%ﬁﬁ&ﬁ S 18 PO ng t ool

1220. ThgedeAttibRYsh@Pls idARedifte AL nRALAVEYSE an® Rf tWRMS the MlBledfale Mrar e
general I'y operative to route each internediate representation fromthe

hyper virgmescARlogstolthe roatisg &l dP2G. obie roati tool 1278 iotlodes baRIwaral softtvamns| at i on

t ool 12ar21§/0r gpn?wgrlqulégerally operative to route each intermediate representation from the
hypervisor API call translation tool 1215 to the cloud API call translation tool 1225. The cloud

20 API call translation tool 1225 includes hardware, software, and/or firmware generally operative

to translate an intermediate representation 935 into a cloud API call 950.

Method for Managing Cloud Infrastructure

With reference to FIG. 13, there is shown a flowchart of a method 1300 for
managing cloud infrastructure, in accordance with an embodiment of the present invention. The
25  method 1300 starts in step 1305 with the establishment of an enterprise network (such as
enterprise network 102). In step 1310, network end-user devices (such as network end-user
devices 110) are connected to the enterprise network. In step 1315, an enterprise gateway
apphance (such as enterprise gateway appliance 112) is also connected to the enterprise network.
In step 1320, network service plug-ins (such as plug-ins 126) are connected to the enterprise

30 gateway appliance.
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20API call translation tool 1225 includes hardware, software, and/or
firmvare generally operative to translate an intermediate representation
935 i nt o Wochewwds#®l cal | 950. Method for Managi ng C ou@CIrfifSeei9iouses: ur e
Wth _reference to FIG 13, there is shown a flowhart of a method 1300 for
managi ng cl oud i fstestscrnpesouitis egedishethvish aictmd o ddsodn temd 3k tehe
present invention, The 25 st i i .

est abl FYARHERT S8F W%?/na}g‘%? %Crcpqr?p ﬁ(;shg{g ﬁﬁger?%g fg%&?’ggg% Vgag%tgﬁ?neerl%%%egrﬁg?t\%\%?tfwf 2). In
step 134&:s (Aehwordm®@adaieey noliyileepin(tsachudpronetenoectivodndnusgrl 3d évhees 110)
are connected to the ent er%ri se network. In step 1315¥ an er)[t ergri se

gat evajcBppErENBENd G CHABSNSRETET FRoTERICY SPBIREY PP PPEN BN £gots pr bug &,
Corﬁechﬁg? QQtuElnﬁa&?;e@,rtH{lé SFRvBRYRhdte vIrfiaP t@bhidd20 8 iRGlREKiseehivice pl ug-ins
such as plug-1ns 126) are connected to the enterprise 30gateway appliance.
WO 20081athin67% RET/sUSRONH04B0H Machines 128) in the dlandgrepdar3®Byorsn ha&té@EMO,i s
established wth a cloud provider. | te 330, the enterpri t ewa

appl i aﬁé%c%‘fﬂ“é%fglsmfv@%ieéw‘& t*%&%@?l%?‘{l\’é?%“pﬁ %e SIETRERS REF &Y epr%’tggcega eevvag
nodes Qéﬂ&bfg%uﬁfHM& SatipveMcipedesirdOhadiindshe cl oud provider network. In
step 1335, the renote gateway nodes establish secure encrypted connections
to open VPN agents on one or nore virtual machines, thus converting these
virtual machi neslnse 1 Hoiténdeeprnedwhethenjhere pprhendasse( dardes ‘&%Sl*ipnql%r prise
vi ftual_machi nes 12 int cl ol rovi - net secure
i I TS SRR Whites PGB RUGRsCRAADST Lt rldhatd BB PR

i'ipp| [ aB&?gigﬂelfﬁlﬁdﬂ@ts?ngﬂﬁsﬁ!&@hdnﬁde&vim‘(dudm masttilerepdiuse devick Ua8), fmohi nes.

n step . , 1t is determ ned whether there.is an end-user deyice outside
the 10eHewrpresseccabiswsriled pr therpatadegid-yisr S ‘Héteénlg?%sé’r“fa’eﬁslée@f’ t hen
the metnad 1300 A REREMS e GELR A RfbRc nkfwdrReNBsit 170, QWStdarBaGriaRr
devi cetosugiﬁ3 as ﬁ%ﬁ% eggbnﬁ- uger %ew cechS\;g ,r t hesﬁ IZ %Jlmf entc accessq%i;ent i's
enabl edesvork eesabtisied debyma tiserutdéy ergeuicn dstiepati3s@rentaic gutepya B88Rs. t he
out si de end-user device is connected to a public network. In step 1360, a

secure virtual private, network is established, be n_the. ' -end- user
degéj ce and the rw%?bﬁg%nﬁﬁgﬁoﬁ B9 %ﬁeesf)al%tfg\éﬁf?Seﬁlglﬁg-ﬂi?elr%lh?}ée \%ﬁ}
Ser Vi CesyRks it fid-al cORLcRRI Y itilerRPabd d e veB8SHpbiisee and the remote gateway

notes are established. This step can be repeated for each plug-in. The method 1300 then ends.

Method for Communicating with Cloud Accounts

With reference to FIG. 14, there is shown a flowchart of a method 1400 for
20  communicating with cloud accounts, in accordance with an embodiment of the present invention.
The method 1400 starts in step 1405, where a cloud hypervisor system (such as a cloud
hypervisor system 900, 110 or 1200) is connected to an enterprise network. In step 1410, a
service bus (such as a service bus 910 or 1110) is established in the cloud hypervisor system. In
step 1415, hypervisor API emulators (such as front-end plug-ins 905 or 1105) are connected to
25  the service bus. In step 1420, additional front-end plug-ins (such as web console 940 and
topology manager 945) are connected to the service bus. In step 1425, back-end plug ins (such

as back-end plug-ins 915 or 1115) are connected to the service bus.

In step 1430, the hypervisor API emulators establish one or more pseudo-
hypervisor instances (such as pseudo-hypervisor instances 920 or 1120). In step 1435, the
30  pseudo-hypervisor instances are exposed to the enterprise network. In step 1440, a pseudo-

hypervisor instance receives a hypervisor API call (such as a hypervisor API call 925 or 1125)
-15-



bet ween the plug-ins connected to the enterprise gateway appliance and the
renote gateway notes are established. This step can be repeated for each
pl ug-in. Wbeoeetshiyd 1300 t hen ends. Met hod for Conmuni cR®CITAF2e0908808 oud
Accounts Wth reference to FIG 14, there is shown a flowhart of a nethod
1400 f ofrorRQoeniermise aystergs watdpeulcoudobhdosteptlgdsthe pends-dapaeisod inktasde routs

enbodi nent _ of e _present. invention. The nethod O starts in step 1405,
where SEresdenSePUrEEt LR E Mo SR i e ohn ) Ger b @otn ST 860, 110
or 1200)ypefyis® NP ehathtdrQraatlaRE IR BE #&l YPEWROK AP Ralf [ePad fhQmediager Vi ce bus
(such as a service bus 910 or 1110) is established in the cloud hypervisor
syst em ICPIgsSQYEPNIAILE as [iadiatsoT reprsedptidneddras 1(8die Hn aspflddntthembeptisg- i ns
905 <or t Q. 25 vice bus. In, st 14 di tional
ront. e anaoFpEeRdeehPdutaf IR YTE Bhiibpatod) HanaperhensyRare

connectied rowed the igemwidege kptesedtti@t ©pheldppPopr@chacrRdd Plusdini N8 step Ues, as
1115) are connected to the service bus. In step

back-eq%@glu -L&s 915 or 1t

1430, t ﬁpgé 118 GRnspes Bmimiameidsate SPASFRIGHoHIEG dElordAST palb(faek atwderdi sor
i NSt ancg e - i j - ) r ..l n st 1435,

t he 30ﬁ§€h%§gﬁ95g?3| b?¢?ﬁ§¥§ﬁ%§§§§§%i%ﬁ%%g@gi?géfweng%%é%%%?ggﬂﬁgﬁ&g;L_ I n
st ep 144Gtepd 4 sabdbackhanderng-soverifies tianes of deailmesARI dyipdn iepdr 7ARKe Balkl
(sygh as .a hypervisor APl call 925 or 1125) WO )

2008/ 1584 PRACT 09 ol Ersds 9 PERFaiFednE & Pt indemsgisicaigrenaivaigendhti@ ool . I n
step 14493, thbGerPREUHOrAHREMY St cbBSIARE Bsdu@YIS pdiIRof. %%&e%eglgﬁ}'tﬂﬁéyéuﬁg-r AP
call to the appropriate hypervisor APl enulator. In step 1450, t

hyper vilyoervapr trempltest the interaedlagt mpresdngaticmcesueddhyipe nhiypavisPipecidiclresuftt 0 an

i nternedi;ate repyeseptation. (such.as internediate an representation 935 or
155 " RHE Pl SRR B R AR R e s TR B R e BL TR T S et at e
r epr esenttaink andrenidietoder Mhe endiisl théerisep 1460, the service bus routes the
internedi ate representation to the appropriate back-end plug-in. In step
142?, t he back-end plug-in translates the internediate representation into
a ¢Poud APl cal | lPsieKeeiae descriglien ahe peferrabmbndimamept the preseripnyearion t he

cloud AP i)y %&/ b E\?fﬂﬁéfr?@l;’%xlﬁg 4 AR-rRRRLQRE LAk g}ogigg.'z{g\g?&c&qﬁe?ﬁbqvlcmc én%@ilél?l’ t he

back-end plug-in v s success of the ca n step 1472, the
back- T@@ndinpnigrnidmetbodsrans passibbsinl ltghc ofite factdige sachihgeThaisaridusan
epntation. I n.step 1473, the service bus returns the

Fosul 1 COBRE T L GOdGHGS RS AP IEBRCTICH LiGBe haTIarE hel BeeutoRy BErAor
;ngﬂ I%’Eéﬁr:éleﬂsag'&g HRERE B @hEmAERR! £58MA 11108 c hESWelutiFOdEwhith s @ap@fl@ Vi sor
20 implementing the various functionality set forth herein. Components may be implemented using
a programmed general purpose digital computer, using application specific integrated circuits, or
using a network of interconnected conventional components and circuits. Connections may be
wired, wireless, modem, etc. The embodiments described herein are not intended to be

exhaustive or limiting. The present invention is limited only by the following claims.
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code. In step 1475, the hypervisor specific result code is returned to the
calling enterprise systens nmanagenent tool. The nethod then ends. 15The

f or egoi ngwoesewvispi7uon of the preferred enbodi nents of tRETASe@H¥805Nvent i on
is by ma§ of exanple only, and other variations and nodifications of the
above- ¥l ilrent s and methods arc possible in light of the
foregoi ng teaching. The various enbodi nents set forth herein may be

i mpl emgnt ed Wtk zi:0g.har.d ware, or any desired conbination
theregﬁf Foﬁy%%g%D%ggﬁb%fgﬁﬁéﬁ?%ﬁe‘6f | ogic may be utilized which is
capabl e of 20i npl ementing the various functionality set forth herein.
Conponent s rmyniegrisaghtewentsetenusicagdan pn ogegpmyedetgenessl copyrisoge di gi t al
conput er, using application specific integrated circuits, or using a

networ k of i nterconnecte convg&{iOQ%L co on?nts and cir nnecti ons
ot t

cuits.
may be wired, wirel esd 3 MOHEA L OTHE"E ‘ﬁ@ﬂ?&mﬁgéePﬁﬁéaﬁﬁéég?% are
not intended to bRu@pRALEinN¥EVARK ahd 1 ikl thelaMoRy €86y sonwart dronfitse |1 mted
only by the follomjn? clains. WD 2009/ 155574PCT/ US2009/ 048052 WHAT | S
CLAPMED 1S: A clivetid] matlenaip by sloadpeongsy insiwigk. a6 ent er pri se gat eway
system |l ocated in an enterprise network and conpri sing a software
installer configured Vi r.e.: ol vi der
network and to instal%Q?ﬁgkggﬂggggg§§g%g%$§%#?%g%@ﬁ%ﬁgﬁﬂg?3g§d§3??§ﬁgl
machi ne in the clhowdepriewindepriseetawovdy,systath and the fiat netwmonichserandees t ool
configured to estabL'sq a.virtugl private netwrk between the enterprise
gat eway system aREPHHP FETERCYPHY AT CHeRKINGSC AL CBPERIVS: @89 pl ug-i n net wor k
servi ces having renpote conponents; and a renote gateway system |l ocated in
the cloud praQuheRpaReaYRy e oA hSIIPE ORI hdtWdlk JRChRis@nnect i on
tool configured to establish a secure connection between the first virtual
machi ne and a second virtual machine in the cloud provider network, and
a 18note network serviddddual Bgrhipe apingatrientopbeantigsipddo ereblsBpedre onponent s

of the plug-in n%&‘ﬁ%(:ﬁm? L\ L&Phe first virtual machine and a second virtual machine in the

cloud provider network, and

a remote network services tool configured to execute the remote

components of the plug-in network services.
2. A cloud hypervisor system comprising:

a set of front-end plug-ins, each configured to establish a pscudo-hypervisor instance and
to translate a hypervisor API call received by the pscudo-hypervisor instance into an

intermediate representation;

5 a service bus configured to route an intermediate representation to a back-end plug-in:

and

a set of back-end plug-ins, each configured to translate an intermediate representation

into a cloud API call.
3. A method for managing cloud infrastructure, the method comprising:

uploading remote gateway software from an enterprise network to a cloud provider
network:

-17-



2. A cl oud hypervi sor system conpri sing: a set of front-end plug-ins,
each configured to establish a pseudo-hypervisor instance and to translate
a hyperviwonrowAlsseal | recei ved by the pseudo- hypervi sor Ptmﬂlsammﬁom 0 an
internedi ate representation; 5a service bus configured.t ut.e an
i nt er nedi at ansidpieabe s sHoVaY s lBHER OB ANTH VIS ﬁlaC‘éEﬁﬁl in the'c oug PERfidess
back erﬂgtt HO- ins, each configured to translate an internedi ate
represe aflon into a cloud APl call. A nethod for nanagi ng cl oud
infrastructure, the nethod conprising: upl oadi ng renot e gat eway

sof twar e f r esnldishegterpudil pevate natvik bowace theudtaprieingeyork @ndiiekirst V\Vﬁ@al
2009/ 155574PCT/ US2009/ 048052 installing the renote ga Tay software on
a firsthifyual machine in the cloud provider network: establishing a
virtual private network between the enterprise network and the first
virtual machitM8ishing a sec@8 taklce bl R@wacrs@de ir® veanhatthian akes veend vinealf i r st
vi rtual machi ne ané a second virtual nmachine in the cloud provider network;
and 10eeebige imire sloug-providesmwbykkseyi ces on the first virtual machine. 4. A
nethod for conmmunicating with cloud accounts, the nethod conpri sing:

(?bl I shi n%t(%u&?géﬂg%g OYIQ §é?{:1c&sn¢§ﬂ AL Frst Q@ n@a@ﬁxﬁé prise network;

con i guring e pervisor I nstance to recelve a hypervisor APl cal
froman enterprise systens managenment tool on the enterprise network;
5t r ansMat i ng\ methed Grvechnypeting soth ARId cabints, theomethod neepnsidi-at e
representation; routlng the intermediate representation to a back-end

pl ug-in; translak t he Qternedlate represe tatlong |ﬂto a cl oud API
cal I - and cstablishing pseudo ypervisor instance oh an THlcrptise network

configuring the pseudo-hypervisor instance to receive a hypervisor API call from an

enterprise systems management tool on the enterprise network;
5 translating a received hypervisor API call into an intermediate representation;
routing the intermediate representation to a back-end plug-in;
translating the intermediate representations into a cloud API call; and

transmitting the cloud API call to a cloud provider network for delivery to a cloud

account.

5. The method of claim 4, further comprising the step of verifying successful execution of

the cloud API call.

6. The method of claim 5, further comprising the step of reporting verification information

concerning the cloud API call to the pseudo-hypervisor instance.
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transmtting the cloud APl call to a cloud provider network for delivery to
a cloud account. 5. The nethod of claim4, further conprising the step of
veri fyi ngveuo®essiul execution of the cloud APl call. @&cT/Useooomisver of
claimb5, further conprisingAMENDEBELAIMSEpPOrting verification information
concerning the cloud APl call to the pseudo- hégrerw sQor i nstance.

WO
2009/ 1555 7¥5€tyaddoths) IptasoationalBureay en AP astrRe?QA%(2B410t3099) nt er nat i onal
Bureau on 20 Cct ober 2009 (20.10.2009) Caiml: A cl oud gat eway system

conp g nter Systemlocated in an enterprise network
and ?é%ﬁ S/ngﬂnﬁ BESTY %?ﬁe}g%"?lgﬁxef configured to upload renote gateway

software b cxaemplr 6l glatpwmys;damm hetted irkaregiderposd wedweaitkl 'mih:enmmge gat eway
software on a first vi t.h and
il%w%rg Ig.l%srtn%ﬁe ca%iggred tP %chiag ﬁen{}l {CQ% sgﬁ&/ﬂ% J)<

a network services £39 DT vat e net wor k
bet ween t he ent:}en@prcﬁzedegab@mly asd/stisiatict réﬂiﬁtefgat@lay\swﬁtma:l onrmﬁﬂst ne and to

provi de plug-in, ne ser i ces . havi onponents and a renote
gat enay system?%’éé‘i”é‘%}m%‘r‘t %C@F%Hffvﬁfgwtﬁ’é’? r?@ work and conpri sing a

virtual machi ne conpeefwddinsdroebs ©eNddngighed b estg@aisahlvisih) arisgeur e connection
between the first virtual nechine and a second virtu ine. in the cl oud

provi der net woPREVOghBetween the gnicghise @aispiaYters apd e 53\661‘56%‘&11 “Gured to

execute the remt%ﬁemeamgtlﬁ 1@fwdik GerPicHOhd vin R Kors®inéh@esd G aim 21 The
cl oud gateway systemof claim 1, wherein the renote gateway system further

Conpri ses 23S EaRIVaaYHPR docaiedAn thsrelowhroKigar RGP PG OEWESE t he second

virtual machine in 4tRechauehiRE eym@@tﬁor%awﬁq ured ¢ uB13h (J;B&Jrel oud gat ewnay
systemof claiml, furt her conprising a client access agent .:l|located on a

mobi | e devi ce, consegdmbatieercihe dnst virsbsrchige and ¢ steond sa82hmading @ net wor k

services tool nj diat tablish a nobile virtual private network
bet ween the rmg}?‘l éé) el\g/)l 1(geroné%% &Ee second virtual machine and to provide

pl ug-i n network ser wirgestemaimarly semives ®ot canfigneadtis execute the remote

components of the plug-in network services.

Claim 2: The cloud gateway system of claim 1, wherein the remote gateway system further
comprises a virtual machine creation tool configured to create the second virtual machine in

‘the cloud provider network.

Claim 3: The cloud gateway system of claim 1, further comprising a client access agent
“;'»1ocated on a mobile device, wherein the client access agent comprises a mobile network
“services tool configured to establish a mobile virtual private network between the mobile

-device and the second virtual machine and to provide plug-in network services having remote

components.

Claim 4: A cloud hypervisor system comprising:

a set of front-end plug-ins, each configured to establish a pseudo-hypervisor instance
and to translate a hypervisor API call received by the pseudo-hypervisor instance into an
intermediate representation;

a service bus configured to route an intermediate representation to a back-end plug-in;

- and
a set of back-end plug-ins, each configured to translate an intermediate representation

into a cloud API call.
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Claim4: A cloud hypervisor system conpri sing: a set of front-end

pl ug-ins, each configured to establish a pseudo-hypervisor instance and to
transl at ewa 2bgopssarissor APl cal |l received by the pseudo- Irgparseeousosnst ance
into an intermedi ate representation; a service bus configured to route an

i nternedi ate represent ation to a backend plug-in; tind a set of
back-g:gd gru%f?l each confi gurgg to translate an internedi ate

r epr eSeWtat i Cl“ﬁfdd YRSITON §Y SR Ot Slpim 4NN se gHERN-drehreings fgjhero  C aim
5: Theortigord tb?bpﬁé\ﬁh§Qérrr§e)ﬂ§aﬁ@féb€bfselﬁiltﬁinrﬂrﬂhe‘é‘é}‘?{c@'bﬂs each front-end plug-in
is further configured to place an internediate representation on the
service bus. Caim6: The cloud hypervisor systemof claimb5, wherein each
front ceng 6T ddud }@FEM&%&st&%w% 9%&@%&& Sesal i r;ﬁ@;} 100 e ”E‘t er
wi th each internediate repreesentation placed on t e servitce bus. m 7:
The cfOUEFRfGRPYIsTatesiyasionprpmetdraiith @ch W’i@"mﬂdmt%ai@rﬁsmt@immém@dmnug inis
furthge seQafiigdred to return a response code to a pseudo- hypervi sor

i nstance after placing an internedi ate representation on the service bus.
Caim8: The cloud hypervisor systemof claim4, wherein each front-end

lu f eper. te an| ter iate representation
!to ha'? g%ﬁ]ﬁlﬁe tHn eﬁfﬁ{sdt 8’&%‘%} 7 %uﬁte of %fgﬁ%’ ACKS B ﬁﬁ’ét"?nﬁ§’ s “ahs%? “I'The cl oud

hyper Wr\sﬁwrcsiygbemmfresﬂcmsmMe tohesaido- }typewm)euﬁmzby@mml‘&mfv amstance is
count. at a cloud infrastructure provider. Caim 10:

?’ﬁzogin%Sgﬁﬂeelﬁ)f““%e&?%?ﬁ?tntpﬁ;%efw’f‘? 7 4, wherein the service bus is further

confi gured to return a result code to a pseudo-hypervisor instance after
i at e .representatjon. 11: The cl oud hypervi sor

rout .
syst eﬁgbf‘ ¢l ‘4“1(1%81?’&0?’1 Y¥en g ?9’%% ‘blﬁﬁelf‘@?}bﬁ@?fe‘?ndd&ﬁ%i“g‘ﬁiﬁe&‘efo return

ar eswrﬁigﬁﬁﬂ&o@%@at@%&ﬂﬂ@m{%R% %Hpﬁ@éntht’ﬂ:ﬁ@tﬁﬂ%n%@@zﬂdé&s{o@v! %raﬁ oﬂhecorrp' ete
t he rou @ an internediate representation. Caiml he cl oud

hyper}?/‘i @M of claim4, wherein each back-end pl ug in corresponds to
a cloud provider account. Caim 13: The cl oud hypervi sor system of claim

4, further conpr|5|n a web consol e configured to plug into the service bus
and gFHPRI% diherlawduervison artempf elsing doviaren fehpsgedehybdrvinet ingasce is AVENDED

SHEE Tads RIS RinLR)account at a cloud infrastructure provider.

Claim 10: The cloud hypervisor system of claim 4, wherein the service bus ig further
configured to return a result code to a pseudo-hypervisor instance after routing an

intermediate representation.

"Claim 11: The cloud hypervisor system of claim 4, wherein the service bus is further
configured to return a result code to a pseudo-hypervisor instance upon a failure to complete

the routing of an intermediate representation.

Claim 12: The cloud hypervisor system of claim 4, wherein each back-end plug-in

corresponds to a cloud provider account.

Claim 13: The cloud hypervisor system of claim 4, further comprising a wely console
configured to plug into the service bus and graphically expose cloud infrastructure

management functions.
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"Claim 14: The cloud hypervisor systemof claim4, further conprising a

t opol ogy manager configured to plug into the service bus, wherein the

t opol ogy wenagerssi7acl udes an i nfrastructure topol ogy cr eatriuseomwoadosand an
i nfrastructure topol ogy depl oynent tool. Claim15: A cloud hypervisor
system conpri si ng: a pseudo- hypervisor creation tool configured to

est andi.shhﬁ setfdo- hyper.vi sor i nit@nc%; ‘ .an APL call listening tool
conf igEPEH*t 019 TR EWREEHsS PP O FFER fy FERGE SOPPTRBIS T PPy ARG r vi sor AP
cal | confagsbdiol gl 1r@®theGoRidemtk SfhdrintthaRdpbRL e nrRnRyP ek &on APl cal |

:receiyed by the APl call listening tool into an internediate
r epr SREITHETREOPology creatioretogh andApnEashingiugt iosRlogy drpleeT§efled to transl ate
an internedi ate representation into "a cloud APl call; and a routing

t ool co,nfigured to route an internediate representation fromthe hypervisor
APl &dripm 1§ ahsloadiyRetviser systrt PRRISHUH APl translation tool. Claim16: A

met hod T or, JYBORA GG Uekalifl IRS Eér#ffgﬁxl-érd% oLt JFEL RS LRSI NI

upl oadi ng renote 'gateway software om an enterprise network to a cl oud
pr ovitggancaet wor k; installing the renote gateway software on a first

vi rt ual ife.i ] i - est.abléshiing a virtual
private gﬁ \r/)\.lﬁrﬂ1 %a%(tanifg g\ﬁg@ﬁ%ﬁggréﬁégg%gﬁ{ssé&?g%\%&ﬁ?cgﬁ%h%ng ¥ (I?rr/gl{[’f{ J\%}I?’t ual
machi ne; ahypemsbablPl st ngnsintivedoen] eocigmetto tommshet avegrrtihve ARlrcstl vi rt ual

machj_pe. S nd, vi.rtua hine in the cloud, provider network; and
xec by s RRP R oo ECa Bttt eGPt “machine. G aim 17

The met hod ddudcdBil tankktiof wol bexfi guesipin itsinsigietdidnisiegRatofepresentatioreadl i ng a
client accﬁ%? _agenf on a device outside the enterprise network and cl oud
pr ovitda k**tonnecting the device to a public network; and

est abl-i shi nighusiny tddll Yanhfiguré@dtreuntaah Wabhn ddglyaphestiteri slefthgehamnghe®Asror  bot h

of the first Virtual K nachine, a th econd virtual machi ne.
AePl ca[l translation tool to the cloud A?’? frans atlson togi, :

Claim 16: A method for managing cloud infrastructure, the method comprising:
uploading remote gateway software from an enterprise network to a cloud provider
network;
‘ installing the remote gateway software on a first virtual machine in the ¢loud provider
‘network;
establishing a virtual private network between the enterprise network and the first
. virtual machine;
' establishing a secure connection between the first virtual machine and a second virtual
machine in the cloud provider network; and

executing plug-in network services on the first virtual machine.

Claim 17; The method of claim 16, further comprising the steps of:

enabling a client access agent on a device outside the enterprise network and cloud
provider network;

comnecting the device to a public network; and

establishing a virtual private network between the device and one or both of the first

virtual machine and the second virtual machine.
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AVENDED SHEET ( ARTI CLE 19) "Claim 18: A nethod for comunicating with
cl oud accounts, the nethod conprising: establishing a pseudo-hypervisor

i nst ance WO 2009/18637@r pri se net worKk; configuring theprpsasdaoioygesr vi sor
instance to receive a hypervisor APl call froman enterprise systens
managenent tool on the enterprise network; translating a received

hyperyi sor APl cal] _into an internedjate representation; routing the

[t orHBan L%Aﬁ% f L@aﬁfam*ﬁi%n%wgﬁebéﬁac‘ﬁﬁtfg%eﬁ?etwchﬁgwwg t he

i nt er medi ak@bESM LS F9LAS-hPperl REOInRakdeVuthnARterSde! netvdiid; transmtting
the cloud APL call to a cloud provider network for delivery to a cloud

account, ‘'cepBgineghe piradenbyReIisey ingtengedp 1esei e lmerivs i icall FgmiHe step of

ver i fantddghisSUGREnS fritha SXREUIIoPBN Blc dhieprideflyAR! call. Caim 20: The method
of claim 19, "further conprising the step of reporting verification

i nfor mat i Grnelatrer racaiyed hervisers Nmalldeiplantipionnesiye sapaeiergpervi sor

| nstance, oGhlelhfrioriRiaRPicBRAdepliidh] Bl Badllend pREME! COMPIISing the step of
translating the verification information into a hypervisor-specific result
code. d aitrand2tingthe intewhesitnte fepedsaitatidintd aiclohé APE onfpraindi ng t he step of

o S B RROREGILS o L ER fonfQBehorf For UM BLY BRIGRYS! 1P

account.

Claim 19: The method of claim 18, further comprising the step of verifying successful

“execution of the cloud API call.

Claim 20: The method of claim 19, further comprising the step of reporting verification

mformation concerning the cloud API call to the pseudo-hypervisor instance.

Claim 21: The method of claim 20, further comprising the step of translating the verification

information into a hypervisor-specitic result code.

Claim 22: The method of claim 21, further comprising the step of reporting the hypervisor-

specific result code to an enterprise systems management tool.
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