WO 2020/229707 PCT/EP2020/068644

Chent Chent
device device

Client

10
device
Client EE
device
Client Gateway 10f
device
Client
device
18~
Content ||mmu=
server |femee Extended network
R 16
DNS |[==
server — —r
= —d| Seccurity
— — server
19
Client profile
database

FIG. 1



WO 2020/229707 PCT/EP2020/068644

22
/( DNS query )\A o
10 ==
= o
/ =a]l server
DNS reply
Client \C sl
device ~—24

FIG. 2-A (Prior Art)

26

14
10 /_( Tagged DNS query)_\ — Y

Client —| DNS
device / =::]] server
\C Flagged DNS reply )

28—’/

Client profile 19

database

Profile indicator

Security
===]] server




WO 2020/229707
.y /7/ \
//"—‘> www.domain.com
21
25/“" 2132235227118
FIG. 3
2 )
" 37.128.222.30
23
//__ 1
27

-

FIG. 4

PCT/EP2020/068644

Tagged
DNS query

Flagged
DNS reply



WO 2020/229707 PCT/EP2020/068644

4/10

716

30
10 /_( Forensic data )\~ =—ce

=—==| Sccurity
=:=]] server

Client 7
device Content
server
==| '°
FIG. 5-A
Security
server
10/\ 716
Comm. tunnel — —
=rl—
Client o
device

Content ||===== \
server
L__ 1 11 1 8

FIG. 5-B —




WO 2020/229707

PCT/EP2020/068644

5/10
10 Client device SQN 54 w
1 Client Security Application

50 / 08 Application v App
DNS Profile Comm.
proxy builder manager

\ \ \

56 57 58

FIG. 6




WO 2020/229707 PCT/EP2020/068644

202
> Listen for DNS message - '™
Message
received
Transmit DNS reply 292
of to querying entity
message
QUERY
Tag DNS query 208 Select dummy IP addr. 224
Transmit tagged DNS query 210 Associate dummy IP addr. 226
to DNS server with the reply's real IP addr.
Replace real IP addr.
with dummy IP addr. to 228
produce modified reply
/ Transmit modified
230 DNS reply
to querying entity

FG. 7




WO 2020/229707

242

248

252

7/10

Listen for outbound comm. -

PCT/EP2020/068644

246 Destination

Comm.

detected?

IP address

matches a dummy
?

Perform security
action(s)

Y

Replace dummy IP addr.
with associated
real TP address

NO

»Y

Forward communication
to comm. interface

A
254

FIG. 8



WO 2020/229707 PCT/EP2020/068644

8/10

262

Listen for inbound comm. -

Comm.
detected?

Origin

IP address
associated with a
dummy?

266

Forward communication
to destination entity

[

YES 274

268 Perforrp security
action(s)

Y

Replace origin 1P address
with associated
dummy IP address

272

FI1G. 9



WO 2020/229707 PCT/EP2020/068644

9/10

282~

Listen tor DNS querries -

Query
recetved?
eceive NO

286 Identify client according to tag

!

288 Look up client profile

Y

Determine whether service
activation condition 1s satisfied

290

Condition
satisfied?

/094

Set service activation flag to
indicate service active

Set service activation flag to
indicate service inactive

296 +
Send flagged DNS reply -
208 to querying client device B

|

FIG. 10



WO 2020/229707

PCT/EP2020/068644

40
D ——1
30 Processor Memory
36

38

Input devices Controller ,
A - — hub — Output devices

42 torage devices
z || Network
adapter(s)

Computer system

44

FIG. 11

34



