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© ELECTRONI C MARKETPLACE FI Emewwm“ml NTI ON The present invention rel ates

general |y onic specifically to nalnta|n|ng
privacy of%‘ﬁfzgﬁ’?ration- in e ect{ c transactions. BACKGREINSSTHE
| NVENTI ON Traditionally, the pro

Se‘ctlon_ and di scl osure of business 10
information belongs to the domain of confidentiality. Corporations

comonl y defi ne certal n inter naI [ nf or rrat ion as bei ng conf i dential and
devel op polici es PUSENESS RRIVACY ERONEC MARKETRLACGE unaut hori zed
parties. Wien there is a need to di sclose confidenti al |nformat|on to an
outside party, 15 it is typically subject to a confidential disclosure
agreenent (CDA), negotiated in a paperwork business process on a

case- by-case basis. Al though &P PFsTHEsINVBNBIRN ness i nteractions are not
subj ect to sueheSt prekeh €St ddtaRs, ORel QL neéérfg}aq.)ﬁ. apge. o eg\grtglji?é eis

still _,a great deal of intelligence _that can be gl eaned fromt ese
excharngeSOReLGR| e BP@duc?qugr(fd-lcta;lJ@r BAr c i teigdng f opréxasyl e,oftan
reveal seRfiddmee iionf QhMBLESErod Nt L FBRBAITHEeSSes woul d |ike to keep
private. Wiile disclosure of such private informati on between the partners
to 25 the transaction is generally unavoi dabl e, businesses (as well as

i ndi vidual s) nay seek to restrict the subsequent use or distribution of
this information by the trmdmmmrm INVRNDEGNNI Ng privacy of

busi ness i nformat., on | S! rticularly acute problemin the context of
the el ectroni ¢T84t r’rﬁPRH‘}Si ag Pﬁ&’l‘@&#ﬁﬁ ROFbELSCIPsBES s s ingssyel |
”icaﬂsuﬁmf@,rmlawoand Bﬂldng)odso anciser vaersinvebt hecdit Bddietial MEh sites

t ser\éer?) mar ketpl aces vg%/ h enablteajl_o#ygggemalsearfch and conpare

oratio [ole) 1
prices and terfs anong WCFTY &Sferitfor §SF ormation as
being confldentlal and develop policies to prevent disclosure

of the information to unauthorized parties. When there is a

need to disclose confidential information to an outside party,

15 it is typically subject to a confidential disclosure agreement

(CDA), mnegotiated in a paperwork business process on a

case-by-case basis.

Although most business-to-business interactions are not

subject to such strict restrictions on information exchange,

20 there is still a great deal of intelligence that can be

gleaned from these exchanges. A simple product inquiry or

purchase order, for example, can reveal sensitive information

‘ that many businesses would like to keep private. While

disclosure of such private information between the partners to

25 the transaction is generally unavoidable, businesses (as well

as individuals) may seek to restrict the subsegquent use or
distribution of this information by the transaction partner.

Maintaining privacy of ©business information is a

particularly acute problem 'in the context of the electronic

30 marketplace. Increasing numbers of businesses, as well as

consumers, buy and sell goods and services over the Internet.

Web sites that serve as “marketplaces,” which enable buyers to

search and compare prices and terms among multiple vendors,
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popul arity. Any user of such a Wb site exposes a range of his or her
private informati on including name, address, Wb surfi ng h%bl }s fi nanci al
i nf or mat i IMO OHWBhasi ng needs and deals that may be in 5°HF '@‘Pé’é%ﬂ Both the
mar ket pl ace and vendors can use this- Enformati on for business intelligence
analysis. The results of the analysis can be used for targeted :
t el emar kerengagridlyargreisy bin sppaularity rd gant i eser CBfhs §wehs amyfebe

bot her ed by s&?ﬁgg%entaj Unih gl lhrseRt st Oofherpas grinetd t iafkosmabianal ysis
10 and rasale of-7nformation. For busi nesses, however, , unrestricted

di st ri buthohuding hi 2apei vatadldressr matiedh cawrhRE hebitseri fggancial

consequenseSymRALbh CUl itonddidd fdldss | Bha t Bealbandnaef segpebetois or of
ot her busi nesses with whomthey are. in negotjations. 15 In re}pogge to the
need ¥o BFBEEEESpri vECED nFof ndE&TtPLErECt? ié’eﬁ‘af’@t pfHted®snd Bt fler Vb

ffit?S ha!ﬁf@@ﬁ&ﬂ:ﬁ&ﬁ{ fegt aﬁidi@bsgndmmniﬁbaté eimalysiisacy TPodi ebealts
isitors to  such sites are jnvited to check .t rivac c on
ent er i ng°Eh&he; F‘E'?i?fﬁlﬁr GRr PY RHT %?F amecteeraio ]Teﬁ'gr%ﬁg%{;eggé dBe
i nf or mat koBot Bat dNey th stHinse paddidse treatsdherio raci bet hoeherdd sby

process, the Wrld Wde Weh Consort i as undert n_th I or
Privacy PPEFEFBﬁEESJ =t j%a(‘:fl (ﬁ%} ,tovwlﬁ%% |Sass %dgtrseg?ﬁiigegka? uﬁﬁwg\%\léggr%% P3P.

P3P 18 emuiisi onedthlas aofi ndufprypatsemndard For pbusidestew si hpreyer,

aut omat ed, Nay  [9r UaChPsE AR N8 BaTRA £ ULl OURELREEUEE. ShnPRASENA

I nf ormat ron-on B sites they visit. It provides a standardized set of

mul ti pl emohei cerjoust iwmseweRerE ng PRESFUAIPEEt dfofita RAEH S stiee sERP vacyg
pol i ci esy hRsObECEohBeti¥ord oS BPher WYudiWss@sSkiennaneheshppr soaal

i nformation about its users. 30 P3P-enabled Wb sites nake this information
avai | abl énj Regotaabhefa¥ d, machi ne-readabl e format. P3P-enabl ed browsers can
readighi s snapshekspuhesatiocalley skl cooppietettt prikatecansommatsonwn set

of prlVa%Xeg{:ggrelg.ce:ncrt?;fkét];)l%.g%rse Ar?daother Web sites have begun to

o

establish and post their own privacy policies. Visitors to
such sites are invited to check the privacy policies wupon
entering the site, in order to know in advance how the private
20 information that they disclose will be treated. To facilitate
this process, the World Wide Web Consortium has undertaken the
Platform for Privacy Preferences Project (P3P), which is
described at www.w3.org/P3P. P3P is envisioned as an industry
standard for providing a simple, automated way for users to
25 gain more control over the use of personal information on Web .
sites they visit. It provides a standardized set of
multiple-choice questions, covering major aspects of a Web
site’s privacy policies, in order to give a “snapshot” of how
a site handles personal information about its users.
30 p3P-enabled Web sites make this information available in a
standard, machine-readable format. P3P-enabled browsers can
read this snapshot automatically and compare it to the
consumer’s own set of privacy preferences. If there is a
mismatch between the site’s privacy policy and the user’s
35 preferences, the user then has the option of not conducting

further business with the site.



m smat ch between the site's privacy policy and the user's 35 preferences,
the user then has the option of not conducting further business with the
site. 0 WD 02/21789 PCT/1B01/01577 3 SUWMVARY OF THE INVENTION 5 Fromt he
poi nt of vV&A28178Busi nesses seeking to buy and sell itenBCHBOYBSIE and
services in the electronic marketplaceg the tools that are currently
available for protecting private information are inadequate. The privacy
policies posted by el ectronic marketplaces and other Wb sites 10 are
inflexible, requiring customers to nmake an "all-or-nothing" decision as to

whet her to accept or reJeCtsﬁhﬂinﬁo6?egnﬂoikﬁ%wﬁﬁﬁgoe -even nmaki ng an

inquiry. (At best, a custoner may select a X 0n screen to ask to

be lett of f Gutyrqymilis Hits 'éftéiéwEé@”B};%En8Ls&Qe.?ﬁ§LLS§S%' ] g

current privacy approa the fo nop OVISIOH in
such priedy poltenes of aIQrmciSthenéustaﬁmﬁlcte@ make atdeageletitsoimoisure as

8 T aNSaGLARLpRLORr CoRneS! 60100 Phill 2BrBNOBYERS 1Ny dfle XA

fol | oned m ssion of purchase ormati on 20 customer
actual |y R?é’@leﬁééngo nEiREaLe pipEersrtiomhare |J§Ia:¢@qra@§§| bi | Thg gfrivacy

hegot i at Iﬁwltc%gs poktRal w%leee&sﬁié OfarEESced M tHbd waefbers%es 25
choose. VWil e an. own privacy by the conventional CDA route, or

pr ef dPencze armh@fW%,lHl?he CHSMUAEE Ny FEERIRRHT naFRethI%ﬂ:]'Ee nay ar?ost
and abi deay -opOhbeMin¥eNndRics sebherddgrbt eethBEFOUI déSept or reject

the posted policy before even making an inquiry. (At best, a

‘ customer may select a check box on screen to ask to be left
off future mailing lists.) Examples of the inflexibility of

15 current privacy approaches include the following:

. There is no provision in such privacy policies to allow
the customer to make a staged disclosure as a transaction
progress, starting with an anonymous inquiry, for example,
followed by submission of purchase information when the

20 customer actually decides to make a purchase.

. There is no possibility of negotiating terms of privacy
protection, except by the conventional CDA route, or of
providing different preferences among which the customer may
choose.

‘ 25 o While an electronic marketplace may post and abide by its
own privacy policy, vendors offering items through the
marketplace may have their own privacy policies that are
incompatible with that of the marketplace, or they may have no
such policies at all.

30 Preferred embodiments of the present invention provide a
flexible framework in which parties doing business in an
electronic commerce setting can automatically negotiate the
terms of privacy protection to be provided, by matching
privacy criteria that the parties have defined in advance.

35 This framework is useful particularly in business-to-business

(B2B) interactions, and especially in interactions carried out



t he mar ket pl ace may have their own privacy policies that are inconpatible
with that of the narketplace, or they may have no such policies at all. 30
Preferred enbodi ments of the present invention provide a_ flexible )
framewor k WO O¥M8h parties doing business in an el ect roRFEY BB ce
setting can automatically negotiate thé -ternms of pri vacy protection to be
provided, by matching privacy criteria that the parties have defined in
advance. t380oTths 4r anvierrunddiagyef ellephronéal araxkeiplagsi ness- perbasi ness
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inclu I ness-i o-_cans 2C) and m xed B2C/ B2B settings. in
sone g@??ida’% %ﬁ2§/@g%t ﬁ&tﬁgﬁgﬁnt invention, an electronic
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one or nore sellers., Upon I ing into the narket e. th '
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private information may be disclosed to the nmarketpl ace,
di scl osedlEerppelvelyer $heakpvar WHaY SORIEs BES (GFe BERNMSE { PEHYREY| on.

The pref ﬁféﬂéﬁén@é@o spetéfabihenzbedises B0 Mirdaricherdral ket piaﬁ
sellers mag put th e private information. Sone of the privat ormati on
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The preferences specified by the buyer indicate which
private information may be disclosed to the marketplace, and
which may be disclosed to the sellers, and at what stages of
the planned transaction. The preferences also specify the

20 uses to which the marketplace and sellers may put the private
information. Some of the private information may be
encrypted, so that the marketplace can pass it through to a
selected seller but cannot access the information itself.
Preferably, the privacy preferences defined by the buyer

25 and/or by the marketplace include alternative positions and/or ‘
flexible, logical guidelines, so that a mutually-acceptable
policy can be negotiated automatically if there is a mismatch
between the preferences that are specified initially.

After the buyer and marketplace have agreed on the

30 privacy policy, the buyer submits a query or purchase order to
the marketplace for a desired item of goods or services. The
marketplace then finds one or more sellers offering the
desired item and attempts to match the privacy policy agreed
upon with the buyer to the sellers’ proposed privacy policies.

35 At this stage, too, the policies proposed by the sellers

preferably include alternative or fallback positions, so that



Préferably, the privacy preferences defined by the buyer 25 and/or by the

" mar ket pl ace include alternative positions and/or flexible, I ogi cal

gui delines, so that a mutually-acceptable policy can be negotiated

aut orat i caMY%%here is a msmatch between the pref er eREBEBOINLY ar e
specified initially. After the buyer an8 farketpl ace have agreed on the 30
privacy policy, the buyer submts a query or purchase order to the

mar ket pl atkze f orarketiedbced qaremaotogatdsablyseragardateThe Miardlet pbageyt hen

finds on e of.t-er.J Sir t n tienpis 19, mat ch
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transaction, the mar ket I acg?and seller %Fe entitled to record, analyze

use and A% ﬁ'ut%rlc‘FPet b EPTRA T Ry a PBY WHMI%?‘P%W%U?P% FehasADr
only 100 tewrentD adibertl byl thedagyeddreungt ged-iagan policy. There is

therefore provided, i;n aqﬁ,%l%af%g_, V\nthﬂd%rdeferredcaﬁcré%o%ag]%rélt nfc");d'r tlaon

present invention, a et h Aol Ing anex €
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restrictions to be place use of speci itens O
be di scl &¥¥H abyﬁecpné PREEY, p’a}P@,ﬁd#Fa‘:el ving fromthe second party a

descrnispti on ofreReiving from the first party a set of one or more
privacy preferences, indicating restrictions to be placed on
use of specified items of the information to be disclosed by
the first party;

receiving from the second party a description of a
20 privacy policy, indicating undertakings by the second party
with regard to restricting the use of the specified items of
the information;
assessing compatibility of the privacy preferences with
the privacy policy;

' 25 if the privacy preferences and the privacy policy are
found to be incompatible, brokering a negotiation with at
least one of the first and the second parties so as to bring
the privacy preferences and the privacy policy into mutual
compatibility; and

30 providing the information from the first party to the
second party only when the privacy preferences and the privacy
policy are found to be compatible.

Preferably, the restrictions indicated by the set of
privacy preferences include restrictions on disclosure of the

35 specified items of the information to third parties.

Alternatively or additionally, the restrictions indicated by



20 privacy policy, indicating undertakings by the second party wth regard
to restricting the use of the specified itens of the information;

assessing conpatibility of the privacy preferences with the privacy

policy; 1W802178he privacy preferences and the privacy BETHBYOETZ found
to be inconpatible, brokering a negotd &ion with at |east one of the first
and the second parties so as to bring the privacy preferences and the ’
privacy pfld cydint @irutpailvacyonpate frrtdrtags arishc3dpr oveditmg cthens nf onmat i on
fromthe first.party tqQ,the, .part en | y ef erences’
and the ﬁ |a\}é’€§g p8 ic%hgrelpgﬁ%&ggcl)gge égﬁgé%(i \l,)v?e. d%rggfgg)g%% ?ﬁe &
restrict icomglitndncatibieby thewbéthothepifiivatyppreyewdhdepeirmst udre of
restrictiQns ' o, t LEI | the information to
third part?ﬁ%egggxg!tfggéla?%n% &foor};%dld%al 0 aI%lh%, S?%%ﬂcger%?quigyc't i ons indicated by
WD 02521789 PEFeEBpabImb57thes fhestetanst pecondy Pgréfiesenedzhangs ubbe
restricti;ons.pAcigRalysi 8 omblieekNIBELON 23R AEAvERSCELBT pRRvAEy 2
condition subject to which the first party will permt one of , the

speci f i e®riefexsness bt edhsy PﬁévéélforRP%&rYt yingledes o 2878 vinge Fhest and
second pridreref¥esange tthe JoliRyTBiiNtNe anerwaripUt eRdaet\onKl1ANer

recei vi n% t he pri vac pr. ef erenceé and the Eri vacyﬁ%;)I Lcy inC| udes
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al t enpat ipagity est bigebbadeparéyeise otige ofnfoymatriani,t ywndf ab@epaihgeshe
eligible to receiye the dnformati.on, and sessing th thhility of

the pri v§@§}1p6$é$é¥éwée§’fi n@?ﬁd(?snsv&cé’ct?]ﬁ% e]i$n(aée§’ec%ﬂ§1%§ér)$§% Irl(g)ﬁq %ﬁ%ng t he
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privacy preferences ., W th [ (Va : i t d
Prefer abFf%P%P%g? [ ntgO t%gei ncs%ngggr‘r"{attl%?r?l:% cl ﬁ%eglgo%ﬁ%‘?%ﬁ% pg%? Fgﬁgé%?i on
bet ween whighf thet puivReeard paraf éhepgeeandnpartie- i nf or mati on, wherein the

tranggction i gyeendistfd AfbRiding the information includes conducting
a transaction between the first and second parties based on
the information, wherein the transaction is conducted in a
sequence of stages, and wherein providing the information
includes providing different ones of the specified items at
20 each of two or more different stages of the transaction, in a
manner specified Dby the set of ©privacy preferences.
Additionally or alternatively, conducting the transaction
includes submitting a purchase order containing the
information from the first party to the second party,

25 whereupon the second party f£fills the purchase ordex. ‘
Further preferably, providing the information includes
passing the information through an intermediary, which
receives the privacy preferences and the privacy policy and
brokers the negotiation if the privacy preferences and the
30 privacy policy are found to be incompatible. Preferably, the
intermediary includes an electronic marketplace, which is
accessed by the first and second parties wvia a computer
network. Additionally or alternatively, assessing the
compatibility of the privacy preferences with the privacy
35 policy includes establishing an intermediary privacy policy,

responsive to the privacy preferences, subject to which the



sequence of stages, and wherein providing the information includes
providing different ones of the specified itens at 20 each of two or nore
different stages of the transaction, in a nanner specified by the set of
privacy pr¥0R8n®’es. Additionally or alternatively, condBCIBOISAE
transaction includes submtting a putrchase order containing the
information fromthe first party to the second party, 25 whereupon the
second patinstf i phetizheipurchasomusdcatburdvhes pted erdaltleymegiaxiy di ngnd he
i'nformation includ p i_Ng.L infarpption, throygh an_internmediar

whi ohr SamerRETEn Ehe, PO PR o B R g S RE PO RS B TS ¥ oker s
t he negotwidth orthief trheE vyadw age lgraaf ercehcasheandsedmnd30 gamitwacy pol iMystar e

found to ' ti . Prefe I 10t Lary A

el ectroni%%r?ae?%%{i%?aée}%&v%llgﬁaiéﬁgaé{gggé@%tjbé/ﬁlt Eé@?g?g% é#éll se&gg%d%&aerties
via aScorpficamatienworie Ad¢i timtrimadioryal twirerrinehy, pastieusi af tite
conpat i bidjdy@kibRe Y | YA REET GHENGLSMELLELE BOIMACY i35 Pt dhce
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7 0 firstsRny phetiOah@MAYRI GRt EndV {rt drRdiBlgr medi ary, and assessing the
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marketplace in connection with a transaction to be carried out
15 by the buyer through the marketplace;

subject to the privacy policy, receiving the information
from the buyer, including a description of an item desired to
be procured for the buyer;

locating a seller in communication with the marketplace

20 offering the item;

receiving from the seller an undertaking to restrict the
use of the information in accordance with the privacy policy;
and

providing the information to the seller, subject to the

. 25 undertaking, responsive to which information the seller
conveys the item to the buyer.

In a preferred embodiment, receiving the information
includes tracking and analyzing behavior of the buyer while
the buyer is wvisiting the marketplace in order to derive

30 purchase behavior data regarding the buyer, and including
limiting use of the data in accordance with a restriction
imposed by the privacy policy.

There 1is additionally provided, in accordance with a
preferred embodiment of the present invention, apparatus for

35 controlling an exchange of information between a first party

and a second party, including an information exchange server,



i nformation to be revealed by a buyer to an electronic rmarketplace in
connection with a transaction to be carried out 15 by t he buyer through

t he mar ket pl ace; subject to the privacy policy, receiving the information
from the DMQ&¥2178hcl udi ng a description of an item desi rg’GTﬂB"l/"Eﬂ%r ocured
for the buyer; locating a seller in eogmunication with the marketplace 20
offering the item receiving fromthe seller an undertaking to restrict the-

use of therhRGeaNBsI Qécéﬂvécﬁ_@blﬂaﬂﬁé mﬂt tgswrwlaagatpofl 6fsfe éfdmore
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buyer$ addscnmtmbmgofl iani priyacye pofliche diatdidatiace ovalderctalkdings aby
restrict 3@8}—&%}6 N1 P41 VRGKAROSC o B oty AL LiGRAIY pRQVT ded,

in accor ance W ferrede i ment” o e present invention,
appar at uspeéocifigd co‘lmemﬂ i ef an t@ﬁchah@faomal‘r#ﬁrbr MRESh b&PweeRSaessr st

party and B@??%%%%r% el UgENehAP bLRESERBhERE S¥LHRNGSeS Ch¥EhacyO

02/ 21789 | 77 8 arranged to receive fromthe first party a set
of one oPokbEY: BEFhadRayr difer @it RTIVARN RUATHRY IREAS i 319 oHie t BYB¥a$Y aced

on tge ghiseeCidecdrbhieds t&f bée imoapbaBiboa, t e ﬁé?ﬁéﬁse}ﬂ:omérsth@ first

party, and to. receive fromthe second party 5 escrl acy
policy, PRAPELAFHRP uMdE §§a5§ e %%C(’J—‘ﬁ& pg $ nd

restrictpagriée sseadftd hlsrlzs@eché |Mvac@n@r@ffe&~hacesf afldathénprﬁﬁzﬁlcjro .

assess CcoO at|b|I|t he, privac ef erences th the rlvacy olicy,
such t haP°i c¥he1;5\r'| c’f}u% é’r?g‘é’étg%ﬁ{f% priVicy donvey™) the

information from the flrst party to the second party only when
15 the privacy preferences and the privacy policy are found to be
compatible.

There is further provided, in accordance with a preferred
embodiment of the present invention, apparatus for maintaining
an electronic marketplace, including an electronic commerce

20 server arranged to establish a privacy policy restricting use
of information to be revealed by a buyer to the server in
connection with a transaction to be carried out by the buyer
through the server and, subject to the privacy policy, to
receive the information from the buyer, including a

25 description of an item desired to be procured for the buyer, ‘
to locate a seller in communication with the marketplace
offering the item, to receive from the seller an undertaking
to restrict the use of the information in accordance with the
privacy policy, and to provide the information to the seller,

30 subject to the undertaking, responsive to which information
the seller conveys the item to the buyer.

There is moreover provided, in accordance with a
preferred embodiment of the present invention, a system for
controlling an exchange of information, including:

35 a first computer, provided with a set of one or more

privacy preferences, indicating restrictions to be placed on



10 policy are found to he inconpatible, the server brokers a negotiation
with at | east one of the first and the second parties so as to bring the
privacy preferences and the privacy policy into nutual conpatibility, and
to convey YA&22Y8 ormation fromthe first party to the sdIABOHHSTY only
when 15 the privacy preferences and thé privacy policy are found to be
conpati ble. There is further provided, in accordance with a preferred
enbodi nemseofoft pguieSiant itmentebnithappafarmstion pri beaidiisngosad by

el ectroni.g.mpE ket phagey,; i ncluding an el ectronic comerce 20 server arranged
to establish a privacy policy restricting use of information to be

reveal ed by aabuwo%l% t¢EREerer PHOVEBRAdecri®Yh Wi t Hegcrinhbtert ioh teo be

carried gut hyyt holuner ih81osghd henderyakiaRs. pyubleet sbeoﬁge ZF;SHxit\gﬁCy

policy, to receive the information fromthe buyer; including,
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fromthe seller an undert.aki ngﬁto restrict the use of the information in
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t he use BYlivaeyspetpfpeanreansand the | PréveRayi orolagy into mutual

15 compatibility, and further arranged to provide the information
from the first party to the second party only when the privacy
preferences and the privacy policy are found to be compatible.

' There 1is furthermore provided, 1in accordance with a
preferred embodiment of the present invention, a system for

20 electronic commerce, including:

a buyer computer, operated by a buyer;
one or more seller computers, operated by respective
sellers; and
an electronic commerce server coupled to communicate with
‘ 25 the buyer and seller computers via a computer network, and
arranged to establish a privacy policy restricting use of
information to be revealed by the buyer computer to the server
in connection with a transaction to be carried out by the
buyer computer through the server and, subject to the privacy

30 policy, to receive the information from the buyer computer,
including a description of an item desired to be procured for
the buyer, to identify one of the seller computers making an
offer to supply the item, to receive from the seller computer
an undertaking to restrict the use of the information in

35 accordance with the privacy policy, and to provide the

information to the seller computer, subject to the



an information exchange server, coupled to comunicate wth the first and
second conputers via a conputer network, and arranged to assess
conpatibility of the privacy 10 preferences with the privac% policy, such
that if tHEORRVEty preferences and the privacy policy XEEFBYMIto be

I nconpati bl e, the server brokers a neddti-ation with at |east one of the
first and the second parties so as to bring the privacy preferences and

t he privangjepbhkiyg) ntrespohsairelXc owhathbiiddfformazidnf whdereapeanged to
provide the.information. fromthe firs [ty to the second party only when-
the pri vsc‘?;leﬁr%?ré‘r’ee‘ﬁs(:&shea etn}'né"opir;lh\?a%‘y&%ﬁricy are found to be conpati bl e.
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a buyer tonputer, operated by a buyer; “one or nbfe seller conputers,
oper af edspftvarperiodictsafdrer sontrel bing| agt raxshangemmek cénsernpatienupl ed

to comupbegben W 4N £ilexr t habyerand SeldRion@ONpUHkeyS ViRed SLIRULELT
network, .and _arranged to establish a _privacy, poligcy restricting use of
i nf or mat LBALYGIRRE r &veaf FRPHIRT e IR ¢ Wt &t heVeiEhy er PEPGram

connect i As¥-hidt Porld ABEACIIRFe) RhiGH IifskAudt fnhd, hewhdyeeagomput £1

t hrough the server and, subject to the prlva%y 0 olbcy ,to receive the
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and to assess compatibility of the privacy preferences with
the privacy policy, and if the privacy preferences and the
privacy policy are found to be incompatible, to broker a
negotiation with at least one of the first and the second

20 parties so as to bring the privacy preferences and the privacy
policy into mutual compatibility, and to ©provide the
information from the first party to the second party only when
the privacy preferences and the privacy policy are found to be
compatible.

25 There is still further provided, in accordance with a .
preferred embodiment of the present invention, a computer
software product for electronic commerce, the product
including a computer-readable medium in which program
instructions are stored, which instructions, when read by a

30 computer, cause the computer to establish a privacy policy
restricting use of information to be revealed by a buyer to an
electronic marketplace in connection with a transaction to be
carried out by the buyer through the marketplace, and subject
to the privacy policy, to receive the information from the

35 buyer, including a description of an item desired to be

procured from the buyer, and to locate a seller in



5 software product for controlling an exchange of information between a
first party and a second party, the product including a conputer-readable
mediumin which program instructions are stored, which instructions, when
read by a WO&MBUBLr, cause the conputer to receive from tM&MBPYYETharty a
10 set of one or nore privacy preferentes, indicating restrictions to be
pl aced on use of specified itens of the infornmation to be disclosed by the

first paEbMunuﬁE!da{:QoﬁeGerMe ther Qﬁaﬂmpawcbﬂa@ﬁhga glescith) 0Bnaf
privacy polig¢ |nd|c g% gnderta S bé t he second Ear;é with regard to
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and if the ravac% §reference and %he |vac §O|I0é g ound to, be

inconpatP5P§ Bo BPSkert&oREGLP  at 8n F ast SHEIGF th5°f| and

t he sﬁconﬂdé@takmnges gespens vedri hg thhiphlvamﬁommatéoanceheandeuher

privacy be % ggﬁ éﬁgﬁ,? hility, and to provide the information
par t

from the® |rs e second party only when the privacy preferences
and the pri va@‘!;lepptrleeynar énvenhton owbél benpatieblfally?2mnflesstoprd $tronl

further ppgvi degd; b A¢COrdlanca M ¢ hd@sl:rl gf&?r rege emhgdl ma@&'e(%fert:ga

present invention, a conputer software uct for electronic conmerc
the prodewbodimentai Hepreahmraken F@a@ébleé webh e rAxdWigtgspr ogr am

i nst{gictions are stored, which instructions, when read by a 30 conputer,
cause the conputer to establish a privacy policy restricting use of
information to be revealed by a buyer to an electronic marketplace in

n:mectl on with a transsgisrHEserRRSTIOR' b Sl WrAlYrNdye buyer through the

ket pl ace, and subject to the privacy policy, to receive the information
fromthe 35 biv'}{ﬁe 1l BE'Hdééﬂeﬁa@fécrf)ﬂéma@‘ 131ridsft€»%‘t_da‘8§25@d al QyBeen

procured fromt buyer, and to Iocate a seller 1n WO 02/21789
PCT/ 1B01f0y579lectqonfc commerce, in accordance with a preferred

embodiment of the present invention;

Fig. 2 is a flow chart that schematically illustrates a
method for carrying out an electronic transaction subject to a
privacy policy negotiated among the parties to the

20 transaction, in accordance with a preferred embodiment of the
present invention;

Fig. 3 is a flow chart that schematically illustrates a
method for negotiating a privacy policy between a buyer and an
electronic marketplace, in accordance with a preferred

‘ 25 embodiment of the present invention;

Fig. 4 1is a flow chart that schematically illustrates a
method for handling private information prbvided by a buyer to
an electronic marketplace, in accordance with a preferred
embodiment of the present invention; and

30 Fig. 5 is a flow chart that schematically illustrates a
method for concluding an electronic transaction and for using
private information conveyed in the course of the transaction,
in accordance with a preferred embodiment of the present

invention.

35



communi cation with the marketplace offering the item and to receive from
the seller an undertaking to restrict the use of the information in
accordance with the privacy policy, and to provide the information to the
sel ler, sUMPE&¥218DH the 5 undertaki ng, responsive to whi cRCIABYOMETi on t he
seller conveys the itemto the buyet.12he present invention will be nore
fully understood from the follow ng detailed description of the preferred
enbodi ments thereof, taken together with the drawi ngs. 10 BRI EF DESCRI PTI ON
OF THE DRAWNGS Fhgmatris skRGISTRON orP bREFE D) of a system
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present a catalog or other listing of available items,

15 consolidating the offerings of many sellers and giving the
buyer a range of item types, prices and supply terms from
which to choose. When the buyer orders an item from the
catalog or specifies his buying preferences in some other
acceptable manner, the market maker selects the appropriate

20 seller and passes the buyer’'s order on to the seller for
fulfillment.

The functions of buyer 22, market maker 24 and seller 28
are carried by computers linked to network 26, as shown in the
figure. These computers are equipped with software for

25 performing transactions automatically, with minimal user
involvement other than updating the listing of available items ‘
at the seller’s side and indicating the items desired at the
buyer’s. Software for these purposes is known in the art. In
preferred embodiments of the present invention, as described

30 hereinbelow, the computer software also provides for
definition of machine-readable privacy preferences and
automated negotiation of a flexible privacy policy among the
buyer, market maker and seller. Software for this purpose may
be supplied to the computers in electronic form, over network

35 26, for example, or it may alternatively be supplied on-

tangible media, such as CD-ROM.



Fig. 1 is a schematic, pictorial illustration showwng a 5 system 20 for

el ectronic commerce, in accordance with a preferred enbodi nent of the
present invention. A buyer 22, typically a business seeking to purchase
goods or S¥PWRRESY that it needs, establishes a connecti JCTHBIHOIAH

el ectronic marketpl ace, referred to-hggeinbel ow as a market maker 24, via
10 a network 26, such as the Internet. Typically, the market maker

operates a V\é&nseegcerbpﬁgtﬁétheayi agrteee@w&rlece@ﬁﬁeré@ @nd ARy
sellers, such as a offer th itenms that the buyer

e t
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transactions automati cal m ni mal user _ i nvol vénent ot her
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is knowmn in the art. In preferred enbodi nents of the present invention, as

descri be@*gbangeei ntf ow, SERELENBUt er IREATRRIOTl s02BPRYI deLTHuLeTS
’gl ni ti eemAliniBEhiAg- r edslabl 1 quintaGy: pebeaences aad meikd oredfidient

otiatign of a. flexible privac olrcy anon by rket maker and
seller. EFRRELYSr t hFS purcrﬁfs% kﬁ"af e suﬁg?%e‘ge?tbl%/ﬁe cg%ﬁﬁel@rsél n
el ectr oniagreemgentever network 35 26, for exanple, or it may alternatively
b SYRPLLEY OBia,' AIUDLE IOV SrRBHED R R RO LY 01577
method for carrylng out an electronic transaction between -
buyer 22 and seller 28 through market maker 24, in accordance
with a preferred embodiment of the present invention. The
buyer, seeking to purchase an item of goods or services of a
20 particular type, logs into the market maker’s Web site, at a
log-in step 30. Before proceeding to browse the site for the
desired item, the buyer is invited to negotiate and conclude
an agreed-upon privacy policy with the market maker, at a
buyer privacy negotiation step 32. A preferred implementation
. 25 of this step is described in detail hereinbelow with reference
to Fig. 3. If the buyer and market maker reach agreement on a
privacy policy, at an agreement step 34, the buyer proceeds
with the transaction. Otherwise, if the buyer has strong
privacy preferences that cannot be satisfied by the criteria
30 of the market maker’s privacy policy, the buyer leaves the
market maker’s Web site, at a log-off step 36. Preferably, if
the buyer has made purchases from this market maker in the
past, so that a privacy policy was already mutually agreed on
at a previous transaction and has not since been changed,
35 steps 32 and 34 can be skipped.

Once the privacy policy is concluded, the buyer browses



protection hereinbelow, for the sake of clarity, reference is nade
specifically to system 20 as a nodel for inplenentation of the present
invention. It will be understood, however, 5 that the present invention is -
not |imtSMOPH2EBY way to this specific application envPESEBEAIST7Rat her,
the principles of the present inventipn ymay be applied in substantially
any electronic comerce setting in which protection of privacy of
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buyer’s private information may be hidden from the market
maker, preferably by encryption, and may be withheld from the
seller until the buyer has accepted the offer.

20 When the seller of the desired item has been identified,
the market maker must confirm that the seller undertakes to
abide by the buyer’s agreed privacy policy, at a seller
privacy negotiation step 42. If the buyer has a privacy
preferences that match the proposed policy 1listed by the

25 seller, the market maker can proceed with the transaction. ‘
Otherwise, another automated negotiation must take place,
typically matching the policy proposed by the seller against
the alternative preferences listed by the buyer and by the
market maker. If no agreement is reached, the market maker

30 will not pass the buyer’s private information on to the
seller, and there will be no transaction concluded with this
seller, The market maker may instead attempt to match or
negotiate the buyer’'s agreed privacy policy with another
seller offering the desired item. The possibility of losing

35 business due to such failed privacy negotiations provides

sellers with an incentive to define proposed policies that are



- 14 the narket maker's |l i stings of goods and services, referred to

~ herein as the market naker's catalog, to find the desired item at a

browsing step 38. At this stage, the market naker receives informtion
fromthe b¥WEP2H4t nay be subject to the 5 privacy poli c)CHEYYISAT ed at
step 32. Handling of this private infdBrmation by the market meker is
descri bed hereinbelowwith reference to Fig. 4. The market nmaker uses the
i nf or mat i@ flepsEibledakr posghblbuyer to find one or nore sellers of the
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maker 30 wil'l not pass the buyer's private information on to the seller,
and there wil Fife do %5 ahsééPWorbagic|thaéd sahemathicsllyelildustTatenneket
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- embodiment of the present invention. Upon entering the market
maker’s Web site, the buyer is directed to a privacy handling
page in the site, at a page direction step 50. Preferably,

20 the market maker offers a number of alternative default
policies among which the buyer can choose, at a policy
browsing step 52. The policies define what elements of the
buyer’s private information will be submitted to the market
maker, and what elements can be submitted by the market maker

. 25 to possible sgellers. The policies may also indicate at what
stage certain elements of the information will be submitted to
the market maker and/or to the seller, enabling a phased
disclosure as the transaction proceeds, as noted above. In
addition, the policies may specify the uses to which the

30 market maker and/or seller may put the information they
receive.

An exemplary policy for use in the setting

business-to-business (B2B) purchasing could be the following:
e No buyer financial information to be passed to any parties

35 other than the seller.



sellers with an incentive to define proposed policies that are is 0 WO
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order infdVRA¥?13% on to the seller, at an order step 44FP
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privacy preferences. (Of course, the buyer’s privacy
preferences may specify that no information is to be disclosed
to any party other than the seller.)

e The market maker and seller may not collect data on the
buyer’s procurement patterns.

e Final order details to be passed to the seller in encrypted
form (typically using the seller’s public key, as is known in
the art) and hidden from the market maker and all others.

This policy is listed by way of example, and alternative
policies will be apparent to those skilled in the art. For
example, the buyer might select a policy that allows certain
contact or procurement information to be passed to other
sellers, as well, in order to receive information regarding
new products and price changes occurring in the market of
interest. The market maker may also offer incentives to
induce buyers to choose more permissive privacy policies.

If the buyer finds an acceptable default policy, at a
policy selection step 54, the buyer submits the choice to the
market maker, at a policy submission step 56. The buyer can
then browse the market maker’s catalog or input details of the
desired item for purchase, at a browsing initiation step 64.

Alternatively, if none of the default policies offered by

will
by

t he
e

e



An exenplary policy for use in the setting business-to-business (B2B)
purchasi ng could be the following: No buyer financial information to be
passed to any parties 35 other than the seller. WO 02/21789 PCT/|B01/ 01577
- 16 No WOY&218dntact information to be passed to any gEWBBYOISE: her than
the seller. Buyer contact informatieniTo-be passed to the seller only
after privacy policy has been agreed upon (at step 42, Fig. 5 2).
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using the se public key, as is known in the art) and hidden fromthe

mar ket nﬁﬁéipaﬁﬂtblpaﬁhers This policy is listed by way of exanple, and
al tenpati,ve NQliG @8 JWilsebe apparent to those skilled in the art. For
exarrp , the buyer mght select a policy that allows certain 25 contact or
procurement iNdverTaliisalolse.be passed to other sellers, as well, in order
’ receive information regarding new products and price changes occurring
t he mar ketOrsrionadilyr ediscinge nefusteqtakée nepeal 96 9% iSRESALILEs to
i nduce buyghs$tignghoose nore perm SSI ve privacy policies. 30 If the buyer

finds an accegt abl e default policy, .
referably, the format prov1des for wvarious types of

15 conditions to be specified, and also allows the buyer to
indicate that he or she is willing to forego a given optional
preference as needed, 1if the market maker or a particular
seller is unwilling to accept it. Examples of conditions that
the buyer can specify include the following:

20 o A certain phase of the transaction has been reached.

3 The seller fits certain criteria specified by the buyer,
such as size, visibility, affiliation with industry groups,
customer privacy protection record, etc. (It is assumed that
. data regarding these criteria are available to the
25 marketplace.)
. The seller appears on a list of names of companies with
whom the buyer is or is not prepared to do business.
The market maker evaluates the |buyer’s selected
preferences, at a proposal evaluation step 60. If the
30 preferences are compatible with general privacy policy
guidelines maintained by the market maker, the market maker
returns its acceptance of the proposal to the buyer, and the
transaction continues from step 64. On the other hand, if

there are points in the buyer’s preferences that are not



policy selection step 54, the buyer submts the choice to the market

maker, at a policy subm ssion step 56. The buyer can then browse the

mar ket maker's catal og or input details of the desired itemfor purchase,
at a browd¥V@§22¥8% i ation step 64. 35 Alternatively, if nBREBFVHHE def aul t
policies offered by 0 WD 02121789 RCT/d BO1/ 01577 - 17 the market maker
neet the buyer's requirenents, the buyer specifies his or her preferences,-
at a progesaptsbed 5S8o Pref emabkyt thekdryesrs pref eerpeecedr erexppessed

in a standard forpat_or | anguage, ch as ,an extension,of the_P3P
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Pr ef er abl y, » for vi:des for various types of 15 conditions to be
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to forego a gfi@n éptisormal £1g etrehcehat scheawaticallnelhiuxarataker or a
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the buyer can specify incliude the followng: 20 A certain phase of e
transact FoWr s Hechr peatrbdanthaadeinder af (RENESCEAPR o ket i ed by
the pyyehakeSUQR,as1i181 a@coX¥lghdé | Wii¥nh af f bhbabised WeliBolNflESE I b FIT OAPS,
custonmer privacy protection record, etc.. (It is assuned that data

regar di NgFERRRe dAMERLIS ar e KRGS abP8 RN 228 FRIKRYDI FBESY ohaYe
sel l er appeessd 6A ahkl Mrishacpanediel canpesves vhéir iboerddieidilyethés or .
'S not pkrn%rr)g{‘ e:lc.jn‘_&?tsgj Oirl]?l Siarﬁ.esgdrchase information to the market maker,
at an dinitial submission step 70. This information is
15 necessary in order for the buyer to browse the market maker’s
on-line catalog, as well as for the market maker to locate the
sellers offering goods or services that meet the buyer’s
requirements. If the agreed privacy policy allows, the market
maker tracks the buyer’s purchase needs and navigation in the
20 market maker’s Web site, at a tracking step 72. The market
maker can then present the buyer with targeted advertising,
help, discount coupons, etc., at a buyer assistance step 74,
as 1is known in the art. On the other hand, the privacy policy
choices offered by the market maker enable the buyer who does
25 not wish to receive these sorts of assistance to opt out of .
them in advance.

At a purchase information step 76, the buyer inputs to
the market maker financial and delivery information necessary
for completing the transaction with the buyer. In accordance

30 with the privacy policy, the buyer may choose to provide this
information only when a seller has been located offering the
desired item with an acceptable price and terms. In any case,
the market maker provides the information only to the seller
with whom the transaction is to be made, unless the agreed

35 privacy policy allows the market maker to give all or part of

the information to other parties. Alternatively or




The mar ket maker eval uates the buyer's selected preferences, at a proposal
evaluation step 60. If the 30 preferences are conpatible with general
privacy polic ui del i nes mai ntai ned by the market maker, the market naker
returns i t%0 3%’8’3 Bt ance of the proposal to the buyer, and B4BY$SHsaction
continues fromstep 64. on the other-hdhd; if there are points in the
buyer's preferences that are not WO 02/21789 PCT/I1B01/ 01577 - 18
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pur chase 1 nformation step e buyer Tnputs to
example, the buyer may remain anonymous to the seller during

the browsing stage, followed by disclosure of the buyer’s name
and address upon requesting a quote, with full disclosure of
buyer details provided only after a purchase agreement is

20 reached.
Once the buyer has accepted the seller’s offer, the
seller receives the buyer’s order information and decrypts any
of the data that are encrypted, at a decryption step 82.
Based on the order information, the seller charges the buyer’s
" 25 credit card or other account and ships the goods to the buyer,
at an order conclusion step 84. At an information re-use step
86, both the market maker and the seller are required to
determine whether the privacy policy agreed upon with the
buyer allows either of them to make further use of the
30 information provided in the course of the transaction. If the
policy forbids re-use of the buyer’s information, in whole or
in part, the market maker and seller must purge their records
of the forbidden information. Typical business practice,
however, provides that at least some of the buyer information
35 is to be stored, by the seller and/or the market maker, at a

storage step 88.



the market maker financial and delivery information necessary for
conpleting the transaction with the buyer. In accordance 30 with the
privacy policy, the buyer may choose to provide this information only when’
a seller H’&@Oi;@é?f’ | ocated offering the desired item w t RCEEBUHOIEDt abl e
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15 described above are cited by way of example, and that the
present invention is not limited to what has been particularly
shown and described hereinabove. Rather, the scope of the
present invention includes both combinations and
subcombinations of the various features described hereinabove,
20 as well as variations and modifications thereof which would
occur to persons skilled in the art upon reading the foregoing

description and which are not disclosed in the prior art.



Based on the order information, the seller charges the buyer's 25 credit
card or other account and ships the goods to the buyer, at an order
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nodi fication ich would occur to persons skilled in the art upon
readihg the fdfeddiengperivacy preferences and the privacy policy are

found to be incompatible, brokering a negotiation with at
least one of the first and the second parties so as to bring
the privacy preferences and the privacy policy into mutual
compatibility; and

20 . providing the information from the first party to the
second party only when the privacy preferences and the privacy

policy are found to be compatible.

2. A method according to claim 1, wherein the restrictions
25 indicated by the set of ©privacy preferences comprise
restrictions on disclosure of the specified items of the

information to third parties.

3. A method according to claim 1, wherein the restrictions
30 indicated by the set of ©privacy preferences comprise

restrictions on analysis of the information.



description and which are not disclosed in the prior, art. 0 WO 02/21789
PCT/1B01/ 01577 - 21 CLAIMS 1. A nethod for controlling an exchange of
information between a first party and a second party, conprising: 5

recei ving WO BM¥e first party a set of one or nore pri PaEABRBOEY2r ences,
indicating restrictions to be placed-ap -use of specified itens of the
information to be disclosed by the first party; receiving fromthe second -

party a descriptio f a 10, privacy, policy, .indi,cating undertakings by the
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and the privacy policy into nmutual conpatibility; and 20 . providing the

inforfamtion fromthe first party to the second party only when the privacy

preferences and the privacy _policy are found to be conmpatible. 0 2. A
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6. A method according to claim 1, wherein the second party
is one of a plurality of parties eligible to receive the
information, and wherein assessing the compatibility of . the
15 privacy preferences comprises selecting the second party from
among the plurality of eligible parties responsive to the
compatibility of the privacy preferences with the privacy

policy of the second party.

20 7. A method according to c¢laim 1, wherein providing the
information comprises conducting a transaction between the

first and second parties based on the information. . .

8. A method according to claim 7, wherein the transaction is
25 conducted in a sequence of stages, and wherein providing the
information comprises providing different ones of the
specified items at each of two or more different stages of the
transaction, in a manner specified by the set of privacy

preferences.

30



4. A method according to claim1l1, wherein the set of privacy preferences
conprises a description of a condition subject to which the first party

Will permt one of the specified items to be used by the second Farty.

A nethod aWO8#RY to claim 1, wherein the first and sedSTdBRUIE%es

exchange the information via a conmpute23 +etwork, and wherein receiving the
privacy preferences and the privacy policy conprises receiving the

preferenges and the .10 pol.i via the network. 6. A.method according to
Ol ot m 1. Sneho T TR ey ey y Boi ELEER O wier Ry, BV ALY o
el i gi bl e informetiore -cohprisesorpassing arhe whimmBdmmadsisessitigough an
conpati bislLi =1.he ol N : f : rj i t second
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conpat i bibrilvacef poveiqy | aady brekerentds wregotirtion vddy thel irsyiveicyt he
second pPRfl¥erdfcds AdHRi hoghaccydiagyt 0 Ld@idp 1, spher iy ovidli ”%ézt he

i nformati on conEflses conducting a transaction between the first an
second p&RcPERabakEd- on the information. 8. A nmethod according to claim?7,
wherein the transaction is 25 conducted in a sequence of stages, and
wherein providing the information conprises providing different ones of the
specified.te at .each of two or_nore different stag of, t he .
transactﬁgn, gﬁnﬁkhﬁan@FQﬂﬁgfpgiéﬁ’b e EtwgﬁrSFFv %f Bisoediesy. 30
WO 02/ 21¢dfpPidés Bat/ @leé¢troni23mabkétPlade nevhbchadsondrgséd biaithiel,
wherein providin ' lm&t' C [ | N he i nformation
thr oggh %ﬁ%l‘;n?ggnéégl%r% yfga\c/lvfn C d Sége%\c’gghﬁﬁge%ﬁ?%%%%r%T ef erences and the
L vacy policy and brokers the negotiation if the privacy 5 preferences and
e privacy policy are found to be inconpatible.

11. A method according to c¢laim 9, wherein assessing the
compatibility of the privacy preferences with the privacy
policy comprises establishing an intermediary privacy policy,
15 responsive to the privacy preferences, subject to which the
firgt party is to communicate . with the intermediary., and
assessing the compatibility of the intermediary privacy policy

with the privacy policy of the second party.

20 12. A'method according to claim 11, wherein providing the
information comprises conveying the information wvia the
intermediary, wherein a portion of the information is provided

. in an encrypted form, in accordance with the privacy
preferences, for decryption only by the second party and not

25 Dby the intermediary.

13. A method for electronic commerce, comprising:
establishing a privacy policy restricting use of
information to be revealed by a buyer to an electronic
30 marketplace in connection with a transaction to be carried out
by the buyer through the marketplace;
subject to the privacy policy, receiving the information

from the buyer, including a description of an item desired to



10. A method according to claim9, wherein the internmediary conprises an

el ectroni ¢ market place, which is accessed by the 10 first and second
parties via a conputer network. 11. A nethod according to claim9, wherein
assessi ng WQ&2218¥hpatibility of the privacy preferences RFTHBYUAETri vacy
policy conprises establishing an inter2#ed ary privacy policy, 15 responsive
to the privacy preferences, subject to which the first party is to :
conmuni cBéeprodilited hitor dhay Rglea;y, and assessing the conpatibility of the

intermedi ary privacy polic wi t.h the pri.vacy pol.i of, t he_secon arty.
20 12. A net hg%c%%lc%q di“nﬁ;e%'/%egl airm 4T 16rern pr‘%lf/liyrﬂi n%etﬁ%rﬁleﬁ?g? tion
conpri sesffenimyitige tidisem;nf ormati on via the internediary, wherein a
portion of t i t} i r O\ in ed. f i rdance
Mih the privies G bl ndl G GRE o NuAB LI oo Pe L S e
not 5 byethé theedmigrmapion3insagerhdanterwitkcthenpeivesvepeblcy:
conprisipgy establishing a privacy policy restricting use of information
to be reveal ed by a buyer to an electronic 30 nmarketplace in connection
with a transaR¥Porling behe aipfemmation biot kBehRrdlehr SgH ke tParkeg pl ace;
subj ect fRqdheaiPidy,acyrbdidivd €08l Vigidie LRformatian fHom the buyer,
including a description of an itemdesired to WO 02/21789 PCTABO1/ 01577 -
24 be pfORYFER GhE iurn fgy&he PY¥SFing a seller in communication with the
rrarkﬁpl ace offering the item receiving fromthe seller an undertaking to
restrict the 5 use of the information in accordance with the privacy
policy; nd providi ng_the informtion,to,the | , £ct, o the
undertak%%‘g, ?e@%o%%@v%cf%r%rf%h@iyn?gﬁr%t%%’n ?’ﬁgrélg I%%Hgﬂé(f;ln%/hel;nsg t t1'leei tem
to the beyeracyl ®dUicyA qrehrigdesceoecdimgng oftbmi bind 3buyererzisetestfaldnshi ng

the or more privacy preferences with regard to specified items of

the information to be provided by the buyer, and determining
15 the privacy policy 8o as to accord with the received

preferences.

15. A method according to claim 14, wherein dJdetermining the
privacy policy comprises assessing compatibility of the
20 privacy preferences with policy guidelines of the marketplace
and, if the privacy preferences and the policy guidelines are
found to be incompatible, negotiating with the buyer so as to
bring the privacy preferences into compatibility with the .

guidelines.
25

16. A method according to claim 14, wherein receiving the
undertaking from the seller comprises receiving privacy
proposals from multiple sellers in communication with the
marketplace, and selecting at least one of the sellers whose

30 privacy proposal accords with the buyer'’s privacy preferences.

17. A method according to claim 13, wherein the transaction

is carried out in a sequence of stages, and wherein providing



privacy policy conprises receiving fromthe buyer a set of one or nore
privacy preferences with regard to specified itens of the infornmation to
be provided by the buyer, and determ ning 15 the privacy policy so as to
accord wi tWOR@18gcei ved preferences. 15. A nethod accor’gﬂﬂf" /HSET ai m 14,
wherein determining the privacy pol cgscenprises assessing conpatibility
of the 20 privacy preferences with policy guidelines of the marketpl ace

and, if _tt-ngie_- Piri feaea Hilcef eEenens %réd_t:}bt&e dwdﬂﬁxé&&uidiigédlr&an%r eliffuehtt 0 be
i-nconpat i . _hegoti.ati wi,th the_buyer so gs_to bring the priyvac
preferené’é’§%ilﬁf18 c8ﬁ’patt?‘%i | FEYORPE R Phe abui‘g%#%%r?t Zagq'fQGSA ft hddhe
accor di ngraasakaionl4inwaeterdanes aviiingHeherivader bekiseg. from t he sell er
conprises receiving privacy proposals from-nultiple sellers in

communi cation with the nmarketplace, and selecting at | east one of the

sell ers whose 30 privacy proposal accords with the buyer's privacy
prefefendds. & |metlpd pAagephdingcdor dehainmo 13l ai whaRimheeephving the

transact ij@Rorinac§8A! ic%%g‘i“ﬂsegn FRCHEIHBBC & OboSt BGES of ANGMNAI R A IQY di Ng
WO 02/21789 PCT/1BOL/ 01577 - 25 the information to the seller conprises
di scl osi #§ dPPf PRMIYPERH t ifOR® ofinpReeFHERIPmticon the dnerepigntacg .agd® of

the tragagactbgncel BidBCAHdaAREA viich Jech, i \waey whelreay. pori&8ngA diet hod
accor di ng to claim 13, wherein_receiving the inforpmation conprises

recei vi ngRAFBREFOR I t hBS| FEILRAL i ATPHIFSH RIRYYHH FBEmSNSZy®dssi bl e

to the npokeiphaod the SACOrm@tih Webhthbe Hlileacy v | Ly, eaad188eRQi N
providin lon to the seller conprises providing the encrypted

the _ipforma
portigﬁCEVthgh?n?’%fm?Wnt'o the seller, who is enabled to decrypt the

it ormation. 19. A nethod according to claim 13, wherein receiving the

19. A method according to claim 13, wherein receiving the
information comprises tracking and analyzing behavior of the
15 buyer while the buyer is visiting the marketplace in order to
derive purchase behavior data regarding the buyer, and
comprising limiting use of the data in accordance with a

restriction imposed by the privacy policy.

20 20. Apparatus for controlling an exchange of information
between a first party and a second party, comprising an
information exchange server to receive from the first party a

. set of one or more privacy preferences indicating restrictions
to be placed on use of specified items of the information to

25 be disclosed by the first party, to receive from the second
party a description of a privacy policy, indicating
undertakings by the second party with regard to xestricting
the use of the specified items of the information, and to
assess compatibility of the privacy preferences with the

30 privacy policy, such that if the privacy preferences and the
privacy policy are found to be incompatible, the server
brokers a negotiation with at least one of the first and the
second parties so as to bring the privacy preferences and the

privacy policy into mutual compatibility, and conveys the



i nformation conprises tracking and anal yzi ng behavi or of the 15 buyer while
the buyer is visiting the nmarketplace in order to derive purchase behavior
data regardi ng the buyer, and conprising limting use of the data in '
accor dancevVOPH78 restriction i nposed by the privacy poPCEYBOIBESTZQ,
Apparatus for controlling an exchange 24 4 nformati on between a first party
and a second party, conprising an information exchange server to receive -
from t heihEbsihaphsh yfAom Sethe of 1 x8te mr i rie [HHey a@¢optebarencealiyngheat i ng
restrictigns.__to_he pl on. _us f,..S i.fied it of the_ info ionto
25 be. di SAPoBEA RS ReCFEr et iyl o HaaneSy PPETeynertetahia kTS %
descri pt rompatikbleri vacy policy, indicating undertakings by the second
party with regard to restricting the use of the specified itens of the
information, and to assess conpatibility of the privacy preferences with
the 30 privacy policy, such that if the privacy preferences and the

privaty poti cHPRFERFGINGED HRrifHRIad biad (HESErpar Prokerrlgce,

negot i at beRpMi singt Agasélenerdiid hednneticeandeler seeondspabligs s as to

bring the privac rreferences and the prjvac oli.cy into nutual
conpat i bPF1 Y??Ya\é&R&SMvéﬁtF het iy 03Fe1 Ay ’%@éﬂf’ém‘:ﬁ be ygvealed

[ nf?r mat bgn af rtg:liaetxh&d‘ i e -wxfe_yr tmth@?ﬁ@@m pigrtny DNt yandeedt i icSSrbgt@ri vacy
referengces and.t he l.vac | C r.e oun to e coO Tl . .

oot ot uBSr SR RaPaafhi HE Und dhisi kel ated ew=t BB Pubig St

el ec1@ onthe cpmireacye seliay, ttwo estcdives the ipfioraeyipol Frymresérbeyeng use

of i ”for%&!u?&jf%& %edégéf@%%fjon P&ﬁa@ﬁ!? m! Qed{ed S@cf]v% P GRPNECELON with

a transaction e carried ou e uyer roug' 'e server and, .
subj ect thel0buyrr pritpacyopatecya teliderei 8 t peMuFigardononwiEbm the

buyer In&fké'@ﬂgi‘&cé‘ ge8&rigy | Ofe Obcan, | k8MAREiLRY frBmPe Y QiR T the
buyer, to locate a seller in communication with the nmarketplace offering
the itenfrderidetiye ¥P onFedierial | efhain uSMde?f akFhgy t nfesiatian t hir use of

the i5f 0p8BGF QNG 1P @ECHHIANGRWaldy t BR1REVYACKNAO! t6Y, pAohid® Priwi de
t he ) , . .
information to the seller, subject to the undertaking,
responsive to which information the sgeller conveys the item to

the buyer.

20 22. A system for controlling an exchange of information,
comprising:

a first computer, provided with a set of one or more
privacy preferences, indicating restrictions to be placed on .
use of specified items of the information to be disclosed by

25 the first party;

a second computer, provided with a description of a
privacy policy, indicating undertakings by the second party
with regard to restricting the use of the sgspecified items of
the information; and

30 an information exchange server, coupled to communicate
with the first and second computers via a computer network,
and to assess compatibility of the privacy preferences with
the privacy policy, such that if the privacy preferences and

the privacy policy are found to be incompatible, the server



information to the seller, subject to the undertaking, responsive to which
I nformation the seller conveys the itemto the buyer. 20 22. A system for

controllin n exchange of information, conprising: a first conputer,
provi ded B3t of one or nore privacy preferences, PARHTROAOING

restrictions to be placed on wuse of spdcified itens of the information to
be disclosed by 25 the first party; a second conputer, provided with a
descri pt ilrokdrsa a pnéyeciatpodn cwith ndtcakhany wvndemntfakibegst iystt hendeebad

Party  WddbdfOBahdsd S IO N0RE NG, Ushe b LPETPEELILEG Lo BT pLhe

i nformation 0 an informati on exthange Serv cormu
with the Hﬁ#ﬁCYamWoﬁdlt@om‘wérls apmpagiodAplyer andt Mrkheraﬁdr@ngaésess

conpat i bidd tyr&fiddiecd | Macsrmital Rl encss Md Neiddie PIIMACY, POLL CYecsigh
that if the privacy preferences and the privacy po |cy are found to
i nconpat iRAEY (I efirsy Hhe WlWBCUZPEfﬁsgePE?ﬁBB!EﬁOEB?YPerQCfY Bo-bl@kers a

negot i at igafe duhdatol Bastomperobiéhe f irst and the second parties so as
to bring the privacy preferences and the privacy policy into mnutual

conpatibility, and further arranged to provide the information fromthe
first party to the second 5 party only when the privacy preferences and the
privacy @d. cn eompiteundssdtirereoppatiudt e £023.cohteoInther a&DféM@ﬁéhg&E oduct

second part y AT e A FETRE BB shntte, & RTAS S T um SIF whi ch
pr ogri@m Hrwﬂutqr-ctqo@mwnegsaopedpumrcheaﬁsblelam@mn ;vmgmhxcﬂacb:bqgmn
corrputer,lm%ttlgﬁfccggytggofgdreﬁﬁwﬁ frn%@ﬁ:.@%gghés'[ vﬂx%[glt yrz?a gg/ of one
’m)re privacy preferences, indicatin restrictron$ to Hced?orf use
o speci fAEPYUtEE s CRSEhEhe computer to receive from the flrst party a
set of one or more privacy ©preferences, indicating
restrictions to be placed on use of specified items of the
15 information to be disclosed by the first party, and to receive
from the second party a description of a privacy policy,
indicating undertakings by the second party with regard to
restricting the use of the specified items of the information,
and to assess compatibility of the privacy preferences with
20 the privacy policy, and if the privacy preferences and the
privacy policy are found to be incompatible, to broker a
negotiation with at least one of the first and the second
parties so as to bring the privacy preferences and the privacy
. policy into mutual compatibility, and to provide the
25 information from the first party to the second party only when

the privacy preferences and the privacy policy are found to be

compatible.

24. A computer software product for electronic commerce, the
30 product comprising a computer-readable medium in which program
instructions are stored, which instructions, when read by a
computer, cause the computer to establish a privacy policy
restricting use of information to be revealed by a buyer to an

electronic marketplace in connection with a transaction to be



15 information to be disclosed by the first party, and to receive fromthe
second party a description of a privacy policy, indicating undertakings by
t he second 8art with regard to restricting the use of the specified itens
of the i nfBPMH®h, and to assess conpatibility of the PFTARPIFY ef erences
with 20 the privacy policy, and if the®rivacy preferences and the privacy
policy are found to be inconpatible, to broker a negotiation with at |east"-
one of thkarkiedt oapdbyheheeduydr piirough sheamarketpilaget, hendr isuagect
preferences and the privacy.0Q policy into ual it n o]

provi de tfle i RFOYARY i gﬁ}iflrggm t F?%va%g%}{% te the a{st%(%ln 1|?)(331Ifrfflt gh%nl y
when t hdugerryacinglhwlisreneesdesdribeioni vty apol Ltgmardesoredl tte bbe
conpat i bl ?bcaﬂ‘edfa‘ GQaput etrhesofﬁmle, pr Ilglalct £hor 19atler oni ¢ gofperce it he

30 produg conpri sing a conputer-readable nmedi umin which program

i nst rfict icomsunieation ewithhitble imestkaiplaeas ofiflerAangeddienyl tem.c orpdit &P,

cause thﬁeegﬁvat%koﬁotﬁgtgg%uéb anPun¥aeYaRPhd C¥o LBSEELEL] PHe USEeObs
information to be reveale y a buyer to an _electronic marketplace in
connect i dhewiipormatripBadni 8RCOEABRCNOTODR 2EP89PPETAFBORPHISY 7 andpfo

carried @ubvi¥et henBuyenrbbhaugbnt heomaeket pkatterandsauhpeet tbo the
privacy policy, to receive the informatjon fromthe  buyer inclug&gg a

descri pt UBAesEaking ¢ enFBEBPREHVE 0 bR  PPOEHr edREPERRERR® HUVBE, SR

| ocati@ acoekkgk the Sitanmadlitial ibwyew.t h the marketpl ace offering the item
and to receive fromthe seller an undertaking to restrict the use of the
information in accordance with the privacy policy, and to provide the
information to the seller, subject to the wundertaking, responsive to whi
information the seller 10 conveys the itemto the buyer. O



