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MECHANI SM TO GENERATE RESTRI CTED AND UNRESTRI CTED
EXECUTI ON ENVI RONVENTS COPYRI GHT NOTI CE [ 0001]
w@oobaiTierl herein is material that is subject POI/US2005/039048
copyright protection. The copyright owner has no
objection to the facsimle reproduction of the patent
di scl osure an er.son as it appears_in_the PatEent
MECHANISMIR XENFRACE [ BRCTED AN UNRESTRICTEREXECUTION
ot herwi se reserves al ENVIRONMENTISIE copyri ght
what soever. FIELD OF THE | NVENTI ON [ 0002] The present

invention relates to conputer systens; nore
particularly, the present invention relates to

COPYRRPGHT NOTIERs that may operate in a trusted or
secured environnent. [0003] There are a variety of

plications that would benefit from"jsol ated .
00ed§Ec.¢ T Goniaingd Recdh s Bnieia by soPlest & e Eieht puptsstion.
is the capability of running code that cannot be

The@op¥Highegweler 8RS A6 \Bfe¥nab k¢ fReiniN@reprotiacliah edthe ﬁaatent
execution 1s I mportant for security software, as wel

. as for protection from non-nglicious oor | .
disclpsure &) a4yrREEMRAS HAPPeREpI tae Patery @Bﬁ elemask Qffige patent
driver can potentially interfere with the proper
filesOREe@bANbAE oMRrRRRREAREs SN HoBiR ((%bCOZJ??l t FHhtsdevar.
crash that prevents tinme-critical apps (Such as a
Digital Video Recorder) from operating. [0004]
I sol ated storage relates to an ability to have data
FIEEDODEX'HB INWENTEON e nenory that can be accessed only
by an authorized owner. Thus, no :
[0002] The present invention relates to computer systems; more
particularly, the present invention relates to computer systems that may operate

in a trusted or secured environment.

[0003] There are a variety of applications that would benefit from “isolated
execution” and “isolated storage”. Isolated execution is the capability of running
code that cannot be disrupted or observed by other software. Isolated execution is
important for security software, as well as for protection from non-malicious but
poorly written software. For example, a poorly written device driver can
potentially interfere with the proper operation of an operating system (OS),
resulting in a crash that prevents time-critical apps (such as a Digital Video
Recorder) from operating.

[0004] Isolated storage relates to an ability to have data stored in non-
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ot her software has the ability to nodify or delete the
data. The del etion concept is inportant since an error

WO 200an4OR or its device driver could result i nPCBUS2005039048
a di sk becom ng i naccessi bl e. BRI EF DESCRI PTI ON OF THE
DRAW NGS [ 0005] The invention is illustrated by way of

exanple and not [imtation i he figyres of the
volatde sreyaAYY Hhatysaunpbe, agc,fesrv%f? WH?%EYIQW%@#@FE%%@QQL Thus, no
indicate simlar elenents, and in which: [0006] Figure

othek softvialdl REKtHE ATt maiiey erldelitarAt difta a Therdulegon
system [0007] Figure 2 is ‘a block diagram

illustrating one enbodi ment of a disk controller
coneepips & postant sirge amgELrdnEe Ofiqguedavice driyergpuld result
di agram of one enbodi ment for the operation of a

; ; : SCRI PTI ON [ 0009] A
in d‘mgﬂlsﬁﬁﬁsmmgﬁﬂ&@bﬁg [ ]

ni sm restricted and unrestricted execution
environnents in a conputer systemis described. In the
foll ow ng detail ed description of the present

BRIEFBESCRIPTION OFSTHEDRAWINGS:i | s are set forth in
order to provide a thorough understandi ng of the

esent _jnvention. However,.it will be apparent to.one .
(0008 ' eqTh eyrntipn isliastratad bb’r‘@@éﬂk e%meﬁ’f?rbﬁnﬂfa@%@gon n
practiced without these specific details. In other
the ﬁg@%l%ff Ee adnhp dedwipsUirewich ey tefefeneeeinshieuns
[
to

ock diagram form rather than in detail, in order
similar elements, and in which:
[0006] Figure 1 is a block diagram of one embodiment of a computer
system;
[0007] Figure 2 is a block diagram illustrating one embodiment of a disk

controller coupled to a disk; and

[0008] Figure 3 is a flow diagram of one embodiment for the operation of a
computer system.

DETAILED DESCRIPTION

[00091] A mechanism for restricted and unrestricted execution
environments in a computer system is described. In the following detailed
description of the present invention numerous specific details are set forth in
order to provide a thorough understanding of the present invention. However, it
will be apparent to one skilled in the art that the present invention may be

practiced without these specific details. In other instances, well-known structures
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avoi d obscuring the present invention. [0010]
Reference in the specification to "one enbodi nent" or
w0 anncesbberdi ment” means that a particul ar feat UP@I/US2005/039048
structure, or characteristic described in connection
with the enbodinent is included in at |east one

enbodi nent, of th vention, The rances, of .t he
and GRPHES 54 ShHB I FlRst QIARAT Farny PR 4o Geteih i figer to
specification are not necessarily all referring to the

avoigltsBscariagdhaBhésent BRLhtioRone portions of the detailed
descri ptions that follow are presented in terns of

gorith and sygbolic representatlos of eragtions
l0018h dat aks ftrgn%m B sRegififRtiRnato rﬂﬂﬂ?o"r‘? 0 HB%%P or “an

al gorithm c descriptions and representations are the

embFRARSnHSRLaRY tHéﬂ Aurfiliilat echthre, i clRe foriReeaEi M
arts to nost effectively convey the subst ance of their

work to others skilled in the art. gkggg Aq gorithm
desqribeddneonnaetiofe wathaiheyembedimany dgine by at least One
sel f-consi stent sequence of steps leading to a desired

emUoﬂ?H\leBT of fife 1ﬁ(f§xﬁ’§oﬁr Thé Q?ﬁ@ar‘éﬁ@é&' dfith8 phi¥se ‘GAlone
mani pul at1 ons of physical” quantities. Usually, though

not necessarily, these quantities take the form of
embgidémyent cial vastousaaeasi io the gpedificatigndiednasmesessagly all referring
stored, transferred, conbined, conpared, and otherw se

totﬂggyﬁgyggﬁ guPEﬁ has proven conveni ent at tines,

princr pa or reasons of common usage, to refer to
these signals as bits, val ues, elenents, E/mrrbol S,
[001dhar act psie pastions of thrbdetsiled desdriptionsethpofilw pre presented
shoul d be borne in mnd, however, that all of these
. 1 80d S 'féé; K:Y; - . . . .
in tetms of a hms and symbolic representations of operations on data bits
within a computer memory. These algorithmic descriptions and representations
are the means used by those skilled in the data processing arts to most effectively
convey the substance of their work to others skilled in the art.
[0012] An algorithm is here, and generally, conceived to be a self-consistent
sequence of steps leading to a desired result. The steps are those requiring
physical manipulations of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical or magnetic signals capable of being
stored, transferred, combined, compared, and otherwise manipulated. It has
proven convenient at times, principally for reasons of common usage, to refer to

these signals as bits, values, elements, symbols, characters, terms, numbers, or the

like.



10

15

20

ternms are to be associated with the appropriate

physi cal quantities and are nerely conveni ent | abels
w@ppkiogtdet o t hese quantities. Unl ess specifi cabdpus2005/039048

stated otherwi se as apparent fromthe follow ng

di scussion, it is appreciated that throughout t he

[001ggf 82 IeFSJLt] s%&‘ul% })S “gﬁ%g{‘ M l'bowelz\peg1 t?lt gfll l%ﬁesg and similar

"determ ning" or "displaying" or the like, refer to

ternidreas beeBsddistefiroitk siseapplopaiate physieal questtities aoid are merely
simlar electronic conputing device, that manipul ates

conte.@p%tls@%ﬁ R TNE T

regi sters and rrermrles into other data simlarly.

s apBRicA® Bivine thafol Vi GRS cL@bidR] ittis e?}ﬁwctamw thdtehesughoie the
system nenories or registers or other such infor ITB.tI on

storage, transm STI on or displ ay,devices., [00 1P‘1
descgrrém@s%eﬁﬂw IngoterEs s1Ea 2 %/opré’ﬁﬁ%ﬁ‘%% 8 putmg or

perform ng the operations herein. This apparatus may

"calAHaBRECH! deXeraRit g Ust Qs fl8Fink8r fIRilke, 26feP U6 BREASionind
It may conprise a general- pur pose conputer selectivel y

activated or reconfigured a conputer program st OL
progegsestf acenmputer Sysigih o S%ﬂmléetrws GPEYRUHAS devised

in a conputer readabl e storage nedium such as, but is

marﬁ?ﬁlﬁtés’ﬂﬂ&ﬁah&orﬂt@ﬂa‘ty %r@léerﬁe& gﬂ Lidg Q@%cﬁﬂo‘i’nﬁ)&) uantities

optical disks gneti c-optical
di sks, read-only nenories (ROVs), random access
withinthe cempuitenay)ste smteremgwnom@m oghesrdapsireiiarly

cards, or any t ype of nmedia suitable for storing
! PsedOme

P AL U SR dehoris

presented herein are not inherently
registers or other such information storage, transmission or display devices.
[0014] The present invention also relates to apparatus for performing the
operations herein. This apparatus may be specially constructed for the required
purposes, or it may comprise a general-purpose computer selectively activated or
reconfigured by a computer program stored in the computer. Such a computer
program may be stored in a computer readable storage medium, such as, but is
not limited to, any type of disk including floppy disks, optical disks, CD-ROMs,
and magnetic-optical disks, read-only memories (ROMSs), random access
memories (RAMs), EPROMs, EEPROMs, magnetic or optical cards, or any type of

media suitable for storing electronic instructions, and each coupled to a computer

system bus.
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related to any particular conputer or other apparatus.

Vari ous general - purpose systens nay be used with
wWEe@gnaaTs2 i n accordance with the teachi ngs heredmySmNs/039048

it may prove convenient to construct nore specialized

apparatus to performthe requi red nethod steps. The

qui red, struct refo ari et heses st W |

ooth e *Argletiuriuet pRelisudbied hEaRPY BREMheltndy

present invention is not described with reference to
relagdytoRatyt particatar poagnasnongtheaagpageus.| Variblis gereral-purpose

appr eC| ated that a variety of programm ng Ianguages

may sed i.mpl enent .the teachin . .
systPavaney bR dsed ettt Prosganisdharorcposn aiitits thAdings hesiy or it

of the programm ng | anguage(s) nmay be executed by one

mayoprdVRIOnReRTAS & EehsiRItt Bftste (SPedializéd @ppa2@ISto perform the

control l ers, control pr ocessing units (CPUs)

execution cores, etc 0017] Figure is.a blo

requjredhmethed sispe Thé s6ierd SGRCHre mvwetgﬁt%ﬁ%eﬁmtems will

Conputer system 100 includes a central processing unit

appb&dmle &R CP{)JﬁQn belo SIrﬂ&@dltlﬁﬁCﬂfe%trégeﬂthQ@ﬁtlon is not

enbodi nent, 102 includes multipl'e cores 103. For
i nst ance, CPU 102 includes core O and core 1. In one

descrieskiwitbrieferensfoiorasyy RYSicEIAr PIOSARINRG FRsByagg- It will be
operates multiple operating systens. In such an

app%@ﬁgﬂ Rt a Vé’rle':(thﬂ ;@Ir)grt i) C%\?Sl%g@é"m GREoli lement

hus, a first l e a secon
oper.at es on core 1. In a further enbodi nent, each
the teadhinigs @4 theiswentian as deseribesl hergin.one t hread. However
in the description belowthe termthread is used to

[oo16f'd! ©at §HRAGESIWns ML b?&%rﬁﬁlrﬁ%h@gag&sﬁray be executed
by one or more processing devices (e.g., processors, controllers, control processing
units (CPUs), execution cores, etc.).

[0017] Figure 1 is a block diagram of one embodiment of a computer
system 100. Computer system 100 includes a central processing unit (CPU) 102
coupled to bus 105. According to one embodiment, CPU 102 includes multiple
cores 103. For instance, CPU 102 includes core 0 and core 1. In one embodiment,
computer system 100 simultaneously operates multiple operating systems. In
such an embodiment, a separate OS operates on each core 103. Thus, a first OS
operates on core 0, while a second OS operates on core 1. In a further
embodiment, each individual core may run more than one thread. However, in

the description below the term thread is used to indicate processor function
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[0018] In one enbodi nent, CPU 102 is a processor in
the Pentiunm(r) famly of processors including the
w®eobiowtr6z ) |1 processor fam |y, Pentium(r) |I1PCT/US2005/039048
processors, and Pentiun(r) |V processors avail abl e
~fromlIntel Corporation of Santa Clara, California.
. ternativ , other CPUs may be used. [0019] A
1mpgrﬁ?‘ﬁf§té‘fgi@$q¥s al so coupl ed to bus 105. Chi p]set 107
i ncludes a nenory control hub (MCH) 110. MCH 110 may

[oo18IC! UdeRofie BRIbdERRhE W02 ia phedesscr iaabp Pedtiutn@ family
mai n system nenory 115. Main system nenory 115 stores

dat d [ [
of pigreaygs IBUGIREy Forem Bdl PraserTE forta PRngySre AT 100.
In one enbodi nent, main system nenory 115 incl udes

pro@%55HE] fnd PEARHHS PE ProdEREdYs Yava DAV o IR orpBPdtibn of Santa
system nenory 115 may be i npl enented usi ng ot her

menory types. [0020] According to one epbodi nent, MCH
Cla@lﬁahﬁz‘r nifd eAlter rtaﬁeréli’d other Hldk Braylaousedy checker 116
receives a thread-1D from CPU via bus 105 indicating

ich t | bFongl M50TCHipS:IBTaRSL
O 17 SR B0 R 7apeluckoe

specific menory regions to a specific thread. [0021]
mernpryacanireltiarb @EED 1H8n M Chhl 1gmax in¢lade @ mpmesy cpatroller 112
provi ded access to all pages of nmenory, while one or

RSB £35S 9 o gsors

enabl e restricted conponents of conputer system 100
dategparad sexquences beinstrictipnsi thetiiareexdratechbpr IR 402 @r any other
conponents of the platformare not reset. In yet a

oo SRS 05 MBS AGH b BBty 11
includes dynamic random access memory (DRAM); however, main system
memory 115 may be implemented using other memory types.

[0020] According to one embodiment, MCH 110 includes a thread-ID
checker 112. ID checker 116 receives a thread-ID from CPU via bus 105 indicating
which thread is performing a memory or I/O access. In one embodiment, thread-
ID checker 112 allocates specific memory regiohs to a specific thread.

[0021] In a further embodiment, an unrestricted thread is provided access
to all pages of memory, while one or more other restricted threads are provided
access only to specific pages. Further, CPU 102 and chipset 110 enable

restricted components of computer system 100 platform to be modified while

the unrestricted components of the platform are not reset. In yet a further
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threads. Such supervisory access enabl es the
unrestricted thread to exam ne the access | evels of
WO b@enessz i ct ed threads. [0022] MCH al so i ncl UPEBUS2005/039048
timer and interrupt resources 114 and reset and power
managenent registers 116. Tiner and interrupt
resources are provided tp the unrestri.cted threads to .
embdiging Be HFedricicch Baead e AR SURBTYIFOTy acserraquet restricted
timer and interrupt services that cannot be nodified

threbde! Bheh stipbivisuryacedsd@nhbleb Yhe Birdshicte@ $hida@ltt8xamine the
thread(s) [0023] " Reset and power nmanagenent registers

116 are al so i nplepented for the unrestricted threads.
accqls "e‘fel%lﬂgt}}?or\ﬁé l%éﬁ&t regi sters 116 cause events

that will be handled by the restricted threads. This
[002]! ows tNIEH &i8b ih At ek & BhRAdndliAt@Wipt RBohiRRE1183Hd reset

power managenent policies. According to one

enbodi nent, MCH 110 enables critical events that woul d
andpwien Ipnagersentregistersrhl il igenand interaipt apsoyrena aret o

i nstead cause an interrupt to the unrestricted thread.

providied t8!th® WV rdsPFiciel thRk @\GIEMG?EB% i r&ﬂgﬁéﬁpecp?ﬁéé‘(ﬁ‘ ¥ ability to

the unrestricted threa out di sturbing

execution flow of the OS5 running on the restricted
have imercand woeppivsrvicestiat cahnot bamlodified (deldyemately or

interface 113 coupled to a graphics accel erator 130.

accié%{;%?@gg tﬁ@r&@ﬁct@ﬁhﬁﬁé&ﬁ?ﬂt’ graphics interface 113

n unrestric read to display a wi ndow on

a display nonitor (not shown) so that a w ndow
[00233 soci afRedetntchpewee stanagerent tagistdrschitrut abso iphpleawnted

ontop of the wi ndow associated with the unrestricted
for 3" fiRstricted threads. Reset and power management registers 116 cause
events that will be handled by the restricted threads. This allows the restricted
threads to own the reset and power management policies. According to one
embodiment, MCH 110 enables critical events that would normally cause a
System Management Interrupt (SMI) to instead cause an interrupt to the
unrestricted thread. This allows for OS-independent threads to be run on the
unrestricted thread without disturbing the execution flow of the OS running on
the restricted thread.
[0024] MCH 110 may also include a graphics interface 113 coupled to a
graphics accelerator 130. According to one embodiment, graphics interface 113

enables an unrestricted thread to display a window on a display monitor (not

shown) so that a window associated with a restricted thread cannot be placed on



10

15

20

[0025] MCH 110 is coupled to an input/output contro
hub (1CH) 140 via a hub interface. I CH 140 provi des an
WO ndoeniEeE to i nput/output (I/0O devices w thiPCT/US2005/039048
conmput er system 100. I CH 140 includes disk controller
142, audio controller 144 and network controller 146.
Di sk controller 142 interfaces Mﬁ%g one or nore disk
top gf theasindenyy assesiated wath theruryestristebtire’fl: the transfer
of data between chi pset 107 and the drives. [0026]
cor di [ t
0023 & oM IR SRR (TR nphBut R LB (0L 290 via a
the disk controller 142. However, in such an
hubéntsoticere KEH 140qrovidesantintestase tairputdoutpert (/0) devicgs within
access specific sections disk 260. Figure 2 is a bl ock
t [
com%hxgaqrs?sne%rﬁ 160! (CH 129 iRORARIBRY FRBloIgt 240 CORi6 bt Bbller 144
|nterfaces 230 and DVA engi nes 250. Interfaces 230
andinetwadeconiraidrddés sk nonttoll¢rold2 interfaces wdtheoe anthore disk
interface 1 present independent interfaces to software
r
o B ERR P36 RoR oL o2 BAns GO AR G cTpper 107
thread while the other is seen by one or nore
and the dsives.ct ed t hr eads. DVA engines 250 facilitate
di rect nenory accesses between hard di sk 260. [0028]

ferri back to Fi gqunre a 0 controll r, 144 .
00285 5t o 8438 ohs PRl S b HTCAR R T g isllowed
sounds. According to one enbodi nent, audio controller

full hédessltbalma am IeardpdiskaR6di viashe elsik tontrpﬁeatléZ However in
|ndependently forthe unrestricted and restricted

such g;l e?ndgodlmer?t PestiEied tﬁrlegdg G %I()?t;)grdmtltqe& ?g afcéess specific

sections disk 260. Figure 2 is a block diagram illustrating one embodiment disk
controller 142 coupled to a disk. Disk controller 142 includes interfaces 230 and
DMA engines 250. Interfaces 230 include interfaces 0 and 1.

[0027] Interface 0 and interface 1 present independent interfaces to
software accessing data on hard disk 260. For example, one configuration space
may be seen by the unrestricted thread, while the other is seen by one or more
unrestricted threads. DMA engines 250 facilitate direct memory accesses between
hard disk 260.

[0028] Referring back to Figure 1, audio controller 144 operates to
coordinate the recording and playing of sounds. According to one embodiment,

audio controller 144 allows an output audio stream to operate independently for
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muting” the unrestricted thread. In a further
enbodi nent, audio controller 144 includes a node to
w@bdoewsdaR2 | nput streamto be transmitted firstrPeDUSIV85/039048
unrestricted thread, which can decide if the audio
data shoul d be passed to the restricted thread. [0029]

e N AR Rl e R AR SLy5YBLERAR B

supports comuni cati on anong the machi nes. Accordlng

“mutihed e eirbesdtiorRad thrédtk Unk ésithecémbothmnentl audicatdraveslter 144
fuI access to network controller 146, while the

stricted threads.wil|l not vefuII one
inclidn A to Alevrat SR iatam kb matsmi8Ss B o e
restricted threads are first nmade avail able for

unréstseRalthfady WwHIBH cdn @atidenf the dudko datestiould bepdsbédasithe
Furt her, packet s received fromthe network can first

be |nspected by the unrestricted thread before being
restyigigd thigdd abl e to the restricted thread. [0030] Figure
3 is a flow diagram of one enbodi nent for nenory or

[0020f O acCRRIWEK USRIroRér LR onSy$lee 8y dt8f 100 to a network of
processi ng bl ock 310, a request to actess a device is

received at chipset 107 from CPU 102. For exanple
compuiersdnpietinssn indiiguse 1) andisupRoEs cRMYNYNFatign ARengsthe
menory 115. Sl mlarly, the request may be received at

mac?%xge% CORLE@in etB obd%nh St?lettﬁ'lrgﬁf gtééi Hredb alloi/ved full

11 At pr ceSS|ng 320 t hread-1D checker
exam nes the thread- | D | ncluded with the request 0
accege tenefvwerktdoatrodlen d46,iwhile Hreergdtriced thaends wrillmosbrve full
330, it is determ ned whether the requesting thread is

sy BE00 BB AR A4 B2 B
threads are first made available for inspection or modification by the unrestricted
thread. Further, packets received from the network can first be inspected by the
unrestricted thread before being made available to the restricted thread.

[0030] Figure 3 is a flow diagram of one embodiment for memory or I/O
access request at computer system 100. At processing block 310, a request to
access a device is received at chipset 107 from CPU 102. For example, such a
request may be received at MCH 110 to access memory 115. Similarly, the request
may be received at disk controller 142 for access to hard disk 260.

[0031] At processing block 320, thread-ID checker 116 examines the thread-

ID included with the request to determine the requesting thread. At decision

block 330, it is determined whether the requesting thread is a restricted thread or
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provided full access to data fromthe device for which

the request is targeted, processing block 340. [0032]
whlowewer6t f a restricted thread, an exam nati OPCDUS205039048

to determ ne whether the restricted thread has access

to the requested resources, processing block 350. At

.Sk on o]} 0. .1t is . d rm,ned whet her e .
an SRR I ER . Tt estder b WA i AR e epe i
access is specified, the thread is provided access to
provided fdlesbectodddta fiomtiné Hevide Yorowhichrthetiegliest ictargeted,
request is targeted, processing block 370. However, if
it is determined that the thread does not have access
Professitg @gr}g@[ ed data, access is denied, processing
bl ock 380. [0033] Wereas nany alterations and
[00321di f i caHIowaseoif atristriRtRBeibad, e an®iRaMbh locAPrsd8Htermine
beconme apparent to a person of ordinary skill in the
art after having read the foregoing description, it is
Wh?tgeb efralide g&eﬁ i\@s ARSESH iR theciequestedissRUrERY PSAGREAING
and described by way of illustration is in no way
blodK 830 dREdéAsibA HESrsSIAtE[tas dbtdiiheW wh-@gl_@é're&l@ rEstricted tthread

references to details of various enbodi nents are no
intended to limt the scope of the claims, which in

may aeqese thesequested dlasm| If acerss ds sresified: she thyerd deiprevided access
essential to the invention.Clains What is clained is:

o e FANEESARS (UT\RTUEDRBIS SR Sl D gEGasbt g

associ ated thread identification (I1D); and
block 370. However, if it is determined that the thread does not have access to the

requested data, access is denied, processing block 380.

[0033] Whereas many alterations and modifications of the present
invention will no doubt become apparent to a person of ordinary skill in the art
after having read the foregoing description, it is to be understood that any
particular embodiment shown and described by way of illustration is in no way
intended to be considered limiting. Therefore, references to details of various
embodiments are not intended to limit the scope of the claims, which in

themselves recite only those features regarded as essential to the invention.

10
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a second thread having second associ ated thread |D;
and a chipset coupled to receive access requests from
w0 bwePJs2 and to examine a thread | D included »et/1S1008039048
access request to determ ne which thread is requesting
access. 2. The conputer systemof claim1l wherein the
Claifirs.t thread is an unrestricted thread that is
Iﬁlﬁow ded full access to data and the second thread is
a restricted thread that is provided limted access to

Whilal 81.3medhe conmputer systemof claim2 further
conprising a nmenory device coupled to the chipset,

1 wher ei n tpe unrestricted thread is provided access to
- al P IR SYPRE FERBFY ™Wevi ce and the restricted

thread is provided access to allocated regions of the
”Eﬁ%ﬁtﬁﬁﬁfdt@ssiﬂg uhitg CPUhiveng:syst em of claim 2
wherein the CPU and the chi pset enable restricted

(it oot r PAREUCEHDREIRBL TS LA Bharen R4 cBonA13f and

conputer systemof claim4 wherein the unrestricted

thread Rasssie resd hivaECResnaWesodidted Herdadi ITY; @dd
thread to enable the unrestricted thread to exan ne

t he access levels of .the restricted threa . The .
conpliRset sgupledh tgireeqivg %CESWPW%% tgﬁ ?}}’s@«aﬁ to examine
conprises tinmer and interrupt resources that cannot be

a thP&d 1D 8EliYed WatH @Rldcbéss @6qlidyt eadetef mind (v HicHTEIread is
system of claim 2 wherein the chipset further

conprises registers to enable the unrestricted thread
requestingiaseessvent s that will be

2. The computer system of claim 1 wherein the first thread is an
unrestricted thread that is provided full access to data and the second thread is a

restricted thread that is provided limited access to data

3. The computer system of claim 2 further comprising a memory
device coupled to the chipset, wherein the unrestricted thread is provided access
to all pages of the memory device and the restricted thread is provided access to

allocated regions of the memory device.

4. The computer system of claim 2 wherein the CPU and the chipset
enable restricted components of computer system to be modified, and the

unrestricted components to remain unmodified.

5. The computer system of claim 4 wherein the unrestricted thread has

11
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handl ed by the restricted threads. 8. The conputer
systemof claim2 wherein the chipset conprises a
w@raphis2 i nterface to enabl e the unrestri ct ede¢husmds/ 039048
to display a wi ndow on a nonitor so that a w ndow
associated with the restricted thread cannot be pl aced

on.top of the wi_ndow associated with the unrestricted
SUPRIYISOLY aceesspyer thssgrate @yﬁé&taﬁne&sitﬂﬁ Anfetrigted tﬁ*ﬁ'@d to
chi pset conprises a disk controller to provide the

exaifeESledcetRdetdls 8Rthd rekirid@éd BF8adlo data on a hard disk
coupled to the disk controller 142 and to provide the

restricted threads access to specific sections of the
hard di sk. 10. The conputer system of %Ia'n19 wherejn
laig! 2 3

t hé- di sHhesRMRIItEESYStIRMLiC ¢igithe chipsehemprises timer
associated with the unrestricted thread; a second

andiiﬂfe@fdr%}%s&ﬁ%@étim REnNb LR hBEifRPbY titd REtridte@Mkeadnda

DVA erigi ne. 11. The conputer system of claim 2 wherein
the chi pset conprises an audio controller to allow an

out put audio streamto operate_independent|ly for the
un¥est r ilBeCAMHEF BEtem QI Cipe ¥AEe EFgﬂéﬁf? nither

restricted thread fromnuting the unrestricted thread.

comi:%iseg_ iSIRFPH Glably SHealRebtrictetl Mrddd YhedieevieRes dadinall be
ontrolfer includes a node to allow an input streamto

be transmtted to the unrestricted thread first to
handleddpynthearestricted thigad® data shoul d be passed to the
restricted

8. The computer system of claim 2 wherein the chipset comprises a
graphics interface to enable the unrestricted thread to display a window on a
monitor so that a window associated with the restricted thread cannot be placed

on top of the window associated with the unrestricted thread.

9. The computer system of claim 2 wherein the chipset comprises a
disk controller to provide the unrestricted thread full access to data on a hard
disk coupled to the disk controller 142 and to provide the restricted threads

access to specific sections of the hard disk.

10.  The computer system of claim 9 wherein the disk controller
éomprises:
a first interface associated with the unrestricted thread;

a second interface associated with the restricted thread; and

12



10

15

thread. 13. The conputer systemof claim2 wherein the
chi pset conprises a network controller to allow the

wodestTrsrt ed thread full access and the restrpCt/es005039048
thread restricted access. 14. The conputer system of
claim 13 wherein packets that are transmtted by the
resafh}gMéed t hreads are nmade avail able for inspection
or i0&tl%n by the unrestricted thread and,

packets received fromthe network are first inspected

by the unrestricted thread before being nade avail abl e

tolthe rEetdonpetdr spstemoof claim Awiirbiectheaiipdes cOGhprises an
receiving a request to access data resources of a

device;exam ning a thread j.dentification (.l
audi§ Ly A0 AR’ o euragRdi® S S Rihie jnAlbpendentissfor the
to the data resources if the thread ID indicates a

unrégtieRel arld fstacted RhRAUE it€ bl tigafbstrléted ThRalE HRdnAting
claim 15 further conprisihng providing access to

redet.ermi ped conponents of the data resources if the

the HF%Q%CthItFFﬂ?idcat es a request froma restricted
thread. 17. A system conprising: a hard disk drive;
and a disk controller, coupled to the hard disk drive,

i nqkudi Miie @mipitet gjfdtélﬂf(ff@@nﬁﬂsQme@éiﬁC{hWiahHi@controller
unrestricted thread to permt the
includes a mode to allow an input stream to be transmitted to the unrestricted

thread first to determine if the audio data should be passed to the restricted

thread.

13.  The computer system of claim 2 wherein the chipset comprises a
network controller to allow the unrestricted thread full access and the restricted

thread restricted access.

14.  The computer system of claim 13 wherein packets that are
transmitted by the restricted threads are made available for inspection or
modification by the unrestricted thread and, packets received from the network
are first inspected by the unrestricted thread before being made available to the

restricted thread.

15. A method comprising:

receiving a request to access data resources of a device;

13



unrestricted thread full access to data on the hard
di sk drive; and a second interface associated with a

wo e®bniTtEd thread to permt the restricted thr@BUS2005/039048
access to specific sections of the hard disk. 18. The
system of claim9 wherei n the di sk control | er further

eRamins ot horarsain 06D Piidsl Mup LR

enbody a program of |nstruct| ons, vvhere| n the program
of preEHINEhilDAGesytetheeloes rttsedrdm ifithertheesmb 1D ndinates a
causes the processing unit: receive a request to
accg_s dat a resourcg a device; examne a thread
reqyegkHOM AR AOTeHricies)t ciated with the request;
andprovide full access to the data resources if the

thngad ReirmethedltTlan Biieferfcoaipriding presiding hedss to
thread. 20. The article of manufacture of claim19

wherejn the program | nstruction cuted by
5 predetprmaEedoRPeRfnts of &Petcif’é? TRSAEERS If H&mgvs@@ mématﬂsta
to provide access to predeterm ned conponents of the

reqx%% Broheaordifigted thrédie thread 1D indicates a request
froma restricted thread. 21. A chipset conprising a

thread identification (I1D) checker to exam ne thread

I Ds included with an access request received froma
17. cen PYRteTpOBRRETIAG unit (CPU) to deternine if the

access request originated at a first thread having

fi hHar@<macHAV 8D A read identification (ID) or a
second thread havi ng second associated thread ID; and
a disk controller, coupled to the hard disk drive, including;:
10 a first interface associated with a unrestricted thread to permit the
unrestricted thread full access to data on the hard disk drive; and

a second interface associated with a restricted thread to permit the

restricted thread access to specific sections of the hard disk.

18.  The system of claim 9 wherein the disk controller further comprises

15 aDMA engine.

19.  An article of manufacture including one or more computer readable
media that embody a program of instructions, wherein the program of
instructions, when executed by a processing unit, causes the processing unit:

receive a request to access data resources of a device;

20 examine a thread identification (ID) associated with the request; and

14
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22. The chipset of claim?21 wherein the first thread

is an unrestricted thread that is provided full access
wo ooodasdaeand t he second thread is a restrictededhUs®ds/ 039048

that is provided |imted access to data 23. The

chi pset of claim4 wherein the unrestricted thread has

andgpidull rres By Bara ot I Bk Hirend TRbitena reaues
| evel s of the restricted thread. 24. The chi pset of

frorf ladl uRrdgtrithet Hread.he chi pset conprises tinmer and
interrupt resources that cannot be nodified by the

restricted thread.25. The chipset .of ¢l aim. 24 wherein
P 3 Jheart gt sraafaanire of CRgh S wherin Wi pineam o
unrestricted thread to cause events that will be

instB@dtHrRdwhéntexBciitediby QEﬁﬂzeE:hﬁg adst, (iA®herlRrRisedtspiocdsing

claim 22 wherein thé chi pset conprises a graphics

ginterface to enable the unrestricted thyead to displa
UnibQUPTNEIE SFFesS HoPedSIeTING SORORPRAYY (he 4683 FRSGHTGRS ththe

the restricted thread cannot be placed on top of the

threddTEPW RSROSH M RbsViobh b EstHBle@Shidt. ed thread. 27.
The chi pset of Claim22 wherein the chipset conprises

a disk controller to provide the unrestricted thread

full access to data .on a hard_ djsk coupl tQ the disk .
cordr ol 14 fhipget earapisingraothirerd ’cdr?é‘tllf’éétlﬂ‘ zﬁ%)oc(fteﬁp%raf&sexamme
access to specific sections of the hard disk. 28. The

thréald [P5ShcRidedl! Wit ap% ctbR el fedt hEctE P BBIn & RERIrhBSfocasking unit
audi o controller to allow an output audio streamto

cl)}oer ate independently for the ) o
(CPU) to determine if the access request originated at a first thread having first

associated thread identification (ID) or a second thread having second associated

thread ID; and

22.  The chipset of claim 21 wherein the first thread is an unrestricted
thread that is provided full access to data and the second thread is a restricted

thread that is provided limited access to data

23.  The chipset of claim 4 wherein the unrestricted thread has
supervisory access over the restricted thread to enable the unrestricted thread to

examine the access levels of the restricted thread.

24.  The chipset of claim 22 wherein the chipset comprises timer and

interrupt resources that cannot be modified by the restricted thread.
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unrestricted and restricted threads to prevent the
restricted thread fromnuting the unrestricted thread.
W@ 0606 hi pset of claim 22 wherein the chi psSBtT/US2005/039048
conprises a network controller to allowthe
unrestricted thread full access and the restricted
! h&gad rl“ﬁgtcmpcste? gf 55822 wherein the chipset further comprises
registers to enable the unrestricted thread to cause events that will be handled by

the restricted threads.

26.  The chipset of claim 22 wherein the chipset comprises a graphics
interface to enable the unrestricted thread to display a window on a monitor so
that a window associated with the restricted thread cannot be placed on top of the

window associated with the unrestricted thread.

27.  The chipset of claim 22 wherein the chipset comprises a disk
controller to provide the unrestricted thread full access to data on a hard disk
coupled to the disk controller 142 and to provide the restricted threads access

to specific sections of the hard disk.

28.  The chipset of claim 22 wherein the chipset comprises an audio
controller to allow an output audio stream to operate independently for the
unrestricted and restricted threads to prevent the restricted thread from muting

the unrestricted thread.

29.  The chipset of claim 22 wherein the chipset comprises a network
controller to allow the unrestricted thread full access and the restricted thread

restricted access.
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