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“VETHOD AND APPARATUS | This invention relates to a nmethod and
apparatus for performng bit serial division. : | nsof ar as applicants
are aware, no nethod or apparatus has heretofore described how to |rrpl enent
di vision in fS*At%%0% 9 el d arithnetic in a bit-serial manner. . A paper

entitled "Bit-Serial Reed- SoI onon Encoders" publi shed in the | EEE Trans. on

Information Theory in Vol gﬁm gﬁ&ﬁg,,mgg)% 188%adts PP. 869-874,

di scl oses a nethod for nu t y| ng. This method requires representation of
one of the nmultiolicands in a so-called dual basis. . In his PhD
thesis entitled "fBit -ineéntabn ReweSO&oOMtMCathea@armtuVLﬁir" péi’lfbﬁhfn'geﬂtt 0
California | nst L tut.e l%fm echnol ogy in 1984,

rial divi

Insofar as applicants are aware, no method or apparatus has
heretofore described how to implement division in finite field

arithmetic in a bit-serial manner.

A paper entitled "Bit-Serial Reed-Solomon Encoders" published in
thé IEEE Traﬂs. on Information Theory in Vol. IT-28, dated November 1982
at pp. 869-874, discloses a method for multiplying. This method
requires representation of one of Ehe multiplicands in a so-called. dual

basis.

In his PhD thesis entitled "Bit-Serial Reed-Solomon Decoders in
VLSI" submitted to California Institute of Technology in 1984,
D. L. Whiting descrlbed a method for convnrtlng from canonical to

dual basis for a GF(Z ) 1mplementatlon

Other prior art of background interest includes:

"The VLSI Implementation of a Reed-Solomon Encoder Using
Berlekamp's Bit-Serial Multiplier Algorithm®, IEEE Trans on
Computers, Vol. C-33, October 1984, pp. 906- 911.

"YLSI Architecture for Computing Multiplications and Inverses in

" GF(2" )", IEEE Trans. on Computers, Vol. C-34, August 1985, pp. 709-717.

“On the VLSI Design of a Pipeline Reed-Solomon Decoder Using
Systolic Arrays", IEEE Trans. on Computers, Vol. 37, October 1988,
pp. 1273-1280. '

There is a need for a method and apparatus for effecting bit-serial

division in a hardware cost-efficient manner.

T Al




;D. L. Wiiting described a nethod for converting from canonical to dual
basis for a GF(2[err]) inplenentation. Ot her prior-art of background
i nt erest includes: "The VLS| Inplenmentation of a Reed- Sol onobn Encoder
Usi ng Berl ekanp's Bit-Serial Miltiplier Al gor tmfgSH 5= 0N
Computers, Vol. C-33; COctober 1984, pp. 906-91. HAS \BEEN Architecture

for Conmputing Multiplications and Inverses in REFF$QED | EEE Trans. on

Computers, Vol. C- 34, August 1985, pp. 709-717. ) "OnThe VLSl Design
of a Pipeline Reed-Sol onon Decoder Using Systolic Arrays", |EEE Trans. on
Conmput ers, Vo maég gbtober 1988, pp. 1273-1280. -~ There is™a need

for a nethod and apparatus for effecting bit-serial -dlvision I n a hardware
cost - eff|C|ent manner . - .

According to the invention, there is provided a bit-serial division
method for computing the value v/u, where v and u represent vectors in a
canonical basis constituting elements in a finite field consisting of 2"
elements, comprising the steps of converting the vector u from the

" canonical basis to a dual basis, said vector u in each basis comprising
n elements in the f1n1te fleld ordered according to an 1ndex i that
takes on values from 0 to {(n-1); 1oad1ng into a shift register in
parallel all bits n of the converted vector u; converting the converted
n-bi; vector u from the dual basis back to canonical-basis'to produce a
‘single bit output v, from a lookup table which generates bitwise the
1nverse of the n-blt vector u; shifting the bits in the'sﬁift register
(n—1) times to generate successive additional single bit outputs w, with
said lookup table; and then multiplying each bit W, by the vector v and
a corresponding element c; in dual basis to generate a cpmulative sum of
these products that provides, upon completion of said number of shifts,

the bit-serial division result v/u.

The invention also provides data processing apparatus having means

for performing the method of the invention.

A bit-serial division method is disclosed for computiné the value
v/u, where v and u represent vectors in a canonical basis constituting
elements in a finite field consisting of 2" elements. Vector u is
converted from the canonical basis to a dual basis. .Then, all n bits of
the converted vector u are loaded in parallel into a linear feedback
shift register. This linear feedback is applied to the n-bit vectors -
produced after each shift. These vectors are finite field elements in
the dual basis, generated as outputs of the linear feedback shift
register. These outputs are then converted back from the dual basis to
canonical basis and used as inputs to a trace function lookup table that

takes n-bit inputs and produces l-bit outputs.

The first bit 0 output of the table is obtained from the vector u

as an input, after being converted-back to canonical basis

.representation. The bits in the shift register are then éhifted'(n-l)
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SUMVARY OF THE | NVENTI ON ' It is an object of the present invention to

anel i orate one or nore disadvantages of the prior art.. According to
one aspect of the present invention there is provided a bit-serial
di vision method for conputing the value v/u, wher h_are n-bit

vectors that are elenents in a finite Galois fidg
2[err] elenents and wherein the n- bit conponent in said
field are the coordi nates of such element in a canonicartas sai d
field, conprigiongp-bie steps of: converting the vector u fromthe canonical
basis to a dual basis, said vector u in said -dual basis also conprising n
bits ordered according to an index i that takes on wvalues frgmO to (n-1);
| oadi ng i nto tims#itbtgenerafe sTUEFeSSAvHARdd tianalapingls LAt PUERUE Y gﬁ%&*ﬁ ed

vect or u; CONmAE! imMgctite tabreertet dachibit wietd onltipiiednbit ke creeliorbasi s back
to canonical basjs to pro Lngl e t | pokup table
whi ch gener at%’g Bt f/\ﬁr§gs"t°ﬁgﬁl§n€1§§.‘§%\:g%§ a’? h‘?apt(r%&‘l;bzlg'%i d\y\égbg%{sﬁ?h%ﬁi ?ét),i ng the
bits in the sethinedezfiter @an FpRrapripterBrmabizgdinty 50 @evtrate S&sFYRAYEr t5*Bnal

single bit oufPYiseWrodWitehtsdighobDRkippbakbayleanth bhenidminbepl ofi ng each

bit w by t hesﬁ@%gg,ogh;/bfglgeéaal division result v/u. The canonical basis

consists of the consecutive powetrs of a finite field generator starting

ng of

e

with the Oth power up to the (n-1)th power.

In order that the invention may be fully understood, a preferred
embodiment thereof will now be described, by way of examplé énly, with

reference to the accompanying drawings in which:

Fig. 1 is a schematic diagram depicting an apparatus embodying the

invention for effecting bit-serial division; and

Fig. 2 is a diagram showing, in greater detail, the logic circuitry
for the canonical-to-dual (C/D) converter, dual-to-canonical (D/C)
converter, the linear feedback shift register, and trace function table

depicted in Fig. 1.

The bit-serial division apparatus and method according to the
invention converts in a bit-serial manner a finite field element, the
n-bit vector u, to 1/u and multiplies it in a bit-serial manner by an

n-bit vector v to provide the quotient v/u.

As illustrated in Fig. 1, the apparatus embodying the invention
comprises a main clock generator 8, an n-bit register 10, a C/D
converted 12, a linear feedback shift register 14, an exclusive OR (XOR)
circuit 16, a multiplexor 18, a D/C converter 20 and a trace function
lookup table 22. Table 22 computes the trace function of the inverse
value of its input. A clock generator 8 constitutes the main clock, the
clocking rate of which is determined by the data rate. Generator 8
clocks the input 26 of n-bit vector u in canonical basis to n-bit

register 10. As illustrated, n is assumed to be 8. A clock generator
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rcorrespondi ng element ci in dual basis to generate a cunul ative sum of
t hese products that provides, upon conpletion of said (n-1) shifts, the
bit-serial division result v/u. Accordi ng to anot her. aspect of the
present invention there is provided a bit-serial division nmethod for
conmputing the value v/u, where v and u each are n-bit vectors that are
elenments in a finite Gal ois field GF(22) consisting of 2[err] elenents and
wherein the n- bit conponents of each element in said field are the -
coordi nates of such elenent in a canonical basis of said field, conprising
the steps of: SH9EUDAOLY i ng the n-bit vector4u from the canonical basis
representation to an n-bit. vector |n an optim zed dual basis chosen to
m nimze the cost of inplepent i n _hardwar sai d vegtor u, i nsid dual
basis al so cHhEPeERRF ?11°5Ft°é’°g T ? 8°’ét58£]r“8? rfgl'ftdnﬁr?f %&5{ registsf lt%akes on
val ues from Oaddoofher Hardwaregutesentily todreaHtsriede n-bits of vector u into a
| i near feedback shift register that operates over the optim zed dual
basis; converting the n-bit vector u stored i i near feedba&b shift -

f

n
register back to 2SabRsti Sern pisfig 1% ﬁP%&é’%é"'&"%FﬁgI‘% 15868t Hat" rom a

| ookup " vector u in canonical basis that is output from ;eglster 10 and, by
means of AND gates 12a,12b connected as shown, converts thé-n-bit,vectorj'”
u from the canonical to dual basis. As thus converted, the n-bit veétor
u is initially fed to linear feedback shift register 14 by way of
multiplexor 18 in the manner hereinafter described. XOR circuit 16 then

. ~modifies the n-bit vectors (the 8-bit vectors u -u,, as illustrated) -

stored in shift register 14 after each shift, tgus generating internally .
finite field elements in the dual basis. 'Shif% register 14 shifts its
contents (n-1) times. After each shift, a new content of shift register
14 is mapped by D/C converter 20. Converter 20 comprises'AND gates
20a,20b connected as shown to convert the n-bit vector outputs from
shift register 14 back into canonical basis. Lbokup table 22 gererates
bitwise (i.e., one bit at a time) the inverse of said outputs, as
denoted by the expression

a ai 7

(T () 3

u i=D

which is defined by Egquation (3’ in the Appendix.

Clock generator 28 drives a 3-bit counter 30 to produce n (8, as
illustrated) distinct clock signals that are passed through a 3-bit
decoder 32. Every eight clock cycles, when the output of decoder 32 is
000, AND gate 34 is activated to provide an output to AND gate 40.
Multiplexor 18 initially allows the n-bit vector u to be entered into
shift register 14, as above described, ﬁnd then is switched once every 8

clock cycles to allow the contents to flow out from it to D/C converter
20. '

As earlier stated, table 22 computes the tra¢e function of the

inverse value of its input. Table 22 is precomputed for a given finite
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stabl e which generates bitwi se the inverse of the n-bit vector u; shifting
the bits in the shift register (n-1) times to generate successive
additional single bit outputs wi with the |ookup table; and then

mul tiplying each bit wi by the vector v and a respective elenent ci, where
ci is the corresponding finite field elenent in the optim zed dual basis,
to produce a cumulative sum of these products that provides, upon

conpl eti on oFAgsa?d’l?n 1) shifts, the bi ?-serial division result v/u.

DESCRI PTI ON OF THE PREFERRED EI\/BODI MENT( S). . In order that the
i nventi on mﬁhégs {Nal.-lla)eoyrmsrﬁtMuﬁepraﬁf.ﬁ{twﬁbfab@ﬁeh@?%mtJ}e&eeof wi Il now
be descri bed anpl e, onl ty reference: tqQ the acconpanying

drawi ngs in WHR ?F‘Ch Yeinite frelyl elempnt dnpubhopdt ifiniheafiedmh JEPsEFi 1§ an
appar at us enpadyidbdy trivemdlivahby enffxed fieffeefidldgeleinéntseeleateddsudnstiany; and

the canonical and dual basis have the same, or almost the same,
elements. This will minimize the hardware required for implementation
of the circuit. The trace function is computed for a fixed normalizer,

appropriately chosen.

The multiplication function is implemented by the ébpafatus now to
be described. N-bit vector v, the multiplicand, is latched through a
3-bit register 36 and multiplied by a T2 matrix multiplier 38. The
binary matrix T represents the finite field generator “fa", in the sense
that multiplication of the n-bit vectors that represent the 2" finite
field elements by powers of this matfix'is equivalent to.multiplication
of the corresponding finite field elements by the same powers of "a".
The result of this multiplication is passed through an AND gate 40 where
it is gated by an enable signal that is activated every 8 clocks and .
derived from the output of AND gate 34.

The output of AND gate 40 is routed to an XOR circuit 42, where it
is initially added with zeroes and subsequently latched thfdugh a
multiplexor 44 and a 3-bit register 46 to be multiplied in sequence by
the multipliers 48a,b,c,d in a multlpller array 48 which are

254,T49,T53,T158, respectlvely. The results of this multiplication are

eight vectors that represent vT, sto T103,VT6,VT5,VT4,VT3.' This, in
effect, generates the products of the multiplicand, vector v, with the
elements c, of an optimized dual basis. fheSe_gight vectors are routed
through a multiplexor 50 and the XOR 42 and multiplexor 44 to AND gates
52 vhere they are ANDed to provide the products wivTj, w@ere
j=2,1,150,103,6,5,4 and.3. Each subsequent product wiv'_l’J is

XORed at 54 with the previous product stored in a register 56

‘until seven shifts have been completed.. At that time, the

contents, representing the final result v/u, are gated out to,

and stored in, a register 58.in'response té a clock. signal from
generator 28. L
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°)Fig. 2 is a diagramshowing, in greater detail, the logic circuitry for the

canoni cal - to-dual (C/' D) converter, dual-to canonical (D/C) converter, the
| i near feedback shift register, and trace function table depicted in Fig.
1. The bit-serial division apparatus and nmethod according to the

i'nvention converts in a bit-serial manner a finite field elenment, the
n-bit vector u, to 1/u and nultiples it in a bit-serial nmanner by an n-bit
vector v to provide the quotient v/u. As illustrated in Fig. 1, the
appar at us engeedyd-0gst he i nvention conpriges a main " clock generator 8, an
n-bit register 10, a C/ D converted 12, a linear feédback shift -egister -~
14, an exclusive OR (XOR) circuit 16, a nmultiplexor 18, a D/ C converter 20
and - a trace furREPRYYr GoRTRItIESEY 3D canapjcal Bosisonpifeave e i EE8EP  unct i on
of the i nver s@reé/ealmﬁomforl fjexrieqplithitA whodk drlcraior afd coasifi theses t he

main ol ock, L. £l 06kLRY Wbl be WL GhuliSe S BRIOBRE. DiiobliR 0at a Tat €.

Generator 8 ¢ e | nput a n-bit vector u in canonical basis to
n-bit regi st%q@{‘i}"gﬁts" queﬁg’cha‘tfeBhe Anyeatinns ipdenegtafdos ina ¢l ock generat or

cost-efficient hardware is achieved by having the representation of
vector u in canonical basis be almost a preselected permutation of that
in the dual basis. (A precise preselected permutation is not possible).
This almost dual basis herein referred to as the optimized dual basis is
achieved by selecting an appropriate normalizing element in the finite
field, such as shown in Equation (7) in the Appendix.

While the invention has been shown and described with respect to a
preferred embodiment thereof, it will be understood by those skilled in
the art that changes in form and detail may be made therein without o
departing from the scope and teaching of the invention. Accordingly,
the method and apparatus herein disclosed are to be considered merely as
illustrative, and the invention is to be limited only as specified in

the claims.



-~

SA9- 90- 015 4 28 generates clock cycles for
controlling shifting of shift register 14 and other hardware presently to
be descri bed. As best shown in Fig. 2, the C/ D converter 12 receives
the n-bit vector u in canonical basis that is output fromregister 10 and,
by neans of AND gates 12a, 12b connected as shown, converts the n-bit vector
u fromthe canonical to dual basis. As thus converted, the n-bit vector u
is initially 52899 near feedback shift7regi ster 14 by way of mul ti pl exor
18 in the manner hereinafter described. XOR circuit 16 then nodifies the i
n-bit vectors (the 8-bit vectors u[err]sgilerr], as illustrated) stored in
shift register 14 after each shift, thus generating internally finite field
el enents in the dual basis. Shift register 14 shifts its contents (n-1)
times. After each shidivationnedw meesidBion0bs Nudrl thine o Tomputdd/us mapped by
D/ C converter 20. Converter 20 conprises AND gates 20a, 20b connected as

shown to convert the n-bit vector outputs from
Assume that

= {uguyu uguugieu, (1)
v = {Vov VvV, v v - - (2)

and that a is the cyclic generator of GF(28) where a is a root of the

irreducible polynomial X8+X4+X3+X2+(1::GF(2)) with doefficients in
- 2 3 4 5 6

GF(2). The canonical basis is {i,a,a”,a”,a%,a ,a-,a7}-in-which each
field element is described as a GF{2) vector of size 8. :The elements
u,v -GF(ZS) are given as vectors whose components. are uif,vi where
i={0,...,7} in GF(2), assuming values of 0 or 1. To use bit-serial
arithmetic it is necessary to convert u (or v) to a vectof in the dual

basis. The dual basis is orthpgonal to the canonicél basis with respect

to the trace function

7 i . -
Tr(X) = £ X° . X GE(2%) . C(3)

i=0

The Canonical Polyhomial Basis

CB,={1a,a2,a3,a4,a5,a6,a7} . (4)

is converted to dual basis

DB:={a252,a251,a45, a981a'1’ a254,a253

{a7+a5+a3+a2+_1,a7+a6+

a4+a3,a7+a6+ 1,a6+a+1,a,

1,a7+a3+a2+a,a5+a2+a+1} (S)

} =

To verify that the computed bases are correct, an orthogonality check is

made, as follows:
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shift register 14 back into canonical basis. Lookup table 22 generates
bitwse (i.e., one bit at a tine) the inverse of said outputs, as denoted
by the expression [err] which is defined by Equation (3) in the

Appendi X.

Cl ock generator 28 drives a 3-bit counter 30 to produce n

(8, as illustrated) distinct clock signals that are passed through a 3-bit
decoder 32. Every eight clock cycles, when the output of decoder 32 is 000,
AND gate 34 is activated to provide an output to AND gate :40. Ml ti pl exor
18 initially allows the n-bit vector u to be entered into shift register
14, as above sdgs¥-PHed, and then issw tched once every 8 clock cycles to
allom/the contents to fIOM/out fromit to DJC converter 20. - As

earlier stated, table 22.c¢c npu unct.i o nverse val ue
cHERr B GRS i

of its input.ortheggpetisy ghec

0..7}

GiveR

{{1,0,0,0,0,0,0,0},{0,1,0,0,0,0,0,0},
{0,0,1,0,0,0,0,0},§0,0,0,1,0,0,0,0},
{0,0,0,0,1,0,0,0},{0,0,0,0,0,1,0,0}, _
{0;0,0,0,0,0,1,0}.{0,0;0,0,0,0,0,1}} ' (6)

The problem with this dual basis is that its elemeﬁts are different

{except for 2) than the elements in the canonical ba51s The most

desirable situation would be to have a self-dual basis since the cost of

conversion would then be zero. Unfortunately, such a basis does not

exist for GF(ZB). However, for the particular realization

3,.2

a|a8+a4+a +a"+(1::GF(2)), the dual basis can be made "almost" self-dual

{(i.e.

, an optimized self-dual) by dividing its elements by the fixed

"element a-s. This is the best almost self-dual basis for GF(ZB) since

there are only two elements in it that are not included in the canonical

basis.

a = .
Svadta’ | - )

WB:={DB.i/a0 for i in 0..7}

This

ta2 2 a2s1.a75a3, 08 a5, % 2% B . 8)

desirably produces the most hardware-efficient implementation of

the algorithm for bit-serial division computation of v/u.
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¢ SA9- 90- 015 o _ b field generator and it associ at es
an output bit, either zero or one, with each finite field el enent i nput .

Al finite field illmmlﬁlﬂ“ﬁummjerabl y normalized by a fixed finite field
el ement sel ected oni cal and dual basis have the sane, or

al nost the sane, el"enént§. This will nininize the fherenare- - F-Seh-Led. f or

i npl ementation of the circuit. The trace function |i IS ShptT edsf BEENR f i xed
normal i zer, apROPId ately chosen. g The nul tijpl i caRERUACEDNCt |,0E S

I mpl ement ed by the apparatus now to be described. N-DI T vector—v;~the 5
nul tiplicand, is latched through a 3-bit regi'ster 36 and nultiplied by a T

matrix nultiplier 38. The binary mat ClainE represents the finite field
generator "a", in the sense that nmultiplication of the n-bit vectors that

represent the 2n finite tield ele b f th trix is
‘equi val ent tlo mf P’rtpls?%"éﬁ o) Bl o ngg%%F?%§BTﬁ\2% iue ?P “éheéFerrent s by
t he same poveadsu @kpreatnt Témoredala cgriontttnlsbmnst¢qnlstxtat1rmnele@ep@ssed t hr ough

an AND gate é d@h?feqdl éonE:?stgﬁ‘é ¢ éivepaa.emabmpﬂanalma wepg gractivated
every 8 clocks and derived romthe%éout ut of A

The
out put of AND gdPBYAG S PodPEd b THF cé'i“i"d’ﬁ‘il‘i gszls Wa@r%“al basis,

said vector u in each basis comprising n elements in the finite field

ordered accordlng to an index i that takes on values from 0 to (n-1);

loading into a shift register in parallel all bits n of the
converted vector u;

converting the converteq n-bi; vector u from the dual basis back to
canonical basis to produce a single bit output wd from a lookup table
which generates bitwise the inverse of the n-bit vector u;

shifting the bits in the shift register (n-1) times to generate
successive additional single bit outputs v, with said lookup table; and
then .

multiplying each bit v, by the yector v and a corresponding element
<y in dual basis to generate a cumulative sum of these products that
provides, upon completion of said number of shifts, the bit-serial

division result v/u.

2. A method as claimed in claim 1, wherein the n-bit vector .u in
canonical basis consists of the consecutive powers of a finite field

generator starting with the Oth power up to the (n-1)th power.

3. A method as claimed in claim 1.or claim 2, wherein the shift
register is a linear feedback register, and including the steps of:
providing a polynomial function of a single variable whose roots
generate the finite field;
wiring the shift register according to a preselected polynomial
obtained from said polynomial function by substituting into said
function the inverse of the variable; then |
normalizing by a power of the variable sufficiently large to

eliminate all fractions; and

using the shift register, computing and updating at each shift the

—_—

Wi
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sis initially wi th zeroes and subsequently latched through a

mul ti pl exor 43mﬁﬁﬂﬂg"tﬂ"uluﬂl ster 46 to be nultiplied in sequence by the
multipliers 4 |p||er array 48 which are _
Tlerr], Tlerr], Tlerr], T[err *respectively. The results of this

mul ti pI I cation are eight vectors t hat represent vTv‘ sk .
vI[err],vT[err],vT[err],vT[err]. This, in effect TIﬁSréH SBEE% oduct s
of the multigab+aoanth vector v, with the ¥ ements cl[rr] tREPthEﬂ) tim 4ed
dual basis. These eight vect ors are routed throughterotTtprexor 50 and
the XOR 42 and nul ti pl ex s ov%IélD gat es 52 where they are ANDed to ~
provi de t he ierfuet §°We\7% el'r ere j=2, 1,150, 103,6,5,4 and 3. Each
subsequent product w.vT[err] is XORed at 54 with the previous product
stored Ihn aJeg'ASLﬂhoé@suatallhecﬁeﬂeﬂyS;hb&tcﬁn@&\zembeﬂmwml&badgpAtoft hat
time, the contents epre nn SHl tes v t to,
and stored in, d‘°F'éad11§{)'§r S@BEl ﬁg?‘"éeé‘p%nse ofgl ¢l {d ng ?f%lﬁggtg%erator

28. elementSAF- §(o04tHnt chosen to minimize the cost of@.mplementatlon in

hardware.

‘5, " A method as claimed‘in aﬁy preceding claim, including the step of
" computing the lookup table by evaluating a trace function of all said 2"

elements in the finite field.

6. A method as EIe{med in- any preceding'claim, wherein the finite
field is generated by a primitive root a of an irreducible polynomial
X8+X +X +X +1 with GF(Z") coefficients to provide an optimally hardware

efficient bit-serial division circuit.
7. A method as claimed in any preceding claim in which:

the dual basis is an optimised dual basis; and the shift register
operates over the optimised dual basis.

8. A method as claimed in any preceding claim, wherein n is 8.

9. Data Processing Apparatus having means for performing a method as

claimed in any preceding claim.
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Normally, a n-bit vector in canonical basis would have a different
representation or series of bits than in dual basis, and one of these
representations would not be the inverse of the other. However, according
to a featur&%PrHE i nvention, inplenmentdtion in cogt=effiTd T hre i s
achi eved by having the representation of vector u i gﬁ%&g%%gagﬁs e
~alnbst a presel ected pernutation of tipatrdcg t he dual} basi 8 k [ ecCi
presel ected pernutation is not possible). This al nost dual basis herein
~referred to as the optim zed dual basis is achieved by selecting an
appropriate normalizi ng BITSERTAL| DIVISEONTHETHOR AND @PPRARATUEh as shown in
Equation (7) in the Appendi x. Wil e the invention has been shown and
described with respect to a preferred e:rrqui)gab%né| thereof, it will be

under st ood by t Rork-siial cHvisioprretipd 16 H4ECI998R JE SOMPYIPAEERd detail may
be made t hergiwk Wi hehdredepadty regpfesarh véntoscdper amtbntiedlchagig of t he

i nvention. Accaqr.dingly ogl: iSesherai pn di scl osed are to be
consi der ed ﬁg?sé}llgu%g’gii]]ehtsﬁrsgﬁ ee?“‘gﬂeg f?%??%gﬁ%ﬁggn&: gnto be limted only
as specifi edlewenthe Feetionsy is converted from canonical basis to a dual

basis, and each basis comprises n elements in the finite field

ordered according to an index i that takes on values from 0 to
(n-l’. All bits n of the converted vector u.are loaded into a
shift register in parallel, then converted from dual basis back
to.canonical basis to produce a single bit quPut v frqm a
lookup table which generates bitwise the inverse of the n-bit
vector u. The bits in the shift register are shifted (n-1) times
to generate successive additionzl single bit outpu?s wo with said
lookup table. Then each bit W, is multipligd by the vector v and
a corresponding element ¢ in dual basis to generate a cumulative
sum of these products that provides, upon completion of said

number of shifts, the bit-serial division result v/u.
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“Derivation and Description of Algorithmto Conpute v/u Assune t hat
[err] 'and that a is the cyclic generator of G-(2[err]) where a is a root
of the irreducible polynomal X +X+X +X +(1::G-(2)) with coefficients in
G-(2). The canonical basis is {1,a,a ,a ,a ,a, a} in‘which each field
el ement is described_as a G-(2) vector of size 8. The é&lenents 8
uv G-(2 ) are give@d~asyvectors whose gnponents are u[err]v[err]. where
1={0,...,7) in G~(2), I ng val fjesof~ 0 or 1. TO UsSE bit-sertal -
arithnetic it is nece 20 convert u r—v—to—e—vector—rmtig dual
basis. The dual basi al to tihg—eanont ™y Y ﬁ’ég)e:t to
the trace function
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‘[err] The Canonical Polynonial Basis CB:={la,a ,a ,a ,a ,a ,a }

(4 Is converted to dual basis 252 251 45 98
254 253 DB: =a ,a ,a ,a ,al, a ,a } a7+a 5+a3+a2
+1, a7+ab+ a4+a 3,a7+a 6+ 1, a6+a+l, a, 7 32 6 2
l,a +a +a +a,a +a +at+ll (5) To verify that the
conputed bases are correct, an orthogonality check is made, as foll ows:

2/2
) 0 0 o o] - 12
= — )
22 |2 |
l | = AND || AND |~ l
(/6'
xR [! |
1 //ﬁ4
v Y y Y 8 Y RA
U0 UI U2 U3 q4 U5 qs U7
20
_ _ o -
(20a 20b) v
AND |- —1 AND
22
y  }  J Y 4 y y {V V/




SA9- 90- 015 .. 8 Orthogonal ity check =
{{trace(DB.jCB.i) for i in0..7). for j in 0..7}
{(i,0,0,0,0,0,0.01,{0O1.0,0.0,0,,0,0,

{0,0, 1, G200 Q) 2L0.0._0 0 00.10,

tQ-QlSSHEEI’HAS{m'OC)' OO} {o0,0,0,0,0,0,1,01 ,

0, P, m The problem-wi th-thi-s—gual basis
i s t hat " FS—crerenass= el |fferent (ex gpt for 2) hgﬁug vsedreaBnts jin the
canoni cal basis. The nost desirable sclt uati on woyj d ! JUN/'4986 sel|f - dual
basis since the cost of conversion would then be ebgte __l,J_nf,,qr_I,_unat.eJ_.y such
a basis does not exist for GF(2 ). However, for tRhe=pattiecwar—teatFZation
al a8+a 4+a 3+a2+(1:.:G-(2)), the dual basis can be made "al nost" sel f-dual

BIT-SERIAL DIVISION METHOD AND APPARATUS
ABSTRACT

A bit-serial division method is disclosed for computing the value v/u, where v
and u represent vectors in a canonical basis constituting elements in a finite field
consisting of 2" elements. Vector u is converted from canonical basis to a dual
basis, and each basis comprises n elements in the finite field ordered according to an
index i that takes on values from O to (n-1). All bits n of the converted vector u are
loaded into a shift register (14) in parallel, then converted from dual basis back to
canonical basis to produce a single bit output wy from a lookup table which
generates bitwise the inverse of the n-bit vector u. The bits in the shift register are
shifted (n-1) times to generate successive additional single bit outputs w; with said
lookup table (22). Then each bit w; is multiplied by the vector v and a
corresponding element ¢; in dual basis to generate a cumulative sum of these
products that provides, upon completion of said number of shifts, the bit-serial

division result v/u.

FIG. 1
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(i.‘%?,"%n opiim'zed self-dual) by dividing its ele
elepment a [err] . This is the best al nost self-dual} kEsiasehiEniESter

since-there are only two elenents in it that are ngt incglag@;-riwhe
canoni cal basi s. . (-5) [err]| Datéi @ Nexd r.dbl.y..
produces the nost hardware-efficient i rrp?errent atio '

~bit-serial division conputation of v/u.

by . |

CLAI M5 . SUMMARY OF THE INVENTION

It is an object of the present invention to amelio;rate one or more disadvantages of
the prior art.

According to one aspect of the present invention there is provided a bit-serial
division method for computing the value v/u, where v and u each are n-bit vectors that
are elements in a finite Galois field GF(Z“) consisting of 2% elements and wherein the n-
bit components of each element in said field are the coordinates of such element in a
canonical basis of said field, comprising the steps of: converting the vector u from the
canonical basis to a dual basis, said vector u in said dual basis also comprising n bits
. ordered according to an index i that takes on values from 0 to (n-1); loading into a shift
_register in parallel all bits n of the converted vector u; converting the converted n-bit
vector u from the dual basis back to canonical basis to produce a single bit output wg
from a lookup table which generates bitwise the inverse of the n-bit vector u; shifting the
bits in the shift ;egister (n-1) times to generate successive additional single bit outputs w;
with said lookup table; and then multiplying each bit w; by the vector v and a
cbrresponding element c; in dual basis to generate a cumulative sum of these products
that provides, upon completion of said (n-1) shifts, the bit-serial division result v/u.

According to another éspect" of the present invention there is provided a bit-serial
division method for computing the value v/u, where v and u each are n-_l;lt vectors that
are elements in a finite Galois field GF(2?) consisting of 20 elements and wherein the n-
bit components of each element in said field are the coordinates of such element in a
canonical basis of said field, comprising the steps of:- converting the n-bit vector u from
the canonical basis representation to an n-bit vector in an optimized dual basis chosen to
minimize the cost of implementation in hardware, said vector u in said dual basis also
comprising n bits ordered according to an index i that takes on values from O to (n-1);
loading in parallel the n-bits of vector u into a linear feedback shift register that operates
over the optimized dual basis; converting the n-bit vector u stored in the linear feedback

shift register back to canonical basis to produce a single bit output wgy from a lookup
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DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

In order that the invention may. be fully understood, a preferred embodiment
thereof will now be described, by way of example only, with reference to the
accompanying drawings in which: _

Fig. 1 is a schematic diagram depicting an apparatus embodying the invention for
effecting bit-serial division; and

Fig. 2 is a. diagram showing, in greater detail, the logic circuitry for the canonical-
to-dual (C/D) cionverter, dual-to canonical (D/C) con_verfer, the linear feedback shift
register, and trace function table depicted in Fig. 1.

The bit-serial division apparatus and method according to the invention converts in
a bit-serial manner a finite field element, the n-bit vector u, to 1/u and multiples it in a
bit-serial manner by an n-bit vector v to provide the quotient v/u.

As illustrated in Fig. 1, the apparatus embodying the invention égr—nprises a main
clock generator 8, an n-bit register 10, a C/D converted 12, a linear feedback shift
register 14, an exclusive OR (XOR) circuit 16, a multiplexor 18, a D/C converter 20 and
a trace function lookup table 22. Table 22 computes the trace function of the inverse
value of its input. A clock generator 8 constitutes the main clock, the clocking rate of
which is determined by the data rate. Generator 8 clocks the input 26 of a n-bit vector u
in canonical basis to n-bit register 10. As illustrated, n is assumed to be 8. A clock

generator



(re-1) shi fts, the bit-serial division result v/u. 2. The met hod of claim
1, wherein the n-bit vector u in canonical basis ns-l—st—'éf:@r‘-‘j—-f—he-—----—---.,
consecutive poﬂlm’w\mn"mgnmf i el d generator stjaREFRYCEHMENT EHEEDth power
up to the (n- 5 The rrettbod of cl im12 emei]gg‘;he hi ft
register is a linear 'fee"dbafck*regi ster, “and i ncllub#g-The steps-of

provi ding a polynom al function of a single variabl'é€ whose rToots generate
the finite field, Wi ring the siyjApmsegi ster according to a

presel ected pol ynom al obtained fromsaid polynom al function by -
substituting Anbio-saddlditisiont method er cotumitthg thé vhine war whitkeey ahdi@reach are
normal i zing by a power of the variable sufficiently large to elimnate all
f ract i onsp-bitavegtors that are elements in a finite Galois field GF(2%) consisting of 2" elements

and wherein the n-bit components of each element in said field are the coordinates of
such element in a canonical basis of said field, comprising the steps of':

converting the vector u from the canonical basis to a dual basis, said vector u in

" said dual basis also comprising n bits ordered according to an index i that takes on

values from 0 to (n-1);

loading into a shift register in parallel all bits n of the converted vector u;

converting the converted n-bit vector u from the dual basis back to canonical basis
to produce a single bit output wg from a lookup table which generates bitwise the
inverse of the n-bit vector u;

shifting the bits in the shift register (n-1) times to generate successive additional
single bit outputs w; with said lookup table; and then

multiplying each bit w; by the vector v and a corresponding element c; in dual basis
to generate a cumulative sum of these products that provides, upon completion of said
(n-1) shifts, the bit-serial division result v/u.
2.  The method of claim 1, wherein the n-bit vector u in canonical basis consists of the
consecutive powers of a finite field generator starting with the Oth p-(_;\—ver up to the
(n-1)th power.
3. The method of claim 1, wherein the shift register is a linear feedback register, and
including the steps of:

providing a polynomial function of a single variable whose roots generate the finite
field;

wiring the shift register according to a preselected polynomial obtained from said
polynomial function by substituting into said function the inverse of the variable; then

normalizing by a power of the variable sufficiently large to eliminate all fractions;

and



usi ng the shift register; “conputing and updat| NQ [t b aI ues
of converted n- b The net hod of E!ERLA‘GEMEN'O‘@H& ng the
st eps of: mmumMJWHHMerr] el enents i the2 nmn mrdby
mul tiplying said 2[err] ‘el #meft s*by a fpnst ant é e ffhe cost
of inplenentation in hardware. 5. The met hod G ' ki g t he
step of conputing the |ookup table by evaluating a trace function of all
said 2[err] aistigenhe shift tregisterNidomphiif tand Bpdatihfeatmeddnoehi@f tiid diaRie$. of
wherein nis 8. 7. The nethod of claim1, wherein the finite field is
gener at eccooyertedon-bitivectog w. oot a of an irreduci bl e polynom al X8 +X4 X3 +X2
+1 with G-(2) coefficients to provide an optinmally hardware efficient
bit-seri & diThesmeihodiof glgim 1, igcluding ithe stepsrafal di vi si on met hod for
conputing the val ye V/@ﬁ ?Owhere v.and U each are n-bit vectors that are

I

el ements in dormaliziag @l %5} elements dn the binige ﬁelﬁs%muh'glyamg s9id 2 elemenis by 2

constant chosen to minimize the cost of implementation in hardware.

5. The method of claim 1, including the step of computing the lookup table by
evaluating a trace function of all said 22 elements in the finite field.
6. The method of claim 1, whereinn is 8.
7.  The method of claim 1, wherein the finite field is generated by a primitive root a
of an irreducible polynomial X8 +X% 'X3 +X2 +1 with GF(2) coefficients to provide
an optimally hardware efficient bit-serial division circuit.
8. A bit-serial division method for computing the value v/u, where v and u each are
n-bit vectors that are eleménts in a finite Galois field GF(22) consisting of 22 elements
and wherein the n-bit components of each element in said field are the coordinates of
such element in a canonical basis of said field, comprising the steps of:

converting the n-bit vector u from the canonical basis representation to an n-bit
vector in an optimized dual basis chosen to minimize the cost of implementation in
hardware, said vector u in said dual basis also comprising n bits ordered according to an
index i that takes on values from O to (njl); o

loading in parallel the n-bits of vector u into a linear feedback shift register that
operates over the optimized dual basis;

_converting the n-bit vector u stored in the linear feedback shift register back to
canonical basis to produce a single bit output wg from a Iookul; table which generates
bitwise the inverse of the n-bit vector u;

shifting the bits in the shift register (n-1) times to generate successive additional
single bit outputs w; with the lookup table; and then
multiplying each bit w; by the vector v and a respective element c;, where c; is the

corresponding finite field element in the optimized dual basis, to produce a cumulative
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REPLACEVENT SHEET sum of these products that provides, upon conpl et
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of claim8, including during the second-nentioned ¢oRERLACEIERT SREET
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BIT-SERIAL DIVISION METHOD AND APPARATUS
ABSTRACT

A bit-serial division method is disclosed for computing the value v/u, where v
and u represent vectors in a canonical basis constituting elements in a finite field
consisting of 2" elements. Vector u is converted from canonical basis to a dual
basis, and each basis comprises n elements in the finite field ordered according to an
index i that takes on values from O to (n—l?. All bits n of the converted vector u are
loaded into a shift register (14) in parallei, then converted from dual basis back to
canonical basis to produce a single bit output wy from a lookup table which
generates bitwise the inverse of the n-bit vector u. The bits in the shift register are
shifted (n-1) times to generate successive additionél single bit outputs w; with said
lookup -table (22). Then each bit w; is multiplied by the vector v and a
corresponding element c; in dual basis to generate a cumulative sum of these
products that provides, upon completion of said number of shifts, the bit-serial

division result v/u.
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