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FIG. 2a

Initiator Device receives data
representative of a Bilocation Key from a
first Key Node and/or Receiver Device
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Receiver Device receives data
representative of the Bilocation Key from a
second Key Node at a different
geographical location to the first Key Node
and/or Initiator Device
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Initiator Device and Receiver Device establish
Final Key based on Bilocation Key
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(57) Abstract: Methods, apparatus, and systems are provided for establishing a key between a first device and a second device using a
quantum-secure network, the quantum-secure network comprising a first key node and a second key node, the first key node including
a set of quantum distributed keys and the second key node including the same set of quantum distributed keys. The first device receives
data representative of first key establishment data from at least the first key node and the second device for use in calculating a Bilocation
Key. The Bilocation key is based on a selected quantum distributed key from the set of quantum distributed keys of the first key node
and second key node. The second device receives data representative of second key establishment data from at least the first device
for use in requesting the Bilocation Key from the second key node. The Bilocation Key is calculated by the second key node based on
the selected quantum distributed key from the set of quantum distributed keys of the second key node. The first and second devices
use their corresponding Bilocation Keys to generate the same key based on an agreed portion of the first key establishment data and

second key establishment data.
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