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A METHOD AND AN APPARATUS FOR ANALYZING A STATE BASED SYSTEM MODEL 

FIELD OF THE ART 

The invention relates to a method of analyzing a state 

5 based system model comprising a set of maciines as stated 

in the independent claims 1, 11 and 29. 

BACKGROUND OF 'l'HE INVENTION 

When considering the fact that many prod~ct segments of 

10 the market tend to comprise an increasing amount of em­

bedded software, and as the products within said segments 

tend to be differentiated more and more o~ly by the per­

forming differences of the embedded software rather than 

the utilized hardware, the future demands ~f software de-

15 signs in general will very great with respect to both 

fault recognition and elimination and short-term develop­

ment deadlines. 

One of many examples of relevance may be within the auto-

20 motive industry. Even mass-produced cars tend to comprise 

an increasing nwnber of dedicated microprocessors. The 

microprocessors may, e.g., be dedicated ~~ control ABS, 

fuel injection, light control, different kinds of moni­

toring, heat control, security systems, etc., and many 

25 of the different subsystems will often have to be con­

trolled by a conunon protocol. 

It is evident that the large scale appearance of soft­

ware-controlled uni ts wi 11 cause increas ::..:ig troubles to 

30 the system designers, as it may be diffic~lt to overview 

every aspect of the possible state of each unit, and of 

course it may be even more complicated tJ keep track of 

the synergy between all ~he subsystems ~:ilized. A fur­

ther difficulty which should be mentioned is that most of 
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the subsystems will be designed by different developers 

or groups of such, and that the interfaces between such 

subsystems may be di ff icul t to control as no ef fee ti ve 

tools can be provided to the developers for the necessary 

5 analyses of such large-scale systems toget~er or even in 

every single unit. 

This may cause expensive and crucial delays with respect 

to the duration of the product development and releasing. 

10 It is even more crucial that some produc::.s may even be 

put on the market with inherent hidden errcrs which under 

certain unknown conditions, may be triggered and come to 

light. 

15 This problem is of course really serious in safety criti­

cal systems where a defect or fault may even cause injury 

to persons affected by such a defect. 

One way of testing such types of products ~s to check the 

20 logic design prior to the fabrication of a device through 

symbolic model checking. The technique has turned out to 

be very efficient for analyses and verifi=ation of hard­

ware systems. However, it has not been clear whether 

model checking is an effective tool for :Jther types of 

25 concurrent systems such as e.g. software s~·stems. 

One reason why symbolic model checking ma/ not be as ef­

ficient is that software systems tend to be both larger 

and less regularly structured than hardware. For example, 

30 many of the results reported for verifying large hardware 

systems have been for linear structures ::..ike stacks or 

pipelines, for which it is known that "':.:-.e size of the 

transition relation when represented as a so-called 
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ROBDD, Reduced Ordered Binary Decision C':.agrams, grows 

linearly with the size of the system. 

Another approach to this is described in US patent no. 

5 5,465,216 in which a method of automatic design verifica­

tion is described. The described method basically accepts 

the fact that the formal verification suffers from a de­

ficiency of ~the state explosion problem", and further­

more concludes that formal verification of very large 

10 systems are beyond the capabilities of the current formal 

verification techniques. Hence, the above-~entioned pat­

ent describes a way of decomposing and rec~cing the sys­

tem model instead of dealing with the verification 

method. Consequently, a drawback of the described method 

15 is that the possibly obtainable results wi:l only be par­

tial and non-exhaustive. 

A more promising technique, based on the above-mentioned 

ROBDDs, which also exploits the structure of the system 

20 is presented in w. Lee et al., Tearing based automatic 

abstraction for CTL model checking, 1996 :~EE/ACM Inter­

national Conference on Computer-Aided Des::.gn, pages 76-

81, San Jose, CA, 1996 IEEE Comput. Soc:. Press. This 

technique uses a partitioned transition =~lation, and a 

25 greedy heuristic is used to select subsets of the transi­

tion relation. For each chosen subset, a =omplete fixed­

point iteration is performed. If the fo:-::i.ula cannot be 

proven after this iteration, a larger sutset is chosen. 

In case of an invalid formula the algori:jm only termi-

30 nates when the full transition relation has been con­

structed (or memory or time has been exhausted) . A draw­

back of the technique is that it uses a greedy strategy 

involving a fixed-point iteration for e~ch of the re­

maining machines. If the system only has ~ single initial 
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state, as in typical in embedded software systems. The 

greedy strategy reduces to selecting an arbitrary ma­

chine, thus involving extraneous fixed-point iterations. 

5 The present invention meets the requirement of both a 

formal verification and a use of an un:reduced system 

model and provides the possibility of performing theo­

retical model "crash tests" in even very large-scale 

state based system models. Moreover, analyses and verifi-

10 cation of the said models can be achieved in non-reduced 

models at a much higher rate than prior art analyses and 

verification tools. 

15 

SUMMARY OF THE XNVENT~ON 

When the method of analyzing a state based system model 

comprises a set of machines (Ml, .. , Mn) , said machines 

each comprising at least one possible state 

(pSlMi, ... , pSkMi) each machine being in one of its com-

20 prised states at any given time, 

the dynamic behavior of said machines (Ml, .. , Mn) being 

defined by predefined transitions between said states of 

each machine (Ml, .. ,Mn) and dependencies (J) between said 

25 machines (Ml, .. ,Mn), 

initiating an initial set of at least one machine state 

(F) of said machines (Ml, .. ,Mn) 

30 initiating a goal set of machine states (~\ representing 

a condition on states of a subset of machines (MI), and 

repeating the following steps until the analyzing has 

terminated positively and/or if the subset of machines 

(MI) comprises all of said machines (Ml, .. ,Mn) 
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expanding the goal set (A) with a set of states which via 

transitions can be brought into the previo~s goal set (A) 

independently of machines not included in 'MI), 

5 if (Al comprises at least one of the set of states in the 

initial set of states (F) then terminating positively, 

otherwise expanding the subset of machines (MI) with at 

least a subset of the machines (Ml, .. ,Mn}. 

10 it is possible to obtain a very fast anal;sis of a state 

based system model. 

Thus, according to the above, the inventic~ deals with a 

dynamic expansion of a given investigated set of possible 

15 states A in a state based system model with the states 

within the currently investigated machine or set of ma­

chines. When the possible states A cannot =e expanded any 

more, i.e. all states in the investigate·:. machines are 

possible, or when the rest of the states ere only possi-

20 ble if certain conditions in other machine5 is fulfilled, 

the number of investigated machines is in==eased and the 

set of possible states is expanded. This ::erative proc­

ess may continue until certain results a:-e obtained. A 

desired result could for instance be a ve~1fication that 

25 a given machine state can be brought into :~e set of pos­

sible initial states A. 

specifically, the invention provides an c:.=curate result 

when performing so-called reachability cr-'=ck, i.e. when 

30 verifying that a set of initial machine states can be 

brought into certain desired or undesired :onditions. 
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Experimental results have shown that typical so-called 

reachability checks according to the invention can be 

performed considerably faster than prior art methods. 

5 Moreover, according to the invention, it is now possible 

to analyze and verify system models comprising an ex­

tremely large number of machines, as no full calculation 

of all possible global state vectors has to be deter­

mined. This important aspect increases the possibility of 

10 creating very large state based systems, as a true model 

of the system can now be established and analyzed com­

pletely before marketing of the product, thus eliminating 

the risk of bringing products on the market with inherent 

hidden errors. 

15 

As many product segments of the market tend to comprise 

an increasing amount of embedded software, and as the 

products within said segments tend to be differentiated 

more and more only by the performing differences of the 

20 embedded software rather than the utilized hardware, the 

future demands of software designs in general will be 

very great with respect to both the above mentioned fault 

recognition and elimination and the short-termed develop­

ment deadlines. 

25 

The invention meets the requirement of sue~ a tendency, 

as the invention provides the possibility ·:J f performing 

theoretical model "crash tests" in even ve~y large-scale 

state based system models, and moreover analysis and 

30 verification of the said models can be achieved in non­

reduced models at much higher rate than pr:or art analy­

ses and verification tools. 
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It should be noted that the type of tesi: c.::-:.teria estab­

lished may vary widely within the scope of t~e invention. 

Examples of this could be a verification, an indication 

of potential dead-lock or, if necessary, a specific and 

5 accurate detection of such a dead-lock. 

A further advantageous feature of the inve~tion is that 

the basic compositional structure of step by step expand­

ing the previous search result makes it possible to reuse 

1 O previously obtained analysis results. Thus, even if a 

complete investigation of all machines in a system model 

would become necessary, much will be gained, as no unnec­

essary calculations will have to be made du=:.ng the ongo­

ing analyses. 

15 

20 

Due to an acknowledgment of a central monctonici ty re­

sults the previously computed portion of tte state space 

can be reused instead of having to start from scratch 

each time a new machine is added as in know~ techniques. 

Even when all machines are needed, experimeLts have shown 

that the inventive method of including mac:-.:.n-es one at a 

time, i.e. exploiting the monotonici~y property, is 

faster than performing a so called trad:. :1onal fixed-

25 point iteration using a partitioned transi :ion relation 

and early variable quantification. 

In situations where a system model is ana.:..:/sed for 

reachability with respect to large sequer.~2 of goal 

30 sets, (Al) , .. , (.An) , it may be advan tagec:.:.s for the 

later reachability problems to reuse alreajy computed 

results from the earlier problems. In pa~::.cular, in 

the backwards expansion from goal set (All :arly posi­

tive termination may be made at any stage, '•:~ere the cur-
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rent expansion of the goal set (/l_i) fully cc-:-itains a pre­

vious goal set (Aj) (j<i) for which a pcsitive result 

has already been obtained. 

5 It should ne emphasized that the inventic:i has no re­

strictions with respect to the way of defin~~g the system 

"components". The invention is for instance not re­

stricted to simple so-called flat state .system models. 

According to the invention a system may e.~. be defined 

10 as a hierarchical state event system comprising hierar­

chical machines and/or hierarchical states. Bearing this 

in mind, the invention is preferably advant3geously per­

formed in a flat system model, which means that hierar­

chical systems should preferably be transfo~med into flat 

15 models before an analysis according to the invention is 

initiated. 

According to the invention, states in a sys~em model may, 

e.g., comprise discrete observations, values of program-

20 ming variables or registers or latches of a sequential 

circuit, observations of continuous and -::irne-dependent 

functions such as temperature, time, speed, altitude, po­

sition. Moreover, as mentioned above, sta::es may them­

selves be system models providing so-callee hierarchical 

25 system models. 

Dependencies are derived from condi tior..s c '1 transitions 

on other machines in ~he system model. 

30 Conditions on transitions are either cond~tions on the 

current state of other machines in the system model or 

conditions on the current state of the e~v1~onment of the 

system model 
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Moreover, it should be noted that var ia ti::.ns of the ex­

pansion criteria or termination conditions may be appli­

cable within the scope of the invention. 

5 When the step of expanding (MI) with at least a subset of 

the machines (Ml, .. , Mn) comprises an expansion of (MI) 

with at least a subset of machines upon which the previ­

ous (MI) depends, a very advantageous expa~sion of MI has 

been obtained. 

10 

15 

The invention performs an analysis of a given system 

model by incorporating only the machines necessary for 

the current purpose, i.e. only the machines on which the 

current evaluated transitions are dependent. 

Thus, according to a very preferred embodiment of the in­

vention the expansion of the current inves~igated MI with 

machines outside MI should be made, considering that ma­

chines without dependencies on the unexpanded set of ma-

20 chines MI would currently provide no further information. 

Thus, according to the above, preferred enl:Jodiment of the 

invention, the expansion of the investigated set of ma­

chines MI is optimized with only the immediately neces­

sary machines. As many analyses of real-life applications 

25 can be performed without evaluation of a considerable 

amount of machines in a system model, an extremely valu­

able analysis method can be obtained. 

It will be appreciated that analyses of l~rge-scale sys-

30 tern models will benefit even more from this important 

feature, as the necessary evaluated space of the system 

model may be reduced considerably and a great number of 

evaluations may be avoided. 
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An important aspect of the above mentioned dynamic ongo­

ing expansion is that a usable resul-;:, when analyzing 

very large scale system models, can only ne obtained when 

considering the dependencies, as described above. Pilot 

5 test have in fact shown that almost impossible verif ica­

tions in prior art systems can now be performed using 

modest resources on a standard PC. 

A further important aspect of the invention is that the 

10 difficulties of analyzing reduced state based system mod­

els may be eliminated or reduced significantly, as the 

invention can deal with unreduced system models. It 

should be noted that the invention may be regarded as a 

dynamically reduced system model, wherein only the abso-

15 lutely necessary system model machines are dynamically 

determined and investigated Thus, the invention benefits 

from the empirically shown general bet:.avior of state 

based system models, namely that possible real-life 

analyses or verifications will only af fest a part of all 

20 the system model machines. 

Basically, it should be noted that tra:-.si tions between 

machine states in a given machine are =estricted only by 

the dependencies associated with the specific transi-

25 tions. Hence, the present method accord~~g to the inven­

tion requires that a transition withou~ iependencies may 

be triggered by an event at any given ti~~. 

It is evident that, if conditions do in :act exist on the 

30 above-mentioned events, they should be :~corporated into 

the system model, if necessary. 

The above-mentioned advantageous embodi~~~t of the inven­

tion benefits from the structure of a s~~ce-based system 
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model, as :t deals with the fact that trans:tions are ba­

sically characterized in two different ways. Some transi­

tions may be fired unconditional, as they may only be de­

pendent on certain known and always possible events, 

S while the other transitions are bound by certain condi­

tions or dependencies to other machines. 

Thus, according to the above embodiment, t:he invention 

deals with a dynamic expansion of a giver: investigated 

1 O set of possible states A in a state baseci system model 

with the states within the currently investigated machine 

or set of machines. When the possible states A cannot be 

expanded any more, i.e. all states in the: investigated 

machines are possible, or when the rest of ~he states are 

15 only possible if certain conditions in othe= machines are 

fulfilled, the number of investigated machines is in­

creased and the set of possible states is expanded. Ac­

cording to the present embodiment it should be noted that 

the expansion only concerns the machines er some of the 

20 machines which have some kind of relevance to the cur­

rently investigated machine, i.e. if they ~ave dependen­

cies to the transitions in the currently investigated. 

This iterative process may continue until =ertain result 

is obtained. A desired result could for instance be a 

25 verification that a given machine state can be brought 

into the set of possible states A. 

It is evident that the above, preferred embodiment may 

reduce the duration of the iterations sig~_ificantly, as 

30 the method, so to speak, dynamically neglec~s the part of 

the system model which comprises no releva~t information 

for the currently investigated transi tior.s and/ or ma­

chines. 
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The present invention provides a technique that signifi­

cantly improves the performance of e.g. symbolic model 

checking on embedded reactive systems modeled using a 

state/event model or other state based models such as 

5 state charts. 

The invention thus improves the convenience of utilizing 

state based models, e.g. the control portion of embedded 

reactive systems, including smaller systems, such as cel-

10 lular phones, hi-fi equipment, and cruise controls for 

cars, and large systems, such as train simulators, flight 

control systems, telephone and communica:.ion protocols. 

The method according to the invention may thus e.g. be 

used in commercial tools to assist in developing embedded 

15 reactive software by allowing the designer to construct a 

state based model and analyze it by either simulating it 

or by running a consistency check. The tool automatically 

generates the code for the hardware of the embedded sys­

tem. The consistency check is in fact a verification 

20 tool that checks for a range of properties that any state 

based model should have. Some of the checks must be 

passed for the generated code to be correct, for in:­

stance, it is crucial that the model is deterministic. 

Other checks are issued as warnings that might be design 

25 errors such as transitions that can never fire. 

State based models can be extremely large. And unlike in 

traditional model checking, the number cf checks is at 

least linear in the size of the model. The present inven-

30 tion reports results for models with up -co 1421 concur­

rent state machines, and even much larger systems can 

easily be handled. For systems of this s~ze, traditional 

symbolic model checking techniques fail, even when using 

a partitioned transition relation and bac~ward iteration. 
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The present invention uses a compositional Lechnique that 

initially considers only a few machines in determining 

satisfaction of the verification task and, if necessary, 

5 gradually increases the number of considered machines. 

The machines considered may advantageously be determined 

using a dependency analysis of the structu~e of the sys­

tem. 

10 A number of large state based models from industrial ap­

plications have been verified, and even the above- men­

tioned model with 1421 concurrent machines can be veri­

fied with modest resources. Compared with Known analysis 

tools the results improve on the efficiency of checking 

15 the smaller instances and dramatically increase the size 

of systems that can be verified. 

When the analyzing is terminated negatively after said 

step of expanding the goal set (A) with a set of states 

20 which can be brought into the previous goal set (A) inde­

pendently of machines not included in (MI) if none of the 

machines in (MI) are dependent on machines outside (MI), 

a valid estimate of the system behavior is obtained, as 

the method according to the invention has been provided, 

25 since, when terminated when none of the machines in MI 

are dependent on machines outside MI, it can be evidently 

proved that the test criteria cannot be reached. Thus, 

the designers of even very large scale state based sys­

tems have the possibility of forecasting potential run-

30 time problems. 

It should be noted that the negative termination, of 

course, will be absolutely necessary in many applica­

tions, as an exact negative indication wi~l often be of 
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great value. In many types of analyses th~s negative in­

dication is in fact what the user is look:~g for. Hence, 

it will be appreciated that the negative a~~omatic termi­

nation itself will be of great importance, and the method 

5 of the invention will be far more eff ec:.i ve and user­

friendly when a kind of automatic terminat:Jn is incorpo­

rated in the method when further iteratior.s are meaning­

less. It should nevertheless be emphasi:-:d that other 

than this optimal stop criteria can be usec. 

10 

On the other hand, the invention has the possibility of 

providing exact knowledge when speaking o.bout positive 

control of test criteria representing non-jesired states 

or combinations of states. Hence, if the method according 

15 to 'the invention proves that a certain sta:.e or a combi­

nation of states cannot be obtained under certain condi­

tions, it can evidently be assumed that t:his situation 

will not occur in a real-life situation, even though the 

invention in fact utilizes only a part ~f the system 

20 model during the dynamic test situation. :~is feature is 

very important when speaking about a wice spectrum of 

process applications in which a fault, i.e. a non-desired 

state, may cause severe damage or confusio~. 

25 It should thus be emphasized that a negati·.·e as well as a 

positive termination of the analysis accorcing to the in­

vention may be determined with certainty, -. .-nich is an ex­

tremely useful and valuable feature when p:~forming tests 

on system models. The invention provides t:ch a very high 

30 speed application and accurate and reliabl~ results. 

The information following the positive or ~egative termi­

nation can thus be adapted to represent a~y desired test 

condition. 
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Another aspect of the present embodiment o~ Lhe invention 

is that optimal termination criteria may be of great im­

portance in a large number of applications, as unneces-

5 sary iterations should be avoided, if possible. The above 

mentioned positive and negative stop criter~a ensure that 

all, but no more than the necessary i~erc~ions will be 

calculated with respect to a reachabili ::~: analysis. A 

person skilled in the art will be able co adapt- the 

10 method of the invention to other desired analysis pur­

poses. 

15 

20 

When a visual or audio indication is prov.:jed to a user 

if, after said step of expanding the goal set (A) with a 

set of states which can be brought into the previous goal 

set (A) independently of machines not included in (MI), 

none of the machines in (MI) are depende~~ on machines 

outside (MI), a convenient environment of the information 

provided to a user is obtained. 

It should be noted that a user-friendly 2~terface is of 

even greater importance when a fast in te::- 3.Cti ve process 

of analyzing can be expected. Not only may ~he process of 

analyzing a given system model be accele::-ated, but the 

25 whole design procedure of a state based system model may 

be shortened considerably. 

When the analysis is terminated upon a ~~~uest from the 

user, a further advantageous user interfa=: is obtained. 

30 Such a kind of interface may e.g. be ac.-,,-:;.ntageous when 

handling large scale systems. Again, as ~e~tioned above, 

it should be emphasized that the need for a user-friendly 

interface grows with the capability o: the analysis 

method. 



jiff2···· 
~" . . 

2 3 SEP 2002 
WO 99/50746 PCT/DK99/00178 

16 

When the dependencies (D) are represented c.s a directed 

graph, a further advantageous embodiment is achieved. 

5 A representation as a directed graph, which in itself is 

a well known data structure for representing dependencies 

between arbitrary objects, is a very conven~ent and opti­

mal approach usable for a wide spectrum of analyzing ap­

plications. 

10 

When the increasing sets of machines (MI) a~e determined 

by a breadth-first traversal of the directed graph repre­

senting dependencies, a further advantageo·..:s embodiment 

is achieved, as it leads to a minimum depe~dency closed 

15 MI, and thus a fast termination. 

This is due to the fact that it includes :mly the ma­

chines on which MI is immediately depender-t. 

20 Moreover this method is very efficiently co~putable. 

When the sets of machine states are repre~:nted as Re­

duced Ordered Binary Decision Diagrams ( ROE:·D' s) and the 

operations upon them are carried out as ef:icient opera-

25 tions on Reduced Ordered Binary Dec is .:.on Diagrams 

(ROBDD's), a further advantageous embodiment according to 

the invention is obtained. 

Thus, efficient operations computing the i~aJe of a tran-

30 si tion relation on a set of states can be obtained. It 

should be noted that a computation of tr.'=: image of a 

transition relation requires the transitic::-. relation to 

be represented as a single ROBDD, which "::.ay sometimes 

cause problems due to a large size of the ~~~resentation. 
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In these cases the transition relation can be more effi­

ciently represented as a disJunction or c:mjunction of 

smaller relations called a partitioned trc.!1si tion rela­

tion. 

When the transitions relation is representej as a parti­

tioned transitions of Reduced Ordered Bi~ary Decision 

Diagrams (ROBDD's}, and the set of states (~) are dynami­

cally computed by an iterative fixed-point iteration, a 

10 simple and efficient operation of the inv-:ntion is ob­

tained implemented by well known techniques in the art. 

When the dynamic behaviour of said machines (Ml, .. ,Mn) is 

defined by predefined transitions between said states of 

15 each machine (Ml, .. ,Mn) and dependencies (D between said 

machines (Ml, .. , Mn) , 

for each machine (Ml, .. ,Mi, .. ,Mn) 

20 a subset of machines (MI) is initiated tc· comprise the 

currently analyzed machine (Mil 

a set (Ai) of living states (Ail is ini tia:ed, said liv-

ing states being the machine states of the .:urrently ana-

25 lysed machine (Mi) which, independently :if other ma-

chines, may change state to other possible states 

(pSlMi, ... , pSkMi) of said machine 

the following steps are initiated until t~~ analysis has 

30 terminated or if (MI) comprises all machine3 (Ml, .. ,Mn) 

the set of living states (Ai) is expanded ·,.Ji th a set of 

states which via transitions can be brought into the pre-
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vious set of living states (Ai) independen:.l~· of machines 

not included in (MI) 

and/or a set of states which via transi :ions can be 

brought to change state of (Mi) independentl_,- of machines 

5 not included in (MI) 

10 

the analysis is terminated positively if U:·.l) comprises 

all possible machine states in said machine ,Mi), 

otherwise (MI) is expanded with at least a subset of the 

machines, a further advantageous embodimen~ is achieved. 

As will be understood, the present embodime~t of the in­

vention will provide the possibility of de:e:ting all the 

global states, i.e. a set of machine states, for each ma­

chine which may have the possibility to cha~ge state un-

15 der certain possible conditions. Such states will be re­

garded as living states according to the p~esent termi­

nology. 

It is moreover evident that determination cf all the liv-

20 ing states of each machine may give an ind~cation of pos­

sible inherent traps, as a machine state for which a 

given machine which has no possible trans1t~ons to other 

states may be potential dangerous states, .Jr so-called 

potential dead states. 

25 

It should nevertheless be emphasized ths.-c a potential 

dead state does not necessarily represent an undesired or 

illegal state. The determined state or s:=.tes must in 

fact only be critical if they can be reac~~d from known 

30 or given initial system conditions. 

When the invention furthermore comprises :.he steps of 

each machine (Mi) having potential dead :r.~..:hine states 
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(Adil ini t1at1ng an initial set of mach.:...n~ states (Fl of 

said machine (Ml, .. ,Mn) 

initiating a goal set of machine states (~di) represent­

s ing the potential dead machine states of .::tachines (MI), 

and 

repeating the following steps until the analyzing has 

terminated and/or if the subset of mach.:..!1es (MI) com-

10 prises all of said machines (Ml, .. ,Mn) 

expanding the goal set (Adil with a set c: states which 

via transitions can be brought into the pr~vious goal set 

(Adi) independently of machines not incluci:d in (MI), 

15 if (Adi) comprises at least one of the sta:es in the ini­

tial set of states (F) then terminating poEitively, 

otherwise expanding the subset of machines (MI) with at 

least a subset of the machines (Ml, .. ,Mn), 

20 further important knowledge about the investigated system 

model is obtained. 

The meaning of a positive termination in the above em­

bodiment of the invention is thus not es9ecially posi-

25 tive, as it has now been determined that tje investigated 

state or combination of potential dead s:a.tes can actu­

ally be reached. A dead-lock has thus l:-:en determined, 

and the machine Mi comprising the deter::.ined state or 

states will not be able to change state, ~o matter what 

30 happens in the surrounding system. 

When the method of the: invention cornp::-:..::es determining 

for at least one machine (Mi), at least c~e of, prefera­

bly al!, the potential dead machine stat~s (Adi) which, 
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when said machine (Mil is in any of said machine states 

(Adi), independently of possible external events, will 

remain in the same machine state (Adi), 

5 for each machine (Mi) having potential dead machine 

states (Adil initiating an initial set of ~achine states 

(F) of said machines (Ml, .. ,Mn) 

initiating a goal set of machine states (Adi) represent-

10 ing the potential dead machine states of machines (MI), 

and 

repeating the following steps until the analysis has ter­

minated and/or if the subset of machines (MI) comprises 

15 all of said machines (Ml, .. ,Mn) 

expanding the goal set (Adi) with a set of states which 

via transitions can be brought into the previous goal set 

(Adi) independently of machines not included in (MI), 

20 if (Adi} comprises at least one of the states in the 

initial set of states (Fl then terminating positively, 

otherwise expanding the subset of machines (MI) with at 

least a subset of the machines (Ml, .. ,Mn) 

25 a very pref erred embodiment of the inventio~ is obtained, 

as a real dead-lock has been detected. 

The invention provides a convincing method ~- detecting a 

very unpleasant type of faults, as a deadl~ck would cause 

30 a system, such as a state based system, ~c enter an end­

less loop, causing stressing and unreasc~able working 

conditions for the user, at best. 



5 

2 3 SEP 2002 
W099/S0746 PCT/DK99/00J78 

21 

It is evident that detection of reachable de3d-locks in a 

system model provides extremely valuable i:-iformation to 

the system designer, as an undetected dead-:~ck fault may 

cause severe damage if it should be detect~d or experi-

enced by a user of a released product. Moreover, it 

should be emphasized that a fast dead-lock jetection, as 

well as other test criteria, such as the acove-mentioned 

verification analysis, will provide an :impressive work 

tool to a market which is extremely sensit~Je to release 

10 delays and dependent on short term design p~ases. 

BRIE!' DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by var~· examples and 

15 not as a limitation in the figures of the accompanying 

drawings, in which 

20 

Figs. 1 - 4 illustrate the basic machines ~f an embodi­

ment of the invention, 

Fig. 5 illustrates the combinations of the machines with 

the mutual dependencies between the machines of figs. 2-

4, 

25 Figs. 6 - 8 illustrate a first example o: an embodiment 

of the invention, 

30 

Figs. 9 - 10 illustrate a second example o: an embodiment 

of the invention, 

Figs. 11 and 12 illustrate a third example of an embodi­

ment of the invention, 
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Fig. 13 illustrates a method of detecti~g s dead-lock in 

a system model according to an embodime~: of the inven­

tion, 

5 Figs. 14 - 20 illustrate how an expandeJ. state system 

model is obtained via a transformation c: ~ hierarchical 

system model, 

Figs. 21 - 24 illustrate the basic mat~er:-.:itical proper-

10 ties of the invention. 

Fig. 25 illustrates removal of signals, .:-efore the re­

moval, and 

Fig. 26 illustrates removal of signals, after the re-

15 moval. 

DETAILED DESCRIPTION 

The following first part of the descrii;:-::..:m illustrates 

20 the basic features of the invention by :r.-::ans of simple 

terms and the accompanying figures. The ::·:osic principles 

and features will thus be illustrated by t=e system model 

of a toy train. 

25 The second part to follow will deal with :~e theoretical 

background of the invention in more deta~:. The detailed 

second part is directed to an example : : the invention 

described as a state event system. It sh=~:d nevertheless 

be emphasized that the invention can be _-:ilized in any 

30 state based system. 

Referring now to fig. 1, a small exampl~ :s described in 

order to illustrate the key aspects of -c::.--.~ cechnique. 
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The example consists of a toy train, a gat::- and a signal. 

The control of the train will be describe:. as a control 

system with three parallel state systems. In fig. 1 a 

train 1 is shown, featuring three button!: ? _, 3, 4 that 

5 can be affected from the outside in four c.:.fferent ways. 

One button 2 is placed on top of the trai~. If pressed, 

the system will regard the command as "on -::ip". Two other 

buttons 3, 4 have been placed under the ~=ain. They can 

be activated individually or as a single L::-.it (the train 

10 is inspired by a battery driven DUPLO -:-:;y train from 

LEGO A/S.) When facing in the same directic~ as the train 

and pressing the button 3 on the left, t.:-.e system will 

regard the command as "left". When in th': same position 

and pressing the button on the right 4, -=~e system will 

15 regard the command as "right". If both bu-:-:ons 3, 4 are 

pressed simultaneously, this command will =e regarded as 

"both". 

20 

As shown in 

states: Stop, 

These states 

with to, le, 

fig. 2, the train 1 has, ".:.::.ree operating 

abr. ST; forward, FW; anc backwards BW. 

are changeable, as shown by ~rrows labeled 

ri, ri, le, to bo and to bo. :he arrows may 

be said to represent transitions, and to, ~e, .. , etc rep­

resent events which may trigger a firing c: the connected 

25 transition in such a way that the train 1 =~anges state. 

The gate is shown in fig. 3 as having twc ~ossible posi­

tions or states: up, labeled UP or dov::-_, labeled DO. 

These two states can be changed by the ::rnunand or so-

30 called events "up" or "do". 

The signal is shown in fig. 4 as having t~: states: stop, 

labeled R or go, labeled G. These two states may be 

changed by the events "on" and "off". 
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All in all, the entire system consists o: :he train as 

shown in fig. 2, the gate as shown in fig. 3 and the sig­

nal as shown in fig. 4 linked together. The three state 

5 systems 11, 12 and 13 are made mutually depe~dent in fig. 

5, as the train can only go from "stop, S~" to "forward, 

FW" or "backwards, BW" if the gate 12 is ;:own, DO. The 

corresponding transitions are thus shown as :o DO, le(DO) 

and ri DO, wherein to DO indicates that: 'C:-.e transition 

10 may fire if the event to, i.e. the top butt:n 2 is acti­

vated, happens, under the condition that ~~e gate 12 is 

in the state DO, down. The reference from 'C~e transition 

in train system 11 to the state DO may be said to be a 

condition or a guard. Likewise, the signa2. 13 can only 

15 change if the gate is in an acceptable s"Cate , "UP" or 

"DO", respectively. 

The present example described above is showr: in fig. 5. 

20 The object of the present analysis is to fi~j out whether 

a system consisting of a number of state s:·stems can be 

brought from their initial state to a give:i. (wanted or 

unwanted) target state. 

25 In the case of the DUPLO System it would, e.;., be inter­

esting to find out if the train could be ~a~e to go for­

ward. Such a question may be answered by ta~ing a closer 

look at the global states of the entire s~·=tem. For the 

DUPLO System there is a total of 12 gloi:c.~ states con-

30 sisting of the available combinations of Lt= three local 

states of the train, the two local states ~= the gate and 

the two states of the signal. The "star~n s~ate has been 

set to be (stop, ST; up, UP; red, R) and -:.:-.-= question is 

whether we will be able to change the sys~=~ to another 
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state such as (FW, ?, ?} (the "?" indicates tha:: the states 

of the gate and the signal are irrelevant.) 

An analysis of the global states reveals thaL the answer 

5 to the question is YES, demonstrated by the following se-

quence of global states: 

(ST, UP, R) - do --+ (the gate goes down) 

(ST I DO, R) - to --+ (the train starts) 

10 (FW, DO, R) 

which is a desired target state. 

The traditional method used above is, however, not ideal, 

15 as it generally requires a construction and a search for 

the global states that increases exponentially with the 

number of state systems: if there are 100 systems with 

two states each, the global state space has 2= 00 states. 

20 The method according to the invention is based on a com­

positional and gradual technique. The techniq~e is compo­

sitional because the analysis is based on a :imited num­

ber of states at the beginning and includes the use of 

additional machines only when absolutely necessary. These 

25 are included after a pre-calculated depende:::.cy analysis 

among the state machines. 

In the example of the DUPLO train, it is :.nvestigated 

whether the entire system can be brought in a state ena-

30 bling the train to move forward. Evidently this ability 

is dependent on the train and that is the reason why our 

analysis starts with the train. 

TRAIN 
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Referring now to fig. 6, the initial inves:.igated state 

may be regarded as a goal set 80 which is shown in fig. 

6, as (FW; ?; ?) . 

It can moreover be seen that a change of state from "BW" 

to "FW" is only conditioned by the stat:e "BW" and neither 

by the state of the gate nor by the state o: the signal. 

The goal set 80 can thus be expanded to 81 and comprise 

10 both BW and FW as shown in fig. 7. 

However, still it may not be concluded whether the train 

can be brought from "ST" to "FW" or "BW". Still, it is 

observed that the transitions of the train solely depend 

15 on the gate 12, the condition "DO", and the analysis is 

therefore continued after having included the gate 12, as 

shown in fig. 8. 

20 

TRAIN + GATE 

Based on the analysis already carried out, 

cient to bring the system in only one 

it is 

the 

suff i­

target 

states (FW, ?,?) or (BW, ?,?), since the tra:n alone, in­

dependently of the gate 12 and the signal 13 from fig. 5, 

25 will then be able to bring the train in the desired tar­

get state. This is of course on the fundame~:al condition 

that all events are possible at any given ti~e. It is ob­

vious that the global states of the system ,ST, DO, ?) -

independently of the signal 13 from fig. 5 can be brought 

30 into the states (FW, DO, ? ) and (RW, DO, , ' and thus in 

the new target state. This also means the.: all states 

available in the system (ST I UP, ? ) can be placed in the 

desired target states as (ST, UP,?) - do ___, (ST, DO, ? ) 
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independently of the signal 13 from fig. 5, as indicated 

in fig. 8 by the expanded goal set 82. 

The initial states are now included in the goal set 82, 

5 and FW can be said to be reachable, as the initial state 

of the global state system (ST, UP, R) is in the goal set 

and we may therefore conclude, without :..ncluding the 

state system of the signal, that the train can be made to 

go forward. 

10 

By means of the simple embodiment of the :.nvention de­

scribed above, it has thus been shown th.::. t a complete 

analysis, according to a specific questior:, is a given 

state in the machine 11 reachable or n0t, without includ-

15 ing all machines 11, 12 and 13, and without a need of 

calculating all the possible global states. 

It should likewise be noted that the signal 13 has not 

been investigated, even though it has dependencies refer-

20 ring to the gate 12, i.e. on(DO) and off (UP:. 

25 

It is evident that this compositional approach will be of 

significant benefit, if a system model corrprises a very 

large number of machines and machine states. 

Referring now to fig. 9, a further example of an embodi­

ment of the invention is described. The s~:stem model is 

basically the same as the system of fig. 5, but now with 

modified dependencies or guards on the tra~n 14 and the 

30 signal 16. 

The variant of the previous DUPLO example ~~us provides a 

modified version of ~he train, as the trai~ 14 now has a 

transition ri(UP) from ST to BW . It can ~~w be assumed 
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that the change of the states from "STn to "Bwn is for 

some reason conditioned by the gate 15. being in "UP" 

state (given by the new condition "UP") . Again, the 

method of the invention will check whether the system 

5 model is capable of making the train move forward, FW 

from the initial state of the global st.ate system (ST, 

UP I R) . 

Like in the aforementi~ned example, the analysis starts 

10 with the train alone, as the target state evidently de­

pends on this component alone. 

TRAIN 

15 Like before, we see that all states of :.he system (BW, 

?,?) - independently of the gate 15 and ~he signal 16 -

can be brought into the global target state (FW, ?,?), 

i.e. the goal set 83 of fig. 10 . A change from ST to FW 

and a change from ST to BW is obviously dependent on the 

20 gate 15 as the change to FW from ST is dependent on the 

gate being down, DO, and as the change f rorn BW from ST 

is dependent on the gate 15 being up, UP. This leads to a 

semantic dependency which may always be fulfilled irre­

spective of the state of the gate 15 as the gate will 

25 have to be either in the state UP or DO. :hus, the analy­

sis results in an expansion of the goa.:. set 83 to the 

goal set 84. This means that in this si~~ation the train 

can be made to go forward without includ~ng the systems 

of the gate or the signal, as the goal set 84 now in-

30 eludes the desired initial state of the global state sys­

tem (ST, UP, R) . 

The expansion of the goal set in the ab~ve example has 

thus been effected by an investigation o: the "sum of de-
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pendencies" restricting the transitions ::o the states FW 

and BW, thus avoiding a need for incorp:irating the ma­

chines 15 and 16. 

5 Now turning to a third variant of the original DUPLO Sys­

tem in fig. 11 in which the model of the train 1 7 and 

signal 19 corresponds fully to the described model of the 

train 11 in fig. 5. The modification has now been di­

rected to the change of the gate from "UPH to "DO", which 

10 is for some reason conditioned by the tra:;.n being in "FW" 

state, i.e. the transition do (FW). The target state is 

still the same: is it possible to make the train move 

forward, meaning is it possible to reach ~he global state 

(FW, ?;?) from the starting state (ST, UP, R)? 

15 

As is the case with the first analysis, it is initiated 

with the train alone with a goal set 8.5 comprising FW. 

Again, it is only immediately possible to conclude that 

the train can reach the target state fron the state (BW, 

20 ?,?) if the states of both the gate 18 and the signal 19 

have not yet been examined. In order to be able to con­

clude whether the train 17 can be brought from a state of 

''ST" to "FW" or to "BW", we will, once again, have to 

include the gate 18 in the analysis, as all transitions 

25 to FW or BW from ST depend on the gate be~ng in the state 

DO. 

TRAIN + GATE 

30 Referring now to fig. 12, after including the gate 18 and 

an expansion of the goal set to the goal set 86 it is now 

obvious that all states of the combination (ST, DO, ? ) 

can be brought into the desired state :.ndependently of 

the signal 19 from fig. 11. Meanwhile, t~e state (ST, UP, 



2 3 SEP. 7002 

W099/S0746 PCT/DK99/00178 

30 

?), representing the starting or initial =onditions, can­

not be changed to (ST, DO, ?) into the expanded goal set 

86, as the conditions of the gate 18, i.e. the transition 

of do (FW), influencing the train "FW", have clearly not 

5 · been fulfilled. It is also obvious that taking the signal 

19 from fig. 11 into account will not solve this problem 

either directly or indirectly, as none cf the states of 

the train 17 or of the gate 18 depend o~ the signal. It 

can thus be concluded, without including the signal, 

10 that the target state cannot be reached. 

The method illustrated above may briefly be described as 

follows: 

15 Given: a number of machines systems Ml, .. ,Mk with the 

starting states sl, .. ,sk. 

20 

Question: Is it possible for the system ~o reach a given 

target state. 

Method: 

1. Let A illustrate the global state sys~em that is evi­

dently capable of reaching the target state. 

25 2. Include the systems directly referred :o in the target 

state (let these be called I). 

3. Account for all global states, inde!=endently of the 

systems still not included, which can rea=h the states in 

A. These states are called BI* (A) . 

30 4. If BI* (A) includes the global starting state, the 

method stops here with a YES. 

5. If the systems in I do not refer to ~utside systems, 

the method stops here with a NO. 
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6. In all other cases, the systems are adced to I under 

the conditions referred to, and target s-:ate A is re­

placed by BI* {A) and the method is repeatej from step 3. 

Dead-lock 

The compositional method can be used for :ther purposes 

than for an access investigation. It can be shown that a 

10 system model can furthermore be checked fer a dead-lock. 

A global dead-lock in a system is a global state in which 

the system cannot change machine state, r_'.) matter what 

the command or action may be. A dead-loc}: may occur if 

the system reaches a state where there are no longer any 

15 transitions of the machine states. It may also occur if 

there are actual transitions out of the local machine 

states simply because these states depen:i on require­

ments/conditions that have not been fulfilled. 

20 A more refined term is a local lock in whi=h one or more 

machines are incapable of changing state independently 

of how other machines change their s::a-css. More pre­

cisely, a global state s is a local dead-lc=k for machine 

i and, independently of the events to whict the system is 

25 exposed if will remain in the same state. :he concept is 

illustrated in fig. 13. 

Fig. 13 shows yet another variation c: t:i.e train. The 

train 21 has been connected to a gate 2:. ~je transitions 

30 into the state "ST" of the train 21 a:::-e, quite staged, 

dependent on the gate 22 being down, DO. ~te gate 22 can, 

also a bit staged, only change from "UP" -:o "DO" if the 

train has stopped, i.e. the transition cc(~:). 



2 3 SEP 1002 
W099/S0746 PCT/DK99/00178 

32 

TRAIN, GATE 

The global state (FW, UP) is a local dead-lock for the 

gate 22. Irrespective of the event, the gate 22 will 

5 never be able to change its state to "DO". This is due to 

the fact that the transition from the state "UP" to the 

state "DO" requires that the train 21 is in the state 

"ST". Meanwhile, all transitions to the state "ST" rely 

on the gate being in "DO" state. Naturally, this cannot 

10 take place until the train is in "ST" state, and so 

forth. In other words: The gate 22 has a dead-lock. The 

train 21 has no dead-loc~ in this state since the train 

can change between the state "FW" and "BW" with the com­

mands "ri" and "le". Consequently, the state (BW, UP) is 

15 also a local dead-lock for the gate. 

In order to take advantage of a test method to locate any 

local dead-locks. As the method starts by calculating the 

states in machine i, which are active/alive and therefore 

20 not equipped with a dead-lock. More precisely, the global 

state s is active/alive for machine i if there is a se­

quence of global states sl, s2, .. ,sk with s=sl, which in­

dicates that certain events make the global state sj ca­

pable of changing to sj+l through a transition, while sl 

25 and sk also have different local states. In other words, 

there is a sequence of state transitions so that machine 

i will have changed state at one point. 

The method explained below will describe how the global 

30 states that are active/alive for a machine Ml can be lo­

cated. These machine states are called Ai. The set of 

states not in Ai constitute potential locks for M1. They 

are only potential locks, because they may not be acces­

sible from the "start" state. Whether this is possible 
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can be determined by using the above method for composi­

tional and gradual analysis of state systems based on the 

dependency analysis. 

5 A test method for calculating active/alive states for a 

machine Mi according to the invention. 

10 

15 

Given: a set of state machines Ml, .. ,Mk, and, among 

these, a chosen machine Mi. 

Question: Compute the global states alive/active for ma­

chine Mi. 

Method: 

1. Let A illustrate the unknown set of global states. 

2. Include the first machine i. Then, let I be the symbol 

for the set of machines investigated, starting with 

I={i}. 

20 3. Calculate all the global states that, independently of 

the machines not included at this point, in one or more 

steps, are capable of making a transition that changes 

the state of machine i or changes to a state in A. The 

result is Au* (A) . 

25 4. If Au* (A) comprises all global states, the investiga­

tion ends here. (This means that all states are ac­

tive/alive for machine Mi and do therefore not feature a 

lock) . 

5. If that is not the case and on the condition that the 

30 machines in I do not refer to machines ou~side I, the re­

sult is Ari *(A) . 

6. If not, I has a number of new machines added to it 

that are ref erred to in the conditions I requirements for 
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transitions machines in I, A is assigned equal to All*(A) 

and the method is repeated after 3. 

To determine whether a machine has a "real" dead-lock, 

5 meaning a state that is both a dead-lock and also reach­

able, the first step is to use the test method mentioned 

above in order to find the states Li that are ac­

tive/alive for machine i. The next step is to - find out 

whether one of the states not included in this set is 

10 reachable. When combined, the following method appears. 

A method for locating reachable local dead-locks accord­

ing to the invention. 

15 Given: A set of state machines Ml, .. ,Mk. 

Question: Does one of the machines Ml, .. , Mk have a local 

dead-lock? 

20 Method: 

1. By using the method for calculati~g the set of 

alive/active states, it is possible to determine a set 

for each of the machines; Ai. Steps 2,3, and 4 must be 

25 repeated for all machines. 

2. Let A be the set of global states tha~ are not in Ai. 

These are potential dead-locks for the machine Mi. 

3. By using the method of determining the reachability of 

a given target state, i~ can be determined if access for 

30 A is possible from the "start" state. I: the answer is 

YES, the machine has an reachable local lock and the an­

swer YES is given. 

4. If not, the answer is NO. 
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In the example from above, the methods will have the fol­

lowing sequence. First, the gate is checked for a local 

dead-lock. The machine indexed 2, i.e. the gate, is the 

only inclusion so far, and that is the reason why, by 

5 means of the second method, it may be discovered that 

Lp} '2 * ( 0) = { (?I DO) } . 

Now include machine 1 and discover that 

10 

L{l,2}.2*({?, DO)}={(?, DO), (ST, UP)}. 

This is the final result of active/alive states for the 

gate. This means that the number of global states that 

15 are not alive/active for the gate are 

{ ( FW, UP ) I ( BW I UP ) } • 

It is now time to find out whether so::ne of these are 

20 reachable. They are both reachable from ~he given start­

ing conditions, and the gate 22 is therefore equipped 

with a local dead-lock in both states. 

The calculations for the train 21 will be different. The 

25 first step is to include only the trai~, and it is dis­

covered that the alive/active states are: 

Lt2>.2*(0) ={(ST, ?), (FW, ?), (BW, ?)}. 

30 This includes all states and the calcula~ions provide the 

result that the train has no dead-lock. 

The set Ltii.1 *(A) is computed, as is the case with BI* (A), 

by fixed point iterations well known in the art. 
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The system models described above may be regarded as 

state/event models which are concurren~ versions of Mealy 

machines, that is, it consists of a fixed number of con-

5 current finite state machines that have pairs of input 

events and output actions associated wit~ the transitions 

of the machines. The model is synch=-o.:-ious: each input 

event is reacted upon by all machines :~ lock-step; the 

total output is the multi-set union of the output actions 

10 of the individual machines. Further sy~chronization be-

tween the machines is achieved by ass:::ciating a guard 

with the transitions. Guards are Boolea~ combinations of 

conditions on the local states of the other machines. In 

this way the firing of transitions in or.e machine can be 

15 made conditional on the local state of other machines. 

If a machine has no enabled transition for a particular 

input event, it simply does not perform any state change. 

Referring to fig. 1 to fig. 12 it is wel: known that sub-

20 sets of a state space can be represented using Reduced 

Ordered Binary Decision Diagrams (ROEDI::s) . This is de­

scribed in R.E. Bryant, "Graph-based alqorithms for Boo­

lean function manipulation", IEEE Transa2tions on Comput­

ers, volume 8, number C-35, pages 677-69:, 1986. 

25 

Efficient operations to test for emp::i:-iess and equi va­

lence of such subsets and for performi~~ the set opera­

tions of union and intersection are we:.J..-}~nown for ROBDDs 

and described in Bryant, above. Moreov<:::-, efficient op-

30 erations computing the image of a traLs:.tion relation on 

a set of states are described in Bryan~. A computation of 

the image of a trans1 tion relation rec:r..:1res the transi­

tion relation to be represented as a s:.ngle ROBDD. This 

is known to give problems sometimes dJ~ to a large size 

• 
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of the representation. In these cases the ~ransition re­

lation can be more efficiently represented as a disJunc­

tion or conjunction of smaller relations called a parti­

tioned transition relation, as explained in J. R. Burch, 

5 E. M. Clarke, and D. E. Long, "Symbolic Model Checking 

with Partitioned Transition Relations". In Proceedings of 

1991 Int. Conf. on VLSI, A. Halaas and P. B. Denyer 

(eds), August, 1991. 

10 Many state based system models may preferably be designed 

and described as so-called hierarchical system models. 

In the following a preferred transformation of that type 

of system models will be described, as the invention may 

15 preferably be performed on so-called f la'C state based 

system models. 

20 

Referring now to fig. 14, the basic properties of a hier­

archical system model is described. 

TRAIN, GATE, SIGNAL 

In fig. 14 the two former states "FW" and "BW" have been 

replaced with the single, new and more abstract state 

25 "GO". The control system illustrated in fig. 14 thus pro­

vides a more abstract description of the behavior of the 

train corresponding to what a slightly nea~-sighted per­

son, who cannot tell the difference betwee~ the front and 

the rear end of the train, would experience. 

30 

Meanwhile, it is possible to maintain the original de­

scription of the train 31 by refining the state "GO" in 

the form of a state sysLem that contains t~e exact states 
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of "FW" and "BW". This results in the hle!:"archical de­

scription of the DUPLO train, as illustrated in fig. 15. 

TRAIN, GATE, SIGNAL. 

Apart from the improvement of the state system with two 

new states "FW" and "BW", the three original transitions 

of the state "GO" have also been refined by featuring 

"FW" and "BW" respectively as result states. Finally, the 

10 gate 32 transition from "UP" to "DO" has had its state 

refined to "FW". 

State systems and machines 

15 A state system comprising a set of state machines 

Ml I •• I Mn. 

A state machine M comprises a set of states Sl, .. ,Sk, to­

gether with a number of transitions Si -7 SJ 

20 The abstract version of the DUPLO train is a state system 

with one single state machine, train 31, in which there 

are two states: "ST'' and "GO" between which there is a 

total of 5 transitions as shown in figs. 14 and 15. 

25 In order not to cause any confusion, it is chosen to call 

state systems without hierarchy flat state systems. 

Hierarchical state systems and machines 

30 A hierarchical state system, HSys, comprises a set of hi­

erarchical machines HMl ... HMn. 

A hierarchical state machines HM comprises a number of 

hierarchical states HSl.. ... , HSk and a number of transi­

tions Hsi --t HSj between these. 
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A hierarchical state HS is either primitive or a hierar­

chical state system in itself. 

5 The hierarchical version of the DUPLO train is a hierar­

chical state system with one single state machine 31 that 

features two hierarchical states "ST" and "GO" between 

which there are 5 transitions. The state "ST" is primi­

tive, whereas "GO" in itself is a hierarchical state sys-

10 tern with two states "FW" and "BW'' between which there are 

2 transitions. Both "FW" and "BW" are primitive states. 

Hierarchical states and state machines are assigned to a 

certain level depending on how far they reach into the 

15 hierarchy. In the hierarchical version of the DUPLO 

train, the states "ST" and "GO" are present on both lev­

els, whereas the state "FW" and "BW" are on the second 

level. 

20 It should be noted that the flat state system constitutes 

special cases of hierarchical state systems in which all 

states are either primitive, or, correspondingly, in 

which all states are on the first level. 

25 Expansion of hierarchical state systems 

Hierarchical state systems make it possible to give more 

compact and structured descriptions compared to flat 

state systems. Any hierarchical state system can, how-

30 ever, also be expanded to a flat state system, according 

to which the inventive method of compositional and grad­

ual analysis may be brought into use. 
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Expansion consists of a continuous performance of the ex­

pansion process mentioned below, until a flat state sys­

tem has been generated. 

s Expansion process - states 

Referring now to fig. 16, Hsys is initiated to be the ac­

tual hierarchical state system at level n (Ln) . The ex­

pansion process takes its starting point in a hierarchi-

10 cal state S on another level than n, which in itself is 

another hierarchical state system consisting of a number 

of hierarchical machines Ml, .. ,Mn ,that is on level n+l. 

Referring now to fig. 17, the expansion process consists 

15 of changing the status of states S to primitive by bring­

ing the machines ML.Mn on level with S. After carrying 

out the expansion process, the control system shown in 

fig. 17 is achieved. 

20 Thus, the expansion process reduces the number of hierar­

chical states (by 1) and by repeating the reduction step 

the end result will be a hierarchical state system where 

all states are primitive, also called a flat state sys­

tem. 

25 

Expansion process - transitions 

At this point, transitions are included in the expansion 

process. Generally, transitions are dependent on certain 

30 conditions, or guards, which must be satisfied before the 

transition in question may take place. These conditions 

may be demands/requirements partly to affect the occur­

rence of actions in the surroundings in which the entire 

state system is situated, and partly to affect other in-
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going machines of other state systems. During the expan­

sion process these demands/requirements may be modified 

in different ways in order to ensure that the right rela­

tion/ connection between the hierarchical state system is 

5 present prior to the expansion process and after its exe­

cution. Examples of such modifications are given in fig. 

18. 

Referring to fig. 19, the scenario mentioned above is 

10 considered and transitions and conditions/requirements 

are added to these as illustrated. In this case the re­

quirements/conditions are a, b, c and d. 

It is evident that the transitions in the machines in S 

15 (Ml, .. ,Mn), e.g. the transition from A to B, can only 

take place in so far the control system M is actually in 

state S (not Sl or 52). In order to ensure that the same 

applies to the transition from A to B, the condi­

tion/requirement b is expanded to b S. 

20 

The transition in M from Sl to S has different ways to 

single out the sub-states in S to be activated; for exam­

ple, state X could be chosen for the submachine Ml. To 

ensure that state X is also activated when the expansion 

25 of Sl to S is carried out, transitions can be added to X 

from all the other states in Ml with the limitation of 

Sl a , which is precisely what is required to make the 

transition from Sl ~ S. 

30 The transition in M from S to S2 presents condi­

tions/requirements concerning the sub-states in S that 

must be active if a transition is to be made. For 

example, one condition/requirement could be that the ma­

chine Ml is in state Y. To make sure that ~~e same would 
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apply after the expansion, the condition/requirement c 

concerning the transition from S to S2 can be expanded to 

c Y. 

5 In a machine on level with M, there is a transition whose 

condition/requirement includes state A. After"' an expan­

sion, it must be ensured that not only is Ml in state A 

but also that machine M is in state s. 

10 With the given modifications of the condi-

tions/requirements for transitions, the result of a 

transformation process may be illustrated as shown in 

fig. 20. 

15 Expansion of the hierarchical DUPLO train 

The effect of an expansion will now be shown in the il­

lustration of the DUPLO train in fig. 20. It should be 

noted that the three transitions from the states "ST" to 

20 "GO" quite explicitly point out which sub-states of "GO" 

must be activated. The only obvious candidate for the ex­

pansion is the state "GO" which is the only non-primitive 

state. The result of the expansion process is as follows. 

25 TRAIN, GATE, "GO", SIGNAL 

Given: A hierarchical control system, Hsys. 

Result: An equivalen~/similar flat state system, Sys. 

30 

Method: 
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1. Let S be a state on level with n, whic~ is in itself a 

hierarchical state system consisting of a number of hier­

archical machines Ml, .. ,Mk. 

5 2. Carry out the expansion of S, which means bringing the 

machines Ml, .. ,Mk on level with S wit:-. the necessary 

transition modifications and requirements. 

10 

3.If all states are primitive. STOP 

4. If not, repeat the process from 1. 

In many applications it is useful to cc::i.sider a system 

model containing a number of variables =anging over f i-

15 nite domains. The values of these vc.riables can be 

tested in the guards of the transitions and manipulated 

by assignments as part of the action of a transition. The 

present invention can easily be adapted ~o apply to sys­

tems of this kind by using a technique of encoding the 

20 variables and operations upon.them as it is well-known in 

the art (see for instance the PhD d~sse=tation by Allan 

John Hu, Techniques for Efficient Formal Verification Us­

ing Binary Decision Diagrams, Department ~f Computer Sci­

ence, Stanford University, December 199=, number CS-TR-

25 95-1561 l. The adaption could include viewing each vari­

able as a machine having a state for eac~ possible value 

of the variable. Assignments of vaL:es to the variable 

can be implemented by transitions 2n -::ia t machine and 

conditions within other machines in~.-o~v:.ng the variable 

30 could be implemented as synchroniza~~2~ conditions on 

that machine. All the methods mentio~ed :n the invention 

could then directly be applied on the ad:pted model. 
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In other applications it is useful to c::msider system 

models which involve a collection of timers. The values 

of timers decrease over time, either in discrete steps 

determined by the clock frequency, or co~tinuously with 

5 the global time. In such time-extended system models, 

transitions may be triggered by time-out events to-t re­

leased when the value of timer t reaches :2ro. Dually, a 

timer-value may be set as part of the acti~n of a transi­

tions. The present invention can easily be adapted to 

10 apply to t:imed systems by introducing ea:'..-1 timert as a 

machine T with states TO, Tl, ... ,Tmax, whe~e max is the 

maximal value which is assigned to the t:mer t. The ma­

chine T will have the following basic transitions: 

15 Ti+l -- tick []/ -->Ti 

for i=l .. max-1, where 'tick' is a new even: represent the 

passing of one time-unit. A time-out trar-s:tion 

20 Al -- to-t [g]/ a --> A2 

25 

30 

is replaced by the following transition: 

Al -- tick [g Tl]/ a--> A2 

that is the reaction to the to-t event is :eplaced by re­

acting to tick provided the timer mach:::-.2 T is in the 

state Tl (thus in state TO just after tns tick event). A 

timer-setting transitions 

Al -- E [g] I a, t:=n --> A2 

is replaced by 
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Al -- E [g] I a --> A2 

and generates in addition transitions in : of the form 

Tj -- E [g Al] I --> Tn 

for all j=O .. max. All the methods mentione:j in the inven­

tion could then directly be applied or. the adapted 

model, and will give correct analysis bot~ for discrete 

10 and continuous timers as it is well-known ~n the art (see 

for instance E. Asarin, O. Maler, A.Pnue:i, On 

Discretization of Delays in Timed Au tome :a and Digital 

Circuits, Proc. CONCUR'98, Lecture Notes in Computer 

1466, 1998). 

15 

In other applications it can be useful tc allow internal 

events (sometimes referred- to as signals), which are gen­

erated by some of the machines and reactej upon by other 

machines. A system model with internal events/signals 

20 could be understood as having different ~nterpretations. 

In one interpretation, the signals are ~J be understood 

as being emitted and reacted upon insta~:aneously. With 

such an interpretation, the effect of r.:ie presence of 

signals can be obtained by a modified mo==l in which the 

25 signals have been removed. The modificat~on is obtained 

by modifying transitions with signals c~ adding transi­

tions such that they through conditic~s on external 

events and state synchroniztions obtain a similar effect. 

As an example of the removal of signals, =onsider a sys-

30 tern with an external event E and a signc.:.. S as shown in 

figure 26. By replacing the occurrence c: S with E Al in 

the transition from Bl to B2, and remov~ the generation 

of S from the transition from Al to F-_2 a system model 
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with the same behavior but without signa2..s is obtained, 

see figure 2 6. 

This approach is easily generalized to s.: :uations where 

5 there are several signals present in the system model. 

The generalization can be described as follows. A transi­

tion is added for each occurrence of combinations of the 

following transitions 

10 Al -- E [g] I S a --> A2 

Bl -- S [h) I b --> B2, 

where E is some external event, S is a s:gnal, g and h 

15 are conditions, and a and b are sequences of actions to 

be performed when the transition is ta~:en. The added 

transition is formed by replacing the con:li tion on S in 

the transition from Bl to a condition on E, g, and 

20 

Al: 

Bl -- E [g Al h] I b --> B2 . 

The adding of transitions is repeated, :aking the new 

transition into account when forming pairs, until no new 

25 transitions are generated. Having addec all possible 

transitions, all transitions guarded by signals are re­

moved, and in all transitions that generc:e one or more 

signals, these signals are removed. The resulting system 

model then does not contain any signals a~d the methods 

30 of the invention can be applied to analvze the system 

model. 

In another interpretation, the signals co·:.ld be communi­

cated among the machines through an in :ernal queue of 
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signals. Signals in the internal queue are to be reacted 

upon before the system model reacts to any of the exter­

nal events. Signals are then considered as any other ex­

ternal event: When the internal queue is non-empty, the 

5 signal at the front of the queue is the only event en­

abled. All external events are disabled. When the inter­

nal queue is empty, no signals are enabled but all exter­

nal events are enabled. 

10 The internal queue of signals could be limited to have a 

given maximum length. The effect of the queue can then be 

obtained by first adding to the system model a number of 

machines that implement the queue and then modify transi­

tions by removing all generations of signals. The emit-

15 ting of a signal S on a transition from Al to A2 with a 

condition on the external event E is then modelled by a 

transition on the queue which adds the element represent­

ing S to the end of the queue. When the queue is non­

empty, only the event corresponding to the first element 

20 in the queue is enabled. If the queue is empty, all ex­

ternal signals are enabled. The enabling and disabling 

of events is obtained by conjoining a predicate over the 

events and the first element of the queue cnto the system 

model of machines. Having performed these steps, all the 

25 methods of the invention can be applied to the resulting 

system model 
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Turning now to a more detailed explanati~~ af the basic 

characteristics of an embodiment of the :..!!-.'ention, some 

aspects of the invention will be discussed more 

thoroughly 

A state/event system consists of n machines lvf1 .... , Mu over 

an alphabet of input events E and an outF~t alphabet 0. 

Each machine M, is a triple (S,, s(),, TJ of .:..o~al states, an 

initial state, and a set of transi-::icr.5. The set of 

10 transitions is a relation 

1; ~ S, x E x G, x M( 0) x S, , 

where M(O) is a multi-set of outputs, ar ... c G, is the set 

15 of guards not containing references to :nachine 1. These 

guards are generated from the following simple grammar 

for Boolean expressions: 

20 

The atomic predicate I, = p is read as ":r~achine .J is at 

local state p" and tt denotes a true guarc. The global 

state set of the state/event system is the product of the 

local state sets: S = S, x S2 x ... x S,:. ::ie guards are 

25 interpreted straightforwardly over S: for a:i.y s ES 
s I= Ii= p holds exactly when the 1' th compc:-_ent of s is p, 

i.e., s_, = p. The notation g[s, I,] a.en·:;:.2s that .\j is 

substituted for ~ with occurrences of atcre:c propositions 

of the form s; = p replaced by tt or -,ti depe:-_:.i.ng on whether 

30 ~ is identical top. 

Considering a global state s, all :; .J.ards in the 

transition relation can be evaluated. ~e =~fine a version 

of the transition relation in which t~e ;~ards have been 

35 evaluated. This relation is denoted 
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t: " I 
s--~,s, 

expressing that machine when receiving input event e 

5 makes a transition from s, to s', and ge!"lerates output o. 

Formally, 

s-·-0~, s', <::>J,,f 3g (s"e,g,o,s;) ET, and sj= g 

10 Two machines can be combined into one. Mc~e generally if 

Jvf1 and Jvf; are compositions of two jis:oint sets of 

machines I and J, I, J ~ {J .... ,n}, we can corn.:ti::e them into one 

Mu = M1 x M; = (SJJ, (S'u), Tu), where Su = S, x S; and S'JJ = (S',, 
S1;). The transition relation Tv is a sutset of Su x E x GJJ 

15 x M(O) x Su, where Gu are the guards .:..::-~ the composite 

machine. By construction of 1j;, the g:.ia.::ds Gu will not 

contain any references to machines in I\....: J. To define Ji; 
we introduce the predicate idle: 

20 

which holds for states in which no tr~~s.:..:ions in Jvf, are 

enabled at state ~ when receiving the inp~: event e. The 

transition rel a ti on TJ1 is defined cy the following 

25 inference rules (the symbol + denotes rr~::.:..-set union): 

30 

(s_,,e,g".O".s',) eT, 

35 
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The rules show the synchronous behavio-.i.::- :: f state/ event 

systems. The first rule represents the =ase where an 

enabled transition exists an with input eve~t e in both ~ 

and T1 and the resulting transition in Tf.' ::-epresents the 

5 synchronization on e. The other two case.s occur if no 

enabled transition exists in either n or ~-

Fig. 21 shows two state/event machines and ~he 

corresponding parallel combination. The g~a::-ds, which 

10 should formally be of tne form, I;= p, are s.:..mply written 

as the state [p] since the location '1 is de~ivable from 

the name of the state. The small arrows ir.~.:..cate the 

initial states. The reference to r is a req~1rement to at 

state in a third machine not shown. 

15 

20 

25 

The full combination of all n machines yields a Mealy 

machine in which the transitions 

e o 
s' s--~ 

are defined by 

II 

S-e-0~s'<=:> 3g. (s,e,g,o,s') En T, and g IS t/7/e 
i=I 

Consistency Checks 

A consistency check according to the in~~~tion may be a 

30 reachability property. For instance ~ check for 

"conflicting transitions" may be perfo::-ms::::., i.e. a check 

whether two or more transitions can be enabled in the 

same local state, leading to non-deter~~~.:..sm. This can be 

reduced to questions of reachability ::iy :-:msidering all 

35 pairs of guards g1 and g2 of transi tl;:)r-_::: -....ri th the same 

local state ~ and input event e. A co~~:~:-: can occur if 
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a global state is reachable in which (~ = s,) 1\ g1 /\ g2 is 

satisfied. 

This check may be reduced to reachability checks. Other 

5 Checks, such as check for transitions that are never 

enabled and check for states that are never reached, 

generate a number of reachability checks which is linear 

in the number of transitions, t. At worst the check for 

conflicting transitions gives rise to a ~umber of 

10 reachability checks which is quadratic in the number of 

transitions. However, in practice very few transitions 

have the same starting local state and input event, thus 

in practice the number of checks generatec is much 

smaller than t. 

15 

Other types of consistency checks reduce to a check for 

absence of local deadlocks. A local deadlock occurs if 

the system can reach a 3tate in which one of t~e machines 

idles forever on all input events. This check is made for 

20 each of the /1 machines. In total at least / - n checks 

have to be performed making the veri:i::ation of 

state/event systems quite different from :raditional 

model checking where typically only a few key properties 

are verified. 

25 

The method according to the invention attemp:.s to reduce 

the number of reachability checks by per:8rming an 

implicational analysis between the guards of ~he checks. 

If a guard g1 implies an·:ither guard g2 , then cl2a.rly, if g; 

30 is reachable, so is g2 • To use this informa:.i.:::>n all the 

guards are sorted in ascending order of the s~=e of their 

satisfying state space is initiated. In this way the most 

specific guards are checked first, and for ea2~ new guard 

to be checked it is compared to all the a~ready checked 

35 (and reachable) guards. If the new guard inc:cdes one of 

them, it is determined that it is sat1sfiab.::..2. Through 
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experiments, between 40~ and 94i of the reachability 

checks according to prior art tools are elirr.inated in 

this manner. 

5 ROBDD Representation 

10 

This section describes how Reduced Ordered Binary 

Decision Diagrams are used to represent sel:s of states 

and the transition relation. 

To construct the ROBDD T for the transition relation T, 

we first construct the local transition relations ~ for 

each machine M,. The variables of the ROBDD represent an 

encoding of the input events, the current states, and the 

15 next states. The variables are ordered as follows: The 

first llEll variables encode the input events E: 11£11 denote 

r log2lx!l and are denoted VE. Then follows ~lsJ variables 

v;_l'V',.1,····,Y'.°,jjs,l'V',,ls,( 

20 encoding the current (unprimed variables) anci the next 

states (primed variables) for machine i. 

The transition relation f, for machine is c:onstructed 

as an ROBDD predicate over these variables. The ROBDD for 

25 a transition (s,, e, g, o1, s'Je Tl is constructed as the 

conjunction of the ROBDD encodings of s,, e, g arid s',. (The 

outputs are not encoded as they have no inf lue~ce on the 

reachable states of the system.) The encoding Jf ~ e and 

s~ is straightforward, and the encoding of the guard g is 

30 done by converting all atomic predicates I, = p to ROBDD 

predicates over the current state variables :Jr machine 

~ and then performing the Boolean operat.:.c:ns of the 

guard. The encoding of all transitions of ~~::hine I is 

obtained from the disJunction of the encoci:1g of the 

35 individual transitions: 
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T = v s /\ e /\ -g /\ s', , 
1 

( t, . .:.g~n.s', J~1j 1 

where e is the ROBDD encoding of input event e and s 
I 

5 and s' are the ROBDD encodings of the current s::ate s, and 
•• 

next state s~, respectively. 

To properly encode the global transition rela:.ion T, we 

need to deal with situations where no transi tl.ons of T, 

10 are enabled. In those cases we want the machine / to stay 

in its current state. We construct an ROBDD neg, 

representing that no transition is enabled b~- negating 

all guards in machine 1 (including the input eve~ts): 

15 neg, = V -.($, Ag /\ e) 
(s1 ,e,g,o.s'1 )Elj 

The ROBDD equ, encodes that machine i does ::ot change 

state by requiring that the next state is id:ntical to 

20 the current state: 

ls,I 
equ, = ~V,,; B V',,; 

25 The local transition relation for machine i is ~hen: 

f, = ~ v (neg, A eq111 ) 

The ROBDD T for the full transition relatiJn is the 

30 conjunction of the local transition relations: 

- JI ,._ 

T=/\T 
1:1 

1 
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Compositional Backwards Reachability 

The problems of prior art iterations can typically be 

solved by using a backward reachability analysis. The 

5 verification task is to determine whether a guard g can 

be satisfied. Instead of computing the reachable state 

space and check that g is valid somewhere in this set, we 

start with the set of states in which g is valid and 

compute, in a backward iteration, states that can reach a 

10 state in which g is satisfied. The goal is to determine 

whether the initial state is among these states. Our 

novel idea is to perform the backward i tera ti on in a 

compositional manner, considering only a minimal number 

of machines. Initially, only machines mentioned in g will 

15 be taken into account. Later also machines on which these 

depend will be included. 

Notice that compared to the forward iteration, this 

approach has an apparent drawback when performing a large 

20 number of reachability checks: instead of just one fixed­

point iteration to construct the reachable st~te space R 
(and then trivially verify the properties), a new fixed­

point iteration is necessary for each property that is 

checked. However, experiments clearly demonstrate that 

25 when using a compositional backward iteration, each of 

the fixed-point iterations can be completed even for very 

large models whereas the forward iteration fails to 

complete the construction of R for even medium sized 

models. 

30 

To formalize the backward compositional technique, a 

semantic version of the concept of dependency is needed. 

For a subset of the machines I~ {1, ... , n}, two s-;:ates s, s'E S 

are I-equivalent, written s = 1s', if for all IE I, s, = s', (the 

35 primes are here used to denote another state and are not 

related to the next states). If a subset P cf the global 
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states S is only constrained by components in some index 

set lP may be regarded as having I as a sort. This leads 

to the following definition: a subset P of S is /-sorted, 

if for all s, s'E S, 

s E P and s =-1 s' ~ s' E P 

In fig. 22 the figure is an example showing the effect of 

BI(g). If X is the guard I,::: p and Y the guard !,. =- q with J, k 

10 ~ I then the transitions from s, seem to depend on 

machines ~ and M1o: outside I. However, the guards X, -J( Y, 

and ~r together span all possibilities, and therefore, by 

selecting either e1, e2 , or e3 , the state s1 can reach g 

irrespective of the states of the machines NI, and A4k. 

15 

Fig. 23 illustrates the dependencies between 9 state 

machines taken from a real example. An arrow from one 

machine M, to another Mi indicates the exiscence of a 

transition in Jvf, with a guard that depends on a state in 

2 O machine M.i. 

As an example, consider a guard g which mentions only 

machines 1 and 3. The set of states defined by g is I­

.sorted for any I containing 1 and 3. Another-

25 understanding of the definition is that a set P is ]­

sorted if it is independent of the machines ~~ the 

complement 

30 

35 

f={l, .11}\l 

From an I-sorted set g we perform a backwa~d reachability 

computation by including states which, :.rr-espective of 

the states of the machines in l, can reach g. One 

backward step is given by the function B1(g; de:ined by: 

BI (g) = {s E sj'v" s' Es. s =I s'-==:) 3e. 0. s" s' _,_n -+ s" and 'i
11 

E g} ( 1) 
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By definition B1(g) is I-sorted. The set B1 (g) ~s the set of 

states which, can reach a state in g independently of 

5 machines in /, by some input event e. Obse=ve that B1 (g) 

is monotonic in both g and /. Figure 22 sho~s how a state 

~ of a machine is included in B1 (g), although it 

syntactically seems to depend on machines ou:side I. 

10 By iterating the application of B1, the m:.:iimurn set of 

states containing g and closed under applicc:ion of B1 can 

now be computed. This is the minimurr. fixed-point 

µX.guB1(X), which we ref er to as B/'"{g). Note that B*(l ..... 11J(g) 

becomes the desired set of states which can reach g. 

15 

20 

A set of indices I is said to be depende.r.:;y closed if 

none of the machines in I depend on machir.:s outside I. 

Formally, I is dependency closed if for all 1el, states s', 
• 0 

s, s., input events e, and outputs o, s---. .... and s'=1 s 
I • o implies s , s, 

The basic properties of the sets B1 *(g) a=: captured by 

the following lemma: 

25 Lemma 1 (Compositional Reachability Lemma) . Assume g is 

an I-sorted subset of S. For all subsets c:: machines I, J 

with Ir;;, J the following applies: 

30 

(i) B*i(g)f;;B*J{g) 

(ii) B*J{g)=B*1(B*lg)J 

{iii) I dependency closed=> B*i(g)=B*J(g) 

The results of the lemma are applied i:: :he following 

manner. To check whether a guard g is reac~~ble, the set 

35 of machines J, syntactically mentioned g is first 

considered. Clearly, g is 11-sorted. ':'.:-.en B*IJ(g) is 



2 3 SEP 2002 
W099/S0746 PCT/DK99/00178 

57 

computed. If the initial state s0 belongs :.o B*u(g), then 

by (i) .:lEB*{J ..... nlg) and therefore g is reachable from s0 and 

we are done. If not, we extend 11 to a :.arger set of 

machines h by adding machines that are syntactically 

5 mentioned on guards in transitions of machines in~- Then 

B*n(g) is reused to compute B*a{g} as B*i2(B*11(g)) which is 

correct by Olj. This is continued until s0 has been found 

in one of the sets or an index set h .:..s dependency 

closed. In the latter case (in) B*1!/g}=B*(l ..... ,,,1{g} and g is 

10 unreachable unless sEB~.(g). 

As an example, assume that it should oe determined 

whether the guard g=(/1=p /\ /3;tq} is reachable :n the example 

of figure 22. The initial index set is h=V.~. If this is 

15 not enough to show g reachable, the second index set 

! 2={1,3,7,2) is used. Since this set is dependency closed, g 

is reachable if and only if the initial state belongs to 

B*12(B*11(g)). 

20 The above construction is based on a backward iteration. 

A dual version of B1 for a forward iterc.cion could be 

defined. However, such a definition would ~~t make use of 

the dependency information since s° is only- I-sorted for 

l={J, ... ,n). Therefore all machines would be considered in 

25 the first fixed-point iteration reducing :. t to complete 

forwards iteration mentioned in prior art ~sthod. 

Seemingly, the definition of Bi(g) requires knowledge of 

the global transition relation and there :ore does not 

30 seem to yield any computational advantage. However, as 

explained below, using ROBDDs this ca~ be avoided, 

leading to an efficient computation of B:(g). The ROBDD 

B1 (g) representing one iteration backwa=ds from the 

states represented by the ROBDD g can oe constructed 

35 immediately from the definition (1): 
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jjl (g) = 'If~ . 3 VE , V'' t /\ g[V'IV] ( 2) 

where g[V'IV] is equal to g with all variables in V 
replaced by their primed versions. It is essential to 

5 avoid building the global transition relation T . This is 

done by writing 3V' as 3V'1 .3V'1 and T = ~ /\ ~- where 

~ = /\,eJ T, . This allows us to push the existential 

quantification of V'1 to ~, since g is 1-sorr:.ed and thus 

independent of the variables in V'1. As 3V'1 ~ is a 

10 tautology, equation (2) reduces to: 

which only uses the local transition relations for 

15 machines in /. Each T, refers only to primed variables in 

~" allowing early variable quantification for each 

machine individually: 

20 

This equation efficiently computes one step in the fixed­

point iteration, constructing s; (g) . 

Notice, that the existential quantifications can be 

performed in any order. We have chosen the order in which 

25 the machines occur in the input, but other orders may 

exist, which improves performance. 

Local Deadlock Detection 

In checking for local deadlocks a constructio~ similar to 

backward reachability is used. To make the compositional 

30 backward lemma applicable the notion of a machine being 

live which is the exact dual of having a local deadlock 

is used. In other words, a machine is 11·.-2 if it is 

always the case that there exists a way :o make the 
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machine move to a new local state. Forma:...ly, a global 

state s is live for machine / if there exists a sequence 

f t t / .;i Jt · th / ands' • " s 1
T

1
( - d o s a es s . .., , .... s wi s = s ' £:)r some e an 

o) such that I,~ s1
,. Machine / is live if all reachable 

5 states are live. A simple example of a state/event system 

with a local deadlock is shown in fig. 24. 

Fig. 24 shows a state/event system with a lc~al deadlock. 

The global state s=(p2, qJ) is not live for t:,e machine to 

the right since for all input events the guard P1 remains 

10 false. The state s is reachable (e.g. by initially 

receiving e1 ) , and thu.s the machine to the right has a 

local deadlock. 

15 

The check is divided into two parts. First, the set of 

all live states C, for machine i is computed. Second, we 

check that all reachable states are in r·,. A 

straightforward but inefficient approach would be to 

compute the two sets and check for inclusion. However, 

the advantage of the compositional construc~ion according 

to the invention is used in the backward reachability in 

20 both parts of the check. 

Similar to the definition of Bi(g), L1.lXJ is defined to be 

the set of states that are immediately liv~ for machine 

iEI independently of the machines outside 1 := which leads 

to states in X (which are states assumed t~ be live for 

25 machine i) : 

Lu(X) = {s eSI '<is' s = 1 s':::) 3e.o.s" .s'~s" and (s, ;: .>" ors" EX)} (3) 

Notice that compared to definition the only 

difference is the extra possibility that ;:he state is 

immediately live, i.e., s,~s",. The set of s:a.tes that are 

30 live for machine i independently of machinea outside I is 

then the set L*1.1(@), where L*1jY) is the ::-.inimum fixed 

point defined by L *1,,(l) =-- µX Yu L1,i(X). 



2 3 SEP 2002 

WO 99/50746 PCT/DK99/00J 78 
60 

The three properties of lemma 1 also holds for L *1.lY) when 

Y is I-sorted. If I is dependency closed, it follows from 

property (iu) of the lemma that L*1.l@J equals L*[I ..... 11J.lf:J) 

which is precisely the set of live states of machine 1. 

5 This gives an efficient way to compute the sets L *1,,(0) for 

different choices of I. Starting with 11 equal to {i} and 

continuing with larger h's exactly as for ~he backward 

reachability. The only difference is the termination 

conditions. One possible termination case is if L *1k./0) is 

10 equal to S for some k. In that case it is trivial that 

the set of reachable states is contained in L *1t.l0), from 

the monotonicity property (;) of the lemma. It follows 

that machine 1 is live and thus free of local deadlocks. 

The other termination case is when h is dependency 

15 closed. Then we have 

reachable states not 

compositional backward 

S\L *11t,,{0) • 

Proof of lemma 1 

to check whether there 

in L *1k,,{((J). This is done 

reachability check with 

exists 

by 

g 

a 

= 

20 It is first observed directly from the definition that 

B1{g) is monotonic in both I and g, i.e. for any J with I c J 

and g' with gcg' 

(I) 

B, (g)Q31 (g') (2) 

25 The operation of taking minimum fixed po.:.nts is also 

monotonic, therefore for any I and J with I ~ .J we have 

from ( 1) : 

proving that 8*1 (g) is monotonic in the index set of 

30 machines I, which is (i) of the lemma. 
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To prove (i1) of the lerruna first obse.:-·.-e from the 

def ini ti on of B*1 (g) that g c B*1 (g), hence by monotonicity 

B*1(.J and B!._.(g) it follows that 

5 The last equality follows from the fact that B*J (g) is 

fixed-point. lie have proven ~ij of the lemma. 

To prove (iii) it is first observed that the inclusion ~ 

holdSJ by (i). Thus concentrating on the other inclusion ::J, 

the following fixed point induction princip:~ is employed 

10 (due to David Park): 

F(X)cX implies µY.F(Y)cX 

Recalling that a set X for which F(X) cX is called a pre­

fixed point of X, we can phrase this as: "µY.F(Y) is the 

minimum pre-fixed point of F, therefore ::.f X is some 

15 other prefixed point of F, then it must include the 

minimum one". We must therefore just argue ::::-iat 

in order to have proven (iii). A further simi::lification is 

obtained by observing that by def ini ti on g <;; 8*1 (g), and we 

20 therefore only need to prove that 

(If the sets x and y are contained in a ti::.rd set z then 

also there least upper bound x u y is contai::ed within z.) 

Assume now that s is some state in BJ (B•i 1g))\g. Then by 

25 definition of B,( _) the following holds: 

'ds1eS.s=, s1=> 3e,o,s" s1
-·-

0 

-+S
11 ands" EB" (g) (3) 

To check that s is in B~(g) it is necessa~y :o prove that 

the following holds: 
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S 
eo 

Vs'E s=
1 

s'=:>3e,o,s'" s'--,s'''and s'''EB*
1 

(g) (4) 

We will therefore argue that for all s' satis:y1ng s=1s', e, 

o, ands"' exists such that s eo s"' and s"r=B.J(g). Now, if 

s1 is such that also s=J.s,. we can take s"' = s", (4) then 

5 follows from ( 3) and we are done. If s' is such that s=1 

s I but s ~1S1 we proceed as follows. Define s' by 

10 

15 

{

s'; if i el 

s',== s,ifieJ\1 

s, 1/ i ~J 

It follows from this definition 

i.e., by ( 3) e, o, and s" exists 

s .. eB•, (g). Since I is dependency 

follows that for all i el,s' •O 

exists such that s' co .s·''' ands",= s', 

that s'=. s' 
I 

and -, 
S: JS I 

such that s' •o s" and 

closed and J'--1 s' I it 
-11 

I s J • Hence, there s"' 

for all IE J. As B*1 {g) 

is /-sorted, it is concluded that s"' c B*1 (g) proving ( 4) • 

It should be noted that the invention may be embodied as 

a computer program or a part of a computer p=ogram, which 

may be loaded into the memory of a computer and executed 

therefrom. The computer program may be distributed by 

20 means of any data storage or data transmission medium. 

25 

The storage media can be magnetic tape, cptical disc, 

compact disc (CD or CD-ROM), mini-disc, hard disk, floppy 

disk, ferroelectric memory, electricaL.y erasable 

programmable read only memory (EEPROM) I flash memory, 

EPROM, read only memory (ROM), static random access 

memory (SRAM}, dynamL: random access memory (DRAM) I 

ferromagnetic memory, optical storage, c~arge coupled 

devices, smart cards, etc. The transmission medium can be 

a network, e.g. a local area network (hl\N}, a wide area 

30 network (WAN), or any combination therec:, e.g. the 

Internet. The network may comprise wire a.nd wire-less 
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communication links. Via the network a software 

embodiment (i.e. a program) of the invention, or a part 

thereof, may be distributed by transferring a program via 

the network. 
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CLAIMS 

1. A method of analyzing a state based system model comprising a set of machines 

(Ml, .. ,Iv!n), said machines each comprising at least one possible state and each ma-

s chine being in one of its comprised states at any given time, 

the dynamic behaviour of said machines (Ml, .. ,Mn) being defined by predefined 

transitions between the states of each machine (Ml; .. ;Mn) and predefined conditions 

( C) for the transitions, said method comprising the steps of: 

- selecting a goal set of states (A) within a subset of machines (1vll); 

l o - repeating iteration steps until a temrination criterion is satisfied; characterized in 

that the iteration steps comprise the steps of: 

(a) selecting a set of states (X) which have transitions into the goal set (A), where 

the transitions have conditions (C), if any, that refer to machines within the set of 

machines(1.fl)only; 

15 (b) expanding the goal set (A) by including the set of statecs (X) into the goal set (A); 

( c) expanding the subset of machines (l\11) by including a further subset of ma­

chines, while maintaining the goal set (A) constructed in said step of expanding the 

goal set (A). 

2 o 2. Method of analyzing a state based system model according to claim J, character­

ized in that the termination criterion is satisfied if after said step of expanding the 

goal set (A) the goal set (A) contains at least one of a predefined set of initial states 

(F) of said machines (1v11, •. ,Mn). 

2 s 3. Method of analyzing a state based system model according to claim 2, character­

ized in that the termination criterion is satisfied if after said step of expanding the 

goal set (A) the goal set (A) fully contains a goal set for which termination as de­

fined in claim 2 has already been obtained. 

3 o 4. Method of analyzing a state based system model according to clalln. 1, character­

ized in that said selection of a goal set of machine states (A) comprises the steps of 

... 
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- selecting a subset of machines (lvIT) to comprise a machine (IV1i) to be ana­

lyzed. 

- selecting a goal set (A), said goal set being the states of the currently ana­

lyzed machine (lvli) which have transitions without conditions (C) referring to 

other machines than the currently analyzed machine (Mi). 

5. Method of analyzing a stare based system model according to claim 4, character­

ized :in that said set of states 

(X) further comprises states which via transitions can be brought to change state of 

1 o the currently analyzed machine 

(Mi), where the transitions have conditions (C) if any, 

that refer to machines within the set of machines (MI) only. 

6. A method of analyzing a state based system model according to claims 4 or 5, 

15 characterized :in that the.termination criterion is satisfied if the goal set (A) comprises 

all possible states in the set of machines (Ml). 

7. Method of analyzing a state based system model according to any one of the 

claims 1 through 6, characterized in that the termination criterion is satisfied if after 

2 o said step of expanding the goal set (A) none of the machines in the set of machines 

(MI) contains transitions with conditions (C) referring to machines outside the set of 

machines (MI). 

8. Method of analyzing a state based system model according to any one of the 

2 5 claims I through 7, characterized in that said further subset of machines is restricted 

to include machines which conta:in states that are referred to by the conditions ( C) for 

the transitions within the subset of machines (Ml). 

9. A method of analyzing a state based system model according to any one of the 

3 o claims 1 through 8, characterized in that the analysis is terminated upon a request 

from the user. 
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10. A method of analyzmg a state based system model according to any one of the 

claims 1 through 9, characterized in tha1 a visual or audio indication is provided to a 

user when the analysis is terminated. 

11. A method of analyzing a state based system model according to any one of the 

claims 1 through 10, characterized in that the conditions (C) are represented as a di­

rected graph. 

1 o 12. A method of analyzing a state based system model according to claim 11, char­

acterized in that said further subset of machines is determined by a breadth-first tra­

versal of the directed graph representing conditions. 

13. A method of analyzing a state based system model according to any one of the 

15 claims 1 through 12, characterized in that the sets of states are represented as Re­

duced Ordered Binary Decision Diagrams (ROBDD's) and the operations upon them 

are carried out as efficient operations on Reduced Ordered Binary Decision Dia­

grams (ROBDD's). 

2 o 14. A method of analyzing a state based system model according to claim 13 char­

acterized in that the transitions are represented as a partitioned transition relation of 

Reduced Ordered Binary Decision Diagrams (ROBDD's). 

15. A method of analyzing a state based system model according to any one of the 

2 5 claims 1 to 14, characterized in that the goal set of states (A) is dynamically com­

puted by an iterative fixed-point iteration. 

16. A method of analyzing a state based system model according to any one of the 

claims 4 to 15, characterized in that it comprises the steps of: 

3 o - for a machine (Mi) , using the method according to any one of the cla:ims 4 through 

15 to determme the set of 
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all living states of said machlne (lV.li), that is the states which via the predefined tran­

sitions can be brought into another state of the machine (Mi); 

for the machine (Mi), determining a potential dead state (Adi), that is a state which is 

not in said set of all living states; and 

5 - detemrining whether the potential dead state (Adi) is reachable from a set of prede­

fined initial states (F) via the predefined transitions. 

17. A method of analyzing a state based system model according to any one of the 

claims 1 to 15, characterized in that it comprises the steps of: 

1 O - for a machine (Mi), determiriing a potential dead state (Adi), that is a state which 

the machine will remain in unconditioned on any event external to the machine (Mi); 

- using the method according to any one of the claims 1 through 15 to determine 

whether said potential dead state (Adi) is reachable from a set of predefined initial 

states (F) via the predefined transitions. 

15 

18. A method of analyzing a state based system model comprising a set of machines 

(Ml, .. ,Mn), said machines each comprising at least one possible state, each machine 

being in one of its comprised states at any given time, 

the dynamic behaviour of said machines (Ml, .. ,Mn) being defined by predefined 

2 O transitions between the states of each machine (Ml; .. ;Mn) and predefined conditions 

(C) for 

the transitions, said method being characterized in that it comprises the steps of: 

- for a machine (Mi), determining a potential dead state (Adi) , that is a state, in 

which the machine will remain unconditioned on any event external to the machine 

25 (Mi); 

- for at least one of the machines (Mi) having potential dead states (Adi), detenni­

ning whether the potential dead states (Adi) are reachable from a set of prede:fined 

initial states (F) via the predefined transitions and whereby the step of detennining 

whether the potential dead states (Adi) are reachable is performed by employing the 

3 o method claimed in any one of the claims 1through15. 
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19. A method of analyz:ing a state based system model according to claim 18, char­

acterized in that said potential dead stat~s (Am) of a machine (l\tfi) are detennined as 

the states which are not in the set of all liv:ing states of said machine (Mi), that is the 

states which via the predefined transitions can be brought into another state of the 

5 machine (Mi). 

10 

20. A method of analyzmg a state based system model according to claim 19, char­

acterized in that said set of living machine states is determined by the method 

cla:imed in any one of the claims 4 through 15. 

21. A computer programmed to perform the method according to any one of the 

claims 1through20. 

22. A computer readable medium whose contents cause a computer to perform the 

15 method according to any one of the claims 1through20. 


