WO 2021/113967

PCT/CA2020/051692
1/15
User {ser Blockohain-
Browser Transaction-
Generating
140 Application 150
Biockehain Biockchain
Transaction Transaclion Manager
Manager Application and
Console Services (Deployed)
(Deployedy 120 130
Blockchain Transaction Mansger 100
a
\
Blockchain
Node Biockehain
185 T3l W QR
(Proximate)
® 10
Other nodes of

blockchain network
{example}

Blockchain

IS
Nods <

Blockchain

185

155

FIG. 1



WO 2021/113967 PCT/CA2020/051692

215

Transacions Incoming fom console or user application

(el

Jetm_sop_transaction_relry




WO 2021/113967

3/15

100 Blockehain Transaction Manager (Sample Embodiment)

120
CADEICATONS
ETHW_Console

!

semme ALOMponerts T bennaonan .
.
¥
Ve ETH_App :
H
Do . :
s = :
M %
] , :
¥ B P :
C , . :
[ 5 . :
¥ %
+ ) ATDTTROTE s !
LT T . 3
C ET8_TxHandler T AR
- " L
M Service : '
& \ : N
1 3 : 3
¥ 3 4 M
i 3 g i H
¥ 3 ) N
¥ : Y 3
AT
: PER LY Y ]
: Queus Subsysiem Lo H
i RN
4 AT |
Lok

i
#
1
s
i

A

{51

g g g g A S

1

360
=patkages
Biockehain
Support Library

PCT/CA2020/051692

LCOMOOnents

Blockohain
Network Peer

3
e
R ]
338 <
spackages Zanmnns P
Dueus Supgort B ; :
Library : N :
£ & %
jgk ¥ 2 ¥
Y + s *
: R :
. i £ *
315 Do :
* FLOMPOTETS {I b !
ETM_Scheduling_ Yo !
H Sarvice : : :
\@f H + $
1 i %
z i i %
L ¥ E]
340 PP, :
N -
spacuages mmm;&emmmg ;
Object-Relational £ ‘;':,Qmﬂg :
Mapping Service - :
b ;
¥ i
i
?g
w_Li e ,
243 350
SEBCEBOEY SRBTHBGEY
Relational DB in-Memory Database
Support Support
v v
H &
= & = &
«EMDEYERT e wBUNEYEIRMS
Persistent Relational in-Memory Database
oB

-~ ~ gl depandencies have slemolype «lises 3}»

F1G. 3




WO 2021/113967

126 %:]

sApplications
ETWM_Console

i

¥
%

sirrpRmeanialitne

+
s

«foiders sr¢/app l

PCT/CA2020/051692

4/15

00
4
cuses =< -~ > «packages
; Web Ul Framework

[ 1
410

Web Ul Styling

]

]
430

«folders
home
{screens)

%
'
'
'
¥
'
'
'
'
'
i
s »>
%
' %Q&ﬁ&ﬁgeﬁ
¥
%
'
¢
¥
£
'
'
¥
£

, 420
2 «packages
Events Support

440
«folders
services

300

required interface;
ETW_App REST AP

1
450

«folders
interceplor
{crosscutting
hitp functionality}

FIG. 4



WO 2021/113967

PCT/CA2020/051692
5/15
300
ETWM_App
REST AP
1]
500
130 «packages
aaom;}eaeni@@ "M:s”e """" & §> Web Application
ETM_App auses g Framework
JA |
: | 510 g]
§ LM> sCOmponents
: ! identity/Access
; ! Management
: A I
{ i 520
simplementations P «package»
; : Encryption
Library
: E i
' 530
! T «Dackages
Access Token
| Support
«folders / i
1 1
540 850
«fplders «folders
routes sevices
{REST AFis) {core functionality}
1 1
580 570
«ipiders afoiders
models iobQueussiiobHandlers
{data entities) {queue event handing

FIGg. 5




WO 2021/113967

6/15

305
scomponents
ETM_TxHandler
Service

«USey

A

H
]

«implementiations
¥

¥
%
&

«foiders /

[ 1

530
«folders
models

{data enlities)

I

840
«foidersy
senvices

{core functionaiity}

1

8650
efolders
iobGueuss/iobHandlers
{nueve event handing}

FIG. 6

1

PCT/CA2020/051692

600
«DaCKages
Web Application
Framework

]

810
«packagen»
Blockchain

Support

Transaction Sigaing

3
'
i
1
'
&
1
i
'
1
]
'
'
&
1
L
GMM})
R
¥
¥
2
%
L
¥
¥
'
¥
¥
2
%
+
¢
L

1
8§20
«packages

Record Locking
Support

n-Memory Database




WO 2021/113967

{core functionality)

PCT/CA2020/051692
7115
]
310 7060
scomponents L .. __.. B> spackages
ETM_Polling_ wuses Web Application
Service Framework
A
vszim;zaa%&m;ema%iam«
«folders / |
1 _—
710 730
«folders sfolders
models johQusues/iobHandlers
{dala entities) fgueue event handling}
1
720
sliolders
senvices

FIG. 7



WO 2021/113967 PCT/CA2020/051692

8/15
]
f:aﬁj;;en% %] s wﬁgﬁ%
# e T ean 71 Web Application
LS N
Eﬁé_g;:gegfisﬁg_ aumee : Framework
& B —
g ; 800
wimplementations e T «08ckages
Chronological Job
J Scheduling Support
«fpiders /
1 1
840
%ééi - «foiders
ﬁé odels obQusues
(data ent f‘; es) {scheduler engueues only
\Waea B no queve event handing)

1

430
iolders
sServices

{core functionality}

FIG. 8



WO 2021/113967

PK

Tx_ld: STRING

9/15

FK

PCT/CA2020/051692

E 900 Transaclion 1 E 910 Conlracl 1

Tx_ld: STRING

Raw Tx JSOM

Status: STRING

Hash: STRING
Gas_Uimil STRING
Gas_Price: STRING
Refry_Count INTEGER
Processed BOOLEAN
Processed Count INTEGER
Provider_Type STRING
Is_Conlract BOOLEAN
Buckel Name STRING
Metwork_MNamse: STRING
createdAl TIMESTAMP
updaledAl TIMESTAMP

PK

i 920 Enmor !

Tx_ld: STRING

Raw_Tx JSON
Contract_Address: STRING
Status: STRING

Hash: STRING

Gas_Limit STRING
Gas_Price: STRING
Retry_Count INTEGER
Processed: EOOLEAN
Processed Count INTEGER
Provider_Type STRING

s Contract BOOLEAN
Buckel_MName STRING
Metwork_Name: STRING
createdAl TIMESTAMP
updatedAl TIMESTAMP

Raw_Tw JSON

Status: STRING
ts_Contract BOOLEAN
Provider_Type: STRING
Error STRING
Error_Code STRING
Hash: STRING
Network_Name STRING
Buckel_Name STRING
createdAl TIMESTAMP
updatedAl TIMESTAMP

PK

E 930 Appilication !

App Name: STRING

crestedAl TIMESTAMP
updatedAt TIMESTAMP

PK

940 Networkinio

Network Name: STRING

FIGg. o

Metvork_Name: STRING
Host: STRING(2000)

Connection_Object
STRING(2000)

is_Deleted BOOLEAN
updatedal TIMESTAMP
crestedal TIMESTAMP




WO 2021/113967

O

130
ETM _App

1010 valdats raw
fransaction and put in
2tm_app queus

305
ETM_ TxHandler Service

1020 Dequsus raw

ransaction, prepare

attributes and pulin
persislence queue

1930 Dequeus
prepared transaction
and digitally sign

1040 Send signed
fransachon 1o node,
feceive SUCCess
response

1050 Wrileio
dgatabasze with "Tx-
Submillied” ststus and
send 1o poling queus.

10/15

PCT/CA2020/051692

310

ng Service

ETM Polli

1060 Degueue from
polling queus.

|

10670 Update databas
with "Tx-Pending”
slatusandadd io

g@iimggﬁw queus.

7

1080 W%’ezem
polfling_refry queue,
poll blockchain node

for b7 {&t&;&?

imined and swareeéﬁég

f

inot vel mined]

1085 %

with "Tx-Success”
status and dequeue
from poling queus.

1080 ﬁsﬁaﬁa dalabase

FIG. 10

@




WO 2021/113967

firansaction was rejecled
by proximate blockchain node]

1110
Take prepared,
unsigned fransachion

4 1120
Apply repair algorithm
1o fransaction
altriputels) (eg.
modify sfarigas)

1130
Digitally sign repaired
fransaction

305
ETM_ TxHandler Service

.,

{Retuming io
happy paih)

1140 )
Repeat altempt io
send signed
fransaction o
blockchain node y

PCT/CA2020/051692



WO 2021/113967

1200 X

308
ETM TxHandler Service

[rejected with
relry-able emor]

1210
Retry sending
transaction to

plockehain node

1215

frejected and
relry limit
exceeded]

1220
Relum nonce o
nonce pool in cache

1230
Wirite transaction to
enrored ransaction
table in database

A

1215

rejected with
relry-able ermor,
and relry mit

nol exceeded]

£ !

1240
Hemove ransaction
from aclive fransaclion

table in dalabase.

FIG. 12

|

PCT/CA2020/051692

acoepled . ) ‘ )
by node] *>© {Continus per Fig 10}

315

ETM Schedul

ing Service

Dnitiated by sysiem-gensraled
evend al chronclogical inlervals]

N

1250

Cuery errored ransaction

iable

-

1260

For each error ix found,

axtract raw ransaction

and engueue I raw I
queus,

‘%2?{0

{TxHandler will
then process raw Ix
per Fig 1



WO 2021/113967 PCT/CA2020/051692

13/15

Transaction From
Liser ?ﬁﬁfﬁ%sé&ﬁﬁﬁ 150

Validate 1300

‘ Raw
130 , ‘
ETM_App Transaclion
- .
P! Prepare 1310 '
{gelay; . r— Transaction , :
frefries) > | e {retrias) '
305 ETM_TxHandler -»4 o o o0 SC%00%0
{delay} Blockchain  {retries} |
(refries) Ty T excesded :
{delay} Poll For 1330 | ! :
Irefries) S Receipt ! § i
) RS B b P! sretries P '
310 ETM Polling exceeded: | ;
Record Tx | 1 !
1340 | |Success i i @
or Failure f % L qdelay)
315 ETM_Scheduler | ; P
- iratries) {detay} G :
1350 Schedule For retries: i 'D 1215
- 3 L. 3 S Lt
Re-Poliing excesded ;{?M Schedule To
CE8Y  Reprocess
vsually As Raw R
longer S Raw kX

O activity
—  normal flow
intentional delay
{delay} configurable period of delay
---  errorfretryirecovery flow
{retries} configurable maximum retry count for path

FIG. 13



WO 2021/113967

1400

PCT/CA2020/051692

14/15

ETM_App: receive aria validate transaction
[transaction is valid, submitier and network are known]

{Scheduler delermines that
fvpe of emmor might be
resolved by TxHandler]

1440

{Scheduler delermines

2rrof type must be
manually addressed] §

FIG. 14

TxHandler relry send repealedly

TxHandler assign atiribules and digitally sign

1410
prepared boor
prepared_contract

TxHandler send o blockchain node

1420
errored_boof
grrofed_coniract

1425 1430
Sent]
[Sent submitted_tx or
submitied_contract
[Heiected
maxRelries imes] Polling: poll network for
b status repeatedly
1435 1445
unresolved_errored <
1458 ! Falled]
falled tror %
failed contract
{hol found

1455 while pofiing]
no_receipt_tx or }<+—
\_ng receint contract

[Failed]

[Succeeded]
‘ %4&%
1470 @@‘ succeeded_or }é
4 succeeded conliact

Scheduling poll nebwork
for i« status indefinilely

460

§Swwe§eﬁ¥




WO 2021/113967 PCT/CA2020/051692

15/15
1300 4319
N ]
Input/Output
1302
1304 x / 1306
\ ] /
Secondary o ROM
Storage .| PFOCESSOT
r,.,w,.,,‘-;. M‘I
! S
1312 1308
\,_\ | |
Network |

FI1G. 15



