TITLE OF THE INVENTION  SYSTEM, METHOD AND PROGRAM FOR OFF-LINE TWO-FACTOR
USER AUTHENTICATION 5 TECHNICAL FIELD [0001] The present invention relates to a user
authentication system, and more specifically to a two-factor user authentication system designed to
use a one-time-password derivation rule as a password of a user subject to authentication, in such a

manner thﬁﬁ%%?%ﬂig%ﬁ({%eﬁﬁaﬁlements are arranged in a given pattern format and presented as
pattern 1o a client a

a presentation C pparatus of the user, and the one-time-password derivation rule is
applied to certginsories oM g pate e oS Roc dedRNOIRE prese Ntavion pattegRatspaTific
positions, so as to create a one-time password, and further use information identifying the client
apparatu%@ﬁ%%@%&@ﬂhereof, as a 15second authentication factor. BACKGROUND ART [0002]
In user authentication systems, a one-time password-based system using a 20 single-use password
usable only once for user authentication purpose has become popular as one scheme having higher
securfty thE(EBHpRsIbidbased schemes. The one-time password-based system includes a
token-bas %s(i@?eme using a token for creating a one-time password in accordance with a

one-time-g ord generation rule synchronous with an authentication server, and a

challenge/resppisgresheme drrigneddSsuchsthataasthesticaliem seniehdRNSANIE IR Client a
so-called "challenge" which is a value to be varied every time, and the client returns to the

authenticdtion $ewdrdrespsnseitianied by applymgetiasts ixadpasswerdns-rserifenge in

iy B O A IR T e

probléms pheulitgast pittemtekenandaeatttityéd therayienh glloss dbihrttakémresented as a
presentation pattern to a client apparatus of the user, and the one-time-password
derivation rule is applied to certain ones of the pattcrrf elements included in the
presentation pattern at specific positions, so as to create a one-time password, and

further use information identifying the client apparatus such as hardware thereof, as a

15 second authentication factor.

BACKGROUND ART
[{0002]
In user authentication systems, a one-time password-based system using a
20 single-use password usable only once for user authentication purpose has become
popular as one scheme having higher security than fixed password-based schemes.
The one-time password-based system includes a token-based scheme using a token for
creating a one-time password in accordance with a one-time-password generation rule
synchronous with an authentication server, and a challenge/response scheme designed
25  such that an authentication server transmits to a client a so-called "challenge” which is a
value to be varied every time, and the client returns to the authentication server a
response created by applying a client's fixed password to the challenge in accordance
with a given rule. While the token-based scheme has an advantage of being able to
reliably identify a user who owns a token, it forces the user to carry around the token,

30  and has problems about cost of the token and security in the event of loss of the token.
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In-this respect, the challenge/response scheme offers the convenience of being not necessary to use a
token. On the other hand, due to a process of generating a one-time password using a client's fixed
password which is highly likely to be analogized, the challenge/response scheme involves problems
about poor protection against stealing 5 during a password input operation and the need for installing

dedicated,software.to. allqw.a ¢li e o] 3 1a:new user
authentica{ﬁ011'r:fhssyg%sebﬁéartfacisﬂ%e(;é%rﬁi %%}{égl/g%esgg {E?as%c]{ %ﬁl@a é]fg%g[ﬁtgg %ﬁggl%%} §‘&¥§2‘5§.@%@§n&§ scheme to
improve thecabave rablemskonthedd thorwentionsl, duallengefrespoofgeacteing a Dis tinatrix

authentication scheme is designed_to arrange a plurality of random numbers in a given pattern format

S0 as to cRIETY A UL o e SxesiBA PAE T We Hrugdhrikeatod: raleeitidy Hthentication,
and apply & RGmaRARI QI AR VRUNLEURSRMD% BSR PASFWRSELAIJRe HSREIQEEIRN pattern

elements (a partof the random numbers) included in the 15 presentation pattern so as to create a
one-time dasogorhaSpewificatbyt thegyrtsetaddhgpatiedniis shsiadtinp dodivaied sefiveen wserver and a

client. Then, inste?d ?f a direct comparison of password, the sever carries out user authentication by
. aq%o a chienf 1o %eperate a [¢S on&e. . . .
comparing between a one-time password ¢reated on the client side as a result of applying the

one-time-pgmgyyord derivation rule or the user's password to the presentation pattern, 20 and a
verification code created on the server side as a result of applying the one-time-password derivation
nde or the usekapagaiord 8 he presamisHorrpaReysiemieimbean detslanrdabasedchBie, a

one-time-gassyoldeMEIORFUIE SRRYING 43 ARRSHHI INORAURN LGN ERROF R pOSitons of

certain pattern elements to be selected on a matrix-form presentation pattern and a selection order of
the dértain@bvpafte etbalientsy/aspocharactenzed inlihat s eashytbtotatléom thddoren af an image

and cannot be figured out as a specific password even if being stolen during_.a password input
operation 98 to arrﬁﬁ%ér?ﬁ Eﬁ’e&aﬁ@i}%%@“ iR Juth&RrL BB CEeHeB A% - line manner

has 30alsgbaenAeyslarad{sepdasRxaenrieaithe falowing, Ratept P asumentd) rdputhign@ff-line

authentication system, a plurality of pattern seed values for creating a plurality of presentation
patterns, andhenpbhatiaiy avenifivationcchieesasgokaing ienretpsetivebaes preosfedentation

Ezgﬁéﬂie%r%ﬁ%%ftﬁ?rﬂ‘% i%i?’g éz% il'&(‘: 3%1%%233 %aﬂé?teﬂ}j%ﬁéior%x?dhenr{tn%%ears‘i'%"ﬁé‘ﬂ%e%f pafigrn element
15 presentation pattern so as to create a one-time password.  Specifically, the presentation
pattern is shared in common between a server and a client. Then, instead of a direct
comparison of password, the sever carries out user authentication by comparing
between a one-time password created on the client side as a result of applying the
one-time-password derivation rule or the user's password to the presentation pattern,
20 and a verification code created on the server side as a result of applying the
one-time-password derivation rule or the user's password to the presentation pattern.
In the matrix authentication scheme, a one-time-password derivation rule serving as a
password is information about respective positions of certain pattern elements to be
selected on a matrix-form presentation pattern and a selection order of the certain
25  pattern elements, and characterized in that it is easily storable in the form of an image
and cannot be figured out as a specific password even if being stolen during a password
input operation.
[0004]
Further, a system using the matrix authentication scheme in an off-line manner has

30 also been developed (see, for example, the following Patent Document 1). In this
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5 are transmitted to the off-line authentication client. The off-line authentication client is operable to

select one of the pattern seed values to display a corresponding one of the presentation patterns, and
verify a one-time password entered based on the displayed presentation pattern so as to perform user
authentication. 10 PRIOR ART DOCUMENTS [PATENT DOCUMENTS] [0005] Patent Document I: JP

2007-272(%‘%3%?%%%%% %Litﬁﬁk,'% IR EBAROREEV LR B OInNE 2 Bl

INVENTI Howeve e co Ine user authentication system can’perform only
single-factdipatsthenticapandusingral padewbirg of wrifesinhichlis kdavyatieinthat tbepe2Oueser knows.
Thus, in the event of leakage of the user's password, it is impossible to avoid fraudulent authentication

using the PASsRlofte RifiH SIHEMhHE iSTEARRiRRS stetRy RS (MK Has SHISAERPRF enhancing
security, tpeLg hasibesnANINGIS ARG, ResEiarMyedReloL P e AhaisaligNrdsing pfrpation other

than a password, as a second authentication factor. More specifically, there has been a need for, in

additibn 2&toanpasswion ths irfiblimatoihehtitaironiwmtic Uberddidive, aushegtatéw alitentication

factor, such as ing?rmati ngndica ive of possession facertaiq device, or infg.rmationi icating that a
2 o) ﬁ% 1;‘21:

person reé?u%wseﬁng %fﬁhsgr?ﬁca 51 IGSRECAT S He' %ﬁ?ﬁé%t%s ger 2SI ER VR TR ation other

than a pagswesthitosimntyrasdadiasafyashantieatipstaciad, dhetadopmaiamishikelyptake accessed,

which leads directly to 30leakage of the information. Thus, only a limited effect on improvement in
security cBFgsentation pattern so as to perform user authentication,

10 PRIOR ART DOCUMENTS
[PATENT DOCUMENTS]
{0005]
Patent Document 1: JP 2007-272364A

15 SUMMARY OF THE INVENTION
[PROBLEM TO BE SOLVED BY THE INVENTION]
[0006]
However, the conventional off-line user authentication systemn can perform only
single-factor authentication using a password of a user, which is information that the
20 user knows. Thus, in the event of leakage of the user's password, it is impossible to
avoid fraudulent authentication using the password, which means that there is a limit to
security.  For this reason, in view of enhancing security, there has been an increasing
need for two-factor user authentication using information other than a password, as a
second authentication factor. More specifically, there has been a need for, in addition
25  to a password as information that an authentic user knows, using a new authentication
factor, such as information indicative of possession of a certain device, or information
indicating that a person requesting authentication is identical to the authentic user.
However, even if information other than a password is simply added as an
authentication factor, the information 1s hikely to be accessed, which leads directly to

30  leakage of the information. Thus, only a limited effect on improvement in security can
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be obtained. In cases where such information other than a password is created using a
one-time-password token, the above risk can be reduced, whereas it is necessary to spend a lot of
cost and effort to introduce one-time-password tokens for personal use, and an inconvenience is
caused by a need to take along the one-time-password token 5every authentication. [MEANS FOR

SOLVING, THE.LROBLEVLI00LID viewof the. Abe s praRlens, hs.prasentnvaniin provides an
off-line 10" fWO-TACIOF user au en}hcatlon system designed to use‘a one-]tlm'e-password Bérivation rule

as a passweidintausercsdlysaiio thuthemitcatitinedn suchzdurainehdhak atpluraditysedattern elements
are arranged in a given pattern format and presented as a presentation pattern to a client being used

by the us€PeAAC e BhectinEih a0l HERPARRRIIETS ApIvATS CkBin TR BiHe Pattern
elements jgg %ﬂ%ﬁd&%&ﬁ&%%ﬁ%&&’%i?%tftil‘?ééh%saﬁg'E{'foﬂgséﬂé’%ﬁemﬁgs%%??t&%ﬂe'“me

password, and further use information idéntifying the client being used by the user, as a second
authénticatiery factemtkat®ff-line two-factor user authentication system comprises an off-line
authentication support server and a plurality of the clients each serving as an off-line two-factor
authentication client. The off-line authentication support server is 20 configured to pre-store respective

user IDs ghipRANSEFORESDEStivPTertipRMBSSNVerd derivation rules of the users, and respective client
IDs of the clients to be used by the respective users as the off-line two-factor authentication client, in

associatetPR8akion with each other on a user-by-user basis, and operable to: generate, in accordance

with a given g?nerationorfjlﬁéﬂa %%(%Iit F(lafo%%tltse,r%ee gegg*ge%g%g%gﬁgpgg% o %plia&?_lﬁ 13s.f/pecify 25 a

presentation pé’ttgrlﬁvifn combination with one of t ient IDs; app pre-stored one-time-password
derivationwdeassookaic suthithticaset waestieg gt eoticetionie-respeckive aredentation patterns
formed based on the generated pattern seed values and the pre-stored client ID associated with the

requestin§ &%, PRFStRiE g SSEE SR SH R RPRELEREAD dibiethay RINET JheL B BRSAES create a
plurality of pesificaiopi3Rendes:angiansmihihe pluealipaatacneraied paitespasrd valugs and the

plurality of created verification codes to the off-line two-factor authentication client so as to allow them
to be storptstasiaff pattetwdofattoienithenication blicie Tiseroffihdhgverattoeautisentidation client is

operable té): acgiuire tife client D(?f the off-line two-ffi\c [ autthenticia\tion glient when .us%g by the
. gerivation Tuic 1§ %’P ed _to cerﬁm PDGS N e &ﬁl fern G%THGI}S include mt > .
requesting User; select one of the 5 plurality of received pattern seed values and create a presentation

pattesn basesaniibe peqeirediclipntifly aoditlbasaleciedpalie seedaalue; prewaat)pare a result of
subjecting a one-time password entered based on the _created presentation pattern to a one-way

function algBRERnSRitR BTERTOS HHRHE Bige 'BF thHDE AR oISEd dBS 185 EMBmiLgersttitentication.

authentication factor. The off-line two-factor user authentication system comprises an
off-line authentication support server and a plurality of the clients each serving as an
off-line two-factor authentication client. The off-line authentication support server is
20 configured to pre-store respective user IDs of the users, respective one-time-password
derivation rules of the users, and respective client IDs of the clients to be used by the
respective users as the off-line two-factor authentication client, in associated relation
with each other on a user-by-user basis, and operable to: generate, in accordance with a
given generation rule, a plurality of pattern seed values each adapted to uniquely specity
25  a presentation pattern in combination with one of the client IDs; apply the pre-stored
one-time-password derivation rule associated with a user requesting authentication to
respective presentation patterns formed based on the generated pattern seed values and
the pre-stored client ID associated with the requesting user, and subject respective
obtained results to a one-way function algorism to create a plurality of verification

30  codes; and transmit the plurality of generated pattern seed values and the plurality of
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10[0008] In the present invention, when a presentation pattern is created based on the pattern seed
value, it may be created based on a combination with a plurality of types of client IDs (client ID group).
[0009] 15Alternatively, in the present invention, in advance of creating a presentation pattern based on
the pattern seed value, the user ID of the requesting user may be combined with the pattern seed

value, in addtion.io.the. gisnt IR, R41 T ffrine dwesfacifcpser anbaniicaion sysiem of the
present invention may be 20configured to acquire, as the client ID, identification information about an
external dayige tthroaghr@adnierfihee effthecoffainétwe-fastbemisthenticaiion. clidite [0BLhLe
Alternatively, the off-line two-factor user authentication system of the present invention may be

configureﬂ“@‘g’&ﬁ‘ﬁﬁré‘}%&ﬁ%ﬁ‘gﬁé‘nﬁlﬁﬁ?tio‘érﬂi?f?,r&h}ﬁﬁ ARSI BS sHEME AR dfetbtimifj&tem of the
off-line wogfaglof RUERHGANRSHh R [9828 used by the requesting user; select one of the

5  plurality of received pattern seed values and create a presentation pattern based on the
acquired client ID and the selected pattern seed value; and compare a result of
subjecting a one-time password entered based on the created presentation pattern to a
one-way function algorithm with a corresponding one of the verification codes to
perform user authentication.

10 [0008]
In the present invention, when a presentation pattern is created based on the pattern
seed value, it may be created based on a combination with a plurality of types of client
IDs (client ID group).
[0009]
15 Alternatively, in the present invention, in advance of creating a presentation pattern
based on the pattern seed value, the user ID of the requesting user may be combined
with the pattern seed value, in addition to the client ID.
[0010]
The off-line two-factor user authentication system of the present invention may be
20 configured to acquire, as the client ID, identification information about an external
device through an interface of the off-line two-factor authentication client.
[0011]
Alternatively, the off-line two-factor user authentication system of the present
invention may be configured to acquire, as the client ID, identification information
25  about an operating system of the off-line two-factor authentication client.
[6012]
Alternatively, the off-line two-factor user anthentication system of the present
invention may be configured to acquire, as the client ID, a network address set for the
off-line two-factor authentication client.

30 [0013]



Alternatively, the off-line two-factor user authentication system of the present invention may be
configured to acquire, as the client ID, a network address set for the off-line two-factor authentication -
client. 30[0013] Alternatively, the off-line two-factor user authentication system of the present
invention may be configured to acquire, as the client ID, biological identification information about the

requesting usej&.hjeqplﬂ’ In L&g in ﬁntions d%sctribed above or se%.forth ig)( the‘%pB{endedecilgims, each of
0

f nat off-line two-factor user authentication svsiem € present.
the terms 'server ana 1'C Ight IS N m’ten ed %O express a device, appaJFatus or systéjm %avmg a

specific configifationRr hnciafightddaexupstea sevice chppamusasyridmdsaviicadypical
function. Further, a function of a single component or claim-element may be achieved by two or more
physical neaRSaEAY b R FEBENEBEFbre 10 components or claim-elements may be achieved by
a single pt‘%s‘gjll means. In the appended claims, a system claim may be recognized as a method or
process cltaim defined such that respective functions of claim elements in the system claim are
sequéntially execttethvanddoinedeppisitt dbdvaenrtis tinteistdadahamidel stepsseficied inlthe method
claim are not necessarily e Qﬁgtean order. of description but may he 15 executed in any suitable

u

order alloffiBarishYehd BB 1S5 BETRMFRYED 7 PSRty Y e BPARHLAN YD of the

present inyantion BaYiae é’cﬁﬁﬁ%ﬂ%{iib‘ﬁiGQfﬁr@fﬁﬁf%ﬂtQ@%%Bl%s%faoééU%&r?BHf%s%ﬁm%@ﬁ the
intended function in cooperation with given hardware, or a recording medium having the program
recorded Hietesr. (FRFEE M eTHEUWRhE N THOMc20pd 0188 c Teenpeniphe anelaetoc tsat

authentication ggségm of crihE }Eresent inventio IS (gafsrlgenaelgl t%n use afuon%-tlme-ptassword derivation rule

ma eve {Wo of moic. Cl1on Ol WO OF mDoie
asa passwo¥d ot AUser subject to authentica on, in'sucha manner thata P uralﬂy of paftern elements

are afrangechfivRegivest patieraitoneias and (Fesehiededsha presgitapbyspaltaisaie.a dieticbeing used
by the 25 user, and the one-time-password derivation rule is applied to certain ones of the pattern
elements WERAEE iR SYRIEHORPEHERAYAPS JEERIEFESitE, BETHS PErBERES didifime

passwordgaad furthar use; informatien ddeniifyingthe.sieihging Usedly teisen A3 agecond

authentication factor. The off-line two-factor authentication client is configured to store therein a
plurality ofqpitetinléeedoraladsawddhadapiedcts uniquely is understood that the steps defined

in the method claim are not necessarily executed in order of description but may be
15 executed in any suitable order allowing an intended function to be achieved in their
entirety. The systém and method of the present invention may be designed using a
program capable of partly or entirely achieving the intended function in cooperation
with given hardware, or a recording medium having the program recorded thereon.
[EFFECT OF THE INVENTION]
20 [0015]

The off-line two-factor user authentication system of the present invention is
designed to use a one-time-password derivation rule as a password of a user subject to
authentication, in such a manner that a plurality of pattern elements are arranged in a
given pattern format and presented as a presentation pattern to a client being used by the

25  user, and the one-time-password derivation rule is applied to certain ones of the pattern
elements included in the presentation pattern at specific positions, so as to create a
one-time password, and further use mformation identifying the client being used by the
user, as a second authentication factor. The off-line two-factor authentication client 1s
configured to store therein a plurality of pattern seed values each adapted to uniquely

30  specify a presentation pattern in combination with a client ID, and a plurality of
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30specify a presentation pattern in combination with a client ID, and a plurality of verification codes
created by applying a one-time-password derivation rule to respective presentation patterns formed
based on the pattern seed values and the client ID and subjecting respective obtained results to a

one-way function algorism, and operable to select one of the plurality of stored pattern seed values

and create g, presentation ??g%%ﬁ‘ B bg%%%%%”aao'}lé%ﬂﬁég%gs%&%g& '5%39&'{&%@'?&%%%%%%%” seed
value; and compare a result o subfé aone-time passwor entered] ased on the created
presentatiprpatteimtpatons-fanbdneiked algatithpawith acedriedpandidgtbaelidihévetidcation codes
to perform user authentication. Thus, in addition to the user's password, which is information that the

user know&biRe BReFRSSCENH BhtARSH HSutsdedhansatranfitating alequser aad anstabletOmes
possible tQ.achigye swafanton @ythenticaiiondewhich a-fact %@W@A@@Hﬁ%@ﬁ&%ﬁjﬂ%&@ﬂyice capable

of outputting the client ID serves as an additional condition for verification during authentication. In
additidn, thesafiont dDatspiféd nbtsiubjeutd dho stectedifietitionsdedingha tirehticaery, sodhdt even if the

verification ﬁoq:ﬂe f?tr authent'{cation is Ieactedt, it dges %fot I%ﬁd to Ieca age of the client IDt 15as a
second adth&hHEaoh 1ad6r! ‘i%?o?%sé‘ﬁ% ICAIS eV the Vefitfedtion SRR RIS Cation is

leaked, it issimpopsibirderdniesainteseniRtioN PaEGISANEG PR eiMR: PAssItbh Hesbddioprule, so that
it becomes possible to eliminate a risk of inference of a proper one-time password to obtain strong
security. ASHIERINIEE aHPEBICHIGUtpUiRg the aieRtaD, 1] Vilge teMGe RePEEOIdesThighdIRg the off-line

20 two-fagigr ABRIEAOR.SIRIRSILIAY DRSS HNSIAkeRdt Aosaibla A HinES, (e cost and

effort for introducing the system, and minimize t n of carrying around the device capable of
outpiftingfieeclisnthb. f086hinsthespitdsant dohvientiawonhetniaapt beantaion ipattkichia ¢ieqated based

on the pattern 25seed value, it may be created pased on a combination with a plurality of types of
client IDs PEIBRYSISAPORIFSHIHE Ba %‘f‘fﬁecﬁﬂ?rggerogf%ﬁjr%’ﬁ%a%ncﬂéf’d’&@cé% stib8tantially

increasedjyaitQ Hiego Al M eSO Re IR ARIRIN BN ISR 00 ddditior A R NatvRYOT
additionally, in the present invention, in advance of creating a
itself is not subjected to the verification during authentication, so that even if the
verification code for authentication is leaked, it does not lead to leakage of the client ID
15 as a second authentication factor. More specifically, even if the verification code for
authentication is leaked, it is impossible to infer a presentation pattern and a
one-time-password derivation rule, so that it becomes possible to eliminate a risk of
inference of a proper one-time password to obtain strong security, As the device
capable of outputting the client ID, a wide range of devices including the off-line
20 two-factor authentication client itself may be used. This makes it possible to minimize
the cost and effort for introducing the system, and minimize the burden of carrving
around the device capable of outputting the client ID.
[0016]
In the present invention, when a presentation pattern is created based on the pattern
25  seed value, it may be created based on a combination with a plurality of types of client
IDs (client ID group). In this case, the number of authentication factors can be
substantially increased up to three or more so as to obtain stronger security.
[0017]
Alternatively or additionally, in the present invention, in advance of creating a

30 presentation pattern based on the pattern seed value, the user 1D of the requesting user

.



30presentation pattern based on the pattern seed value, the user ID of the requesting user may be
combined with the pattern seed value, in addition to the client ID. In this case, even if the pattern seed”
value is leaked, it becomes more difficult to infer a presentation pattern from the pattern seed value, so
that it becomes possible to obtain stronger security 5[0018] The off-line two-factor user

authentication systen of he arasent iavention gy be SoRgnTEtio ARgirS, a3 heiclisnt O

identification information mcorpor in hardware of the ihe two-factor authentication’ client, or
identificativardnfalmatinarabesd sahapBratkgdsystenn oktheofé-initwio fapitsr ayitwoticaidan client, or a
network 10 address set for the off-line two-factor authentication client. In this case, information based
on a fact BRBFPSEANY HissBalismgisd oftlifie Ivdbrictb SRR ELER! B1ion P BB SEADERT additional
condition for.\ \fﬁg;flcatlon during authentication, so that the security is enhanced. Alternatively, the
off-line two-factor user authentication system of the present invention may be configured to acquire, as
the chent {0 lidentification 15 information about an external device through an interface of the off-line
two-factor aut ntlc t}ﬁn clien In this caSEJ afac .of %SIC&”}( osseSS|p%1the external dewce serves

h
as an addition 6 P VRHAEAREH ?‘ﬁ?&“ﬂfu’t‘?ri %%CS.%H S RS EE )Ilﬁllso%rlfﬁaa‘/nced

Altemativsd)\ﬁﬁgl@r&if{m% rfacter ugelcasthemicalioniysiam ohtherRiRsemdoMation may be
configured to acquire, as the client ID, biological 20 identification information about the requesting

user. In tméféﬁ@ée 61D IbGi AT e AL RidReRRL A B g e Wi MlaRt His akigaitiB RS eition for
verfiicatio d 69fl$t henle gﬁégéln% bﬂﬂ *A@%ﬁ 85“88&#&5@9&%&%?1'&%%9 THE

DRAWINGS 2 Isa |agram |I ustrating a ware configuration of an off-line
two-factonddesasthdnitidatiofifSystemcal B0tac cartimgid¢aronectimivodimehis afatize jpifes@atiimvention.

FIG. 2 is a block diagram |Ilustrat|n a functional confl%rr[ation of the off- Ilqe 30two-factor user
authentic%ﬂ%t@%ib@ physically possessing the oif-line two-factor authentication client

serves as an additional condition for verification during authentication, so that the
security is enhanced. Alternatively, the off-line two-factor user authentication system
of the present invention may be configured to acquire, as the client ID, identification
15  information about an external device through an interface of the off-line two-factor
authentication client. In this case, a fact of physically possessing the external device
serves as an additional condition for verification during authentication, so that security
is enhanced.  Alternatively, the off-line two-factor user authentication system of the
present invention may be configured to acquire, as the client ID, biological
20  identification information about the requesting user. In this case, biological
information indicative of identity serves as an additional condition’ for verification

during authentication, so that security is enhanced.

BRIEF DESCRIPTION OF THE DRAWINGS
25 [0019]

FIG. 1 is a block diagram illustrating a hardware configuration of an off-line
two-factor user authentication system 100 according to one embodiment of the present
invention.

FIG. 2 is a block diagram illustrating a functional configuration of the off-line

30 two-factor user authentication system 100.
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FIG. 3 is a flowchart illustrating a verification-data acquisition operation in the off-line two-factor user
authentication system 100. FIG. 4 is a flowchart illustrating an off-line user authentication operation
in the off-line two-factor user authentication system 100. 5FIG. 5 is a conceptual diagram illustrating a
process of creating a presentation pattern, in the off-line two-factor user authentication system 100.

FIG.6isaco tyal di illustrating, 1 I reatin resentation .pattern, in the off-line
two-factor userl}rﬁggt ?r%S%Z%éc?rflras%%éﬁﬁ%%%ﬁb\%ehﬁﬁe?ﬁ%ﬁfﬁu%% r%@ﬁ?g@ . %)e%ggﬁill%s rft:lhgonceptual
diagram ibifistiadingoafanertine-pahswdrg idedysian Ikle in a matrix authentication scheme.  FIG. 8 is

a conceptual diagram illustrating a process of entering a one-time password, in the matrix

authentication'Sthéhie 2 floweliest glsyatinge Amandine asT itUEREEtaR ipRsERion BiRdows(r)

logon 15gyihenticatign.seresl inthe.afling %%gé@qt@@.user authentication system 100.
DESCRIPTION OF EMBODIMENTS [0020] The present invention will now be described based on an

embddiment théredf is a conceptual diagram illustrating a process of creating a presentation
pattern, in the off-line two-factor user authentication system 100,
FIG. 6 is a conceptual diagram illustrating the process of creating a presentation
pattern, in the off-line two-factor user authentication system 100, which is continued
from FIG. 5.
10 FIG. 7 is a conceptual diagram illustrating a one-time-password derivation rule in a
matrix authentication scheme.
FIG. 8 is a conceptual diagram illustrating a process of entering a one-time
password, in the matrix authentication scheme.
FIG. 9 is a schematic diagram illustrating an image on a Windows® logon

15 authentication screen in the off-line two-factor user authentication system 100.

DESCRIPTION OF EMBODIMENTS
(0020}
The present invention will now be described based on an embodiment thereof.
20 To begin with, respective meanings of the terms "online", "off-line" will be described
below. The term "online" means a state when a user is connected as an authorized or
proper network user to a common network with an off-line authentication support server
(101) by use of an off-line two-factor authentication client (151). In cases where a
user uses the off-line two-factor authentication client (151) in an online state, it is
25  necessary to obtain permission of the use of a resource of the network. For example,
when the network is managed based on a domain configuration, it is necessary for the
user to obtain authentication for logon to the domain network. The term "off-line"
means a state when the off-line two-factor authentication client (151) is not connected
to a common network with the off-line authentication support server (101) although a

30 user uses the off-line two-factor authentication client (151) as a proper user. Even in
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20 To begin with, respective meanings of the terms "online", "off-line" will be described below. The
term "online" means a state when a user is connected as an authorized or proper network user to a
common network with an off-line authentication support server (101) by use of an off-line two-factor
authentication client (151). In cases where a user uses the off-line two-factor authentication client

(151) in ap onljpe state, it is .25 necessary to obtain_permissipn of th e of a resource of the
network. Flr @ARIRolh i 1RO WER ok [B3PAKAdel BASE ot et din LSRRG ABHORis necessary

for the usgidophiaiR Aubepticatiowfor IRgantertagidemainingiverl JRe {emke el liTelimeans a state
when the off-line two-factor authentication client (151) is not connected to a common network with the

off-line autieritie@t ehtbaniiecrslant102) hihBugialBeutalcuteas fissasindniberagtnEo

authentica ign clie t&LSlt). as a proper . usex. Even in. the off-line State itis @ossible to logon to a

. ai authennicatips 10 oﬁ% 10 A doImam network 01 Cormpurer €her%?. . .
Wlndows()r network as a domain nmetwork user or a local computer user. As'a prerequisite to allowing
a use¥ to [Er21he off-line two-factor authentication client (151) in the off-line state, it is necessary for

the user to obtain authentication for logon to a domain network or computer thereof. 5[0021]

Secondly, an S£pMHLiGH SPRIEAM IR RRNEHS UG A 9 AHBAT Sa AU SRTiRtiRnSTPBRnade below.
The matrix guthenficatiopgshiemerig.designediqnsaqne-timeRasavard; desivationdulg 102b as a

password of a user subject to authentication, in such a manner that a plurality of pattern elements
(pattern etemtnicihsoyoehodeti9alicre alantEtbinaa givaragaiterh fofnmt wevd preyecitetbas a

presentatlorlt}ﬁlpattern 191 to a client a%g:art%tal%sag? mlgﬁ%se I%y the user, and é%e %ne-etfme- assword

derivatiorft gqlf%%’alﬂpﬂlec td EEHAR ohes pgt?er aéjgrnn]een?gl At a(gltln hee%}reeiéentation

pattegn 13qakEReTHiD) RREitaRGEe as A0zsreatena@nadime PagsPerdn {03l 15 aerMation Pattern
and Pattern Elements)  The presentation pattern 191 consists of a plurality of pattern elements

arranged MtegIveN pﬁﬁtt@t‘?ﬁ%"@@%&&%%‘éﬁﬁvbﬁ Hisaparforshaibs alrﬁéimm@éﬁﬁwﬂgéd_ ofa
plurality OCEJH%%;?'%?HE%Z{@%&@%ﬂm 156 %f‘,?mésgs’t{&f e?eﬁ%ﬁ{m%ié&&h?fPﬂ@ Its entirety,

or by arranging a plurality o ernatively, it may 20 be any other suitable graphic
pattern. |pittisnspdnificatan, 18t autherificgtion schemeusingearpresentatiopgsatterd. arranged in any
pattern format other than the typical matrix form will also be referred to as "matrix authentication
scheme".[Bﬁ)@f rably, the given pattern format is formed as an orderly pattern or an impressive pattern

easily, remainingieHBRch PATRANAA RHRVHATUSAIIRgasily remember a one-time-password derivation
25rule 102b serving as a password of the user.
The presentation pattern 191 consists of a plurality of pattern elements arranged in
a given pattern format. Typically, the given pattern format is a matrix comprised of a
plurality of matrix elements arranged in m columns * n rows to form a rectangular
shape in its entirety, or by arranging a plurality of the matrixes.  Alternatively, it may
20  be any other suitable graphic pattern. In this specification, an authentication scheme
using a presentation pattern arranged in any pattern format other than the typical matrix
form will also be referred to as "matrix authentication scheme”. Preferably, the given
pattern format is formed as an orderly pattern or an impressive pattern easily remaining
in user's memory to allow a user to easily remember a one-time-password derivation
25  rule 102b serving as a password of the user.
10023].
The term "pattern element” means an element to be arranged at a given position in
the given patter format so as to constifute a presentation pattern. Preferably, the

pattern element is selected from one-digit numerals 0 (zero) to 9. Alternatively, the

30 pattern element may be any other suitable character, such as alphabet or symbol. As
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[0023] The teini "pattern element” means an element to be arranged at a given position in the given
patter format so as to constitute a presentation pattern. Preferably, the pattern element is selected
from one-digit numerals 0 (zero) to 9. Alternatively, the 30pattern element may be any other suitable
character, such as alphabet or symbol. As the symbol, it is particularly preferable to use "+","-", "*",

= e S A which is assign to a st qaqu k. .bQ_Q,[d"fQ[ a,persenal.computer (PC).
e chard e T b2 TS o AearAiTe iusitacs perseng

egtrOaBF'nc, illustration or photograph. Pfeferibly, a single

presentatiggrpaiten PGllidesivi of RgLesamepatRITalensatonll thimease, PiereTaa
many-to-one correspondence between a one-time-password derivation rule 102b serving as a

pas_swqrdcam%eéﬁ@aﬁﬁi@lségmmgzvé?@aﬁ@m% ﬂésﬁﬁmﬁ%pp@lmwéréhe-ﬁrﬁ&r@absworq _
derivation,rule, LOZE s.té’nﬁ!r‘t?%ggﬁfgg%gﬂ%%ﬁé&tﬁ% ﬁ%ﬂ&&%}%@%&ﬁh&%‘%%meiﬁ%ﬁ%"%%g derivation

rule 102b’is abtomatica y uring Input of the one-time passwor In other words, a
processingaimitan tmanhashofien ctinssgkhddgosithamiscautonaticallypestasnde degliveirigrinpild of the
one-time password 192. Thus, even if the presentation pattern has already been figured out, the

one-time-pAEFFEIANEATARBITTAR #8213 CHATBEHRAINIE bt 6retes 68 dafyWhatsneling password
192. [0024:1 5 this.Srabodimedtyds il stateth /N e X amplesdi iiGh SartdfeseRiationpatern 191 is

created by arranging a plurality of pattern elements each selected from one-digit numerals 0 to 9, in a
given pattéat forrnat-tekpresswond eldraffoon gulsylidhasrusemiatisatlichrshadidgringisplaydereen with a
small are?%such asa ortable q@%e,lg |§£refera le to use a resenIf;\tlon p taeS nin which the

number o -8)1/]?4 WG )e(xg%wi'grd er WOrds, a processing simtlar to a unction
10 algorithm is automatically performed during input of the one-time password 192.
Thus, even if the presentation pattern has already been figured out, the
one-time-password derivation rule 102b cannot be figured out based on only one
one-time password 192.
[0024]
15 In this embodiment, as illustrated, for example, in FIG. 8, a presentation pattern
191 is created by arranging a plurality of pattern elements each selected from one-digit
numerals 0 to 9, in a given pattern format 191p comprised of four 4-by-4 matrixes. In
a client having a display screen with a small area, such as a portable phone, 1t is
preferable to use a presentation pattern in which the number of 4-by-4 matrixes is
20 reduced, for example, to three.
[0025]
{(Pattern Element Sequence)
The pattern element sequence 190 1s data indicative of the content of a plurality of
pattern elements to be arranged in the given pattern format 191p so as to create a
25  presentation pattern 191. Typically, it is a sequence in which all of the pattern
elements to be comprised in the presentation pattern 191 are arranged in order. The
pattern element sequence 190 is created in advance of creating the presentation pattern
191. It should be noted that the pattern element sequence 190 is not limited to one

character sequence created by arranging a plurality of pattern elements in order, but

30  defined as data including information about all of a plurality of pattern elements to be
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20reduced, for example, to three. [0025] (Pattern Element Sequence) The pattern element
sequence 190 is data indicative of the content of a plurality of pattern elements to be arranged in the
given pattern format 191p so as to create a 25 presentation pattern 191. Typically, it is a sequence in
which all of the pattern elements to be comprised in the presentation pattern 191 are arranged in

der. Th tt I Nt 190 | [ f ing th tatj tt
151t GBS i HEETR G SARBPH ANE L fiorE Do R Tt She ey

sequence;graateshihRERnYing HaralileaiRatieihalements ircoisesiul 3Rdafinegeas@ata including
information about all of a plurality of pattern elements to be comprised in a single presentation pattern
191. Thuass ey i thEcputtaiiaeRatiamisths Bedes wibFiscRaiiciRecaertis srenreiseddBUBAce 190 are

associated yith respectiv IHoNs,i tion p .fhe o f1 r ents
comprissd T s e B o
sequéncelSA 8yrisy Heididided inpduaafityralifact. daten &if- bifel e tiotfaatoer usdieatitheiotication
system 100 according to one embodiment of the prc-fsent invention roughly comprises an off-line

authentic AU BUNAURIBE 19970 FRbBHBRRRG Y RreiHHEAHOR ORI R 58 SBrs, and a
plurality of, fligrts £REkSERVING ﬁﬁ)ﬁ&@géu{?é“r twf?&ﬁosﬁf?%?ﬁﬂgc@ﬁgﬂﬁ“ﬁﬁhéﬁkﬂwﬁ%iﬁa"" terminal

capable of authenticating each of the users 10 in an off-line state of being not network-connected
although béirgjitorrieesatsie aodte wiftihey aothdiidationsls sponssesven idfdinetivorkdantothe off-line

two-factor user authenticati stem, 100, the pattern element sequence 190 is created in the off-line
two-factoP SO SHbre L ST e T SR ol BB TSR off-fine

two-factorputherticadaracdientsbils Wb othewvikrdsntee:apitHdelarbenizlaseguente hohds never
transmitted via a network in its raw or untransformed form. [0026]l (Oneﬂ-Time-P?ssword Derivation
Rule) off-line authentication support server via a network. In fhe off-line two-factor user
authentication system 100, the pattern element sequence 190 is created in the off-line
two-factor authentication client 151 and used for creating a presentation pattern 191 in
the off-line two-factor authentication client 151. In other words, the pattern element
15 sequence 190 is never transmitted via a network In its raw or untransformed form.
[0026]
(One-Time-Password Derivation Rule)
The one-time-password derivation rule 102b is a rule to be applied to certain
pattern elements included in a presentation pattern 191 at specific positions so as to
20 create a one-time password 192, and 1s data serving as a password of a user.
Typically, the "rule to be applied to certain pattern elements" is a rule for selecting
certain pattern elements at specific positions in a specific order. In this embodiment,
the one-time-password derivation rule 102b is information consisting of a combination
of respective positions of certain ones to be selected from a plurality of pattern elements
25 comprised in a presentation pattern 191, and a selection order of the certain pattern
elements. The one-time-password derivation rule 102b may additionally include
information about a fixed character, such as a fixed numeral, to be entered without
being based on a presentation pattern 191. In this case, the one-time-password
derivation rule 102b is information consisting of a combination of: respective positions

30  of certain ones to be selected from the pattern elements comprised in the presentation
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The one-time-password derivation rule 102b is a rule to be applied to certain pattern elements
included in a presentation pattern 191 at specific positions so as to 20 create a one-time password
192, and is data serving as a password of a user. Typically, the "rule to be applied to certain pattern
elements” is a rule for selecting certain pattern elements at specific positions in a specific order. In this
embodimep, the one-fme-presword deryation ryle 4028,s Infarmalign,cansising,of 2 gombination of
respective positions of certain ones to be selected from a plurality of pattérire sments 2 comprised in

a presentgtigenpaiter patel, 1andadeladtctvareenpiithedee taithpadtein plersenitnldes and
one-time-password derivation rule 102b may additionally include information about a fixed character,

such as atixdiadRBECE be Biteiddanitheh MBemy BhSkamshta Wrisde it aBin 9aed ALY In this case,
the one-ti @é%ﬁﬁ%ﬁ@&“ﬂﬁ“ﬁﬂf@@iﬁgﬁﬁé& foQHHém%EE‘%@ of a combination of: respective

positions 300f certain ones to be Selected from the pattern elements comprised in the presentation
pattetn 190927 Jeast one fixed character to be entered without being based on the presentation patter

191; and a selectio input order of the certain pattern elements and the fixed character. That is, a
fxedt password e WRIEh ST BEC 84 b S B HATOH DS ST HGPoR Uil i a

one-time pasgiodnRIA8RdAl:, thlCodeliHstatRswrLalNUEHR SR fupicabopetimgptrasyworg derivation
rule 102b. In this embodiment, the one-time-password derivation rule 102b is applied to a presentation
pattern 19Taseasraanpadiranbdgcsmtgddur ernaineidie ftaepeiese klieteentrorachriglgigtnumerals 0
to 9, in th(%rfg{ié/eor}1 ttern formai 18 @(’)rﬂp;{'hseed.of four,.10 4{b -éltni@irixes. In FIG. 7f ireuslpective

’ - g tt
positions of the patteTn elements in the given pg%%r% Format p are olljsﬁﬂzélgfsiﬂea ﬁ/ prQesented by

sixtyl four sbpdrataidikde 64n \Wientheqpressetatonipaitefnikopadsepiedemiadstonathseiveguesting
authentication (hereinafter referred to simply as "requestinll%gs‘er"), one of the gne-digit numerals 0 to

9 will be grelemdararh (edpettr disireBifinbBoBrstrEst e HERe R W dmmstalih the@ ffiven pattern
format 194, JP028] . EaiRIaR ¥athe0 Do 1tiRE PARIVRI oL 321Q PeSRIRIRY CRMRHgES R yariable

numeral to be entered based on the presentation pattern 191, and a fixed numeral to be entered
without beiryeirzdtat criatedpiesanpdtion paaessting LsTHe vombbihef pedigitalements (20 comprised
in the prege\g{gﬁtlgen r%tte%rtrel %gél IS sixty four, Tehl(J)%t elected ones fﬁeth% tPosmgns of the ﬁll)éty four

S respective 0{1 _10C DS-I} ns o e{nde CINCNES I .
pattern elementsc mprised In the FPresenta ion patiern are represented oy correspondlng ones of

two-thigit ivesiaia & forfidaBsigned to the respective positions. Further, the fixed numeral to be
entered without being based on the presentation pattern 191 is represented by a two-digit numeral

which con&€t€ bt "o

Preferably, the one-time password 192 to be entered comprises a variable numeral
to be entered based on the presentation pattern 191, and a fixed numeral to be entered
without being based on the presentation pattern 191.  The number of pattern elements

20 comprised in the presentation pattern 191 is sixty four. Thus, selected ones of the
positions of the sixty four pattern elements comprised in the presentation pattern 191 are
represented by corresponding ones of two-digit numerals 01 to 64 assigned 1o the
respective positions. Further, the fixed numeral to be entered without being based on
the presentation pattern 191 is represented by a two-digit numeral which consists of "9"

25 to be assigned to a tens digit thereof to denote that the entered numeral is a fixed
numeral, and one of one-digit numerals 0 to 9 to be assigned to a unit digit thereof. As
illustrated in FIG. 7, initial four numerals of the one-time password 192 are entered by
selecting four of the pattemn eiements of the presentation pattern [91 at specific
positions. As a part of the one-time-password derivation rule 102b corresponding to

30 the initial four numerals of the one-time password 192, "01", "16", "29", "20" which are
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25 to be assigned to a tens digit thereof to denote that the entered numeral is a fixed numeral, and one
of one-digit numerals O to 9 to be assigned to a unit digit thereof As illustrated in FIG. 7, initial four
numerals of the one-time password 192 are entered by selecting four of the pattern elements of the
presentation pattern 191 at specific positions. As a part of the one-time-password derivation rule 102b
correspondilrillgit 30the initial four numerals of the %rgﬁ-t%me assword 192, "017, 16", "29", "20" which
are numéelaiSTagidaaE o é 58%?&/%1‘6%33%6%%& e ?oﬁr% Ref e %ngﬁgg’, Egreedgr?%%%eéfl in this order.
The selecigd pattern elenentaarpLnierekrsing adeyeealdidifp okthadia. Dyhsaguemkiwo numerals
of the one-time password 192 are entered using the keyboard 196 or the like without being based on
the preseRtHSANSAEEH DOMSRHHOSAhe sTmENS PASYRTE- ISR RiHtgE\ itibg ﬁlmé(m%%rresponding
to the two,gumeral the. A "92" "o9" sequenily arrapged in this
order wirest s e B e A Bl e B IPY  mdded to
the némerale-Ghdepoiingal ditedtdtipnt rdabBéthentdegtondénputuetiad afviheronertine paksword 192 is
entered by selecting oneg{ithe pattern elements of the presentation 10 pattern 191 at a specific
position. A8 FAFBEIEPBhE Hme’pads e e gipﬁﬁﬁﬂ{a% YIS one
numeral of,thg,nezime proswaithd SRierad aWRichHis AR mesalindicative,af the Ragliian:ef the lastly

selected pattern element, is subsequently arranged, and the one-time-password derivation rule 102b is
terminatethinttivaerahi8fadesating reddivet tinmaitpaSebherdudetilastiong ulen@2bohty bectnfigured 15

such that an end uniqyel fining a.terminati oint thereof, such as a numeral "00", is added
o il oA o A e e e T T S et SRR BESHBGT cromih

[0026] (PakesnnSEEdaY alupgczid hesadiern seadhyalue hdoiscatapipskio b Wansiounadiaccording to
a given transformation rule so as to uniquely specify a plurality of pattern elements to be comprised in

a single piggéﬁ%ﬁéwg%ﬁi@m@?@ IpeopaEreRd v%ﬂ@@?rsglﬁmﬁwéde%té%ﬁih%@béﬁ range
according,to,g,giyen generaiendulendn ierresert ipveniion. hapalern.aead walie 183 has a key

r
feature in that it is combined with 25additional information as a second gactor, before being subjected
to a givenstizmesioinilztiorrghel jamtahteoagplimatitg ssfpadtdrariettime métd03b cotemprisettdnia single

resenaigs el .o el sl e it o oy aprepeniaen pefem 1o, e
prespntatigRipatiern 194d. foweveiuHlin@affiife termination point thereof, such as a numeral
"00", is added to a tail end thereof, or a numerical value indicating the entire length
thereof is associated therewith.
[0029]
(Pattern Seed Value)

20 The pattern seed value 183 is adapted to be transformed according to a given
transformation rule so as to uniquely specify a plurality of pattern elements to be
comprised in a single présentation pattern 191. The pattern seed value 183 itself is
generated In a given range according to a given generation rule. In the present
invention, the pattern seed value 183 has a key feature in that it is combined with

25 additional information as a second factor, before being subjected to a given
transformation rule to create a plurality of pattern elements to be comprised in a single
presentation pattern 191, as described in detail later. In order to display a presentation
pattern 191, the off-line two-factor authentication client 151 is required to store therein
information for creating the presentation pattern 191. However, if the off-line

30 two-factor authentication client 151 is configured to store a pattern element sequence
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30two-factor authentication client 151 is configured to store a pattern element sequence 190 for
forming the presentation pattern 191 in its raw or untransformed form, the pattern element sequence
190 is likely to be figured out by a malicious third party through analysis of the off-line two-factor
authentication client 151, and thereby the presentation pattern 191 is likely to be figured out. This is

undesirablg interms of 5 security. As.measures inst.this risk, it is,contemplated to ayoid storing
the patters S een SanR e Lo L T o e B R S R can
perform apihentieiinmonbyifdine preseistétory pattes nfikdield crediethandidirpiayhild[p@a9] The pattern
seed value 183 is intended to solve the above contradictory 10 requirements, and adapted to uniquely

specify a Presghanalypatdrihe oifolng dnerBeint Bibjatsion wkeghéhliandiderehiorbiule, ie., itis
information. wiiehisneridanteq! 10 Aaiesnelemeaal sRauensss R0 a6 oi-ing huasfagtor

authentication client 151, a pattern elemient sequéence 190 itself Is not stored, but a pattern seed value
183 i§ stosechiisteads Thespthe agffiinethascefdctoriautnentiphktion cliembtistasrkbthperatsie to subject

the stored pattern seed valye 183 to a given transformation rule to create the presentation pattern 191.
For examBIETHIS SONE LIz (HEE Rt SR A OF A S G Dl on rule. As

above, thepasteinsaesvalim L85/ 5 uses i RIBNERhIRIATD Pliadkatieln nhgaquence 190 itself,
so that security is enhanced. 20[0031] In the present invention, in advance of creating a plurality of

pattern eléPRdfls to be comprised in a single presentation pattern 191, the pattern seed value 183 is

combined Withﬁldditiotltﬁm infgr ation a Segon fagtar, .in accordance with ac%iv n fransformation
T See ﬂ& f
rule. As the seco%dpfaacqfor, a cilper}ftéell e1 ?c 0 thlé1 8 -ﬁne t(\)/vos-?a\(r: or % guﬁgntlcgﬁﬂgn@?er?{t 151 to be

acquibed whgnrdisestdyatike sdgquestioguisqudl ugedifin ihiseraetvfaphoipossessiing afmdevice capable
of outputting a client ID 102c serves as an additional condition for verification during authentication, so

that securi§!38 SHRsAE M S¥ERifRO e R BHE sbed YaldugaatimpighotMkiuely specify
a plurality;gf paUe QlemeRiSRRecARpERed I9@® SINPIRPIEERRIIE-RRISG D10 {BABgombination

with the client ID 102c. As a result, the presentation pattern 191 is
client 151, a pattern element sequence 190 itself is not stored, but a pattern seed value

183 is stored instead. Then, the off-line two-factor authentication client 151 is
I5  operable to subject the stored pattern seed value 183 to a given transformation rule to
create the presentation pattern 191. TFor example, 1t is contemplated to use a hash
function algorithm as the given transformation rule.  As above, the pattern seed value
183 is used to prevent storage of a pattern element sequence 190 itself, so that security
is enhanced.
20 [0031]

In the present invention, in advance of creating a plurality of pattern elements to be
comprised in a single presentation pattern 191, the pattern seed value 183 is combined
with additional information as a second factor, in accordance with a given
transformation rule. As the second factor, a client ID 102¢ of the off-line two-factor

25  authentication client 151 o be acquired when used by the requesting user is used. In
this case, a fact of possessing a device capable of outputting a client ID 102¢ serves as
an additional condition for verification during authentication, so that security is
enhanced. More specifically, the pattern seed value 183 is adapted to uniquely specify
a plurality of pattern elements to be comprised in a single presentation pattern 191, in

30  combination with the client ID 102c. As a result, the presentation pattern [91 is
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created while incorporating not only information about the pattern seed value 183 but also the client ID
102c, so that it becomes possible to verify whether a one-time password 192 is entered based on a
presentation pattern 191 created using a proper client ID 102c. In the present invention, information
about the client ID 102c is 5 incorporated in a presentation pattern 191 by scrambling the presentation

pattern 191 usig%i client ID 102c ofttheloff-l' e I&go-{a tor taﬁiheng[cationecc‘lli%ﬁl %ﬁjg %one-time
password ‘185 Sl GOAROAHNG R BB R e s R B PR Ful& L 8B of the
requestingysahdacthgpresantaiion paiiern bRdoaeatpskiiieabayermanieeieAs aevgnin the present
_invention, a one-time password 192 includes 10 information which determines the success or failure of

authenticaemisadetd drivwateaedobssedriest ﬁa@_f@ﬁ%ﬁ%@ém@ﬁﬂﬁ@ dRb-arAshEsWBIY POPTE entered
based on 3'%59&% f@ﬁ%&?'m?ﬁpt%%?’l é%nqeﬁ‘,\(%ﬂﬁ%{ “ﬁﬁfé';%qu - B%7 PROPAIAFSH 3iha pecond factor

of whethe¥ the one-time passwor is entered from an off-line two-factor authentication client 151
having a ropgiochiedt iDalpeehratinopaessed Dy byesprapblingsehe ThisdiGativakpstitnossible to

perform two-factor authentication, which pro%/é(?,es drastically enhanced s_ecuf%%y. [0032] The present

invention RH8% 18 FigRtrdih 1Rt @dstite S MSHSNALOR BURTHAHON 2L tHe second
factor, the, Gl lD 2 disel] 8 nat VERliRdiuEng WSSO Aulhaplicalion ThismAgs hal, even if the

verification code for authentication is leaked, it does not lead to leakage of the client ID. More
specificallfevasivif this Veakicdtiba woplestorsuttie mitripressialeadpatisrim Pbssisted anittier a

presentatr%?jn attern and %ggg-time- ssword erivatt)on rule sg.that it becow?%zpl%g% le to eliminate
a

. . ¢ Manpcr. ove, I ¢ preseni mvention, a pne-time passwo, S .
a risk of ifTerence of a propef oneztime password 10 obta strong secutity:. As above. 25 the client ID

102¢@s thefsaaanehiactorcas:benaddethasecsesond allthentcatidnfacalonvibhaid eausing a risk of
leakage of the client ID 102c. [0033] Further, in the operation of creatini}ra presentation pattern 191,
a plurality/@¢igAsea Brséifastorsd pereshe g eRf e MGl B3 dt SGERA SRTRYIIS TREWE pattern

seed sovale. 43 Wil speaiea plialhre RABCIL Clamei iRne CTIRHSECIB A RERRNtion pattem
191, in combination with the plurality of types of client IDs 102c.As long as
whether the one-time password 192 is entered from an off-line two-factor authentication
client 151 having a proper client ID 102¢, i.e., possessed by the proper user. This
15  makes it possible to perform two-factor authentication, which provides drastically
enhanced security.
[0032]
The present invention has a key feature in that, despite the authentication using a
client ID 102c¢ as the second factor, the client ID 102c¢ itself is not verified dﬁring user
20  authentication. This means that, even if the verification code for authentication is
feaked, it does not lead to leakage of the client ID. More specifically, even if the
verification code for authentication is leaked, it is impossible to infer a presentation
pattern and a one-time-password derivation rule, so that it becomes possible to eliminate
a risk of inference of a proper one-time password to obtain strong security.  As above,
25  the client ID 102c¢ as the second factor can be added as a second authentication factor,
without causing a risk of leakage of the client ID 102c.
[0033]
Further, in the operation of creating a presentation pattern 191, a plurality of types
of client IDs (client ID group) 102¢ may be used together.  In this case, a pattern seed

30  value 183 will specify a plurality of pattern elements to be comprised in a presentation
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the plurality of types of client IDs 102c originate from different sources, respectively, even though they
are associated with a common off-line two-factor authentication client 151, the number of
authentication factors can be substantially increased up to three or 5more so as to obtain stronger
security. [0034] Itis also effective that, in the operation of creating a presentation pattern 191, other

information is addjtionally used to further.scr mql the presentation pattern 191. For example, as such
other infolfiaT n?bltéismp%s%% WHR S ?Jhse i it ‘g%gffﬁpt Slsoggggfl%ﬁ%?é%ﬁan féseia%ﬁﬁe 183 will
uniquely spegifiraipiusaligped patasncipNets erhemeamsised i@ gingle e seniationpattern 191, in
combination with the user ID 102a and the client ID 102c. The user ID 102a is information originating

from a usév,eaﬁmﬁé%éwiﬁ!@a&ﬁﬁ@%@%a@hwa@wa_%@@_gﬁﬁg@@mﬁButb@#@aﬁipﬁhé}@agg in the
number of aythentigation facors. tBXY%%e%@#g'%aﬂé’@u%%ﬁ%&%’ﬁe};%%e'l%%]doﬁftﬁaﬁ%%9'“O”a”y

required to create a presentation pattern 1 m a pattern see ecomes more
difficdit tornfey thapresbriatonpaitannikdy. from a one-time password 192. Therefore, security can be
further enhanced by additionally using the user ID 102a to create a presentation pattern 191. [0035]
20Typica|[>9,0§ﬂattern seed value 183 is a numerical value generated in accordance with a

random-numbey igenerafion; A@HInM d.TaflaMiRin rakend@ngredasinadh phite aodoppumber
generation algorithm, the pattern seed value 183 may be generated in accordance with any other
suitable rufddongeneiatiddidonatyevisdl (alethvitierahdlgives prasgeiatohpagarcddht-uposr

B RSS2, (3] SIS, AR 0h 23R 2 A YEe 19,05 10,8 e it
value. [oo?éﬁ fe2time Passwor X GneRime passwor 187 isa Single-lise password to be
created/epigred hydhevagiasing Useniliielygipanperatiaalal applyingra aerdime-passvord

derivation rule
comprised in a single presentation pattern 191, in corbination with the user ID 102a
and the client 1D 102¢c. The user ID 102a is information originating from a user, and
thereby it cannot be said that such a processing contributes to an increase in the number
of authentication factors. However, a calculation using the wuwser ID 102a is

15  additionally required to create a presentation pattern 191 from a pattern seed value 183,
so that it becomes more difficult to infer the presentation pattern 191 from a one-time
password 192. Therefore, security can be further enhanced by additionally using the
user ID 102a to create a presentation pattern 191.

[0035]

20 Typically, a pattern seed value 183 is a numerical value generated in accordance
with a random-number generation algorithm to fall within a given range. Instead of
the random-number generation algorithm, the pattern seed value 183 may be generated
in accordance with any other suitable rule for generating a numerical value within the
given range, such as a count-up or count-down operation for sequentially adding or

25  subtracting a given value to or from a given initial value.

[0036]

(One-Time Password)

A one-time password 192 1s a single-use password to be created/entered by the
requesting user, through an operation of applying a one-time-password derivation rule

30 102b of the requesting user to a presentation pattern 191. FIG. 8 is a conceptual
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30102b of the requesting user to a presentation pattern 191. FIG. 8'is a conceptual diagram
illustrating a process of entering a one-time password in the matrix authentication scheme. The
requesting user sequentially extracts certain numerals presented at given positions on a matrix while
applying the one-time-password derivation rule 102b to the presentation pattern 191, to create a

one-time paseuord 192 and,enters (he gne.time passuord 192 into e pfing o factor
authentication cfilen% i { BnB hRE passwor 192 may be enté’recﬁ, inc udlng a fixed numeral
without beingidiasedian tbecpteserntaiasdpatien 18 Inqtharnrds:adsedepaasworderary be
included in the one-time password. The arrowed lines and circles each indicated by the dashed line in

FIG. 13 defrsetprtht & oBaimBOSHEEW 0P8 HasBAER (R e SERtNIN TS pRitftintaRIsEMidred from a
keyboard ill in F "2504" i qd Page resentatl t 191.

Subseque%le%g‘,}d%%& %éﬁgr?t@%éb a@%%éﬁeds %%??g%%?sﬁv%?\{out 6e§n§i?a%t§d8 g%\ they&%gs%pr#gig%rpbattern 191,
and then disentenhd basetherptserpnebéhlation petielilib@ltvAstacresaltt H2BR4AA60 ciseentered as a

one-time password 192. 15[0037] (Verification Code) A verjfication code 193 is data for verifying
propriety ¢P4n eﬁ@r@ﬂeé?fé‘ﬁiﬁ?ésﬁ'ﬁgﬁggdlf%.%ﬁ BiFEIHly BEe & ﬁeéjeo’ai‘é@efég‘%‘?@%%ated by

applying %Hﬁ(g'%@@dﬂﬁ%%&%fb%@fﬁpﬁa&ﬂﬁl1@215 of AdeRpeRiiag, Ysetde F@Wﬁﬁﬂfe of pattern
20 elements (certain pattern elements at specific positions) included in a plurality of presentation
patterns 1ig¢lededtéd hasetdimhesiralidy ofbatesravseddined wad T83lssoraehinndicaditliivie two-factor

authentication et 154 andsublegting [esRecive ARAMEL. (7S, (0. angnax.lunglin algorithm,
i.e., hashing the respective obtained results, so as to prevent inverse operation: In other words, each
of theyverifigadion 25 sadesd®B dsncidaigd iy J96jecting)lic@aontmBiGiunctiso4ldosineed value
identical to that of a proper one-time password 192 created as a result of applying a proper

one-time-PAE B ARG RGERIBH RN AEPB Abociatbeeditndreddedting ersdrad B pioperptsentation
pattern 191, Jus,dhe ellisairmedes hadArpateatad in tha samenunbaf.Asithalaf greatable or

displayable presentation patterns 191, and pre-stored in 30the off-line two-factor authentication client
151. Duringeysescanizhentizdtion 1A the foff:lheutivo X3043P Ltk enticedion chenttisd pasvalud obtained by
subjectin entered one-time password 192 to the same one-way function algorithm as that used for
creating t erification codes 193 is compared with one of the verification codes 191 corresponding to
a presenteghprgsentation pattern 191 to verify propriety of the entered

{Verification Code)
A verification code 193 is data for verifying propriety of an entered one-time
password 192. A plurality of verification codes 191 are created by applying a
one-time-password derivation rule 102b of a requesting user {0 respective sets of pattern
20 elements {certain pattern elements at specific positions) included in a plurality of
presentation patterns 191 created based on the plurality of pattern seed values 183
stored in the off-line two-factor authentication client 151, and subjecting respective
obtained results to a one-way function algorithm, ie., hashing the respective obtained
results, so as to prevent inverse operation. In other words, each of the verification
25  codes 193 is created by subjecting, to a one-way function algorithm, a value identical to
that of a proper one-time password 192 created as a result of applying a proper
one-time-password derivation rule 102b associated with a requesting user to a proper
presentation pattern 191. Thus, the verification codes 193 are created in the same
number as that of creatable or displayable presentation patterns 191, and pre-stored in

30  the off-line two-factor authentication client 151. During user authentication in the
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5.0ne-time password 192. It is understood that, even if the verification code is not hashed, propriety of
the entered one-time password 192 can be verified. In this case, the non-hashed verification code is
identical to a proper one-time password 192. This causes a problem that, if such a verification code is
leaked together with a client ID through analysis of the client PC by a malicious third party, a plurality

of pairs of g_.10 presentation pattern 191 and a proper ane-time. word 192 are likely tq be known,
a2 o B R T RO R G55 L A bS8l AR ) BEGaR BUTHY contrast. the
hashed veyifiationsadeAPBomakes tdmpessivie taufiesa alldheRrapenoedime aaaswerd 192
based thereon. Thus, even if the client PC is analyzed by a malicious third party, the

one-time-Passwofgdenvatislesul® 0Bb cesnagsedswotd 2Bwilbheber vaidegten [0088] (Ghe-Way

Function and Hash Funtctlgn o egtrég term "o%e-wa funq(?gn" means a func 'O”fRﬁ%Véq{E% he following

relation: a?&%eﬁgﬂngﬁnguf)put value co rlgssgrgﬁ Pr?gpt%{tgrger i%".n"p‘?ﬁ VAIURCER Be easdy calculated, 20

the odginahinpuie/ahisviebrily calcukaiadidromothetautput naifiehd Rerigichlichaskifunction” means a
function having a one-way encryption property as a basic feature of a one-way function, and a collision
resistancd2SBed o FENHIFE (RELDR SAtEHSEiABFHPIG RARENAEE 52prBpABIPthalBUltCHsues become

identical tg,ea6h GINRLISSHEETRY IO Reasialy: (56 PATIIUNRIGHCIRRISR AHTYA Valygs in a

constant range, regardless of an 25 input value. The term "one-way function" is a concept including
the hash ferustion, proditve tee-wasuflneticnibedithe dvdshisuleskion Taetber usill ndpptodinately the

same manner. In cases where a high cgllision resjstance is required due tq.a relatively wide range of
input va|u&f‘?‘&‘1§gd%‘§§§§r“e?§ [&‘i’lﬁ%‘hﬂ‘?ﬂ&%ﬂ%‘%ﬁé% s%ﬂﬁh@eﬁ%%%lﬁ?o?@ﬁs [ \gaapparent that
the hash fuastiankanfassetin place gbihe enemay RRfwnatipngtheoneava fupgtierwmay be used

in place of the hash function. [0039] [User Authentication Process of the Present Invention] ~ With
reference atAe B i gRASTEOR sl isiongafeal RRBrschRass wpstein liodydecer diaures one

embodimefﬂtc%fn@%&) r&%e%éﬂé{& r@&ﬂ?@g[ﬁ&? %ea%criggdmﬁcg’s %‘tﬁn%ossible to figure out the
proper one-time password 192 based thereon. Thus, even if the client PC is analyzed
by a malicious third party, the one-time-password derivation rule 102b as a password
15 will never be leaked.
[0038]
(One-Way Function and Hash Function)
The term "one-way function" means a function providing the following relation:
although an output value corresponding to a certain input value can be easily calculated,
20  the original input value is hardly calculated from the output value. The term "hash
function" means a function having a one-way encryption property as a basic feature of a
one-way function, and a collision resistance, i.e., a feature that, if an original input value
varies, a probability that output values become identical to each other is extremely low.
Generally, the hash function creates output values in a constant range, regardless of an
25 input value. The term "one-way function" is a concept including the hash function,
and the one-way function and the hash function can be used in approximately the same
manner. In cases where a high collision resistance is required due to a relatively wide
range of input value, it is desirable to use the hash function. In the present invention,
although it is apparent that the hash function can be used in place of the one-way

30  function, the one-way function may be used in place of the hash function.
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5 block diagram illustrating a hardware configuration thereof, and FIG. 2 is a block diagram illustrating
a functional configuration thereof FIGS. 3 and 4 are flowcharts illustrating an operation thereof. Firstly,
an outline of a user authentication process of the present invention will be described below. The user
authentication process according to this embodiment is based on the aforementioned matrix
authenti(;@)trb%ré 0 scheme which is one type of challenge/response authentication schemes. In the
user aut tion process of the present invention, a one-time-password derivation rule 102b is used

asa passworail@g‘ea NEBleSHBIRRIN P dthe bliGRiPRsih SRR @IGNNer that a plurality of pattern elements
are arranged In a given pattern format and presented as a presentation pattern 191 to the user in an

off-line two-fat¥dthatrfresnieatio niaticdie ¥5azs1 ShenbMordastos- tisrs- pHEENOrat WerivEiem rif 102b is
applied tq certain ones, of I PaleN %'F{Hé?g%é%t' ‘ff?x‘?e%{bﬂ‘%gf %.%eﬁ‘éé"ct}??%ﬁ.attﬁfﬂ.l? 18} specific
positions, SO as 1o create a one-tme passwor 2, In any embodiment of the present invention.
[0048] AnbRffllinkagriheilicatistngup deitisene cdtficapaiate shtoqu -gehdiifie 2 usabityaf 20 pattern
seed values 183 which is information necesgary for the off-line two-fgctor authentication client 151 to

create thdBEEABASFIRR G AHSEARrh SPTiBLAtR e biseF 17 the Gidided 98GR S uthentication
client 151, a0 tansmit ibepaitarerssed ¥algs 4830iHae.of-llos tuentaeion sHthrRisatien client 151
so as to allow them to be pre-stored in the off-line two-factor authentication client 151. The off-line
two-factott25 pashentiositionoslientl 3t ofrseatessitdelequire BheliamerDantRot TH© présesrstion pattern
L I e O o AL iR e hpaie sped aliss Bt angiieacqnledaalignt 1D 102c. A
plurality SHGRFHIEALSh 'CEu &L 193858 Ts&E Tor ve?'ﬁying‘ Whether a-one- ime passwor 192 entered
intojifre offinadwardacter aldhepdication dignitbloiserapaenatatye-srpaied. in lihehefiine
authentication support server 101 by applying a 30one-time-password derivation rule 102b as a
passwordrehemieRin PraspecHldhp BsFRAIBICPHAB TS AL HBISNRASIIONS LB SPfattern
element seauqnGRS 190 based BRtBR JGspeaie Rl aRe R NAIHeR Aadanthiigacuirgd client ID
and subjecting respective obtained results to a one-way function algorithm. Then, the created
verificatigriralinsdiy3deentrdasmitied toathmpfit line tgivela gt cawtientic atidpsesehignt 452 via a
network or a recordin medii{& an%stored.in the f;.—lin? twq-factor %Jthenticatio. cltielrgt1151. [0041]
The off-liRE TSI P A tTe A cdti oA HER TSTO%% Hied ¥ S8Rt BRRBHS IR Bf creatable

preggntatinn PRUGIESiALy A0H cigRlayHie selactebBrRSGIFBOR certain ones of the pattern

elements included in the presentation pattern 191 at specific positions, so as to create a

one-time password 192, in any embodiment of the present invention.
[0040]
An off-line authentication support server 101 operates to pre-generate a plurality of
20 pattern seed values 183 which is information necessary for the off-line two-factor
authentication client 151 to create the presentation pattern 191 to be presented to the
user in the off-line two-factor authentication client 151, and transmit the pattern seed
values 183 to the off-line two-factor authentication client 151 so as to allow them to be
pre-stored in the off-line two-factor authentication client 151. The off-line two-factor
25  authentication client 151 eperates to acquire a client ID 102¢c. The presentation pattern
191 is created based on one of the stored pattern seed values 183 and the acquired client
ID 102¢c. A plurality of verification codes 193 each used for verifying whether a
one-time password 192 entered into the off-line two-factor authentication client 151 is
proper, are pre-created in the off-line authentication support server 101 by applying a

30  one-time-password derivation rule 102b as a password of the user to respective
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10 pattern 191. The user applies his/her one-time-password derivation rule 102b to the displayed
presentation pattern 191 to create a one-time password 192, and enters the one-time password 192.
The off-line two-factor authentication client 151 operates to compare a result of subjecting the entered
one-time password 192 to the same one-way function algorithm as that used for creating the

verification codes 193, with a 15 corresponding one of the verification codes 193, wherein, if they are
identical tafsw@taﬁ%ewﬁra&é]?ﬁnﬁ%yﬁ%ﬁ% &s@Pﬁ*&%ﬁfceéysgmms{ﬁ@ﬁmﬁ?@a%& &§8rates to start

a given opgERlOBLN ke BYSRE SyssessT aUthartication A04BL [HasduwareGanfligoratian of Off-line
Two-Factor User Authentication System 100] 20 A configuration of the off-line two-factor user
authenticatibjedyegerssno0ivid| Guatestibadtbdiow. Referingodtie. algemrtiof-linghevo-thetor user

authenticatio stem 100 gen raI{ omprises the Ef-l' e authenticati uEp t server 101 and the
Sluraity of ST RO O B 1S TP o oo e e i REPeEoine

authenticatienr SLIIPEHE sefvard@loinglusiesding MddiOha sadRAMeIOMIR 28 bierage-drvige 101c, a
user interface (user I/F) 101d, and an external/network interface (external/network I/F) 101e, which are
connecte ¥ EHERRRSHIGH A us. The storage device 101c has a storage area which stores an OS
101c1 anfo@mer-authentication support application 101c2 and includes a password storage section
102 in a storage area thereof. The password storage section 102 stores user IDs 102a,
one-time-passtitercd30teriviatintartde s dbfiRintarndictiectidDs 1D2ayriaratssotiatetbeelationoflith each other

on a user-py-user hasis. The off-line two-factor authentication client 151 inclydes a CPU 151a, a RAM
Ta1b, B ST G ETETIE PiRE AL TRel | T TR R A NS REB Porione

(extenaUpgtwarkdil) Inte.whighae eenacted-iorashalien israd s The stonage grvice 151c

stores an OS 151cl in the storage area 5 thereof, and includes a verification data storage section 261
in the stordigelasied prrsrasttre@S 5101 inctieds a vepifivataariwaterfedtidstidonifesiBec, a

seed-value selection/patt ation J verification-code.determination/authentication
module 1§fg4m3%(§) %S%%Eé%%%%C%g:ﬁgﬁ{r%%oﬁ%eﬁ%?ggﬁ %éal{\%i:tl %é]atclqé%%(:}lg re é&%%ts rlé?odule 151c2
stores a plotaptyeod patiérofsedibvihesd 88td@dockaipiunadisyvairdel it adioire cadesoh®3vashe plurality of
pattern seed values 183 and the %;&ralit of verification g?c%des 193 will hereinafter be referred to

collectivel§ S I rHEAHTH A {op Ytshdpr creatpg SfLIiNE HRAEMicERdT slipboft EBnfer 101 is a
componenhpspEsERAtAY dDhecessan datadasallowingdha Offding wesfactanautheptication client

151 to perform
another, it determines that the user is successfully authenticated, and operates to start a
given operation in the event of successful authentication.
[0042]
[Hardware Configuration of Off-line Two-Factor User Authentication System [00]
20 A configuration of the off-line two-factor user authentication system 100 will be
described below. Referrmg to FIG. 1, the off-line two-factor user authentication
system 100 generally comprises the off-line authentication support server 101 and the
plurality of clients each serving as the off-line two-factor authentication client 151.
The off-line authentication support server 101 includes a CPU 101a, a RAM 101b, a
25  storage device 101c, a user interface (user I/F) 101d, and an external/network interface
(external/network I/F) 101e, which are connected to each other via a bus. The storage
device 101c has a storage area which stores an OS 10lcl and a user-authentication
support application 101¢2 and includes a password storage section 102 i a storage area

thereof The password storage section 102 stores user IDs 102a, one-time-password

30  derivation rules 102b and client IDs 102¢, in associated relation with each other on a
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off-line two-factor user authentication. For example, the off-line authentication support server 101 is
configured as a server computer having the OS 101c1 and the user-authentication support application-
101c2 installed thereon. The CPU 10la is a processor operable to execute the user-authentication
support application 101c2, etc., on 20 the OS 101c1 so as to perform information processing for
supporting user authentication inggf off-line two-factor authenticatjon client, The RAM 101b is a

memory fBPSEFBYilRGG 2Eitem RF IR G I0RF IS AN R SHBRE SedrdRdugsistdlc to be read
thereon apshq worlagea s PAUH SLAIENNAESRSISOTINA is @XBRUISEDY 19 GBI iaaThe siorage

device 101c is adapted to store/manage information, such 25 as software and data, and typically
configuredxasreafiaethdisk divdaderééastatiyl/ tetwstdrdde dévice Whith stoyewanfilgedf foragrams of the OS

101cl and the user-authentication suppert application 101c2, glte e.pragrams will be read on the
RAM 101884 Ghcblet A for (S nGUrine i e DS 161 ard e [araciFhtcHén suppor

applisatiop Qa2 atlieistRrdge.0figR A RICana)khreago ceriign eyl as sREdDdagtosirg theeythereon. In

this case, the ROM serves as a firmware in cooperation with a program execution element, such as

the CPU Tiita Cfhel dbel 1ipciusiey i@ opeifbiion-sdabiy Bausth Bompaybutpit fonere-saler
theretlu-ousjqulct té{pép@lly coggp;ﬂﬁgg of: k.?@/oi(igigt devig:ge_1 c?y’ch as a keybgajiﬂ cja?xgﬁ?f: goftware
[ ordi 0

keyboard; output device, such as a display, splaying information on a 5 screen; and a hardware
1/F betweknetheieipirpuheawes@ancikialoutpitdevide. Astindkeyhoaitdd6ioitidepbsikible to use any

suitable type capable. of entering therethrqugh a plurality of pattern elements foy forming a one-time
password){,[pkéﬁEﬁrﬁcatWWQW&%%mgﬁgsgﬁé)rﬁt?ﬂW I?e@/%%hﬁf el IY@{H? is designed

to aggept ey It e & MAnRel @ite display rymielsief & kaubartdan asisniay seeen, and 10
allow a user to select the symbol corresponding to a desired key, using a pointing device, such as a

touch pariék @lmeli vetidickt isal| cTHes eddérialinkeugt - boTe al @dprivected to a
h partet @lmelise of eetificktisall cThes el rvdlinkeigoradier bo refisradaistaw Hedbed d
storage device% S i%% %%aa 1lé§B memory or a floppy(r) disk drive, or a network so as to allow

information 1o ba INnput/output from/to the storage device or the network. 15[0044] The OS 101cl and

the user-gogagntication support application 101c2 may be combined together in the form of an
integrated program. For example, the OS 101c1 may include the functions of the user-authentication

support applicAlSrP 1o Aethenbrating (Lmeatiehiriatioh SuppstRppichdBh BE1ESIHS be
incofporateddi, 20 apother.apRigatian Jresh-okibe S andiheianplication mwﬂaeg@%%d into a

plurality of programs. [0045]  The off-line authentication support server 101 may be connected to or
may not befebnnecredotohevstlinsthwetfation authentisatiemclidh 1531w asnthonsidatias long as it

support server 101 is configured as a server computer having the OS 101cl and the
user-authentication support application 101c2 installed thereon. The CPU 10la is a
processor operable to execute the user-authentication support application 101e2, etc., on
20 the OS 10lcl so as to perform information processing for supporting user
authentication in the off-line two-factor authentication client. The RAM 101b is a
memory for providing a memory space allowing software stored on the storage device
101c¢ to be read thereon and a work area required when the read software is executed by
the CPU 10la. The storage device 101c is adapted to store/manage information, such
25  as software and data, and typically configured as a hard disk drive. Preferably, the
| storage device 10lc stores a file of programs of the OS 10lcl and the
user-authentication support application 101c2, and these programs will be read on the
RAM 101b and executed. As for the programs of the OS 10lcl and the
user-authentication support application 101c2, the storage device 10ic may be

30 configured as a ROM storing them thereon. In this case, the ROM serves as a
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25 can transmit the verification data 194 to the off-line two-factor authentication client 151 in some
way. Preferably, the off-line authentication support server 101 is configured to be connectable to the
off-line two-factor authentication client 151 via a network, wherein it pre-transmits the verification data
194 to the off-line two-factor authentication client 151 in the online state. Preferably, the network is the
Internet or_30an intranet operable in accordance with a TCP/IP-based %'rotocol. When the off-line

two-factor SEHEH Bt RFAHCRSY 1 AnRFREHE: SHEHIeR SERbnsidightWitdowsPi®s, the

network mﬁiébﬁs@_rW??d‘?Wﬁﬁ);Q%@Jﬁb&e%oﬁﬂgﬁe@%? 19 %q%%%%t ith goLPRYIR-Rased protocol.
Although the OS in this specification is described by taking a Windows(r) OS as an example, any other

suitable OB¢istivieeghiad OB inem@isrdsol kigyrinprayetss bucses apedslard iPéases where the
off-line auya r\%ggat'on gg#gpgu%e{‘g%;e‘lzgl issucc%ngse%t%gst?athe off- i?el gwg-fai%g; na}g%p)en{t)i{l:ation client
151 via a ne worE, e Of-1he eimication support’s er f?)rl IS ?pr(]:a%y |sposecPon the network,

such gs thederaed emarilaihransiveseivelas mpvebessetyenfomprovigindvasdicatignidata 194 for
user authentication, to the off-line two-factor authentication client 151 accessing via the network. In

this case, ferbpredelabidt s pamdblit ihBSFHMCIIGRP s sanabise SFtrang BissriBP velifentication
client 1518&%%6%6 ! 85&'%9&&%&&“&%&“?&4%{%05 C&%ﬂﬁﬁ{@%&&%ﬁaﬂfk%éwogéagt%%%%&e“ma“o”

client 151to a network with 15the off-life authentication support server 101. [0047]
Preferablykdppeelspo aseateldod) dmlof ¢heoeftilind twodfiatae duthientidat alefiend 16 beeeprdgrsam for

executing the user aythentication process of the present invention is activated to display a logon
thenticATBH <er ST b ATGENE o G A SEPRS Gefilct SGBRETHA8bit 85 2 SRR 4R logon to a

compgyiter i, this GRse, e sPestivRelagabauthentigatians inuthe @niiee &Y, offdine stptesiaan be
performed in a seamless manner. Further, during a network logon authentication for the off-line

two-factor%fih@rﬁi@éitmhl@]}?’a fegoBst fUr%?@&hdﬁ%ndTWMﬁ%W@f@ Vétifidkgion data 194
cnbe g e SR ISR S0t o T R 2

HTTPS prgtgch or us, just aftersuccess o ogon authenti e off-line
two-factord@ithentiaatianctiend b5 kcall@equiietkeiventdationpdatathod from'thehoftdinege

authentication support server 101 via a network in a convenient and reliable manner.
device or the network.

15 [0044)

The OS 10lcl and the user-authentication support application 101c2 may be
combined together in the form of an integrated program. For example, the OS 101ct
may include the functions of the user-authentication support application 101c2.
Further, the user-authentication support application 10Ic2 may be incorporated in

20 another application. Each of the OS and the application may be divided into a
plurality of programs.
(0045}
The off-line authentication support server 101 may be connected to or may not be
connected to the off-line two-factor authentication client 151 via a network, as long as it
25 can transmit the verification data 194 to the off-line two-factor authentication client 151
in some way. Preferably, the off-line authentication support server 101 is configured
to be connectable to the off-line two-factor authentication client 151 via a network,
wherein it pre-transmits the verification data 194 to the off-line two-factor
authentication client 151 in the online state. Preferably, the network is the Internet or

30  an intranet operable in accordance with a TCP/IP-based protocol. When the off-line
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[0048] 30The off-line authentication support server 101 may also be configured as a mail server for
transmitting an electric mail including the verification data 194 as an attachment to a user. In this case;
the off-line two-factor authentication client 151 is configured to access a server reserving electric mails
transmitted from the off-line authentication support server 101 to the user, to receive the eclectic mail

and acquirer 5 the verjfication data 194 attached to the electric mail. The data attached tg the electric
mail may %Oﬂ%%'rﬁ}ﬁé%ﬁﬁ‘:?i%‘i& ‘i%%’ft% Bt R H S MBS ‘é@%&éﬁéﬁlﬁfﬁ‘i’h t“FBPi‘ﬁ%talling the

verificatiop glaiRe194-Riefaiape thevelkiing R uthantication skRpR BRI R BlaresyasRective mail

addresses of users of the system. The electric mail-based transmission of the verification data 194 is
effective ihGPeIRbesriwheinsthe Abhgaighttbe§MNidsibnstroas therbemlinalenaiestibsttokiegipport server
101l viaa ]}l\gorks@r ecor_dlng medium is (%IHICUH é’beleto %égﬁngse%gs thtth%}c{)&a user. [0049]

O .as a an €, an Cr |, SUl . T
In cases where the off:lifé duthehtiRatich Support server 107 iS 1ot Connecte & off-fihe two-factor

auth@tica‘jiﬁg@;li@ay &b viewaddetwork, the off-line 15 authentication support server 101 may be
configured to output the verification data 194 to a recording medium, such as a floppy(r) disk or a USB
memory, fﬂpé‘@éh the external/network I/F 101e. In this case, the output data may be the verification

data 194 itselfygr may ‘aﬁué}éi'&é“o?ﬁlﬁiée%?é}lﬁcf&'iﬁ}%ﬁgg&}%@é}m tha veriligatien datagl4. The

recording medium storing the verification data 194 is connected to the 20 off-line two-factor
authenticatibhingliewbafsdton rewthbntive exierhabin il orie | Fribddeskothi oMt thecof: theatiwasbaictor

authentication client 151 tg acquire the verificatjon dgta 194 therefrom. [0050] The above process of
causing tﬁgpé’ﬁ-rltinséﬂa'ﬁlhémiéét oR'E gff%%??fir%%f’o%%’r%gtes g] \?ér 'Eaif&ﬁfa‘a‘té”lg‘ﬂ and causing
the off-ling fywadactar suthenticatinesligbtver for providing verification data 194 for user

authentication, to the off-line two-factor authentication client 151 accessing via the
network. In this case, it is preferable to transmit the verification data 194 to the
off-line two-factor authentication client 151 during a network logon authentication for
connecting the off-line two-factor authentication client 151 to a common network with
15 the off-line authentication support server 101.
[0047]
Preferably, in response to logon of the off-line two-factor authentication client 151,
a program for executing the user authentication process of the present invention is
activated to display a logon authentication screen configured to allow a user to select
20 one of logon to a network and logon to a computer.. In this case, respective logon
authentications in the online and off-line states can be performed in a seamless manner.
Further, during a network logon authentication for the off-line two-factor authentication
client 151, a request for creation and transmission of the verification data 194 can be
transmitted to the off-line anthentication support server 101 using a HTTP protocol, a
25 HTTPS protocol or the like. Thus, just after success of the network logon
authentication, the off-line two-factor authentication client 151 can acquire the
verification data 194 from the off-line authentication support server 101 via a network
in a convenient and reliable manner.
[0048]

30 The off-line authentication support server 101 may also be configured as a mail
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151 to acquire/store the verification data 194 has to be preliminarily performed before a user starts
requesting authentication in the off-line two-factor authentication client 151. [0051] The OS
101cl is an operating system closely related to hardware of the off-line 30authentication support
server 101 and operable to perform fundamental information processing.The user-authentication

support apglicati%n 101c2 is an application softyare which operates_on the OS 101c1 to create a
plurality of PRYfarACSe BAANIEEE 83 e H IRy S venediBnvesdisaticns da dahsitahem to the

off-line twadaskakcndthenticationralignt 4al. (ndheraffilingauthenticationsuppeitsgsves Q1 configured

5 as a Web server, the user-authentication support application 101c2 is typically a Web server
program wHIEF e e APRaStypesatTerRicttion plerjrammun knteandnentdatiomptig rafif ioche called

through a nd is operable to provide the verification data 194 through the Web of the Internet or
an intranetcfi Nt é‘%ﬁﬂflnéuggﬁwﬁeﬁ?ﬁ?g i(\)iﬁI g&"pg‘bert“é”‘éﬁé”r TOT'E8N %ﬁ?ll%f%% ’é‘?’ﬁaarpge&}%lﬂrﬁ]ie

user-alithehticatidic sifpoitapplicationd G103 cistypically armadseecnegsamn whighdncludes a
program for creating the verification data 194 and is operable to provide an electric mail attached with

the verificafiBh Ma¥aPedhs kst atipsr datiot dr tisasrenarie pablsvsranstseayede daonatderis typically a
part of a stprage.area o di ver the. |i d data is-preferably stored on the password
storage section 102 in tégrg{rgt 1§1E g%n?r%te %%i;&ar %’ u%%r ?L@F 16 aggé%%attam%rsﬁlﬁpqoﬁly
identifying eactr Usdr. Amydypsektharactér skijemnceaydse ubateasitenuseMia k02arids

mentioned ahopve, the one-time-password. derivation rule 102b js a rule to be applied to certain pattern
i B

elements iRALTAYH BAprRUE eRich DaHE s gpatatt I9dsinche v adng si@ation Bhugite password,
and isatagenvingasadasewot ofaiseluhbaicliant RIARE is-datadoridentityingthg 20

authentication client 151 when used by a requesting user, and is data to be used in an operation of
creating a [Siosémeaitind et difincebrbiriatorewindadoentmsseed vBdusef0052]  In the off-line
two-factor Fﬁﬁ@ uthentication system 100, the off-line two-factor authentication client 151 is a
component for performing authentication in the off-line

In cases where the off-line authentication support server 101 is not connected to

the off-line two-factor authentication client 151 via a network, the off-line
15 authentication support server 101 may be configured to output the verification data 194
to a recording medium, such as a floppy® disk or a USB memory, through the
external/metwork I/ 101e. In this case, the output data may be the verification data
194 itself or may be a file in an executable format for installing the verification data
194. The recording medium storing the verification data 194 is comnected to the
20 off-line two-factor authentication client 151 through the external/network U/F 101e, to
allow the off-line two-factor authentication client 151 to acquire the verification data
194 therefrom.
[0050]
The above process of causing the off-line authentication support server 101 to
25 create the verification data 194 and causing the off-line two-factor authentication client
I51 to acquire/store the verification data 194 has to be preliminarily performed before a
user starts requesting authentication in the off-line two-factor authentication client 151,
[0051]
The OS 101c¢l is an operating system closely related to hardware of the off-line

30 authentication support server 101 and operable to perform fundamental information
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25 state in response to an authentication request from a user. The off-line two-factor authentication
client 151 is a terminal having the OS 151c1, the verification-data request module 151c2, the
seed-value selection/pattern creation module 151c3, the verification-code determination/
authentication module 151c4 and the client ID acquisition module 151c5, which are installed thereon.
Specifically, the off-lin jOtwo-fact r authentication client 151 is C(zﬂg' red as a PCI-:i a portable phone
o & persBAFEIEAl ad St FTIAS WA Cib UEBLH [ @RPBFSLEsch bhbrAb o BRUGHH e

verificatiogsgaiadepiesmeaieckahe H3he sep e e sehpalionRatiRtfAlQalipvanedyhs 151c3, the
verification-code determination/authentication module 151c4 and the client ID acquisition module

151c5 togfewher piiutalife dSasieatios asdes pétforns Srifoniialism protes sitd ifsr isediithentication.
The RAM 131b is a.memory fQr, praviding a-memory space. allowing software stored.on the storage
device 150 e e L e S by e
CPU il51as hhewsioragerdevicasdbdn isditaptad sipptatelppiivagen rforolaiionpaiatly aswWefiware and
data, and typically configured as a hard disk drive. Preferably, the 10 storage device 151c stores a file

of prograftévsr tAE ey sitieh has\ 2 iREARb R A TRRticet T AURsTREY 05, AR S Wbertigaliny
Se'ectionfgx%tg%mae@éieglﬁaoﬂ%%gé&%&ath&&qg@%ﬁme%%éﬁ&%rmmﬁmamcmn module

151c4 and the client ID acquisition module 151c5, and these programs will be read on the RAM 151b
and exectiesh ghstlior Wb © 6 theS v drteoverificationid ata rdgueltimodulbensitaonhsppdreeed-value

lection/patt ti le 151c3, th ification-code determination/authenticati dul
15104 ande NG chbu ISR RETOL ALl e e oAU BESTUB 0L Oy 458 KON Hurect a5 o

RONstoring dhasrrodtams erapRelndhiscaseh WRIBOMERIVES dg:fifwarekyeaopREation with a
program execution element, such as the CPU 151a. The user I/F 151d is operable to allow data to be

20 input/osEsliesrom/dsa sk e dth PG I P JUg KR tanusleatde, medl (Eached 19l i&bﬁypicauy
compriseqd Qe M ARYCH, HEN ASAKYINARA R Or PrRIRUB HRUBRBILR | dlpvice, such

as a display, for displaying information on a screen; and a hardware 1 tween the key input device
and the oistpygticldiscepdme fextorrmaltnety ofalibrd Bid idradapt ek thidee andniwecie gridfaadthrage device,

such as a USB 25 memory or. a flo r) disk drive, an external device equipped wijth an external
o IR (B A SRR PR 10 A BT R SR TGt X 8 armthoreto.
The aff-ling twerfagtanauthentication dientdal canraagire g clignt §p thareedremuthrexternal

communication interface-equipped external device through the external/network UF 151e. Further, the
off-line twdacksr Birhettichtion 00281 cAn HeeebaprEteborthd e fRNediBatAIHcfon support

server 103 ongh i IBTMAUNEHIUE ARheans AR SIE A e ciamplcpmmunication
interface, I1t'Is possible to use various commurication interface, such as a USB, or a non-contact
communigatientinienfasednchtdprg iBlusdsitdthéryp wirelessatdNoiritareceamnrdnacdtiodaiterface,
Felica(r) and RFID. As the external device toﬁe connected to_5 the off-line two-%aqtor authentication

client 15159 8BossibI@TFNEEh Y SB Hitmon % WirBleS3- i iin Rl ofP S 81 connection,
PC-ggrd conneskianeF¥REeeS SRMHEANNRENIAN  iknle@CSRFdRIICR @8t 8lGR(R8IGRED, a portable

phone, a biologicalauthentication-information (fingerprint, iris, vein or the like) reader, etc. In the case
where theopéidima oieferiog aptesenichivopaient IStompioptonnethadptene sidivdue.

[0052]
In the off-line two-factor user authentication system 100, the off-line two-factor
authentication client 151 is a component for performing authentication in the off-line
25  state in response to an authentication request from a user. The off-line two-factor
authentication client 151 is a terminal having the OS 151cl, the verification-data
request module 151c2, the seed-value selection/pattern creation module 151c3, the
verification-code determination/ authentication module 151c4 and the client ID
acquisition module 151c5, which are installed thereon. Specifically, the off-line

30 two-factor authentication client 151 is configured as a PC, a portable phone or a
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10 authentication support server 101 via a network, the verification-data request module 151c2 is not
essential. [0053] The off-line two-factor authentication client 151 is connected to a client-ID storage
section 172 which stores its own client ID 102c to be acquired when used by the 15 requesting user.
In the present invention, as long as the off-line two-factor authentication client 151 is capable of

acquiring its own.client |D 10%%@ t ngece li have the client-ID storage section 172. Although
the ol 5 ETAGLE LR R 275 AT TGl Qe & RGOS oY PRTIPR S Ao HLEF

authenticatipimichest-dbd, itdguRty aauah ok affdinediefastosaethentiiaatan elienickbl to be 20
capable of acquirlihr%g its own client ID 102c in some way. Thus, such a client-ID storage section 172 is

not includ&¥ ddaidsdetifay Biéientintrene CoRERpAGPte Hheadritinvantidno[bRb4] are the client ID
102c to b%i?e‘iﬂ“ﬁiﬁdaxﬁg?ﬁtf{;‘é‘% B%Hﬂfe_t‘f’?r@c%geaﬂé@e&%a%?é“ 9 g0t 1l I5 yseskiy e requesting

user, it is possible to use information incorporated In a hardware of the off-line two-factor

authehticatifimmlisinh 1jrb(haidy dre-nedateghihéorvation), Hherfztdn Hedodiatednaitbisoffovare of the
off-line two-factor authentication cIienéqlS,l (sof Ware-rel%}ﬁ]d infgrmation), information acquired from

the externBlidie L RMBUEFRETHE SHYRE RONAGSIAERMRRALERN MR A TSS (ieffde
30device-fglatad-infarmadianriolpaicalinfermation abauiths rraqesting.Hsgn asauikadpfrom a

biological-authentication-information reader incorporated in or connected to the off-line two-factor
authenticakfdclidie1 g sliivaralienticadentifoemsitonnene s foOBET met for. e dharware-related

information, it is possible to use, as the client ID 102c, 5 a serial nymber of dware component
such as aseé ,rg C(‘?(?\/ﬂédalgqb\{il lggel @oﬁ?r%k%gr éreélsssaof151 grﬁ#v%%ﬁk%ﬁ%ﬁ%%%%?% sggrelal number of
a hatd diskenthedike:dn His cases thdiklientpldstonagd seetOf 13 2d5, abafiguiRchasadiarage area
for the serial number of the hardware component such as a CPU, a storage area for the MAC address
of the netWRsHERtERRsRdeCArd c% stbfafe dredvp sler denarHEmberaroRe Hadyle 151c3, the

verification-code determination/ authentication module 151c4 and the client [D
acquisition module 151c5, and these programs will be read on the RAM 151b and
executed. As for the OS 15lcl, the verification-data request module 151c2, the
15  seed-value selection/pattern creation module 151c¢3, the verification-code
determination/authentication module 151c4 and the client ID acquisition module 151cS5,
the storage device 101c may be conﬁgured as a ROM storing the programs thereon. In
this case, the ROM serves as a firmware in cooperation with a program execution
element, such as the CPU 151a. The user I/F 151d is operable to allow data to be
20 input/output from/to a user therethrough. Although not illustrated, the user I/F 151d is
typically comprised of key input device, such as a keyboard 196 or a software
keyboard; output device, such as a display, for displaying information on a screen; and a
hardware 1/F between the key input device and the output device.  The
external/network UF 151e is adapted to be connected to a storage device, such as a USB
25  memory or a floppy® disk drive, an external device equipped with an external
communication mterface, or a network, so as to allow information to be input/output
therefronvthereto. The off-line two-factor authentication client 151 can acquire the
client 1D thereof from the external communication interface-equipped external device
through the external/metwork I/F [5le. Further, the off-line two-factor authentication

30  client 151 can be connected to the off-line anthentication support server 101 through the
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10 disk or the like. The hardware-related information may be acquired from a hardware storing it, via
the bus, in such a manner that the hardware is subjected to an appropriate read operation. [0056] As -
for the software-related information, it is possible to use, as the client ID 102c, 15 a QUID (Globally
Unique Identifier) or a product ID or a product key of a Windows(r) OS, an IP address of a TCP/IP

network or the Iilf/e. %n thi}s] f@-‘sel pe client-LD storage slection 172 is configured as a file on a hard disk
(ora storaeé%eg?%an&‘l” the ory%lsﬁioﬁirll y inforéhalion apout e DAL aI?;? lﬁlﬁli‘éfldgaféoélntifier) of the
Windows (& 8.ca fiteipprdusikd idiskd or2istaragpuificafioh MRS, siaingsinfergritien about the
product ID 20 and the product key of the Windows(r) OS, a file on a hard disk (or a storz{ze area on a
memory) BEsHeRPEHi SETIMEFISatIon Anatiease eludine JBey tretir G PHPeketvbAMbr IHEANRE. The
software-related informati . ] the fj dis h [ area on the
momony) S e B R A oo T B Bl e oL e
inforrhatioheit&§-possiblefiotusendrtheatiient liont 02¢, a4 sepaddibimbenad a USB memoyyaa serial
number or a contractor ID or a phone number of a wireless communication data card or a portable

phone, a SEFRIPTRUFABEPSY S BRSBTS bY Wh SRS T AN ddaiise AT B thisEr (serial
number) oL aARelGiGReSYChhae RaligatiliPaREIRO Hhe Hkep!n hisaREp HARLCIIEBsIBLRQAge section
30172 is configured as a storage area for the serial number of the USB memory, a storage area for
the serial auihsbticgicontiernetiiD dfipgmnamutniseronthe Wirdibek wedamn umicationtbakessard or the
portable phpne, a st e area for the serial. number.of 1 luelooth(r) or, wireless LAN-equipped
Covice, = Ses e I B A B ) 5 D SR R o R, o
the like. ThelRxeraa b deyiee-setated formafiaermak bdacgtifiest fsarddhecrexiesnaletiiice storing it,
through the external/network I/F 151e, by transmitting an appropriate read command to the external
device. [Ob\i)]g]?. is not essential.

[0053]

The off-line two-factor authentication client 151 is connected to a client-1D storage
section 172 which stores its own client ID 102¢ to be acquired when used by the
15  requesting user. In the present invention, as long as the off-line two-factor
authentication client 151 is capable of acquiring its own client ID 102c, it is not
necessary to have the client-ID storage section 172,  Although the client-ID storage
section 172 may be located within a housing of the off-line two-factor authentication
client 151, it is only enough for the off-line two-factor authentication client 151 to be
20  capable of acquiring its own client ID 102¢ in some way. Thus, such a client-[D
storage section 172 is not included as an essential element in the concept of the present
invention.
[0054]
As the client ID 102¢ to be acquired when the off-line two-factor authentication
25  client 151 is used by the requesting user, it is possible to use information incorporated
in a hardware of the off-line two-factor authentication client 151 (hardware-related
information), information associated with software of the off-line two-factor
authentication client 151 (software-related information), information acquired from the
external device connected to the off-line two-factor authentication client 151 (external

30  device-related information), biological information about the requesting user acquired
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As for the biological authentication information, it is possible to use, as the client 10 ID 102c, biological
authentication information which outputs by reading a given biological pattern suitable for verification
of identity, such as fingerprint, iris or vein, using a biological-authentication-information reader. In this
case, the client-ID storage section 172 is configured as an information processing means in the
biological-authentication-jinformation.reader during the pperation of reading a iveﬁnﬁf biological
pattern of FHET&qULBHRG LR B OB A CEAC R ORCHYS A Rr O RIS b A et
transformigg BrtivRB- s higiegicshnattenaaf tHe (Reuestingusehie Rislogitatautbetigation
information is equivalent to reading the client ID 102c from the client-ID storage section 172. The
biological @%¥Hdntication information may be acquired from the biological-authentication-information
reader reading,a giysn. A bielodical partem. el e eenesing yser ia e hus (i csegyinere the
biologicalauthéntication-information reader is incorporated in the off-lihe two-factor authéntication
client} or theaitbmalibaetvedrk [ardbhe: (hrepolegicakdautkentiCRlipnaiNpaDatidadaadetdssprovided
outside the off-line two-factor authentication client), by transmitting an appropriate read command to

the 25bio foytieail adeiestiehe BT ARG Feitidy 2B rumbsE e Dend dishan isrdstion-data
request medilg 13162 ribe: geRdrivalis Seleclionipatiery ciaatianmodules Og@al%% \grifigation-code

determination/authentication module 151c4 and the client ID acquisition module 151c5 30may be
partially osentiralyrdembinbel tegbtiaes i thipoforh wichriimagRifed progemrerdoestampieCthe

verification-data request modyle 151c2, the seed-value selection/pattern creation module 151c3, the
verifioatioREGER ALATFRER BRTar Ao ACETHE 15t APl 8 Gh N S Bt mocule
1510% mayifiedniggrated tagrihardAlierrativelyidbexaiay beinsenendent applicationswarsmay be 5
incorporated another application. Further, each of them may be divided into a plurality of programs

[0060] Tiesipgty SiEcthsshyp dpavshmgayaehihabdnpaedatay 6 Hlrenafcto ptheppRifalvo-factor
authenticgtion &i&gﬁ&él and adapted to perform fundamental information

[0056]
As for the software-related information, it is possible to use, as the client ID 102,

15 a GUID (Globally Unique Identifier) or a product ID or a product key of a Windows™
0S8, an IP address of a TCP/IP network or the like. In this case, the client-1D storage
section 172 is configured as a file on a hard disk (or a storage area on a memory) storing
information about the GUID (Globally Unique Identifier) of the Windows® OS, a file
on a hard disk (or a storage area on a memory) storing information about the product 1D

20 and the product key of the Windows™ OS, a file on a hard disk (or a storage area on a
memory) storing setting information about the IP address of the TCP/IP network or the
like. The software-related information may be acquired from the file on the hard disk
{or the storage area on the memory) storing it, using a command of the OS.

[0057]

25 As for the external device-related information, it is possible to use, as the client ID
102c, a serial number of a USB memory, a serial number or a contractor 1D or a phone
number of a wireless communication data card or a portable phone, a serial number of a
BlueTooth® or wireless LAN-equipped device, an ID number (serial number) of an IC
card such as Felica® or RFID, or the like. In this case, the client-ID storage section

30 172 is configured as a storage area for the serial number of the USB memory, a storage
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10 processing and serve as a fundamental program depending on the hardware of the off-line
two-factor authentication client 151. The OS 151c1 may be configured as a firmware having an
architecture similar to a platform. The verification-data request module 151c2 is a program for issuing
a request for creating and transmitting the verification data 194 to the off-line authentication support
server 101, in rgsg)ogse to_.?l_hp Io%lq; of the oﬁ£lin? tyv?rﬂactor %uthentica%ion client 151 tg a common
network wWithne bit-ie SitheMiatbr suppit Sehver 10T, RIS Hshe?

everlfict |o‘r’1v-’ﬂ%f§srequest

module 15362i6GeRiNREasA MOt g aoaNashinbe caleth Dy Hers Sb5behduringeRstwork logon

authentication. The seeg-value selection/pattern creation module 151c3 is a program running together
with the OBe1Biuel aste|cnt BifsletalphiVaityiopphttsiiczo acteraga el B3 ielieaumbse verification

data 194 pacsordanes WinAdvenselsaipn uis o mrealq f AUGTR €IS ment §Rduengs 400, and
further create a presentation pattern ased on the pattern element sequence 190. Typically, the
seedivalugeslecttnédaiifrmandati anyiadadquitelic 8 ssncbinfigueath béeaitaodoting daphecuich be called by
the OS 151c1 during computer logaon authentication. The created presentation 25 pattern 191 is

displayedBf SXLErBANSEIEIHY thite &5 TRt Y MRIBHaE et temmALtdio/dithentication

module 131c4 isia@rRgram operating together with the OS 151c1 to determine one corresponding to
the displayed presentation pattern 191 from a plurality of verification codes 291 included in the
verificatiof08afd 294, and compare a one-time password 292 entered by the requesting user through
the OS 151c1, V\(itp ﬂzﬁ 3é)dﬁtelr a'n%gmv(E:-tr'ii(ll1 %{gn %&-dn? 291, %/tvrilereirgi i[ tfge%ege idﬁ{\]eticlael to one
another, it suécesefu ﬁat‘ﬁ Tenticates e user. 1Inyp|ca 2 hé vehficanon-code deterntination/
authgntication redwe bpled isebafigiuces ahmodivle adigieddphe wlleddanihe QSvihlcl during
the computer logon authentication. Each of the verification-data request module 151c2, the seed-value
selection/pistesirel@atisinibiriie a1 ¢srifratioperfiddasitecdsutdingraitl iftlentRiation module

151c4 and the glignilDasquisitiopmedulginten Maude configwedsas . irmuars bayiag an

architecture similar to a platform. The client ID acquisition module 151c5 is a program for acquiring the
client ID 1@2cdromiffie off-linenligufzdtoraauthenticafiomatient vineresssezl bynthesequesting user.

Typically, the client ID acquisition.module 151 c5 is 10.configured dule.adapted to be called
oy the O HSHE N EHFAPA DR MHSATER O To083] oorgRealy, 48 e LKt & con

Windows (k)R3ichhpaasificatian datrdegestmodulpul e bis epalaiiariereaipgbihanstification data
in the online state, for 15 example, during network logon authentication. Then, the seed-value

se|ection/Eaéﬁemﬁéﬁééhehtrﬁwgﬁél&%lwf‘fﬁ% ﬁéﬁ%&ﬂ&%@héﬁé@f@mﬂmﬁimﬁé@m% module
151c4 a”%iMSr%QHEPL&'Ehé}&%ﬁb&PHl.@%’c'%riL?slEﬁlﬁ{;ﬁlgﬁe{@%éﬂlg'a%%ﬁ&ﬂﬁi%%'%%R,aﬂem 191

on a computeriogon authentication screen to prompt a user to follow an authentication procedure, and
perform uder ditheificsticazbaseibont fiie alitrebidaton! 20throtessonf thispnesentampehtion. In place

of standard Windows(r) logon authentication, the yser.authentication based on the authentication
process I RTboUAEn LRSS LT SERGH R e 198t frer o Enen

20  biological pattern of the requesting user via the bus (in cases where the biological-
authentication-information reader is incorporated in the off-line two-factor
authentication client) or the external/network I/F 151e (the
biological-authentication-information reader is provided outside the off-line two-factor
authentication client), by transmitting an appropriate read command to the

25  Dbiological-authentication-information reader.

[0059]

The OS 151cl, the verification-data request module 151c2, the seed-value
selection/pattern creation module 151c3, the verification-code
determination/authentication module 151c4 and the client ID acquisition module 151c5

30 may be partially or entirely combined together in the form of an integrated program.
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[0062] A standard Windows(r) logon authentication screen is specifically modified as 25 follows. The
following description will be made by taking Windows(r) XP as an example. Firstly, a logon
authentication module which is a program for performing the unctions of the verification-data request
module 151c2, the seed-value select ion/pattern creation module 151c3, the verification-code

detenninzlgigrn/authen#iecati&% m(‘)/gH 101&011%:_ nd ttéeu%légntnll% &qguiii%?&mogl%le 15]ac_§al§lgis created
as a Windows DBCHE in'this example, a fﬁe aving a name mXGina.dlieﬁls created. Further,

a programdRiacWingdews(n-1egimauthaificati streen:s designaled asidatddavingedey with a
name "GinaDLL" in the following registry location: HKEY LOCAL_MACHINEYSOFTWARE
MicrosoftAHRwstiraiTy capdsvev Epd o igRdvififo bRt Dseesisariitng 8 aith Sitléatismmb8ule is a DLL

file "msgi ) gﬁi% LL,file is.config %d ' ey with the name
"GinaDLLq'ff.i‘t %ﬁ%@g ata%a\%?gqggrglh%lﬁ%% iEH r w%??é?lgg%%érﬁgc%%g%yﬂ%}g%goéﬁ\g%t el%?tication
modufe "SneaGansBl hiidthptemeantingthe Buthentication pranassobthbvided antoimyaatidinywill 10be
called during authentication such as logon authentication. [0063] FIG. 9 is a schematic diagram
iIIustratingonﬁ%g@%Q% logon authentication screens 197A, 197B in the two-factor user authentication
system 1Q0@o¥4¥hen the logon authentication module "SnucGinaDLL" is activated during logon of
Windows(r), the 15 logon authentication screen 197A is firstly displayed. A user-name input field and a
logon-target inplg fiefd ldrke Hisp iy egrasptitie Ipton slapekiticiticn serewdwazoikretialvendition that

ine OfT"'”%}f‘év.%f%gi%ﬁﬁéﬁﬁ@%'&éé' %ﬁ‘i%ke ‘1}% ﬂg%dsfa%"g{%%%t%%? ado %‘xa' Lfehark fé‘r“%ﬁ{e%a“ enter a
domain name into the ogon-target input field to initiate a Windows(r)-domain-network fogon
authemticattocepragedudestar autharifingdmaalsa daeanetivpdadinlinerJndeha donditioh that the
off-tine two-factor authentication client 151 is not connected to a domain network, the user can enter a

domain n&fidiaéeeitstntihgatimbatdiento inttiatd 2160 Htherticdsorrphesssdias for
authorizing fgu5e e sompHietaitine.ASAidemain PRIMPHK USBie RISHIRL R CATRYR.AaMe can be

entered into the logon-target input field to initiate a computer logon authentication
module 151¢2 18 a program for issuing a request for creating and transmitting the
verification data 194 to the off-line authentication support server 101, in response to
15 logon of the offline two-factor authentication client 151 to a common network with the
off-line authentication support server 101. Typically, the verification-data request
module 151c2 is configured as a module adapted to be called by the OS 151c! during
network logon authentication. The seed-value selection/pattern creation module 151¢3
is a program running together with the OS 151cl to select one of a plurality of pattern
20 seed values 183 included in the verification data 194 in accordance with a given
selection rule to create a pattern element sequence 190, and further create a presentation
pattern 191 based on the pattern element sequence 190. Typically, the seed-value
selection/pattern creation module 151¢3 is configured as a module adapted to be called
by the OS 151cl during computer logon authentication. The created presentation
25 pattern 191 is displayed on a screen according to the OS 151¢cl. The verification-code
determination/authentication module 151c4 is a program operating together with the OS
151cl to determine one corresponding to the displayed presentation pattern 191 from a
plarality of verification codes 291 included in the verification data 294, and compare a

one-time password 292 entered by the requesting user through the OS 151cl, with the

30  determined verification code 291, wherein, if they are identical to one another, it
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25 procedure for authorizing to use the computer off-line as a local computer user. When the user
enters his/her user ID as a requesting-user ID 181 into the user-name input field, the logon
authentication screen 197B including the presentation pattern 191 is displayed. The logon
authentication screen 197B has a password input field. When characters, such as numerals, serving

2 2 one e PO ALR SUEHIRS IO RUL I saadh s emgaEb AP0, marks

are displaﬁ}jeaeone- y-one in" response to the input of'the characters. Ff[ unctional Configuration

of Off-lineatiiienfranion Wselufutisentidaiionifyystdras100]ohle adas elhtobk didigdcsy dhesDating a
functional configuration of the off-line two-factor user authentication system 100 according to this

embodiméﬁ_i.clfI@?@%t%e&a@%ﬁﬁé%ﬁ%%ﬁ%wwawa{%%ﬁﬁé‘l}ﬁéﬁéﬁﬁ)‘ﬁﬂ’é‘%ﬁﬁ@_ -factor user
authenticgfion, fYSET:300 dlustatad i ol Csele iR HEASPEEL AL IATOMMAHGD PIOFEFSIngeo be
performed based on cooperation between software and hardware 10 resources, wherein the
informatiorepfeatssigds ikisstratechioma furbtionaitivlockebylflenctiondl blodk thasididnt FIB. 2, the

off-line authentication sypport server 101 comprises the password storage section 102, request
el e R A

receiving SEEHIHPD F 1 rh2d 62 dA L B as A3chof YRS a e E Sl Y ANIEFE Rsmission

section 1Qf,NerifigationeRAt Creatien-Hestiam 1A aseiver eaiRn-cons tianspissamsastion 111. 15
These functional blocks are achieved appropriately in cooperation with hardware elements, such as
the RAM aoMititscthaslinns Haieectioas, Heolisbra frorfrrgos suthratisabpnaalisahvéiamseto e, under
the condition that a reguired part of the. -authenticatiopn-suppor licati s2.and a required
part of théJ éﬁ‘ Tole u"f'gllsrltlelm a%)s?ﬁbm :E}épg%%?rl ’gg e&%%ﬂioggsoﬁ%%ﬁé%%@é‘%ﬁ}éogﬁﬁ 5::xgcuted by the
CPU{10lac2ifdeabhs aTthedwsadaitétarageshatiby 182 @Salfiidtidnahplockyemefidoged to
pre-stores user IDs 102a, one-time-password derivation rules 102b as passwords, and client IDs, in
associatePHBER{GALRTth each other on a user-by-user basis. This functional block is achieved based on
cooperati?@bgﬁween software and hardware elements, such as the

Typically, the OS 151cl is a client Windows® OS. The verification-data request
module 151c2 is operable to request the verification data in the online state, for
15  example, during network logon authentication. Then, the seed-value selection/pattern
creation module 151c¢3, the verification-code determination/authentication module
151c4 and the client ID-acquisition module 151c¢5 are operable to display a presentation
pattern 191 on a computer logon authentication screen to prompt a user to follow an
authentication proeedure, and perform user authentication based on the authentication
20 process of the f)resent invention. In place of standard Windows”™ logon authentication,
the user authentication based on the authentication process of the present invention can
be desirably performed in the above manner.
[0062]
A standard Windows® logen authentication screen is specifically modified as
25 follows. The following description will be made by taking Windows® XP as an
example. Firstly, a logon authentication module which is a program for performing
the functions of the verification-data request module 151c2, the seed-value
selection/pattern creation module 151¢3, the verification-code
determination/authentication module 151c4 and the client 1D acquisition moedule 151e5,

30 is created as a Windows® DDL file. In this example, a DDL file having a name
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25 CPU 101a, the RAM 101b and the storage device 101c. The request receiving section 103 is a
functional block operable to receive a verification-data request including a user ID of a requesting user
(requesting-user ID 181), i.e., a request for creation and output of verification data 194 for the
requesting user. This functional block is achieved based on cooperation between software and
hardware S%rsn(ﬁnts, @uch as the CZ&:J 1t la, 30the _RAI\%I 101%?@d the yser I/F 101d or the external’
network 1/ ey J@rfﬁgaatt?gh- ata rgau%ﬁr%%eorre%elvé o S SR TR T3 or
authenticatigrglienicibhaial aapetwvarkadinaykbe enteredditectiyiinipithe offfirefanthantication
support server 101 through the user I/F 101d. The pattern-seed-value generation section 104 is a
functionalfl@&iﬁk}’dﬁéﬁﬁﬁ@, in accordance with a given generation rule, to 5 generate a plurality of

pattern seccl veiyes 153,631 SHRPIAFIBASTP ¢ RIGSRIIRISN RS A COFRIRIRAIN @ clent 1D

102c. This functiona Is;achieved base cooperation between so are
eleménts,isteWaddgenCPU 101a and the RAM 10 Ib. The pattern-seed-value transmission section 105
is a functional block operable to output the plura itlvﬁ,sf generated pattern seed values 183 to the off-line

10 two-factor attiEicddoretianesiiabian ResibntadiHo Bl storgdthdie ardithes deblfactor

authenticafjgngclignt drdd Thiglundianalnlogkiis.acbiesed Rased ALGO0ESIALEN Detywagn software
and hardware elements, such as the CPU 101a, the RAM 101b, and the user I/F 101d or the

external/ndwevdate HEviod éhif e plisratinr biopattehrssetvallibsa 188 onay hentigadntitteokidahe off-line
two-factor,authentication client 151.15 via a network.or may be output to a recording medium. The
verifcaton S Do Sikeie 10 8 AR S Bss A SR R
one-lime-passvual ddetpyatideiulaid?aahsediated awittedbieataspiesting-user ID 181 received through
the request receiving section 103 to respective sets of pattern elements comprised in a plurality of
presentatig}ﬁ)%ttems 191 formed from a plurality of pattern element 20 sequences 190 created based

on the generatgghpatierd seerhYallgn At g Riarsionad cienh B assaaialadiwiib e teagived

requesting-user ID 181 and in accordance with a given pattern-element-sequence creation rule, and
subject re$pestivedGBtaimeidie esutisidotar ongenvaythencticm algosism td (eat®agu utladitjogbuerification

codes. This functional block is aghieved d on cooperatign between so re, andshaydware
elements, HUBRAROERE) J@Tﬁ%ﬁgﬁi RAWT&)‘%E‘?%@Mi#@%gngg\%%@gwgmigéfon section
111 is a fupgpnatilackeparaieto 1eutauk thesplusiiik pfpenarated yarificaion fgdesd 93 to the
off-line two-factor authentication client 151 so as to allow them to be stored in the off-line two-factor

authenticdfigfnciisaetisputrfirddare SorARB RihE dRrv BiEEEbI R oBsEalib M b e tWBe# software
and hardware elemenis,SHEh 8516 GRY. 4243, A0MGRAMLAR,ANG {hg usehlGA0dd or the

external/network 1/F 101e. The plurality of verification codes 193 may be transmitted to the off-line
two-factordaumhmnticatiof cliamet Shiviensen etwomamr mane betoutpuidgoa-tecgridinguméeliline. [0066]

initiate a Windows®-domain-network logon authentication procedure for authorizing to
20 use the network online. Under a condition that the off-line two-factor authentication
client 151 is not connected to a domain network, the user can enter a domain name into
the logon-target input field to initiate a logon authentication procedure for authorizing
to use the computer off-line as a domain network user. Further, a computer name can
be entered into the logon-target mput field to initiate a computer logon authentication
25  procedure for authorizing to use the computer off-line as a local computer user. When
the user enters his/her user 1D as a requesting-user ID 181 into the user-name input
field, the logon authentication screen 197B including the presenfation pattern 191 is
displayed. The logon authentication screen 197B has a password input field. When
characters, such as numerals, serving as a one-time password are entered into the

30  password input field using the keyboard 196, marks "*" are displayed one-by-one in

- 33 .



The off-line two-factor authentication client 151 comprises user-1D input section 5 152, verification-data
request section 153, pattern-seed-value receiving section 154, pattern-element-sequence creation
section 155, pattern display section 156, one-time-password input section 157, verification-data
storage section 161, verification-code receiving section 162, pattern-seed-value selection section 163,
verification-code determination, section 164, user authentication section 165 and 10 client-ID
acquisitioﬁe%‘&‘ﬁgt?ntﬂﬁ’f “ﬁﬁ‘é‘s?gf ﬁ&\?ﬁf:f’eﬁ Hidicks are achieved appropriately in cooperation with
hardware glggaents, such as the RAM 15 Ib, the storage device 151c, the user I/F 151d and the
external/network I/F 151e, under the condition that the verification-data request module 151c2, the
seed-value seléetishnpatidrardiganisinmod RfIc 3, weeRaetific alion-dodbeabtatinmhatistam
authentica}%i module 151c4, the 15 client ID acquisition module 15Ic5 and a required part of the OS
151c | are read from the storage device 151c onto the RAM 151b, and executed by the CPU 151a. In
the cgse wherglthe difsline kwh-baianauilestisdtipn dieotidbdl doasnotacnuitfetleestpiifieation data
194 from the off-line authentication support server 101 via a network, the verification-data request

section 15@%%@9@%%%@%{@6}7} systeia 88 epsomling §‘ééh&§nefg32)¢§lﬁemnct%9al%i8&< operable to
allow a reggeling Begea Nt sihihte B AR RGHCaNgRLS SRS L eIRioal, This
functional block is achieved based on cooperation between software and hardware elements, such as
the CPU JEflentivatiRANibdb art) thbustetdd- 15 Fds.Intthdrnetwibek fogert 2% aufwtication for
authorizing a user to usgﬁthe cﬁff-linat%/o-f ctor authentication client 151 in thear{%ﬂl]iine_ state, the
requesting-rﬁggﬁﬁistose' t 6 T NETifiCAtH -%t%opéjﬁffl s jfﬁ‘gﬁeﬁ%? N traHEmitte t%ﬁether with a
verifipatiopsgala é80UeB:dine MRV fiGAIANARIR refidesiisgction dkddsrdunrgtionalibieesaerable to
transmit the verification-data request incIuc;I)iQ}l_;gI information about the entered requesting-user 1D 181

30to the dﬁqﬁkebauﬁﬁ@rﬁi@eaiiM%m?@iﬁ-sei {012, thesorfiniétio auBldtatdonchisned ELEd on
°°°pera“%1bect§‘@§@i oftware. and ardwars clemenis 1sechas e Ghblird i RAN;151b and the

external/networ 5le. The pattern-seed-value receiving section 154 is a functional block operable
to acquireptheplurelitydtpatecrnseadaaiuad 08 3areatest ad-treduaffdanenativenticatoon 1$Gpport server
101 and comprised in the 5 verification dat 5194 This _functional block is achieved based on
cooperatiSH BB SRR SR AHARIADS SRS EH AR St S SBI A, SERESR AN 151D, and

the yser I dQ1diRkiheaxXasRY netvarkikrca5isbropaapiiralily @ Rrtiaipseas.valigs 483 may be

acquired from the off-line authentication support server 101 via a network or may be acquired from a

recording aisauinih Stskiris thenfAMe 110 hatherprange dsisegidscdherasaoh B détichardshs a functional
block ‘?peé%@%‘i’/r?é&%ﬁ(?‘ P/%ttefﬂrl%[e’ﬂﬁ%ﬁeﬂa%e%% ditfon® ARHUENGR LR tteﬁQxf'%’Pe:. fs to be
comprised In a presentation pattern’191, based on the pattern seed value 183'selected by the
pattern-sesdrvaltiemelgitionuggcionpidisdtian dfte?medtionegimdnner aficha CliendiDI142c acquired

by the aftermentioned the client-ID acquisition section 171 in an 15 aftermentioned manner and in

accordané&Afiio R s st rreater el o RsiBAM bR knddrevtadb2s b 5 obPération between
softwgre g@%@?rdware elements, such as the CPU 151a and the RAM 15 Ib. The pattern display
section 155 is a functional block operable to arrange the pattern elements of the pattern element
sequence 190reatesdvyrdhelpage seiemd At sequénséiorebbbrrk astidiguss i thee gioess pattern
format user IDs 102a, one-time-password derivation rules 1020 as passwords, and chient IDs, in
associated relation with each other on a user-by-user basis. This functional block is
achieved based on cooperation between software and hardware elements, such as the
25  CPU 101a, the RAM 101b and the storage device 101c. The request receiving section
103 is a functional bloek operable to receive a verification-data request including a user
ID of a requesting user (requesting-user 1D 181), i.e., a request for creation and output
of verification data 194 for the requesting user. This functional block is achieved
based on cooperation between software and hardware elements, such as the CPU 101 a,

30 the RAM 101b, and the user I/F 101d or the external/ network I/F 10ie. The
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20 191p to create a presentation pattern 191, and display the created presentation pattern 191 on the
screen. This functional block is achieved based on cooperation between software and hardware
elements, such as the CPU 15 la, the RAM 151b and the user I/F 151d. The one-time-password input
section 156 is a functional block operable to allow the requesting user to enter a one-time password

192 through the presentation 25 pattern 191 displayed on the screen or the like. This functional block

is achievetbASAH B EEb FEERS THRWET SOTiHart Bhi har il ie Benfarty audsmictHercru 151a,
the RAM L5thiand the, useriiohold: The vedificatien-data sioiage mecignisbhisip fupstional block
adapted to store verification data 194 consisting of a plurality of pattern seed values 193 and a plurality
of verificatfoppoodesr 193 161 atbesrtgin tsenyder 30Rss0biated helatidienvitical vedrd xd@2atofithe user.
This functior@ébl?ﬁg is achieved b@S%g on C%Péoerationagetween software and htardw re elements,
such as the CPUY fg,at enﬁf&f\l/f‘ll PR the stt%lrgcé%or 5\%%%‘%&3 FHE\TCAOh Y&t 1 94 stored in
the veyificatian-ata plorage sEcheredd tdedacsiuired fromdhepaitedintserdnyalyrarabdinehsection 154
and the verification-code receiving section 162, and a user ID used at a 5 timing of the acquisition of

the_yerific&ﬁﬁﬁraélﬁacﬂ?glbi%aéméﬂ“é’s%cﬂ%? 1B 162% inffé)é%&@ﬁ@ﬁ%ﬁﬁpﬂlfei&/éﬁmdﬁérbw& 194. The
Ve”f'ca“o%'ﬁ’%%; RYCRETLeR %%%8%93@%8&&%8réile%‘éﬁ‘ﬁk{'%ﬁ@ﬂ%sdtﬁ}é‘é% Q3 %’g%{'&y of users.

The verification-code receiving section 162 Is a functional block operable to acquire urality of
verificatioRéddet0193 ciateltierthecof-inmauthenticatonsupport 88rvern b andal Goekprised in
the verification data 194. Thiﬁjfun tiopal bliock is ac%&ieved based on cooperation petween software

and hardwWid BEnients RichaL e Ep G ST i AN TS 1 dnaiss e 18 18santre
extenmal/neyorcidE dakendheimiucalint ofsvesfication ARAeSHSS Maebarcquieddrom the off-line

authentication support server 101 via a network or may be acquired from a recording medium storing
them. ThetVi% fetesrasbericeiiga sdieatior bectiohs1 3 iarfinblivrkalibleckioywutabieetb eheck whether

a user ID identicatl. 0 h% re uesﬁi? -userdlltl) 1&%} IS %Iored as a user J}D Jé){gﬁ d,é{ltk}?‘& is a user ID
identical to ?ﬁgefgdé%ét?n‘g-eﬁsgp “%361?1%0 select one %I}l%tes’pfﬁlrcilli%f’/ é epa terr%%srieaé Va ug\s}ls 183

included irl thé, wexifitatimedbia 1194 assheiatednaithethe s D) in. acthedanediwitf agiven rule so as
to select a pattern seed value 183 for creating a 20 presentation pattern 191. This functional block is

achieved BSELY VI doperiotestERIed ftv e it ariRArs aletttiiiclion £4¢Ak I6PU 1514, the
RAM 451%rhdﬁ&%mr@%&%ﬁﬂ@&%@ﬁ%&%ﬂfgﬁﬁmﬁﬁge detevninationsesten tebls a

functional block operable to determine one of the plurality of verification codes 193 which corresponds
to the pattesetisgetfaltie T83-Hensdtblpdly tpsiphicein-auby -t use 2psedeetiotidectionvi®d. This

functional block.i hj based ti t ft d hard | ts, h
the CPU 1015 Bt S S e e P e e e e e o

b an storage dev c. The user aut lon'Séction 165 is a
functional higelsoparablagseaiopareia naldepabizinadiby s yhjeatinglthe:snterad@iedtimeapassword
191 to the same one-way function alagorism as that used in creating the verification codes 193, with the

30determiRBELYireLIBFEBdEAD DRSSt 19y rafsb i b BiEaLRoRE P eltesiimdt that the
userjg sug@g&@ﬁ%y W&%ﬂﬁ%ﬁsg@iéJ%ﬁEt'gé}:%lrQQP?&&&ﬁ@@é’@%&ﬁé@%&i‘ HRReralipgbetween

software and hardware elements, such as the CPU 151a and the RAM 151b. The client-ID acquisition
section 17dlignk farastoviatddlockboiber sdsiel todatsguirst ithizuske ADI D81 02vl oh thes offldimme twithfactor

aUthentlCaéﬁ%@ncggt%r]fégle%%%?—s%%l%%lnce creation rule, and subject respective obtained results to

a one-way function algorism to create a plurality of verification codes. This functional
block is achieved based on cooperation between software and hardware elements, such
25  as the CPU 101a and the RAM 101b. The verification-code transmission section 111
is a functional block operable to output the plurality of generated verification codes 193
to the off-line two-factor authentication client 151 so as to allow them to be stored in
the off-line two-factor authentication client 151. This functional block is achieved
based on cooperation between software and hardware elements, such as the CPU 1014a,

30 the RAM 101b, and the user I/F 101d or the external/network I/F 10le. The plurality
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5 by the requesting user. In cases where the client ID 102c is the hardware-related information or the
software-related information, this functional block is achieved based on cooperation between software
and hardware elements, such as the CPU 151a and the RAM 15 Ib. In cases where the client ID 102c
is the external device-related information, this functional block is achieved based on cooperation

between soft ware 10 and are elements, s 151a, e RAM 151b d the
extornal ERICH TTS TS 08D PTG SPOESfy SRS TE  Haeti A SRR bation
system 1Q@ascording sontieRrRodinerthastie M&M@ﬂggm‘m@tlon. The off-line authentication
15 support server 101 has the same functions as those of a conventional online authentication server,

and the offfiféltwo-factor authentication client 151 carries out user authentication via a network,

based on the f{ ct| T eof -line tw fa torauth ntlg Qn.Glie ent oeoeﬁgt §a§ L.on the client
Windows(r)O %gr? at?ser Igcgoﬁsa W 5\1/% r l?ﬁe?ggo%ga heﬁtl%satlon m . melnaDLL" is

activated, iand «20ifleetlogah@auibgricalioticscre) Mannissdizplayee rbiema ne:twmnk}l&g,on
authentication is requested by designating a domain name as a logon target using the lo

authentlcé’ﬁgﬁ@c‘?@é?f"i‘g?‘?ﬁ“ﬁﬂ%r HEALBRAITEA AL the of-RALCRR o- By autheitiR atibt Cllent 151 is
connected, fa thed Revygsk: thelpggn qgwe”@ﬁ?ﬂ&ﬂxﬁﬁr@% 19{R4s.additignallyidigplayed, and

the same user aut entlcatlon process as that 25 in a conventional online user authentication system
is performetifif themetriorkdogemautheimication ipsieresstdivabsmpibteida veetfivatibhddata request

is transmlttedﬁrom the ggv(%pe two-f ctor au hent ion clleré'g1 15(3%112&8 r110enoff IlplenaulF ntlcgtlon support
server 107 HHEHRRR &By}gdﬂﬁleﬁ'f' ca?on ient'151 acquires verlflc Stion'daty 184%rom the

off-ling authenticatinsrRAseaivaryQ] onlias, AndiisabislriheRaseiteshyesiicaton data 194.
When a computer logon authentication is requested by designating a domain or computer name as a

logon targeteespRiahen Syenhatdrene slabpnteieh 1 he BAddr thEcBiscitisnahdetHs offline two-factor
authenticaion clientl 51 i3 nakeainestegin o, damaio netwothhe oy aihentigatgn soreen

197B is a tlonally displaye the off-line authentication process of the present invention is
5performedihésacthoridhe pequsiiredodedifichlibe? daize 19ed0068] [@bmtativpatfe®ff-Liewidiwo-Factor
User Authﬁg&g%tl?g IS St%ren\}e% cation-code determination/ authentication module 151c4, the
15 chent ID acquisition module 151c5 and a required part of the OS [5lIcl are read from
the storage device 151c onto the RAM 151b, and executed by the CPU 15la. In the
case where the off-line two-factor authentication client 151 does not acquire the
verification data 194 from the off-line authentieation support server 101 via a network,
the verification-data request seetion 153 is not essential.
20 [0067]
The user-ID input section 152 is a functional block operable to allow a requesting
user to enter his/her user ID as a requesting-user ID 181 therethrough. This functional
block is achieved based on ceoperation between software and hardwafe elements, such
as the CPU 151a, the RAM 15ib and the user /F 151d. In the network logon
25  authentication for authorizing a user to use the off-line two-factor authentication client
151 in the online state, the requesting-user ID 1s sent to the verification-data request
section 153, and transmitted together with a verification-data request.  The
verification-data request section 153 is a functional block operable to transmit the

verification-data request including mformation about the entered requesting-user ID: 181

30  to the off-line authentication support server 101. This functional block is achieved
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An operation of the off-line two-factor user authentication system 100 will be described below. The
operation of the off-line two-factor user authentication system 10 100 is roughly divided into two
stages. In the first stage, the off-line two-factor authentication client 151 causes the off-line
authentication support server 101 to create verification data 294 for a requesting user, and
acquires/stores the created verification data 194 in.adyance. In the second s ff-line

o faco R PG e B e B Ao e e R T 8L o e
pre-storedpkorReyication gatald et amcddsR]/F (Bperativhegfddfirh-ine Fwideaciaiiliser
Authentication System 100: Verification Data Acquisition] The operational flow for acquiring verification

data 194 waRtisE dédcriselrmeion:! Dot aesrabls wirsiekatmastratingtheadseraneh Glegquining
Vef'f'cat'oqﬁaﬁﬁe&égei&ft Ine, pvestRcinn aRL AN SRNSAHoR. RS erm 1001 AdRERSHPIRCHR

authentication based on the off-line two-factor user authentication system 100, enters and registers
his/her useeriBciida datari®4iméhadswaicndehivation autecidd baed/imya@s epasswetd efithe user, and

a client ID 102c of a client to be ysed by the user as off-line 25 two-factqr authentication client 151
into/on thé YR %ﬂﬁﬂ@ﬁ‘%@ﬁ%ﬁ%&ﬁ‘ﬁﬁ@rt%h@? _‘L}(‘ﬁ%ﬁd&lﬂ:ébﬁﬁ%&éﬁ&%f%&%ﬁd{ﬁ%mication, the
password gfoiage seqlien1dainias/uaenibs 5'11Q.2aflq{&eplliﬁi‘ﬁi%awﬁaféﬂeﬁéé@ﬂ05'11&'9&858%02b, and

client IDs 102, in associated relation with each other on a user-by-user basis (Step S101). Preferably,
the off-linaranthergaaiiod Suppcohesedybnd euthralgéonioprpiempteyant (MitiahradistredidnoB0Web page
for registratié)n o%a user Illé)te%pa?%\}%?rd andrgcglliﬂglnnt ID %(l)ezcﬁu&n th& ng ofm'the Interngt gr an
intranet. T%lrgugh the fhitlal registration Web page, Zuser accesses the dff-line authentication support
serveo 10} {rem-2lensiinstgsuateas ditdoafiding incSacto fimdhientiddtion glianb E5b. dresasponse to the
access, an input field for entering a user ID therethrough, and a first presentation pattern 191 having

numerals PPESERSTSY SEANRRCSs ataricarsisnty AFHAgea FReatsmbsrdarmdial ultrated), are
displayed g a36EGN 195&9&0%&rzeﬁxggafa&ﬁorﬁ@%@@@&@@%@&"@ﬁhéﬁsi he lsriieBlersa desired

user ID 102a to be registered, into the input field. Then, the user selects certain ones of the pattern
elements pretacesbéd-thefr sepresentatitnmpateim rlafeypeitimpdsitonstam entdienddP or more

characters, .such as fix d%%u erals, without 1 %ein ba on the first presentation pattern 191, in
ccordand i LS Ohe. At ACEr TerAF i 21 L g el e ot ine

authegticaffpmseppartSanendiOnstoresdhelanieredhuseivbhlR2aion thi passnofchsiRrage section
102 as a user ID of the user. The selected one-time-password derivation rule 102b cannot be clarified
only by th@'8e¥etsitaghir ErbrsadRM NP Ykt REE™ SLL finerstrfif dardware elements, such

as the CPU 151a and the RAM 151b. The pattern display section 155 is a functional
block operable to arrange the pattern elements of the pattern element sequence 190
created by the pattern-element-sequence creation section 155 in the given pattern format
20 191p to create a presentation pattern 191, and display the created presentation pattern
191 on the screen. This functional block 1s achieved based on cooperation between
software and hardware elements, such as the CPU 1514, the RAM 151b and the user I'F
151d. The one-time-password input section 156 is a functional block operable to
allow the requesting user to enter a one-time password 192 through the presentation
25  pattern 191 displayed on the screen or the like. This functional block 1s achieved
based on cooperation between software and hardware elements, such as the CPU 151a,
the RAM 151b and the user I/F 151d. The verification-data storage section 161 is a
functional block adapted to store verification data 194 consisting of a plurality of
pattern seed values 193 and a plurality of verification codes 193 for a certain user, in

30  associated relation with a user ID 102a of the user. This functional block is achieved
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15 authentication support server 101 displays a second presentation pattern 191 different from the first
presentation pattern to prompt the user to select or enter numerals again, in accordance with the
selected one-time-password derivation rule 102b, and then compares this select or enter numeric
sequence with the previous numeric sequence to ascertain the selected one-time-password derivation
rule 102bbTh§ second Z%t%re?%eﬂtation Dattern 1%]12c be genera ed to geccgﬁr]e ?%different from
the first preasS tof)la(ff’é)ll?‘]e RIS ThEe hE SBTECi& ‘gﬁ‘eqtlrr?éqﬁlésss\?v%crda ervation rule102b can be

generally ggcrAANeS 1y -peEsentingdhe @resentstion Tadersrihanly dwiceodf heseipated
one-time-password derivation rule 102b cannot be ascertained by presenting the presentation pattern

191 twice Yﬂﬁ@ﬁ%ﬁ@@%ﬁdﬁ%@gﬁ’eﬁﬁq@ﬂ WAl B m‘ﬁgﬁéafféﬁwtb%é@ﬁ%ﬁﬁﬁﬁfé%%ﬁ%ﬁgiﬂ%_content .
thereof “’H%EEB%S%ECJSQ anes) gaﬁﬁéﬁ%% ‘?8&%\% @”sé&!l?oﬁo%?zf?%ﬂc{)% %§8€E§§'H$&t 9 this manner,

the selected one-time-password derivation rule 1 consisting of a combination of respective
positibns dfdegtaifl thoestoibiseledtde franfiteipatiata ¢finentwoaimpriseddn theipfasentation
pattern 191, one or more gxed characters to be entered without bejng 30based on the presentation
pattern 1854HHIQTs&ERIBA Wfrgﬁﬁ%‘ﬂo‘@%ﬁﬂ?e ORISR SRR FAE TG Eraracters is

ascertain%g{;&h% ascrsiainad aneativeRas IR TEdepNaioR e deb ispioradmn e Ragsword
|

storage section 102 in associated relation with the user ID 102a of the user. Preferably, the initial
registratioretieinpaggetiorcotiyured tduitbinnsbiiviere weerddarydoraquitsfidhre porfaEter! 5

authentlce\l{té?rfxccl%ent 15&isqogé ast effr.es&ntat%ﬁﬂwatte ng{]%gpon modulr% 151c3 and/or the client-ID

acquisition module 157¢4’ edownloaded tRerefrom: This ma lelssllf}pﬁjc?ssi%(ftév% orm E{P}%

patten-elesngitissa uemecvereaticsoaediian1®35 angiotithe: clipntbibcaciuisitipraestion bal in any PC
accessing the initial registration Web page so as to allow the PC to operate as an off-line two-factor

authentic&fISRENUME PST LO[60F Tpre 9 diartersRelfBaNS- st rathpéhiddida cheAMM accesses
the off-ling aytheptication sHPRAKLFeryer HR1dadsaiRerMshanHses 1P 102g.and.pagstime password

derivation rule 102b, the client-ID acquisition section 171 is activated to acquire a client ID 102c
acquirabledyfitmiaif dirtesw8¥avtor bativgniiedtiomcibnt f5linels traticatismithe gligmy¢D 102c to the
off-line authentication support server 101. Thi eration may be performed before or after the

i i Fiis 2 BB

registratio F ¥RACRERYSE B20%h trHe Ghe: nﬁ)ziisg%%]f TR RS r I T Buring'the operation,
the ipdtial ppeistialien VWRR pagerpaiestably tisplay suvietions atsiusiernsruicesiarahetignt ID 102c
(SUCN 89 & Seer 1 identical to the reduiating.str 1D TAT 16 sored a6 a nser [ 1034, and, fthere -0
is a user ID identical to the requesting-user ID 181, to select one of the plurality of
pattern seed values 183 included in the verification data 194 associated with the user 1D,
in accordance with a given rule so as to select a pattern seed value 183 for creating a
20 presentation pattern 191. This functional block is achieved based on cooperation
between software and hardware elements, such as the CPU 151a, the RAM 151b and
the storage device 15ic. The verification code determination section 164 is a
functional block operable to determine one of the plurality of verification codes 193
which corresponds to the pattern seed value 183 selected by the pattern-seed-value
25  selection section 163. This functional block is achieved based on cooperation between
software and hardware elements, such as the CPU 151a, the RAM 151b and the storage
device 151c. The user auihentication section 165 is a functional block operable to
compﬁre a value obtained by subjecting the entered one-time password 191 to the same

one-way function algorism as that used in creating the verification codes 193, with the

30  determined verification code 193, and, if they are identical to one another, to determine
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20 OS, an IP address, a USB memory, a wireless communication data card, a portable phone, a
BlueTooth(r) or wireless LAN-equipped device, Felica(r), RFID, a biological authentication information
reader, and a device having the client-ID storage section 172). In this case, it is preferable to
scanningly ascertain a client ID acquirable by the client-ID acquisition section 171, via the bus and the

external/netwark IF sq as to 25 display only an acquisition source which allows g client ID to be
e SRR RIS RElor b b TR B G ASHETRLCRBH Sstom 100
may pre-SidpReas i 866 LiSHPL SQUICRE IR ACHRM S QdeHQ o thpselseliondtian acquisition
source by a user. When the user selects one of the displayed acquisition sources, a client ID 102c is
read fromRievbdidtied beg b Bouduiniomseisnt-1B!130aedunitiondceiisk eparahls anderstood
that the user, aselaehi o6 mare Al (e Aequson pauiRes: o his sase 18 Pltalitof rpes of
client IDs 102c¢ from thé selected acquisition sources may be simultaneously combined with a pattern
seed ¥alubyl 82 tecgrestaa maseniatiendgatttene10t, shethallthe tlomibahof lanthenticaliosdfactors can

be substantially increased up to three or more. The read client ID 102c is transmitted 5 to the off-line

authenticAREH et A LBR T TR dHRIFRHS A FtRGLIR S s ssiver et 28tdres and
registers the received clignt R 102GaRtheinasaweard Slalage Seetion #2dp@asagiatad iglation with

the user ID 102a and the one-time-password derivation rule 102b of the user. After completion of the
above registitiol bperalivreatiee offiine duthehtigatih $Uipport sbeverxigbdbedermesralbtedo 10 create

verificatiori] ata %9% f%{.a thenticaltigpogﬂr 1Ishgc&isgvré E{a\gdsgderebé/ the user hecomes ahle to obtain
authenticalion Dase ] ication gf/ls SPTOOR iEhrEr 3B P&t in

LE8Y SR the TWOTACToP TS et ATHHer
connectiogndifarBeist aléan: A asaliantis| Bd 02C rFoamediamabayt BaathisliRmapHesedal the client ID
102c is stored on an appropriate storage area. This is because, when the user is subjected to
authenticdfiohs Hse acquisition 15 source for the client ID 102c can be automatically set using the
stored aC(wb%'g'?n-source information. The acquisition-source information may be stored on a given
storage area provided in the storage device 151c of the off-line two-factor authentication client 151, in
associated relatiore witie e lgethtDo i0Recofthdagsernfe07@h2tfidatonaystafthéOusers din requests

authentication,.i.e., a requesting user, enters.his/her user ID as a requesting-user ID, 181 through the

user-1D inpltt gcﬁgﬁ"i%%’ﬁﬂhg%fﬁﬁﬁe YAk FSTeER A on hgn?%[’élgl SHERESTy, under the
condigon thabthe effiline tyo-fagiorautbanticaiignislientd Shdscamecteghie thgHonaifeetwork, the

requesting user enters his/her user ID into the user name input field, and a domain name 25 in the

logon targetfifptieHéns rsitiike b edHBIouSEr-MsnemEatinatinfotlienthls bsaraebRthe
o BRSO eaenssion g STl e oo
manner as&ﬁmltﬁnmltﬁem@:@iyen.ﬂdﬁad}metcaubhmﬁiogtith& pMsWiﬁdkhgs@s@Sis s%mssfuklyr. . '
ey ot 16 Windowe: She Jogon addsentication modale "M inal PR A e nd 2tion elient
20  the logon authentication screen 197A is displayed. When a network logon
authent'ication.is requested by designating a domain name as a logon target using the
logon authentication screen 197A, under the condition that the off-line two-factor
authentication client 151 is connected to the domain network, the logon authentication
screen 197B is additionally displayed, and the same user authentication process as that
25  ina conventional online user authentication system is performed. If the network logon
authentication is successfully completed, a verification-data request is transmitted from
the off-line two-factor authentication client 151 to the off-line authentication support
server 101. The off-line two-factor authentication client 151 acquires verification data

194 from the off-line authentication support server 101 online, and pre-stores the

30 acquired verification data 194. When a computer logon authentication is requested by
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transmits a request for creating and outputting verification data 194 to the off-line authentication
support server 101 together with the entered requesting-user ID 181 (Step S105). Typically, the logon
module "SmxGinaDLL" operating to display the logon authentication screens 197 A, 197B accesses a
resource for outputting the verification 5 data 194 provided on a network by the off-line authentication
support server 101 to send thereto data about the \{erificqti_on-data request including the
requestinSEEF 4 8 F"ﬂ?ﬂi?c%ﬁ|§?%“¥‘é%8ﬂﬂ:eedﬁs%&‘@Qt’r)t%fihgflﬁééﬁﬁf&ﬁsl’o@“ 1??%?ﬁ§rbrotocol.

Then, thegggiieshreceining $ecinHA ihaobtinparibenieatianiripRaroseiNel 131 (gceives the
verification-data request including the requesting-user ID 181 transmitted from the 10 off-line

two-factonguitiermregibrielidin IBIMESepSYom. Thpidatyn tradrimetinhaeneatidh’Sipport server

101 actlvaélt(ﬁj‘s1 Eggazﬁae&r%%lfthg tg:&p&l% %Elportaqggéh ation 101c2 ggg tecelves the verification-data

. a iICation proces & éari:ser{t Mvention 1§ . .
request INC Ing ues |’ng-user according to the user-au ntcaton suppor appllcatlon

101c2. Thenfdhereddtiesd-seeet-paduagedetifvasacton 194.in the off-line authentication support
server 15 101 generates a plurality of pattern seed values 190 in accordance with a given generation
rule (Step[ ). Typically, the given generation rule is to generate random numbers within a given

range. As oneBls: S OENAHEMAeINBI LR G ST KIRaNAREL7 I9D0" expressed in

hexadecimal. For example, the pattern seed value 183 may be expressed by a numeric sequence
having a giverAsitoperisingtio f siiehcd§ 162 byve - frethisuses e ithengiiva rona grécis al ifngellobe

"0000000 OOQ.%Qg% 1 to "F%%FI;FF_FEOFF;I)' tliglg;,iiﬂigg)t(%d_e i[gal. Thus, gpe nurpber of different
presentati et‘?cb%\‘f medY1 to be WEREY can be Mcréhse uﬁ"t P& AU ée%lf;%éﬁpe%%%%d values
included ingihgsoiveRBNgR [88Y 3hdb Thenstthesverificatiomepda generation-saetianlf6ty the off-line
authentication support server 101 applies the pre-stored one-tome password derivation rule 1026

associatedentiFt iscelisting  Lisanses e ab-espaihsatisaidons ymperh WiekieHS Eopiptsed in a

plurality o Aatie I lyrality Qf & m glem Nggs 190 created
Dased on (e B o o e e ey A A TR SEHENE 102

associatedawitiothe redjeesting fnsee | B:&81 atwen tacodirdan aeravific eog g heptitgiorelénnaent sequence
creation rule, and subjecting respective obtained results.to a one-yay function algorithm to creates a
Dloralty of b TS oAb T CEH BT 1) % s QSR attaFh, ForEbolse ALE TREHhon rle
means a kedes eI aling apattarpeelement sequence uniquely specified based on a 5 combination of

the pattern seed value 183 and the client ID 102c, in such a manner as to provide significant difficulty
in inferring& briginal requesting-user ID 181 and pattern seed value 183 from only the pattern

clomen e R A PR ST SR
sort of inifiadta Acquisition]

The operational flow for acquiring verification data 194 will be described below.
20  FIGS. 3 is a flowchart illustrating the operation of acquiring verification data in the
off-line two-factor user authentication system 100. A user subject to authentication
based on the off-line two-factor user authentication system 100, enters and registers
his/her user 1D 102a, a one-time-password derivation rule 102b serving as a password
of the user, and a client ID 102c of a client to be used by the user as the off-line
25  two-factor authentication client 151 into/on the off-line authentication support server
101 in advance. In advance of user authentication, the password storage section 102
stores user 1Ds 102a, one-time-password derivation rules 202b, and client IDs 102, in
associated relation with each other on a user-by-user basis (Step S101).  Preferably, the

off-line authentication support server 101 provides, for example, an initial registration

30  Web page for registration of a user 1D, a password and a client ID 102c¢, on the Web of
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10 value, as described in more detail below. FIG. 6 is a conceptual diagram illustrating a process of
creating a presentation pattern 191. In FIG. 5, a pattern element sequence 190 is created based on
"284E17 ---- 39D0" as a pattern seed value 183 and "C8E30B178422" as a client ID 190. For this
purpose, a given numeric sequence is uniquely created based on the combination of the pattern seed

value 183 and the client 15 ID 102c, |n an example indicated b uppermost row and the second
o in FIC D RGPS tnel it CECUALIS S 4 SRR JE5 LR Expressed in

hexadecimgl greigamiingddegeienigciealavegiven Remerc.sesmMencach!ternatively.the pattern
seed value 183 and the client ID 102c may be combined together using any suitable operation, such

as additionvastiractvtharidretiaxdlisiielOR opertipnnsehit RO aprewjiven mipHeriiekbdoience is
subjected tg an encrypfi lgorithm to create.a bit sequence 184 haying,a given bit le .InFIG. 5,
the given BISIGh B e SR SR S AN MERIel  tenn
191 consigting) absixtydaup nupetats. deaansryptioredlgorihdomayde aay slikabledypereapable of
practically precluding an original numeric sequence from being derived from an 25 algorithmic result,

such as addRYRhefon HESHHhBF £ ElmAtRTRelPE ARKPHEHRURTORHSHE. For exBiRpIsCiSHA-256

may be usgl AS A HRRRJUREHAMH I RNCRPhING QUER MUMST G SSANENERIRC 2PHeLTaRIq @it sequence
184 of 256 bits. Alternatively, the Advanced EnCryption Standard (AES) algorithm may be used as a

symmetricdtest ermtyptiorealktithnatterorekie calkapdhatedt e v Ers hpreemitasequeticsn 4AH encrypt a
30256-bit numeric sequence agpropriatel (Pre-set L11Sin tthe ke 1S90 to create a bit .5equence 184 of
256 bits, RIS RAZHIT 0T A0 s BAE S S)RIARSH TR BB S S BRERHTOAY be used in
compinatipfing hea¥adues "l Q1 P1keR%104 -pakdRLQY of the hitsenuenceliBAhindicted are shown

as one example for illustrative purposes, but not shown as an accurate algorithmic result of the

SHA-256 @W@dﬁmﬂ%Wén@Qﬁ@%ﬁ%_éaﬁeh%bl@hﬁ wgitsHedis trelifsiifnhieg fvdgEag seven-digit
decimal nymesal and e Uk el i sitacled Herslamanddised asppaem element

sequence he values "38064655 --- 1017" of the patter element sequence 190 in FIG. 5 are
shown asmnewxaliple itk itostrativVie:patpasd sydectmotrsiower d sienvsicou natie fébltcahitive conversion/
extraction, The sixty four-digit numeral may be 10 extracted by eliminating unnecessary higher-order
bits or low-ORIEFESTVF (Sirtarts SCHTADIS CHETABHT SN S Tt act G- THE GHe-ABhe password
derivationgule JQ2Riis applied QFeRSPEFIVEPals:of RallRIN slemantmFQmpEsedin apleality of
presentation patterns 191 formed from a plurality of pattern element sequences 190 created in
accordan@mﬂhﬁth‘@ﬁliw&@ﬁﬂﬁé@mﬁ’tmé?d?ﬁéﬁ?—'fsé%déﬁ&é%ﬁé@ﬁbﬁﬁ@l&%@%‘?@&@ﬁ%@ 15 a

plurality of prone. ANe N PARS OIS, AN IR FESARCI LOEHIG RaSRWOrRATE sublggted to 2

one-way function algorithm to creates a plurality of verification codes 193. Then, the
pattern-seegryalue thansitigsioresectiont@s sedhenoff-Hnd autheaticatamsuppostgemner 01 transmits
the plurality of generated pattern seed values 183 to the off-line two-f% tor aut ntication(i:lient 151

(Step S11BF T Hcally S6/TRE G ERTARMEENON SPRBISeris 1692 ctivald thi¥con
userygutheptication sURRRH,APPICRIIOR1 D462 . RACkY aRsBHTS 1heBiV@ityehoaneiaird fattern seed

values 183 to the off-line two-factor authentication client 151 according to the user-authentication

support applitatiaeianc? IThdn, the (sanciie selegtod|oecrbeiving Secd orisdin tdeokihe two-factor
authentication client 151 receives t lurality, of patt .yal 3.1, itted,from the
n’hﬁcg?neraﬁib; 506 ameﬁ%ﬁoﬁl"%%%%%)%%e}g#es ﬁ?&@ yggﬁer%ﬁ% ﬁ@ﬂ%é ﬁf’

off-line authen ion support server plurali receive ttern seed values 183
in the verifigationedaia siocagaspsativoldldaraasioaiatatt relapbn saithothebeeqisestingedseryiD 181 (Step

S115). Typically, the logon authentication module "SmxGinaDLL" running on the off-line two-factor

authenticaliSPEEHaAt 151 FEseNRLOInRe ol tHe BiifGIiRIOPpERIF S8t Sled A8 3 Mo hen, the
verificationzodie fransissina SeeieR 1dkiihe ofidineAMNentication until the selected

one-time-password derivation rule 102b can be ascertained. In this manner, the
selected one-time-password derivation rule 102b consisting of a combination of
respective positions of certain ones to be selected from the pattern elements comprised
in the presentation pattern 191, one or more fixed characters to be entered without being

30  based on the presentation pattern 191, and a selection or input order of the certain
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support server 101 transmits the plurality of generated verification codes 193 to the off-line two-factor
authentication client 151 (Step S117). Typically, the off-line authentication support server 101 activates
the user-authentication support application 101c2, and transmits the plurality of verification codes 193
to the off-line two-factor 5 authentication client 151 according to the user-authentication support

application 101c2. Then, the v rifiﬁgtio -cgde receiving section 162 in the ﬁg%ine two-factor
authenticRfBf RlieHE 151 Fec¥ifes e g';’ﬁ‘i 1it§ B AR alionPSEHRAY3 trandhittSsHRhe off-line

authenticafien;sypNTwsRIIA0dianeLriatenh tRe bl RE reslved WRificatianierdes #93 in the
verification-data storage section 161 in associated relation 10 with respective ones of the pattern seed

values 18&steiaddielrsinn Stish tha eyt Tydid2aly the wgon dlieieiahbatibe inbdltegigmiGinaDLL"

running op the off-ling two-factor authenfication.client 151 receives and stares the plt a}it of
ranemted SErREton COREE TS, Fhralh (e Hve R At v e bon M 10
correspongifigrtichie regluestinmg-useh i3 fidlissiamedipeaifdiegibuariatity 15a0thaddeation client
151, and the preparation for off-line user authenticate is completed. [0074] The verification-data

request a5 pieahiEicramatinrimednis dfnde tubsertivalrmled phariap er g Makpisicase, the
verificatiogdaiad eqauash ingl %W&ﬁt@eﬁﬁ&%@mﬁfrﬁ%iﬂé%égi%ﬁlsé&%ﬁeﬂ% AP e OFline gythentication

support server 101, 20 and corresponding verification data 194 is output to a recording medium or the
like. The effginetiovostation dlithentoatidd etiesssig] theads tHeregsifietitio Wt d@4sirom tihe recording

medium, apd stores the verification data 194. [0Q75] 8[’%) eration.ll of Off-Line Two-Factor User
Authenticgﬁ?)w %(;‘it?gﬁolﬂffl er&ér 38 i‘?&ﬁ‘é‘?ﬁ. T?Sﬁﬁlﬂ a’ﬁ%} 8?5%’0%1] i 1f‘or user authentication in
the off-lingpstate will be described below. FIGS. 4 is a flowchart illustrating the operation for off-line

user authentication in the off-line two-factor user authentication system 100. Firstly, one of the users
who requests Bt ntieatidirling. | avesfsiating hisslicaitarchirthel Usectdsigio the efiline 30two-factor

a”the”t'c%ﬂ%ﬂi%?o%&sx}[%{)%%‘@”léﬂ?& i) IQOI npe"étlﬁglc tigg/l}éG 1§§etjepll§ 2?6‘23 and one-time

password derivation rule 102b, the client-ID acquisition section 171 is activated to
acquire a client ID 102c¢ acquirable by the off-line two-factor authentication client 151,
[5  and transmit the client ID 102c¢ to the off-line authentication support server 101.  This
operation may be performed before or after the registration of the client ID 102¢ and the
one-time password derivation rule 102b.  During the operation, the initial registration
Web page selectably displays various acquisition sources for a client ID 102¢ (such as a
CPU, a MAC address, a hard disk, a GUID or product ID or product key of Windows”™
20  OS, an IP address, a USB memory, a wireless communication data card, a portable
phone, a BlueTooth® or wireless LAN-equipped device, Felica®, RFID, a biological
authentication information reader, and a device having the client-ID storage section
172). In this case, it is preferable to scanningly ascertain a client ID acquirable by the
client-ID acquisition section 171, via the bus and the external/network IF so as to
25  display only an acquisition source which allows a client ID to be acquired therefrom,
Alternatively, an administrator of the two-factor user authentication system 100 may
pre-set one or more aequisition sources for a client ID 102c¢ to omit the selection of an
acquisition source by a user. When the user selects one of the displayed acquisition
sources, a client ID 102¢ is read from the selected acquisition source by the client-ID

30  acquisition section 171. It is understood that the user may select two or more of the
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Typically, under the condition that the off-line two-factor authentication client 151 is not connected to
the domain network, the user enters his/her user ID into the user name input field, and designates a
domain or computer name using the logon target input field in the Windows(r) logon authentication
screen 197A to make a request for user 5 authentication and enter the requesting-user ID 181. Then,
the pattern-seed-value selection tion 163 | ff-ling two-factor authentication client 151 checks
whether (e B L o T A A s e
storage segitiord 6dg(SigpSRud):c§ hioudh thisuliteroiidl detebmiadd ithad hetverifieaticahdata 194
correspondinﬁ%to the requesting user is stored and thereby off-line 10 user authentication can be

performed $THRAT4HE patieiThistan nafEselbctiv eliforh TE84 tRBIBRNIAR KR B8IAEr Sithentication
client 151 selogts, onaof the.pluralily of MALtaP AeRd valies LA AssoRRRAWMIN IR Fequgsting-user
ID 181 in accordance with a given rule (Step S155). Preferably, as for the pattern seed value 183 to be
selecled, mnthoneblitiecqpiiterncsten vappes 1:88vwhithl haS hireathy bdéhise|ectechfmatise in 15

authentication for the user.is not repeatedly selected, until.new verjfication data is subsequently
cquired BBt A IR CRRoR SRlSSbrm Sertis 16 A cHbtels i e BER Pinte o
display a giftasentRresentation patteya ddidorrene AR uarr audientivatjon so.ag tagrotect

against brute-force attack to provide enhanced security. For example, when 100 pattern seed values
183 are storetimstppaengsdrdonvatinientieatioi cainthe Bsmtinublisncpambiisadoiobaishaydefore
acquisitiop, ofpew, vesfication dcﬂéao]r?;ﬁn{'y&tﬁé@ﬁ%@i&%aé/u%\go%%@Ugd1 |ndicale. & yarming when the
number o¥ maining pattern $eed value becomes few. However, If afl of the pattern seed values 183
are $électadateensrifRerianitnticatitn sathootdaeige florthe dsenyamioterdhemhetheevbefioation-code
determination section 162 in the off-line two-factor 25 authentication client 151 determines one of the

plurality vePIRCSHBREBRL PSS AT R R B e PG (et gsEs aM SRR ESRrd SBonds to the
pattern saedvalue 487 SEIRCHRIMNSIERSLORH SR SARA-Gneithe a5-ioedwardasionathentication
client 151 prompts the user to select at least one of a plurality of acquisition sources for a client ID
102c, anditiestciierciDisibguisitigics &otidie TheradduitedcaislateiDon02t Bafropnitte Sefegted

acquisition sourge Sten.S159). In,cases where an cc&liﬁit'{on source i regh';qtered in %onnection with
. . area 18 18 Bcallaf Wheél € USCY 15 Subjecic 0.a ﬁ’t@ﬂtl(}a 1011, . aCCiLgil 100 e
registration of the client t, and stored on a given area in the storage’device C, an acquisition
source fosauetientdd 1B2c idianttoniatidally sets basedzatvinfoimidyioseabauirnhe sioragdoagduisition
source in the off-line two-factor authentication client 151. In this case, it is not necessary for the 5 user

to select ACTRHEHERS WS PITRARPEP R ifsIEONSHaRSRUSE AHRERR TS B5Y, BheiRreAen 2
pattern-elgment:gramensecraaiansestion. 1asinthafineswofaciyr authgpticationglignt 151

creates a pattern element sequence 190 for forming a presentation pattern 191, based on the pattern
seed valueuti8Btisieercd ign'Stép. S1&panitat scitern Dthobe werylivdda Stele3189 and in accordance
with a givié"b;], pattern-element-sequence creation rule (Step S161). This given
pattern-element-sequence creation rule is identical to that described in Step S111. Then, the pattern

disptay sectiorra&h bnthefatidinectwefactanavibanticatinatligntcl 51 amealemarninagateepresenting a
presentation pattern 191 formed b%%ag‘rrangin the pattern elements of the pattern element sequence

190, respBtivelysat Hihth2 pesisHRam tHe k5151 S abelbr iBirhad o BRSIstRTG R folr B-Hif:4 matrixes,
and displays e iMage. Hensaieand deriisios fwe-fagionauientisation cigakbakister S163).
Typically, as shown in FIG. 9, in addition to the logon authentication screen 197A, the logon
authenticationf§diee twioBtimcluthiens ithéipresentatfdnipatteectd tdgdisolenmednfoe74], the
requesting user enters his/her user [D into the user name input field, and a domain name
25 in the logon target input field to make a request for user authentication. Through this
operation, the requesting-user [D 181 is entered into the off-line two-factor
authentication client 151. Then, the logon authentication screen 197B is displayed,
and a user authentication process is performed in the same manner as that in the

conventional user authentication process. If the user is successfully authenticated, the

30  verification-data request section 153 in the off-line two-factor authentication clent 151
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20Then, the requesting user selects certain pattern elements (certain ones of one-digit numerals 0 to
9) at specific positions in the presentation pattern 191 displayed on the screen of the off-line two-factor
authentication client 151, while entering one or more characters, such as numeral, without being
based on the presentation pattern 191, in order, so as to create a one-time password 192 as a result
of applying the 25 one-time-password derivation rule 102b.af the user to t&g dis Iayeéj resentation
pattern 1TSS ALY CaRIaBHE. ARe BUBSIIBR! 15 HERR AL v o BB tion clent

151. The gigimEnRassiypystinpHisaeHon ot iithie 1Bl dineMuodqedanauthentioation slignt 151 allow
the user to enter the created one-time password 192 (Step S161). 30[0077]  Then, the user

authenticatiof sectiarcebls. il dogipnimeodde factor Gehtic atprr atiieh ta Shspbimpbeclo govalue

obtained by, subjecting the enter, negiupe password 192 to the same, ene-way function algorithm as
that Usect B e L e A S B S e R ol f then

are identidat{a ehpravidtiiesn b agiesadingsiibatihecsehimtvecessiighoauihesticated (stap S167). If
the authentication is successfully concluded, the use of a service depending on the user authentication

modes wiltB&Qudabrizhers e GRdicaradriadaresidatHdine iicstisstDemaeivdin &l activated and
an enviropment eorigsnanding o the iseris erovidadu 0RO 18l s 3 RIBIEIUIsiig.Ip allowing a

plurality of types of client IDs 102c to be simultaneously combined with a pattern seed value 183 so as
to create sepresersatiomnpatidion dA3innotiter I6lgbantiridibpiiver eappoteserven dé okagiteentication

fact to th . , the aboqwvi bodi t of t [ ti ified t
15 plorali o BB ETEHL I IR WA B R ARl BIGAT 15 TOSK R REHAIGE Spocitcay,

HEPhERs OF Stpiin

the off-ling fraréacial-Bsesadthpaticatianm systam 1sat RpoFigmed ashaliaws: dhe pasisnéord storage
section 102 pre-stores respective user IDs of the users, respective one-time-password derivation rules

of the useHstERHCASEPIRROESRIMES dFBuREIBHGTehtianes - Bsnikadyy ARt septivatdSers as the
off-line tw to al icati ient 151, i ] Jon, Wi h othef0
user-by-ugg?%ésﬁg&\?vﬁg ﬁgﬁ%nggegﬁ%}T?#?%ﬁrllég%?D%%%%%Z@&%%?%%%%%ﬁ&%%? %t;ggs i;)'(g1§lclient IDs
102c; the patistimse éu-vidieie genengtiont settion 40histopameliietiom adddrelance Wit thebgiven

generation rule, to generate a pattern seed value .adapted. to uniqyely specify a presentation pattern in
ot S e o s SRR e e e e
acquyive theyeligaidfaieonmph@2Rt9f e pffline dwa-faatas awhenticaiondelient dhi wherdised by the

requesting user; the pattern-element-sequence creation section 155 is operable, based on the
selected patEiriigeedpaltiierss B thelapiiaisd HreriYEnggsusraienntalecotd¥n &8 ahe given

e BRI RS AR e s A Ay s e e
FIG. 5 illustrates "284E17 ----- 39D0" expressed in hexadecimal. For example, the
pattern seed value 183 may be expressed by a2 numeric sequence having a given bit

20  length, such as 16-byte. In this case, the given range is a range of
"0000000000000000" to "FFFFFFFFFFFFFFFF" in hexadecimal. Thus, the number
of different presentation patterns 191 to be created can be increased up to the number of
pattern seed values included in the given range.

[0073]

25 Then, the verification code generation section 106 in the off-line authentication
support server 101 applies the pre-stored one-tome password derivation rule 102b
associated with the requesting-user ID 181 to respective sets of pattern elements
comprised in a plurality of presentation patterns 191 formed from a plurality of pattern

element sequences 190: created based on the plurality of generated pattern seed values

30 183 and the pre-stored client ID 102c¢ associated with the requesting-user ID 181 and in
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one-time-password derivation rule associated with the received user ID to respective sets of pattern

elements comprised in a plurality of presentation patterns formed from a plurality of pattern element

sequences created based on the generated pattern seed values and the pre-stored client ID group

102c associated with the received user ID and 5 in accordance with the given

pattern-element-sequence creation rule, and subject respective obtainﬁ'}olf{ﬁes%gs to the one-way
e‘abo

function afi§EPEHNS cratte® BRIFRIOFURH %“Bﬁé% SEHEECfogTE N VEBEA 8 %ional flow, as

long as anysconsisipRGEN Regatienal flam, 1PsushRs aisitvainwhersdaia ghviauslyunusable in
a certain step is used in the step, does not occur, the operational flow may be freely modified. [0080]
The preferiestfientibodiodent! 88 th¥ gir&ddn invekrigivempdteen-deswitbeddesifie stenive pulposes, but

the present mvenhoqel not limited to th[?elsjg)%%ﬁlceg{nstéodément. 15 Itis obw&uw%tg th%sg skilled in the

art that varrrfg)%nssc%gﬁgeso and modificAfions may be made grlel?ﬁ%ﬁWofRe epartin%s?romntﬁe spirit and
scopé theteafrasagehforidpappanded elaimnss3 andke LNATIQNO GORRINAAIRP8 }d 00: off-line
two-factor user authentication system 101: off-line authentication support server 101a: CPU
provide significant difficulty in inferring the original requesting-user ID 181 and pattern
seced value 183 from only the pattern element sequence. Typically, the given
pattern-element-sequence creation rule is based on an encryption algorithm using the
combination of the pattern seed value 183 and the client ID 102¢ as a sort of initial
10 wvalue, as described in more detail below. FIG. 6 is a conceptual diagram illustrating a
process of creating a presentation pattern 191. In FIG. 5, a pattern element sequence
190 is created based on "284E17 ---- 39D0" as a pattern seed value 183 and
"C8E30B178422" as a client ID 190. For this purpose, a given numeric sequence is
uniquely created based on the combination of the pattern seed value 183 and the client
15 1D 102c. In an example indicated by the uppermost row and the second row in FIG. 6,
the combination of the pattern seed value 183 and the client ID 102c¢ each expressed in
hexadecimal are combined together to create a given numeric sequence. Alternatively,
the pattern seed value 183 and the client ID 102¢ may be combined together using any
suitable operation, such as addition, subtraction and/or exclusive-OR operation. Then,
20 the given numeric sequence is subjected to an encryption algorithm to create a bit
sequence 184 having a given bit length. In FIG. 5, the given bit length is 256 bits
which is an information amount enough to create a presentation pattern 191 consisting
of sixty four numerals. The encryption algorithm may be any suitable type capable of
practically precluding an original numeric sequence from being derived from an
25  algorithmic result, such as a hash function algorithm or a symmetric-key encryption
algorithm. For example, SHA-256 may be used as a hash function to encrypt the given
numeric sequence so as to create a bit sequence 184 of 256 bits. Alternatively, the
Advanced Encryption Standard (AES) algorithm may be used as a symmetric-key
encryption algorithm to create a key from the given numeric sequence, and encrypt a

30 256-bit numeric sequence appropriately pre-set using the key so as to create a bit
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101b: RAM 25101c: storage device 101cl: OS 101c2: user-authentication support application 101d:
user interface (user I/F) 101e: external/network interface (external/network I/F) 30102: password
storage section 102a: user ID 102b: one-time-password derivation rule 102c: client ID 103: request
receiving section 5104: pattern-seed-value generation section

sequence 184 of 256 bits. Further, a hash function algorithm and a symmetric-key
encryption algorithm may be used in combination. The values "0111001011001101

--- 11010" of the bit sequence 184 in FIG. 6 are shown as one example for illustrative
purposes, but not shown as an accurate algorithmic result of the SHA-256 algorithm.

5 Then, the bit sequence 184 of 256 bits is transformed to a seventy seven-digit decimal
numeral, and a sixty four-digit mumeral is extracted therefrom and used as a pattern
clement sequence 190. The values "38064655 --- 1017" of the patter element sequence

190 in FIG. 5 are shown as one example for illustrative purposes, but not shown as an
accurate result of the conversion/ extraction. The sixty four-digit numeral may be

10 extracted by eliminating unnecessary higher-order bits or lower-order bits, or using any
suitable calculation, such as subtraction. The one-tome password derivation rule 102b

is applied to respective sets of pattern elements comprised in a plurality of presentation
patterns 191 formed from a plurality of pattern element sequences 190 created in
accordance with the above given pattern-element-sequence creation rule so as to creates

15 a plurality of proper one-time passwords, and the respective one-time passwords are
subjected to a one-way function algorithm to creates a plurality of verification codes

193,  Then, the pattern-seed-value transmission section 105 in the off-line
authentication support server 101 transmits the plurality of generated pattern seed
values 183 to the off-line two-factor authentication client 151 (Step S113).  Typically,

20 the off-line authentication support server 101 activates the user-authentication support
application 101¢2, and transmits the plurality of generated paitern seed values 183 to

the off-line two-factor authentication client 151 according to the user-authentication
support application 101c2. Then, the pattern-seed value receiving section 154 in the
off-line two-factor authentication client 151 receives the plurality of pattern seed values

25 183 transmitted from the off-line authentication support server 101, and stores the
plurality of received pattern seed values 183 in the verification data storage section 161

in associated relation with the requesting-user ID 181 (Step S115). Typically, the
logon authentication module "SmxGinaDLL" running on the offline two-factor
authentication client 151 receives and stores the plurality of pattern seed values 183,

30  Then, the verification-code transmission section 111 in the off:line authentication
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105: pattern-seed-value transmission section 106: verification-code creation section 111:
verification-code transmission section 151: off-line two-factor authentication client 10151a: CPU 15 Ib:
RAM 151c: storage device 151cl: OS 151c2: verification-data request module 15151c3: seed-value
selection/pattern creation module 151c4: verification-code determination/authentication module 151c5:

e D L O I AT T SR e
off-line two-factor authentication client 151 (Step S117). Typically, the off-line
authentication support server 101 activates the user-authentication support application
101c2, and transmits the plurality of verification codes 193 to the off-line two-factor

5  authentication client 151 according to the user-authentication support application 101¢2.
Then, the verification-code receiving section 162 in the off-line two-factor
authentication client 151 receives the plurality of verification codes 193 transmitted
from the off-line authentication support server 101, and stores the plurality of received
verification codes 193 in the verification-data storage section 161 in associated relation

10 with respective ones of the pattern seed values 183 stored therein (Step S119).
Typically, the logon authentication module "SmxGinaDLL" running on the off-line
two-factor authentication client 151 receives and stores the plurality of transmitted
verification codes 193. Through the above operations, the verification data 194
corresponding to the requesting-user 1D 181 is stored in the off-line two-factor

15 authentication client 151, and the preparation for off-line user authenticate is completed.
[0074]

The verification-data request may be entered directly into the off-line
authentication support server 101. In this case, the verification-data request including
the requesting-user ID 181 is entered into the off-line authentication support server 101,

20 and corresponding verification data 194 is output to a recording medium or the like.
The off-line two-factor authentication client 151 reads the verification data 194 from the
recording medium, and stores the verification data 194,

[0075]

[Operation II of Off-Line Two-Factor User Authentication System 100: User

25 Authentication]

The operational flow for user authentication in the off-line state will be described
below. FIGS. 4 is a flowchart illustrating the operation for off-line user authentication
in the off-line two-factor user authentication system 100. Firstly, one of the users who
requests authentication, i.e., a requesting user, enters his’her user ID into the off-line

30 two-factor authentication client 151 through the user ID input section 156 (Step S251).
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154: pattern-seed-value receiving section 155: pattern-element-sequence creation section 156: pa;ttern

display section 25157: one-time-password input section 161: verification-data storage section 162:

verification-code receiving section 163: pattern-seed-value selection section 164: verification-code
determination section 30165: user authentication section 171: client-ID acquisition section 172:

client-ID Orag %138/?(5[1'1 r(grlt e 0019 1teiggnt%at tltra Ion 1ne atteﬂ%t%?%%t}'/lgll']%matlon client 151 is

not connected to the domain network, the user enters his/her user ID into the user name

input field, and designates a domain or computer name using the logon target input field

in the Windows® logon authentication screen 197A to make a request for user

5  aothentication and enter the requesting-user ID 181. Then, the pattern-seed-value

selection section 163 in the off-line two-factor authentication client 151 checks whether

the requesting-user ID 181 is included in the stored user ID 102a i the verification-data

storage section 161 (Step 5213). Through this step, it is determined that the

verification data 194 corresponding to the requesting user is stored and thereby off-line

10 user authentication can be performed. Then, the pattern-seed value selection section

163 in the off-line two-factor authentication client 151 selects one of the plurality of

pattern seed values 183 associated with the requesting-user ID 181 in accordance with a

given rule (Step S155). Preferably, as for the pattern seed value 183 to be selected,

any one of the pattern seed values 183 which has already been selected for use in

15  authentication for the user is not repeatedly selected, until new verification data is

subsequently acquired from the off-line authentication support server 101 and stored.

This makes it possible to display a different presentation pattern 191 for each off-line

user authentication so as to protect against brute-force attack to provide enhanced

security. For example, when 100 pattern seed values 183 are stored, off-line user

20  authentication can be continuously performed 100 times before acquisition of new

verification data 194. This system may be designed to indicate a warning when the

number of remaining pattern seed value becomes few. However, if all of the pattern

seed values 183 are selected, new user authentication cannot be performed any more,

Then, the verification-code determination section 162 in the off-line two-factor

25  authentication client 151 determines one of the plurality verification codes 193

associated with the requesting-user ID 181, which corresponds to the pattern seed value

183 selected in Step S155 (Step S157). Then, the off-line two-factor authentication

client 151 prompts the vser to select at least one of a plurality of acquisition sources for

a client ID 102¢, and the client-ID acquisition section 171 acquires a client ID 102¢

30 from the selected acquisition source (Step S159). In cases where an acquisition source
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5184: bit sequence 190: pattern element sequence 191: presentation pattern 191p: given pattern
format 192: one-time password 10193: verification code 196: keyboard 197A: logon authentication
screen 197B: logon authentication screen What is claimed is: I. An off-line two-factor user
authentication system designed to use a one-time-password derivation rule as a password of a user

subject to.authentication, in 5 such a. manner that a plurality of pattern elements are arranged in a
Given patta [P RTHES AR RSMEA A8 e BUCERAROTSAEETH 10 8 IR RISLH G050 b Hed umer. and
the one-tiygapasswerdidarhatiegicyle i applieddqueatiain anasofithe patiem qiemants included in the

presentation pattern at specific positions, so as to create a one-time password, and further use
informatiofigartiaHy trsschepichongiissadbiptheheserhes sfored acquisition source in the

off-line two-factor authentication client 151. In this case, it is not necessary for the
5 user to select at least one of a plurality of acquisition sources for a client 1D 102c¢.
Then, the pattern-element-sequence creation section 155 in the off-line two-factor
authentication client 151 creates a pattern element sequence 190 for forming a
presentation pattern 191, based on the pattern seed value 183 selected in Step S157 and
the client ID 102c acquired in Step SI159 and in accordance with a given

10 pattern-element-sequence  creation rule  (Step  S161). This  given
pattern-element-sequence creation rule is identical to that described in Step S111.
Then, the pattern display section 155 in the off-line two-factor authentication client 151
creates an image representing a presentation pattern 191 formed by arranging the pattern
elements of the pattern element sequence 190, respectively, at matrix positions in the

15 given pattern format consisting of four 4-by-4 matrixes, and displays the image on the
screen of the off-line two-factor authentication client 151 (Step S163). Typically, as
shown in FIG. 9, in addition to the logon authentication screen 197A, the logon
authentication screen 197B including the presentation pattern 191 is displayed.

[0076]

20 Then, the requesting user selects certain pattern elements (certain ones of one-digit
numerals 0 to 9} at specific positions in the presentation pattern 191 displayed on the
screen of the off-line two-factor authentication client 151, while entering one or more
characters, such as numeral, without being based on the presentation pattern 191, in
order, s0 as to create a one-time password 192 as a result of applying the

25  one-time-password derivation rule 102b of the usef to the displayed presentation pattern
191, and enters the created one-time password to the off-line two-factor authentication
client 151. The one-time-password input section 156 in the off-line two-factor
authentication client 151 allow the user to enter the created one-time password 192
(Step S161).

6 [0077]
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10second authentication factor, the off-line two-factor user authentication system comprising:  an
off-line authentication support server for supporting off-line authentication of a plurality of the users;
and a plurality of the clients each serving as an off-line two-factor authentication client 15 which is a
terminal capable of authenticating each of the users in an off-line state of being not network-connected

although being.connectable to the off-line authentication support server via a nefwork, the off-line
o factor authBN e StoN EratREIHET o N SAP B RAMr BOEhAe F AN Lith of the

users to entesithishesmperestheiefieniant ROUasEMh i ans elesian SeCctioR pRaRbIg @ransmit the
entered user ID to the off-line authentication support server, wherein the off-line authentication support

server incioides same @m@wgﬂﬂ@é@g@@mﬁ ﬁb@tgﬁﬁ%@ré@@éaﬁ\@w&i@gt@ptﬁedﬁers, _
reSpec“"‘zii%}eﬁ%ﬁ?ﬁ@%%?é’%%ﬁﬁe%%‘{?ﬁ%h 'ﬂﬁd%f fbs ‘%ﬁ&r%f %%9}15‘?8'Rc?&r}{Yc%HbeQﬁé%ﬁo%é?the clients
y e off-li -tactor aut

to be use e respective users as t ne two entication client, in associated relation
with dachdatbanmesa tigar-byeusegbasis; succesphtibrn sekehtiadual ggSeraticn GBctiontdpdrable, in
accordance with a given generation rule, to generate a plurality of pattern seed values each adapted to

uniquely SHESHYISA AL ShBY6R AT TRCTRBiHRE IR ith Brgsith e eheriingeon the user

authentication modes will be authorized as follows. In a Windows® logon
authentication, Windows® is activated and an environment corresponding to the user is
provided.

10 [0078]

As a prerequisite to allowing a plurality of types of client IDs 102¢ to be
simultaneously combined with a pattern seed value 183 so as to create a presentation
pattern 191 in order to substantially increase the number of authentication factors up to
three or more, the above embodiment of the present invention may be modified to use a

15 plurality of types of client IDs in the means or step in which a client ID 102¢ 1s handled.
Specifically, the off-line two-factor user authentication system mat be configured as
follows: the password storage section 102 pre-stores respective user IDs of the users,
respective one-time-password derivation rules of the users, and respective client D
groups of the clients to be used by the respective users as the off-line two-factor

20  authentication client 151, in associated relation with each other on a user-by-user basis,
wherein each of the client ID groups consists of a plurality of types of client IDs 102¢;
the pattern-seed-value generation section 104 is operable, in accordance with the given
generation rule, to generate a pattern seed value adapted to uniquely specify a
presentation pattern in combination with one of the client 1D groups; the client-1D

25 acquisition section 171 is operable to acquire the client ID group 102c of the off-line
two-factor authentication client 151 when used by the requesting user; the
pattern-element-sequence creation section 155 is operable, based on the selected pattern
seed value 183 and the acquired client 1D group and in accordance with the given
pattern-element-sequence creation rule, to create a pattern element sequence 190; and

30 the verification-code creation section 106 is operable to apply the pre-stored
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30user-1D receiving section operable to receive the user ID of one of the users who requests
authentication, from the off-line two-factor authentication client; verification-code creation section
operable to apply the pre-stored one-time-password derivation rule associated with the received user
ID to respective sets of pattern elements comprised in a plurality of presentation patterns formed from
a 5 plurality of pattern element sequences created based on the generated pattern seed values and
the pre-storedioiepasbvasd abittadionthiherssesinied widr i anceinecvseddRctowibpectiven

pattern-elemen%—sq uence cr ation rule Cf':md sulbie respective btaine(g res%llts to g.one-way function
. Setsg Pa cic EnF COl‘Iﬂ)I‘l ¢d in a LT Op presentation pa ?rns ormed ronl I%
algorism to'create a plurality of veriication codes; attern-seed-value transmission section operable

to transmip fhaipiiatity.ataeeriated pajieitseetyaldiasiedhanoffdina:feattaciar@uihendication client
of the requesting user; and verification-code transmission section operable to transmit the

plurality oVehessaetvdRfisferebabisolthersmite asecisr bt iR efteticbf thendsrequesting
user, and wherelp he off;ime H{%O'%vﬁ%%f @{W&@ﬂ@@.@ww t'a?é?%ﬂ%‘}ﬁ%, PatteraisRed-value
e thep n seed v

receiving section operable to rece urality of patte alues transmitted from the off-line
authenticatigprestiyap ottt sepde rp pdtteto-tee dacaivry shorageselgivismdaptedato stelerttheyphdrality of
received 20pattern seed values; verification-code receiving section operable to receive the
plurality of’%‘é%ftﬁ%%\?f‘bﬁo tes transmitted from the off-line authentication support server;

[0079]
In the above operational flow, as long as any inconsistency in operational flow,
10 such as a situation where data obviously unusable in a certain step is used in the step,
does not occur, the operational flow may be freely modified.
[0080]
The preferred embodiment of the present invention has been described for
illustrative purposes, but the present invention is not limited to the specific embodiment.
15 It is obvious to those skilled in the art that various changes and meodifications may be
made therein without depaﬁing from the spirit and scope thereof as set forth in

appended claims.

EXPLANATION OF CODES
20 [0081]
100: off-line two-factor user authentication system
101: off-line authentication support server
161a: CPU
101b: RAM
25  10lc: storage device
101cl: OS
101c2: user-authentication support application
101d: user interface (user I/F)
101e: external/network interface {external/network I/F)

30 102: password storage section
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verification-code storage section adapted to store the plurality of received verification codes in
associated relation with corresponding ones of the pattern seed 25values; pattern-seed-value
selection section operable to select one of the plurality of pattern seed values stored in the
pattern-seed-value storage section, to allow the selected pattern seed value to be used in
authenticating the user; verification-code determination section operable to determine one of
the 30plurklidy.ofseefification-codes which corresponds to the selected pattern seed value;

client-1D isition section operable to acquire the client ID of the off-line two-factor authentication
client thlg%‘ea%i}%g—% Osliﬁw eﬁggtrl;an epattern-element-sequence creation section operable,
based on theselgetedpattern seed value and the acquired client ID and in accordance with the given
Spattern-element-sequence creation rule, to create a pattern element sequence; pattern display
section opdtEbledisdriensienasestftBrn elements comprised in the created pattern element sequence,

in thesgivelrb P ﬁ{&_ﬁg{@g%ug%%%ﬁt%rg§g&§%on pattern, and display the created presentation

pattern on a screen; one-time-password Input section operable to allow the requesting user to enter
10 therefrofs spanertinepasbworsheneatec ascasasult of applying the one-time-password derivation
rule of the requesting user tq the %attern elements comprised in the displayed presentation pattern;

and Hiratietistiote SEetin S5eH8BIe to compare a result of subjecting the entered one-time
password {9 the.aneaway-fdasinHeasthnkwitn the determined

151: off-line two-factor authentication client
10 151a: CPU
151b: RAM
I51c: storage device
15icl: OS
151c2: verification-data request module
15 151c3: seed-value selection/pattern creation module
151c¢4: verification-code determination/authentication module
151c5: client ID acquisition module
151d: user interface {user I/F)
151e: external/network interface (external/network 1/F)
20 152: user-ID input section
153: verification-data request section
154: pattern-seed-value receiving section
155: pattern-element-sequence creation section
156: pattern display section
25 157: one-time-password input section
161: verification-data storage section
162: verification-code receiving section
163: pattem-see&-value selection section
164: verification-code determination section

30 165; user authentication section
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15verification code, and, if they are identical to one another, to determine that the user is successfully
authenticated, off-line. 2. The off-line two-factor user authentication system as defined in claim 1,
wherein: the password storage section pre-stores respective user IDs of the users, respective 20
one-time-password derivation rules of the users, and respective client ID groups of the clients to be
used by tq%regl?eerﬁt_iﬁz users.as nt@gcaffhline two-factor authentication client, in associated relation with
each other on a'user-by-user basis, Wherein each of the client ID groups consists of a plurality of types
of client ID$2: clicthdpatigtgsagtomlue generation section is operable, in accordance with the given
25generation rule, to generate a pattern seed value adapted to uniquely specify a presentation pattern
in combindfibirrefusome-8pehetlient ID groups;  the verification-code creation section is operable to
apply the pgs: %glqlgggd%gépassword derivation rule associated with the received user ID to
respective sets of pattern elements comprised in a plurality of presentation patterns formed from a
30pluialityl &4 patterquetement sequences created based on the generated pattern seed values and the
pre-store(i?c#ient ID group associated with the received user ID and in accordance with the given
pattern-elefeRid HOEHEHEAUle, and subject respective obtained results to the one-way
function algqrismdacreais awidrality of verification codes; Sthe client-ID acquisition section is

operable to acquire the client ID group of the
191p: given pattern format

192; one-time password
16 193; verification code
196: keyboard
197A: logon authentication screen

197B: logon authentication screen
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off-line two-factor authentication client when used by the requesting user; and the
pattern-element-sequence creation section is operable, based on the selected pattern seed value and
the acquired client ID group and in accordance with the given pattern-element -sequence creation rule,
to create a pattern element sequence. 10 3. The off-line two-factor user authentication system as
d(_afined in_\ﬁ@msjcm&%@lg: the pattern-seed-value generation section is op(_erable, in a(_:cordance
with the given generation rule, to generate a pattern seed value adapted to uniquely specify a
presentation pattern in combination with one of the user Ws and one of the client IDs; 15 the
verification-code creatign section is operable to apply the pre-stored one-time-password derivation rule

associated with the¥dd8ived iSelftPto &hectitB UphatertrBlerdEfEIEdmRisédsSn & plurality of
presentatign. RREEMRJRUREHRRiSPIHIAUY LHARUST BleM&i SeBKenee S firaRdBased on the

received user ID, the generated pattern seed values and the pre-stored client IDs associated with the
receiVed 20chsemipzmdhint accordance! witiictes giventp attetrraslgedantasdyee petacreiationtrule, and
subject reagpciactlgeeotb_t(?med results, to the o e-way gugﬁgon algorism ctz)q%r?gte a Iuraﬂt;{h%f verification

codes; and'® ¥he &aﬁer%s-e?e%gsﬁf}tsaeltﬁ)&eﬂ%eegrleatlon se?:%icijjr(}3 isgolf)seera | D8sE one ‘Rtered user

ID, the selgeierhpatesnseedaaiugoandithe clignidd 1of tbeof-tinestwo dacianden awhemtication client

acquired when used by the requesting user and in accordance with the given '
pattern-elBifiededda iBs cererautEa MEit cRb aReH ira e oRSmentascuersets 2 ANTHENGHT-line

two-facto y&%&&a@%a%m%yé}ﬁmrﬁmﬂ%%éﬂggg%&cw&?rﬁémvgﬁggf 1R gequigition section is

operable to acquire identification information 30inc rated in hard e off-line two-factor
authiéhticatomdliemthediidewffiicetwokiactér iser sutheotizatisarsystdenasatefinagsirolaim 1,
wherein the client-1D acquisition section is operable to acquire identification information about an
operating SYREEIHEF the off-line two-factor authentication client. 5

an off-line authentication support server for supporting off-line authentication of a
plurality of the users; and
a plurality of the clients each serving as an off-line two-factor authem_:ication client
15 which is a terminal capable of authenticating each of the users m an off-line state of
being not network-connected although being connectable to the off-line authentication
support server via a network, the off-line two-factor authentication client including:
user-ID input section operable to allow each of the users to enter his/her user
ID therefrom; and
20 user-1D transmission section operable to transmit the entered user ID to the
off-line authentication support server,
wherein the off-line authentication support server includes:
a password storage section pre-storing respective user 1Ds of the users,
respective one-time-password derivation rules of the users, and respective client IDs of
25  the clients to be used by the respective users as the off-line two-factor authentication
client, in associated relation with each other on a user-by-user basis;
pattern-seed-value generation section operable, in accordance with a given
generation rule, to generate a plurality of pattern seed values each adapted to uniguely
specify a presentation pattern in combination with one of the client 1Ds;

30 user-1D receiving section operable to receive the user ID of one of the users
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6. The off-line two-factor user authentication system as defined in claim I, wherein the client-ID
acquisition section is operable to acquire a network address set for the off-line two-factor
authentication client. 107. The off-line two-factor user authentication system as defined in claim 1,
wherein the client-ID acquisition section is operable to acquire identification information about an

external deKice throysgh n interfaceé)f th offﬁine two-f?ct raui;[tl]lentic tion glient. 8. The off-line
WO Tequesis au IlthHth{l ol the O -(ljme twa- aior ﬁu entlf% on c?len{, " .
two-factor user authentication systém as defined'in claim 1, wherein e clientzID acquisition section

is operable to acquiteifilalogicadddentiiadation Kratonatiopeadisiut the ragpigstifg: ussie-stordd off-line
two-factor user authentication method for in a user authentication system designed to use a
one-time-PESIISOWENOEHGIETIRIIAR BYmdsweRiwt ¥ idehroaesshiedusrndifdAticanssiive such a

manner that a,piiality efRatern GISMens Al MIAR9es A avaR RAlsIm/omalang presented as a

presentation pattern to a client being used by the usér, and the one-time-password derivation rule is
applied topderiiiy emesattthecfratiarn slgmectts mmcluctt disctheprése mattoa@htpetteat spatific positions
SO as to create a one-fime passward, _andi rther use information identifying the client 25 being used
by the usef Hessaa?gc i B&W&fﬁgaﬁgma ﬁ)r?%ﬂ%l?é?ﬁ tﬂféqhs&ﬁﬁaﬂ?ﬁ%‘ﬁﬁ atldfl systéfit'inCiudes an
off-line aufhesntication sHRPER Sepielfal-sRRRiagL oftingauthentication éﬁb?e@!%@ﬂ%éﬁ’@éhe users,
and a plurality of the clients each serving as an off-line two-factor authentication client capable of
authenticabigjedcreaiithdusepdomvery i B tateoss e figaiertn ctvwidikaibn wécretifidehisggh being
connectable 30to the off-line authentication support server via a network, the off-line two-factor user
authentication mmethod comprising the steps of:  pre-storing, in the off-line authentication support

servep, respective paeernbscofl theussarssiespeative e -tipeexpRsewondsderivaianulgs effthe users,
and respective client IDs of the clients to be used by the respective users as the off-line two-factor

Sauthenti€HEH Efe AR A K5 diaRlis Rishenath Bas I StmBCln 24beptsptine isalsof the

requesting user; and
verification-code transmission section operable to transmit the plurality of
created verification codes to the off-line two-factor authentication client of the
15 requesting user,
and wherein the off-line two-factor authentication client further includes:
pattern-seed-value receiving section operable to receive the plurality of
pattern seed values transmitted from the off-line authentication support server;
pattern-seed-value storage section adapted to store the plurality of received
20 pattern seed values;
verification-code receiving section operable to receive the plurality of
verification codes transmitted from the off-line authentication support server;
verification-code storage section adapted to store the phlurality of received
verification codes in associated relation with corresponding ones of the pattern seed
25  values;
pattern-seed-value selection section operable to select one of the plurality of
pattern seed values stored in the pattern-seed-value storage section, to allow the selected
pattern seed value to be used in authenticating the user;
verification-code determination section operable to determine one of the

30  plurality of verification-codes which corresponds to the selected pattern seed value;
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allowing one of the users who requests authentication, to enter his/her user ID from the off-line
two-factor authentication client; causing the off-line two-factor authentication client to transmit the
entered user ID to the off-line authentication support server; 10causing the off-line authentication
support server to, in accordance with a given generation rule, generate a plurality of pattern seed

values each adapted to ypiquely specify a.presentation pattern in combination with ope.of the client
0 el specify 3 presentz) moinaficnih o

IDs;  causing the“0ffHine authentication supp FAZRET ESTRERY etﬁéeﬁge BofEheT QWfesting user

transmitteghyca e efiding dvehfactar authanicasiomelienicdealssing the off-line authentication
support server to apply the pre-stored one-time-password derivation rule associated with the received

user ID to respectiPatiEts BeHanerARRIIe IS HEM pistiaTn ePpiabidinpeTedrese abatispigsitterns formed
f luraljty of d val d
rom a p gggg%ggﬁt%memnl V‘i%ggﬂ&@& %ﬁ‘?&t@‘?ﬁaﬁ% ;%r{]‘ dﬁ?g@%&h%@%g@%ﬁ%\%ﬁ%ﬁ values an

the pre-s D associate he received user | accordance a given
pattefin-elpateni-skgusinceqraatiandationankt, Jobjeet cagpectve bhisi eciesitts to a one-way function
algorism to create a plurality of verification codes; causjng the off-line authentication support

server to transmit (REETHATRIBF SRR RRFERIFIN LoHBS IR TR AR FABWASHS Buthentication
client of thg.23EeQUERINIHSB ent GRYSIELNG AfE INR AUIRRRLGREHAR S RROYE SEFYALIRtianpsmit the

plurality of created verification codes to the off-line two-factor authentication client of the requesting
user;  patiemsingdidspiblite terfetyesnthbotiCatiorn clieatesersceive the plurality of 30pattern seed

values transmitied gﬁ%@irtx;]ee-poagél\;poerc? %Q&”éé%%ﬂ%ﬁé’x%%% SIS the requesting user to enter

10 therefrom a one-time password created as a result of applying the one-time-password
derivation rule of the requesting user to the pattern elements comprised in the displayed
presentation pattern; and

user authentication section operable to compare a result of subjecting the
entered one-time password to the one-way function algorithm with the determined

15  wverification code, and, if they are identical to one another, to determine that the user is

successfully authenticated, off-line.

2. The off-line two-factor user authentication system as defined in claim 1, wherein:
the password storage section pre-stores respective user IDs of the users, respective
20 one-time-password derivation rules of the users, and respective client ID groups of the
clients to be used by the respective users as the off-line two-factor authentication client,
in associated relation with each other on a user-by-user basis, wherein each of the client
ID groups consists of a plurality of types of client 1Ds;
the pattern-seed-value generation section is operable, in accordance with the given
25  generation rule, to generate a pattern seed value adapted to uniquely specify a
presentation pattern in combination with one of the client 1D groups;
the verification-code creation section 18 operable to apply the pre-stored
one-time-password derivation rule associated with the received user ID to respective
sets of pattern elements comprised in a plurality ofpresentation patterns formed from a

30 plorality of pattern element sequences created based on the generated pattern seed
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causing the off-line two-factor authentication client to store the plurality of received pattern seed

values; causing the off-line two-factor authentication client to receive the plurality of verification
codes transmitted from the off-line authentication support server; 5 causing the off-line two-factor
authentication client to store the plurality of received verification codes in associated relation with

corresponding ones qof the pattern see lues; causi the ff-line two-factog,authentication client
(0 seloct OBt (e AT B 0 et B A Gl e A b A v to
be used indé&aldhenticalinghthegisat; gausing:tbeaif-linpduefagariauthantcatian slignicto determine
one of the plurality of verification-codes which corresponds to the selected pattern seed value,

causing tHEBRCTE iemedoreatiiictonthti onciant BIstguirkigREvheln Meafkite Mty Wo-factor
authentication:cliept when. used by the requesting user; 15 causing the off-line two-factor
authentication client to create a pattern element sequence based on the selected pattern seed value
and thie acquiréd client-ID anduisitiocoseanoe iwithdhblgive nqaiter thelelirantOegwenas cheation rule;
causing the g{[ line two-factor authentication client to arrg}r;r%%the pattern elements comprised in the

created pat Ha%f&ﬂgﬁ?tgéaﬁ@ﬁ%??ﬁl?ﬁéﬁ?\%ﬁf CRir TR 365 pPBLentation pattern, and

display the creaiegRigseqtation-RadiR-enRAGRNR o AIIOVWRG bR requssindisakia.gater, from the
off-line two-factor authentication client, a one-time password created as a result of applying the

one-time-patsiorerd emiugiondrihe ottveedquiestilg usernoavkipaeemidalerneritd dbengirised in the
displayed r&sent?tion pattern' and 25[c:ausin&g 1Fhe of{-line two-fa?tor aythentication client to compare a
E er{l-e e{)ﬁen ~Seciueéxce création rule 1o cae‘ta cia attern elemen tSE‘,%uelilCB.. .
result of s %Jec Ing the entered one-time password to the one-way function algorithm with the
detebtined verification code, and, if they are identical to one another, to determine that the user is
successfully authenticated, off-line. o _ . .
3 he off-line two-factor user authentication system as defined in claim 1, wherein:
the pattern-seed-value generation section is operable, in accordance with the given
generation rule, to generate a pattern seed value adapted to uniquely specify a
presentation pattern in combination with one of the user IDs and one of the client IDs;
15 the verification-code creation section 1s operable to apply the pre-stored
one-time-password derivation rule associated with the received user 1D to respective
sets of pattern elements comprised in a plurality of presentation patterns formed from a
plurality of pattern element sequences created based on the received user ID, the
generated pattern seed values and the pre-stored client IDs associated with the received
20 user ID and in accordance with the given pattern-clement-sequence creation rule, and
subject respective obtained results to the one-way function algorism to create a plurality
of verification codes;  and
the pattern-element-sequence creation section is operable, based on the entered
user ID, the selected pattern seed value, and the client ID of the off-line two-factor

25  authentication client acquired when used by the requesting user and in accordance with

the given pattern-element-sequence creation rule, to create a pattern element sequence.

4. The off-line two-factor user authentication system as defined in claim 1, wherein
the client-ID acquisition section is operable to acquire identification information

30  incorporated in hardware of the off-line two-factor authentication client.
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3010. An off-line two-factor authentication client for authenticating a user in an off-line two-factor user
authentication system designed to use a one-time-password derivation rule as a password of the user
subject to authentication, in such a manner that a plurality of pattern elements are arranged in a given
pattern format and presented as a presentation pattern to a client being used by the user, and the
one-time-password 5 derivation rule is applied to certain ones of the pattern elements included in the
presentation pattern at specific positions, so as to create a one-time password, and further use

informatiop, identidystg e slisnhasingsusetdnthadisesyasa secimalthenticationdagiarn the off-line
two-factor authentication client comprising: pattern-seed-value receiving section for pre-receiving a

plurality of satiéent Jbbacqpsvities Gietge maresde icacebrsandeniitpticaivef yaneratwytle, and
each adagleg o Ridclyseela RrARERIAGN PRGN compinglap with a client ID idenifying the
off-line two-fagtor authentication client;  pattern-seed value storage section pre-storing the plurality of
pre-réceived pattern seed values; 15verification-code receiving section for pre-receiving a plurality of
verification codes Eg%-rf;reated_t?y applying a_one-time-password derivation rule as a password

associated-with 26 R S SHRY AR FEREBH R Pospsleers A& TBISH alite 13 e bn &I €BMprised in a
plurality ofrreseatalivn RAGHIS [RINEH KoBp &AW UM QIR RAIRIAE Rl SRIVEBCES: Cigated based

on the pre-generated pattern seed values and a client 20 ID associated with a user ID of the
requestingtiisarednd ifrelsscndbersecositm aligubn pattern-element-sequence creation rule, and
subjecting respective obtained results to a one-way function algorism;  verification-code storage
section pre-storing the plurality of pre-received verification codes; 25user-1D input section operable to

allowtthe requasiingrisee taverietdrsiner ausesni dnerefk8mm as defined in claim 1, wherein
the client-ID acquisition section is operable to acquire identification information about

an external device through an interface of the off-line two-factor authentication client.

8. The off-line two-factor user authentication system as defined in claim 1, wherein
15 the client-ID acquisition section is operable to acquire biological identification

information about the requesting user.,

9. An off-line two-factor user authentication method for in a user authentication
system designed to use a one-time-password derivation rule as a password of a user
20 subject to authentication, in such a manner that a plurality of pattern elements are
arranged in a given pattern format and presented as a presentation pattern to a client
being used by the user, and the one-time-password derivation rule is applied to certain
ones of the pattern elements included in the presentation pattern at specific positions so
as to create a one-time password, and further use information identifying the client
25 being used by the user, as a second authentication factor, wherein the user
authentication system includes an off-line authentication support server for supporting
off-line authentication of a plurality of the users, and a plurality of the clients each
serving as an off-line two-factor authentication client capable of authenticating each of
the users in an off-line state of being not network-connected although being connectable

30  to the off-lme authentication support server via a network, the off-line two-factor user
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pattern-seed-value selection section operable to select one of the plurality of pattern seed values
pre-stored in the pattern-seed-value storage section, to allow the selected pattern seed value to be
used in authenticating the user; 30verification-code determination section operable to determine one of
the plurality of verification-codes which corresponds to the selected pattern seed value; client-ID
acquisition section gperable t?(; acquire the client ID of the off-line two-factor authentication client when

used by tH¥ AR MERODSPIERIIRTBR £€B8 9nce creation section operable, based on the
selected pattef}oqeed, ialue 8 e Asauired cisiBANdRGceqisanse Wb s gveR

pattern-element-sequence creation rule, to create a pattern element sequence; pattern display
section opsablectperngetHanpattasweichientcabomprisedfintthescreated pepentieterhient sequence,

in the giveIT)Eat o%igat to crebate a rﬁgsﬁ,e%ation §18t ern, and displtz% th ﬁéreated resentation

rn f
pattern onasc(‘)r%:et © 108 iMe 588 ordinpiit SEesH sp8rabieto dfo theedidstifiser to enter

thereFom mMeRHIMB RAESWOIE fRRIB @SRRS! aRplyingthe Pns:fmeassued derivation rule
of the requesting user to the pattern elements comprised in the displayed presentation pattern; and

user authenticAHBYBERsOd b 3Bresty ko FspHPsh FebantisrEOB; demméctHEsdiverser 1B Baw-time
paSSWOfdtff%t@ﬁﬁﬂ&\%@)’f{%@ﬁﬁ@{ﬁﬁﬁ& With,the determined verification code, and, if they are

identical to one another, to determine that the usér is successfully authenticated, off-line. 11. An
off-line two-facteudisetiauthiticationfmethadt isable witllamioit-ir@smit the entered user 1D
to the off-line authentication suppotrt server;

10 causing the off-line authentication support server to, in accordance with a given
generation rule, generate a plurality of pattern seed values each adapted to uniquely
specify a presentation pattern in combination with one of the client 1Ds;

causing the off-line authentication support server to receive the user ID of the
requesting user transmitted from the off-line two-factor authentication client;

I5 causing the off-line authentication support server to apply the pre-stored
one-time-password derivation rule associated with the received user 1D to respective
sets of pattern elements comprised in a plurality of presentation patterns formed from a
plurality of pattern element sequences created based on the generated pattern seed
values and the pre-stored client 1D associated with the received user ID and in

20 accordance with a given pattern-element-sequence creation rule, and subject respective
obtained results to a one-way function algorism to create a plurality of verification
codes;

causing the off-line authentication support server to transmit the plurality of
generated pattern seed values to the off-line two-factor authentication client of the

25 requesting user;

causing the off-line authentication support server to transmit the plurality of
created verification codes to the off-line two-factor authentication client of the
requesting user;

causing the off-line .two-factor authentication client to receive the plurality of

30 pattern seed values transmitted from the off-line authentication support server;
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20 two-factor authentication client for authenticating a user in an off-line two-factor user authentication
system designed to use a one-time-password derivation rule as a password of the user subject to
authentication, in such a manner that a plurality of pattern elements are arranged in a given pattern
format and presented as a presentation pattern to a client being used by the user, and the

one-time-password derivation rule is 25 applied,to certain ones of the pattern elements included in the
presentation p%ﬁé%af%é&ﬁ@rﬁoéﬁ%’r?é?tgg Auiientication 8?‘18‘3&%% § Sw'éﬁd,pjm%tho r use
informatiqpdgieniifyingrihs.clieankging used by the user, as a second authentication factor, the off-line

two-factor user authentication method comprising the steps of: pre-receiving a plurality of pattern
seed values prevgigethte @ ihliscordafictowitihavgriin qdiratationacrveathe adermbibapded to

unicluely spegiy,a presentation paternin compinaton i clisnt b ideniiing the offline two-factor
authentication client; pre-storing the plurality of pre-receive pa?ternpéjeed valugs; pre-receiving a
pluragity of verifigation ¢edesmiie=cieatdsthy apphamdeat dne-ditest passwesditieriyaiionyulefas a
password associated with a user requesting 5 authentication to respective sets of pattern elements
comprisefERF S Hetkir gt s edrdnaNsesiitsh SaBHAB VB FOR BIRR AR P PR Ahe IBRHSHE sequences
created b@e%gcivgﬁé&e pre-generated pattern seed values and a client ID associated with a user ID of
the requesting user and in accordance with a given pattern-element-sequence creation rule, and
subjecting respesiivg thbtaffidde ewulftea amesnaptioncticmalg oien o8 pretdstqring e glurality of
pre-received v(frification codes; aIIowingl the \rﬁ%ue tingd;ser to enter. his/her usg’r ID therefrom;

selecting he flfﬁ%eﬁ'ihrsgﬁ 8?%5&&& &8 varugs %‘ft BPEETh ?ﬁ%dpg?%an-@e SRVE elé]torage

sectign, ta.allexvithaseiretadpattern seed value to be used in authenticating the user; 15determining

one of the plurality of verification-codes which corresponds to the selected pattern seed value;
acquiring the ERB#HPID GrtHEToRRNEMrEstorEheREréaR oriene Howiféerisest Byanefrélfiesting user;

plurality of verification-codes which corresponds to the selected pattern seed value;
causing the off-line two-factor authentication client to acquire the client ID of the
off-line two-factor authentication client when used by the requesting user;

15 causing the off-line two-factor authentication client to create a pattern element
sequence based on the selected pattern seed value and the acquired client ID and in
accordance with the given pattern-clement-sequence creation rule;

causing the off-line twe-factor authentication client to arrange the pattern elements
comprised m the created pattern element sequence, in the given pattern format to create

20 a presentation pattern, and display the created presentation pattern on a screen;

allowing the requesting user to enter, from the off-line two-factor authentication
client, a one-time password created as a result of applying the one-time-password
derivation rule of the requesting user to the pattern elements comprised in the displayed
presentation pattern; and

25 causing the off-line two-factor authentication client to compare a result of
subjecting the entered one-time password to the one-way function algorithm with the
determined verification code, and, if they are identical to one another, to determine that

the user is successfully authenticated, off-line.

30 10. An off-line two-factor authentication client for authenticating a user in an off-line
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creating a pattern element sequence based on the selected pattern seed value and 20 the acquired
client ID and in accordance with the given pattern-element-sequence creation rule;  arranging the
pattern elements comprised in the created pattern element sequence, in the given pattern format to
create a presentation pattern, and displaying the created presentation pattern on a screen; 25allowing
the requesting.user to enterhfr m off-line two-factor guthentication client, aonegi e.password created
as a result'c %%“3?%r%‘gf‘fi’hé‘%n%@%.‘r’%te‘%a%%“vv‘%? GRHVSTIOR fife b e PRGURSERNG s ?T%§%H%“pattern
elements ggnpyisedsiviha displayes prerentatinmmpatieNnsand such aGARMRRFINtBargRIHIRE subjecting
the entered one-time password to the one-way 30function algorithm with the determined verification

code, andoff t??éﬂ?@_reﬁi@@ﬁﬂéﬁal 132 ﬁ@%@f@th@r_, @egéf%ﬁirmg@ﬁatfm@%_eqn@ sueeeystlIBpaathenticated,
off-line. 1?[1”@&@:1?&1%%)%@}@% Ora“%%_ uhent @é‘&"Bgrﬁ%r%I%l{%:ae%r'%t?%@%S&t?%&%ﬁ%%%}?‘?wr user

authentication client to execute an Ine two-factor User cation me INg, in an
off-ling twddiacidnuseialthepptiadion systam designddito yeetawndetirasspassivaed darishation rule as

a password of the user subject to authentication, in such a manner that a plurality of pattern elements

are arrangBE8S A 0ePPHSHE AT FRFSHICARAHBRENRIAS'A FFEYENtafBF PRkePAT A Mietibeing used
by the usey,apd (e oReTIMERAIURIE derivaliendulaisaPried iy caifaingnes of thepgitern 10

elements included in the presentation pattern at specific positions, So as to create a one-time
password paiidriuetiondgetimf ohmationitmifdeigthetbtietitasiomglisse d byrthsitgser, as a second
authentication fa%tor, the,off-line twa-factor user ?uthentication meth? tising the steé)s of:

pre-receiving a %ﬁﬁ}'giﬁ%egf‘baé ern seed valtes preo-rg nera ggﬁnnga%c%%%cl%né%\;vﬁaae{%gﬁ%n generation
rule,jand eadleagapiradasdiquelycspeeity aptesariatiopepatieiohifule, and each adapted to
uniquely specify a presentation pattern in combination with a client ID identifying the
off-line two-factor authentication client;
pattern-seed value storage section pre-storing the plurality of pre-received pattern
seed values;

15 verification-code receiving section for pre-receiving a plurality of verification
codes pre-created by applying a one-time-password derivation rule as a password
associated with a user requesting authentication to respective sets of pattern elements
comprised in a plurality of presentation patterns formed from a plurality of pattern
element sequences created based on the pre-generated pattern seed values and a client

20 ID associated with a user ID of the requesting user and in accordance with a given
pattern-element-sequence creation rule, and subjecting respective obtained results to a
one-way function algorism;

verification-code storage section pre-storing the plurality of pre-received
verification codes;

25 user-1D input section operable to allow the requesting user to enter his/her user ID
therefrom;

pattern-seed-value selection section operable to select one of the plurality of
pattern seed values pre-stored in the paftern-seed-value storage section, to allow the
selected pattern seed value to be used in authenticating the user;

30 verification-code determination section operable to determine one of the plurality
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combination with a client ID identifying the off-line two-factor authentication client; pre-storing the -
plurality of pre-received pattern seed values; pre-receiving a plurality of verification codes
pre-created by applying a one-time-password derivation rule as a password associated with a user
requesting 20 authentication to respective sets of pattern elements comprised in a plurality of

presentatio atiterns forrﬁed fr, ma (Pluralit of tternl elelgen sequence created based on the
0{1 Vgﬂ 1ct'fmonwco gs WHICA ¢ rrespolxydst g}le select at i ced Val%e' .
pre-generated pattern séed values and a client 1D associated with a user 1D of the requesting user and

in accordance gightagivegRsitisiN-RIGMENGseEMeNae scgatienthdleiirntl HUbETHRY sespeetive
obtained results to a one-way function algorism; 25pre-storing the plurality of pre-received verification

codes; allB¥angatns @Eﬁﬁéﬁﬁﬁ@“@s‘éi@w ety et UisapipesiBve s, selecting one of the plurality
of pattern Sef%‘@%%&%ﬁgreﬁﬂéﬂ %“Er%‘iﬁi{@é%‘?ﬁg'}é?@%zéor@a%gdsﬁﬁtlﬂ@’s‘éife%ugd"’ e.selected
?ue to I Ch ;3

pattern seed e use authenticating the use étermining one of the plurality of
verifiatioreeddealuhicindoriespangsital theiceletizd pattein seedrdahte; winicquigngeikenclient 1D of
the off-line two-factor authentication client when used by the requesting user; creating a pattern

element SeY{RERCEBAEAE TSI THEC SRR BN PEEEARIUE R AP BIHY SHGSHES client ID and in

accoro!ance_ withithe, Qﬁéﬁﬁx?%’@@t’iﬂrﬁlﬁﬁ@ﬁmfﬁ&ﬂHﬁﬂﬁ&%ﬂ%@(ﬁ@emé{@@@mﬁ}% RAtigLN elements
comprised in the created pattern element sequence, in the given pattern format to create a

presentationapedteaticandl gy eneccreated presepriition foatefrionraateeeresentation
pattern, and display the created presentation pattern on a screen;

10 one-time-password input section operable to allow the requesting user to enter
therefrom a one-time password created as a result of applying the one-time-password
derivation rule of the requesting user to the pattern elements comprised in the displayed
presentation pattern; and

user authentication section operable to compare a result of subjecting the entered

15 one-time password to the one-way function algorithm with the determined verification

code, and, if they are identical to one another, to determine that the user is successfully

authenticated, off-line.

I1. An off-line twe-factor user authentication method usable with an off-line
20  two-factor authentication client for authenticating a user in an off-line two-factor user
authentication system designed to use a one-time-password derivation rule as a
password of the user subject to authentication, i such a manner that a plorality of
pattern elements are arranged in a given pattern format and presented as a presentation
pattern to a client being used by the user, and the one-time-password derivation rule is
25  applied to certain ones of the pattern elements included in the presentation pattern at
specific positions, so as to create a one-time password, and further use information
identifying the client being used by the user, as a second authentication factor, the
off-line two-factor user authentication method comprising the steps of:
pre-receiving a plurality of pattern seed values pre-generated in accordance with a

30  given generation rule, and each adapted to uniquely specify a presentation pattern in
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10allowing the requesting user to enter, from off-line two-factor authentication client, a one-time
password created as a result of applying the one-time-password derivation rule of the requesting user
to the pattern elements comprised in the displayed presentation pattern; and comparing a result of
subjecting the entered one-time password to the one-way 15function algorithm with the determined

verification coge, {amd if he&l?re

identical ta one angther, determining, that the. user. is successfully
mthenicA S BB 15 S S RS LD StReT T A BYDLrA o 8hmect  cain 12,

which is a logopasihentigaisnRipgemeorighmibtebe cadedimeesponse to setting of a 20registry
during a start up process of an operating system.
pre-receiving a plurality of verification codes pre-created by applying a
one-time-password derivation rule as a password associated with a user requesting
5  authentication to respective sets of pattern elements comprised in a plurality of
presentation patterns formed from a plurality of pattern element sequences created
based on the pre-generated pattern seed values and a client ID associated with a user ID
of the requesting user and in accordance with a given pattern-element-sequence creation
rule, and subjecting respective obtamed results to a one-way function algorism;
10 pre-storing the plurality of pre-received verification codes;
allowing the requesting user to enter his/her user ID therefrom;
selecting one of the plurality of pattern seed values pre-stored in the
pattern-seed-value storage section, to allow the selected pattern seed value to be used in
authenticating the user;

15 determining one of the plurality of verification-codes which corresponds to the

selected pattern seed value;
acquiring the client ID of the off-line two-factor authentication client when used by
the requesting user;
creating a pattern element sequence based on the selected pattern seed value and

20 the acquired chent IID and in accordance with the given pattern-element-sequence

creation rule;

arranging the pattern elements comprised in the created pattern element sequence,
in the given pattern format to create a presentation pattern, and displaying the created
presentation pattern on a screeu;

25 allowing the requesting user to enter, from off-line two-factor authentication client,
a one-time password created as a result of applying the one-time-password derivation
rule of the requesting user to the pattern elements comprised in the displayed
presentation pattern, and

comparing a result of subjecting the entered one-time password to the one-way

30 function algorithm with the determined verification code, and, if they are identical to
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one another, determining that the user 1s successfully authenticated, off-line.

12. An off-line two-factor user authentication program for allowing an off-line
two-factor user authentication clent to execute an off-line two-factor user
éuthentication method off-line, in an off-line two-factor user authentication system
designed to use a one-time-password derivation rule as a password of the user subject to
authentication, in such a manner that a plurality of pattern elements are arranged in a
given pattern format and presented as a presentation pattern to a client being used by the
user, and the one-time-password derivation rule is applied to certain ones of the pattern
elements included in the presentation pattern at specific positions, so as to create a
one-time password, and further use information identifying the client being used by the
user, as a second authentication factor, the off-line two-factor user authentication
method comprising the steps of:

pre-receiving a plurality of pattern seed values pre-generated in accordance with a
given generation rule, and each adapted to uniquely specify a presentation pattern in
combination with a client D wdentifying the off-line two-factor authentication client;

pre-storing the plurality of pre-received pattern seed values;

pre-receiving a plurality of wverification codes pre-created by applying a
one-time-password derivation rule as a password associated with a user requesting
authentication to respective sets of pattern elements comprised in a plurality of
presentation patterns formed from a plurality of pattern element sequences created
based on the pre-generated pattern seed values and a client ID associated with a user ID
of the requesting user and in accordance with a given pattern-element-sequence creation
rule, and subjecting respective obtained results to a one-way function algorism;

pre-storing the plurality of pre-received verification codes;

allowing the requesting user to enter his'her user ID therefrom;

selecting one of the plurality of pattern seed values pre-stored in the
pattern-seed-value storage section, to allow the selected pattern seed value to be used in
authenticating the user;

determining one of the plurality of verification-codes which corresponds to the
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selected pattern seed value;

acquiring the client ID of the off-line two-factor authentication client when used by
the requesting user;

creating a pattern element sequence based on the selected pattern seed value and
the acquired clent ID and in accordance with the given pattern-element-sequence
creation rule; |

arranging the pattern elements comprised in the created pattern element sequence,
in the given pattern format to create a presentation pattern, and displaying the created
presentation pattern on a screen;

allowing the requesting user to enter, from off-line two-factor authentication client,
a one-time password created as a result of applying the one-time-password derivation
rule of the requesting user to the pattern elements comprised in the displayed
presentation pattern; and

comparing a result of subjecting the entered one-time password to the one-way
function algorithm with the determined verification code, and, if they are identical to

one another, determining that the user is successfully authenticated, off-line.
13, The off-line two-factor user authentication program as defined in claim 12, which

is a logon authentication program configured to be called in response to setting of a

registry during a start up process of an operating system.
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