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WD 2004/ 012406 PCT/ CA2003/ 001150 SYSTEM AND METHOD OF
M METI C MESSAA NG SETTI NGS SELECTI ON  TECHNI CAL FI ELD
wohos/oimwent i on rel ates generally to the fiel dpot/CA2003/001150

el ectronic nmessaging, and in 5 particular to

sel ecting nessaging settings to control nessage
SYSTEMAND \ETHOD © FAMIMETIHE 825 S h SEEI 2=

Known el ectroni ¢ nessagi nhg software clients

("messaging clients"), such as 1o e-nmail software

appl i cations operating on desktop conputer systens,

TECH u Iy one set of nessaging settings at a tine.
f———Jigggagﬁﬂgﬂsettings may be established, using a nouse,
a keyboard or another inpuyt .device for ex I 0. . .
cont r &NiSIO¥ENYRLS @SQﬁQ?§§Wépﬁ§§%ggf%égbcﬁgﬁﬁgpg%sa@ng,andln
fonts, and common text that should appear in all L
particutaut igoisalgcting smgesaging seitingmdo (Rl eMessagy) Glipracteristics on a
characteristics such as nmessage signing, encryption,
messaging cliengt eganogr aphy, includi ng nmessage hiding and
ot her obfuscation schenes, for exanple. Although a
user may establish nore than one group of settings,
only one group, previously selected as current or
i ngs, controls messaging operations on a
EA&EQﬁEQE##gégiilient at any tine. In order to configure
different nmessage characteristics than those . . ”
st abKONGLPIFSH SHE MERSAENE GBI B GLoTo SN pliggts’) such as
message, the current settings nmust be 20 over-ridden
e-mail softaars aeplicgtionmopdratiag oNK§skipRSOMHRISEI SIS, capsgonly one set
operations may be cunbersone, particularly when
of mesBBginggetiHiaraatizne stliessaging setieges hagezie stebligheadt, Lging a mouse, a
when the addressees of outgoi ng nessages have

keybodd dréindMer B \it@ forBRAMbIE! te6onted] subRmMmesbaleahanicteristics as,
nessagl ng settings should be used for different types

formatgffoﬁ?ss, Sa%%eccbmrﬁw% tEXARR! &hould éppear in all outgoing messages, as well as

secure messaging characteristics such as message signing, encryption, and
steganography, including message hiding and other obfuscation schemes, for example.
Although a user may establish more than one group of settings, only one group, previously
selected as current or default settings, controls messaging operations on a messaging
client at any time. In order to configure different message cha‘raoteristics than those
established in the current settings for an outgoing message, the current settings must be
over-ridden or another group of settings must be selected. These operations may be
cumbersome, particularly when message characteristics must be changed frequently, when
the addressees of outgoing messages have different messaging capabilities, or when
different messaging settings should be used for different types of messages, for example.
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WD 2004/ 012406 PCT/ CA2003/001150 DI SCLOSURE OF
I NVENTI ON According to an aspect of the invention, a
worbhamd2406 m nmeti c nessage settings sel ecti onPOMWCA2003/001150

nmessagi ng client conprises the steps of detecting an

outgoing 5 nessage, determ ning whether the outgoing

nmessage is related to a previously received nessage,

the received nessage havi ng nessage characteristics,
DISCLOSUREIQF INVENHEON ng settings associated with the

message characteristics of the received nessage where
the agkerRiifg tORSSageedtSofl #leain®Ention,aa InEodust shimetic message
recei ved nessage, and sel ecting the nessaging

. o o . .
setting Ml 37 2025 ERnY ciend BEERESS e BIALI6H Befeblingan outgoing
characteri.stics, of the out.going nessa | C Lo
messap; HotzhaIniey eSS OuSRING KheERR e ety pRh P AU received
m nmetic nmessaging settings selection conprises a ., )
messaggsiggeceived 1.SSAOP far kg Messads @1araeieHsS, dRiarMigng messaging
nmessage characteristics and a nessaging client. The
settingsemssagipteyl with éine messagechataoteristics of theraraiedimeshage where the
an outgoing nessage to be sent is related to a nessage
outgoid$ mBsédtfe 1B IBRIEd bos eprelibLdBt escaived Meessagjengand selecting the
settings associated with the nessage characteristics

messaﬁLnsqg %bgtéﬁﬁsgééﬁiét@dw tﬁ@%ﬁc'@&%gétc%ﬁadﬁ@ﬁét%std?%@%&Wéﬂﬂnessage

el ated to a message I n the nessage store,

nd to select the nes i_n it L ssociated with
to confelini Sl Sarmkiieles PEfecd afhbniohadioe n the
nessage store to control nmessage,characteristics, of o
the ot GECAEARSEsHHa AnothasrgsPEChEGHE BMARICERa FYRINTRE mimeti
Fig. 1 is a block diagramof an exenplary nmessagi ng :
messagyixg eettings Belection comprises a message store configured to store messages

having message characteristics and a messaging client. The messaging client is
configured to determine whether an outgoing message to be sent is related to a message
in the message store, to determine messaging settings associated with the message
characteristics of the message in the message store where the outgoing message is
related to a message in the message store, and to select the messaging settings
assobiated with the message characteristics of the message in the message store to

control message characteristics of the outgoing message.

BRIEF DESCRIPTION OF DRAWINGS

Fig. 1 is a block diagram of an exemplary messaging system.
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WD 2004/ 012406 PCT/ CA2003/ 001150 Fig. 2 is a bl ock
diagramillustrating a secure e-mail nessage exchange

wono@/nimeesagi ng system Fig. 3 is a block di agcamaato3nniiso
Wi rel ess nobil e comuni cation device inplenenting a

k. [ (] ttings.selection system 5 Fig. 4 .
R 28 D AT, MR e serPoeYnaiE Biessege %xchange in a
structyre that supports mnminetic messaging settings
JBPRRAIDASYHEH: 5 is a flow chart illustrating a
met hod of m netic nessaging settings selection. Fig.

&g s3 is ebblock digigngmarhaofireless mebis somohinieation device implementing a
conmuni cati on device. 1o BEST MODE FOR CARRYI NG QUT

mimetitHaebSAGENG IsMings sehenition ssetdrhngs may control general
nmessage characteristics such as nessage format and

frgt & id ArIRH HiadRsR SHoRi éﬁaﬁp '

Ungecure nmessages i ncl Jgg(;,éﬁ%%r%ﬁq Xa rﬁg,gégg%aﬁ?%gﬁaemat supports
: - | t e exchanged between nessaging

mlmetc @%@‘Fﬁ?%ﬁ@ﬁstﬁéﬁ@“er net. Secure nessage

aracteristics such as nessage 15 signi ng and . _

ﬁ%@ [5t3 @ﬂwr%‘@ﬂdﬁ%%f%@gcﬁ)ﬂ\@#m elmimetismessaging mgttings selection.

messagi ng settings. A secure nessage may be signed

viig b & ablpickadiagiagnaf amdrelesscmppile domenurication aendce.

possibly also be processed in other ways by a

nmessagi ng client operating on or in conjunction with a

nmessage sender systemor internediate system between a

BESTODEIFORCOARR PING OUPTHEAINVERFIONNY Messagi ng
T clrent which recelrves the secure nmessage. For exanpl e,

I C
a sec : ; > that has been. .
cnor yin Pt S RMEaTRy SBuBo LT HE e yag anargenistis such as
si gned and, t hen_encrypted by a sendi ng nessagi ng
message B MaLEHOAH S DU FIERHES TPeSogRL BN SHENEpasjAsss. Unsecure
Internet Mail Extensions (S/MME). A secure nessage
messages|icydes foaekgmpiss %&ﬁﬁ@l@i@:metbn‘pﬁ%@geel that areraxcivasged between
processed either before or after being signed and/or
messaging clients through the Internet. Secure message characteristics such as message
signing and encryption may also be controlled by establishing messaging settings. A
secure message may be signed with a digital signature, encrypted, or both, and possibly
also be processed in other ways by a messaging client operating on or in conjunction with a
message sender system or intermediate system between a message sender system and a
receiving messaging client which receives the secure message. For example, a secure
message may be a message that has been encrypted, signed, encrypted and then signed,
or signed and then encrypted by a sending messaging client according to variants of

Secure Multipurpose Internet Mail Extensions (S/MIME). A secure message could similarly

be encoded, compressed or otherwise processed either before or after being signed and/or

-3-
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-3 WD 2004/ 012406 PCT/ CA2003/ 001150 encrypted. Thus,
messagi ng settings may include general nessaging
weebdsim®e secure nessaging settings or both. PET/CA2003/001150
messaging client allows a systemon which it operates
to receive and possibly also send nessages. Messa
encryptetli ePhus, magssaging settings anay iptiyds ggvgrtaéme%agmg set% g secure
handhel d device, or any other systemor device with
messadifgeetingatorduth.capabi lities. Many messaging clients
al so have additional non-nessaging functions. Fig. 1

is a pl I, X r |
e PP A, s o WIS R o

pors U S B B SERET R A oo
o 5 S R BT PP v

wi rel ess nobil e conmunication deV| ce 22 ("nobile
messagiagictients dlso bave iagditienat @Ofbﬁéﬁséﬁg'”gﬁldécwﬁput er system

14 may be a desktop or |aptop personal conputer PC) ,

whi ¢hFigs 1 ¢oablapkrdiagram cfamexencplor messaging\system.. The system 10

whi ch may be the Internet. PCs, such as conputer
|nc|ude§yaSV‘ﬁHé IreaNétERIk W}eﬁ ddﬂ@lddﬁcﬁé remgLieosystemni4, a wireless

I nternet Service 5 Provider (1SP), an Application

networ%g}’év?ag/nf 8 %\Hddféorg)@%% L o5l Al Nlétg@rk AN e, pﬂﬁ@@vﬁele%' network

exa networ k- bas system in which

srond S BT B %Fs%;ﬁ?éozwuwwﬂ%wzﬁ@@t@rafc%awwe'ess

LAN 30, a message server 26, oper.at

mobile EeMMENICABOR idﬁék%ﬁlaz ("mepilg é’ﬁ\\’@geﬁ Cbﬁggwﬁd parate’”
interface for the corporation to exchange rressages
bot h thehgam@atet BgsﬂeANMsT\aartm aideiskisiher lapkeRpgsgonal computer
nessagi ng clients via the WAN 12. Two known nessage

(PC), vEREY B confi§urdcBtoMonrimaaichEMotike Manig el 25 ahictr mapdeltioe ldernet. PCs,

Dom noTM Server. These
such as computer system 14, normally access the Internet through an Internet Service
Provider (ISP), an Application Service Provider (ASP), or the like.

The corporate LAN 18 is an example of a network-based system in which a
messaging client may operate. Itis normally located behind a security firewall 24. Within
the corporate LAN 30, a message server 26, operating on a computer behind the firewall
24, serves as the primary interface for the corporation to exchange messages both within
the LAN 18, and with other external messaging clients via the WAN 12. Two known
message servers 26 are Microsoft™ Exchange server and Lotus Domino™ server. These

servers 26 are often used in conjunction with Internet mail routers to route and deliver mail

messages. The message server 26 may also provide additional functionality, such as
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servers 26 are often used in conjunction with Internet
mail routers to route and deliver mail nessages. The
worsEAgBo6er ver 26 may al so provi de additi onal PCT/CA2003/001150

functionality, such as -4 WD 2004/012406

PCT/ CA2003/ 001150 dynam c dat abase storage for ) ,
dynamicabetathase, stasdge | fast salendars, | oslos Jists, nigisk | ligts e @-MsHh celectronic

docunent ati on, and the |ike. The nessage server 26
documéritatidilesndigslii@. ng capabilities to the corporation's

net wor ked conputer systenms 28 coupled to the LAN 18. A

t ypi OPIH?] %sﬁﬁe's@ﬁ}é#%%r@%béé Rle®sa§ing@apubiities ksthergrporation's

28, each of Ich inplenents a nmessaging client, such

networl%é’q %rﬁfnﬁ%@%ﬂ%&f@#&%ﬁ@;h@ E_ﬁéﬂr ggé/i? \f}/é)éé%%Af\ﬁgéTmcﬁjdes muitiple

nessage server 26 istrihuted to the appropri.a .
computes YGRS 2P opagts oF Wgt,‘i'b'mﬂqémﬁatﬁ aauciracnd oty seh g ficrosot
n;;gﬂssages, and are then acc_esse%‘llgg a user through a .,
Outlook'Srqriodus Mptess fierzaxamienwlyitn bheneAN G mpsspoenere keceived by the
operating. 10 The w rel ess network gateway 16 provides
messag@semte?6 alistribotea toitheapsopriatewoaikboxee fortusepagtowits addressed in
nmessages nmay be exchanged with a nobile device 22.

the receiel rhegsddeanand ave aiH s6sds8ed ol 4 heembugh alevmpait@Zystem 28
encodi ng or otherw se transform ng nessages for

on Whi%%@b%%%gﬁnﬁ@ﬁ@%ﬁt%bB@ratiﬂgfj any other required

ons ' may be perfornmed by the wireless

o e At P SRRy 2R B ghRctRY e Plsts network

network 20, in which case the wreles t k .gat ,
20, thrawphwhichanessagasdpay Re excheaged wualaynﬁe@”éis%%@ ge" Suchfunctions

| ocating a given nobile device and track nobile
as adddessirgesf the rbkile devdoe Bet erentinganothesyisertransfaimrirg messages for
Any conputer system 14, 28 with access to the WAN 12
wireles{%bﬁr@ﬁﬂbﬁﬁﬁ eand'Bfp 8ges rayifedantepfack éurtitions en@2bé pedaghed by the

e wreless network gateway 16. Alternatively,

wireless gateway 16. The wireless network gateway 16 may be configured to operate with
more than one wireless network 20, in which case the wireless network gateway 16 may
also determine a most likely network for locating a given mobile device and track mobile
devices as they roam between countries or networks.

| Any computer system 14, 28 with access to the WAN 12 may exchange
messages with a mobile device 22 through the wireless network gateway 16. Alternatively,
private wireless network gateways, such as wireless Virtual Private Network (VPN) routers
could also be implemented to providé a private interface to a wireless network. For

example, a wireless VPN implemented in the LAN 18 provides a private interface from the

LAN 18 to one or more mobile devices 22 through the wireless network 20. Such a private

-5-
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20 private wirel ess netwrk gateways, such as wreless
Virtual Private Network (VPN) routers could also be
wonplensted to provide a private interface t oPET/CA2003/001150

wirel ess network. For exanple, a vvi rel ess VPN

i mpl emented in the LAN 18 provides private interface
interfacErtormobite dewiNes 22t \vadhe vdrelessr @etmtmk Igateusay dBesanmor the wnreless

through the wireless network 20. Such a private -5 WD
networl@@@ﬁﬁ%é@@f@@fﬁ@ﬁb@wé}%ﬂ% enttitite piitside the [N 18y providing a

devices 22 via the wirel ess network gateway 16 and/or

s PN GBI i Tt o finth et e 2. S

a redir mta{sﬁs aﬁg/e frﬁés:@lggléggg?ﬁ Un ggrsqgfesqf‘até}ﬁﬁhgnbtﬂ@t69’4’%@&@% hereby

ver uch irection’system
is disclosed in United States, Pate

incorpoRESHNPAT RGBT Eis BN s olf 113 BPe R eipEiPa sy g, incoming

by reference. In this type of redirection system
messagewtateived by fxagessage st Z@a@%@dﬁ%%éoﬁé}%@o“@é or mailbox
and addressed to an account or mmil box associ ated
associatbd Twith us ase0bf @ muiile edaling 28 @2 serd theough e wyrelesse network
w reless network interface, either a wireless VPN

interfade? lé‘itﬁ?r alWifeWs$ Q‘ﬁPENS $oliteF, W Kviesné syaywkik ¢a ? t&wae 16tdresome other
“dnterface, to the wireless network 20 and to the

mterfaq fcgp%a\gggl%g ngRYrk20%md tﬁ‘gﬁ’é 085y SioBhaakGicé 2. Anotl‘éer alternate

a user s nal OX ONn a nessage server

) be a Wrel lication otQcC
interfacenioBgieer ViRPIIGat STLg, MESTAcE satehaBsapYy 7 WG kppiication
mai | box on the nessage server 26, and_ possi bl
ProtocauhraalewaYp ShTo st STV AR RGN 261 o Bass epasIngaser's mailbox
, to the nobile device 22. A wireless network 20
on the msseHdeysatebi 26 andeesaipyseach messagemrmpprtion afseach message,
devices 22 via RF transm ssions between base stations

could t%“?erﬁfftb'th@nﬁtﬂj‘lllemlcﬁa222'rhe wirel ess network 20 may,
for exanple, be: (1) a data-centric wreless network,

(o AR PR 29 T AR, TRINSteRiade) 1 ey o e
devices 22 via RF transmissions between base stations and mobile devices 22. The
wireless network 20 may, for example, be: (1) a data-centric wireless network, (2) a voice-
centric wireless network, or (3) a dual-mode network that can support both voice and data
communications over the same infrastructure. Recently developed wireless networks
include: (1) the Code Division Multiple Access (CDMA) network, (2) the Groupe Special
Mobile or the Global System for Mobile Communications (GSM) and the General Packet
Radio Service (GPRS) networks, and (3) third-generation (3G) networks, such as
Enhanced Data rates for Global Evolution (EDGE) and Universal Mobile

Telecommunications Systems (UMTS). Examples of data-centric network include: (1) the
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conmuni cati ons over the same infrastructure. Recently
devel oped wirel ess networks include: (1) the Code

woRvi4ginpoe Mul ti pl e Access (CDMA) network, (2) PO®/CA2003/001150
Groupe Special 20 Mobile or the d obal Systemfor

Moblt%dléﬁdﬁcﬁl@%&k(&%ﬂ@%f ﬁ@mgkaitﬂdgﬂ?afgémkadlo ﬂetwork (“DataTAC"). |

third-generation (3G networks, such as Enhanced Data
Knowpaoige-eesitricneberksingdlude Rersprak@ymanicationds siemmyBCS2 networks
Tel ecommuni cations Systens (UMIS). Exanpl es of
like GEB anc Eimhe iDivisienidukiplentdasds: (TOMAY hstemb. WO
2004/ 012406 PCT/ CA2003/001150 MbbitexTM Radi o Net wor k

( 'Vbb'Tflfe‘% rhobll%n@e(/%b Qﬂ%wt@%cﬁMtMn%bﬁk‘é%ﬁ device, a voice

"Dat aTAC'). Known voice-centric networks include
t
commE@f{vﬁ ﬁ@b$§8gr%rﬂvlﬁ@|?tl(§%‘ Rﬁét%i oge]n\?gce(é) %l@%%até %r]fdaother types of

commHg\gpﬂgns A}%%‘ég%%@%%dm%}ﬁbggﬁcgﬁtsic@%%gggggﬁafgrtﬁer detail below, in

mul ti pl e-node devi ce capabl e of voice, data and ot her
conjuncligavisy Fige 6mmuni cat i ons. An exenpl ary nobi | e devi ce
is described in further detail below, in conjunction

wi t h HFPerhaps tieembapsommenrtpsd otroesseying parrehtiyipsssags egmail. Ina
currently in use is e-mail. In a standard e-nmail

standei i St @al sqstedn, HR d-nTEIsnegRigess SeMtbydh @At dBkder 33Ny through a
possi bly through a 10 nessage server and/or a service

mess eoé’ér%ﬂr afdRt eerditd mﬂfﬁ%dbp‘ég stBfh, M $d ttHéflf:l%hroIUt‘@d through the

nternet to one or re nessage recelve
sent N _the clear and t

re normall
'ntemﬂ%ﬁé%%%ﬁﬁﬂi@rw%?ssaéﬁ%wrar reb st ofidi 'V§ﬁ8 L the clear
ﬁ urpose | nternet tensi ons (M

and tyE)'ﬁ? wodeSime ﬁ@"ﬁf@nﬁfSF ﬁﬁ?tO@ﬁ' (%SMS,F ah@aﬂerm 81 mrﬁose Internet

recent years, secure nmessagi ng techni ques have evol ved
Mail EKtenﬁrQﬁlSe(MleE))thdYIﬁartSw@ dafimedhe famdati oftteg e-mail ohessage.

nmessages, such as e-mail nessages. S/M M and Pretty

Good In recent years, secure messaging techniques have evolved to protect both
the content and integrity of messages, such as e-mail messages. S/MIME and Pretty Good
Privacy ™ (PGP™) are two public key secure e-mail messaging protocols that provide for
both encryption, to provide message confidentiality, and signing, which protects the integrity
of a message and provides for sender authentication by a message receiver. In addition to
utilizing digital signatures and possibly encryption, secure messages may also or instead
be encoded, compressed or otherwise processed. Other secure messaging schemes,
including OpenPGP and Gnu Privacy Guard (GPG) for example, may also be apparent to

those skilled in the art to which the present application relates. The systems and methods
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PrivacyTM (PGPTM are two public key secure e-nai
nmessagi ng protocols that provide for both encryption,
woao@roomode nessage confidentiality, and signi RQT/CAR0ISR01150
protects the integrity of a nessage and provides for
sender authentication by a nessage receiver.
describaddieréiormay belitriplémenigddn goninctipy wathihese and cﬁberskrmvw secure
encryption, secure nessages may al so or instead 20 be
messaging @dRdmespap masisErfutureccbaravesspgiogessectestt her
secure nessagi ng schenes, including OpenPG and Ghu

Privaey, SUaGIdEnRiglRl IBXREM o SEBYTe-Peuil &xth
ﬁ@se skilled |§r]1 the art tg!ea\?hl crh t he lprggﬁgﬁ angeina

m@%mmm%@M%%Wﬁ%ﬁ%@h%wwm
2, and TGRSl SRR P T Al BB v 2

messagi ng schenes. P is _a_block dlagr
and a wir¢lass nabwary 6. sk ek eed%@@ 3%%@6@@8@%6%@@% Withjn the wireless
nmessagi ng system The systemincludes an e-mail sender
networkBst em 30, coupled to a WAN 5 32, and a wireless
network gateway 34, which provides an interface

bet wegRe kh@al\@&hder %mferﬁ 301 &Y Be & P suahkas3fie cdmmbted ystem 14

deV| ce 38 is adapted to operate within the wirel ess

in Fig ?ﬁe Cﬁ‘@tv\%rmbhnéﬁ é@glﬁﬁ d@%gﬁ’&ftér P&in Fig. 1, on

onput er sys ,

WWWWMWW%%W%WM%WM

operatin The e-mail sender system 30 nay al so

device gpbH e @dUPESAGIRG AIRTIPPETaHES é%énﬁale& matkme; 39 bteocomposed
enabl e e-mai| nessages to be conposed and sent.

and seMANT1B2\VANM 82vihealieiesheetwerk ggtaveaya3sd, Bae Wirgtesgi f}eé\lV@E!‘s'36 and the
network 36 and the nobile device 38 are substanti al | y

mobileldE&iGAB® aps sebstahtdillyythbalzehd ad simitgryrlabeted nofipgnedts in Fig. 1.

The exanple secure e-nail nessage 40 sent by the

e- mai pgepdennROsecure e-mail message 40 sent by the e-mail sender 30
includes a component 42 including the sender’'s Cert, Cert chain, CRLs and digital
signature and the signed message body 44. In the S/MIME secure messaging technique,
Certs, CRLs and digital signatures are normally placed at the beginning of a message as
shown in Fig. 2, and the message body is included in a file attachment. Messages
generated by other secure messaging schemes may place message components in a
different order than shown or include additional and/or different components. For example,

a signed message may include addressing information, such as “To:" and “From:” email

addresses, and other header information.
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15 includes a conponent 42 including the sender's
Cert, Cert chain, CRLs and digital signature and the
weizgnad2amessage body 44. In the S/MME secure RESKAGII3P01150

technique, Certs, CRLs and digital signatures are
normal |y placed at the beginning of a nmessage as
s homV\AhenFthg.seEureaer(ﬂnaihmeﬁ&méa ipeeit framithe eunat seRdel system
file attachnent. Messages generated by other secure

30, it isTBEEAGhASLIGHEIRMBANIBY tptiecwirgRss agtwodngatioeay 34. PAlth@@h the e-
different order than shown or include additiona

mail seﬁ&gnl gsté:i'hffifoeée‘?ﬂ"s tﬁ@ W&%@@Qé 40 di cﬁ%btl?t@t’ﬁé'vﬂreleé’s ﬁéﬁ\mﬁflﬁl gateway 34,

erraylnc u reSS|ng|n ormati on, such

o bbb B H A B 555 vt

associbAduen 476 BRPHD JeNiCe: S8 At K6 AFBulh TEhE MR 4VFp 38 by the

the wirel ess network gateway 34. Although the e- mail
associated dempsyentsysied0. Aedascriliasl ahoyealien lwothar alernpijve gmpﬁglment the

W reless network gateway 34, in an alternative
messag@ ®REd at redirdched tretheagebilesdevise 88dhneighvtbeedrelesainetwork 36
conmput er system 5 associated with the nobile device 38

via a witefbskRBN $80ter oP otrite iRfeblabe. devi ce 38 by the

associ ated conputer system As described above, in a

LB VR SR e P T 1 2 ks v

oo G LB b Al 0 R A8 B e

40, the nobile devi ce 38, checks the 0 di

scheme) gnausignatureyeriticatios algaabm §ogp§rmﬁ%%ﬂm signguye algorithm
(in a public key signature schene) and a signature

used atehé fsender epstahyd0i tihthe secwspoagsage #0 wak edriyiviadipe otherwise
al gorithm used at the sender system 30. |If the secure

proces‘gég Saggﬁggérén‘g?gtsggnl@g% Bgfffé?f%egflggiggegﬁ éhdm ?ﬁﬁ&{iﬁ:zxﬂevwe 38 first
decrypt®8! d& I StRerdfviseSrocessing operations on the message before signature
verification is performed. If encryption or processing was performed before signing,
however, inverse processing such as decryption is performed after signature verification.

In order to verify the digest signature, the receiver 38 retrieves the signature
public key of the sender, generally by extracting the public key from the sender’s Cert 42
attached to the message 40, and then performs the signature verification algorithm using
the retrieved public key. The secure message 40 shown in Fig. 2 includes the sender’'s
Cert 42, from which the sender’s public key can be extracted. The sender’s public key may

also be retrieved from a local store, for example where the public key was extracted from

an earlier message received from the sender and stored in a key store in the receiver’s
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decrypts or perforns other inverse processing
operations on the nessage before signature 15
woeonifoizmsi on is perforned. |If encryption or pPOTEANIIP0O1150
was perfornmed before signing, however, inverse
roceSS|n such as ption is erfor d aft .
local s r@né{taw@ el ﬁed%ttﬁl'é%ey May o ey (pithgse r&.%%‘é%wred ina
signature, the receiver 38 retrleves the si gnature
local gtorie, iar fkey afPublic Kendderyery @Bl | A RIYS dxta aetvanghahis normally
public key fromthe sender's Cert 42 attached to the

associaREPAIR A0ertifingtet Agthorgr fCX)feorhhehish @n@érifer an entity, including the
verification algorithmusing 20 the retrieved public

entity’ %(Egbh dRkéy, 91§%V%grl?555@ SWN%Q\@@M@WIHMH a 80Hp6?étéq933\l such as 18

sender’s 42 romwhi ch the sender”s pub

(Fig. 1558 5P QnREs P EIAtl oy 'E*E%ﬂgé?fs'@“&hbf’”é@%%pm system through

. . Where the public key s, extracted. from lier
which Fassage reeciPioatiay FSiRaIG comaricaRnsuih B PRS: key
store in the receiver's -9 WO 2004/012406
PCT/ CAIE0Re0Ze8@hained CRLErM amm ysaidiay avessjvertaensure that the
public key nmay be retrieved fromthe sender's Cert

sendest Qeeds ivalidh i.d. dbat thet@srehaonof vesn mevBled oc eKeiye Gandes trusted. A
(PKS). A PKSis a server that is nornmally associ ated

Cert |é’\bﬂéh Bakeditd C'eﬁtaérfélﬁ%ﬁ@h'nﬁdu&ég\)a doeP® @it &8 \AelCas other Certs to

for an entity, incl udlng the entity's public key, is

vy SEERIN ERAN. (7 A TR Rl e
oS5k Spublk @dggiﬁoftiagﬁa@mﬂ% g e

the PKS. The Cert, Cert chain and CRLs 42 are us
with a gligited signature o Senetal &ynasal Gavbcursentlydp’ L@e@@lvdesfooaxaraple X.509
i.e., that the Cert has not been revoked or expired,
Certs,avidchh are typstadig uséd nCSv‘MIME afd @GR BertsoWhichCeave a:hlaghhl,y different
which includes a user's Cert as well as other Certs to

formatl OnvemMi ITIE tthatdigite® simeit(re ifer Cettss gehbrinéd oy thelissuer of the Cert,
exarrpl e, a Cert for any particular entity typically

and Cémféé g ékéchS}/ %%é%é/aq;éo%we? a%%s%ﬂg?d %Egé)e/.f iAC8EH PRay include an

mation that Is to the pu
expiry time or validity period from which a messaging client may determine if the Cert has

expired. Each Cert may also be checked against a CRL to ensure that the Cert has not
been revoked.

If the digital signature in a message sender’s Cert is verified, the Cert has not
expired or been revoked and the issuer of the Cert is trusted by a message receiver, then
the digital signature of the message is trusted by the message receiver. If the issuer of the
Certis not trusted by the receiver, then the message receiver may trace a certification path

through the Cert chain to verify that each Cert in the chain was signed by its issuer, whose
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with a digital signature. Several types of Cert
currently in use include, for exanple, X 509 Certs,
wohbehizawe typically used in S/M M, and PGP CeCraA2003/001150
whi ch have a slightly different format. In S/ M M,
~the di %ital signature in a Cert is generated by the
Cert is inext by therCent ghaisy, untihg Cantlisdaune dhaljuak egnsy by aEe{gert from a
recei ver as described above. A Cert may include an
sourceénpiad/by theereceiveal suih gs frem atarge BIKSAHODEE a roelsGeigisigund, then
client may determne if the Cert has expired. Each

a signdt@ie carpye Ausd Deehask Bethadei siiided afBlretsivensusieht kaurce of the
the Cert has not been revoked. If the digital

Lgn re er, : hinned,
oot ORI Byl RRRD s Y8887 07 oRBE i SIUMES. Ak otner
issuer of th t ol ted, b : ' .
messabfiiShe Rl PEIETS BRSO FRSaRREBEE tpagpioms, ne
by the nessage receiver. |If the issuer of the Cert is
presenh¢ivantioBtisdn BiP WRY JeReN0eeE UPPREh P?Hlé’“ﬂ?és%%%‘“f‘%é@f‘%’é‘re or trust
may trace a certification path through the Cert chain

mechanisnverify that each Cert in the chain was signed by
its issuer, whose -10 WD 2004/012406

PCT/ CARHEX -Dfdillsdhdefeydtes3Maetuiemebsadieg thatzateristics, message
until a Cert is found that was signed by a root Cert

signing{ @?@g@s&%&é’%ﬁgg? hr 5l B tré IR b?ﬁ?ééé%bing%’éthn@é"?. fihe&k anessage

oot Cert 1s tound, “then a
. signature trusted... ;
sotingB B EYAG oD Wil o B BT BuBBHIY BABERENB Hithossaging
. trust nechanismis used, for exanple, in SIMME, ..
SetingSCIRUGHER P VRS RLRaRTHNY CUBbnEIEsSPAR PGy Sotgblishg by over
- exanple, may use different trust nechanisns, the
riding gefesirar dumventtessaging aeiingsayin dewemdsyiteisomhgnever a message
particul ar signature scheme or trust mechanism At
havingt bfegertairlessage ethasysteasti30 thare those spesiéigdng a current group of
characteristics, message signing in the message 40,
messafiig §&tisis" el HeesbYrdie 8RS SHYIRE Eid s differertyapigeessaging
settings must be selected or current settings must be over-ridden.

Frequent messaging settings changes are .not only tedious and time
consuming, but are also prone to error. For example, some secure messaging clients may
be configured to exchange either secure or unsecure messages with other messaging
clients. However, a messaging client that may not be configured for secure messaging is
unable to process received secure messages.

As described above, known messaging clients allow only a single group of

messaging settings to be active at any time. Therefore, when a secure messaging client

exchanges messages with unsecure messaging clients relatively often, a user of the secure
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10 settings are either default nessaging settings or a
currently selected group of nessagi ng settings
web@aizehed by a user, or possibly custom nessageA2003/001150

settings established by over- riding default or

current nessaging settings. In known systens, whenev
messagingeslisagenigibviormallyf seleehonhegeageal cnassrgiegi %‘tttlrag,s as default

than those specified in a current group of nessaging
messagia t satfisgs Sot endigesthat dendrmassegEsagiayy bel pexressed by unsecure

di fferent group of nessaging 15 settings nust be

messa@%g%‘ﬁbﬁé OThENIWISER asRicutd8feslHEE iPE BY&ent téld&bcure messaging
quent nessagi ng settings chahges are not only

client, %ﬁ?f’gpéﬁst pgcéﬁjpe&as'gﬁllneq%qg%ﬂ&% ol c@(rgn e%%réﬂrn‘?&esa?%r%settmgs are

SOMe secure nessa cli

ﬂg f d t h t
over-ri kS0 reﬁegfrﬁgr)ﬁgﬁn%n e&‘elﬁﬂ] Wi@ecmué%s%g\xﬁ@éfs Select secure

n_essa |ng client that may not be configured for secure
messawgﬁglng@ qrevepridggepeeal messeergsetingse pyaessagedhat was intended
nmessages. As described above, known nessaging clients
to be sentiseously is serdimihleelearo ] mimituaﬂeem@ Iogypartictlaniysindesivable when
active at any tine. Therefore, when a secure nessagi ng

such a%b@é‘ﬁ e EXRBRRISSHIeRGaIdAforiatibn Ufts exxaneple® Siagang when secure
cl |ents rel atlvely often, a user of the secure -11 WO

messaﬁ(?\g@e@tfrg; %@E’d%?o%%’lllpgét&ﬁ& s aR& RN dISidlantMedh $ssage is to

Pect only genera nmessagi ng settings as

o sonfBhbec B AR AL Bt el v et

clients. Then, when a secure nessa be sent
procesg ta@éae@r%@%@%@n ¢he aper maswervgm%mt tf@ﬁ Bigssgpe In ah unsecure
settings is selected or the current general nessaging
formatsettings are 5 over-ridden, so that a secure nessage
is sent. When a user forgets to select secure

nMessagicBerdiny td aryssimct ofeimeiicimegeagingsettiegs agleaton as described
settings, a rressage that was intended to be sent

herein SGAEHSA ¥né fé) b8 ddi fﬁirﬁad meHsaging Ekntii9NerRyd B8 a received
parti cul ar esi rabl e
message, the messaging client determines the messaging settlngs used in the received
message and selects the messaging settings used in the recelved message to control
message characteristics of the reply message. Such mimetic settings selection can reduce
the number of times that a user must manually change messaging settings, and also allows
a message sender to establish messaging settings for an entire “conversation”, including
both an original message and any related messages. Related messages are messages

that include at least a portion of a received message, such as reply messages and forward

messages, for example.
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such a nessage contains confidential information, for

exanple. Simlarly, when secure nessaging settings
waneodgdsme as default settings and not over-ri ddewoahers/ 001150

a message is to 10 be sent to an unsecure nessagi ng

client, the unsecure nessaging client will be unable

to rﬁlgcéisss tahelmcdla@ral‘Bseb@eMﬁlﬁSlSh@Qbﬁ@rCC?mgtun'Catlon deV'Ce

re-transmt the nessage in an unsecure format.

lmpleméﬁ@r@g dirigndte mBsesgIeg settihgriseiddtionreystemgi ng setti ngs
sel ection as described herein, when a nessage to be

sent i OMDilBRRIAY SWifludala h%rﬁ&&lame@ méss?aq"]ﬁ@@hefrﬂ(ﬁo, a user

15 nessage, the nmessagi ng client déterm nes
n tgxe recei ved nessage and

mterfacgg(ﬁ@)‘z‘?% %Hig%}eé%és ﬁg é;ce| i r%s used in the received

nmessa e to control e characteris .

repl yTh@SRRY 3%,S1R Wi“?@% siore ?Pﬁ@@sﬁhé‘gﬁng?lwi]é% other device

reduce the nunber of times that a user nust manual |y
compowgriagedisysteans mgyseite idas andinclufesa aloraggares fﬁé@ﬁéﬁféage store

sender to establish nessaging settings for an entire

54, as Wefiraeoihat idatd stdres sudhray 2 CarbstorabSpangiddbssnboskd® in which
and any rel ated nessages. Rel ated nessages are

messagﬁg %BH{%Z:t iffOdhatiditik bR eat ah 8pglication@ata Sdrafe area 58 which stores
eCei ved nessage, such as reply nessages and forward

' ti tore 59

cota BB ISR BB oA2o Y B RPBIPAEARS 3 ang asetns s
wirel ess nobile communicati pn deyv

which For 7R 39eeUSRENGRt { PAGS SEBPEth orp <y Sl ing) afe ilustrative
nobi | e device 38 includes a nenory ness q ng .

exampleisi afratorgg, that meyrbe implemeatad i weaaory%% A 'I@I Ghyice 38. The
transceiver 64. 5 The nenory 52 is a witeable store

memory & mag atscRsMsed by wttiaridevtdeaystiems treadditerpionibase shawn in Fig. 3
systens may wite data, and includes a storage area

to stord Bthe? tyRSSUSata! or e

The messaging client 60 is connected to the wireless transceiver 64 and is
thus enabled for communications via a wireless network.

The Ul 62 may include such Ul components as a keyboard or keypad, a
display, or other components which accept inputs from or provide outpu'ts to a user of the
mobile device 38. A mobile device 38 typically includes more than one Ul, and the Ul 62
therefore represents one or more user interfaces.

Messages received by the messaging-client 60 via the transceiver 64 are

stored in the message store 54. The message store 54 may also be used to store

messages that are sent by the messaging client 60.
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54, as well as other data stores such as a Cert store
55, an address book 56 in which nessaging contact
wonbarorason i s stored, an application data st eCcCaga2003/001150

area 58 which stores data associated with software

applications on the nobile device 38, and a settings

st or e The mesoaging alieot 69 siesatficslyedebertade. thedeart store 55 and

stores 54, 55, 56, 58 and 59 are illustrative
retrievexstopeSers fiohottesCetiatoredp. Berisgre eoamalédstoredinieerbeyt store 55

52 on nobile device 38. The nenory 52 may al so be

in the EsYRAL DY vﬂﬁi&t@rth%ﬁ‘é'fé?eéé(ﬁcﬁ@tirﬁa@@ﬁéﬁde@iveyobé Magsed or otherwise
shown in Fig. to store other types of data. The

tran'sla{f@os i3 ia@o%déiﬁgwgppéﬁrﬁggpﬁﬁ@ﬁgeﬁ g? grgbeg‘grrtfﬁbﬁéés. Certs may be

ranscei ver na

. C nications via a wrele netwark. The U 62 ma .
recoive R R AT 1SS n SRR B ORT ey -2l SKEY AScB LS via the
. di spl ay, or_other conponents which accept inputs from .
wirelesgr trpnssigives Guopleadedontofbermelile %V'C@régi theouygdy,a gemggunications
A nobile device 38 typically includes nore than one
interfat$ suands areeridl p62, Universal Sedal Bys 8488} pornlefraredrdata Association
user interfaces. 20 Messages received by the nessagi ng

(IrDA) bHEBIucRSLtMI e nidtiRiId, ' ReC0 2 1 nfttiudé Erorf taogiedaiiy eybipped external
nmessage store 54. The nessage store 54 nmay al so be

systenSE B Rysbelfiie eSS Ao A ot g Tise Lot and
; ssaging client 60.stores recsi t , :
502,137 5787858 FlotPraleLRbo AL Lo bl it E ol Bidetrical anc
Elecirogics FoRTRETs dISEE | 19D DHaPIEL reeboeieis H1 Yidejess LANS.
alternatively be parsed or otherwise translated into
respeciivelyor/As)desoibemt atbaes repwBicrigwinia €ert may beaeguired for sending or

store 55. Certs may be 5 received with secure
receivifgssrgasmasegyest ed froma Cert source such as a PKS

Vi h

! Tehe address book 56 stores contact information, at least some of which is
preferably used by the messaging client 60 in messaging operations. Entries in an address
book 56 are typically most often used for addressing messages to be sent from a
messaging client. Address book entries are also used to (eplace addressing information,
such as an e-mail address, with a personal or familiar name when a message that is
received from a sender for which an address book entry exists in the address book 56 is
displayed to a user of the mobile device 38. An address book entry can typically be created
either manually, for example by inputting contact information or selecting an address from a

received message using a Ul 62, or automatically, such as by configuring the messaging

client 60 to store contact information when a message is received from a sender for which
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wi rel ess transcei ver 64, or |oaded onto the nobile
devi ce 38 through a conmuni cations interface such as
wa 28@roiadoe port, Universal Serial Bus (USB) por PCT/CA2003/001150

Infrared Data Association (IrDA) port, BluetoothTM
nodul e, or an 802.11 nodule, froma simlarly equi pped

no entexewistsain they siddressabpok a6 Sanigtteinformsdionskeuld ealse rpossibly be
the art will appreciate that "Bl uetooth" and 10

extracte88ad sloret & e dddress book 56 pdenfs mat Centds stoved taathledCert store 55,
fromthe Institute of Electrical and El ectronics

as desgﬁlt%d“ﬁ%‘% IhteFRtlondl Patdrthdieatiét senal Ner re TIeAB8IbE06, entitled

\évl rel'ess LANs, respectively. As described above,

« B ‘a | i i H
cortiaBiflRgE siedeSbiaTRh g Ea 18Tof 20 7R Aokssonea
o s e et S5 A A len B S e 2k b reRce

nmessagi ng o‘p.er ations. Entries in an address book 56

are t%becaﬁ tingsostorer 68n stpsesl Messaginge §sitingsmudugyecontrol the

to be sent froma nessaging client. Address book
charactisticeof augoiiemessages semtepdradiee attdhilestsvigg 38. The settings store

i nformati on, such as an e-mail address, with a

59 maPSbfLRRdYe Harf GHE Gictb of MBS sebRg sattiesalifoudrah knewn systems, only
received froma Sender for which an address book entry

one 1L BT R TSBER s B0y 8! pUctrmasaoingclen
ceternfs R Bl o SER S o b Sho LPPYBHl e B s hose
. address froma recejved nmessage usi ng a U 62, or
settinga e eratrpctheigharacieristics PyantowOPH% ME§S?IR messagi ng
client 60 to store contact information when a nessage

i s r ed@ievadssaging aliswrélk honwavens configurgdwo provide for selection of
2004/ 012406 PCT/ CA2003/ 001150 no entry exists in the

diﬁereﬁt@ﬂé_@%iﬁ%@&tiﬁ@s féradfféint gﬂﬂe@rdﬁbbtgmmgmlsdagésﬁhis feature may be
possi bly be extracted and stored in the address book

enabledPs ggallé‘,ﬁ?@!{ﬁgﬁfetik%éééér a%é’(}t)iﬁ{;‘@sQ%Hioﬁ_?&rr@p@/ﬁﬂes@é?ges. The

escri nternat "o ~Patent Application
concepicot MimbBe meedsgis LR s&BLtSH 6 be further described below with

reference to Figs. 4 and 5.

Fig. 4 is a block diagram showing an exemplary message structure that
supports mimetic messaging settings selection. Although the example message 70 is a
secure message that has been both signed and encrypted, it should be understood that
mimetic messaging settings selection may be applied to other types of secure messages,
such as signed-only or encrypted-only messages, or to unsecure-messages.

The message 70 includes an address information portion 72, a messaging

settings portion 74, a digital signature-related information portion 76, a message body 78,
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"Certificate Information Storage System And Met hod"”,
filed on 20 March 2003, assigned to 5 the assignee of
woheo4pz®ent application, and incorporated her eCwdag003/001150

reference. The settings store 59 stores nessagi ng
settings which control the characteristics of

and one ot guire gneepiedeessiemkesn Rerenaing yrRonEe; tyee gbmesprge and the
settings store 59 may store nore than one group of

type of imessagintpcliei thatywms wdadtougneratekhe messgge eamessalgg may contain
one previously selected group of settings is active at

more, f%Wér BP Eﬁer&ttfbéﬂﬂs‘?tﬁlan HRSSEAHOW iglFigY. NErneglleamhéessage such as an
whi ch group of nessaging settings was previously

email rﬁ%%s?a?ctegc%rl g%n@gg\?ﬂlalﬁﬁgd é?l%‘é’st”:ﬂf‘a&@re%@'ﬁm%aﬁm ortion 72, some

0|ng nmessage e ness gl ng
client 60, howev

d de f
sort ofgéqfsgéeﬁéﬁﬂwfgs BRI IPG 74n AN DR 3R @%?3?5%'3 for |
f
o | orBBIasseinTeaasTO eﬁ%ﬁﬁeﬁﬂeg%égfagﬁé@r%lcrﬁ%entlﬂes at

settings selection for reply nessages. The 15 concept
least anintehded receimsrsdticmessage HYsFerdreemad magsaigebaddress information
further described belowwith reference to Figs. 4 and

typicalf-infildes 4Td:3, “Erdthocknd passipm “Sleo ey Bue: exeaipbddiesses, although,
fessage structure that supports mnetic nessaging

as tho§§t§ﬂllfé@slr§%§°§r{ 3f- é&thﬂﬁ gﬁ%en%bﬁ(h Slagp\‘@éét%g% -Afdill Smessage

cure nessage t ned and

coreblELHE q?Svrgs%léf%%%‘"@%q RIERS8y "be appl i ed o of her

types _of secure nmessages, ., sSuc ned-only or .
encr yﬂﬂ“@dﬂ%ﬁ%'%%t%%% pogion; /gt Wﬁ%@b ﬂ*ég%%é gEouprpfdnessaging
message 70 includes an address |nfornat|on portion 72,

settinga tines swege nupeds tet comiodl ther chasactensties af gia aessage 70. Messaging
signature-related informati on portion 76, a nessage

settingd@t ugBally mabuiy ESHTHLAIAE BF aR0EE GRRONATIR0 LEBIY a medsaging client,

one or nore encrypted session keys 80. Dependi ng upon

as deschBel ¥BBvES THRSRESE Y sétifigs specified in the messaging settings portion
74 may correspond to a previously established and saved group of message settings
stored in a settings store such as 59, for example, selected by a message sender when the
message 70 was composed. Alternatively, a message sender may have chosen a specific
“cusfom” set of messaging settings for the message 70. Messaging settings may control
such general message characteristics as fonts, backgrounds, text size and the like, as well
as secure message characteristics, including a digest algorithm for a signed message and
an encryption algorithm for an encrypted message, for example.

The digital signature-related information portion 76 includes a digital

signature, and possibly other signature-related information such as the sender’s Cert, a
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type of nessaging client that was used to generate the
nmessage, a nessage may contain nore, fewer or
wdaizbdsemzss fiel ds than those shown in Fig. 4. NoT/maRios/001150

a message such as an email nessage, for exanple, wll

i nclude at | east an address information portion 72, . .
Cert cheonend orerar nudrer@BEagdhestigitah gignatureirelated infargation portion 76 is

nessage body 78. The address information portion 72
process&tf by dafessHdy rerkiven ashiesbribatbabdve wsvartfy theedigitabsignature in the

i ntended receiver of the nessage 70. For an emi

age, address information typically includes
messa&%Z:&,, "From", and possibly "Cc:" and "Bcc:" enail

o ect 1 eespebs A 7o I SR LB G P Aot ofhe message
70, o RhEEABLETh S b le bR, T ot S OB A messace

a group of messaging settings that were used to ,
70 mayalsorintludadilecatiachmentsdn o gsepcigies widls higy@epgage body portion 78.
Messagi ng settings are usually manual ly confi gurable

The apb¥arantessrggpesotimocessingapplieektsde mpsshgehody 7&sare controlled by
descri bed above. The nmessagi ng settings specified in

the me*sEggiHS%%ﬁmg‘égnéi%tatéo_lﬂia&h@%éés@@ir@s&ﬂng@bonmrmpond to
a previously established and saved group of nessage

setti Qred | ' . .

o 5o ey es PO SSAES Y RopBie b a6, orr
nmessage 70 was conposed. Alternatiyvel .. , . .

any ot@ndeyIChey ?ﬁé?@%mcaaﬂdnac%‘g&tlppc\’vﬁh gﬂy?@rﬂ?ﬁie:%%ggpg client 60 Is
messagi Qj; settings for the nessage 70. I\/Essaagi,ng ,

operatingt usingdJledy ssishtasod keypard Qgﬁ@rcggplﬁgs gdagss ging client such as 60
characteristics as fonts, backgrounds, text size and )

is normdlly abledo saadwevw n&Bsages andreplyepesgages, and also forward received
characteristics, including a digest algorithmfor a

messages bf PoPRFRATTeadided AeRAgEY PFOPNedl rgossddes, berdesoribed above, a
encrypted nessage, for exanple. The digital

user nﬁy%#rﬁgfogjﬁgéﬁﬂeéégﬂﬁ éftiﬁ@sﬁ@%gpﬁglrr%@séé@ BH&Rcteristics of the

ure, a 0ossi b

new n%é?%&ég{/\ﬁﬁéfg}\g trr?éjssiagfn%@égfiﬁé)sna%ﬁggeﬁédf DRIFANE§ oD of messaging
settings typically controls the message characteristics. Many messaging clients also
provide a mechanism to over-ride currently selected or default messaging settings when a
message is being composed.

When an outgoing message that is related to a received message is
composed using the messaging client 60, however, mimetic messaging settings selectionis
preferably used to determine the messaging settings that should control the characteristics

of the outgoing message. Outgoing messages related to a received message include such

messages as reply messages or forward messages, for example, or any other messages
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WO 2004/ 012406 PCT/ CA2003/ 001150 Cert chain and one
or nore CRLs. The digital signature-related

wonbaroyatoson portion 76 is processed by a nesBag€A2003/001150
receiver as described above to verify the digital
signature in the mnmessage 70. The nessage body 78
which inslzidedets ladst a ertticor of tifeoreceaiverh nprsseigen &br tswsh messages, the
message 5 70. In the nessage 70, the nessage body 78
messadifigRAtht 60 aoesksasdhe Arsgayedtord SAFHRAE) to determinatismmessaging
inClude file attachnments 1n or associated with the

settingdESSRIRY %ﬁprﬁ?%égg%{bgghcteﬁﬁés FPPRALABIGE] At shYeeThe@messaging

progesilng a e e nessage body 78 are

._contralle t [ AR Lndi '
setting865agpics) Wi trh Jies5ane ek e icedpiank PRl inbddibtare then
selctelip aEY SRS R NEH D0t b S5k, ThiseRlarihe Fessaging

whi ch a msssagi ng client 60 is operating, using Us
client tberebyctelanis ar kehitest thexmessagingmeaiingsonelaragliaigtics used for the
client such as 60 is nornmally able to send new

receiveEAREREEGe ARt Bl yneesaghgesettingsl usbd dyf amesshgeessidezdestablish
nmessages or portions of received nessages. For new

messaﬁ? gﬁ%&%feriéi‘ﬁs dsiSh diRE caRRI8atich, inS@Iing At &R @floriginal message,

messagi ng settings to control ™ nmessage

characteri,sti fot
oot UGS S IRRUITSIRRS MR Y g message 70
nmessagi n ettings typically caontrols th
suppote s SFaP esTtur i PSS S L7 P Poge soncer
a mechanismto over-ride currently selected or default .
Howewersaaglieagriked in rﬁlgﬁwem@ta& be,l@/g,sg‘@em,vgnw it aﬁ%@éaestrlcted to
When an out goi ng nessage that is related to a received
mimetigesssaggingset@fyssatpativrbassidu direct detesagnatipnadfinegasaging settings
however, minetic nmessaging settings selection is

used f&f@?@({éﬂ{&d/n’iéggg?é_o determ ne the nessaging settings
that should confrol the characteristics of the

?ggg?b&gdgngéﬁgegg ap%,ggfggaﬁésé’&ﬁﬁgé Ph&} @BntrBl Jeneral message
characteristics, such as formats and fonts, as well as secure message characteristics, such
as signing and encryption. When the selected messaging settings dictate that a secure
message is to be sent, the messaging client 60 retrieves any required keys and processes
the outgoing message as specified in the selected messaging settings. For example, when
the selected messaging settings specify that a signed and then encrypted S/MIME
message is to be sent, then the messaging client 60 may use its own private key to

generate a digital signature for the message, generate a session key and use the session

key to encrypt the message and the digital signature, retrieve the public key or Cert for
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messages as reply nessages or forward nessages, for
exanpl e, or any other nessages -17 WO 2004/012406
WOCT4@A2063/ 001150 which include at |east a pecricanomsf001150
the received nessage. For such messages, the
messagi ng client 60 accesses the nessage store. 54 .
each méssage Bcipientdicomr thereert Iséoreeid AfIchgnNCryBt thengession key with each
associ ated Wi th nessage characteristics of the
recipienf §gRibi€HeyeSsage. The messaging settings associ ated
wi th the nessage characteristics of the received

eSS g ojGh é&%n%@@é@h?%é@wg@@?r@iaraﬁeﬂe’@s, such as secure

craractfrlstlcs of the oufgoing nessage. The nessagi ng
client. ther e : " i " e [ '
messacfid SBgbRor i sREUE B ichlr FEEH 55 mbfterBssgs segders using 2
. message, such that nessagjng setti . :
imetcypesagehe SaiRe: leBh S F S AP o rportant o
an entire conversation, including not only an original
some masseging, clienis. &os eXample. @ AESHOREOTIYEST STHEMMSYRG Fgpable of
settings portion 74 of the nmessage 70 1o supports a
displayiflgr £ etesdaierini arat oba \airietye o fayitegwhetadasng nekiteddeyicg may have
message sender. However, as described in further
relativeﬂ\/ieﬁrﬁltéd REPY chbsvilifasenThemfore, anmessagy serderusinga messaging
: nmeti1 c nessagi ng settings selection based on direct

client oﬁ %E@?gﬂe@daé\i/ieg sBh gﬁ?gg@ %i) Ergéaﬁ brRES thHBSslofigihaPfont of a message

nmessage. above, nessagi ng

setti,ngs nm ontrol  ageneral i
body bEispdat evaEPLes (e ek R Splen iR ST EPhIeEsages Mgy bedoplayed
secure nessage characteristics, such as signing and
properlgeyipptmelile §@Upet he sel ected messaging settings
dictate that a secure nessage is to be sent, the
messapi this exarapte, 6ite messge sendaly MGt s@CrEFRY 1Y Mdsh to ensure
processes the outgoing nessage as specified in the
that th&esfRt GENIRS 2REH Nor Fetwardgmesbages xianphish thiee origtniak message is
sel ect ed nmessagi ng settings specify that a signed and

forwarcH%ﬂ% o?ﬁ‘éirr)éeﬁ%tﬁ./ g¥h Wt 18 R 38E6e 5End&r. IISEPE of plfarence could
e nmessSaging client 60 nmay use its own private key to

possibly be specified using one or more control flags, in the messaging settings portion 74
of a message 70, for example. Such flags could control which messaging settings or

characteristics are effectively carried forward to messages that are related to a received

20

message. Control flags could provide for such functions as specifying that security-related
messaging settings should be used for any messages related to a received message,
whereas messaging settings controlling general message characteristics such as fonts or
backgrounds should be used for reply messages but not forward messages. Thus, for an
outgoing message, a messaging client determines whether the message is related to a

received message and may then determine a type of the outgoing message. When control
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generate a digital signature for the nessage, generate
a session key and use the session Kkey to encrypt the
worsEagsioand the digital signature, retrieve tReT@ARIIZ®O1150

key or Cert for -18 WD 2004/012406 PCT/ CA2003/ 001150
each nessage recipient fromthe Cert store 54, and

flags aencsgp; thehmesesgingreliesy than Ee@atawmaséaglﬁge&‘rﬁttl@geptw the. outgoing
key. Although certain nessagi nhg settings or

messa§d#l acértibateé asth thetypesf theanessageesisd tfiecpriedl flaggs,
may be of particular concern to npst nessage senders

USi NGjing a@d"?é HESlWé%bB&é&FéUnﬁ‘ﬁénéﬁ et !o%‘reclude the use of
system general settings may al so be inportant

defeult(%ﬁﬁlﬁrngfesgggP&ﬁ%@%@h%igggwg%sagpﬁ%ﬁ@% is selected through

nmessage i n an %pvarl et of font? wher eas

mimeligd0PEERGIRY 30 &l JrBnomT ditgnitg mEssade ebarda at the.

capabilities. Therefore a nessage sender using
messagiagsegnt @0 isl adatward messge, evaergine @Q@Weﬂsmﬁéségﬁ §r a portion
3) may prefer that an original font of a nessage 1o
thereofi9 ttybdforuaedkd to sampgssags ieepidrd, measagieg satiegs sised fathe received
reply messages nmay be di splayed properly on the

messaﬁ? %éﬁo@@é’lb@t@d tb BohfbIth&XiERbge chARictastiag of thersiggoing message,
not necessarily wish to ensure that the sane

as desgﬂﬂed reﬁlo%eq—lé\%vefr V&Dger”as ﬁ%ssé@eywl%ﬁt 60%s aware of certain

orvvard to ot reci plents,

W e Wy R FERAEE P oo

control flags, in the nessagi ntg settings portion

may wish t@Ché@@%lﬁ”@ SﬁbeCtﬁ@lm%S@@ﬂtﬂge’%et@ "fﬂR@@ﬁy Si] n&%?rﬁaQH]Q settings
whi ch nmessagi ng settings or characteristics are

to allowfifie tdriveed ynessagedd beqrreae ssedobyrthesagesagah eacipiest.
related to a received nessage. Control flags could

provi deefie sfeohtrbLintels srssmiar ingieaidry afsg grbvides for some measure

security-related nessaging settings should be used
of confrQToEMNWHTBS ARSI $hAdLRidPs@tih§S Bs¥E For B fst@fod message may be
changed or whether addit’ional messaging settings may be used for a an outgoing message
related to the received message. For example, an over-ride flag may be set when any of
the messaging settings‘v used for a received message may be over-ridden for an outgoing
message related to the received message, or reset when none of the messaging settings
may be over-ridden. A similar flag, group of flags, or list of messaging settings may
indicate which messaging settings or characteristics may, or alternatively, may not, be
changed for related messages. A further flag may be used to indicate whether additional

messaging settings may be specified for related messages or certain types of related

messages.
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20 whereas nessagi ng settings controlling general
nmessage characteristics such as fonts or backgrounds
wehoulod240e used for reply nmessages but not forraraA2003/001150

messages. Thus, for an outgoing nessage, a nessaging
client determ nes whether the nessage is related t
r ecei Peviessagingscttings paion{érmf adeesip me&saggé’omlgmﬁso specify
out goi ng nessage. Wen control -19 WD 2004/012406

alternali¢a hieA2a0 Vg0t theds thiat gy e esedsfed antduégoteg selgtadgmessage instead
client then selects nessaging settings for the

of partleHFag?r‘lé&a Wﬂé&?gd s RCRP IAREe Wt iRy d. Y& eXbnigle, a received

nessage an the control flags. It may also be

messaggﬁ%?%@e* X% ?i'c:f]ﬁeﬁ'o%rﬁd’e n@@?&f SW‘ME%BEE&éé‘@grnWQ%h the SHA1

or sag| ng sett

. group .of msssa settin

nastindy SBr B TS SRR eSS L Fedf %%%te%%éﬁg%o@ 78 (and the
out goi ng. nessage prepared at the . nessaging cli

encrypéer Bession &eviaca |ﬁﬁp5@g§sagm@49§,qn0éyptgg@ @eﬁ@@g@ dp order to
a portion thereof is to be forwarded to a nessage

provide éarisonentiexiittysagegardte nessggingssattings usdtby acedargag messaging
nmessage may be selected to control the nmessage

client @P%fu%dl insédsageoireldied v tige iragkives sRgeagepthalerssagiad settings
above. wever, if a user of the nessaging client 60

portlor{c?ﬁilgﬁ‘@ Sgéﬁfﬁ@"a& %'é] Q) did ﬁ%thfé ’fcﬁrhS ’ Oéte@ (Hﬁr@mﬁ‘\@' M8ssage could be

a re |p|e rwar d sSage,

one R LR O S, R O BT s o

settings to allow the forward rressa e.to be %Essed

sent fre tha eeerivag gressasing dispt {omnotaeiangs Saaing sipports MDS,
simlar indicators also provides for sone neasure

but not BHAD) sactemswhinsesseging clierir whishssuppogtss¥etsion 2 gfs&él\/llME the
for a received nessage may be 15 changed or whet her

receivingtthbssphg bR aghy gss MD5 gseathyf BHAdtodeherata zadigital SIQnature
out goi ng nessage related to the recei ved nessage. For

o e e S T e B RO e, pPofles the
messaglr?gr sét 98 ftEg e(?erfvé)cﬁ%%g‘sg@e in that the original message is signed, and the
sender of the received message maintains some level of control of messaging settings
used for any related messages.

When alternative messaging settings are specified in a received message, an
order of preference ma'y be explicitly specified in the message, or, for example, inherent in
the order in which the alternative messaging settings are listed in the message. Messaging
settings that were used for the received message may be preferred over any other

messaging settings, and the alternative messaging settings may be listed in order of

preference. A sender of a received message may also specify different alternative
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nmessage related to the recei ved nessage, or reset when
none of the nessaging settings may be over-ridden. A
weizni4oaz406| ag, group of flags, or |ist of messagrmn2003/001150
Sﬁttlngs may 20 indicate which nessaging settings or
characteristics may, or alternatively, may not, be
messagihasgHingsder @'@%@@éﬂ?ﬁ}%@fd&@?d R§s5e é,rSLf%a@S FRRJY Fiessages and
used to indicate whether additional messaging
forwardseiessagss. naythb ebspe exaingle bbhashinaalgpritemsaifesending messaging
certain types of related nessages. -20 WO 2004/ 012406
client sSJdrEBRO RO 1hEA ahermetive taspingeldorimspoay bespddified far forward
recei ved nessage 70 might also specify alternative

messa?%ﬁsiz’t%gbegf&%%'!qﬁéﬁ “may be used for an outgoing

nessage 1 nstead of particular nmessagi ng

f:gé: 5%%0%5@”3@8 %&ét%% ﬁﬁﬁﬁ,égﬁgg%@éﬂﬁgiegg ffay Wﬁggréﬁ to allow

S/'M ME_ nessage for . whi the SHA1 5 shing al gori ;
messagiag SESe D ReAEPRIIa il GHIOPRE TRELS Esaus T gudiion to any
~(and the encrypted session keys 80 if the nessage was
messagingsgtitnes cdadeteaizad siepsag} thatare talee prafilegindbe @egqqsmg message.
some flexibility in regard to nmessaging settings used
For exBiple,liBs Rlosivegl messags isEnceyptedthbna relatgd buiyomg swgeage might
related to the recei ved nessage, the nessaging

be botAEEAdrPIRd B9 tdigied 4 ERh BRRRIN Mddindhalanésgadgidl settings may be
Si gna?'glr%e or a@ﬁbel ated out goli ng nessage cou?dbbe 10g Y

ner at ' ' . -

setecefBEA P e AP Bt AR P L R, enryptoni

recei ving nmessagi.ng client. to th [ l . .

ine aobis kot T R P R AL RS bl e s
client which supports Version 2 of S/MM, the .

analogous & leigingllyé¥3-dg mesepgiagtselingsiehpbresaaging gedinasday a related
to generate a digital signature for the outgoing

messagesaagede badédiby @raegdaging bkentebet miasgagingsseftings of a received
client profiles the 15 nessaging settings of the

messagiggiﬁéet\gﬁé gd;%é Fﬁgi%d iA dufgding Fstatedirgédsalgeseses pagtetiably not deselected
or over-ridden.

As a further extension of these principles, a received message might also or
instead specify message characteristics that are to be profiled for any related messages.
Ihstead of specifying that SHA1 is to be used to generate a digital signature for related
messages, for example, a received message may specify that any related message is to be
signed. A receiving messaging client is then free to choose a hashing and signing
algorithm. In this case, profiling is performed on the basis of message characteristics, and

a messaging client selects appropriate messaging settings in order to profile the

characteristics of a received message. Such message characteristic profiling further
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sender of the received nessage nai ntains sone |evel of
control of nessaging settings used for any rel ated
worsEage®e \Wien alternative nessagi ng setti ngsPargA2003/001150
specified in a received nessage, an order of
preference may be explicitly specified in the nessa
extendsthe flexibibityafphessapittgsadtings selectontgystamsiand methpds HgOf example,
the alternative nmessaging settings are listed in the
a receifBg A&SadeBRA ¢ BOcSPldd aod sigraid using SIBENE avayt Beecify only that
recei ved nessage may be preferred over any other

related'ﬂ? e@%h%ﬁF bl BiRe drittsighd LA RldeNindRIES84iRG client may then
R R R

in order of preference.

s PGB fhl 5L S0, 3 BSHHER Yo vt roltd

PCT/ CA2003/ 001150 [ ettin or diff
messaggpednesbatba o SReN BissReaed: sl fosE, %sa Bigd only for
forward nessages. In the above exanpl e of hashin
certainaypes iof hietated imessagagi nthereestigli fiaps, @re@ﬁ@m@ﬁp@&dt gther features
only MD5, then alternative hashing al gorithns nay be
descrilsReabbieth tos chntextiod messegigesettibgs aretal§@mappbgable to message
messages. 5 According to another variation, a

charactEstiggi ng client may be configured to allow nessaging
settings to be established for an outgoing related

messa eghﬂéégg ééq(ﬂ%a%ﬁ’t X a 3@9' g %%Eél\/@@sm%gsége need not

recel are tO pro
oi ng SSa

necesqNEHAAST B8 AT Ps O dpirae BirsaeRg S Ve%ﬁ?@?ﬁg%mdefam

be both encrypted and signed. Even though additiona
receiveraissatiifergnt Boes o 19570158 clignt é?ee@c@a/erf arefarahly a%'@ets messaging
nmessage, certain characteristics of a received
settingsgesageoutgoingyetdted nassagbe babed en exteansiaionaresimilar interpretation
profiled in an outgoing rel ated nmessage. Such a

of senH@ﬁBi@ileQHw%sbégm%n@étﬂﬂ@:tlsatsﬁat|&Qh@§éége CRafdtgenBtizsagpduified in the
tings, in that nmessaging settings for a rel ated

recew%ifﬁagl )S/Oel’t eﬁggﬁﬁg We @%‘a@ﬂar@tnb@ gt thUteceived message.
Mimetic messaging settings selection based on actual message characteristics is possible
even where a receiving messaging client cannot correctly interpret messaging settings or
characteristics specified in a received message.

Fig‘. 5 is a flow chart illustrating a method of mimetic messaging settings
selection on a messaging client.

The method begins at step 92, when an outgoing message is composed on a
messaging client. The messaging client then determines whether the outgoing message is

related to a received message at step 94. An outgoing message is a message, such as a

reply message or a forward message for example, that includes at least a portion of a
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nmessage that are to be profiled in outgoing rel ated
nmessages are preferably not deselected 15 or
wover/mededen. As a further extension of these PCT/CA2003/001150
principles, a received nessage mght also or instead
speci fy nessage characteristics that are to be : .
receivefir mEs$agk.f oThamneck| ait sidpr@s semebe perfieTeed) fof example, when a
specifying that SHAL is to be used to generate a

compodt Biesahgs iogBritivnes fififiatedl ahiela messagss belry cexpopée, or when a
a received nessage may specify that any rel ated :

oor o IR R SR PURERSR IRELRD TRgeagl gt
. orit | n,thi il ' .
oo R R P OB B R o,
encrypiing o aher BIOCRESNBHAARCPRIANSE AR ROt Peeelp Ol eSS settings,
WO

Such nessage characteristic profiling further -22
and seRi04Eh24CHIAICEIGIF0082001150 extends the flexibility
of messagi ng settings selection systens and net hods.

For ewaimpbethe aut@sing iedssmgs dgeaetdiad tos aeneseiygddnesaige, the
signed using SSMM nmay specify only that related

messaﬁ@éi%ﬂ@ﬁt sPEhAinRe eRET WiisBEgiRBd seittiiRd.aslobRe&d Vit message

agrng clrent may then use PGP or another secure
Ssagi SC ' ' : ;
characTREea B AT BoF A BhisP RS, BT PeReledinbiathsetings o
settings may be allo only for certain,types of
control, BEg$a4e ﬁ@%@%&@hg ?%PP@O'W Z0eS5a9Fe f és\éﬁ‘é%%f?"eé’nabove’ the
other features described above in the context of
messagimgssliigsyassociatad withrreessags cliserieaplies ol mRagivrfbmessage may
characteristics. It should be apparent that a sender

be det@fnined egeaiocedsingssmgesage dtanet for examptee sAhstepy! ( phe messaging
the sane type or format of messaging settings. Were

client deRENHRESIRhefitd a (RTVf W& mesSaglhd themnbr hogitsly te messaging client
messaging client, the receiver preferably serects

itself, ié‘%ﬁ&%%&iﬂg to over-ride or change any of the selected messaging settings. If not,

then the outgoing message is prepared for sending by performing processing operationsin

accordance with the selected messaging settings and sent to each message recipient at

step 102.

If the messaging settings are over-ridden or changed, either by changing one
or more messaging settings or by specifying additional messaging éettings to be used, the
messaging client preferably determines whether the over-rides or changes are allowed, at
step 104, for example by checking control flags, alternative settings or characteristics lists, .

and the like, in the received message. Where the over-rides or changes are allowed, the

message is prepared according to the over-ridden or changed messaging settings and sent
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settings for any outgoing related nessages based on a
translation or simlar interpretation of sender-side

woessage4g settings, a set of nessage charact ePCSGAR803/001150
specified in the received nessage, or the actua
message characteristics of the received nessage.
to eachheaiplant ahstspd@izn Pthertisagbe seassagingrelisatmay cis it @raalert or error
message characteristics is possible even where a
messadee5&d/vt PEOBIPaUsBEfo? flrewer inputratstepot 0 cinl somatiecymstances, the
nmessagi ng settings or characteristics specified in a

outgomge@gﬁg@e g?éfnﬁggsnb? Se sent Witholit T Rlash in'gI s8itingd ov8r-rides or

messagl ng settlngs se ection on a

change\ghegﬁﬁg % Calgg'&e%tgcu%rgtg %g a@é (9 ose Wﬁea&utabﬂg %gssagge with the

client, The nessa i ent the det ermi nes

messaging SBngaIgOeLBRGECs ued FEsatas TPUDi B e WP FRSL gy choose
at step 94. An outgoi ng nessage i s a nessage,  such as

to sencathe eplgpingeaEsgagewitholib the message SGHINISrO\BIigaseor changes, as
that includes at |east a portion of a -23 WO

determ#RQ44t0st84 0B 8PEht AL PASE 202 i5 Preparedianedserd s agep 108e If the user
check at step 94 may be perfornmed, for exanple, when a

choosesHH S %eﬂﬁstﬁé‘%%tglﬁl% ?Hés%@gé %vuﬂh’a)'ut trt RssHdiinh &eltings over-rides or

nmessage 1S elng COﬁpOSG or when a user attenpts to

ohangq,?o dq;@p‘%?g%é? §poc'5§§2@9ﬁa ﬂ)é abBReQut %P”\gl OTRS#RIRro? or exception

f nessage, en the nessage
IS repare or tr sm ssion, by encodin .
processRGIY ARG D6t URHRETT fme&staegagﬁaegme&@@wg%%%%ﬁﬂmt?ﬂessag'ﬂg
default or selected nmessaging settings, and sent to
settingeauer-rides pi @anges asediper 0pOOEFIA 1@ HENGHAR gulgRinGEesages without
is related to a received nessage, the nessaging
messagingessttinty everiiives dthehamgesagi ng settings associ at ed
with message characteristics of the received nessage,
at st aR RBcriped abBlEEIrstep9h, stepIagiarg thetstepyrelated thereto may
be performed when a compose message function is started, during message composition,
or when a user attempts to send a composed message.

Fig. 6 is a block diagram of a wireless mobile communication device. The
mobile device 600 is preferably a dual-mode, two-way communication device having at
least voice and data communication capabilities. The device preferably has the capability to
communicate with other computer systems on the Internet. Depending on the functionality
provided by the mobile device 600, the mobile device may be referred to as a data
messaging device, a two-way pager, a cellular telephone with data messaging capabilities,
a wireless Internet appliance or a data communication device (with or without telephony

capabilities).
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1o control nessage characteristics of the outgoing
nmessage. As descri bed above, the nessaging settings
wazsamiated Wit h nmessage characteristics of a peTgiAz@3/ 001150

nmessage may be determ ned by accessing a nessage

store, for exanple. At step 100, the nessaging client

det er i@ &rohilecddvige BOQ SIS & Hansaeie{fi g adnicepprocgssor 638, a

possi bly the nessaging client itself, is attenpting
displayta22pFrishrmeimony 62shangaomracce$s meenary|(BAM)B 26 sesitianygnput/output

settings. If not, 15 then the outgoing nessage is

(110) ddi6e26 28l d 9&rif PR 68D, RIYBOERT 632G HESHIRS B3aJa microphone 636, a
operations in "accordance with the sel ected nessagi ng

short-r%@é_ %Fgl%ts%'&gnﬁﬁmicéﬁbrﬁs _SRISGASA0" 55 Bﬂ%!?glggi%e os?lbf‘s‘glstems 642.

€ messagrng settings are’over-ri (
The tragg%}l}g«?{g@ 1g¢rtelg§3'59&é@ﬁ$@§n%%an qF%ﬁ‘%?@%@@%ﬁﬁ%ﬁgﬂ @,%1 8, areceiver
g

settings to be used, the 20 nessagin lient - o
(Rx) 613, efteanapIierddwes i e auearkdecal Recilarers (LQR$13, and a digital signal

changes are allowed, at step 104, for exanple by
processbe(X$Ry620ntWithinfthadsastahtemoryt624 teetnobitpsdevice 600 includes a

characteristics lists, and the like, in the received

plurant?@ﬁ sSRare et alckBR4AvE24N ittt Sanbech@raas] oy theahlovumdcessor 638
he nessage is prepared according to the over-ridden

rygh d SAQN ty i
(andio S Bt BTN ot g e PRaRbatorindiyle §24A, a data
st.en. 102. h iS€ e My! [ | spl '
commiek odthe e snet SSpTPaRAR P s e Shodygy 24n for
_further input at step 106. In some circunstances, the
carrying AUy Rgrates eheberiNciessi bl y be sent without the
messagi ng settings over-rides or changes, if the
nmessade deschihahtabosiee thel mobie pledes SQthds oprefriehly a two-way
nessage with the 5 messaging settings used for the

commUifiegtiore delees pgeing fwice sndpliata comsmmicationt bapealuilittasse Thus, for
to send the outgol ng nmessage w thout the nmessage

s h BBLGG1E4 800 5 M55t e, s e of
the anéfogt&ediﬁﬁﬁrcellular networks, and may also communicate over a data network.
The voice and data networks are depicted in Fig. 6 by the communication tower 619.
These voice and data networks may be separate communication networks using separate
infrastructure, such as base stations, network controllers, etc., or they may be integrated
into a single wireless network.

The communication subsystem 611 is used to communicate with the network
619. The DSP 620 is used to send and receive communication signals to and from the

transmitter 614 and receiver 612, and also exchanges control information with the

transmitter 614 and receiver 612. If the voice and data communications occur at a single
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chooses not to send the outgoing nessage w thout the
nmessagi ng settings over-rides or changes, then
WORSHEAYBIPr ocessi ng may be aborted at step 110PCTDXA2003/001150
error or exception | o processinhg may also be invoked
i f an outgoing ness%%e cannot be sent w thaut .
frequence saragosely-speceii gt Ob freauendes, tencasingie L& 643 vay be used in
chooses not to send an outgoing nessage without
conjuncliBs $atditng traebinittey S 1d e neceiver &12. chltergetivelndf diferant fseguencies
above for step 94, step 100 and the steps rel ated

are utili%é%fﬁl@icg%mrﬁﬁniﬁﬁﬁéﬁ varduybgt coramupistionssisega plurality of LOs
unction is started, during nessage conposition, 15

613 carﬁ%%\_a@ecrf I’[cgggﬁgl{aé%étpgxﬂgg Jf?re?q%%ﬂc@s%’ﬂﬂé%%ﬁﬁ%iﬁ?ié@ﬁ@ network 619.

amof a wreless
communi cati o eyice. The. bi ' iS5
oo e P SEIL R Sl BB 09n g e o
having at |east voice and data commnjcatj .
used wilagasinble: AelenNaTRILEEIEC ANISTERSPRL I AL GRS SchptBrfqigs nd data
to comunicate with other conputer systens on the
informatioh e fsnedbmrierieatstng and tfram fthacearsmaniaaiopomedyla 8dd via a link

by the nobile device 600, the nobile device nay be

betweeh8h& DS 600 /% the falcPoprobsssayicBg. devi ce, a two- way
pager, a cellular tel ephone with data nessagi ng

capabhj_]é' g%t%ﬁed 8%3@8 L?? nhibRICARSN 3OS SRS 11 s@chia flequency

gomn;_:_ct_lon 4 V\‘valth or w thout tel ephony
apabilities),. - 004/ Q12 PCT/ icati
vanc, SHBESb £5Bham ol R A2 1A S munication
m croprocessor 638, a.di , 622, ,Fl ash :
network B8 dhwhickelbs m%b#&@ﬁvc%%% %le@t,enﬁﬁséitﬁ’ ?’3??@%@?%@& a mobile
‘ (1/0 devices 628, a serial port 630, a keyboard 632, .
device 808 retakeed E8dperaterinca BpHbienaiEn markaisray. ingligle a communication

Wi rel ess communi cations sub-system 640, and ot her
subsyst#aHi 6¢1SuBsignetiems dpbtated witre thealhitexeor edataTAC mobile data

preferably includes transmt and receive antennas 616
commdttéatich A&FBIRESNd also any of a variety of voice communication networks, such
as AMPS, TDMA, CDMA, PCS, efc., whereas a mobile device 600 intended for use in
Europe may be configured to operate with the GPRS data communication network and the
GSM voice communication network. Other types of data and voice networks, both
separate and integrated, may aléo be utilized with the mobile device 600.

Depending upon the type of network 619, the access requirements for the
dual-mode mobile device 600 may also vary. For example, in the Mobitex and DataTAC
data networks, mobile devices are registered on the network using a unique identification

number associated with each device. In GPRS data networks, however, network access is

associated with a subscriber or user of a mobile device 600. A GPRS device typically
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(Rx) 612, a transmtter (Tx) 614, one or nore | ocal
oscillators (LOs) 613, and a digital signal processor
wODRBRJ016@6. Wt hin the Flash nmenory 624, the nBOTICA2003/001150
device 600 includes a plurality of software nodul es
624A- 624N that can be executed by the m croprocessor
require§ 38 sulpsoribeoridertity DRRIBREISIM " howbighrig raquiced e order to operate the
conmuni cati on nodul e 624A, a data 10 conmuni cati on
mobile HeditesR2Hba GPRSHapvorkalotal arinontetwospeomniwriedtion functions (if
nodul es 624N for carrying out a plurality of other

any) mgg rb%tcﬂeqe?éble%n%ﬁﬂh'eb@ﬂ/l RAYEe nidHieTRIdecs OB ViIFSe BAbIe to carry

a two-way comuni cati on devi ce havi ng

out anyeﬁgwﬁpﬁg ﬂ}vﬁ)i‘\}lﬁ%gﬁwgﬁ dg%gtb\%?ﬁ?ﬁ‘g 'n%iv%rﬁsm 9T%%r tﬁé’ﬁ any legally

voi ce network h as any of 1 the analo or d| |taI
reqU'reQéPQQEﬁ%?n%é‘P\%laﬁs&%\rﬁi“ n8V§8ﬁ'88mmn| catg over g
data network. The voice and data networks are
depi cAder any Fequiresl potwarls regiatialion at pelivationdirogadires have been
These voi ce and data networks may be separate
completedTthentatiiiedevitetB@drkay ssndgnd egumia @minuhication sighalsgpreferably
such as base stations, network controllers, etc., or

lncludlﬁg%tmblééeah@to%é %‘igﬁﬂals | e theShétdlork \@196|8$§|$als received by the

he conmuni cati on subsystem 611 1s used to

antenn%oé{@ﬁé&aﬁg %éﬁrguhrb%tleﬁtnwgrk S1Parel %?JSPO \}éfF‘BGlZ which

I've commruni cati1 on sSi gna to an rom
oo B4 Do o BB G Tt slcon

614 and receiver 612. If the voice and
etc., andanaivgctatdigitel copvarsienr ANalea i glgltabgom@rglgogféti@ﬁwlved signal
PCT/ CA2003/ 001150 frequency, or closely-spaced set of ‘
allows @gwenylescomhemictionrighaions) Bich argigital desetiulation and decoding
conjunction with the transmtter 614 and receiver 612.

to be p@rfo?ﬁm'é@h!s\(ﬁd; the DBPBID. 8h endindilae rspmer,esignals ¢o beittdnselited to the
for voice communi cations versus data conmuni cati ons,

netwonlkrbelr@ &epdrHE@séetdY n&flu&ﬁﬁ modulation and encoding, for example, by the DSP
620 and are then provided to the transmitter 614 for digital to analog conversion, frequency
up conversion, filtering, amplification and transmission to the communication network 619
via the antenna 618. Although a single transceiver 611 is shown in Fig. 6 for both voice and
data communications, the mobile device 600 may include more than one distinct
transceivers, such as a first transceiver for transmitting and receiving voice signals, and a
second transceiver for transmitting and receiving data signals.

In addition to processing the communication signals, the DSP 620 also

provides for receiver and transmitter control. For example, the gain levels applied to

communication signals in the receiver 612 and transmitter 614 may be adaptively controlled
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613 can be used to generate a plurality of frequencies
corresponding to the network 619. 5 Although two
wanbemm2as6616, 618 are depicted in Fig. 6, thePaioiA2603/001150

device 600 could be wused with a single antenna

structure. Information, which includes both voice and
througttiattamatiefgaimeriton algcmtra;rnmrmniemrﬁad iothgSP 68 ier transceiver

conmruni cation nodule 611 via a link between the DSP
contro|@?§brﬂﬁﬁ13télﬁ1ldﬂawwbé depkseENt638n tAd®SIRBAD! iedrdesiqgpravide more

he conmmuni cation subsystem 611, such as frequency 10

sophlstg%rﬂ 8%%?Hétr%%%8éi@é%11pomr | evel , etc., is

ent upon the contmuni cati on network 619 in which
ég:n.pnfg' l@lcﬁg%ﬂq%gsgﬁg\&geb%g%’éﬁﬁﬂ g%ggecrxgr;?tgolls n’che overall
oporatidon on SemSa RS K6 B fEbsd r(‘iﬁ?%%‘ﬁ%’%@i%O?ré‘ycmcmtm”efs

Dat aTAC nobil e data communi cati on_net wor ks and

could henysest foa thiapiast, wr.olteraative!\s @ﬁiﬂﬁhec%$Fcﬁ?%‘éQ%P@§Jse§J8rParW out
15 as AWMPS, TDMA, CDMA, PCS, etc., whereas a nobile

the fundeynsef tﬁ@Oniicrtbmodestdr@B&tsewi-lavelEmmpeni@agiorb&nctions, including at
configured to operate with the GPRS data comruni cati on

least d&a@%\ﬂ&% VRS oBem GRbASTS; eareopBHoiraed i throuttt tes KDSP 620 in the

er types of data and voice networks, both separate

transc%ggrI '6rllt1ggg)€?ﬁ%pe@34e%ls%ohﬁnﬁﬁbéﬁcﬁ?%d}ﬁlkatlbﬁ? @@h' 8s a voice

di ng upon t fype of network

s 5 S8 TR AT, 0 i 8 AR BB g o

and Dat aTAC data netvvorks nobi | e, devi ces a
stored rre@.eﬁlaﬁrer@empry 684ﬁytqmpktl%py@egn@mpmgessor 538. For example the

identification nunmber associated with each device. In
voice @?R&uﬂm%onenmlbs&%myeprovm abigh-teyekyser igterface operable to
associ ated with a subscri ber or user of a nobile

transriEdh@ fe @ vOicERRARs driiveen thy@intsdileydeviéy 6@@and a plurality of other
2004/ 012406 PCT/ CA2003/ 001150 requires a subscri ber

voice éé)épj)@é’gaét \'(}ei¥ ttlﬁ]‘é;HH{\/@O&HGSIbM'Simil‘éﬂS/Ft'P\ei dath @8HiIrm@sichtiorPAfdRIulS 624B may
provide a high-level user interface operable for sending and receiving data, such as e-mail
messages, files, organizer information, short text messages, etc., between the mobile
device 600 and a plurality of other data devices via the network 619. On the mobile device
600, a messaging software application may operate in conjunction with the data
communication module 624B in order to implement the techniques described above.

| The microprocessor 638 also interacts with other device subsystems, such as
the display 622, Flash memory 624, RAM 626, auxiliary input/output (1/0) subsystems 628,
serial port 630, keyboard 632, speaker 634, microphone 636, a short-range

communications subsystem 640 and any other device subsystems generally designated as
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nobi | e device 600 on a GPRS network. Local or

non- networ k communi cation functions (if any) may be
wopewantee Wt hout the SIM but the nobil e devPC®@a®w3/001150

will be unable to carry out any functions involving

communi cations over the network 619, other than any

642, Thegainmporente GaBy 6320k and 636, are @xamyes ofithe tyﬁésg)éﬁelpsystems

calling. After any required network registration or
that codfd b¥arboidedr S BMkI6es(Figve). bThe modulps 2dd-Nt dre exdiuted by the
deV|ce 600 may send and receive conmunication signals,

micropFH(% & anb Wﬁ%é“gidwdebé'hﬁb RiveEiNBEfh A awekBAliSer of the mobile

he netvvor Signal s received by the antenna
dewce?a}%gj Wég@ob o%%@gumzﬁlgtlh%gfaggttwggllf 31‘? IL?cfees 5%ESHICBPcomponent
providgihiiaeals 868 SEHIBG2 At aﬁgagmg%gg@gé@rgsgn%%[gwag%’mmugh the

conversion. Analog to di gital conversion of the '
auxiliarydé@i628dkeypait 632), speakerdi, 06 Mic@RheBMBIRE cat i on
functions, such as digital denodul ati on and decodi ng
t o beSpaid of ted sulssystetbesHaSR BRBig. IBnperfeinmicoarmunication-related
manner, signals to be transmtted to the network 619

e %Pé?ss%ﬁ% & iRy magWratidenrasidegncodondievicyy functions.
functlog)é(a% l'e, by thre Lﬂ)sﬁ}éw 620 gnLﬂd are then provided to

Notably,? odﬁéggﬁg?létéﬁr &déh gé’keg&?érfj%&té’nc%@h%@.%‘é YeQibed for both

up cbnver5|on ng, on an
commiFEUAFA 180 e T R BByl o over

shown in Fig. 6 for both voice and  data

data cmmmmmeé@ﬂmﬁworkt Aed ﬁt@wpeéealéen@‘én@wwhma crieulatar or task list
than one distinct transceivers, such as a first

or othdrrRDA type/functionst ransm tti ng and recei vi ng voice
signals, and a 20 second transceiver for transmtting

and 1 gxRirdiing sYafem sbawates used bydgiet inforoprocessere3s igpreferably
the conmunication signals, the DSP 620 al so provides

storedfn‘? ﬁcﬁg ﬁfe QthE Eg&‘i‘%g‘#léﬁ{ n{e%ﬁl?%m FRE tmlﬁed e art will

conmmuni catl on S|gnas in the

apprecd%tm hﬁeﬁlgg%%egﬁgrytéﬁqg Thibile Srbriosiahie sBRPIAMYEH dbuld instead be

implemented as a battery backed-up RAM, for example. In addition to the operating system
and communication modules 624A-N, the Flash memory 624 may also include a file system
for storing data. A storage area is also preferably provided in the Flash memory 624 to
store received and possibly sent messages, as well as public keys, a private key, and other
information that may be required for secure messaging. The operating system, specific
device applications or modules, or parts thereof, may be temporarily loaded into a volatile

store, such as RAM 626 for faster operation. Moreover, received communication signals
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WD 2004/ 012406 PCT/ CA2003/ 001150 through automatic
gain control algorithnms inplenented in the DSP 620.
waorherizqanscei ver control algorithnms coul d aPeD/32003/001150
i npl enented in the DSP 620 in order to provide rmre
sophi sticated control of the transceiver 611. '
may alsd deotenoeerasihr sesed e &AVaB26/ bﬁﬁﬁag@grrm@nﬂmmmtmgsthq% to a file
overall 5 operation of the nobile device 600. Mny
systent [pp@i@dah tive perstenestons 624r microcontrol lers coul d be
used for this part, or, alternatively, a single DSP
620 cg '&e?ﬁplgﬁﬁéi%;sn&aﬁah rruodwé 62uRetHav Rty B8 Sosfed Bsto the dual-

m clroprocessor 63 Low | evel conmuni cati'on functi ons,

i,NC
ode 548 RS o 70, RABTEY YR T B 057 i ino POA
nciol o e £ oo ca o A L e o

conmuni cation application 624B may be stored in th

may alFb inaraes wGththe2wigecompuyieation @9%@%%@5@%@@%@“0% calls,
638. For exanple, the voice conmunication nodul e 624A

voice mals, toy ishel malylajhellra\%aictwaﬁ*r tHentatef cyemumigadionemodule 6248 for
transmt and receive voice calls between the nobile

manag‘ﬂﬁj’ b5RaiPBOmAshiGatinsr #d bihepldatd fransmisicis. daNéeasvalyall of the
he network 619. Simlarly, the data communi cation

functlogglgy QE h@%/dbﬁ;cé‘@éfmé'l%nﬁfa% deodudbIhA 'aﬁj& Bhe H%%o‘n‘%ﬁh%@ﬁ&w module

e for Sen ng an recei ving such as

e-mai |, ., nmess [ ani zer i nformatl on, shor

6248 m@%geﬁ%ffgéﬁt@aqn@ttbe IAIE(EW\’.@E ‘the mobile device 600 t

and a urality of other data devices vjia the

619. ﬁetﬁiasmﬁém@y&@% rrefergbly pravifgs adis %t%@fqP\K%?'[%tate storage
application may operate in conjunction with the data

of PIMclateniterine @i the dewvidel €hé P4V applicatitey preterabiylieghudes theeability to send
t echni ques descri bed above. 20 The m croprocessor 638

and reﬁie‘wé idatLRehS Withdt bﬁhi&relfdebri e conjusytidrensith shehvaise and data

he display 622, Flash nenory 624, RAM 626, auxiliary

comm&ﬁﬁegﬁérﬂ’ﬁbgggs@ﬁ 4%) 6OHBSY, §Er?é"®|r§%§s nef®irk 84 9F7Plﬁé PfiviQata items are

oard eaker 634 m cr ophone 636

preferéc’t;]y seam?es%?y integrated, synchronized and updated, via the wireless network 619,
with a corresponding set of data items stored or associated with a host computer system,
thereby creating a mirrored system for data items associated with a particular user.

| The mobile device 600 may also be manually synchronized with a host
system by placing the mobile device 600 in an interface cradle, which couples the serial
port 630 of the mobile device 600 to the serial port of the host system. The serial port 630
may also be used to enable a user to establish messaging settings through an external
device or software application, to download other application modules 624N for installation,

and to load Certs, keys and other information onto a device. This wired download path may
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comuni cati ons subsystem 640 and any ot her device
subsystens general ly designated as -29 WD 2004/ 012406
wOCT4@A2063/ 001150 642. The conponents 628, 6BRT/(A3d03/001150
and 636 are exanples of the types of subsystens that
could be provided as Us 62 (Fig. 3). The nodul es
be used Rxibad ar enewetian &ey ppte the deviee ophichds 8dnorssecia method than
provi de a high-level interface between a user of the
exchang®ii dricry st inforaatioh ia thobiitetestmeteerk G119, dniarsirailérroenner, other
typically includes a graphical conponent 5 provided
&fial BueYUSB) tpamt catdrpe veplemented
types OW’L@??@ﬁﬁ?ﬁ?ﬂﬁg‘ﬂ‘ ﬁg%ﬁiglaf%ry VXTI plE)Zt;/boarol 85,

: speaker .63 ] i, systens
e TR 42000 HoTFONRIORTARAR oFRER L O ey
' functions, ereas, ot her, sub ens may provide ; ;
" esi 6@@9%%‘?&1 catiQn gpdf.lfﬁ%@@\ﬁ]gjay q\%eﬁg?@ ,ong%mse mobile device
subsystens, such as keyboard 632 and displ a 22 ma .
600 thrpugi$eeinetrork &9, (roBehRnrAbAIaNHOY %Fté&YéE%mf@@gn ﬁﬁﬁ'égh the serial
' such as entering a text nessage for transm ssion over

port 638, thtatigh tershoitcange cometuricatjonaralibdysiese 648somidweugh any other
functions such as a calculator or task list or other

suitabl@BhnsyREmS U tdrRNmstdileartt b nges ystrRFeehtmamery$ed dnRAM 626.
e mcroprocessor 638 is preferably stored in a

T h
Such f@aﬁqifﬁ@h%})hi@%‘?@a&é{ﬁh iﬁ@rg’ékééfhe'mﬁ&fdhaﬁgyéof thS mdPRE Bevice 600

€ ar appreciate, t Fl ash
menory 624 i s one e of non-volatil. 0 i ch
ana Rt et 7 R e LA LBl by i ions.orbotn
RAM for exanple. In additign to the opergt?i n ryst em
For exampleonfowicc SOMBAUNBRIAN SPEIAAITS MY £n3 ﬁgﬁ‘%ﬂ?'%f@mmefce
may al so include a file system for storing data. A )
functioss anagethar sach financial tpansastians Yo pe perosmedising the eeRile device
menory 624 to store received and possibly sent
600. hessages, as well as public keys, a private key, and
other 20 infornmation that may be required for secure
messagyish thESioBRE balicBH0DYis bperatiRaaid d&ta communication mode, a
received signal, such as a text message or a web page download, will be processed by the
transceiver 611 and provided to the microprocessor 638, which will preferably further
process the received signal for output to the display 622, or, alternatively, to an auxiliary /O
device 628. A user of mobile device 600 may also compose data items, such as email
messages, using the keyboard 632, which is preferably a complete alphanumeric keyboard
laid out in the QWERTY style, although other styles of complete alphanumeric keyboards
such as the known DVORAK style may also be used. User input to the mobile device 600

is further enhanced with a plurality of auxiliary I/O devices 628, which may include a

thumbwheel input device, a touchpad, a variety of switches, a rocker input switch, etc. The
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devi ce applications or nodules, or parts thereof, may
be tenporarily loaded into a volatile store, such as
weAaMsBat6or faster operation. Moreover, recei PET/CA2003/001150

comuni cation signals -30 WO 2004/012406

PCT/ CA2003/ 001150 may al so be tenporarily stored
compoSBt/ideszs itbesoinpupby e aser ynay thenree pmﬁre@ ag we%ﬂed in selected

system |l ocated in the persistent store 624. An
messag¥gnBétings agnd i gandmittetndubee tiR Adrimanicatioy betwakdétd via the

onto the dual - node device 100 is a personal

transc#n@ér‘%f’iﬁt' on manager (PIM application providing PDA 5
unctionality, such as cal endar events, appointments,

and t erl li\%qﬁoblighd&ld@éj(?ﬁ 5 o%%é%\n@"ﬂg%l %2 ddMRlLARGtion mode, the

I"ce conmuni ca A for managi ng

oo RS S P i B NI O e oo

e-mai |l conmuni cati ons and ot her data transm ssions
that resetvedrsignelel gre arafebly ratput dadhrosrgakey &4 and \Ri¢e signals for
communi cati on nodul e 624A and the data conmuni cati on
transmigsion are 1§ef4Bedriy hemicrophore eBB86. nt Alternatire Naieelwreaudio 1/O
The Flash nenory 624 preferably provides a file system

subsyété’mfsa@dH b Qo@b%@%ge%ca‘dh‘lghlt%yeteﬁﬂ&n@{ﬂ alsbée implemented on
devi ce. The PIM application preferably includes the

the moﬁmége&}’cet @O(? eAtho A di&s 6t ¥\§d|§%‘i§nélb‘€ﬁﬁ1t |§ ﬁ?é?@l‘athy accomplished

I'n conffunction wt

LTRSS B ) JRAUAP  roeor

seanl essly integrated, synchronl zed and u
indicatiareofihedpertity i auealinsralty, e dyratine %é/ﬁ@ﬁ Eﬁ' og gthespvoice call
- data itenms stored or associated with a host conputer
relatedsiygdremationt heoréxaropleathiengricropiocessesdd 3, dm @ﬁﬂmrﬁrP@aW‘dth the voice
itenms associated with a particular user. The nobile

comm@gicheh AU B2aRsand tharepeatihy sygterhsoftivaesl miay edect the caller
host system by pl acing the nobile device 600 in an
identificBli6H frR6An&EGHbean MEbiing QBRERIItHM $i8pIB it on the display 622.

A short-range communications subsystem 640 may include an infrared device
and associated circuits and components, ora short-rahge RF communication module such
as a Bluetooth module or an 802.11 module to provide for communication with similarly-
enabled systems and devices.

The above description relates to examples of the present invention. Many
variations will be apparent to those knowledgeable in the field, and such variations are

within the scope of the invention as described and claimed, whether or not expressly

described.
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20 port 630 of the nobile device 600 to the seri al
port of the host system The serial port 630 nay al so
woeoumezoto enabl e a user to establish nessagi RGT/CA2003/001150
'settings through an external device or software
application, to downl oad other application nodul es
624N Farexarsplel bhough a wietssanpilica@srmuicatiopsiayies is shown in
ot her information onto a device. This w red downl oad
Figs. 3 BAH B drityreprédent¥\on2p4sibleyN6 oPGEYICA2D0S/iI0BtaBdctibrwith which a
used to |l oad an encryption key onto the device, which

: messaé)iﬁ? 28R fa r8teMd Pl ehtigh mxabame iTgM@rﬂéhtém ingther systems

ornmati o la the V\/lrel_ess network 6 In a simlar
nner ] . i
suppor{§ sy BET et A Bfd5 BAmPUED i networed

in the nobile device 600 in addition to or instead of
compuier 8yslenmspng otherdyees 8 AT onal appl i cation modul es

624N may be | oaded onto the nobile device 600 through

t he nEuitben@eothe syssegn aad metkiods sepciibes baraly s1ayhe applied to

628, through the serial port 630, through the
messagé®whigraingRideoomiira pattioons’ & tersjstdemessage onott ¢y digfiorward and

any other suitable subsystem 642, and installed by a

reply r?’eli%%gbé‘, WRRhHyRRBIEBREGde BR%eMie RiddLade. Wherhany content from a

exi'bility inapplication installation increases the

messaéé',q%lggmyn%r% rg%és%gﬂéf 8@8%@?@‘9?9 iﬁ@or@?%té@ it &N BMgoing message

F'ovi evi ce fuhction

communi cation-rel ated functjon .
by & CERARBR xS SPFE it AP 5n i sialfh dheselly wrelgpgl profies
el ectronic commerce functions and of her ch .
messagingaaniings asSaRales HLMESSaEE SRATRGIaHsIcHSF fie Message from which
nobi | e device 600. When the nobile device 600 is
the cordpenaas oopied. I are possivtenenibodiment, whes any content &o & gessage is
signal, such as a text nessage or a web page downl oad,

copiedibld cloRfF®eedars t@mpbhﬁg storangaeineesadihd settthgsr oviraeacteristics
to the mcroprocessor 638, which will preferably

sssooEAE ngHIEEEER & Bt SRR RIS HC R igbdoma oo
be selected and copied to the clipboard with the copied content, or otherwise linked with the
copied content. When the copied content is pasted into an outgoing message, then
messaging settings associated with characteristics of the message from which the content
was copied are selected for the outgoing message. According to another possible
implementation, when any part of a received message is displayed or otherwise accessed
in such a way as to permit copying of content from the received message, the messaging
settings associated with message characteristics of the received message are selected and

used for any outgoing message into which parts of the received message may be copied.

Similarly, a messaging client may be configured such that messaging settings related to a
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device 628. A user of nobile device 600 may al so
conpose data itens, such as email nessages, using the
weeyhgarae 632, which is preferably a conpl et e PCT/CA2003/001150
al phanuneri c keyboard 20 laid out in the QAERTY styl e,
al t hough ot her styles of conplete al phanuneric
received epéssagésrensaio laciive tfaeaiy oW VDRI SEg | Untiniiye Kpapivaskmessage
used. User input to the nobile device 600 is further
content%h@[&@}ér%hﬂ‘atﬂe prwoplyingy swdh asiwhken ding/rdde etviessage is closed or
628, which may include a thunbwheel input device, a .

a Cllpbota?éi‘%FB?r%r tém‘b%ﬁér?/ts)for‘éf is T dr68SBr eRafmprker i nput
SW t =32 WO 20047 012406 PCT/ CA2003/ 001150

g?gggﬁgg %@F@BS@‘ rﬁ,ﬂ##ss E{%dé&%%’ fgg?éllt%d?ﬁ@ %sgges that are

and transmtted over t he communpi cati.on
related fn@ore [avis WV S PTIeSiags AL DR dord CoEVA %%ﬂ%é%*%éyé Settings
operating in a voice conmunicati on node, the
conflictevemabtcupiraasnpler whae anbitipe Qi@ fiiskrensived message with a first
substantially simlar to the data node, except that
group of @teisy d1g5$@ﬂa¢$oamaryacmflstlefbllswom&qomto a vepliienessegiede a second
634 and voice signals for transm ssion are generated

recelve@f'g@ségg%r Wieh e %@c@@@ grfp SFRGddaging/ séttirgoor ehaliaoteristics. A simple
subsystens, such as a voice message recording

confhctcI gg@ltogn%cﬂ%? %\?(9 e'ff@Bfl\?é?Frélgqné’rihetfn& BRBI dekond groups of

houg Vol ce or io signal output is

mossa e SHACRA RS, A BB b SPBEAYED DS for messaig

provide an__indication of the identity of a callin
Settln%averyrldmle TherasHGNIGFOW obmessedng sefinds s tedstios thereby
call related information. For exan‘pl e, the
includesirmesgaging setings 3B chiaracterigtics corespandingttadhees teeach of the first
comuni cati on nodul e 624A and the operating system

and seEQhd YRS s. MBmefietestroltflagseaklused fordems of bott oithe first and second
I nformati on of an incomng voice call and display it

o388 (EUSRITHoi iAo shomem A LRatgarh cccordone
with the flags. A messaging client may instead be configured to select a most secure group
of messaging settings or characteristics between muitiple groups. Other conflict resolution
schemes may also be apparent to those skilled in the art and, as such, are considered to
be within the scope of the systems and methods described herein.

In addition, control flags or similar control information need not necessarily be
stored in a message store with a received message as described above. This type of
control information could instead be stored in a different store or memory than a received

message. Where the different store or memory is indexed by a message identifier, a

messaging client locates corresponding messaging seftings in the different store or memory
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and associated circuits and conponents, or a
short-range RF conmuni cati on nodul e such as a
walomtonth nodul e or an 802.11 nodul e to provi BETAB2003/001150
comuni cation with simlarly- enabled systems and
devi ces. The above description relates to exanpl es of
using a hessags édentifierdr imoreceivedymessagate avhighanpuigoig message is
apparent to those know edgeable in the field, and such
relatedvari ations are wthin the scope of the invention as
described and cl ai med, whether or not expressly
descrM%@gagihﬁ%é{‘%&o%%fﬂiﬁé%@s REEhCASNHR03BSE: pripfarily in the
exanpl e, arthough a wirel éss nobil e conmunication

contextgcgf\éci%Lftéptﬁtrf)ggg%é.snthg{ Ofs rela@doGetBidel ‘?ﬁé@s%?é%?tiﬁé\ﬁever, similar

devi ce on or 1n conjunctio

~which a  nessaging client operate, the.lnventi.
technicygs @ﬁgob%@nﬂﬂgﬂe‘ﬁ%‘?ﬁ & PH@%%’%%F?@&& Peé%%}?o Pﬁg*" types of
nmessagi ng clients, including desktop and |apto ‘
messagespsia asywhensa &?é‘@ﬂo@'k@dev'guﬂbn%me'?“eﬁ%gpeer\g tge re-sent or
ot her types of systens. Furthernore, the systens and
forwardeef.hods described herein may be applied to nessages
whi ch include only a portion of a received nessage,
not opl g hiRof esvRAIAEd thaeRl Yreatssaggsee Wii adntrol over outgoing
typically include an entire nessage. \Wen any content

messa{gé% g%rlgtoerd;@:a:‘j?%ivéc{‘ﬁ{e‘é%gé c80M 5@??@@3&%@{6 aGamest 8f tHeSreceived

n 0 an outgoi ng nessage 1o by a copy and

aste operation,. for exanpl i
messafgobBe3855 B GBoiSr AR g IR IB R pssane onder
wi th message characteristics of th ssage. from which .
to contrak hewnaenessrge o preeled ar 8Ff%991§§§§ iagF 2 r@ﬁﬁ'&ﬂgnﬁlﬁsf'ag'”g client.
when any content froma nessage is copied to a
Permissiarborrestoctionenay eopolarfor sxemwple t whethes thgi mgssage may be
settings or characteristics associated with the
forward&$ R8en0to atHeIsapkentsiantwhomra nsexdage ey déesfarwerded, how the

message may al so
message may be forwarded, and the like. In such a system, a recipient messaging client
may be configured to contact the sender of a received message where a restricted
operation is being attempted bn the received message. This functionality supports sender
auditing of whether and how often recipients attempt to perform restricted operations on
messages it sends, and may also provide a mechanism for a sender to provide permissions
to over-ride a message restriction on a per message and as required basis. Restricted

operations may then proceed where the sender provides appropriate permission. The

sender may thereby maintain ultimate control over any message restriction over-rides.
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15 be sel ected and copied to the clipboard wth the

copi ed content, or otherwse linked wwth the copied
woamidgn2406 \When t he copi ed content is pasted i nPOTAIA2003/001150

out goi ng nmessage, then nessaging settings associ ated

with characteristics of the nessage from which the

content was copied are selected for the outgoing

nmessage. According to another possible

INDUSTRPAEPREICABILIWWen any part of a received nessage is
di splayed or otherw se accessed 20 in such a way as to

per m 1, £ ARMNREgN PEIEONE ERdrally BNtHd Beltiesail¥@forie $se@@ging, and in
the nessaging settings associated with nessage

. characterj.sti 1 he | yed
partioufp lo” SEEGR, MEaPaly i LS o B rd R sE Eigios on

the received nessage may be copied. Simlarly, a

5 messagipgd<Ldgitig client may be configured such that nessaging
settings related to a -34 WO 2004/012406
PCT/ CA2003/ 001150 received nessage remain active for
any outgoi ng nessage until the received nessage
content is no |onger avail able for copying, such as
when the received nessage is closed or a clipboard or
other tenporary store is cleared, for exanple.
Messagi ng settings conflicts that may arise for
out goi ng nessages that are 5 related to nore than one
previ ous nessage may be resolved in a variety of ways.
Settings conflicts may occur, for exanple, when a
portion of a first received nessage with a first
group of messaging settings or characteristics is
copied into a reply nessage to a second received
nmessage wth a second group of nessaging settings or
characteristics. A sinple conflict resolution schene
i nvol ves effectively ORing the first and second
groups of 10 messaging settings or characteristics,
substantially as descri bed above for nessagi ng
settings over-riding. The resultant group of nessaging
settings or characteristics thereby includes
nmessagi ng settings or characteristics corresponding to
those in each of the first
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and second groups. Where control flags are used for
one or both of the first and second nessages, the
woiowtoizanad second groups nay be conbi ned and/ opCTltangBs®01150
in accordance 15 with the flags. A nmessaging client
may i nstead be configured to select a nost secure
CLAIM&: oup of messaging settings or characteristics
between multiple groups. OQther conflict resolution
schenes may al so be apparent to those skilled in the
art and, as such, are considered to be within the
1. Af9PR08f ety Pleisaganrdttimesiedstidasira hredsagingicient| comprising
addition, control flags or simlar control information
not necessarily be 20 stored in a nessage store
thesﬂe&??ﬂ a received nessage as descri bed above. This type
gf gontrol i nformation could instead be stored in a
PECcln@ AP HIPIRISPEHAYS y than a received nessage.
Where the different store or nmenory is i dexed‘bz.a .
delesaiung ydmther e Oatgqm%@ﬁ?@ec%i @iﬁteao@aﬁe@e iously received
correspondi ng nessaging settings in the different
messagé,ahe receiredmngssagdhanhRoess8de £0ararETisiegn03/ 001150
using a nmessage identifier for a received nessage to

whictiriig ﬁ#éﬁépm@ JERH RO SoBiatEd ith tite nidssaggichgracteristics of the
settings profiling has been descri bed above primarily

receivé't(f‘o nﬁé]s%a.g%o\ghéfé 194 &Hbﬂ@g&gﬁ?@@?%%b‘?@d t8' & prelivtisy received

recerved nessages. mlar 5 techniques
nay bde appl i ed when an outgoing nessage is related to
messager@di® ¢ ypes of nessages, such as when a saved or

previously sent nessage is tq be re-sent or I

beleninai meesagng selngs apseRstatin RS Mesape shapacteristios ofthe

degree of control over outgoing nessages related to a
receivacerEissade teseniye roessapenehasacierigtics olthg aidgelap reessage-

received 10 nessage. Message perni ssions or

restrictions may be established by the nmessage sender

2. The method of claim 1, wherein the step of determining whether the outgoing
message is related to a previously received message comprises the step of determining

whether the outgoing message includes a portion of a previously received message.

3. | The method of claim 2, wherein the received message comprises an attachment,
and wherein the step of determining whether the outgoing message includes a portion of a
previously received message comprises the step of determining whether the outgoing

message includes the attachment.
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to control how a nessage is handl ed or processed at a
recei ving nessaging client. Perm ssions or
woesddroizos ons nmay control, for exanple, whet hePCTia2003/001150
nmessage may be forwarded or sent to other recipients,
to whom a nessage may be forwarded, how the nessage .
4.  Tiag methpdrwacla&aﬂ,awéem the ledep 10h dﬁn@nmlamgywh@mer%he outgoing
reci pient nmessaging client 15 may be configured to
messago pstitetiNe sspraiushf rezeivedanesshgeesamprseththeestap of determining
restricted operation is being attenpted on the
' i hyeplyns i gealoubly reupivet iriessider
Whe”“ﬁﬁ@???%gmg¥ﬁ§%§?ﬁ%FhandﬁKog/J??en rgéipients att enpt
to performrestricted operations on nessages it
sends, and may al so provide a nechanismfor a sender

proyi de perm ssions .tqQ over-ri.d age . ;
5. TBeimplioron’ ol b risia dn8 Sk ot et lfFEEBstner the outgoing
Restricted 20 operations may then proceed where th? .
message il eelatgdoialpe VigshofRGeMEs HESPRIS FOMPIIFeR thesgleaet determining
may thereby maintain ultinmte control over any ne$sa?e _
whetherdisé putgdimmn message isla $orward tnadageddc@pariig a previously received
PCT/ CA2003/ 001150 | NDUSTRI AL APPLI CABI LI TY The
messag@vention relates generally to the field of electronic
nmessaging, and in particular to selecting nessaging
settings to control nmessage characteristics on a 5
messaging client. -37 WD 2004/012406 PCT/ CA2003/ 001150

AIMS, 1. A nethaod i ' ] . .
o SeblbRingy of QEHC BB IRNECoSB BB E Hiessaapg settngs
of: 5 detecting an outgoi ng nessage,;
comprises the steps of:

analyzing the received message to determine the message characteristics; and

determining messaging settings that control the message characteristics.

7. The method of cléim 1, wherein the message characteristics are specified in the
received message, and wherein the step of determining messaging settings comprises the
steps of:

accessing the specified message characteristics; and

determining messaging settings that control the specified message characteristics.

8. The method of claim 1, wherein the received message comprises a messaging

settings field specifying messaging settings used for the received message, and wherein
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determ ni ng whet her the outgoing nessage is related to
a previously received nessage, the received nessage
woaving2amessage characteristics; detern ni ng NBETAR2003/001150

settings associated with the nmessage characteristics

of the received message where the outgoi ng nmessage is .
the step ef datenniningampssagdingsetiingseenpeses the stesakansessing the messaging

sel ecting the nessagi ng settings associated with the
setting$THsl8a0 ehes hesaraderriestags. of the received nessage to

control nessage characteristics of the outgoing

nessage. 2. The nethod of claim1, wherein the step of

determ ni ng whether the outgoing 15 nmessage is

o ERbBRoASaRE BBl b BB R et ssagin
stingb ST SR e R AU S 888 g gccin

conprises an attachnent, and wherein the step of

messadiageetingsiipsateembie ¢onira diegsi ng message i ncl udes a
portion of a 20 previously received nessage conprises
the step of determ ning whether the outgoing nessage
i ncludes the attachnment. -38 WD 2004/ 012406

10. PREMEHRBAHRMIADO, nerEiretHBetdaebi Gbgs lirdicatd, wiibkofite messaging

the step of determ ni ng whether the outgoing nessage

. S f H

settingp gy i FaSEHiril SlroS R HHUSE BB Ao G TRIor 268 outgoing

is areply to a previously received nessage. 5 5. The
MesSaget hod of claim 1, wherein the step of determ ning

whet her the outgoing nessage is related to a

previously received nessage conprises the step of

determ ning whether the outgoing nessage is a forward )
11. Meesmgthochobrgaimatli, ngherepir dhe cuesspoeecharasteristies fghe received

message comprise required message characteristics, and the step of selecting comprises
the step of confirming that messaging settings associated with the required message

characteristics are selected.

12. The method of claim 11, further comprising the step of alerting a user where

messaging settings associated with the required message characteristics are not selected.
13.  The method of claim 1, wherein the message characteristics of the received

message comprise required message characteristics, further comprising the steps of:

receiving an input from a user of the messaging client;
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10 6. The nethod of claim1l, wherein the step of
determ ni ng nessagi ng settings conprises the steps
wofR004an2d40§ zi ng t he recei ved nessage to det er mi RETAAAR003/001150
nmessage characteristics; and determ ning nessagi ng
settings that control the nmessage characteristics. 15
deteThimimpwhetheothecihpirhehiangal eng dhtheltequised Bgssage characteristics;
characteristics are specified in the received
and nhessage, and wherein the step of determ ning nessagi ng
settings conprises the steps of: accessing the
§I@ﬁ%ﬂ% {hd Ugéls"’\ﬂﬁer‘éh%élclhgﬁt SéHa‘ﬁt@esaEﬁy det ehgi rédifred message
nessagi ng settings that ntrol t'he specified nessage
acterlstlcs 20 8. The nethod of claim 1, wherein
Cha””&ﬁ@'?%celved message conprises a messaging settings
field specifying nessagi ng settings used for the
recei ved nessage, and wherein -39 WO 2004/012406
PCT/ CA2003/ 001150 the step of determ ni ng nessagi ng
14.  Seetmethodafgainst3, wherein te ippubsracifiasiyrire m@@@sﬁﬁgn@eﬁmgs in
settings field in the received nessage. 9. The nethod
additioffto ehads8aginbesetiings desocited with the sequjeed meshage characteristics,
conprises nessaging 5 settings control flags, and

further%ﬁ{ér?risrh d ffe stepfof sel ecting conprises the step of
ting nessaging settings based on the control

P%gﬁng #Bg Cfghgie &%%gﬁ‘iq %Eﬂlnggggg%kgﬁ@g go ttH@ rﬁ‘é@&édﬂhg settings

associgtgsg/{q{ gfrlgq?w% 83? a0t aﬁzigﬁéﬁé:%g% ﬁgnt?cll?nen‘#f?ésﬁg? %acracterlstlcs

of claim1, wherein the nessage characteristics of the
of the peigeingomessage.

15.  The method of claim 13, further comprising the step of:
ignoring the input where the input changes any of the required message

characteristics.

16. The method of claim 13, wherein the received message comprises control flags

indicating the required message characteristics.

17.  The method of claim 13, wherein the message characteristics of the received

message further comprise optional message characteristics.
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nmessage conprise required nessage characteristics, and
the step of selecting conprises the step of
woanfsinmong t hat nmessagi ng settings associ at edPairida20d3®01150
requi red nessage 15 characteristics are selected. 12.
The nmethod of claim11, further conprising the step of
18. @heméthgdofudaim WRenbereindbageer)vedmessggcacapriisasgontrol flags
with the required nmessage characteristics are not o
indicatifg ties ferflireddfedshgelttmraetehisticsdndthel optibnalvmessage characteristics.
nessage characteristics of the received nessage
conprise required nessage characteristics, further
conprising the steps of: receiving an input froma

er_of t SAQ b . 1 6 ifi
0. BR8] mRngh 6 TR0 Qo dien The gdRedtS. SEflgS Al uther specifies
changes any of the required nessa characteri stics.
alternafyeInAsePOaGs A ROR L TTANTG UEa e Ui B s§apE stead of the
the required nmessage characteristics, 5 14, The .
messagisghsettiogs csail fon te vensivacthmassagppand yiesein e step of selecting
further messaging settings in addition to the .
compriges selgicting sfet taoly mexsageisetting wdedfor He rasgiNadenessage, either the
message characteristics, further conprising the step

messagé ‘seBPILGIddMdr the rédgivdiPineRBaga o BY altetidtivesmessaging setting.
ddition to the nessaging settings |o associated with
the required nessage characteristics to control the
nmessage characteristics of the outgoing nessage. 15.

hqd .clajm13,. i SLD: ) e 1
0. TR e R Mibfonth bhShe e ShaRe kg veciiotn

t he required nessage o
order of preference.

21.  The method of claim 1, wherein the message characteristics of the received
message comprise a message characteristic associated with a plurality of messaging
settings, and wherein the step of selecting the messaging settings comprises the step of

selecting one of the plurality of messaging settings.

22 The method of claim 1, wherein the steps of determining messaging settings and
selecting the messaging settings are repeated for each received message to which the

outgoing message is related.

23 The method of claim 22, wherein the outgoing message is related to a first received

message having first message characteristics and a second received message having
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15 characteristics. 16. The nethod of claim 13,
wherein the recei ved nessage conprises control flags
wonadi4mazdong t he required nessage characteri sti e6T/CAQ2003/001150
17. The method of claim 13, wherein the nessage
characteristics of the received nessage further _ ,
secondonemeigm:i’rmad:t@riaticmegéaﬂg”keréllméha&%wfsf’@?%mgiﬁqﬁ\%sagmg settings
2004/ 012406 PCT/ CA2003/001150 18. The nethod of claim
associgtdd withereiiesthge tharickaitiopsbiag eecaived nessagofurther comprises the
flags indicating the required nessage characteristics
steps gend the optional nessage characteristics. 19. The
net hod of claim8, wherein the nessage settings field
further i : Y ' il icti
oGt g BEEl e P €Tt o AR s Ruge conficting

the nessaging settings used for the received nessage,
message ghaRAISNCEh@NSt ep of sel ecting conprises

selecting, for each nmessage setting used for the

selecling dnessagine, saliingr asereiatak ydlhydhe dirsl Rgduseerndmessage

the received nessage or an alternative nessagi ng '
characsglsticegwhdi@ 20 firse amdt becbraf noéssiagel ohargetarestiast ¢e not include

alternative nessaging settings are specified in order

conflictg RicaE8§ERRBrackdristitBe nethod of claim 1, wherein the
nmessage characteristics of the received nessage

conprise a nmessage characteristic associated with a
plurality of nmessaging 15 settings, and wherein the

ep o el.ecti t he nessagi ng. sett| ' . .

2. 3helnShodkEBu, BRsB TR LB b RHBIAEER ¥freceies

settings. 22. The met hod of cl ai g] 1, m@{fi n.th SLEPS . havi
message aving fifstimessaassearagtesisties AGY RgCo r%‘@c'Y%g”}%é ge having

messagi ng settings are repeated for each received ) i
secondreEsagge thansutarsticheandehensinierajeprobselgetinastheénegsaging settings
associated with the message characteristics of the received message further comprises the
steps of:

determining whether messaging settings associated with the first and second
message characteristics include conflicting messaging settings; and

selecting the messaging settings associated with the first and second message

characteristics where the messaging settings associated with the first and second méssage

characteristics do not include conflicting messaging settings.

25.  The method of claim 23, wherein the step of selecting the messaging settings
associated with the message characteristics of the received message further comprising

the step of:
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23. The nethod of claim 22, wherein the outgoing
nmessage is related to a first received nessage having
woiomto1zm®esage characteristics and a second r eeeTaad003/001150

message having -42 WO 2004/012406 PCT/ CA2003/ 001150

second nessage characteristics, and wherein the s

gsobingeenfigindmessage ghagctasistica ydera g fish ppd W?ﬁd message

the nessage characteristics of the recei ved nessage
characferistibe hchatpeorsictingressaggpsharbctedisties.ni ni ng whet her

the first and second nessage characteristics include

conflicting 5 nessage characteristics; and sel ecting

nessagi ng settings associated with the first and

26. iﬁ%gﬂ%th%%séﬁgl%lm%r\ﬁﬁ&%m #id Sk ""Bfeégletchﬁg ftﬁé%e@éﬁbing settings

nmessage char'acteristics do not inc

sssocr33L e B SRR R LR e e Byrses e

to a first received nessage having first nessage
step ofcharacteristics and a second recei ved nessage havi ng
second nessage characteristics, and wherein the step
dsahehg confligling enassagingi sedtings: whergstheasessaging geliings associated .
t he message characteristics of the received nessage

with thé Hirdtheid stk raessadeccharbeesistids inthiddetopiflivtingrrgessaging settings.
whet her nessagi ng settings associated with the first
and second nessage characteristics include

conflicting msssagi ng settings; and selecting the

2. SEARLGELNTER,TIRTER L LIS gy msssons

ettings associated with t irst, and ?econ flicti
Settings e BBaRs SEIAHNEGMASH SPRURLAISSEERD, ef RGS Miodhg: (g conflicting
settings. 20
messaging settings.

28. The method of claim 26, wherein the step of resolving the conflicting messaging
settings comprises the steps of:
alerting a user of the messaging client to the conflicting messaging settings; and
prompting the user to choose which of the conflicting messaging settings should be

selected.

29. The method of claim 1, further comprising the steps of:
determining whether the received message comprises message restrictions
established by a message sender where the outgoing message is related to a previously

received message;
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25. The nethod of claim 23, wherein the step of
sel ecting the nessaging settings associated with the
worssagschar acteri stics of the recei ved nessageT/CA2003/001150
further conprising the step of: -43 WD 2004/012406
PCT/ CA2003/ 001150 resolving conflicting nessage
détermainireg Wheihes prdceseingloé the owlgoing tnesseoads alloyrdfey the message
characteristics include conflicting nessage
restnctn@h@rvﬂﬁ-‘ér@fthé récsive® Mmesthge tohippidesimadsaigm r2éirictibes; aind
the step of selecting the nessaging settings 5

%Séﬁget‘nev‘buﬂgo‘rﬁgﬁn@%%% 86 8n CAtoRGArRId &ﬁﬂhcﬁ\eoéeibbféd messaging

ecel ved nessa rther corrprl ses the st ep of

cotinol A bARoSERR 1 ABoEE TR KIS ki esvictions

second nmessage characteristics include conflicting
nmessagi ng settings. 10 27. The nmethod of claim 26,
wherein the step of resolving the confllctlng
30. heseethng cfelaimme fedhersarerrised deq g Mfost secure
nmessagi ng settings anong the conflicting nessaging
s&htactigs the2Messhge sendadviodredhairaceéed wiessage comprisegpnessage
of resolving the conflicting nmessaging 15 settings
restrictfgh@pr i ses the steps of: alerting a user of the
nmessaging client to the conflicting nessaging
settings; and pronpting the user to choose which of
t he conflicting nmessagi ng settings should be
| ect 0,29. t hod of. cl.ai urt her
31. 35@15?‘? ClsRe t%%%iggnger C%P%?'Wﬁﬁ%@%b? éfher t he
recei ved nessage conpri ses nessage restrictions
contasting HBe 1P9SSAdR SSRGS WeFRIBICSMPEFBISSIRN LuPHBFSRS the outgoing
message is related to a previously
message where processing of the outgoing message is not allowed by the message

restrictions; and
processing the outgoing message in accordance with the selected messaging
settings where a response comprising permission to process the outgoing message is

received from the message sender.

32. The method of claim 31, wherein‘the response further comprises an indication of

required messaging settings to be used in the processing of the outgoing message.

33. The method of claim 1, wherein the message characteristics of the received

message comprise one or more characteristics selected from the group consisting of:
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recei ved nessage; -44 WD 2004/ 012406 PCT/ CA2003/ 001150
determ ni ng whet her processing of the outgoi ng nessage
woo@ldiomed by the nessage restrictions where PO®/CA2003/001150
received nessage conprises nessage restrictions; and
processi ng the outgoi ng nessage i n -accordance mnth t he ,
messageferaidmesssggifent, coRMammesepes &xir HeEsaye §igHing; Rad message
out goi ng nessage is allowed by the nessage
enmypn@ﬁtrlctlons 5 30. The nethod of claim?29, further
conprising the step of: contacting the nessage sender
where the received nessage conprises nessage
restrictions 10 31. The nethod of claim 29, further

i o .
ot ABPELER KBS Rc R HPBBERs gl PSSR elisreoton
.Where processing of the outgoi ng ssa not
are sigiiG o8l SicTRiSTascayio RSERELMREAERG Jnbflat s Extensions
t he out goi ng nmessage in accordance with the sel ected
(SMIMfessagi ng 15 settings where a response conprising
perm ssion to process the outgoing nessage is

received fromthe nessage sender. 32. The net hod of
claim 31, wherein the response further conprises an

35. MA@ hdthioarbfefaimr33) Whepsin s FRgage skining@sd the messegadencryption
in the processing of the outgoing nessage. 20 33. The

oro B St ety P polse gty or ot o

characteristics selected fromthe group consisting of:

36. The method of claim 1, wherein the messaging client operates on a wireless mobile

communication device.

37. The method of claim 1, wherein the messaging client operates on a personal

computer system.
38. The method of claim 1, further comprising the step of selecting default messaging
settings to control message characteristics of the outgoring message where the outgoing

message is not related to a previously received message.

39. A system of mimetic messaging settings selection comprising:

a message store configured to store messages having message characteristics; and
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-45 WD 2004/ 012406 PCT/ CA2003/001150 nessage format,
nmessage font, commobn nessage text, nessage signing,
wana4msmage encryption. 34. The net hod of cl aCmMCA3003/001150

wherei n the nmessage signing and the nmessage encryption
5 are signing and encryption according to Secure
Rimessagingdient eerdigueed %@eterfestln@waﬁh@ an @/tgpipgmesssge to be sent
The nethod of claim 33, wherein the nessage signing

by theaﬂésééaging&ﬁleﬁ'gts eslateylptol @messayges irg thegnessagenstoygt tootetermine
according to Pretty Good Privacy (PG). 10 36. The

messagﬁghé&tlﬁés ‘élsétbé‘[éﬂad WS tigd fddiagareraitedstds 6Mthe message in the

rates - on a WI re ess npobil e “communi cati on devi ce.

R Bl g

t hod of cl a| furt {Fﬁ“sm t he st

and tossgfe&g %@%@?SW&S sl,pézla ggtvs(l @g MESS %a;r%@te(?lstlcs of the

nmessage characteristics of the outgoing nessa
messagheinotheydhegsagee Skigeloi SORER! mﬁsgtaaa @f@ractﬁrlét%%ﬁﬂpe outgoing

recei ved nessage. 20 39. A systemof mnetic nessaglng
messaget ti ngs sel ection conprising: a nessage store

configured to store nessages havi ng nessage

characteristics; and -46 WO 2004/012406

PCT/ CA2003/ 001150 a nessaging client configured to

40. SRR oD 8D, RReRiH GRIMEs IR is CoRfyuTeAto store messages

received by the messaging client and messages sent by the messaging client.

41. The system of claim 40, wherein the messaging client is further configured to
determine whether the outgoing message is related to any of the messages received by the

messaging client.

42.  The system of claim 40, wherein the messages in the message store include a
message comprising a messaging settings field specifying messaging settings used to

control the message characteristics of the message.
43,  The system of claim 42, wherein the messaging client is further configured to select

the messaging settings specified in the messaging settings field of the message in the

message store to which the outgoing message is related.
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by the nessaging client is related to a nessage in the
nmessage store, to determ ne nessaging settings
wazsamiaed Wi th the nessage characteristics oPCT/RA2003/001150
nmessage in the nessage store where the outgoing
nmessage is related to a nessage in the nessage store, .
44.  Fhermystam séickeim 4G durbeseqNRbSIBea Meg§saging @@%tmgéostwq gpecifying
t he nessage characteristics of the nmessage in the
messagigs 8gkingt arsedt to controbthemesessggecttaracteesiics iof anedsages in the
the outgoing nessage. 40. The system of claim 39,
messagg%ﬁﬁkﬂ the nmessage store is configured to store
ssages 1o received by the nmessaging client and
nmessages sent by the nmessaging client. 41. The system
of claim 40, wherein the nessaging client is further

nfigured to . determ ne et her the, out goi nessage .
45, 158 R BN i orherin e DiGsabP &g AR B MRa280Rg settings
messagi ng client. 15 42. The system of clai m 40,
store agh éndexedtmemessagg ientifieishe nessage store include a
nmessage conprising a nessaging settings field
speci fyi ng messagi ng settings used to control the
nmessage characteristics of the message. 20 43. The

46,  TretKRerh oftiainiud Avhafeal emédiagiresdirat isduthéresnfigared to access
further configured to select the nessaging settings

the mﬁ%&i@é@%%ﬁﬁﬁﬁé%r&eéﬁéqmgelé&t EHen\%ﬁasfsESit 8éitihb8 specified in the

message store to whic e out goi ng

nessage is related. -47 / 4 : .
messaSiY eAp8S B ELE0 1% 5RE08, DR BEtE: FCH L0 g e ovtgoing
conpri sing a nessagi ng settings store specifying
messagess 49RfRf-set ti ngs used to control the nessage
characteristics of nessages in the nessage store.

47.  The system of claim 39, wherein the system is implemented in a device selected
from the group consisting of: a personal computer system, a handheld electronic device, a
wireless mobile communication device, a mobile telephone having data communication
functionality, a two-way pager, a voice communication device, a data communication

device, and a dual-mode communication device.
48.  The system of claim 39, wherein the message characteristics of the messages in the

message store comprise secure messaging characteristics selected from the group

consisting of: message signing and message encryption.

-48 -



5 45. The system of claim44, wherein the nessage
store and the nessagi ng settings store are indexed by
woresEagsios denti fiers. 46. The system of cl ai m 2¢T/CA2003/001150
wherein the nessaging client is further configured to
access the nessaging settings store, and to sel ect
t he nmessagi ng settings specified in the 10 nessaging
settings store for the nessage in the nessage store to
whi ch the outgoing mnessage is related. 47. The system
of claim39, wherein the systemis inplenented in a
device selected fromthe group consisting of: a
personal conputer system a handheld el ectronic
device, a 15 wireless nobile conmunication device, a
nobi | e tel ephone havi ng data conmuni cati on
functionality, a two-way pager, a voice conmunication.
device, a data comuni cation device, and a dual - node
communi cation device. 48. The system of claim 39,
wherei n the nessage characteristics of the nessages in
the 20 nessage store conprise secure nessagi ng
characteristics selected fromthe group consisting
of : message signing and nmessage encryption. -48 WO
2004/ 012406 PCT/ CA2003/ 001150 -49
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