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Field of the Invention [0001] The invention relates to the field of

comuni C%‘%%Z‘i{“‘%)re specifically, the invention rel a}:ﬁ i%ag mmuni cat i on

net wor ks. ground of the Invention [0002] Virtual wor ks
(VPNs) extend an entity's (e.g., a corporation, Internet Service Provider
(ISP), etc.) network backbone out to the Internet. The connectivity costs

for VPNs MEFHOI® ANDEPPARATUSEFCGR MUETIFURICONTEXTOARDANCEERS i nproved
because of multiple pathways between sites. lpstead of an entity

pur chasi ng, adm ni strat Uk PRIV TM#E@/%@H onal network el enents
(e.g. routers, hubs, swi tches, subscriber managenent systens, etc.), an

entity canEasrOEND Of TERINVENTI@NTi ¢ through the Internet with VPNs. BRI EF
DESCRI PTI ON OF THE DRAW NGS [ 0003] The invention may best be understood by

referring to the followi ng description and acconpanyi ng drawi ngs that are
used to iFJieI!&usittr! ggevegﬁodi ments of the invention. In the draw ngs: [0004]
Figure 1= f an exenplary network according to one enbodi nment -
of the invepti 1 17. MAY 200 044685 PCT/\US02/ 363 [ 0005] Figure
oA 15 a o cpbfioe tprio Srpspp R Shep AR B (VOE Al o

the invention relates te communication networks.

Background of the Invention

[0002] Virtual Private Networks (VPNs) extend an entity’s (e.g., a corporation,
Internet Service Provider (ISP), etc.) network backbone out to the Internet. The
connectivity costs for VPNSs are less than leasing a line, and fault tolerance is
improved because of multiple pathways between sites, Instead of an entity
purchasing, administrating and maintaining additional network elements (e.g.
routers, hubs, switches, subscriber management systems, etc.), an entity can securely

transmit traffic through the Internet with VPNs.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The invention may best be understood by referring to the following
description and accompanying drawings that are used to illustrate embodiments of
the invention. In the drawings:

[0004] Figure 1 is a diagram of an exemplary network according to one-

embodiment of the invention.



mul tiple contexts and | ayer 3 VPNs according to one enbodi nent of the

i nvention. [0006] Figure 2B is a diagram of the exenplary netwpf MANCROOE
105 illustrating a relationship between network processes and the '
structur ﬁi?q t?bl es illustrated-in Figure 2A according to one enbodi nent
of the i B8 [0007] Figure 2C is a di agram of t h’GIPE3832pN EGP
table 215 as a tree according to one enbodi nent of the invention. [0008]
Figure 2D is a diagramof the layer 3 VPN EGP table 215 as a tree with RD

subst r uct ur 6008 EIUERAGs 4 GiaAR of BREEHIFRI nedhork BRmeMviBA sigparts [ 0009] Fi gure
2E is a diagramillustrating an alternative enbodi nent of the layer 3 VPN

EGP t abl emdiliple 36ntétd@RNayeA® VPN GERFBNIS ohOoribiRIiSdHR 8EihaBAENnRh. t he i nvention.
[0010] Figure 3Ais a flow chart for processing an update nessage received

from cust ongggog] Fighrf[:R@Bstd-‘?&lﬁ_éirb&ﬁtoth%%x&?ﬂl'&?H@c%ﬂ@e@&%ngilmllﬁﬁraﬁﬁge embodi ment

of the invention. [0011] gure 3Bis a flow chart continuirng fromthe

f1ow Char&rcﬁtioxﬁi&@%@ﬁveéf?et@ﬁ& G i R B uBTROMIEAELs Al 14 NVENt ON.

[0012] Figure 4A’is a flow chart for processing an update nessage received

from CUStﬁg‘%zﬁ%&%’s aé‘t{ploﬂg‘érﬂh&iirﬂ&tto?%hgﬂﬁcﬁmom nment of the invention.

[0013] Fig ow chart continurng fromthe flow chart illustrated
in Figure ar.di to_one di  nvention. [0014] Figure 5
is flow chaf@oﬁo%r?guﬁ? %ﬂg%Sascﬁagﬁg}gH?{Jﬂ%?@g?ﬂ%@?%ﬁt%g%ﬁ’yg&m}g roma provider
equi pnent

Ca e A6 Ry SRS g of L puention. [0015] Fioure s
according t g, aac. ebadinenl of e I e Fud 1R, 2208, WO 03/ 044685
RD substructures according to one embodiment of the invention.
[0009] Figure 2E is a diagram illustrating an alternative embodiment of the layer
3 VPN EGP table 215 as a hash table according to one embodiment of the invention.
[0010] Figure 3A is a flow chart for processing an update message received
from customer with RD substructures equipment according to one embodiment of
the invention.
[0011] Figure 3B is a flow chart continuing from the flow chart of Figure 3A
according to one embodiment of the invention.
[0012] Figure 4A is a flow chart for processing an update message received
from customer equipment according to one embodiment of the invention.
[0013] Figure 4B is a flow chart continuing from the flow chart illustrated in
- Figure 4A according to one embodiment of the invention.
) [0014] Figure 5 is flow chart for processing an update message received from a
.provider equipment according to one embodiment of the invention.
[0015] Figure 6 is a flow chart for generating an update message for customer

equipment according to one embodiment of the invention.
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[0016] Figure 7 is a flow chart for generating an update nessage for a
provider equipnent according to one enbodi ment of the inventi{p.MAR02006
Figure 8 is a block diagramillustrating the exenplary network el enent
according to one enbodi mrent of the invention. DETAILED DESCRI PTI ON OF THE
| NVENTI OV 5F#EPS 1 n the fol | owi ng description, numer ol ECTEBE¥BIL detail s
are set forth to provide a thorough understandi ng of the invention.
However, it is understood that the invention nay be practiced w thout

t hese specigj [P ' ance : jLcuits,

structur es,[ﬁgﬁéﬁgg@ sf?a%é\»gcﬁec ?\%%ﬁ%é@%lv@d?\% %Jg%%&gﬁgﬁld%ﬁ detail in
order not_ to obscure the inyent] 0019]. Figure 1 is a diagramof an
exenpl ar%ﬂuﬁ’é‘f ?cﬁorgglég?%ﬂer?a%togﬁ‘dgﬁgo“{éeﬁ%%h%nt of the invention. In Figure
Louh ne SRR BB RSl S50 R e BB T e P
custoner equi pnent 101B (gcﬂ%e?at It:)f\gp\%’ cust omer equi pnent 103B. The VPN A

cust oner [BRGFHHERLO ong FRD %A% yst omer equi pment 103A are | ocat ed

wi thin an autononmous system (AS) 102 in Figure 1, but could be |located in
different ASs. The VPN A custoner equi pnent 101A and the VPN B cust oner
equi pnent 103A are coupled with a network el enment 105. The network el enent
105 is al so MEPAHEMNERCRIFTIONPN THEINVENHEON pnent 106 that is | ocated
within an AS 104. The network elenent 105 is located in an AS that is a

backbone 11{6018#&‘2%11&16@&&%&&! ARRbus p&ificuerlls frelsedadied W thin the
backbone 111. The network elenment 115 is coupled with the VPN B custoner

equi pne rﬁroéiﬁé?thoi%ugh HdeM%Xdig Q thhm&ﬁ{oqdf ‘f’l@&r‘évéﬁg{s U%étgtﬁﬁﬁﬁ

the invention may be practiced without these specific details. In other instances,
well-known circuits, structures, standards, and techniques have not been shown in
detail in order not to obscure the invention.

[0019] Figure 1 is a diagram of an exemplary network according to one
embodiment of the invention. In Figure 1, a virtual private network (VPN) A
includes a VPN A customer equipment 101A and a VPN A customer equipment
103A. A VPN B includes a VPN B customer equipment 101B and a VPN B
customer equipment 103B. The VPN A customer equipment 101A and the VPN B
customer equipment 103A are located within an autonomous system (AS) 102 in
f‘i gure 1, but could be located in different ASs. The VPN A customer equipment

| 101A and the VPN B customer equipment 103A are coupled with a network element
105. The network element 105 is also coupled with a non-VPN customer equipment
106 that is located within an AS 104. The network element 105 is located in an AS
that is a backbone 111. |

[0020] A network elemnent 115 is also located within the backbone 111. The -

network element 115 is coupled with the VPN B customer equipment 103B. A
3 .



network el ement 114, also |ocated in the backbone 111, is coupled with the
VPN A custonmer equi pnent 101B. The VPN B custoner equi prent 192B4AN 2006
VPN A custoner equi pnent 101B are respectively located within an AS 106
and an AS 108. [0021] The network el enent 105 includes a context 107A and
VPN cont eXP&HBBIA - 109B. The termcontext is used he¥ei¥P#8%efer to a
set of information and/or collection of data structures for a custoner of
a network provider's network elenent. In the exenplary network illustrated

in Figureg tjlv(?g%ffgne\ﬂ Nﬁaﬁe%&ca% Cuscmgm lfsqdr@gle&uﬁ&gFW&ust orer

equi pnent' € non- omer equi p gain access to the

backbone 111 via.the cont ext 107A

has been® %?rgﬂlu’BVqt@h\?ﬁo igﬁ)ﬁ%ﬁg‘% légxfcq%l{?gte '{)%E%P%tehene el enent 105
for the non-VPN cust The conte 109A has re y the network
provi der le%qmqrﬁ@ulp}pﬂﬂgsé%g{e@?ﬁg?ctwﬁiﬁ tS&i"’ét ’t“aﬂéggﬁﬁ dfﬂe‘éﬁqtﬁeat ed by the

network provider for the VPN B custoner. [0022] Fraomthe perspective of the
net wor k el elffzt] The setwarkglempeghi)s IF“s!”‘%?ﬁaé?ﬁt?xt‘}m H%F{V%P?"é%‘ﬁ%nds to a single
context within the network el ement. However, a sin entity may

cor r espo@®A o 169B.t Tl termeemmicsids ssed hemitigIreferip pisetyof f m&@"eﬂﬂﬁ{@nl pl e VPN
contexts configured on the network el enent 105 and a context configured on
t he net valfektion ef nietatstriditres foor cusicamgp lofa navwerkendvidey’s metyvodkvatenzentl/ or  oper at e

t he non- VPN customer equi pnent 106, the VPN A custoner equi pnent 101A, and

the VPN Irﬁhéldﬁﬂﬁ@%nﬁ%ﬂ@ﬂﬁﬁhte&ﬁ%gurbm, the VPNeX ciesxamep kquipnzent i r st entity owns
and/or operates the VPN B custoner equi pnent 103A and a second entity owns

the VPN foi1£usi vrRB c%ﬁtuinlaﬁ&;fﬂf kA3 ANShdREndHOVPIV B tdibts b@iiRhergqui prent  106.
In yet another exanple irst entity owms the VPN A custoner equi pnment

101A and g ook F09R MR QAR ETLASRR A H2EN g ust orer

equi pnen second entity owns and/or operates
context 107A has been created by the network provider that owns the network

element 105 for the non-VPN customer. The context 109A has been created by the
network provider for the VPN A customer. The context 109B has been created by
the network provider for the VPN B customer.

[0022] From the perspective of the network element 105, a customer is an entity
that corresponds to a single context within the network element. However, a single
entity may correspond to multiple contexts. A single entity may have multiple VPN
contexts configured on the network element 105 and a context configured on the
network element 105. For example, one entity may own and/or operate the non-
VPN customer equipment 106, the VPN A customer equipment 101A, and the VPN
B customer equipment 103A. In another example, a first entity owns and/or
operates the VPN B customer equipment 103A and a second entity owns the VPN A
customer equipment 101 A and the non-VPN customer equipment 106. In yet

another example, a first entity owns the VPN A customer equipment 101A and the



non- VPN custoner equi prent 106 [0023] The VPN context 109A incl udes
informati on and/or data structures for the VPN A Traffic rectV\MAY POO6
the VPN A site 101A is processed in accordance wth the VPN context 109A
The VPN 09B i ncludes informati on and/ or dat tructures for the
VPN B. Tﬁgﬁbsl%ésﬁr’%cei ved fromthe VPN B site 103A is ;]F‘i%'ésé’%’éﬁﬁ n

accordance with the VPN context 109B. Traffic is transmtted between the
VPN A Si tes | d A and 101E in accorqance with the VPN context 109A. Tr af fi
s ”anSWﬁﬁ@%%%ﬁeeggg#&ﬁ 1N Bhiftlaednd Oy 806 shBRBopdrat@GfOr dance wi th t

VPN context 1 Ic recelved fromthe service provider network

el enent Jn(ag cu%&ﬁg@ﬁ@ﬁﬂ%&ﬁccordance with the context 107A. [0024]

Cont exts enable i’ so traffic processed by the network el enent.
Cont exts al Vi t he [ rovider wth the abjlity to give access
to a given ﬁ@%@ﬁﬁﬁﬁﬁscopﬁftg@%?cg'ﬁge\ﬂ}[qr@aﬁloens%n?ﬂlgéF‘ltlﬁgs.;tmé:@ggg " to other
information within_ the  networ ment ., a different custoner's

i nf or mat itnYEN ’?h@ragﬁ?rf’?%ek‘fegf@’/‘%he ﬁjﬁgl%ﬂ@s&?\gﬁmﬁss@ﬁ? ?ﬁcﬁra'{lqcﬁn for the
service provider that owns the service_ provider network elenent 106. The
owner of withahes\ERN perdexs 10RA.dEhe WCWX&F&%@@P%@%@WE@W% ovi der (1SP),
Application Service Provider (ASP), etc. in one enbodi nent, a network
admi ni st dataetrucfuses fohike YENB.cErafficacdetved fromahe YRNS sited03bisvi ce provi der
network el ement 106 nmay log into the network el ement 105 and access and
modi fy tploeess@iih eotiordafctAwith the y@Ndohtetd 0BB. Tiedfioismrensnufted febvemet wor k el erment
105. The network elenent 105 nmay include additional contexts not

i 11 ustratiedvPN AlRE2AD] AlAp | @1FeRtacgdMEINsitathe VPRESonR xPI0SWL desifinumer ous
advant ages. Layer 3 VPNs provide vast scalability and avoids

adm ni st {&thMRitcPBdtRedithd VERE sies 105AMNY 1899 & A06udR{c0 44 &fe VRET/ US02/ 36832

c
he

context 109B. Traffic received from the service provider network element 106 is
processed in accordance with the context 107A.
[0024] Contexts enable isolation of traffic processed by the network element.
Contexts also provide the network provider with the ability to give access to a given
" customer’s information while restricting access to other information within the
network element (e.g., a different customer’s information). The context 107A
includes a set of information for the service provider that owns the service provider
network element 106. The owner of the service provider may be an Internet Service
Provider (ISP), Application Service Provider (ASP), efc. in one embodiment, a
network administrator for the service provider that owns the service provider
network element 106 may log into the network element 105 and access and modify
the context 107A, if permitted by the owner of the network element 105. The
network element 105 may include additional contexts not illustrated.
_'[0025] Implementing VPN at layer 3 provides numerous advantages. Layer 3

VPNs provide vast scalability and avoids administrative costs of tunnel
5



configurations for layer 2 VPNs. Conmbining layer 3 VPNs with nmultiple
contexts provides a powerful tool for servicing various custotfEMAN2008Y
i ncl ude VPN custoners and non-VPN custoners. A network el ement supporting
mul tiple ontexts and | ayer 3 VPNs can support a |arge nunber of VPN

cust oner ‘%‘ﬁ&“"%ﬁﬁr% VPN cust oners and provide each cust offfUS§EE%s to their
context. [0026] Figure 2A is a diagramof an exenplary network el enent that
supports nultiple contexts and | ayer 3 VPNs according to one enbodi nent of

‘the i nvegddsRirtions fSMERr 2 ViPNsUEbiBR 14yBE3 VONWRIK nflleieddntetR5 i1l ustrated in
Figure 1. Figure 2, also illustrates the context 107A and the VPN cont ext
{

109A and fl)?ﬁlr@seé é%\%}fu faaBﬁgr %epvici g Chtolis éugtom?s thf %?Hcluh@ ¥AN ncl udes a peer

data strhc configuration ata structure 203A, a routing table

205A, an _interior, ga o] TAw:-and an exterior

gat eway f)‘?%%%%?“%‘%%ﬁ@é’%Oéﬁa r@%@%@n%@ﬁ@%@m conventional term
and not neant tq.be lim.ting upan.the type ata structure. A table can
be i npl efRINEEH '1'1‘yﬁr%%‘}%%?aé'%?pfg’§ta&ar§f: pﬂﬁ?ﬁpﬁ&l’sﬁgﬁf’%@ aﬁgﬁéj{ls—h tabl e, search
tree, conbinations of data structures, etc.. [0027] The peer structure 201A
i ncl udes VENHsigweB ARt PRY I ca5h systomer geress tp eirgAletfer network el ement t hat
exchanges routing information with the network elenent 105. A peer can

ei ther be dA0261FEursAA ipadiegam of gn exananlery petyedkelement thatsupReEE  peer is a
network el ement directly connected to the network el enent 105 that is

| ocat ed wmiuttiplecontests sediyes 3t\RNsmoemsdingy tot amembodiment 9é thpdirieniéduement  105. An
aut ononous systemis a collection of network el ements under a single

adni ni st Figtie\psillusitatel thie inttyotheddmeno LOSeitlugtrasddfia Bigime ladigweilnise with a conmon
IGP (e.g., OSPF, IS1S, RIP, etc.). An external peer of the network

el enent  Q5rdid (Re ARMOINAGIE RPN faitext S09AXINdC091B Ylvsteattiat ed to the networ k
el ement 105, but is located in a different 6 17 MAY 2006 WD 03/ 044685

Figure 1. The context 107A includes a peer data structure 201A, a configuration

data structure 203A, a routing table 2054, an interior gateway protocol (IGP} table

207A, and an exterior gateway protocol (EGP) table 209A. The term table is a

conventional term and not meant to be limiting upon the type of data structure. A

table can be implemented with different data structures such as a hash table, search

tree, combinations of data structures, etc.

[0027] The peer structure 201A includes data describing a peer. A peer is

another network element that exchanges routing information with the network

element 105. A peer can either be an internal peer or an external peer. An internal

peer is a network element directly connected to the network element 105 that s

located within the same autonomous system as the network element 105. An

autonomous system is a collection of network elements under a single administrative

authority that routes traffic in accordance with a common IGP (e.g., OSPF, IS-IS,

RIP, etc.). An external peer of the network element 105 is a network element that is

directly connected to the network element 103, but is located in a different
6 .



PCT/ US02/ 36832 aut ononmous system The peer structure 201A may include a

peer's network address and configuration information providi ng7 A%DD0Ss
for conmuni cations between the peer and the network el enment 105. [0028]
The configuration structure 203A includes configurations specifically for
the cont Q3485 The configurations in the configuratR@AEYIEE ure 203A
may be entered by a network adm nistrator of the network el enent 105 or
the adm nistrator for the owner of the context 107A. The routing table

205A 1S Bubithdd Gyl fhe pBRASELGAE IDI A whPincldd€ s BERL GtoAhlighessTnE TOULT NG

tabl e 20 I'S use process tra ransm receirved for the

he. cont B Congphichiitol o sf e Bdind R ERRN | T . %

RIP forwarding . table, an |1 S| S forwarding table, etc. The exterior gateway
pr ot ocol P?%Pﬂé‘ihﬁf‘ﬁﬁ'o lﬁag?"éeni Ais a forwarding table with routes

specifically for the context 107A nmaintai ned by an EGP _process (e.g., BGP,
etc.). As Iép%ﬂ T Beiefizuptgrsgructisg 203dyingludss configtrations specifiet Aot an be gi ven
perm ssion by the owner of the network el enent 105 to view and manipul ate
i nf or mat thewomiext 10R. Theemégyrationy i the cofigiratiprdacure0dmsgbe of entries in a
table for a non-VPN custoner is typically large, separation of tables for
non- VPN enigiedbhea sctpyorkadadrstiator obthé petiverkelenmani HiSearsheadminiistiaipe non- VPN

tabl es. Since the nunber of entries in a VPN table are typically fewer

t han t hefonthdasmensdf thndonieas107A. TiNoltédy tetsde 289 raisianguting sablegl e EGP table for
multiple VPNs provides for efficient wal king of the shared VPN tabl es as

descri beggeifioRIyGort@E adrtext 07N, TherQiting AbRORBA iYadel isoRsediicrent s of the
invention may inplement the EGP tables, [|GP tables, and routing tables
di ff er enfrhmitkedan& ¥REMESror BB BorfidXe 96 ATEIYe 10BYable 307 ANEW foPR&Hing

table specifically for the context 107A. The IGP table 207A may be an OSPF

forwarding table, a RIP forwarding tabie, an ISIS forwarding table, etc. The exterior

gateway protocol forwarding table 209A. is a forwarding table with routes

specifically for the context 107A maintained by an EGP process (¢.g., BGP, etc.).

As previously stated, the owner of the context 107A can be given permission by the

owner of the network element 105 to view and manipulate information for the

context 107A.

[0029] Since the number of entries in a table for a non-VPN customer is
typically large, separation of tabies for non-VPN customers provides for efficient
" maintenance of the non-VPN tables. Since the number of entries in a VPN table are

.typically fewer than the number of entries in VPN tables, sharing a single EGP table

for multiple VPNs provides for efficient walking of the shared VPN tables as

describe in more detail later herein.

[0030] Various embodiments of the invention may implement the EGP tables,

IGP tables, and routing tables differently. For example, one embodiment may
7



WO 03/ 044685 PCT/ US02/ 36832 nmaintain a single EGP table for non-VPN
contexts and a single EGP table for layer 3 VPN contexts. AnotfdMAY 2006
enbodi ment may maintain a single 1GP table for VPN contexts. [0031] The
VPN cont %‘ﬁ, 109A includes a peer structure 2011, a confiquration structure
2031, a routYHY® abl e 2051, and an IGP table 2071. Si MYTANS%S#he VPN
context 109B includes a peer structure 2013, a configuration structure
203J, a routing table structure 205J, and an I GP table 2077. The

i nf or mat i Paintkin @lsthidRISGMtable €or ioh VIR sonRsts 20d 4 singld ESPIdblandlalde t abl es 2051
and 2071 are simlar to the structures 201A and 203A and fhe tabl es 205A

and 207A, vigNEon@i®. S8fHES drfbddBnddd Say RGNS ﬁiJ@e 1GP28e & Vo se, the
structures 201J and 203J and the tables 205J and 207J are specific to the

VPN cont ext..409B. As previously stated, the owners of the VPN context 109A
and 109B can respectively access and configure the structures and tables

in the VPN 9A a Q9B. . Unl i ke, t he text .107A, the VPN
contexts 10@&?@%&?@@%0@541&9%”35%@5B%ﬁrfsﬁr%cttgéﬁ)ﬁ,a%qogggu@twgt ead, the VPN
contexts 109A 109B shar | aye GR.tagble 215 . The layer 3 VPN
EGP tablsguci'i%a&ﬁc"’fﬁﬂ%%g %@39%@Ugﬂﬂﬁq%€t¥ﬁf%ﬁ'r§t‘?‘§#ﬁ&e VPN contexts in
the network elenent 105. [0032] In addition to the context 107A and the
VPN cont &RBiext18Yhinglndesiaper stiugture0d], @ cpoftgurbinn sityeiired@3cr k el ement 105
includes a |ocal context 211, A peer structure 201X, a configuration

st r uct ur €oyng jeblestipesuei2Rgy, erdbird CPosble 2078, Tigpinfomktion ingdpded imthel an EGP t abl e
209X contain information for the | ocal context 211. The information

i ncl uded structurese204 andCOBY and 2101 xbles 2051 dnd 20Fdre SmPGSK the2@itureand 209X i s

simlar to the infornation included in the structure 201A and the tabl es
205A, 2028]A amiB032Q8Athehables 205 aped ROAAG blitard dpecifio @nthe VENRbait 211. The

configuration structure 203X 8 17 MAY 2006
109A. Likewise, the structures 201J and 2037 and the tables 205] and 207J are
- specific to the VPN context 109B. As previously stated, the owners of the VPN
context 109A and 109B can respectively access and configure the structures and
tables in the VPN contexts 109A and 109B, Unlike the context 107A, the VPN
" contexts 109A and 109B do not have specific EGP tables. Instead, the VPN
-contexts 109A and 109B share a layer 3 VPN EGP table 215. The layer 3 VPN EGP
table 215 includes EGP forwarding information for all VPN contexts in the network
element 105.
f0032] In addition to the context 107A and the VPN contexts 109A and 109B, in
one embodiment the network element 105 includes a local context 211. A peer
structure 201X, a configuration structure 203X, a routing table 205X, an IGP table
207X, and an EGP table 209X contain information for the local context 211. The
information included in the structure 201X and the tables 205X, 207X, and 209X is

similar to the information included in the structure 201A and the tables 205A, 207A,

and 209A, but is specific to the local context 211. The configuration structure 203X
"8



WO 03/ 044685 PCT/ US02/ 36832 i ncludes gl obal configuration information
(e.g., systemtine). Unlike the context 107A and the VPN cont¢xtNMAY02H0&d
109B, in one enbodi nent the owner of the |ocal context 211, 01S t%e
owner of the network el enment 105, has access to many of the structures and
tabl es ofW@H@{Bht exts on the network el ement 105. [O00XFU¥Ee 2B is a

di agram of the.exenplary network el enent 105 illustrating a relationship
bet ween network processes and the structures and tables illustrated in

Figure 2A cor di 0._Qne. odi_nen i i Figure 2B, a
con;i gurﬁfﬁg‘ﬁ é%@%ﬁé@égpﬁlww”geé%ss%%&ﬁg ﬁ&h%‘?%ﬁ@"% l!c(?%&matt ?on into a
configuration r ss 223.  The be 0 d line.jnterface or a

gr aphi Eal(lwl‘?s@fdﬂi%n\?ﬁ pontexts 108 a@ﬂ?Wﬁ%o@c?ﬂﬁP@ng&F%ﬁ‘gmé%Ehsormands for the
network el enent 105. The configuration proces 23 stores the

conf i gurigealepestdtb whads he meoggﬁfﬂrewléﬁ%wt 1@%%%&%?%@& 203A, 203I,
and 2037. The configuration structures 203X, 203A, 2031, and 203J are

i |1 ust r atfabe simciieg endtables ofshe contexisippithrnotwiek plementdP.uct ures 201X, 201A,
2011, and 201J. The relationships are illustrated as follows : the peer
structure Z0033]Eigate 2Rés cdingrag of thcicsemplany netwvorkecl0diy 105 Hastyptieg structure
2011 and the configuration structure 2031; the peer structure 201A and the
conf i gur el Bibnship betiedi fetwafkfocesseslandtbe gmetures tndiables Blud@ted iand t he
configuration structure 203X. [0034] The peerstructures nay be inplenented

in a vargghy 28fac¥RNse tolofle 8MBodiMBRQH tideMlentich. $h Righe 2Beer structure has
entries for all peers configured on a given network elenent. In such an

embodi menf, 15L§§t?dﬁ iftedeic (Cyont jebiL OB RARK iRBShdibS it PESERRGASH Ng context. In

alnlot her 3 |rre|nt, each peer configured on the given network elenent is
al l ocate Si43g SN ﬁ.;m i . si ngl e peer
St ruct ur%ro&gs %{ér g@g?g@@ o‘%“ébgﬁg#n?gﬁ%@%ﬁg%ﬂﬁ% redﬂ%gr??%fa%et work el enent.

for entering configurations and commands for the network element 105. The
configuration process 223 stores the configurations into one of the configuration
structures 203X, 203A, 2031, and 203]. The configuration structures 203X, 203A,
© 2031, and 203 are illustrated in Figure 2B as rcferenéing the peer structures 201X,
201A, 2011, and 201J. The relationships are illustrated as follows : the peer
structure 2017 and the configuration structure 203J; the peer structure 2011 and the
configuration structure 2031; the peer structure 201 A and the configuration structure
203A; and the peer structure 201X and the configuration structure 203X.
[0034] The peer structures may be implemented in a variety of ways. In one
- embodiment, a single peer structure has entries for all peers configured on a given
network element. In such an embodiment, each ent:ry- identifies a peer and its
corresponding context. In another embodiment, each peer configured on the given
" network element is allocated a single peer structure. In another embodiment, a

single peer structure is allocated for each context configured on the network

element.



17 MAY 2006 WO 03/044685 PCT/ US02/ 36832 [0035] The configuration process
223 al so sends configurations to an | GP process 225, a R B progefdAYy22906
and an EGP process 227. The | GP process 225 represents one or nore | GP
processes_that may include the following protocols: RIP, OSPF, 1S-1S, etc.
The EGP PYQRUUSS57 a1 so represents one or nore procesRE@USOHEB32 may i ncl ude
BGP and ot her exterior gateway protocols. The | GP process 225 naintains
the I GP tables 207X, 207A, 2071, and 207J. The RI B process 229 nmintains

the routi HQOGSQEtﬁeSco%ﬁ aticndedbess223 Hso ds fafiduratl iR 1@ IGH ocess 227
mai ntai ns the EGP tablfe 209X, 209A, the layer 3 VPN EGP table 215, and a

mappi ng %éé;'ﬂ%%%:: gRﬁgrocLsQQ%]aF%ﬂ\/%ﬁl\T %‘gg@ghﬁnﬁhet@mpr&és@\ﬁﬂes for a single

non- VPN e antd a sing “table, an identifier (e.g., context
embodt meEH " PE PSS b i SRR AR EROEREE & P e e
t abl e, f.t - VP t abl i_ndi cat ' tifi .g.,
cont okt PERP e dPECBPREesa 6P [PEPTLe X B R o I8 to the

identifier. [0037] The mapping structureg%%ﬁg{ﬁ f} dat a gructure t hat
i ncl udesmypinclads, BOE and|othes Ferfor gaEWaY Rt elgt RI9CSS$RE nappi ng structure

226 may be inplemented as a tree, _hash table linked |ist, etc. Wien the
| GP pr ocweistaing thed GRristles 2O T pAe207Lnd ¢0H. dhe R Proggss 24b) es, such as the
| GP table 207X, the I GP process 225 passes the context IDindicated in the
| GP t abl maia@ifX theotting tAIE 6B CUSS, 2050 and BRSIEGhe EGPaeessss 2207 does t he sane
for non-VPN EGP tables. However, the layer 3 VPN EGP table 215 does not
cor r espomgintats theHGHIableQOPX 3004, thh byeaf3ovVEN EGRaatléPl pemlzess 227 uses the
mappi ng structure 226 to comruni cate with other processes in the network
el ement JO5feQbrusRI®B] cations related to VPN contexts.
[0036] In an embodiment that provides for a single non-VPN EGP table and a
single VPN EGP table, an identifier (e.g., context ID) is included in each entry of the
single non-VPN EGP table. In another embodiment that provides for single non-
VPN EGP table and a single VPN EGP table, each entry of the non-VPN EGP table
‘indicates an identifier (e.g., context ID) and references a set of prefixes
corresponding to the identifier.
[0037] The mapping structure 226 is a data structure that includes VPN context
IDs and their corresponding RD. The mapping structure 226 may be implemented
as a tree, hash table, linked iist, etc. When the IGP process 225 downloads updates
of one of the IGP tables, such as the IGP table 207X, the IGP process 225 passes the
context ID indicated in the IGP table 207X to the RIB process 229. The EGP
process 227 does the same for non-VPN EGP tables. However, the layer 3 VPN
EGP table 215 does not correspond to a single context. Therefore, the EGP process

227 uses the mapping structure 226 to communicate with other processes in the

network element 105 for communications related to VPN contexts.
' 10 '



10 17 MAY 2006 WO 03/044685 PCT/ US02/ 36832 Conmuni cations wi th other
processes may include passing updates to the RIB process 229,1peVAY PO0B
requests fromthe configuration process 223, etc. [0038] Sharing a single
EGP table for all of the VPN contexts of a network elenent inproves the
ef fi ci en®YOE¥H#§lat e nessage generation for the networfCT/E0¥ supporti ng
multiple contexts and |layer 3 VPNs. Since the nunber of entries for an

i ndi vi dual VPN custoner is relatively small, conbining entries for all

| ayer 3 c}!ﬁ%ﬁ{dﬁ&oﬂmhﬁ olhg{) obksst 'ﬂﬁg‘ﬁlcﬁl%)gésﬁgé gp&nall @srap EGP process to

efficiently wa the co ned data structure instead of nunmerous small EGP
tables. In addidti L : ffl ci ent mai nt enance of
t he conbpﬁ%%?sgép?'g@g\/\rn%‘%ﬁg m@%@ﬁﬁ%@"’ﬁ ?r%%%ﬁgg’n%eunpti on. [0039] Figure
2C is a di f. the, | 3, VPN t 215 a ree according to
one enbodi ﬁ@h@%ﬁwﬁaswﬁ@ F pie f‘?’ﬁ%ﬁ‘ﬁ?@@&?@ﬁé’%ﬁ?@ﬁs VPN EGP table
is inplenented as a treg., Eag? of the nodes 241 ﬁfetg 245, 247, and 249 are
| abel ed @EmANtIRBroyes|the.effpiency of ppdateressags gieRioR far e 5M¥™ 26 i s al so
illustrated in Figure 2C. The EGP process 227 uses the mapping structure
226 as pelewmpwganppringimyyipieeantexss aé‘ér‘ﬁﬂefénﬁpm%c%ﬂciﬁéhmﬁ%?fc?&%g%n regar di ng
the layer 3 VPN EGP table 215. If the EGP process 227 receives a

comuni cfurian individue CYPN gustéreer|isselati vy srm, cqradpning patdesfonall leysed t he EGP
process 227 maps the VPN-context ID indicated in the communication to a RD
Wi t h t hevenpRitagers intalg single EZPGablédriahleaamiEGR) ptohess egificiengly vellt uct ure 226
avoids including a VPN context IDin every node. [0040] Figure 2D is a

di agr am g chiBinbP4e! stdciWNndER of ath@oR smaH EGP thislee InkdditionRD substruct ures
according to one enbodi nrent of the invention. Unlike the layer 3 VPN EGP

tabl e 21Rahdih 3t @tctratbifs difidbHt raffionahAQF e @BabRAEARGR tadle wiltour 0ot node 241
extensive memory consumption.

[0039] Figure 2C is a diagram of the layer 3 VPN EGP table 215 as a tree
according to one embodiment of the invention. In Figure 2C, the layer 3 VPN EGP
table is implemented as a tree. Each of the nodes 241, 243, 245, 247, and 249 are
labeled with the value RD:prefix. The mapping structure 226 is also illustrate_d in
Figure 2C. The EGP process 227 uses the mapping structure 226 as previously
discussed to send and receive communication regarding the layer 3 VPN EGP table
215. If the EGP process 227 receives a communication affecting the layer 3 VPN

 EGP table 215, then the EGP process 227 maps the VPN-context ID indicated in the
communication to a RD with the mapping structure 216. Maintaining the mapping
structure 226 avoids including a VPN context ID in every node.

[0040] Figure 2D is a diagram of the layer 3 VPN EGP table 215 as a tree with
RD substructures according to one embodiment of the invention. Unlike the layer 3
VPN EGP table 215 illustrated in Figure 2C, the right branch of the root node 241

references a node 251. Instead of RD:prefix, the node 251 is labeled with the route
' 11 :



references a node 251. Instead of RD:prefix, the node 251 is |abeled with
the route 11 17 MAY 2006 WO 03/ 044685 PCT/ US02/ 36832 di sti ngui $TieMAY 2006
addition to typical left and right branches of a tree, the node 251
references an RD substructure 257. The RD substructure 257 is a data

st ruct ur &¥Q $44685 ndi cat es prefixes corresponding to t HETASERified in
the node 251. A node 253 is simlar to the node 251 in that it is only
identified by the value RD instead of the value RD: prefix. The node 253

rof er encasy AR SHARCE) Y KPRy SRS Eualdinge 360 | ncl udes

prefi xes Correspondi e RDidertified in the node 253. The

enbodi nent. of th ayer Vi I r; d V, nmenory - use.
The enbo’i‘]’%%’r‘f?s ef“l%%‘#’%ﬁcglée ?gr:} E’%ure f%ﬂ'r%geugeu%égslg ?ﬁdieta rgtmn@%rtﬁ%f nodes in the
| ayer 3 VPN EGP fable 215 with,t route di stingui.sher (currently
defi ned ‘QQICMSWFSE’E?;?P‘@T‘?@%CI“&E')‘;?O ﬁlﬁ%ﬁg%‘ﬂﬁf%ﬂ%ﬁ? Q%leyg;ff gé’ﬁ?@‘%ﬁ%ti ngui sher. In
addition, the EGP process 227 may gro pdates_t.o. b ansmtted by RD as
it encourimipgo gisdRdsdddn that itisypaly lévgﬂﬂeggw%ﬁ@@ﬁ{)d%‘e@gfﬁ@’? [0041] Figure 2E
is a diagramillustrating an alternative enbodi nent_of the layer 3 VPN EGP
tabl e 21%eheesRE:prefish Thesde 253 wfrencanan RD substresie d3ee B t he i nventi on.
Each entry of the hash table 270 indicates a route distinguisher.Each entry
of the dhibsthuctabl® ifd@es plexasgowsspandiRDoshdRP idgatifinddn Ypnogs 273. As with
the layer 3 VPN EGP table illustrated in Figure 2D, the EGP process 227

may gr ougs3uItatebodiyient oBihp EyeNAPNPN I Reeble P faghértimprbvéssmeénorpugh t he hash
table 260. [0042] As illustrated in Figures 2C 2E, various enbodi nents of

the invegti @he eBodir¢HPHREEIMN ih FRyutelRfedBeey/BRN nEGBertofibbdes Bilthe i t h di f f er ent
data structures and/or conbinations of data structures. [0043] Figure 3A
is a flowchainEeP BleoAS HHik: RNteHREALASHPSRRICuF AR ISR as
an 8 byte value), and group prefixes by route distinguisher. In addition, the EGP
process 227 may group updates to be transmitted by RD as it encounters each node
of the layer 3 VPN EGP table 215.
[0041] Figure 2E is a diagram illustrating an alternative embodiment of the Jayer
3 VPN EGP table 215 as a hash table according to one embodiment of the invention.
Each entry of the hash table 270 indicates a route distinguisher.Each entry of the
hash table 260 references an RD substructure 271 or 273. As with the layer 3 VPN
EGP table illustrated in Figure 2D, the EGP process 227 may group updates by
mapped VPN context ID as it walks through the hash table 260.
[0042] As illustrated in Figures 2C-2E, various embodiments of the invention
may implement the layer 3 VPN EGP table 215 with different data structures and/or
- combinations of data structures.
[0043] Figure 3A is a flow chart for processing an update message received

from customer with RD substructures equipment according to one embodiment of

the invention. At block 301, the EGP process 227 selects a peer that is a customer
' 12 ' :



fromcustonmer with RD substructures equi pnent according to one enbodi nent
of the invention. At block 301, the EGP process 227 sel ects aipedAY ba0s s
a custonmer 12 17 MAY 2006 WO 03/ 044685 PCT/ US02/ 36832 equi prrent. At bl ock
303, the EGP process 227 receives an update nmessage fromthe selected
peer. At %?53&‘@46%5, the EGP process 227 selects a preffS/YYHB#he recei ved
updat e nessage. At block 307, the EGP process 227 determnes if the context
associated with the selected peer is a VPN context. If the associated

cont ext ieguipatenta AtWdk BES)iheHGP froeds 217 re&e%kaﬁ%at& ARG BhRess 227
determnes if the selected prefix is in the EGP table of the context

associ at edlewtbd Peck.Ngt 96JkB05,85k BER brockds 267 ?elecgg:fnré?fx%? fhe %éXg‘f termnes that

the selected prefix is within the assocl ate context's abl e, then

control f A det.erm nes that the
sel ected dgreég?imr;%iags& (r%gis lo\?\nﬂt %,%ﬁet%?%%%%f%g c'ggstzlg%e'cgmﬁ&? taEI e, then

trol f bl | f l,ock 309 the EGP 227
Cor by o ekt RSl 03 B LBl PR 0

det er m nes )[é\% e cont ex assocl a

cont ext, n | ock 317 e ro 227 maps the VPN context |D of
t he assoéi;l;aize %03%%5 e@)?{%l?c BQBBELFE? Pr@?‘?f ?ﬁfg‘fﬁ%’ﬁ’é@s‘f%ﬁel?c@ﬂ bl ock 318 the

EGP process. 227 es the RDin the layer 3 VPN EGP table 215. At bl ock
319, theP ‘?)’1“6%%@[5 tfgl‘? OEI@FG‘%OP{'FW&“SQ"F&“[“%@‘@E‘P wlecied pegsy Eithes is in the

| ocated RD sub-structure. If the EGP process 227 determ nes that the

sel ect ed B drpeess 27 determings thps thepeleetpd prefixiistwithin the mreecigtatht rol f1 ows to bl ock
323. If the EGP process 227 determnes that the selected prefix is not
wi t hi n t penitxses BOBdablbihers camtrot flaves torbdnck BhZ rIf deMGPgirodebsd®y t o bl ock 321.
[0045] Figure 3Bis a flow chart continuing fromthe flow chart of Figure
3A  accodetemuynes thabthe selecbeatirefixrit notf withiethe BaseEIstDdonteAt’s BEP eble313, the EGP
process 227 inserts the selected prefix into the sel ected context EGP

t abl e. Athebb@gidol Bdbs to blagk 315.

[0044] If at block 309 the EGP process 227 determines that the context
associated with the selected peer is a VPN context, then at block 317 the EGP
process 227 maps the VPN context ID of the associated context to a route
distinguisher (RD) . At block 318 the EGP process 227 locates the RD in the layer 3
VPN EGP table 215, At block 319, the EGP process 227 determines if the selected
prefix is in the located RD sub-structure. If the EGP process 227 determines that the
selected prefix is withi_n the RD sub-structure, then control flows to block 323. If
the EGP process 227 determines that the selected prefix is not within the located RD

. sub-structure, then control flows to block 321.

(9045] Figure 3B is a flow chart continuing from the flow chart of Figure 3A
according to one embodiment of the invention. At block 313, ;:he EGP process 227
inserts the selected prefix into the selected context EGP table. At block 315, the
EGP process 227 updates an entry matching the selected prefix of the associated

context’s EGP table in accordance with the update message. At block 321, the EGP
' 13 :



EGP process 227 updates an entry matching the selected prefix of the
associ ated context's EGP table in accordance with the update 1TEdJAYEZ2006
bl ock 321, the EGP 13 17 MAY 2006 WD 03/044685 PCTI US02/ 36832 process 227
inserts a selected prefix into the | ocated RD substructure. At bl ock 323,
the EGP pYOTEEY8227 updates an entry matching the sel FEEPOHIEH x within
the |ocated RD substructure in accordance wth the update nessage. [0046]
Figure 4A is a flow chart for processing an update nessage received from

cust orer pﬁﬁuésmnﬁemredﬁemﬁrefimmmewm@aikmabsu%tu}ehwibrwa@ii0_n- At bl ock
401, the EGP process 227 selects a peer that is a custoner equi pnent. At

bl ock 403, Eéﬁ‘&ogﬁzﬁfﬂﬁ%ﬁ&%ﬁghﬁ&ﬁin\é% s@ﬁc@@ggﬁwmmﬁege from the

sel ected peer. At block 405, e EGP process 7 selects a prefix fromthe

recei ved | updake ﬁs&ﬁ@%ﬁv&nﬁco{cﬁg&q@ﬁ@%F%“%‘Q%&ggiepr ocess 227 determnes if

t he context assoclate peer s a VPN context. If the
bl ock. 409 t he EGP process

associ at ed t 15, not.a VYPN.context, then at Dbl

257" e er m ORIFDup Bl <L BB o 5k Bbsetbe KL ot 't he cont ext
associated with the selected peer. If. the EG2 process 227 et erm nes that
e cel o CPBIPEF SHuRgeR LHTINE O eTBi Begc U ReRton Ababekab o, 1 hon
control flows to block 415. If the EGP process 227 determ nes that the

sel ect ed40h therBGE pracess 22 iselerts 4 Peas shapis scustamerEasipmeni it §logk#0% abl e, t hen
control flows to block 413. [0047] If at block 407, the EGP process 227
det er m nés E(faprocepe2Fapestieean endate eessags from thypieciod peext At blogkn at bl ock 417
the EGP process 227 maps the VPN context ID of the associated context to a

(RD). At 401, delEGPI@otde2 H@Plegts o prefis f@@ithaleraved update infessagen AtRD: sel ect ed
prefix is within the layer 3 VPN EGP table 215. If the RD:selected prefix

i's W thi bloth407, it BGPrddedd PEdetemiihe,if thhesnie® associhted wakvthet 0 bl ock 423. | f
the RD:selected prefix is not wwthin the layer 3 VPN EGP table, then
control §lewd pbdt is a VPN context. If the associated context is not a VPN context, then

at block 409 the EGP process 227 determnines if the selected prefix is in the EGP

table of the context associated with the selected peer. I the EGP process 227

determines that the selected prefix is within the associated context’s EGP table, then

control flows to block 415. If the EGP process 227 determines that the selected

prefix is not within the associated context’s EGP table, then control flows to block

413,

[00471 If at block 407, the EGP process 227 determines that the selected context

is a VPN context, then at block 417 the EGP process 227 maps the VPN context ID

of the associated context to a (RD). At block 419 the EGP process 227 determines if

the RD:selected prefix is within the layer 3 VPN EGP table 215. If the RD:selected

prefix is within the later 3 VPN EGP table, then control flows to block 423. If the

RD:selected prefix is not within the layer 3 VPN EGP table, then control flows to

block 421.

14



bl ock 421. 14 17 NMAY 2006 WO 03/ 044685 PCT/ 11S02/ 36832 [0048] Figure 4B is
a flow chart continuing fromthe flow chart illustrated in Fi¢ypnAY 2006
according to one enbodi nent of the invention. At block 421, the EGP
process 227 inserts RD:selected prefix into the layer 3 VPN EGP table 215.
At bl ocYAPP4UBHe network el enent updates an entry meRdHiNYBHe sel ect ed
prefix in the layer 3 VPN EGP table in accordance with the update nessage.
At block 413, the EGP process 227 inserts the selected prefix into the

associ at ed %Sﬁ’iéﬁr@lﬁ% fiPétart coﬂnuﬂ%q}ﬁ}t dhd Bow chst ilﬁ%;ra&ﬁ%;ess 227 updat es

an entry matching a selected prefix i e assocl ated context's EGP table

T oac o danREa XLl WRE B ErdEER B0R b AR ATLAME £ 0ule B O Shart Lo

processi ng”an up ssage recelved froma “provi Ui pment accordi ng

to one enhodi t_of e .invention. At Dbl EGP process 227

sel ects é’r(ffgsesﬁ? HASETS %ﬁﬁelgcu%cfpé mfé’cf@? lﬁﬁeéﬁﬁyp l\igéglt@gbeléo ,t the EGP process
227 receive updat e ssage .fromthe se] ected peer. At, block 505, the
EGP procé’&ﬁfg{;t °é%?f§g§mﬁ?@9f1%2%r%“8mr¥ W@t"é“%@e\?%lﬁa%ﬂa@émﬁ@ssage. At bl ock
507, the EGP process 227 determnes if the selected peer is configured for
the VPN layae? @E‘%’ EGinapls in gcpordpnee siith dherupdatp mepsages Anblocke i ihgured for the VPN
address famly, then at block 509 the EGP process 227 determnes if the
sel ect ed EpiPatrooesy 227inserththe selgiedipagiixgniofthe associntadicontextsFiFnble.ed with the
selected peer. If the EGP process 227 determnes that the selected prefix
i's withiétblvek 4% dei BiRprocon?2IxipdaesE@Rntrp blaching heelectabprefixoh f1 ows to
.control flows to block 415 of Figure 4B.. If the EGP process 227

det er m ne ssdvatatetionietlk EGPashiPmatioidante with thﬂh?&ﬁtéhn&d@@eaSSOCi ated context's
EGP table, then control flows to block 413 of Figure 4B. [0050] If at

bl ock 507, @b@] E{@Rrdy REVITh&Lfor gf%@giﬂg B Spdafdathestdde rebiveLkGlapeer is not
configured for the VPN address famly, then at block 511 the EGP process
2217 provider equipment according to one embodiment of the invention. At block 501,

the EGP process 227 selects a peer that is a customer equipment. At block 503, the

EGP process 227 receives an update message from the selected peer. At block 505,

the EGP process 227 selects a prefix from the received update message. At block

507, the EGP process 227 determines if the selected peer is configured for the VPN

address family. If the selected peer is not configured for the VPN address family,

then at block 509 the EGP process 227 determines if the selected prefix is in the

EGP table of the context associated with the selected peer. If the EGP process 227

determines that the selected prefix is within the associated context’s EGP table, then

control flows to control flows to block 415 of Figure 4B.. If the EGP process 227

'determines that the selected prefix is not within the associated context’s EGP table,

then control flows to block 413 of Figure 4B. |

[0050] If at block 507, the EGP process 227 determines that the selected peer is

not configured for the VPN address family, then at block 511 the EGP process 227

* determines if the selected prefix matches an entry in the layer 3 VPN EGP table 215.
i5



determnes if the selected prefix matches an entry in the layer 3 VPN EGP
table 215. 15 17 MAY 2006 WO 03/044685 PCTI US02/ 36532 If the seyeqapsd2006
prefix does not match an entry in the VPN EGP table 215, then at ock 515
the EGP process 227 inserts the select prefix into the |layer 3 VPN EGP

tabl e 213Y09¥04482% sel ected prefix matches an entry in REEYIE2 3 VPN EGP
tabl e 215, then at block 513 the EGP process 227 updates the matching
entry in accordance wth the update nessage. [0051] Figure 6 is a flow

chart f i kpment according to
one enbggfh%gﬁf&%ﬂ@%e@%y@%@nﬁ%ﬁ%ﬁ%{ﬁpﬁgfﬁittglglrgmlzségﬂ ﬁl|fh)trloocess 227 selects

AsSoci atiPale ﬁi‘%‘—@%@%ﬂ%ﬁ%@?ﬁ%@éﬁ%?%éf:gﬁfzﬁm%g%ﬁ{e@‘@ﬁ VPNEE® S0 at ed
[ VPN . 6 227
Cr oat o5 WHE Afadt Be ety plsy 5wl LB Ider S PR A 2R TRl e, 1

the EGP process 227 determ nes_at block 603 that the gssociated context is
a VPN cdﬁf&f’e’%bloc‘@ Pl the EGB|nseagss 250 gpdals theGaighing Iy InaPsoriait’  he VPN cont ext

I D of the associated VPN context to an RD. At block 613, the EGP process
227 | ocavigsthe bpdaRngspagehe VPN EGP table 215. At bl ock 615, the EGP process
227 wal ks through the VPN EGP table and select entries matching the mapped
RD. At bl of058]Figure hés HGAv pragdesgsnaaingen apdas messagafpomstempessage(s) with
prefixes of selected entries without the RD. [0052] Figure 7 is a flow
chart f QuigeB@raatirdigs arbnspebbdimemss thgénveotiona Atrbdack @81, thedifil prent accor di ng
to one enbodi nent of the invention. At block 701, the EGP process 227

sel ect's 2,de@eN7 séibctdh peek. APBlock dog, tEFGPpaAtEs 22?2 ddtetitesifithmes i f the
sel ected peer is configured for the VPN address famly. If the selected

peer is NOLy agé?;@{a{(fgt'%ﬁl%é QleclelPecYidM Aol gkt Bihd dsoctah@Roteld EGP process

227 creates an update
is not a VPN context, then at block 607, the EGP process 227 creates an update

message(s) for the associated context’s EGP table. If the EGP process 227
determines at block 603 that the associated context is a VPN context, then at block
609 the EGP process 227 maps the VPN context ID of fhe associated VPN context
to an RD. At block 613, the EGP process 227 locates the RD in the VPN EGP table
215. Atblock 615, the EGP process 227 walks through the VPN EGP table and
select entries matching the mapped RD. At block 617, the EGP process 227 creates
an update message(s) with prefixes of selected entries without the RD. '
[0052] Figure 7 is a flow chart for generating an update message for a provider
equipment according to one embodiment of the invention. At block 701, the EGP
process 227 selects a peer. At block 703, the EGP process 227 determines if the
-select-ed peer is configured for the VPN address family. If the selected péer is not
configured for the VPN address family, then the EGP process 227 creates an update

message(s) with the associated context’s EGP table at block 705. If the selected peer

i6



nmessage(s) with the associated context's EGP table at block 705. If the
sel ected peer 16 17 MAY 2006 WO 03/044685 PCTI US02/ 36832 is no{7qgpfy %@Ugi
for the VPN address famly, then the EGP process 227 wal ks through the

| ayer 3 VPN EGP table 215 to create update nmessage(s) at block 707. [0053]
Wi | e t h&"PPMAEF agrans in the Figures show a parti cul BT/ EPHIE3Hf
operations perforned by certain enbodi nents of the invention, it should be
understood that such order is exenplary (e.g., alternative enbodi ments nmay

per for m, ﬁcﬁ%ﬁgﬂmgfforttﬂeevﬁﬁ%&&Eés%ﬁiy, thed i Hdresi6aks Prrdails conbine certain of

t he oper’% ons, erformcertain of" the operations in parallel, etc.).

00541 R4 01l A BEl DAL UBIAANL00.L 08 weRTDh ar Y net vor k

el enent one ‘enb nen hvention. In Figure 8, a

control car ., hosts the | oc ont ext 2 : ontext 109A, the
VPN cont ex{“%fggé?‘lettﬁ%ho‘ﬁwlﬁ ?Efg“%%ﬁ&“%%%gf‘é@“@?%’g% EGP tabl e 215, the
configuration process 223, the | CGP prqcess 225i th? EGP process 227, and
the RI Boppwtensperforped Phcﬁf%@%@d‘%@éﬁﬁéﬂfegt‘% b4 ¥ ent i on, the Iocal
context 211, the VPN context 109A, the VPN context 109B, the context 107,
and t he updsretpodthatprehReRer isaReapRISe.2r Rkematy A EPBRHBENHNARPEOTEs 223, the | GP
process 225, the ECGP process 227, and the RIB process 229 may be hosted on
a co- pr eeess of the aperaAiShOn aalifferent ordsr,combiae pr@in EHISCPEIREPASs, t he structures
and tables of the context 107A and VPN contexts 109A and 109B may be

st or ed ?Bﬁ@nﬁ&e@tﬁﬁ@ﬁﬂﬂ@ﬁbﬂﬁorﬁﬁldﬁmlleb&t@ry coupled with the control card
801. [0055] The control card 801 is coupled with a transm ssion nedi um

cl oud 803 (o84 Figurds K)aHIQMdRigtam Mussibg tha csysglapnévsricaioneat mesh, etc.). The
transm ssion ‘mediumcloud 803 is coupled with Iine cards 807A - 807D. The

line c ar1%§ agcg);d%lg' to one embodiment of the invention. In Figure 8, a control card 801

hosts the local context 211, the VPN context 1094, the VPN context 109B, the
context 107A, and the Layer 3 VPN EGP table 215, the configuration process 223,
the IGP process 225, the EGP process 227, éncl the RIB process 229. In various
embodiments of the invention, the local context 211, the VPN context 1094, the
VPN context 109B, the context 107, and the Layer 3 VPN EGP table 215, the
configuration process 223, the IGP process 225, the EGP process 227, and the RIB
process 229 may be hosted on a co-processor, an ASIC, etc. In alternative
embodiments, the structures and tables of the context 107A and VPN contexts 109A
and 1098 may be stored on a storage device and/or memory coupled with the
éontrol card 80L.

[0055] The control card 801 is coupled with a transmission medium cloud 803
(e.g., a system bus, a mesh, a system bus and a mesh, etc.). The transmission
‘medium cloud 803 is coupled with line cards 807A - 807D. The line cards 807A ~

807D are coupled to physical interfaces 809A — 809D respectively. The network

17



807D are coupled to physical interfaces 809A - 809D respectively. The
network 17 17 MAY 2006 WO 03/ 044685 PCT/ US02/ 36832 el enent 10517 44ANVSB06
updat es nessages and transmts update nessages via the physical interfaces
805A - 805D. 440056] The control card 801 and the line cards 807A - 807D
i11ustrat¥yO%M4eE3 gure 8 includes nenories, processor LCTARFIB32AS| Cs. Such
menories include a machi ne- readabl e nediumon which is stored a set of

instructions (i.e., software) enbodying any one, or all, of the
met hodol g v RemBlshees S tNBMEs GRA RIS vic@pP! etel y or at |east
parti al Ie&%e\ﬁ/i\ﬂ i n&E ﬁ?‘gﬂiﬂrrermrfggand/ or wt hilfldat he p(réocessor and/ or ASI Cs.

For the purpes f_ Ak ification, the term "machi ne-readable nedi unt
shall b Y%‘%gﬁ‘?‘ir@"‘?sr?@fﬁaéﬁﬁy mechani smthat provides (i.e., stores and/or

transmts) information in.a farm.teadab Y 2=Yod ol .(g. 0., a computer).
For " exanpBeEgenPhest sl e B HEraReT et helmididiR it fte 2 0 P Ron )
random access nenor "RAM'), ..ma i i sk _stora medi,a,  optical storage
medi a, f1BGHdes WF‘?X B‘%ﬁsﬁc& ,antg?rezgglﬁsc §P°% BERIERImC ﬁg%%ﬁngﬂl%eal , or other
form of propagated signals .g., carrier ve infrared signals, digital
si gnal s reagpble yedigmeon W%?fto&gﬁg?%ﬁ%%?t@ﬁ%@" §°3‘3’&633 f’ﬁ“ﬁ YH# tipl e contexts
and | ayer 3 VPNs rovi des the owner of t hgﬁbpet work el ement the ability to
support auPRee, poall, g e meihadolegiesidssasioed Bgreig. eoftyarg RS '4Phan t he cost of | ayer
2 VPNs and nore efficiently than wthout nultjple contexts. The owner can
pr ovi de completsheerat lsas parallyp withigithis BRMONCAELCE ¥Ithin BIEdfPEsshE access to
contexts can be offered as a service and shifts sone admnistrative tasks
f r om t hendlet ABIds. Eputhepirpaseatihistspedificayon (et tere mrpchipesFradable ne  net wor k
el ement owner can provide layer 3 VPNs to nultiple VPN custoners (e.g.
cor por atnedisy" shalt be takenpe viudeany, mestienism thahproyidesi (bt SiUpSENd@E c. ) and backbone
access to .

transmits) information in a form readable by a machine (e.g., a computer). For

example, a machine-readable medium includes read only memory ("ROM"), random

access memory ("RAM"), magnetic disk storage media, optical storage media, flash

memory devices, electrical, optical, acoustical, or other form of propagated si gnals

(e.g., carrier waves, infrared signals, digital signals, efc.), efc.

[0057] A network element supporting muliiple contexts and layer 3 VPNs

provides the owner of the network element the ability to support VPNs for multiple

customers at a cost lower than the cost of layer 2 VPNs and more efficiently than

without multiple contexts. The owner can provide customers access to their own

context. Providing access to contexts can be offered as a service and shifts some

administrative tasks from the network element owner to it's customers. Hence, the

network element owner can provide layer 3 VPNs to multiple VPN customers (e.g.

corporations, service providers, education institutions, etc.) and backbone access to

non-VPN customers. The network element owner can serve this variety of

18



non- VPN custoners. The network el ement owner can serve this variety of 18
17 MAY 2006 WO 03/ 044685 PCT/ US02/ 36832 custoners from a si ngl £7dANOEROE
el enent while offering adm nistrative access to the network el ement
through nultiple contexts. [0058] The method and apparatus of the invention
can be pMRIVEEHS Wi th nodification and alteration w tBHTAPSOHIELpirit and
scope of the appended clains. The description is thus to be regarded as
illustrative instead of limting on the invention. 19 17 MAY 2006 CLAI M5
Ve clal Morboe® ERAIPURAL ndIBRIERLES FRHRAR GRS Aess RRIRB &1 NI NG ON

singl e ne a one provided by a network provider a

pl urali ter,x’»tvgogéﬁfgg%ﬁtﬁ@f??gfﬁ%@.ﬁ%ﬁ95'&%?590”& ng to a custoner accessing the

backbon g suffrcient information to establish a

network co i.on for the correspondj C . cess other network
el ement s oiéhgﬁfarhﬁdﬁ%gwgawuéioﬁﬁieﬁ% e%%unrcaﬁito?gg%tf&%gﬁ exts includes a -
first context for first custoner., and a second can f a second

cust onerm?ﬁ“?“?aé‘%ﬁ‘lda"cltﬁ%?ﬁo Fahip f@@‘%%c{j%ﬂ%ero%%agpee“l%ﬁ& ‘ﬁﬁ;ens'f ?{'e’st and second
contexts enable isolation of tr ffic% cessed. bet entt}efirst and
second clgsqrpHien is thys te heregary as MNstratpP quag ﬁ‘f“‘,ﬁnég’ﬂ Y€R1%y a 1 ayer 3 VPN
(virtual private network) to the first custonmer based upon information

mai ntained within the first context wi thout using information of the
second context; and
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establishing a non-VPN access to a backbone to a second custon??[ﬂgggég n
i nformati on maintained within the second context w thout using' i r Ion
of the first context. 2. The nmethod of claim|l wherein the first context

i ncl udes configuration information for the layer 3 VPN and the second
context includes configuration information for the second custoner. The

met hod of claim| wherein the first context includes routing information
for the | aygaI&8SVPN and, the second context incltudes routing information
for the second custonmer. 20 17 MAY 2006 4. The nethod of claim1 further
conpri sing i Egtggoing on the single network el ement a set of non-VPN

rel ated inf'oriation for the first customer. 5. 6. The method of clai'ml
further conpri'sing: providing a second layer 3 VPN to a third custoner;

mai nt ai ni ng, on the singl e netwédmmitd HRplem@nted inkthod Wdnfisingor the second
|l ayer 3 VPN and maintaining a single exterior gateway protocol process

tabl e for the fmaistinirgyera SnglyviRtwarkcelérant sEehmitboyesvidedBid nefwanmput er

i mpl ement ed et hod conprising:  maintaining a first set of information for
a first layer 3 VPNPavider aglurgity obeantaxés, oashleprresporelifig tosx customenf i nf or mat i on
for including a first value jdentifying the first_|layer 3 VPN, separately
mai nt ai ni ng a secon@@ﬁn&ﬁe i’i‘fﬁ‘g?%ﬁ‘"@ﬁol‘*ﬁﬁhﬁ"@éé‘éﬁﬁ”ﬂh‘}lmﬁ‘\ﬁﬂl, t he

second set of i nfor gRulaN, b &worl Sonaditidd £ RS Eub st o'l the
other network elements of the backbone, wherein the plurality of contexts
inclucies a first context for a first customer and a second context for a
second customer different than the first customer, wﬁerein the first and
second contexts enable isolation of traffic processed between the first and
| second customers in the single network efement;
establishing a layer 3 VPN (virtual pri‘-vate network) to the first customer based
upon information maintained within the first context without using
information of the second context; and
establishing a non-VPN access to a backbone to a second customer based upon
information maintained within t_hé second context without using

information of the first context.

2. | ' The method of claim I wherein
- -, the first context includes configuration information for the layer 3 VPN and

the second context includes conﬁgu_fation information for the second cﬁstomer.
3 The method of claim 1 wherein

the first context includes routing information for the layer 3 VPN and

~ the'second context inchides routing information for the second customer.

20



second layer 3 VPN, wherein the first and second sets of inforggt,
corresponds to a first and second custoners accessing a backboﬂz M%&ZOOG
mai ntained within a single network el enent of the backbone, and wherein
the first and second sets of information include sufficient information to
establish the first and second |layer 3 VPNs with other network el enents of
t he backbone for the first and second custoner respectively; associating
the first value with a first route distinguisher; associating the second
val ue withga second route di sty j a:an i Nt ai ni ng_a.si.ngl e EGP
(exterior é'at eway protocol) t%?%%ggg{ﬂae&f ?@ﬁeﬁéogprg?gﬁ%&% &°™3 VPNs.
17 MAY 200fhe EinglHiRtveRRl¢iiRht 4 SEPbBITRNVEY ré’l‘ﬁ&&‘%xﬁia%i&ﬁ Ry me%&%ét&gér.
conprising: separately maintaining a third set o I nformation ror a

non- VPN custoner, the third set of information for including a third val ue
identifying the non- VPN custoner; and maintaining a second EGP table for

t he non- VPN custoner. 8. The ckhepustlend dfojaime et comptising:of cl ai m 6 furt her
conprising: maintaining a first routing table for the first |layer 3 VPN
mai ntai ni ng a PECBHEE Aserond lpveshVENfigp thidecustomsrid | ayer 3 VPN, updating a
set entries for _the first layer 3 VPN in the sjingle EG? table, each of the
set of entries f"(‘,”é’l.gioﬂdh?ﬂ@ﬂ“?tg’?rkre&ﬂ%“ﬂﬁgﬁW&W&W&F@e3 dlaygr I he first

route distingui shervtpg,&nge first value; and indicating the napped first
val ue in comruni cati on about the updated set of entries. 9. The conputer

i npl enent ed neLPafhighe §lsRliP Ltk ,ﬂ,j)g 1S ?QE [ I ) data
structure for the sli n%l (g&EGFg3 %eggf%#&{ gtg{t;dzﬁ)s rusct?ﬁl}?gd}ittﬁéd@ggﬁega t he
associ ati on bet WeenvPNraﬁaméa,mdmrgWMi rst route distinguisher and

6. ) A computer implemented method comprising:
maintaining a first set of information for a first layer 3 VPN (virtual private
network), the first set of information for including a first value identifying
the first layer 3 VPN; |
separately maintaining a second set of information for a second layer 3 VPN, the
second set of informatioh for including a second value identifying the
second léyer 3 VPN, wherein the first and second sets of information
corresponds to a first and second customers accessing a backbone and
maiptained within a Vsingle network eleﬁlent of the backbone, and wherein
. the first and second sets of information include sufficient information to
establish the first and second layer 3 V_PNS with other neﬁork elements of
the backbone for the first and second customer respectively;
: ‘assqciaﬁng the first value with a first route dis_tingﬁ.isher; '
gssociating the second value with a second route distinguisher; and
: 7' hzaintaining a single EGP (exterior gateway protocol) table for the first and

_ second layer 3 VPNs,
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bet ween the second val ue and the second route distinguisher; a
perform ng mappi ngs between the first value and the ?irst routi9IVIAYZOOS
di stingui sher and between the second value and the second route

di stinguisher with the data structure. .22 17 MAY 2006 |10 . A
machi ne-r eadabl e medi um t hat provides instructions, which when executed by
a set of one or nore processors, cause said set of processors to perform
operations conprising: nmaintaining a set of information for a first layer 3

2 i1t varue | dent |ty igorRuer lgmensEedSd ofbiaieh o BrRR i i ng 0
d set of i ' : : PNt t of
nf ormati on 1 or PRel i g ale AaREEaR ER el o Mop IRLoSEERTE T

i nformation for Seco | ayer 3

VPN, ‘wherein the firfid s0f 28ERRESRE McRiding RETPALORent PG SRS 10 a
first and second custoners accessing a backbone and. nmainhtained within a

si ngl e networ k el en&VtN ofstdnliee; dsdckbone, and wherein the first and second
sets of information include sufficient information to establish the first
and second | aydnaigtantmgs sgeond ESfheblefert the nén-¥Phimestomenf  t he backbone for
the first and second custoner respectively, associating the first val ue
with a RD (first route distinguisher); associating the second value with a

gocond R MU nLal 1 gyl g el LS ST LRLT AR 1S e een (e
RO 20 T 0 2 85, BV B R NI 0L 0001 bl T e
io further CONMBLRAiRYs a second routing table for the second layer 3 VPN;
updating a set entries for the first layer 3 VPN in the single EGP table, each of the
set of entries indicating the first route distinguisher;
mapping the first route distinguisher to the first value; and
indicating the mapped first value in communication about the updated_ set of

enfries.

9. The computer implemented method of claim 6 further comprising:

- majntaining a data structure for thé single EGP table, the data structure indicatiﬁg
the association between first value and the first route distinguisher and
between the second value and the s@nd route distinguisher; and

: perférming mappings between the first value and the first route distinguisher and
between the second value and the second foute distinguisher with the data

‘ ‘ structure.
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separately maintaining a third set of information for a non-VPL\rl @%6
the third set of information for including a third val ue identi

non- VPN custoner; and maintaining a second EGP table for the non-VPN
custoner. 17 MAY 2006 12:. The machi ne-readabl e nediumof claiml| 0 wherein
t he mappings are perforned for conmunications about the single EGP table.

13. A machi'(pe-rea'dabl e nedi um,t -provides iastructions,. which when
4 ARl 2 agf??“@é{’& Ehégglg?’ HISICAIONS, s cessor s

executed by a set of one or nbre process

f . nbr'e pr OCESSors, | |
o Perl of MRt ARSI e oPRbANALAR, Bltsdus ALERRELURL L of cmont

of a backbone provided by a network pr urality cont exts, each
cor r espondperfprinmperationss comprisingccessi ng t he backbone, each context having
sufficient information to establish a network connection for the
correspondi ng cistineg 2 st aliofsmatiat foea fine layer KVENE Viraiab piofatd fewbikg,kbone,
wherein the pluralit f contexts _includes a first context for a first
cust oner and a secoﬁ%eg‘éﬁ”ﬂeb&ffmfoﬁma@nfgemhdingasﬂrﬂrvaiuedﬂehﬁ@ﬁmeﬁMn t he ,
first custonmer, wherein {!{ji-" first and second contexts enabl e isolation of
traffic processed b&E® ﬁhe first and second customers in the single

t k el ' kshi I . VPN (.vi .t ual i, vat k) t
he 11 st cust S o aeirilnR s SeorBeral mfiraton e deetotbnr & ARLR (4 °
O ot ot Lout (US! Sond B OF Rl Plor HUFARE SRR AL Xl B8 2P| ST O

a non-VPN access to a backbone to a secon ust oner pase i nformati on

mai nt ai ned wi thin tfeomHemid VN vidreil TR anl $4c08d bl OFiTRLLAROf the first
context. 14, -l > corresponds fo a first and second customers accessing a backbone and
maintained within a single network element of the backbone, and wherein
the first and second sets of information include sufficient information to
establish the first and second layer 3 VPNs with other network elements of
the backbone for the first and second customer respectively;

associating the first value with a RD (first route distinguisher);

associating the second value with a second Rb;

maintaining a data structure to perform mappings between the first value and the

first RD and between the second value and the second RD; and
maintaining a single exterior EGP (gateway protocol) table for the first and
" second layer 3 VPNs.

2 1. o The machine-readable medium of claim10 further comprising:
- separately maintaining a third set of information for a 1non-VPN customer, the
- third set of information for including a third ;ralue identifying tﬁe non-
VPN custorner; and | '

: 'maintaining a second EGP table for the non-VPN customer.
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The machi ne-readabl e nmedi um of claim 13 wherein the first contgxt,a
configuration information for the layer 3 VPN and the second ciZtMﬁWb%
i ncludes configuration information for the second custoner. The

machi ne-readabl e medi um of claim 13 wherein 24 17 MAY 2006 the first
context includes routing information for the layer 3 VPN and the second

context inghudes routimw %%ﬁf%%'ﬁép&l%oc : e%e%&genrg%v;ﬂhéq%'are-rhe

. . - .
machi ne-readabl e medi umof claim rirsing. pr ng a second

| ayer 3 VPedfeiuid EichfinfRbGeR 2bothdGRAUOEGE (k. t he singl e network el-enment
a third context for the second layer 3 ~ VPN and maintaining a single

exterior gateway protocol process table for the first layer 3 VPN and the
second layer 3 VPN. 17 . A nmchi ne-readabl e medi umthat provides

i nstructi oby, which when exedutaslidsyealabletmedfunothet provider iestprctiosssor s,
cause said sef of processors to performoperations conprising: naintaining
a first seW W%ﬁ'f‘ srasuted byia sesiof gne pymere|pragessors, oaps¢ Said set ofprogassorstoe
network), thg set o{iﬁknfornat ion for including a first value identifying
the firstPTSYEPPTNBRCOURNHPSEt el y nmintaining a second set of information

f d | . VPN, foinf at i i ncl udi ¢ d
val ue §dent i 1y habtatind e shlife n ORGPy P PRRR BRI e cond
sets of informati On?ﬁ)‘?{cfe?§8ﬁm%rof&n?cx&', fa%ﬁ cm\,\géﬁr -%r}ger?ecd%?&%gpr S accessing

a backbone and maintained wthin a single net t he backbone,:
and wherein the fir sdcesig (bEGRRBoREERh @bntbthaviHR hiffBiehtiaforsdatdutbf 1 ci ent

information to establish the
- establish a network connection for the corresponding customer to access
other network elements of the backbone, wherein the plurality of contexts
includes a first context for a first customer and a second context for a
second customer different than the first customer, wherein the first and
“second contexts enable isolation of traffic processed between the first and
second customers in the single network element;
establishing a layer 3 VPN (virtual private network) to the first customer based
* upon information maintained within the first context without using
information of the second context; and _
establishing aAnon-VPN access to a backbone to a second customer based upon
_ information méintained within the second context without uéing

information_of the first context.
T4, . The machine-readable medium of claim 13 wherein
the first context includes configuration information for the layer 3 VPN and

the second context includes configuration information for the second customer.

‘15 o C . The machine-readable medium of claim 1 _3'Whef§in"



first and second layer 3 VPNs with other network el enents of t
for the first and second custoner respectively; associating thi?fM?@:me

with a first route distinguisher, associating the second value with a
second route distinguishes and 25 17 MAY 2006 mai ntaining a single EGP
(exterior gateway protocol) table for the first and second |ayer 3 VPNs.

8. The machine- ieaialbb@eXMAlE Shurnh bbbl Fr i Lo TVAN Al separatel y
on T1or

maintaining a third set of informati a non- custoner, the third

set of infor mat ihesedond tatdéxd gnotudeRioutiny Aifsimatistefsr ioseathdidifonan- VPN
custoner; and maintaining a second EGP table for the non-VPN custoner. 19 :

The machi ne-readabl e medium of claim 17 further conprising: maintaining a

first routH:g table for the first layer 3 VPN, maintaining a second routing
tabl e for the second | ayer 3 Vinnmaghieraicadagleaneiivm eficlpinel? fugthert he fi r st

| ayer 3 VP nilr}ith_e single EGP table, each of the set of entries indicating
the first FOULEH sti ngui sher; mapping the first nmute distinguisher to the

first value; ang. Jj:ndi ed f.iyst value in comunication about

t he updat ed se[]g%‘lbm%% “oggla%%@ﬂp{? aﬁ‘?"éf"i’f‘ﬁttgﬂ"ieﬁe-readabl e medi um of claim
17 further conpkdishiifiy oAHBAGAHE] - e shnal e EGP
table, the data struc Sre ir‘%cgﬁﬂﬁg&%ﬁég%}sﬂ?gﬁ% f%’gihgesﬁ%gfkay%?st val ue

and the first routevENs&igngui sher and between the second val ue and the
second route distinguisher; and perform ng mappi ngs between the first val ue

and the first meinfanidg s singlpiexedtior ganday fr6torsl proceRiaaisie fsiike Nai eerand t he

second nute distingui sher with the data
'N and the second layer 3 VPN.

1'_7 . A machine-readable medium that prevides instructions,
which when executed by a set of one or more processors, cause said set of processors to
perform operations comprising;

maintaining a first set of information for a first layer 3 VPN (virfual private
| - network), the set of information for including a first value identifying the
first layer 3 VPN;
: st;parately maintaining a second set of information for a second layer 3 VPN, the
~ second set of information ipcluding a second value identifying the second
layer 3 VPN, wherein the first and second sets of infor:ﬁation corresponds
to a first and second customers accessing a backbone and maintained |
within a single network element of the backbone, and wherein the first and
second sets of information include sufficient information to establish the
- first and second layer 3 VPNs with other network elements of the
backbone for the__ﬁist and second customer respectively; |
aséociaﬁng the first value with a first route disﬁuguisﬁer;

" associating the second value with a second route distinguisher; and
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structure. 26

maintaining a single EGP (exterior gateway protocol) table for the first and

second layer 3 VPN,

18  ‘The machine-readable medium of claim17 - further comprising;
separately maintéining a third set of information for a non-VPN customer, the
third set of information including a third value identifying the non-VPN

customer; and

maintaining a second EGP table for the non-VPN customer.

19, The machinc-readable medium of claim 7 further comprising:
maintaining a first routing table for the first layer 3 VPN;
majntaining a second routing table for the second layer 3 VPN;
updating a set entries for the first layer 3 VPN in the single EGP table, each of the
set of entries indicating the first route distinguisher;
mapping the first route distinguisher to the first value; and

indicating the mapped first value in communication about the updated set of

enlries,

; 20. © ' The machine-readable medium of claim 17further comprising:
' maintaining a data structure for the single EGP table, the data structure indicating .
- the association between first value and the first route distingnisher and
between the second value and the second route distinguisher; and
performing mappings between the first value and the first route distinguisher and

between the second value and the second route distinguisher with the data

structure.
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