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AUDIO DATA PLAYBACK MANAGEMENT SYSTEM AND METHOD WITH EDITING
APPARATUS AND RECORDING MEDIUM

 DESCRIPTION

MANAGEMENT APPARATUS, EDITING APPARATUS, RECCRDING MEDIUM,
METHOD, AND AUDIO DATA PLAYBACK MANAGEMENT SYSTEM INCLUDING
MANAGEMENT APPARATUS, EDITING APPARATUS, AND RECORDING MEDIUM

FIELD OF THE INVENTION

The present invention relates to an audio data pla.yback
management system that includes a recording medium, an editiné
apparatus, .and a management apparatus of managing protected
contents that are copyrighted audio data. . More particularly,
the present invention relates to an improvement in the editing

of audio data in a-recording medium by an editing apparatus.

BACKGROUND- OF THE INVENTION

In recent years, various copyright protection
techniques for copyrighted digital audio materials have been
_est;ablished by SDMI (Secure Digital Music Initiative).
According to the SDMI, copyrighted digital audio materials
are converted into SDMI prdtected contents and are transmitted
-through the Internet. The SDMI protected contents are audio
data that is protected against fraud and illegal playback by
third part:i:es, and the playback of the SDMI protected contents
is managed by the audio data playback management system. Once
copyrighted digital audio materials are converted into SDMI

protected contents, only devices compliant with the SDMI can
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:play back the SDMI protected contents. That is, devices that
are not compliant with the SDMI c.:anr.lotlplay.back, let éione
copy, the SDMI protected c'on'te,nts'. Therefore, a special process
called check-out needs to be performed to convert the SDMI
5 protected contents into playable audio data. Check-out is
performed by the stated management apparatus in the audio data
playback management sysfem. " After obta‘.ining_ an SDMI iarotected
content via a netWork, the management apparatus performs
check-out to convert the SDMI protected content into.playable
10 audio data, and records the audio Idata in a recording; medium,.
‘such as a semiconductor memory card storing unique -
identification information. A playback apparatus plays back
the audio. déta in the recording medium.
The number of ﬁime'sf cﬁeck;oﬁt L_can be performed (the
15 number of permitted check—oﬁts) is limited to a predétermined
number, éuch as one, twb, or three.  Therefore, once check-out
has been performed the number of permitted_ check-outs, the
management apparatus prohibits further check-out and waits
for check—-in to be performed on the audio data in the recording
20* medium. Check-in refers to a process of returning audio data,

.which has been set in a playable state, into a non-playable

state. If check-in is performed on an SDMI protected content-

whose check—-out is currentlyprohibited, the number of permitted
check-outs for the SDMI protected content is incremented and
25 check-out of the SDMI protected content becomes possible again.

To properly perform check-in, the inanagement apparatus
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needstoJudgewhetheraudlodatatobecheckedlnfromarecordlng'
medium is the same as that the management apparatus prev:.ously
checked out to the recording medium. However, there is no
conventional technique that uses an information system of
managingcheck—outoperatiqnsperformedbydevices. .Asaresult,
there may'be cases wheie cheek-in is pe:formed improperly on
audio data in recording media. To solve this problem,
techniques are recently propesed that manage check-out
operatidnsusingidentificationinformationstoredinrecording
media. The followingisadescriptionofhowthe correspondence
between audio data is judged using the identification
information in recording media. When check-out is performed
té convert an SDMI protected content into playable au"dio.da'ta,
the management apparatus_aSSighs identification information
(called a "track ID") to the audio data. Theaﬁdiddataassignéd'
the track ID is managed as a track in a recording.medium.
The"management apparatus then reads unique identification
1nformatlon (called a "media ID") from the recordlng medium
and holds a pair of the track ID and the media ID as check-out
hlstory information.

If being instructed to check in the track recorded
in the recording medium afterward, the management apparatus
reads the media ID unique to.the i‘ecerding mediuhl and the track
ID.aesigned to the SDMI protected content from the recording
medium and judges whether the palr of the read IDs matches |

the check-out history 1nformatlon If the judgement result
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is,affirmative, the management apparatus detepmines thatvthg
tracktobecheckedinisaudiodatathatthemanagementappa:atus
previouslycheékedout. In this case, the management apparatus
sets the_traék ina noh-playable state and increments the number
of permitted check-outs for.the SDMI protected content. If
the judgement result is negative, check-in is not performed
on the SDMI protectéd content.

With this technique, however, the management apparatus
can properly perform cheqk-—in on a track recorded in a _recordin{:; _
medium only if the correspondence between the track and an_i
SDMI protected content is pot éhanged. That is, if the track.
recorded in the recording medium has been edited and the
correspondence between the track and the SDMI protected content.
is changed, the correspondénce between the track and the SDMI.
protected content cannot be detected by reférring the check-out:
history information described above. For instance, if the
track in the recording medium is divided and a new track is
generated, the new track is assigned a new frack ID. Iﬁ this
case, even if the management apparatus attempts to _chéck ;'.n
the new track in the. recording medium, it is judged that a
pair of the track ID of the original track and the media ID
of the recording medium matchgs the check-out history
infbrmation and only the original.traék is set in a non-playable
state. That.is, it is.judged that a pair of the new track
ID and the media ID does not match the chéck—out history

information, so that the new track assigned the new track ID
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is left in the recording medium as playable audio data. This
makes it possible for an ill-intéﬁtioned user to illegally
increment the number of permitted check-outs for the SDMI
protected content. Therefore, there may be cases where-the
copyright to the SDMI protected content is infringed.

As described abové, if atrack checked out to a recording
mediumhas been edited, the corlrespondence between tracksbefore
and after the editing cannot be detected properly. Asa result,
an audio data playback management system conventionally needs
to be produced according to one of (1) a specification where
"check-in of tracks from recording media is allowed but the
editing of the tracks is prohibited" and (2) a specification
where "check-in of tracks from recording media is prohibi't-ed
but the editing of the tracks is allowed". This imposes

inconvenience on users with considerable frequency.

.DISCLOSURE OF THE INVENTION

The first object of the p&esent invention is to provide
an audio data playback management system that properly performs
check-in on audio data in a recording medium even if the audio
data has' been 'e"dited.

The second object of the present invention is to provide
a recording medium having an information system that allows
a management apparatus to uniquely identify each session called
chéck—out. |

The stated first object is achieved by an audio data
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playback management system including: a recording medium; a
manaéement ap;')arai_:us that stores a permitted number, performs
a qheck—out operation by (_a) writing a first audio object with
a first piece of identification information into the recording
medium and (b) decrementing the permitted number, and performs
a check-in operétion by setting the first and_io object in the
recording medium in a non-playable state and incrementing the
permitted number; and an editing apparatus that (c) edits the
first audio object to obtain a second audio object and (d)’
writes the second audio object with a seqond piece of
identification information into the recording medium, the
second piece of identification infnrmation having an
eqnivalenc_e relation with the first piece of identification:

information, where the managem_ent-apparafu_s performs a check-in .

- operation on the second audioobject correSpond_ing to the second

piece of identification information. This construction
prevents a situation where although the second audio object
obtained by the editing of a content remains in the recording

medium, the number of permitted check-outs for the content

is incremented. .

Here, the editing by the editing apparatus is adivision
of the first audio object to obtain the second audio object,
and the editing apparatus writes the s_econd audio object with
the second piece of identification information into nhe
recording medium. With this. cbnstrnction, the second audio

object is set in a non-playable state by a check-in operation.
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This prevents a situation where although the second audio
object obtainedby the division of the first audio object remains
in the recording medium, a corresponding number of permitted
check-outs is incremented.

Here, the management apparatus further includes: a
first object ID writing unit operable to, when the first audio
object is recdrded, write a first object ID corresponding to
the first audio object into the recordingmedium, and the editing
apparatus further includes: a second object ID writing unit
operable to, when the second audioc object is obtained, writé
a second object ID into the recording medium, the second object
ID corresponding to the second audio object and being different
fromthe first object ID, where themanagement apparatus performs
a check~-in operation on the second audio object corresponding
to the- second object ID and the second piece of identification
information. In the audio data playback management system -
having this construction, aside from content IDs, object IDs
unique to audio objects are recorded in the recording‘médium.

Therefore, the first audio object is distinguished from the
second audio object obtained by the division of the first audio
object. Thismakes it possible to perform playback and editing
operations on respective audio objects.

Here, the management apparatus (1) holds a piece of
check—-out history inforﬁxation that includes media information
unique to the recording medium and the fir’st piece of

identification information, and (2) performs a check-in
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operation on the second audio object that (i) is recorded in

-the recording medium assigned the media information in the

piece of check-out history information and (ii)corresponds
to the second piece of identification information having an
equivalence relation with the first piece of ideﬁtification
information in the piece of check-out history information.
.In the audio data playback management system having this
construction, even if the management apparatus and the editing
apparatus use two or more recording media, no confusion-is-
caused during check-in of audio objects in these recording
media.

The stated second object is achieved by a recording
medium for use in a system, the system including a management

apparatus that performs check-out operations, each check-out

operation being performed by (a) writing at least one audio

object into a recording medium and (b) decrementing a permitted

number, in the recording medium, a media ID is prestored and

-a first audio track has been recorded, the first audio track

including a first audio object and a content ID, both of which

have been written by one of the check-out operations; and the

- media ID being unique to the recording medium,.where a pair

of thé media ID and the content ID uniquely specifies one of
the check-out operations. This construction allows. the

management apparatus to uniquely specify a check-out .operaf:ion
using a pair of the media .ID and the- content ID:of an audio

object in the recordingmedium. Therefore, check-inoperations
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are properly performed on audio tracks that have been recorded

in the recording medium by check—-out operations.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows the construction of an audio data playb;ack
management system of the first embodiment;

Fig. 2 shows a layer model of an editing and playback
apparatus and a content management apparatus of the first
embodiment;

Fig. 3A shows the content of a semiconductor memory

card;

Fig. 3B shows the functional construction of the editing
and playback apparatus;
. Fig. 4 is the functional block diagram showing the -
internal construction of the content management apparatus; -
. Figs. 5A-5D show the first example of the processing
by the audio data playback management system;
Figs. 6A-6C show the first example of the processing
by the audio data playback management system;
Figs.-7A-7C show the second example of the processing
by the audio data playback management system;
Figs. 8A-8C show thé sgcond example of the processing
by the audio data playback management system;
.Fig. 9 shows the structure of the physical layer of
an SD memory card;

Fig. 10 shows the directory and file structures in
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each of a user data area and a protected area:of the SD:memory
card;

Fig. 11 shows the correspondénces between TKIs, AOB
files, and Title Key Entries;

Fig. 12 shows how AOBs in the AOB files are played
back during successive playback;

Fig. 13A shows the internal construction of a Title
Key Entry;

Fig. 13B shows the internal construction of TKI;

Fig. 14 shows how the TKIs are set when two tracks
are combined to produce a single new track;

Fig. 15 show an example in which a track is divided
into two new tracks;

Fig. 16 shows the internal construction of an editing
and playback apparatus of the second embodiment;

Fig. 17 shows the internal construction of a content

- management apparatus of the second embodiment;

Fig. 18 shows the internal construction of a secure

R/W unit;

Fig. 19 shows the internal construction of a secure
writing unit;

Fig. 20 shows the internal construction of a secure
reading unit;

Fig. ZiA shows the directory and file structures of
a local storage;

‘Fig. 21B shows an example of a distribution package
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management table;

Fig. 21C shows the example settings of numbers of
permitted check-outs; -

Fig. 21D shows an example of history information table;

Fig. 22 is a flowchart showing a check-out operation
in the second embodiment;

Fig. 23 is a flowchart showing a check-in operation
in the second embodiment;

Fig.'24 is a flowchart showing the processing by an
object dividing unit of the second embodiment; .

| Fig. 25 shows a state where the content management

apparatus obtains SDMI protecﬁed contents; .

Fig. 26 shows a state where the content management
apparatus has performed check-out operations; |

Fig. 27 shows a state where the editing and playback
apparatus edits audio tracks that have been recorded in SD
memory cards by check-out operations;

Fig. 28 shows a state where the content management
apparatus has performed check-in operations; and

Fig. 29 shows the whole of the processing in Figs.

25-28 that is performed by the content management apparatus.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

<First Embodiment>
An audio data playback management systerrl of the first

embodiment is described below with reference to the drawings.
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The audio-dataplaybackmanagement systemof the present
embodiment creates a so-called "local SDMI environment" where
a user can locally use SDMI protected contents (hereinafter
simply réferred to as "contents"). Each content is assigned
an internationally unique ISRC (International Standard
Recording Code) and is encrypted before being dealt with.
The details of the SDMI is described in "SDMI Portable Device
Specification” released June 30, 1999, and so is not described
here. It should be noted here that paragraphs below are giveh
classification numbers "{x1-x2}".

The number of digits of a classification number
represents the hierarchical depth of the item explained in
a .paragraph given: the classification number. Also, of the -
classification number given to 'a paragraph, "x1" represents
the drawing number of a drawing referred .to in the paragraph
and "x2" represents the reference number of a construction:

element explained in "the paragraph.

{1-1,2, 3}

Fig. 1 shows the construct_ion of the audio data pla-yback
management system of the present embodiment. As shown in this
drafving, the audioc data playback management system includes
a semiconductor memo.r’y card 1, in which audio data is recorded
in a playable format, an editing and playback apparatus 2 that _
edits and plays back audio data, and a content management

apparatus 3 that downloads a distribution package pl (a pair

12



10

15

20

25

- -

WO 01/67668 o : ' R PCT/US01/07429

of a content arid right management information) from a -
distribution server 4 and performs check-in and check-out on
the content according to the right management information.
A layer model of the editing and playback apparatus 2 and
the content management apparatus 3 is shown in Fig. 2. As
shown in this drawing, the editing and playback apparatus 2
includes hardware and an application program, and the content
management apparatus 3 includes hardware, a licensed compliant
module, and an application program. Note that the critical
difference between these apparatuses 2 and 3 is that the-content
management apparatus 3 includes the licensed compliant module
that is not included in the editing and playback apparatus
2. The licensed compliant module is a software module that
is capable of (15 downloading a content into the content
management apparatus 3 and mariages the downloaded content as
the original of a content used in the local SDMI environment,
(2) supplying the downloaded content to another place in. the
local SDMI environment for loéal use (performing check-out),
and (3) returning the content, which has been supplied to the
place in the local SDMI environment, to an original place in
the content management apparatus 3 (performing check-in).
The SDMI protected conté.nt included inthe distribution
package is encrypted audio data and so is not playable in the
local SDMI environment. Theencryptionkeynecessarytodecrypt
this audio data is included in the right management inforinati_on.

The right management information has been encrypted according
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toapublickeycryptosystemandis decryptedonlyby the licensed
compliantmodule. Therefore, adevice (theeditingandplayback
apparatus 2) that does not include the l:i:censed compliant module
cannot extract the encryption key from the right management
information in the local SDMI environment. Without the

encryption key, SDMI protected contents are 'non.-playable audio
datainthe local SDMI environment (notethat therightmanagement
information is decryptedbyL.CMonconditionthat a predetermined

fee is paid to a copyright holder).

{2-1} Semiconductor Memory Card 1

The semiconductor memory card 1 is a portable media
that records and carries audio data which is playable in the
local SDMI environment. In the semiconductor memory card 1,
the playable audio data is dealt with:in units of audio obj eqté-
(hereinafter simply referred to as the "AOBs"). Each AOB is -
encrypted audio data that is obtained by (a) encoding audio
data with an audio compression codec (such as MP3 (MPEGl Audio
Layer3), Dolby AC-3 (Digital audio Compression), or AAC
(Advanced Audio Coding)) and (b) encrypting the encoded audio
data using a unique encryption key. Fig. 3A shows the content
of the semiconductor memory card 1. As shown in this drawing,
the semiconductor memory card 1 is assigned unique.
identification information called a l"Media—ID‘"- and records
each audio object together with a 7-byte ‘encryption key and

playback control information corresponding to the audioobject.
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‘.The Media-ID is 8-byte identiﬁication information and is
composed of a 1-byte ID uniquely assign;ad to the manufacturer
of the semiconductor memory card 1 and a 7-byte number uniquely
assigned to the recording medium.

Each encryption key necessary to decrypt an AOB is -
recorded in an area of the semiconductor memory card 1 that
is accessible even by a device that does not include the licensed
compliant module. Because each encryption key is ‘recorded
in such an area, each audi;> object is dealt with as playable
audio data in the local SDMI environment. Each AOB is played
back using a corresponding encryption key recorded in the
semiconductor memory card 1. Therefore, each AOB in the
semiconductor memory card 1 becomes non-playable if a
corresponding encryption key in the semiconductor memorj card
1 is overwritten with different data.

'Each .set of an AOB, an encryption key, and playback
control information is called audio track (her_;einafter simply
referred to as the "track"). The editing and playback apparatus
2 performs playback and editing operations for respective tracks.

There are a;lso tracks, each of which includes a plurality
of AOB, a plurality of encryption key, and pJ_.aybaék control
information. Therefore, the Elaybac;:k control information
includes attribute information showing whether a corresponding
AOB constitutes an independent track, the firgt (or head) part
of a track, a middle part of a track; or the end part of a

track. Each AOB is assigned a unique AOB-ID that is a number
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between 001 and 999, and is uniquely identified with the AOB-ID
in the semiconductor memor‘ylcard 1. Inaddition to the AOB-ID,
each AOB is as.s'igned a Content-ID. As described above, each
AOB is audio data corresponding to a content. Therefore, each
Content—-ID isused to distinguish an AOB generated by performing
a check-out operation on a content from an AOB generated by
performing a check-out operation on a diffefent_ content. Each
Content-ID is also used to distinguish an AOB generated by
performing a check-out operation on a content from an AOB
generated by performing another check-out operatior_l- on the
same content. Like the AOB-IDs, each Content~-ID is a number
between 001 and 999. Each pair of a Media-ID and a Content-ID
specifies one of check-out operations performed by the content
management apparatus 3. Also, tracks recorded in the .
semiconductor memory card 1 are distinguished from each other
with unique identification information (called track IDs) -
assigned to the tracks. _ In this embodiment, alphabets "A,
B, C, D, ..." are used as track IDs and tfacks assigned the

track IDs "A, B, C; D, ..." are referred to as "Track.A, Track.B,

Track.C, Track.D, ...".

{3-2} Editing and Playback Apparatus 2 -

The editing and playback apparatus 2 is a portable
editing apparatus having a playback function. - That is, the
editirig and playback apparatus 2 receives tracks from the

licensed compliant module in the content management apparatus
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'3 via the semiconductor memory card 1, and plays back and edits
the tracks.~rFig. 3B shows the functional construction of the
editing and playback ééparétus 2. As shown in this drawing,
the editling and playback apparatus 2 includes a user interface

unit 10, an object playback unit 11, an object dividing unit

12, and an object combining unit 13.

{3-10} User Interface Unit 10

The user interface unit 10 includes a display that’
displays a list of tracks recorded in the semiconductor memory
card 1, a jog dial, and various keys. With this construction,
the user interface unit 10 provides an operator with various
information and receives various instructions from the -

operator.

{3-11} Object -Playback Unit 11

If the user interface 10 receives a request to play

back AOBs, the object playback unit 11 obtains the AOBs and

corresponding encryption keys, decrypts the AOBs using the
encryption keys, and plays back the deerypted AOBs. On the
other hand, if the user interface 10 receives a request to
perform trick play, such as forquard quick scan or reverse quick
scan, on AOBs, the object playback unit 11 performs the trick

play by referring to the playback control information.

{3-12} Object Dividing Unit 12
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-The object- dividing unit 12 divides -t.racks specified
by the operdtor. .Ilf..---'t-he_-operator inputs _aj'n--instruction to
divide a track, th_'ez'object dividing unit}.- 12 sets an editing
point for the tracktaccording to the operét,ibn of the jog dial
by the operator. Theeditingpoint is exp-re,_',s,sj.ed usingarelative
time that is detemined with reference to the start of a
corresponding AOB. After the setting of the editing point,
the 'editing and playback apparatus 2 divides the AOB at the
editing point into two parts. During this operation, ‘the
editing and playback apparatus 2 assigns a Content-ID and AOB-ID

that are the same as those of the original'- AOB to the former

part between the start of the AOB to the editing point. ‘Also,

the editing and playback apparatus 2 assigh's a Content-ID that

"is the same as that of the original AOB and a new AOB-ID to

the latter part between the editing point and the end of the

AOB. After the new AOB—ID is assigned to an AOB corresponding
tothe latterpart, the edit.ing andplayback appar'atu_s 2generates
playback control infdrmation and an encryption key

corresponding to the new AOB-ID and reco'r;d's the information
and key in the semiconductor memory card 1. The: AOB assigned

the new AOB-ID is managed as one track together with the

- corresponding playbé.ck control information and encryption key

in the semiconductormemorycardl. Inthismanner, thedivision

of tracks specified :by the operator is performed.

(12.i) Tt shouldbe notedhere that although assigned an AOB-ID
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different from thatcaf the original AOB, the new AOB generatec.i
by the division of the original track is assigned a Content-ID
that is the same as that of the original AOB. That is, although’
different AOB-IDs are assigned to the AOBs corresponding to
the former part and the latter part of the original ROB, the
same Content-ID is assigned to these AOBs. Therefore, if it
is requested to berform check-in on these AOBs, the content
management apparatus 3 instantly recognizes that these AOBs

are generated by dividing the original AOB.

{3-13} Object Combining Unit 13

The object combining unit 13 combines tracks according
to an operator's instruction received by the user interface
unit 10. If two AOBs are recorded in the semiconductor memory .
card 1 and the user interface unit 10 receives an operator's
instruction to combine these AOBs, the object combining unit
13 updates the attribute information included in the playback

control information in corresponding tracks to show that one

.of these AOBs is the former part of a track and the other of .

these AOBs is the latter part of the track. In this manner,

. the object combining unit 13 combines two tracks into a single

track.

{4-3} Content Management Apparatus 3
The content management apparatus 3 isapersonal computer

including hardware compliant with the SDMI, an application
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programcompliantwith the SDMI, and a licensed compliant module
functioningasaninterfacebetweenthehardWéreandapplication
program. Fig. 4 is:ﬁhe functional block diégram showing the
construction of the §ontent management ap?ératus 3 quipped
with the licensed co,_mpliant module. As shown in this drawing,
the content managemént apparatus 3 includés a local storage
20, a user interface unit 21, a-;heck—out?ﬁﬁit 22, an AOB~ID
assigningunit 23, a Content-ID assigning.un'n_','t:24 , and a check-in

unit 25.

{4-20} Local Storage 20

The local storage 20 is an internal disk apparatus
that stores a-plurality-of distribution férmats. Each
distribution format is the format for dis#:ibuting an SDMI .
protécted content yia.a network such as the Internet. The -
right management information of each distribution.format..~
includesvariousdata,suchastheencryptioﬁkeyusedtoencrypt
a cor.t"esponding content and the number of -pe_f:_hitted check-outs
corresponding to.the content, that must nét be manipulated

by -a user.

{4-21} User Interface Unit 21

The.user interface unit 21 includes a display that.

displays a list of contents stored in the.local storage.20
and a pointing device such as a combination of a keyboard and

a mouse. With this éonstruction, the user interface unit 21

20
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displays various ififormation for the operator and receives

various instructions from the operator.

{4-22} Check-Out Unit 22

The check-out unit 22 converts contents stored in the
local storage 20 into AOBs and records the AOBs in the
semiconductor memory card 1. More specifically, if the
semiconductor memory card 1 is connected to the content
management apparatus 3 and the operator selects a content to
be checked out, the check-out unit 22 judges whether the_playback.
time of the s_elected content exceeds a predetermined length

of time.

(22.i) The check—-out unit 22 makes this judgement to suppress
the size of playbacl_c control information corresponding to the
AOB (the selected content). The reason for this is as follows.
The playback control information includes a time map table
showing a plurality of entry points that are referred to when
the editing and playback apparatus 2 intermittently reads an
AOB at intervals of two seconds. The shorter the playback
time of an AOB, the smaller the number of entry points becomes.
Therefore, the size of the time map table is reduced. On
the other hand, the.longer the -pla'yback'time of an AOB, the
larger the number .oflentry points becomes. Therefore, the
size of the time map table is increased. ' Because the time-

map table, which is referred to by the editing and playback
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apparatus 2 during forward quick scan or reverse quick scan,

is resident in a memory, it is desirable t_hé.t the size of the

"time map table is reduced to make the most effective use of

the limited capacity of the memory.

(22.ii) For the reason described above, the check-out unit

22 judges whether the playback time of the AOB to be recorded
in the semiconductor memory card 1 exceeds the predetermined
length of time prior to the check-out of the selected content. .
If the judgement result is negative, the check=-out unit 22
records audio data corresponding to the selected content as

asingle AOBinthe semiconductormemorycardl. If thejudgement

‘result is affirmative, the check-out unit 22 divides the -
“corresponding audio-data into a plurality of AOBs and records
“the AOBs in the semiconductor memory card 1. In this manner,

-even if the playback time of the original content exceeds the.

pi‘edetermin_ed length of time, the playback time of each AOB .
obtained by dividing the original content doés not exceed the
predetermined length of time. Therefore, the size of a time.
map table corresponding to each obtained AOB can be suppressed.
After recording an'AOB, the check-out unit 22 records an
encryption key and playback control information corresponding
to the selected content in the semiconductor memory card 1
so6 that the AOB is associated with the encryption key and playback
control information. As a result, even if a content is divided

into a plurality of AOBs, the AOBs form a single track with

22




10

15

20

25

WO 01/67668 PCT/US01/67429

the AOB-IDassigningunit 23 selects three discontinuous numbers

{(such as 003, 0_0,5_',_ 'ﬂé:.nd 011) from the-unaésig_ned numbers 003,
005, and 011-999 and assigns the selected numbers to the AOBs.

{4-24} Content-ID Assigning Unit 24

The Content-~ID assigning unit 24 assigns a Content-ID
to each AOB generatedbydividing a content before each generated
AOB is. recorded in the semiconductor memory card 1. Like the
AOB-ID assigning unit 23, the Content-ID assigniné unit 24
checks which ones of numbers 001-999 that are available as .
Content-IDs have already been assigned in the semiconductor -
memory card 1. As a result of this operation, the Content-ID
assigning unit 24 finds how Content-IDs are currently assigned_
in the semiconductor memory card 1. For instance, the.
Content-ID assigning unit 24 finds _that numbers 001-005 have

already been assigned and numbers 006-999 are unassigned.

(24.1) After finding how Content-IDs are currently assigned,

the Content-ID assigning unit 24 selects one of the unassigned

numbers and assigns the selected num]:n)er toeachAOB corresponding
to a content tobe recorded. If numbers 006-3393are unassigned,
for inétance, the Content~ID assigning unit 24 selects a number
006 as a Content-ID and assigns the selected number to each
AOB. Also,.if discontinuous numbers 002, 004, and 006 have
already been assigned to AOBs and so discontinuous numbers

003, 005, and 007-999 remain unassigned, for instance, the
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corresponding playback control information and 'e'nc'ryption keys
in £he semiconductor znemory cardl. This 'maintains a one-to-one
correspondence betwsen a content stored :Ln the content

management apparatus 3 and a track recorded:::'g.n the semiconductor
memory card 1, regardless: of whether the :'éontent is recorded

as a single AOB or a plurality of AOBs.

{4-23} ROB-ID Assigning Unit 23

The AOB-ID assigning unit 23 assigns an AOB-ID thaﬁ'. _
isunique-inthe semidonduétor memory card 1 to each AOBgenerated
froma contént prior to the rscord'ing of the AOB . The procedure
for assigning an AOB-ID to each AOB to bs recorded is described

in detail below. Tne" AOB-1ID assigning unit'2'3" checks which

' ones of nuinbers 001-999 that are availabl'é as AOB-IDs have

already been assigned in the semiconductor memory card 1.

' As a result of this operation, the AOB—ID"a’ssigning unit 23 -

finds, for instance, that seven AOBs are stored in the
semiconductor memory card 1 and AOB-IDs 005(—007 are assigned
to these AOBs. The AOB-ID assigning unit 23 then selects one
of the unassigned numbers 008-999 and assigns an AOB-ID (the
selected number) to the AQB to bé recorded 1n the semiconductor
memory card 1. If alcontent to be recofd_ed corresponds to
three AOBs, the AOB~ID assigning unit 23 sel"_lectS three numbers
008, 009, and 010 from the unassigned numbers 008~999 and assigns
the selected numbers to the AOBs. If numbers 001, 002, 004,

and 006-010 have already been assigned to AOBs in this case,
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Con'teni:-ID ass:.gnlng unit 24 selectsa nmﬂb_%ﬁp°3 as aContent~ID
and assigns the se.J-.-.ected number to each AOE ‘corresponding to
the content. It should be noted here that the critical
difference between Content-IDs and AOB-IDs is that even if
a plurality of AOBs should be recorded, the same Content~ID
is assigned to the AOBs. That is, even if a.plurality of AOBs
are generated from the same content, the same Content-~ID is
assigned to the plurality of AOBs. After the Content-ID
assigning unit 24 assigns a Content-ID to each AOB that should
be recorded, the éontent management apparatus 3 reads the
Media-ID from the semiconductor memory card 1 and stores a
pair of the read Media-ID and the assigned Content-ID in the
local storage 20 as history information. By referringto pairs
of Content-IDs and Media—-IDs, the content management apparatus
3 detects the correspondences between contents in the
semicondgctor memoxry card 1 and those in the local storage

20, and finds how Content-IDs are assigned.

(24.ii) BecauseContent-IDs areassigned inthemanner described
above, the following things can be said in the case where the
same content is to be checked out to the same semiconductor
memory card twice. Suppose thaf_ numbers 001-005 have already
been assigned and it is requested to check out a content.

In this case, an assigned number 006 is selected and is assigned
to each AOB corresponding to the dontent. When it is requested’

to check out the same content again, a number 007 is selected
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from unassigned: numbers 007~999 and'is assigned to each AOB
corresponding to the content. Therefore, in the case where
the same content is checked out twice and two sets of AOBs

corresponding to the content are stored in the semiconductor

memory card 1, these sets of AOBs are respectively assigned

Content-IDs 006 and 007. This makes it possible to distinguish
between these two sets of AOBs in the semiconductor memory

card 1.

{4-25} Check-In Unit 25

If the content management apparatus 3 is connected
to the semiconductor memory card 1 and is requested to check
in a content from the semiconductor memory card 1, the check-in

unit 25 reads the Media-ID and a Content-ID assigned to each

AOB corresponding to the content from the semiconductor memory

card 1. The check-in unit 25 then judges whether the history
information in the local storage 20 includes a pair of aMedia-ID
and a Content-ID that are the same as those read from the
semiconductor memory card 1. If the judgement res_ult is
affirmative, the check-in unit 25 sets each AOB assigned the
Content-ID in a non-playable state. As a result, even if there
are a plurality of AOBs assigned the same Content-ID in the
semiconductor memory card 1, all of these AOBs are set in a
non-playable state. This is because although being dealt with
as independent AOBs in the semiconductor memory card 1, all

of these AOBs correspond to the same content. and should be
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set in a non—playque state by a check-in_operation. ‘After
performing check-i;;to set each AOB assigﬁed the Content-ID
in a non-playable state, the check-in unit 25 increments a

corresponding number of permitted check-outs énd deletes the
pair of theMedia-IDandContent-ID fromthehistoryinformation.
As a result, the content returns to a state before the check-out
operation and it becomes possible to check out the content

again. Even if AOBs assigned the same Content-ID are divided
or combined with othe;'AOBs by an editing operation, the AOBs
return to the original state and are set in a non-playable

state.

The internal construction of the content management
apparatus 3 has been described above. Next, the Content-ID,
AOB-ID, and ISRC given to a content are compared with each
other.. .

The AOB-ID is the same as the Conteﬁt—ID in that these
IDs are selected from numbers unassigned in the semiconductor
memory cﬁrd 1. |

If.a plurality of AOBs are generated from a content
and are stored in the semiconductor memory card 1, the AOBs
are assigned different AOB-IDs but are assigned the same
Content~ID. Also, if-'a single AOB stored in the semiconductor
memory card 1 is divided into a plurality of AOBs, these AOBs
are assigned different AOB-IDs but are assigned the same
Content-ID.

- As described above, AOB~IDs and Content-IDs differ
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from each other in sameness before and after the division of
AOBs. That is, although the sameness of AOB-IDs is not
maintained after the division of an AOB, the sameness of
Content-IDs is maintained even after the division.

- Like Content-IDs, the sameness of ISRCs is maintained
before and after the divisioh of AOBs. This is because each
ISRC is an international identification information used to
identify a content and is not.changed regardless of how AOBs
are combinedanddivided. Asa resuit, if the content management.
apparatus 3 performs cﬁeck—out.on the same content twice, the.
ISRC of each AOB recorded by the latter check-out operation.
is not changed from that of each AOB recorded by the former:
check-out operation. This makes it impossible that the. AOBs
are distinguished from each other merely by referring to the.
ISRCs. However, as described above, if check-out is performed
on the same content twice and two sets of AOBs corresponding
to the content are recorded in the semiconductor memory card
1, different Content~IDs are assigned to th;se éets of AOBs.
‘Therefore, if it is requested to check in the content from

the semiconductor memory card 1, the check-in unit 25 sets

‘each AOB recorded by the former check-out .operation in:a

non-playable state and leaves each AOB recorded by the latter
check-out operation in a playable state.

As described aboﬁe, unlike AOB~IDs and ISRCs,
Content~IDs uniquely specify AOBs checked out to the

semiconductor memory card 1.
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The first example of the processing by the audio data
playback management system having the stated construction is
described below with reference to Figs. 5A-5D and 6A-6C. These
drawiﬁgs show the outline of the processing by the audio data
playback management system in the first example. Fig. 5A shows
an initial state where the content management apparatus 3 stores
a content and a corresponding number c_of permitted check-outs
"001”. Also, the semiconductor memory card 1 is assigned a -
Media-ID "AAl1l". It should be noted here fhat in this example,
each content corresponds to a single AOB unless otherwise '
specified. If the content management apparatus 3 receives
an operator's request to performcheck-out on the content stored
inthelocal storage 20 under this condition, the AOB-IDassigning
unit 23 assigns an AOB-ID "001" to aﬁ AOB that should be stored
and the Content-1ID assigning unit 24 assigns a Content-ID "001"
to the AOB, as shown by the arrow @ in Fig. 5B. -The AOB assigned
the AOB-ID "001" is identified as "AOBOO1" in the semiconductoz;
memory card 1 Following this, as shown kby the arrow @ in
Fig. 5B, the content is recorded in the semiconductor memory
card 1 as an AOB. At the same _-time, an encryption key and
playback control information cor_responding tothe AOB are stored
in the semiconductor memory cérd 1. In this manner, Track.A
is recorded in the semiconductor memory card 1.

Then, as shown by the arrow ® in Fig. 5B, the Content-ID
assigningunit é4 reads the Media-ID"AA1" fromthe semiconductor

memory card 1 and stores a paired Media-ID "AA1" and Content-ID
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"'001"-as' history information in the local storage 20. Finally,
as shown by the arrow @ in Fig. 5B, the number of permitted
check-outs given by the right management information is

decremented to "000". This completes the check-out operation.
After that, as shownbythearrow® inFig. 5C, the semiconductor
merhory card 1 is ejected from the content Iﬁanagement apparatus
3 and is connected to the editing and playback apparatus 2.

Fig. 5D shows a state where an AOB recorded in the-

semiconductor memory card 1 is divided into two AOBs by th:e
editing and playback apparatus 2. As shown in this drawing,.

the object dividing unit 12 sets an editing point for the AOB

to divide the AOB into two AOBs. As shown by the arrow @ in

o ‘Fig. 6A, after the AOB is divided and a new AOB is generated,

. an unassigned AOB-ID "002" is assigned to the new AOB. . Also,.

15

.20

25

as shown by the arrow @ in Fig. 6A, the Content-ID "001" of
the original AOB is assigned to AOB002. Following.this; an
encryption key and playback coptrol inforfnation are generated
for AOB002 and a new frack "Track.B" is obtained J.n the
semiconductor memory card 1.

Fig. 6B shows a state where a content is checked in
from the semiconductor memory card 1l. Suppose that the
semiconductor memory card 1 that stores .two AOBs obtained by
an editir_lg operation is =connec'ted to the content man.agement
apparatus .3 again (as shown by the arrow @ in Fig. 6B) and’

it is requested to perform check-in . on a content. The local

storage 20 of the content management apparatus 3 stores a paired
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Medla—ID "AALl" and Content -ID 001" as hlstory information.
‘Therefore, as shown by the arrows @, () and @ in Fig. 6B,
the check-in unit 25 detects each AOB assigned the Content-1ID
"001" shown by the history information by referring to the

Media~ID given to the semiconductor memory card 1 and the

Content-ID assigned to each AOB. Because the semiconductor
memory card 1 stores two AOBs assigned the Content-ID "001",
the check-in unit 25 sets these AOBs in a non-playable state
(as shown by the arrow® in Fig. 6C), deleteshistory informaition :
fncluding the paired Media-ID "AA1" and Content-ID "001" (as
shown by the arrow ® in Fig. 6C), and increments the number

of permitted check-outs to "001" (as shown by the arrow ®
in Fig. 6C). The first example of the processing by the audio

data playback management system has been described above. .
The second example of the processing by the audio data
playback management system is described below with reference
to Figs. 7A-7C and 8A-8C. The audio data playback management
system of this example is an advanced type of that describedl
in the first example. Figs. 7A-7C show the outline of the
processing by this audio data playback management system in
this example. Like Fig. 5A, Fig. 7A shows a state where the
content management apparatus 3 stores a content and a
corresponding number of permitted check-outs "001" and the
semiconductor memofy card 1 -'is. given a Media-ID "AAl". The
difference between Figs. 5A and'.7A is that the semiconductor

memory card 1 in Fig. 7A prestores an AOB that is assigned

31



10

15

- 20

25

WO 01/67668 - o PCT/US01/07429

.an; AOB-ID "001" and .a Content-ID "001". - Note that because
this "AOB0O01" is not an AOB checked out by thé content management
apparatus 3, the content management apparatus 3 should not
check in this AOB. Also, like inthe first example, each content
in this example cor:;esponds to a single AOB.

If the semiconductor memory card 1 is connected to
the content management apparatus 3 as shown by .the arrow @
in Fig. 7A and the content management apparatus receives an
operator's request tocheckout the content, _t_hé AOB-IDassigning

unit 23 assigns an AOB-ID "002" to an AOB to be recorded and

" the Content-ID assigning unit 24 assigns a Content-ID "002"

to the AOB, as shown by the arrow @ in Fig. 7B. Then, the

" content is converted into an AOB and is recoxded in the

semiconductor memory card 1 as shown by the arrow @ in Fig.
7B. At the same time, an encryption key and playback control
information..corresponding to the AOB are recorded in the
semiconductor memory card 1. .

In this manner, "Tr'ack. B" is reco'xtc-:iéd in Fhé.
semiconductor memory card 1. Following this, as sﬂown by the
arrow @ in Fig. 7B, the Content-ID assigning unit 24 reads
the Media—-ID "AAl1l" from the semiconductor memory card 1 and
stores the Media~ID in the local storage 20 together with the

Content-ID "002" as history information. Finally, as shown

" by the arrow @ in Fig. 7B, the number of permitted check-outs

given by the right management information is decremented to

"000". This completes the check-out operation. . .
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After that, as shown by the arrow @ in Fig. 7¢C, the
semiconductor-meﬁg§§ card 1 is ejected frbm the content
management apparatus 3 and is connected to the editing and
playback apparatus2. Theobjectdividingunit12of theediting
and playbéck apparatus 2 sets an editing point for AOB002 to
divide the AOB into two AOBs. As shown by the arrow @ in Fig;
7C, a new AOB generated by dividing the original AOB002 is
assigned an unassigned AOB-ID "003" and the Content-ID "002"
of the original AOB.

Following this, an encryption key and playback control
information are generated for AOB003 and a new track "fl'rack.C"
is obtained in the semiconductor meﬁory'card 1. Then, the
object.combining unit 13 of the editing and playback apparatus
2 combines "Track.B" including AOB002 with "Track.A" including
AOBO0l to generate a new track "Track.A", as shown by the arrow
® in Fig. 8A. When doing so, the object combining unit 13
updates the attribute information included in the playback
control information in the éoﬁbihed tracks as shown by the
arrows @ and ® in Fig. 8A. The updated attribute information-
gives "Head of Track.A" showing that the corresponding track
forms the head part of new Tr’ack:..A and "End of Track.A" showing
that.the corresponding track fo_rms the end part of new Track.A.

As a result, in the semiconduétor'memory card 1; new Track.A
is generated from AOB002 recorded by the content management
apparatus 3 and AOBO00l recorded by a device other than the

content management apparatus 3.
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Fig. 8B ,shows a state where a .content is checked in

from the semiconductor memory card 1. Suppose that the

semiconductor memory card 1 that stores two AOBs obtained by

the editing operation is connected to the content management

apparatus 3 again and it is requested to perform check-in on

a content.

The local storage 20 of the content management apparatus
3 stores history information giving a paired Media-ID "AAl"
and Content-ID "002", Therefore, as shown 'by the arrow @ in -
Fig. 8B, the check-in unit 25 detects each ROB assigned the
Content-ID "002" shoiwn by the history information by referring
to the Media-ID given to the semiconductor memory card 1 and
the Content-ID assigned to each AOB. Because AOB003 having
the AOB-ID "003" is assigned the Content~ID "002", the content
management apparatus 3 recognizes that this AOB003 is an AOB
checked out by the content management apparatus 3. :

Although comb::.ned with AOB0Ol assigned the AOB~ID"001",
AOB002 whose AOB-ID is "002" is assigned a Content~ID _"0_02,",.'..
Therefore, the content management appar_atus 3 recognizes that
this AOB002 is also an AOB checked out by the content management
apparatus 3. Because these AOBs (AOB002 and AOB003) are AOBs
checked out by the content management apparatus'3, the check-in
unit 25 sets AOB002 as well as AOB003 in a non-playable state

(as shownby the arrow® inFig. 8C), deletes history information

including a paired Media-ID "AAl" and Content-ID "002" (as .
shown by the arrow ® in Fig. 8C), and increments the number
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oﬁ permitted chqugputs to "001" (as shqwn by the arrow @
in Fig. 8C). Espééially note that in thié example, although
the track ID of Track.B is changed from "B" to "A", the Content-ID
of Track.B remains unchanged wﬁen Track.B is combined with
Track.A.

Asdescribedabove, inthe audiodataplaybackmanagement
system of the first embodiment, if an AOB checked out from
the local storage 20 is divided into néw AOBs and the new AOBs
are combined with other AOBs, the editing and playback apparatus
2 assign§ the Content-ID of the original AOB to each of thet
new AOBs. .

“Even if AOBs are repeatedly divided and combined in
a complicated manner, the editing and playback apparatus 2
easily recognizes the correspondences between AOBs. recorded
in the semiconductor memory card and contents stored in the
contenﬁ management apparatus 3 merely by referring to
Content-IDs. As a result, if it is requested to cheqk in a
content, the-content:managemeﬁt apparatué 3 sets every AOB |
assigned the Content-ID of the conteht in a non~playable state,
thereby deleting the content from the semiconductor memory
cardl. This prevents a situationwhere the number of permitted
cﬁeck—outS‘for an AOB is incigmented even though a part of.
the AOB remains in the semiconductor memory card 1.

It should be noted here that in the first embodiment,
the content management apparatus 3 obtains contents from an

electronic music distribution system. However, the content
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management apparatus 3 may obtain contents by so-called CD
ripping. The CD ripping is a method t_af obtaining contents
by encoding and encrypting audio data recorded on CDs (Comp-aCt
Discs). It is preferable that the number of permitted
check-outs for a content obtained by the CD ripping is set
as three in accordance with the SDMI Portable Device
Specification described above. Also, the content management
apparatus 3 may obtain contents from package media, such as

DVD-Audio, other than CDs.

(Second Embodiment)
The second embodiment relates toatechnique of improving

the storing and processing of tracks and AOBs, each of which

has a data structure conforming to an SD-Audio standard.
| ‘The semiconductor memory cardlof the present embodiment
is an SD memory card 100 having the physical structure shown.
in Fig. 9. L
L Fig. 9 shows the structure of thez physical layer of
the. SD memory card 100. In the drawing, the physical -layer
of the SD memory card 100 includes a system area 101, a hidden
area 102, a protected area 103, AKE processing units 104 and
105, a Ks decrypting unit 106, a Ks encrypting unit 107,. and
a user data area 108. '

The system area 101 is a read~only area storing a media
key block (MKB) and the media ID shown in -E;ig. 3A. The MKB

andmedia ID stored in this area cannot be overwritten. Suppose
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.that the SD memory card 100 is connected to a device (such
as the editing and playback apparatus 2 or the content management
apparatus 3), and the MKB and media ID are read by that device.
If the connected device correctly performs a specified
calculation using the MKB, the media ID, and a device key Kd
held internally, it can obtain a correct encryption key Kmu.

The hidglen area 102 stores the encryption key Kmu having
the correct value, in other words the e-anc'ryption key Kmu that
should be obtained if the connected device pérforms correct
calculation using the correct device key Kd.

The protected area 103 stores an encryption key and
a content ID. |

The AKE (authentication and key exchange) processing
units 104 and 105 perform mutual authentication between a
connected device and the SD mémory card 100 using a

challenge-response method, verify the authenticity of the

opposing _device, and i1f the opposingdevice isinvalid, texrminate

processing. If the opposing device is valid, however, an

.encryption key (session key Ks) is shared by the device and

the SD memory card 100. Authent-ication performed by the device
connected to the SD memo'ry card 100 has three phases. First,
ina first challenge phase, the dgvice generates a random number,
encrypts the random number using the encryption key Kmu, and
transmits the encrypted random number to the SD memory card
100 as a challenge value A. Then, in a first response phase,

the SD memory card 100 uses the encryption key Kmu stored
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internally to.decrypt the challenge -value A," and transmits

the decrypted value to the connected device as a response value

‘B. Following this, in a first verify phase, the connected

device decrypts the challenge value A held internaliy using
its encryption key Kmu, and compares the decrypted value with
the response value B transmitted from the.SD memory card 100.

Authentication performed by the SD memory card 100
also has three phases. First, in a second challenge phase,
the SD memory card 100 generates a random number, encrypts .
the random number using the enéryption key Kmu, and transmits
theencrypted randomnumber to the connecteddeviceasachallenge
valueC. Then, ina second response phase,'the connected device -
uses- the encryption key Kmu stored internally to decrypt the .
challenge value C, and transmits the decrypted value to the
SD memory card 100 as a resp;)nse value D. Following this, .
in a second verify phase, the SD memory card 100 decrypts the
challenge value C held 1nternally using its encryptlon key
Kmu, and compares the decrypted value w:.th the response value
D transmitted from the connected device.

If the connected device uses an improper encryption.
key Kmu to perform mutual authentication, challenge value A |
and response value B in the first verify phase and challenge
value C and response value D in the second verify phase will
be judged to be non-matching values, and mui_:ual_ authentication
willbe terminated. Iftheauthenticityof the opposingdevices

is verified, however, the AKE processing units 104 and 105 .

38




10

15

20

25

WO 01/67668 » . PCT/US01/07429

: calculate an exclus:.ve OR of challenge value A and challenge

value C and obtain the session key ks by decrypt:.ng the exclusive
OR using the encryption key Kmu.

The Ks decrypting unit 106 uses the session key Ks
to decrypt an encryption key and a content ID which have already
been encrypted by session key Ks and output from the connected
device. The encryption key and content ID obtained by this
decryption are written into the protected area 103.

- The Ks encrypting unit 107 receives a command from
another device connected to the SD memory card 100 instructing.
it to read the encryption key and the content ID, encrypts
the encryption key and the content ID stored in the protected
area 103 using the session key Ks, and then outputs the encrypted
encryption key and content ID to the deviee that issued the
command._

The user data area 108 can be accessed by a connected
device regardless of whether that the authenticity of that.
device has been xierified, and stor'es' encrypted AOB and playback
control information. If the encryption key read from the
protected area 103 has a correct’l value, the encrypted AOB stored
in the user data area 108 can.be correctly decrypted. Reading
and writing of data from and 1nto the protected area 103 is
performed together with decryptlon performed by the Ks
decryptingunit106andencryptienperformedbytheKsencrypting
unit 107.. Therefore, the protected area 103 can usﬁally'enly

be accessed by a connected ‘déevice when that device has
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éuccessfully performed AKE processing.

The followingisadescriptionof thedirectorystructure
and the file structure of the SD memory card 100.

Fig. 10 shows the directory and file structures in
each of the user data area.108 and the protected area 103 of
the SD memory card 100. In this drawing, each of these areas
103 and 108 includes an SD_Audio directory. The SD_Audio
directory in the user data area 108 stores eight AOB files
(AOBOO1.SAl1l, AOB00Z.SAl, AOB003.SAl, AOB004.SAl, ...,
ACB008.SAl) and SD _AUDIO.TKM. The SD_Audio director& in the
protected area 103 stores a file "AOBSAi.KEY". The numbers
between 001 and 008 incliuded in the file names of the AOB files
are AOB-IDs. Eight Title Key Entries included in AOBSA1.KEY
and eight TKIs (track'informationi included in SD_AUDIO.TKM
are also assigned numbers "#1, #2, #3, #4, .. ;, #8" corresponding
to the AOB-IDs. Each encryption key "EKey" used to encrypt
one of the AOB files is stored in the Title'Key Entry having
a number corresponding to the AOB-ID of the AOB file. Also,
each piece of playback control information used to play back
one of the AOBs is stored in the TKI having a number corresponding
to the AOB-ID.of the AOB.

. Fig. 11 shows the;cor;espondences betwgen TKIs, AOB
files, and Title Key Entries. In this drawing, the first level
shows a rectangle representing the SD_AUDIO.TKM, and the second
and third levels 'show. the eight AOB files shown in Fig. 10.

The first level shows eight TKIs that are each assigned one .
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6fnumbers"#1,#2,#3,..;,#B"asaTKI—ID. EachTKI corresponds
to an AOB file that is assigneé an AOB-1D corresponding to
the TKI-ID of the TKI.

The fourth level in this drawing shows eight rectangles
that represent the eight Title Key Entries containing five
EKeys (EKey#1, ﬁKey#2, EKey#3/ EKey#4, and EKey#5) and five
content IDs (001, 002, 003, 004, and 005). Also, each Title
Key Entry is given one of numbers "#1, #2, #3, ..., #8" specifying
the Title Key Entry. BEach Title Key Entry corresponds to an
AOB file that is assigned an AOB-ID corresponding to the number'
of the Title Key Entry. Therefore, in Fig. 11, TKI#1 and Title
KeyEntry#l correspond toAOB001.SAl, TKI#2 and Title KeyEntryi#2

" correspond to AOB002.SAl, TKI#3 and Title KeyEntry#3 correspond

to AOB003.SAl, and TKI#4 and Title Key Entry#4 correspond to
AOB0O04.SAl1 (the arrows TAl, TA2, TA3, TA4, ... show the

. correspondences between TKIs and AOB files, and the arrows

KAl_, KA2, KA3, KA4, ... sho_w the correspondences petwg_e'p:Title
Key-Entries and AOB files). .

- Fig. 12 shows how AOBs in the AOB files are played
back during successive playback. In this drawing, the first
level shows eight AOB files in‘the user data area, the second
level shows each AOB qontainé@'in one of the AOB files, and
the third level shows a valid'part‘(AOB_BLOCK) of each AOB.

The fifth level showsﬁfive contents "Content.A,
Content.B, Content.C, Contentib, and Content.E". The fourth

level shows how each content-iﬁ-the fifth level is divided.
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In the fourth-.:_level, broken lines- ASl, AS2, AS3, ..., AS7,
and AS8 indicate the correspon_dences between parts of contents
and’ AOB_BLOCKS.

AOB#4 has a playback time of 8.4 minutes and is the
first (or 'head') part of Content.D that has a playback time
of 30.6 minutes. The AOB_BLOCKs included in AOB#5 and AOB#6
are middle parts of Content.D and also héve'p;‘l.ayback times
of 8.4 minutes. The AOB BLOCK included in AOB#7 is the end
part of Content.D and has.a playback time of 5.4 minutes.
Il'-l this way, Content.D that has a total playback time of 30.6
minutes is divided into (8.4 + 8.4 + 8.4 + 5.4-minute) parts

thét are each included in a different AOB. As can be 'seen .

fromthis drawing, the AOB included in each AOB file is subjected

to a maximum playback time of 8.4 minutes.

The following is a description of the internal structure
of a Title Key Entry. Fig. 13A shows the internal construction
of a Title Key Entry. As shown by a broken line hl in this
drawing, a Title. Key Entry inclﬁdes 'a 7-byte EKEY (encryption
key), an Availability Flag, and a Content ID.

The Availability Flag is set at 1 when a corresponding
AOB exists in the SD memory card 100 and an EKey for the
corresponding AOB is included in the Title Key Entry, and at
0 when the corresponding AOB exists in the SD memory card 100
but the EKey for the corresponding AOB is not included in the
Tifle Key Entry.

The Content ID in this embodiment is used in combination
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_ with the Availabiiity Flag in the following way. When an AOB

file corresponding to the Title Key Entry exists in the SD
memory card 100, the content ID in the. Title Key Entry is set
atbetween 001 and 999. Ontheotherhand, whenthecorresponding
AOB file does not exist in the SD memory card 100, the content
ID in the Title Key Entry is set at 0. Also, when a track
corresponds to a plurality of TKIs (AOBs), the Content IDs
in the Title Key Entries corresponding to the AOBs all' have
the same value. Meanwhile, when a track corresponds to one
TKI, the Availability Flag is set at 1, and when a track
corresponds to a plurality of TKIs, the Availability Flag for
one of a corresponding plurality of Title Key Entries is set
at 1, and other Availability Flags at 0. If the Content ID
is not 0 and the Availability Flag is set at 0, a plurality
of TKIs (AOBs) -having the same Content ID exist, so that all
Title Key Entries having the same Content ID are detected.
This means that it is possibl’e to perform a search specifying
a plurali-ty. of TKIs (AOBs)“ cbrreéponding to one -C'ontent ID.
TKIs are described be]_.pw with reference to Fig. 13B.
Referring to Fig. 13B, it can_"l})'e seen that each TKI, as shown
by the broken lines h2,- includés Track General Information
(TKGI), a Track_Text_Information Data Area (TKTXTI_DA)
recording text information unif&ue t6 the TKI, such as an artist
name, an album name, an 'arran_:.g:.ér name, and a producer name,
and a Track _Time Search Table ?.:(_:'TKTMSRT) in which the playback

time is restricted to 8.4 minutes.
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As indica_-__i:ed.by the arrows h3.in this drawing, a TKGI
includes various information items (TKI_ID, TKIN, TKI_BLK_ATR,
TKI_LNK PTR, ISRC, and BIT).

An ID with which the TKI can be uniquely identified
is written in TKI_ID (in this embodiment, the ID is a 2-byte
code "A4"). |

A TKI number in a range betw_eén 1 and 999 is written
in TKIN. |

An attribute for the TKI is written in TKI_BLK__ATﬁ.'-

The following describes the settings of the TKI____BLK-_ATR-
of each TKI in the example shown in FIG. 11. By.referring
to the TKI_BLK ATR of each TKI, it can be seen that since the
four pairs TKI#1/A0OB001.SAl, TKI#2/AOB002.SAl,
TKI#3/AOB003.SAl, and TKI#8/AOB008.SAl each correspond to
separate tracks, the TKI_BLK ATR of each of. TKI#1, TKI#2, TKI#3,
and TKI#8 is set as "Track". The TLK BLK ATR of TKI#4 is set
at "Head_of Track”, the TLK BLK ATR of TKI#7 is set at
"End_l)f_-’l‘raCk", and the TLK_BLK_ATRS; of .TK?I#LS“and TKI-#G are
set at "Midpoint of Track". This means that the AOB file
"AOB004.SA1" corresponding to TKI#4 is t_h_;e_start of a ;t:x:ack,_
the AOB files "AOB005.SA1l" and “AOBOOG.SAII" corresponding to
TKI#5 and TKI#6 are midpoints 'of the track, and the AOB file
"AOB007.SAl" corresponding to TKI#7 is th_é end of the track.

TKI_BLK_ATR can be set so that combine editing, in
which any two of a plurality of tracks are.-combined to form

a s_ingle track, anddivide editing, in which one track is divided
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1nto a‘plurallty'of new tracks, can be ea51ly'performed. The
follow:Lng descrlptlon concerns the change in TKI when two tracks
are combined.

- Fig. 14 shows how the TKIs are set when two tracks
are combined to produce a single new track. The following
descriptidn.is based on the assumption that the user inputted
an instruction to performcombine editing on Track.C and Track.E
shown in Fig. 11 to generate a single new track. In this case,
the AOBs that correspond to Track.C and Track.E are recorded
in the AOB files AOB003.SAl1 and AOBO08.SAl corresponding_ta
TKI#3 and TKI#8, so that the TKI_BLK ATRs of TKI#3.and TKI#8
are rewritten. Fig. 14 shows the TKI_BLK ATRs of these TKIs.
after rewriting. In Fig. 11, the TKI_BLK_ATRs of TKI#3 and
TKI#8 are respectively written as "?rack.C" and "Track.E".

However, in Fig. 14, the TKI_BLK ATR of TKI#3 is rewritten
as "Head_of_Track C" and the TKI_BLK ATR of TKI#8 is rewritten
as "End _ of Track C". By rewrltlng the TKI_BLK ATRs in this
way, TKI#3, TKI#B AOB003. SAl, A0B008.8Aa1, T:Ltle Key Entry#3,
and Title Key Entry#8 end up being treated as parts of a single
new track "Track.C". During thi_:é_operation, Title Key Entry#3
and Title Key Entry#8 correquﬁding to AOB003 and AOBQOO8 are
respectively given the origingi content IDs "003" and "005"
and the original encryption ké&sl“EKey#B" and "EKey#5".

The following is a description of the change in TKI

- when a track is divided. Fig. 15 show an example in which

a Erack is divided into two neWw tracks. In this example, it
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is assumed that the user inputted an instruction to perform

divide editing on Track.C shown in Fig. 11 to generate two

tracks "Track.C" and “Track F". When Track C is divided 1nto
Track.C and Track. F, AOB#3 forming Track.C is divided into
new AOBs. A number "009" is assigned to one of the new AOBs
(a new AOB009 is obtained) because numbers between 001 and
008 have already been assigned to AOBs, and TKI#9 and Title
Key Entry#9 are generated for AOB009.SAl. This results in
the situation shown ih Fig. 15. Title Key Entry#9 includes
the content ID "003" assigned to AOB003 and EKey#3 used to
encrypt RAOB003. |
 TKI_LNK PTR contains TKIN for a link target TKI. As
shown by arrows TL4, TL5, and TL6 in Fig. 11, the TKI LNK PTR

for each of TKI#A, TKI#5, TKI#6, and TKI#7 corréspondiné to

the four AOB files forming Track D are set so as to indicate

the next TKI.

ISRC contains the ISRC (Internatlonal Standard
Recordlng Code) in the TKGI.

BIT (block information table) shows which part of a
corresponding AOB is valid (AOB_BLOCK) .

The f01lowing description concerns the constructions
cftheeditingandpléybackapparatuszandthecontentmanagement
apparatus 3 of the second embodiment . -The cdnstructiohs of
the editing and playback apparatus 2 and the content manageméﬁt
apparatus 3 of this embodiment are shown'in Figs. 16 and 17,

respectively. These apparatuses 2 and 3 of the presenﬁ
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embodiment differ from those of the first e__z__ni_podizﬁent (see Figs.
3B and 4) in thatt££e present ediéing ané playback apparatus
2 further includes a secure R/Wunit 14 and the content management
apparatus 3 further includés-a secure R/W unit 26. When the
editing énd playback apparatus 2 is connected to the SD memory
card 100, the secure R/W unit 14 performs AKE processing with
the SD memory card 100 using the MKB and media ID and encrypts
and decrypts datausing a session keyKs. Also, when the content
management apparatus 3 is connected to the SD memory card 100 ,
the secure R/W unit 26 performs AKE processiﬁg with the SD
memory card 100 using the MKB and media ID and encrypts and
decrypts data using a session key Ks. Therefore, the object
dividing unit 12 and the object playback unit 11 of the present
editing and playback apparatus 2 read and write each Title
Key Entry from and into the SD memory card 100 via the secure
R/Wunit 14. Similarly, the check-out unit 22 and the content
IDassigningunit 24 of the present content management apparatus
3 'read'and write each Title Key Entry from and into .the»SD
memory card 100 via the secure. R/W unit 26. Fig. 18 shows
the internal construction of eéch of the secure R/W units 14
and 26. As shown in this 'drawing, each of the secure R/W units
14 and 26 includes a secure writing unit 31 and a secure reading -
unit 32. The secure writing unit 31 has a constrﬁction shown
in Fig. 109. |

As shown in Fig. 19, the secure writing unit 31 includes

an MKB processing unit 41, an ID processing unit 42, an AKE
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processing unit 43, a Kmuencrypting unit _4.4,. and a Ks encrypting
unit 45.. | .

The MKB processing unit 41 reads an MKB stored in the
systemarea of the SDmemory card 100 and a d_evice key Kd assigned
by the manufacturer of the editing and playback apparatus 2
and the content management apparatus 3, and obtains a 56~bit
encryption key Km by performing a specific calculation using .
the MKB and the devicg key Kd, then outpu#s the encryption
key Km to the ID processing unit 42.

On receiving the.encryption key Km from the MKB
processing unit 41, the ID processing unit 42 reads the Media-ID
from the system area of the SD memory card 100, and performs
a specific calculation to obtain a 64-bit calculation result,
the.lower'56 bits of which_are_dutput}to the AKE processing
unit 43 and the Kmu encrypting uhit 44 as the encryption key
Kmu. |

The AKE processing unit 43 performs AKE processing
using the encryption key Kmu calculated by fhe iD prbcessihgiz'
unit 42 and the encryption key Kmu in the SD memory card 100.

The AKE processing unit 43 then outputs a 56-bit session key
Ks resulting from this calculation to the Ks encrypting unit
45. _

The Kmu encrypting unit 44 énérypts a Title Key Entry,
which shouldfbe recorded in the SD memory card 100, using the
encryption:key:Kmn output from the ID'processing unit 42 and

outputs it to the Ks encrypting unit 45.
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The Ks enciypting'unit 45 encrypts the Title Key Entry,
which has alreadiﬁ;éen encrypted by the.kﬁu encrypting unit
44, using the 56-bit session key Ks output fromthe AKE processing
unit 43. The Title Key Entry processed in this manner is sent
to the SD memory card 100 and is written in the protected area
103.

The internal construction of the secure reading unit
32, as shown in Fig. 20, includes an MKB processing unit 51,
an ID processing unit 52, an AKE processing unit 53, a Ks
decrypting unit 54, and a Kmu decrypting unit 55.

After the SD memory card 100 is connected to the editing
and playback apparatus 2 or the content management apparatus
3, the MKB processing unit 51 reads an MKB from the system
area 101, and performs a specific calculation on the read MKB
using a device key Kd, thereby obtaining a 56~byte encryption
key Km.

The ID processing unit 52 reads a Media-ID from the
system area 101 Sf the cﬁﬁnécted Sb melmory caxrd 100 and performs
a specific calculation using the encryption key Km calculated
by the MKB processing unit 51 and the read Media-ID to obtain
a 64-bit calculation result, the lower 56 bits of which are
output to the AKE processing unit 53 and the Kmu decrypting
unit 55 as the encryption key Kmu.'

The AKE processing uni£ 53 performs AKE processing
with the AKE processing unit 105 of the SD memory card 100

using the encryption key Kmu (mtput from the ID processing
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unit- 52, and outputs the 56-bit calculation result to the Ks
decrypting unit 54 as .a session key Ks.

The Ks decrypting unit 54 reads an encrypted Title
Key Entry stored in the protected area 103 and decrypts the
read Title Key Entr_y_using the 56-bit session key Ks output
from the AKE processing unit 53. Then the Ks decrypting unit
54 outputs the decryption result to the Kmu decrypting unit
55. '

The Kmu decrypting unit 55 performs decrypting using
the 56-bit encryption key Kmu calculated by the ID processing'
unit 52, thereby obtaining a Title Key Entry.

. As described above, a device attempting to access the
protected area 103 of the SD memory card 100 needs to perform
encryption,- de_cryption,. and AKE processing using the session.
key Ks -and the encryption key Kmu before,accés_sing the protected
area 103. This prevents the access froman unauthorized device
totheprotectedarea 103. Therefore, onlyan author:l.zed dev:Lce,
such as the ed:Lt:Lng and playback apparatus 2 and the content
management apparatus 3, can properly read and write data from
and into the protected area 103.

The directory structure and the file structure of the
local storage 20 are described below. Fig. 21A shows the
directory and file structures of the local storage 20. As
shown in this drawing, the local stnrage 20 includes a user
area that is accessible even by an oxdinary application program,

and a secure area that is accessible only by a licensed compliant
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module and is nothgpceSSible by other'application programs.
Under fhe root di;;:;ctory in the user a'rea.:',:.ﬂi:here is a download
directory for storing downloaded contents. This download
directory stores each content downloaded by the content
managenient apparafus 3 via the EMD. In Fig. 21A, the download
directory stores five files (Contenﬁ.a.pcj, Content.B.pci,
Content.c'.ipcj ' Content.D.pcj; and Content.E.pcj). Each of
these files includes ah encrypted content and right management
information concerning the content. As described in the firsi:
embodiment, the right management information shows the number
of permitted check-outs and an encryption key for the content.
" The user area stores a distribution package management
table. Fig. 21B shows an example of the distribution package
management'tablé;' As shown in this drawing, the distribution
package management table includes an index number assigned
to each distribution package, a file path showing the location
of a fi;é storing the diStriputiqn packagé,'and content
introduction information showing the artistlname and title
of a content corresponding to the distribution package. A
user can know the directory and file name of each content by
referring to the distribution,packége-management table.

The secure area of the,'local storage 20 is described
below. The.secure area is an area for storing information,
such as fee information, that must not be manipulated by the
user, and stores history information table that is composed

of a plurality pieces of history. information, each of which
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corresponds. to.one cgn.t__en't_. Fig. 21D shows an example of the
history information tgble. concerning Cor_lten.t.A-Content.E, _
whose numbers of permitted check-outs are set as shown in Fig.
21C. In Fig. 21C, each of the numbers of permitted c-heck_—out's
A and B tﬁat respectively relate to Content.A and Content.B
is set at two, so t_haﬁ check-out can be performed twice on
each of Content.A and Content.B. Therefolre, each of 'histo:y
information A concerning Content.A and history information
B concerning Content.B includes two. paired Media-ID and
Content-ID. Also, in F.ig. 21C, eac_h of the numbérs of permitted
éheck—outs C-E that respectively rélate to Content.C-Content;E
is set at one, so t_';hat check-out can be per_.forme_d once on each
of Content.C-Content.E. Thérefore, each Qf history
information C-history information E that respectively relate
to C_ohtent.C-—Contént..E includes one paired Medi_a-ID and -
Content-ID.

Fig. 22 is a flowchart showing the processing by the -

' user interface unit 21, the check"—out""tiﬁ"iEJZZ, ‘the AOB-ID

assigning unit 23, and the Content-ID assigning unit 24 during
check—-out fr_om. the local storage 20, whici;x has the directory
and file structures descrif:ed above, to the SD memory ca-rd )
100. Check-out and check-in J.n the second embodiment aré
described below with reférence to the flowchart shown in Fig.
22.

The user interface unit 21 wéits for the content

management apparatus 3 to be chnected to the SD memory card
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100 in step S1. The user interface unit 21 displays a list
of the content if;.i;:i;oduction informationl:ﬁ'::‘i.ﬁ t_he distribution:
package management table in step S2. As describéd above, the
content introduction information includes the title name and
artist name of each content. Therefore, the user can recognize
what contents aré stored in the download directory by referring
to the list of the content introduction information. The user
interface unit 21 then receives the designation of each content,
out of the contents in the download directory, that should'
be checked out in step 83. After the designation is received,.
the process proceeds to a loop processing of steps S4 to S3
to process the first of the designated contents. In the loop
processing, the operatioﬁs in steps S6-S24 are repeatedly
performed for each content designated in step S3. In step
S6, the check-out unit 22 finds the file path of the first
content and specifies the location of a corresponding
d;i.sj:ributionhpa_.ckage by ref_er_rj.ng to the distribution‘__ péckage

management table. In step S7, the check-out unit 22 decrypts

. the right management information in the distribution par.:"kage

using a public key distributed in advance. Because the right
mariagement information includes the number -of permitted
check-outs and the encryption key for the first content, the
check-out unit 22 can know how many times the first content
can be further checked out by referring to the decrypted right
management information. In step S8, the check-out unit 22

j'ﬁdges whether the number of permitted check-outs is zero or
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at least one. -If the number of permitted check-outs is zero,
the first content ca_nr;ot. be further checked out, so that steps
S9-S24 are skipped and the next content is processed. If the
number of permitfed check-outs is at least one, the process
proceeds from st_ep.SS to step S9.

In step S9, after AKE. processing with the SD memory
card 100 is performed, the Content-ID assigning unit 24 refers
to AOBSAL1.KEY stored in the SD_Audio directory in the protected
area 103. The file AOBSA1l.KEY contains a Title Key Entry for
each AOB. recorded in. the SD memory card 100 and each Title |
Key Entry includes-a Content-ID, so that it can be feund how
Content-1IDs are assigned in the SD memory card 100 by referring
to AOBSAl.KEY.

In step S10, the Content-ID assigning unit 24 selects
a Content-ID for each AOB to be recorded from unassignednumbers
among available numbers 0-01—999. In step S11, the check-out
unit 22 reads the Media-ID from the SD memory card %00 and:
;i'u'::-lds the read Media-;-ID. Thé .conte.nt-. management a-pparatus.' :
3.obtains the Content-ID and the Media-ID in this manner.
Following this, the content management apparatus 3 records-
each AOB. .

In step 812, the check-out unit 22 sets the head part,

- which has a playback time of no more than 8.4 minutes, of the

currently processed content as one AOB. As described abo.\re,
each AOB is set to have a playback time of .no more than 8.4

minutes for the purpose of '_suppre'ssing the size of the playback
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control information including a time map table. In step S13,
the AOB-ID assigning unit 23 refers to file entries in the
SD_Audio directory in the user area. The reason for this is
as follows. The file names of AOB files include corresponding
AOB-IDs and are listedas fileentries in the SD_Audiodirectory.
This constructionmakesitpossibletofindwhichAOB~IDs
have already been assigned to AOBs in the SD mémory card 100
merely by referring to the file entries. Therefore, to find
AOB-IDs that have already been assigned, the AOB-ID assigniné
unit 23 refers to the file entries. 1In step S14, the AOB-Iﬁ
assigning unit 23 selects an AOB-ID for each AOB to be recorded
from unassigned numbers among available numbers 001-999. In
step S15, the check-out unit 22 opens an AOB file whose file

name includes the selected AOB-ID and records the AOB in the

~opened AOB file. Then, in step 816, the check-out unit 22

specifies a TKI, out of a plurality of TKIs in SD_AUDIO.TKM,

that corresponds to the selected AOB-~ ID, and stores playback

control information for the AOB in the specified TKI.

In step S17, after AKE processing with the SD memory
card 100 isperformed, the check~outunit 22 stores the encryption
key and the Content-ID eelected in step S10 in a Title Key
Entry, out of Title Key Entries in AOBSA1.KEY, that corresponds
to the selected AOB-ID. In step S18, the check-out unit 22
judges whether the same Content-ID has already been stored
inA@BSAl.KEY. Ifthejudgementresultisnegative,theproceSS'

proceeds to step 819 where the check-out unit 22 sets the
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Availability Flag in the corresponding Title Key Entry at "1".
.On the other hand, if the judgement result is positive, the
process proceeds to step S20 where the check—-out unit 22 sets
the Availability Flag in the corresponding Title Key Entry
at "0". |

In this manner, if an AOB corresponds to a content
and is recorded in the SD_Audio directory, or if the first
of a plurality of AOBs corresponding to a content is recorded
in the SD_Audio directory, the Availability Flag in a Title
Key Entry corresponding to the recorded AOB is set at "1". .'
If a plurality of AOBs correspond to a content and AOBs other
than the _fi'rst AOB are recorded in the SD_Audio. directory, .
the Availability Flag in each corresponding Title Key Entry -
is set at "O". -

After thé Availability Flag setting is completed, the:

process proceeds to step S21 where it.is judged whether any

parts of the content currentl;} processed are yet tobe processed.

If the content has a playback time of no more than 8.4 minutes,
no part of the content is yet to be processed and the judgement
result in step S21 becomes "No", so that the process proceeds

to step 823. If the playback time ‘of the content exceeds 8.4

. minutes, any parts of the content are yet to be processed and

the judgement result in step S21 becomes "Yes"”, so that the
process proceeds to step S22. In step 822, the check-out unit
22 generates an AOB from the next part, which has a playback

time of no more than 8.4 minutes, of the content and the process
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proceeds to step S13. The AOB generated in step S22 is assigned
a new AOB-ID (steps S13 and S14) and is sﬁo:r:_ed in a file whose
file name includes the new AOB-~ID (step S15). By repeating
the operations in steps S9-520 until the judgement result in
step S21 becomes "Yes", a content with a long playback time
(such as 20 or 30 minutes) is recorded in the SD_Audio directory
as a plurality of AOBs (such as three or four AOBs).

"After every AOB corresponding to the content currently
processed is recorded in the SD_Audio directory; the process
proceeds to step S23 where the AOB-ID assigning unit 23 records.
a paired Media-ID and Content-ID as history information.
Following this, in steio S24, the number of permitted check-outs
in the right management information is decremented and the
rightmanagement informationisencryptedagain. Inthismanner,
every AOB corresponding to the currently processed content

is recorded in the SDmemory card 100 and the check-out processing

The following is a deéc_ription of check—in processiné.
Fig. 23 is a flowchart showing-the operations of the user
interface unit 21 and the check-in unit 25 during check-in
from the SD memory card 100 having the directory and file
structures described above. .Cl}eck-in processing in the second
embodiment is described below with reference to the flowchart
shown in Fig. 23.

In step S30, the check—-in unit 25 waits for the content

management apparatus 3 to be connected to the SD memory card
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100.. After the content management apparatus 3 is connected

to the SDmemory card 100,  the check-inunit 25 reads the Media-ID

from the SD memory card 100 in step S31. _in step 832, the
check-inunit 25 finds which AOB-IDs have already been assigned
in the SD memory card 100 by referring to the file entries
in the SD Audio directory in the user area. After AOB-IDs
that have already been assigned are found in step S32, the
process proceeds to step S44 where designation of each AOB
that should be checked in is received from the operator.
Following this, -the process proceeds te the loop processing
of steps S33 to S34. In the loop processing, the operations
in steps S835-837 are repeatedly performed for each AOB-ID: :
assignedtoanAOBthat shouldbe checkedin. Inthisembodiment,
the loop processing of steps S33 to S34 is repeatedly performed
for each designated AOB-~ID, out of AB-IDs .assigned in the SD

memory card 100. However, the present invention is not limited

to thls. For :Lnstance, a user may de51gnate each track to .

be checked in and check-:.n may be performed only on each AOB.

having a Content-ID that is the same as that of the designated
track. In step S35, the check-in unit 25 reads .a Content-ID
in a Title Key Entry corresponding to one of the designated
AOB-IDs from AOBSAl.KEY.

In step 836, the.check-in unit 25 judges whether the
history informa_tion table includes history information that’
shows a pair of the Media-ID and the read Content-ID. If the

judgement result is affirmative, an AOB corresponding to the
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history J.nformatlon is an AOB that the content management
apparatus 3 prev:l.ously checked out to the SD memory card 100.
Therefore, the process proceeds to step $37 where the check-in
unit 25 deletes the Title Key in the corresponding Title Key
Entry by overwriting the Title Key with a random number. As
a result,-the corresponding AOB is set in a non-playable state.
The processing described above is repeatedly performed on’
each AOB-ID designated in step S44. By repeatedly performing
the operations in steps 835-37, each AOB that the content
management apparatus 3 previously ehecked out is set in a
non-playable state. In step S40, the history information
showing each pair of the Media-ID and a Content-ID read in.
step S35 is.deleted from the history information table. In
step S41, right management information having the Content-ID
assigned to the content checked in to the local storage 20

is decrypted using a public key distributed in advance. Then,

-the nu:mber of perm:l.tted check—outs J.ncluded J.n the rJ.ght

management J.nformatlon is :anremented in step S42 and the right
management information is encrypted again in step S43. As
a result, the right management information returns to a state
before check-out, and it becomeés possible to check out the
content again.

- The following description concerns the operation of
the object dividing unit 12 of the second embodiment. The -

object dividing unit 12 of the present embodiment is achieved

" by an executable program for performing the processing in the
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flowchart shown in Fig. 24.

-In step S51, the .object dividing unit 12 instructs -
the user interface u_ni.t 10 to display a list of tracks recorded
in the SD memory card 100 on the liquid cnystal display, and
receives anoperator'sselectionofanAOBthat shouldbedivided.

After an AOB that should be divided is selected, the object
playback unit 11 playe back the selected AOB (original AOB)

in step $52 and the object dividing unit 12 waits for an editing

point to be inputted in step S53. After an editing point is

inputted, the object dividing unit 12 sets the editing point

for the AOB that is being played back in step S54. In step

S55, the object dividing unit 12 refers to the file entries-

in the SD_Audio directory in-the user area to detect the AOB-ID
assignedtothe original AOB in the SDmemorycard100. . Following
this, in step 856, the object dividing unit 12 selects an AOB~ID,

which should be assigned to a new ACB generated by the division

of the or:LgJ.nal AOB, from unass:l.gned numbers among the avallable :

PR T RRTLE

| numbers 001-999. The object leldlng .unJ.t 12 then opens an

AOB file whose file name includes the selected AOB-ID in step
S57. Instep S58, the object dividingunit 12 partially deletes

the AOB file corresponding to the original AOB so that the

" AOB file contains only the head part of the original ACB from

the start of the AOB to the editing point. In step S59, the
object dividing unit. 12 stores the end part of the original
AOB from the editing point to the end of the AOB in the newly

opened A0B file. In step S60, the object dividing unit 12
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copies the playback control information correspond:.ng to the
original AOB into a TKI corresponding to the selected AOB-ID
in the SD_Audio.TKM. In step S61, after the mutual
authentication with the SD memory card 100 is performed, the
object dividingunit 12 copies an encryption key and a Content~ID
corresponding to the original AOB into a Title Key Entry
corresponding to the selected AOB-ID in AOBSAl.KEY. In step
562, the object dividing unit 12 updates a BIT for the original
AOB so that only the head part of the original AOB is playable,
and updates a BIT for the AOB assigned the selected AOB-ID .
so that the end part of the original AOB is playabie.

The foliowing description concerns check-in and
check-out processing by the audio data playback management
system of the second embodiment. Fig. 25 shows an-iﬁitial
state where the content management apparatus 3 has obtained
five contents (Content.A-Content.E) via a network or from a

CDh and stored the contents in the local storage 20 together

| w1th correspondlng r:l.ght management J.nformation A—-E. Here,'

the numbers of permitted check-outs A-E in the right management
information A-E are set as shown in a rectangle .Wl . The numbers
of permitted check-outs A and B corresponding to Content.A
and Content .B are both set at "2"., while the numbers of permitted
check-outs C-E corresponding to Content.C-Content.E are all
set at "1". Fig. 26 shows a state where Content.A-Content.E
have been checked out until all of the numbers of permitted

check—.oute become "0". Like in Figs. 10-12 and 14, the SD
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memory card 100 stores Title Key Entries#1-#8, AOBs001-008,

. and TKI#1-#8.

AOBs001-008 form five tracks (Track.A-Traék.E).
togetherwithTitleKeyEntries#1-#8and TKI#1-#8. Thesetracks
are assigned Content-IDs and AOB-IDs as shown in a rectangle
w2 (information items in this drawing correspond to each other

in the same manner as in Fig. 10-12 and 14). The SD memory

" card 200 stores AOBs00l1l and 002, and Title Key Entryies#l and

#2 and TKI#1 and #2 corresponding to the AOBs. These AOBs '
are assigned Content-IDs and AOB-IDs as shown in a rectangle

w3.

Because Content.A and Content.B have been checked out -

- twice and Content.C-Content.E have been checked out once; the

.-numb_ers of permitted check-outs for these contents are:all -

set at "0" as shown in a rectangle w4. The local storage 20

stores history information A-E showing the history of check-out

performed on Content.A~-Content.E, as shéwn in a rectangle w5.

Co}iteht;IDs assigned ahd stored :Ln '-each'éin)ﬂtheinbx;irtcérd cén

be found by referring to the pairs of _Media—I_Ds and Content-IDs
in thé history information.

Fig. 27 shows a state where the editing and playback
apparatus 2 generates new tracks by dividing Track C (AOB003)
and Track B (AOB002) that have been respectively recorded in
the SD memory cards 100 and 200 by check~-out. If the editing
and playback apparatus 2 performs editing in a similar manner -

to the example shown in Fig. 15, Track.F including AOB009 is
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obtained in the SD memory card 100 as shown in a rectangle
w6 and Track.C including AOB003 is obtained in the SD memory
card 200 as shown in a.'reci:angle wl6. Although being assigned
auniqueAOB—IDandTKI—ID,eachAoBthathasbeennéwlygenerated
by dividing a track is given a Content-ID that is the same
as that of an original AOB, as shown in Fig. 27.

Fig. 28 shows the processing by the audio data playback
management system of the second embodiment after the sameness
between Content-IDs is detected. Because the sameness between
Content-IDs has been detected, Title Key Entries#1-#9 in thei
SD memory caxrd 100 and Title Key Entries#1-#3 in the SD memory
card 200 are overwritten with ranaom numbers. In this manner,
eachAOBintheSDnemorycards100and200issetinaruxrplayable.
state. Following this, the numbers of permitted check-outs
for Content.A-Content.E are incremented and are set as shown

in a rectangle w7. Also, history information concerning these.

~ contents is d(__al"_e_t'edl_as shown in a rectangle w8. The processing

by the audio data playback management sy_Stem of the second

embodiment has been described above (Fig. 29 shows the whole
of the operations described above).

As described above, in the present embodiment, the
manipulation of Content-IDs i-:s' prevented because Title Key
Entries are stored in the_protected area 103 that is not
accessible by devices whose authenticity is not verified.
This makes it possible to play back and edit AOBs with

consideration given to protection of copyrights to contents.
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Details of the data structures and various processing
disclosed in the first and second embodiments are des'cribec_l
in international patent publications listed below and so are

not described here.

*WO 00/65602 (November 2, 2000)
* WO 00/74054 (December 7, 2000)
. *WO 00/74059 (December 7, 2000)
*WO 00/74060 (December 7, 2000)

The present invention has been described above by means
of the embodiments, although it should be obvious that the
present invention is not limited to the examples described

above. Further variations (A)-{J) are described below..

(A) In the first and second embodiments, if new AOBs are

generatedbydividing an AOB, the object dividingunit 12 assigns.
a Content-ID that is the same as that of the original AOB-to
'ea:c':h.‘new ACB. Hdwever; the 6bjec_t d1v1d1n;un1t lé -ma_g;:'as-s.ig.;l .
a Content-ID that has ‘an equivalence relation with that of
the original AOB. For instance, the object dividing unit 12
may assign a Content-ID, some of whose digits or bits are the
same as those of the.Content-ID of the original AOB.

Also, in the first and second embodim_en_ts, the check-in
unit 25 performs check-in on each AOB with a Content-ID that
is the same as that of an original AOB. However, the check-in

unit 25 may perform check-in on each AOB with a Content-ID.

64




10

15

20

25

WO 01/67668 _ PCT/US01/07429

that has an equiv'a_._l;ence relation with that of the original

AOB. For instancé,: the check-in unit 25 may perform check-in
on each AOB with a Content—Ilj, some of whose digits or bits
are the same as those of the Content-ID of the origi'nal AOB.
For instance, if the Content-ID of the original AOB is 001",
a new AOB obtained by dividing the original AOB is assigned
a Content-ID "801" whose first and second digits are the same
as those of the Content-ID of the original AOB and whose third
digit is set at a unique value "8". Also, if the Content-ID
of the original RAOB is "001", a new AOB obtained by dividing.
the original AOB is assigned a Content-ID "8001" whose sgcond,
third, and fourth digits are the séme as the first-third digits

of the Content-ID of the original AOB and whose first digit

is set at a unique value "8".

(B) Each encryption key and a corresponding paired

Content-ID and Media-ID may be stored in the semiconductor

memory card lasa single p_i__é_ce of data,. - That is, 6-bit padding

data "000000" may be added to each 10-bit Content-ID to obtain
a 2-byte Content-ID and 8-bit padding data "00000000" may be
added toeach 56-bit encryption keytoobtainan 8~byte encryption
key. Then, the 2-byte Content-ID and the 8-byte encryption
key may be mixed with an 8-byt;‘é Media-ID to obtaih a single
18-byte ID and the 18-byte ID may bé stored in a corresponding
Title Key Entry. | |

(C) The edi.ting and playback apparatus 2 may be achieved

by a component stereo system', a portable telephone, a PDA
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.( Personal Digital Aséist_ance) ; Or a personal computer. Also,
t_hé editing and playback npparatus 2 may be -._a‘éhieved as separate
Iappar_atuse's (an editing é_pparatus and a p;l;_atyback apparatus)
Although achieved by a personal computef:; in the above
embodiments, the content management apparai;us 3 may be achieved
by a radio-cassette player, a component étereo system, or a
STB (Set Top Box) that includes an inﬁernai étorage apparatus
(D) In the first and second embodimen‘t_s,. the content
management apparatus 3 stor_es the originalls of contents as
distribution formats. During checkfout, _fohe content
management apparai:us 3 converts the contents into :AOBs and
records the AOBs in the semiconductor_ memo:':y card 1. -ﬁowever,;
the content management: apparatus 3 may s‘_t::ore the originals-
o.f contents as AOBé _and manage the AOBs by associating each
AOB with a corresponding encryption key (Tiﬁle Key) and right
management information. _ . | |

(E) . The local storage 20 may otore sui_per—distributable
contents. Also, in the abo':vé éniboaiiﬁénté}_ eachcontent is
supplied to.a device in a local SDMI envirorﬁr_ient; ‘via a network.
However, each content may be supplied to._.gi_:_l_;je__ device via a
distribution system based on a broadcasting satellite or
portable telephones. Further,_ each content may be recorded
in a reconding medium, such as n DVD-ROM or a;n SD memory card,
and supplied to a device in a local SDMI environment.

(F) A 10-bit Content-ID anc.i a 54;bit a_;bitrary ID may be

combined to obtain an 8-byte ID and the 8-byte IDmay be encrypted
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to generate an 8-byte encrypted Content ID ' In this case,
an 8-byte Medla—ID is combined with the 8—byte encrypted
Content-ID to obtain a 16-byte ID. The 54-bit arbitrary ID
is, for instance, the type of a corresponding content (such
as audio or an image), the type of a corresponding codec (such
as AAC or MP3), or a vendor ID;

(G) A 10-bit Content-ID may be combined with a 54-bit
arbitraryIDtoobtéinan8—byteID,theS—byteIDmaybeencrypted
to obtain an 8-byte encrypted ContenthD, and the 8-byte
encrypted Content-ID may be stored in a corresponding,Title

Key Entry. The 54-bit arbitrary ID is, for instance, the type

- of a corresponding content (such as audio or aﬁ image), the

type of a corresponding codec (such as AAC or MP3), or a vendor
ID. The 8-byte encrypted Content-ID may be combined with an
8-byte Media-ID to obtain a 16-byte ID and the 16-byte. ID may
be stéred in a corresponding Title Key Entry.

(H)i Ahashfunctlonmaybeapplledtoapmlred54—b1tcontent
key and 10-bit Content-ID to obtain a hash value, and the hash
value may be stored in a corresponding Title Key Entry. For
instance, SHA-1 is an appropriéte hash function i1:1 this case.
(I) Inthefirstandsecondembodiments,itbécomespossible
for the editing and playback appératus 2, which is not equipped
withalicensedcompliantnmdule;toplaybackAOBsbydecrypting
the AOBs using encryption keys recorded in the semiconductor
memory card. If "other proceSsihg" is required to set each

content in a playable state, thé check-out unit 22 may perform
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the "other processing" during check-out. The "other
process:.ng" is, for 1nstance, the reencrypta.on usinga dlfferent
encryptlon key

(J) The process:.ng procedures descrlbed 1n the embod::.ments
by referring to the functional block diagrams and the flowcharts
(Figs. 22-24) may be achieved by executable programs. In this
case, the executable programs are recorded in recording media,
such as IC cards, optica]_. discs, or floppydisks, for the purpose
of distribution or sale and are installed onto general-purposé
computers. The computers sequentially execute the installed.
programs and achieve the functions of the _manage_ment apparatus

and editing apparatus of the first and second embodiments.

INDUSTRIAL USE POSSIBILITY

In the audJ.o data playback management system of the
present invention that performs check-out and check-in to

protect copyrights, it is possible to edit AOBs checked out

C -' Yl - N . . .. e "“i"’-"’"’- -'-.' . . Lo A
td ‘the semiconductor memory card 1. This''increases user

20

25

convenience without sacrificing the profits to copyright
holders. Thus, each manufacturer engaged in the production
cf the contentmanagement apparatus 3andtheeditingandplayback
apparatus 2 can invigorate the. device manufacturing industry
by commercializing a high-vaiue audio data playback management
system that increases user convenience without sacrificing
the profits to copyright holders.

Even if a content obtained from an electronic music
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distribution sys;g@ is checked out, the”?udio'data playback
management Systeﬁ.éf the present inventisn increases user-
convenience without sacrificing the profits to copyright
holders. Therefore,theaudiodataplaybacknanagementsystem-
of the present invention makes significant contributions to
the developments in the electronic music distribution industry

and content distribution industry.
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. CLAIMS

1. An audio data playback management system comprising:

a recording medium;

a management apparatus that stores a permitted number,
performs a check-out operation by {(a) writing a first audio
object with a first piece of identification information into
the recording medium and {b) decrementing the permitted number,
and performs a check-in operation. by setting the first audio
object in the recording medium in a non-playable state and '
incrementing the permitted number; and

an editing apparatus that (c) edits the first audio

. object to obtain a second audio object and (d) writes the second

~audio object with a second piece of identification information

into the recording medium, the second piece of identification

information having an equivalence relation with the first piece

of identification information,

whereih the manageﬁtent appéréfﬁs perfb'rms a check—-in
operation on the second audio object corresponding to the second:

piece of identification information.

2. The audio data playback management system of Claim 1,
wherein the first piece of identification information
distinguishes the first audio object from another audio object

written by a different check-out operation.
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3. The audio data piayback'managément system of dlaim 1,
wherein the editing by the editing apparatus is a
division of the first audio objéct to obtain the second audio
object, and
the editing apparatus wfites‘the second audio object
withithe second piece of identifiéation'ihformation into the

recording medium.

4. The audio data playback management system of Claim 3,
wherein the management apparatus further includes:
a first object ID writing unit operable to, when the
first audio object is recorded, write a.first object ID
corresponding to the first aﬁdid bbject into the recording
medium, and -
the editing apparatus further ihéludes:

a second object ID writing uhit operable to, when'thé

~ second audio object is. obtained, write a.second.object I D.igto.

the recording medium, the secbnd'Object ID corresponding to
the second audio'object'and beiﬁg.différént from the first
object ID, - '

wherein the management apparatus perforﬁs a check-in
operation on the second audio object corrésponding to the second

object ID and the second piece of identification information.

5. The audio data playback management system of Claim 1,

wherein the management apparatus
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(1) holds a piecelof check-out,history_infqrmation
that includes media infoz_:mat_ion unique to the recording medium
and the first piece of identification information, and

(2) performs a check-in operation on the second audio
object that (i) is recorded in the recording medium assigned
the media information in the piece of check-out history
information and (ii)corresponds to the second piece of
identification information having an equivalence relationwith
the first piece of identification information in the piece

of check-out history information.

6. The audio data playback management system of Claim 1,
wherein the management apparatus includes:
a.storing unit operable to store a protected content;
a judging unit operable to judge;whether a playback

time of the protected qdhtent exceeds a predetermined length

of time; .. |

' afirstobjectwritingunit operable to, whena judgement

result of the judging unit is negative, generate the first

audio object from the protected content and write the first
audio object into the recording mediumm and

a second object writing unit operable to, when the
judgement result is positive, genérate a plurality of first
audio objects from the protected content and write, into the
recording medium, the plurality of first audio objects with

a plurality of first pieces of identification information
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showing the same walue.

7. A management apparatus that stores a permitted number,
performs a check—oﬁt operation by (a) writing a first audio
object with a first piece Of identification information into
a recording medium and (b).: decrementing the permitted number,
and performs a check-in operation by setting the first audio
object in-the recording medium in a non-playable state and
incrementing the permitted.number,

the management apparatus comprising:

a holdipg unit operable to hola the first piece of
identification information; | |

a connectingunit operable to connect a target recording
medium in whiéh a second audio'object has beeﬁ'recorded, the
second audio object being~an audio'object to.be-checked-in;

a reading unit operable to read a second piece of

_ identificgtiqqigformatianfrmm;pecoqnectedtaxgetreqprdingg

s U .

medium; the second piece of idéntificatioh information being
not changed by editing;ﬁ

a judging unit operable to judge whether thé'seédnd
audio object has an equivalence relation with the first audio
object by comparing the'sécon¢ piece of identification
informationwiththe first piece of identificatién information;
and |

a check-in unit opérébie ﬁo, when;a judgement result

of the judging unit is positive, performs a check-in operat'iori
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on the second audio object.

8. The management gpparatt_;s_ of Claim 7
wherein the first piece of identification information
distinguishes the first aﬁdio object from another audio object

written by a different check-out _operati_dr_l.

9. The management apparatus of Ciaim 8,

| wherein thé holding unif. holds a piece of check-out
history information that includes media information unique
to the recording medium, in which _1_:he fi:slt audio object has
been recorded, and the first pieceof identi_f:i_._cation information,
and

| .(2) performs a check—-in operation lQn the second audio

object that .(i) is recorded in the r_ecordi_ng xﬁedium assigned
the media information in the piece of check-out history

information and (ii)cqr_x_'es_ponds to the second piece of

identification information havingan equlvalence'relatlon with

the first piece of identification information in the piece

of check-out history information.

10. An ediﬁing apparatus that i§ used in an éudio_data playbac_k
management systezﬁ, the audio data p‘layback managément system
including a recording medium and.a. nianagement apparatus, the
management apparatus storing a permitted number, performing

a check~out operation by (a) writing a first audio object with -
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a first piece of 1dentif1cat:|.on :Lnformatlon 1nto the recording
mediumand (b) decrementlng the permitted number, andperforming
a check-in operation by setting the first audio object in the
recording medium in a non—playable' state and incrementing the
permitted number,

the editing apparatus comprising:

a reading unit operable to read the first piece of

identification information from the recording medium;

an editing unit operable to edit the first audio object

to obtain a second audio object; and -

a writing unit operable tb write the second audio object
with a second piece of identification information into the
recording medium, the second piece of identification
information havi'ng an equivalence relation with the first piece

of identification information.

_ 11 The edltlng apparatus of Clalm 10,

,«

wherea.n the flrst plece of J.dentn.f:l.catlon 1nformatlon'
distinguishes the first audio object from another audio object

written by a different check-out operation.

12, The editing apparatus of Claim 11,

wherein the editing by the editing unit is a division
of the first audio object to obtain the second audio object,
and

the writing unit writes the second audio object with
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the second piece_ of ident:_‘_,_f;ic_atiqn information into the .

recording medium.

13. A recording medium for use in an audio_ data playback

management system, ihe audj‘.o data playback management system

including a management appa;atus and an gditing apparatus,
the management apparatus pérfgming (1) a ;::_heck—out operation
by writing a first audio object into the r_eg;.jording medium and
célecrémenting a permitted number and (2) a check-in operation
by setting the first audio qb_je_ct_:_ in the recording medium in
a non-playable state and ingrem_eﬁting thé permitted numbet,
in the recordingmedium, a first pie_c§ of identification
information, a second audio object, and a second piece of -
identification information having been recorded,

the first piece of identification informétion

~distinguishing the first audio object from another audio object

written into the recording medium by a different check-out
the second audio object having been obtained by-editing
the first audio object, and

the second piece of identification information .
corresponding to the second audio object and having an
equivalence relation with the first piece of identification

information.

14. The recording medium of Claim 13 is a semiconductor memory
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a protectéd:area, in which the fi%ét piéce of
identification information and the second piece of
identification information have been recorded and which is
accessiblebyadevice if authenticityof the device.is verified;
and

a non-protected area, in which the first audio object
and the second audio object have been recorded and.ﬁhich is
accessible by a device regardless of whether authenticity of

the device is wverified.

15. A recording :ﬁédium for use ina system, the system including
a ménagement aprararus that performs check-out operations,
each check-out operation being performed by (a) writing at
least one audio objeét into a recording medium and (b)
decrementing a permitted number,
| in the recordlng medium, a medla ID is prestored and
a'flrsflgéd;o track hés*been reéorded, | -
the first audio track including a first audio object
and a content ID, both of which have been written by one of
the check-out operations; and
the media ID being unique to the recording medium,

wherein apair of themedia ID and the content IDuniquely

specifies one of the check-out operations.

16. The recording medium of Claim 15,
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wherein the first audio track further includes a track
ID and, whenlthesfirst-audig track is combined with a second
audio track corresponding '1::0.: a di_ff_.erent cfh‘ieck—out operation,
the track ID is uédated tg show thét thelﬁirst audio track
should be'played'béck with the second au&io track, and

the cg;tent ID distinguishes thelgirst audio track
from the'second.audio tra¢k, eveﬁ if thélfirst'audio track

is combined with thé second audio track. . .

17. The recording medium of Claim 15, wherein the first audio
track further includes a track ID, |

wherein the track IDldistinguishes_the first audio -
track from a secondi audio track o_btained by? dividing.the first
audio track, and - -

the content ID shows that the first audio track and.

the second audio track correspond to the same check-out -

operation. _ ‘ .
e e e - . . . . . E D -a*;‘t'.’:_%,‘;:.;;:__‘.'-.'\f_l-..4..-'._~a,_. LA LY A

18. The recording medium of Claim.l?, wherein the first audio
object is assigned an objecﬁ 1D,

wherein the object ID distinguisheé the first audio-
object from a second -audio object in the sécond audio track,
and |

the content ID shows that the first audio object and

the second audio object correspond to the same check-out

- operation.
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19, The recording%ﬁédium.of Claim 15, whé?éin the first audio
track further includes an ISRC (Internaﬁional Standaxd
Recording Code),

wherein the ISRC and an ISRC in a second audio track
are the same value, and '

the content ID distinguishes the first audio track.
fromthe second audio track, the secondaudio track corresponding

to a different check-out operation.

' 20. The recording medium of Claim 15,

wherein the first audio track includes a plurality
of first audio objects corresponding to the same content with
a playback time exceeding a predetermined length of time, each
of the plurality of first audio objects corresponding to the

same content ID.

11 . The recordlng med:Lum of Ciaim 15 is a semiconductor m.em\ory';

20

25

card, the semiconductor memory card comprising:
aprotected area, inwhich content IDs have been recorded
and which is accessible by a device if authenticity of the
device is verified; and ' |
a non-protected area, in which first audio objects -
have been recorded and which is acces siblé by adevice regardless

of whether authenticity of the device is -verified.

79



10

15

20

25

WO 01/67668 - PCT/US01/07429

'22. A management-apparatus that performs check—out operations

and check-in operations,_each check-out operation being
performed by writing an . audio track into a recording medium
anddecrementing a permitted number, andeach check—in operation
'being performed by setting the audio track in the recording
medium in a non-playable state and incrementing the permitted
number,

the management apparatus comprising:

a storing unit operable to store a permitted number
and a piece of check-out history information, the piece of |
check-out history information including a media ID unique to

arecordingmedium, inwhicha first audio trackhasbeen recorded,

and a content ID included in the first audio track; - ..

a connecting unit operable to connect a target recording
medium, in which a media ID and a second audio track have been
recorded, the second audio track being an audio track to be
checked in;

-2 .
¥

e R e e : o R SR L ] T
a judging unit operable to, when the target recording

mediumis connected, judge whether the piece of-check-out history
information matches the media ID in the target recording medium
and a content ID in the second audio track; and

a check-in unit operable to, when a judgement result
of the judging unit is positive, perform a check-in operation

on the second audio track.

23. An editing apparatus that edits a first audio track recorded
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in a recording medlum, the first audio track being assigned

a track ID and 1nclud1ng a first audio object with a content
ID, the recording medium recording a media ID,

the editing apparatus including:

an editing unit opérable to edit the first audio track
to obtain a second audio track; and

an identification information assigning unit operable
to assign a new track ID and a content ID to the second audio

track, the new track ID being unique to the second audio track

and the assigned content ID having an equivalence relation

with the content ID in the first audio track.

24. The editing apparatus of Claim 23,

wherein fhe editing by the editing unit is combining
of the first audio track with another audioc track to obtain
the second audio track, and

the 1dent1f1catlon.1nformatlon.assignlng'unlt.a351gns
a.new track ID and a content ID to the second audlo track,
the new track ID being unique to the second audio track and
the assigned content ID hgving an equivalence relation with

the content ID in the first audio track.

25. The editing -apparatus of Claim 23,
wherein the editing by the editing unit is a division
of the first audio track to obtain the second audio track,

and
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the identification information assigning unit assigns
a new track ID and a content ID to the sécond audio track,.
the new track ID being unique to the seéo_nd audio track and
the assigned conte_ﬁt ID having an equivalence relation with

the content ID in the first audio track.

26. The editing apparatus of Claim 25,

wheréin the first audio object in the first audio track
is assigned an object ID, and

the identification information assigning unit assigns
a new object ID to a second audio object in the second audio

track, the new object ID being unique to the second audio object.

27. A computer-readable recording medium that records a program
forhaving a computer perform check~out operations and check-in

operations, the computer storing a permitted number and a piece

of check-out hJ.story :Lnformatlon, each check-out operatlon

beJ.ng performed by wrltlng an audlo track 1nto a recordlng

medium and decrementing the permitted number, each check-in
operation being performed by setting the audio track in the
recording medium in a non-playable state and incrementing the
permitted number, the piece of check-out history information
including a media ID unique to a recording medium, in which
a first audio track has been recorded, and a content ID included
in the first audio track,

the program comprising:
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a connect%qg step for conhectingﬂi'térgét recording
medium, in which a ;nedia' ID and a second aud:l.o track have been
recorded, the second audio track being an audio track to be
checked in;

a judging step for, when the target reCording“medium
is connected, judging whether the piece of check-out history .
information matches the media ID in the térget recording medium
and a content ID in the second audio track; and

a check-in step for, when a judgement result of the
judging unit is positive, performing a check-in operation on

the second audio track.

28. A computer-readable recording medium that records a program
for having a computer edit a first audio track recorded in
a recording medium, the first audio track being assigned a

track ID and including a first audio object with a content

' fhe program comprising:
an.editing step for editing the first.audio track to
obtain a second audio track; and
an identification information assigning step for
assigning a new track.ID and'a'éontent ID to the second audio
track, the new track ID being unique to the second audio track
and the assigned content ID having an equivalence relation

with the content ID in the first audio track.
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-29 ..Amethod for having a computer perform check-out operations

and check-in operations, each check-out operation being .

‘performed by writing an audio track into a recording medium

and decrementing a permitted number, each check-in operation
being performed by setting the audio track in the recording
medium in a hon-playable state and incrementing the permitted
number, the computer storing the permitted number and a piece
of check-out history information, the piece of check-out history
information including a media ID unique to a recording medium,
in which a first audio track has been recorded, and:a content
ID included in the fitst audio track, |

the method comprieing:

a connecting step for connecting a target recording
medium, in which a media ID and a second audio track have been
recorded, the second audio track being an audio track to be
checked in;

a judglng step for, when the target recordlng med:l.um .

M wal . AT Y kS

" is connected, judglng whether the plece St anecR-Gut h:l.story

information matches the media ID in the target recording medium
and a content ID in the second audio track; and

a check-in step for, when a judgement result of the
judging unit is positive, perf.orming a check—-in operation on

the second audio track.

30. A method for having a computer edit a first audio track

recorded in a recording medium, the first audio track being
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assigned a track ID and including a first audio object with

the method comprising:

an editing step for editing the first audio track to
obtain a second audio track; and

an identification information assigning step for
assigning a new track ID and a content ID to the second audio
track, the new track ID being unique to the second audio track
and the assigned content ID having an equivalence relation

with the content ID in the first-audio track.
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