1 CLI ENT CREDENTI AL BASED SECURE SESSI ON AUTHENTI CATI ON METHOD AND
APPARATUS [ 0001] The present disclosure relates generally to secure session
authentication 5 and in particular relates to the establishnment of a
secure authenticated session wthout significant conputational overhead.
[0002] In a client-server environnent, comuni cations between the client
and server will often need to be authentjcated. Specifically, often one
conputing device communi cates with another conputing device (client and

server) over a 10 network t | ' rder to ensure
the client and server are g’;m@ﬁﬁgﬁdaLﬁéﬁFﬁ%F#%%emlty and data
Integrity, aut henti @Essmmswmﬁwdmlb&pmnmemb_ APPARATESExi st for
aut henti cati ng comruni cati ons between a server and client. In one

solution, the session can be authenticated with sinple authentication. The
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use a sinpler cryptographic nethod, Such 30 schenes include
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aut hent ij gat iggbhe REAESS diRId uiNERLAENENLH S8R adthbftidatiod or HTTP (Hyper

Text Transfer Protocol) Post-based authentication over SSL/TLS (Secure Socket
Layer/Transport [.ayer Security) to authenticate a session. Then, the
authenticated session is identified by a token stored in or on the client in an HTTP
cookie. This scheme is complex since it requires SSL/TLS. To properly support

20 SSL and TLS, a client needs to include relatively strong cryptographic capabilities.
For example, a public/private key system could be used. However, the use of
such strong cryptographic capabilities on a simple client, such as a wireless data
device or a personal digital assistant (PDA), may not be possible depending on
the device. Further, if being used in a wireless environment, the use of this form

25  of authentication requires numerous exchanges of information just to establish a
channel. With wireless devices, the delays in the wireless space and the cost in
terms of network bandwidth, battery life and data transmission costs may be too
high.
[0004] An alternative solution is to use a simpler cryptographic method. Such

30 schemes include challenge-response sequences such as NTLM (Windows NT
LAN Manager) authentication. Referring to NTLM authentication, this is a
Microsoft proprietary HTTP based challenge-response authentication mechanism
that authenticates a TCP (transmission control protocol) connection. Since data



M crosoft proprietary HITP based chal | enge-response authentication

mechani sm that authenticates a TCP (transm ssion control protocol)
connection. Since data 2 integrity of HITP traffic over NTLM aut henti cated
connections is not protected, an HITP nessage can be changed, renoved or
injected by an attacker. Thus, even though a session has been

aut henti cated, data source authentication,for HITP nessages is not
guaranteed. 5 [0005] A nore secure solution to the sinple cryptographic
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and a server, said client an server both know ng said client” credential,
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15 [0007] In one embodiment, the password for the client device, which would

already be known by the server, may be used as the shared credential.
[0008] Various extensions to the above, including the creation of a session, the
use of other known information combined with a password to create a hash key,
the use of secure pseudo-random number generators to expand the shared

20 credentials, the use of sequence numbers to prevent addressing replay, among
others, are described.
[0009] The present disclosure therefbre may provide a method for client credential
based authentication of messages between a client and a server, said client and
server both knowing said client credential, the method comprising the steps of:

25 utilizing the client credential to create a key; and using the key to authenticate
messages between the client and the server.
[6010] The present disclosure may further provide a client device adapted for
client credential based authentication of messages between the client device and
a server, said client device and server both knowing said client credential, the

30  client device comprising: memory for storing the shared credential; a processor
communicating with said memory and adapted to: utilize the client credential to
create a key; use the key and a message to create a message authentication

code; and add the message authentication code to the message to create a



30 client device conprising: nmenory for storing the shared credential; a
processor conmunicating with said nenory and adapted to: utilize the

client credential to create a key; use the key and a nessage to create a
message aut hentication code; and add the nessage authentication code to
the nessage to create a 3 secure nessage; and a communi cation subsystem
adapted to send the secure nessage. BRI DESCRI PTI ON OF THE DRAW NGS 5
[ 0011] The present disclosure will be betfer understood with reference to

the drawings in which: Figure 1 is a data flow di agram show exenpl ary
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di agram showhagsaid ernative exenplary 10 conmuni cations between a client
and a server; Figure 3 is a data flow diagram showi ng further alternative
exenpl ary conmuni cati ons between a client and a server; and Figure 4 is a

bl ock di agr j il ice that can be used in
associ at i on%ﬁ?%‘gmﬁmﬁéﬁgﬁw PREFERRED EMBODI MENTS [ 0012]
Ref erencg i go001y TRslprdsenfu@eicute wilbé MetteX BABERISbPWABeERrohcd thee 1, a
client 110 communicates with a server 120. In order to ensure that

conmmuni cat i SH3Wingsdntiehdi rection are authentic and data insertion or
alternation 20 d :0CC or. I; r rovi .
comuni cation i ncﬁﬁpgﬁﬁe{g%n%ﬁstgggg\?g%gfa?ﬁsréﬁwg%rﬁ%g%ﬂﬁ%%rﬁ G@rﬁrﬂg@ﬁ%ﬁ er that
can be repr dfwedn @clieint hed esetvenf the conmuni cation. [0013] In a
preferred enbodi nent, the ident] ]:Nitﬁir appended is a nessage authentication

code (MAC). MAC ifJOHES B 'RARRaIf YT ShRwingalteraelive s¥eMmpiais. 25
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secret key. A conbination o e two enables a' hash to be produced and
wi t hout know edddgufe Bhe askaia diovwkéipngrarhshbadiy fatheraitbenatvereodmgdry As
would be communications between a client and a server; and
Figure 4 is a block diagram showing an exemplary mobile device that can
be used in association with the above.
15
DESCRIPTION OF PREFERRED EMBODIMENTS
[0012] Reference is now made to Figure 1. In the exemplary process of Figure 1,
a client 110 communicates with a server 120. In order to ensure that
communications in either direction are authentic and data insertion or alternation
20 does not occur, the present disclosure provides for communication in which a
message text is appended with an identifier that can be reproduced on either end
of the communication.
[0013] In a preferred embodiment, the identifier appended is a message
authentication code (MAC). MAC is well known in the art and includes two inputs.
25  Specifically, these are the text that the MAC is being appended to and a secret
key. A combination of the two enables a hash to be produced and without
knowledge of the secret key, the hash cannot be reproduced. As would be
appreciated by those skilled in the art, the hash value is generally large enough so
that a random value will not be valid.
30  [0014] Various MAC algorithms could be used. One example is the HMAC
algorithm. Such an algorithm can be, for example:

HMACk(m) = h((K @ opad) || h((K @ ipad) || m))



appreci ated by those skilled in the art, the hash value is generally |arge
enough so that a randomvalue will not be valid. 30 [0014] Various MAC

al gorithns could be used. One exanple is the HWAC al gorithm Such an

al gorithm can be, for exanple: HVACK(mM = h((K O+ opad) 11 h((K (B ipad) 11
m) 4 [0015] Where Kis the key, opad and ipad are constants and mis a
message. His a secure hash function. Thg O synbol denotes a bitw se
exclusive or (XOR) and the 11 synbol denotes concatenation. [0016] If "h"
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produce a 20 certain nunber of bits and t renovi ng any excess bits that
are not requedeiiemenhisa send dpppassont gier abeoragiunicaticresphesnel.d or ot her

client cred I al A W cure pseudo-randam nunber .geperator .. (PRNG . The
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had t he same pseudo-random nunber 25 generator, the required nunber of bits

out put t ed bwsgds@%@ﬁ(@yﬁmmeqed tohemedified through various algorithms to create a
15 key of a desired length. Such a deterministic algorithm would be known to those

skilled in the art and various algorithms could be used.
[0019] One such algorithm could be the repeating of an encoded password string
until a desired number of bits has been reached. Others include hashing a
password with a secure hash function such as SHA1 to expand and produce a

20 certain number of bits and then removing any excess bits that are not required.
Another approach might be using the password or other client credential with a
secure pseudo-random number generator (PRNG). The password or client
credential could be the seed for the secure pseudo-random number generator and
as long as both the server and client had the same pseudo-random number

25  generator, the required number of bits outputted by a secure PRNG will constitute
the key. Other algorithms would be known to those in the art.
[0020] Other secure information could be added to password to improve entropy.
For example, birthday, city of birth, mother's maiden name, among other
information known to both the client and server could be added to password and

30 used as part of a security token to seed the PRNG or as an argument of secure
hash function to produce the key. Such additional secure information is provided
by client offline.



the key. O her algorithnms would be known to those in the art. [0020] O her
secure information could be added to password to i nprove entropy. For
exanpl e, birthday, city of birth, nother's maiden nanme, anong ot her

i nformati on known to both the client and server could be added to password
and 30 used as part of a security token to seed the PRNG or as an argunent
of secure hash function to produce the kegy. Such additional secure
information is provided by client offline. 5 [0021] As will be
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cal cul at e t igKilggyn g ad. Bie MREC widas messagavinferapatiqn aeng with the key that
15 was calculated in step 130.

[6024] In one example the message can be an HTTP message. If a useris
attempting to establish a secure session over HTTP, the MAC could be added to
the HTTP footer. This example is however not limiting, and other message types
are contemplated.

20  [0025] In step 145, server 120 calculates the key for the client identifier received in
the message from step 140. The server 120 knows the common secret from the
client credentials of client 110 and therefore can use the client 1D to find these
client credentials and to calculate the key based on the same algorithm that client
110 used to calculate the key K. Once the key is calculated in step 145, it can be

25  stored locally on server 120 and associated with client ID 142 or a session
identifier in order to eliminate the need to recalculate the key for any subseqguent
messages received from client 110.

[0026] In step 150, server 120 sends an activate response back to client 110
along with session identifier 152 and a MAC for the activate response message.

30  Again, the MAC is calculated based on the shared key and the contents of the
activation response message.

[0027] Once client 110 has received session identifier 152, the session identifier

can be included in subseguent messages sent to the server 120 as shown in step



110 used to calculate the key K. Once the key is calculated in step 145, it
can be 25 stored locally on server 120 and associated with client 1D 142 or
a session identifier in order to elimnate the need to recal cul ate the key
for any subsequent nessages received fromclient 110. [0026] In step 150,
server 120 sends an activate response back to client 110 along with
session identifier 152 and a MAC for the activate response nessage. 30
Again, the MAC is calcul ated based on the shared key and the contents of

the activat se nmessage. [0027 lient.110 has. rec
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message could be ignored or an error sent back to the originator.
[0031] After finishing with the session, either the server 120 or client 110 can tear
down the session by sending a message in step 190 to the other party. The
message includes a session identifier and an end session message. This end
20 session message is accompanied with the MAC for the end session, the session
identifier and the key K. If the message in step 190 is verified the session will
then be ended.
[0032] Reference is now made to Figure 2. Figure 2 shows a dataflow diagram
between a client 110 and the server 120 and provides an alternative embodiment
25  to the embodiment of Figure 1. Specifically, the embodiment of Figure 1 does
not prevent addressing replay and if a designer of a system is concerned about
addressing replay attacks, the method of Figure 2 could be used instead.
[0033] As will be appreciated by those skilled in the art, a third party snooping
communications between a client 110 and server 120, when utilizing the method
30  of Figure 1, could intercept a message and could resend that message to server
120. In the method of Figure 1, server 120 performs the same verification 180

and finds that the message is valid and sends an appropriate response. In some



identifier and the key K If the nessage in step 190 is verified the
session will then be ended. [0032] Reference is now nade to Figure 2.
Figure 2 shows a datafl ow diagram between a client 110 and the server 120
and provides an alternative enbodinent 25 to the enbodi ment of Figure 1
Specifically, the enbodi ment of Figure 1 does not prevent addressing replay
and if a designer of a systemis concerned about addressing replay
attacks, the nethod of Figure 2 could be used instead. [0033] As will be

appreciated se skil e ar t third part sno
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subsequentlyﬂfgserti ng a different sequence nunber in order to try to spoof
client 110 [ 0035] When server 120 receives nessage fromstep 210, it
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Figure 1. Further, it verifies In"step 1 as in Figure 1.
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110 sends a message using the method of Figure 2, a unique sequence number
should be sent along with the message. Various ways of providing unique
sequence numbers are known to those in the art.
[00386] If the MAC is verified in step 180 and the sequence number is verified in
20 step 215, the server 120 sends an activate response message 220 back to client
110. This activate response message includes the response, a session identifier
152, a sequence number 254 along with a MAC 258.
[0037] In a similar fashion to that of Figure 1, subsequent messages can proceed
with the session identifier, the message and a sequence number with a MAC
25  calculated for all of these things along with the key that is known to both the client
110 and server 120.
[0038] At the end of a session, either the server 120 or the client 110 can tear
down a session by sending an end session meésage, which includes a session
identifier, a sequence number and the MAC for ali of these things. The session is
30 then ended.
[0039] There could be a concern that if a password is used for the key, that the
key might have bad entropy. One solution is to enforce desired password
strength levels, such as by ensuring the password is of a minimum length, has



[0036] If the MACis verified in step 180 and the sequence nunber is
verified in 20 step 215, the server 120 sends an activate response nessage
220 back to client 110. This activate response nessage includes the
response, a session identifier 152, a sequence nunber 254 along with a MAC
258. [0037] In a simlar fashion to that of Figure 1, subsequent nessages
can proceed wth the session identifier,gthe nmessage and a sequence nunber
with a MAC 25 calculated for all of these things along with the key that is
known to both e client 110 and server 120. [0038] At the end of a
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every sessiqgn established by client 110 and server 120. Hence, a nethod
can use t he 'd@aidies aﬁi@?ﬁ'ﬁ"@l”eﬁs part of the key once the session

| denti fijgr L[@&;ﬁ%é\‘eF {'oVPi‘%%é% b%\‘qé%lﬁﬁ%%?ﬁﬂwﬂﬁicé%(sﬁv%‘%% era12"d.i fihel 10
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step 130 andudsetathta ket is cadadatgd, inistep A0 mydtdreactdlate medsdget indweinatie a
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180. 15 Thereafter a second key, designated herein as K2, is created b
server 120 ithen calculate the key K for the client identifier and verify the MAC in step 180.

15 Thereafter a second key, designated herein as K2, is created by server 120 in
step 315. K2 can be derived from a combination of the shared credentials, such
as the password, along with the session identifier that is being assigned to the
session with client 110. The algorithm for the combination of the shared
credential plus the session identifier would be known to both the client 110 and

20 server 120.

[0042] In step 320 the server 120 sends an authenticated response message back
to client 110 which includes the activate response, the session identifier 152 along
with the MAC created with key K2. Client 110 calculates key K2 based on the
session identifier received in the message of step 320 in step 325 and stores the

25  key K2. Client 110 then uses this key K2 for subsequent communications with
server 120,

[0043] As will be appreciated, the method of Figure 3 can also utilize the
sequence numbers within messages and thus the methods of Figures 2 and 3
can be combined.

30 [0044] The use of a session identifier within the key provides a unique key for that
session.

[0045] In a further alternative, a more secure symmetric key could be negotiated

between the client and server utilizing the key based on the shared client



step 315. K2 can be derived froma conbination of the shared credential s,
such as the password, along with the session identifier that is being
assigned to the session with client 110. The algorithmfor the conbi nation
of the shared credential plus the session identifier would be known to both
the client 110 and 20 server 120. [0042] In step 320 the server 120 sends
an aut henticated response nessage back tg client 110 which includes the
activate response, the session identifier 152 along wth the MAC created

wth key K2. Cient 110 cal cul ates key K2 based the session identifier
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hash can then utilize this key and be incorporated into the message to ensure the
15 authenticity of the message and prevent spoofing or the insertion or removal of
data from a message. Known credentials could include items already known to
both the client and server such as a password. Alternatives include adding keys
to both the client and the server that would be known to the client and the server.
This could be done during the provisioning of the mobile device either when it is
20 being built or during subsequent provisioning.
[0048] Based on the above, the message cannot be modified in transfer since
message integrity is protected by the MAC. It should also be appreciated that
only the owners of the session can produce a valid message for the session.
Thus the server is also authenticated.
25 [0049] Client 110 can be any device that can communicate with a server 120.
Wired devices such as computers can be utilized; however, due to the nature of
the protection and the lightweight computational requirements of the methods
described herein, the method can also be used on devices that have limited
computational abilities. Such devices can, for example, include some wireless
30  devices where further benefit is derived from having a limited number of
communications for a handshaking routine. One exemplary mobile device on
which the present method can be used is described with reference to Figure 4

below. This is not meant to be limiting, but is provided for ilustrative purposes.



client and a server using shared secrets in order to create a key for
hashing. The hash can then utilize this key and be incorporated into the
nmessage to ensure the 15 authenticity of the nessage and prevent spoofing
or the insertion or renoval of data froma nessage. Known credentials
could include itens already knowmn to both the client and server such as a
password. Alternatives include adding keyg to both the client and the
server that would be known to the client %d the server. This could be
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particular design of the communication subsystem 411 will be dependent upon the
communication network in which the device is intended to operate.

[0052] Network access requirements will also vary depending upon the type of
network 419. In some CDMA networks network access is associated with a client
20 oruser of mobile device 400. A CDMA mobile device may require a removable
user identity module (RUIM) or a client identity module (SIM) card in order to
operate on a CDMA network. The SIM/RUIM interface 444 is normally similar to a
card-slot into which a SIM/RUIM card can be inserted and ejected like a diskette
or PCMCIA card. The SIM/RUIM card can have approximately 64K of memory
25 and hold many key configuration 451, and other information 453 such as
identification, and client related information.
[0053] When required network registration or activation procedures have been
completed, mobile device 400 may send and receive communication signals over
the network 419. As illustrated in Figure 4, network 419 can consist of mulitiple
30  base stations communicating with the mobile device. For example, in a hybrid
CDMA 1x EVDO system, a CDMA base station and an EVDO base station
communicate with the mobile device and the mobile device is connected to both



10 [0051] Where nobile device 400 is enabled for two-way conmuni cation, it
w Il incorporate a comrunication subsystem 411, including both a receiver
412 and a transmtter 414, as well as associated conponents such as one or
nore, preferably enbedded or internal, antenna elenents 416 and 418, | ocal
oscillators (LGs) 413, and a processing nmodul e such as a digital signal
processor (DSP) 15 420. As will be appare pf to those skilled in the field
of conmuni cations, the partlcular desi gn of t he conmuni cati on subsysten1

411 will be de '
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controlled through automatic gain control algorithms implemented in DSP 420.
[0055] Mobile device 400 preferably includes a microprocessor 438 which controls
the overall operation of the device. Communication functions, including at least
data and voice communications, are performed through communication

20 subsystem 411. Microprocessor 438 also interacts with further device
subsystems such as the display 422, flash memory 424, random access memory
{RAM) 426, auxiliary input/output (1/O) subsystems 428, serial port 430, one or
more keyboards or keypads 432, speaker 434, microphone 436, other
communication subsystem 440 such as a short-range communications subsystem

25 and any other device subsystems generally designated as 2242. Serial port 430
could include a USB port or other port known to those in the art.
[0056] Some of the subsystems shown in Figure 4 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 432 and display 422, for

30  example, may be used for both communication-related functions, such as entering
a text message for transmission over a communication network, and device-

resident functions such as a calculator or task list.



comuni cation functions such as denodul ati on and decodi ng to be perforned
in the DSP 420. In a simlar manner, signals to be transmtted are
processed, 10 including nodul ati on and encodi ng for exanple, by DSP 420 and
input to transmtter 414 for digital to anal og conversion, frequency up
conversion, filtering, anplification and transm ssion over the

communi cation network 419 via antenna 418y, DSP 420 not only processes
comuni cation signals, but also provides for receiver and transmtter
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[0059] A preferred software application may be a personal information manager
(PIM) application having the ability to organize and manage data items relating to
the user of the mobile device such as, but not limited to, e-mail, calendar events,
voice mails, appointments, and task items. Naturally, one or more memory stores

20  would be available on the mobile device to facilitate storage of PIM data items.
Such PIM application would preferably have the ability to send and receive data
items, via the wireless network 419. In a preferred embodiment, the PIM data
items are seamlessly integrated, synchronized and updated, via the wireless
network 419, with the mobile device user’s corresponding data items stored or

25 associated with a host computer system. Further applications may also be loaded
onto the mobile device 400 through the network 419, an auxiliary 1/O subsystem
428, serial port 430, short-range communications subsystem 440 or any other
suitable subsystem 442, and installed by a user in the RAM 426 or preferably a
non-volatile store (not shown) for execution by the microprocessor 438. Such

30 flexibility in application instaliation increases the functionality of the device and
may provide enhanced on-device functions, communication-related functions, or

both. For example, secure communication applications may enable electronic



426. Received communi cation signals nmay al so be stored in RAM 426. [0058]
As shown, flash nmenory 424 can be segregated into different areas for both
conput er progranms 458 and program data storage 450, 452, 454 and 456.

These different storage types indicate that each programcan allocate a
portion of 10 flash nmenory 424 for their own data storage requirenents.

M croprocessor 438, in addition to its opgrating system functi ons,

pref erably enabl es execution of software applications on the nobile

device. A det I ped set of | icath .t hat trol basi ti ,
O i g AR BB o ARBL BT o B BROE Bl oA ROE BT
wi Il normal I elfobitstialicedogn nobil e device 400 during 15 manufacturing.

Q her applications could be installed subsequently or dynamcally. [0059]
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on-device functions, communication-related functions, or both. For
exanpl e, sed@P®IdNMHATEEEMEMNGRIIONGabVeitd appyaliornel mobile devisei 4001

s Lt A e e
recei ved si gmal signsls fastransraissiomessaigiebe generated by a microphone 436. Alternative
voice or audio /O subsystems, such as a voice message recording subsystem,
may also be implemented on mobile device 400. Although voice or audio signal
output is preferably accomplished primarily through the speaker 434, display 422
20 may also be used to provide an indication of the identity of a calling party, the
duration of a voice call, or other voice call related information for example.
[0063] Serial port 430 in Figure 4, would normally be implemented in a personal
digital assistant (PDA)-type mobile device for which synchronization with a user’s
desktop computer (not shown) may be desirable, but is an optional device
25  component. Such a port 430 would enable a user to set preferences through an
external device or software application and would extend the capabilities of mobile
device 400 by providing for information or software downloads to mobile device
400 other than through a wireless communication network. The alternate
download path may for example be used to load an encryption key onto the
30 device through a direct and thus reliable and trusted connection to thereby enable
secure device communication. As will be appreciated by those skilled in the art,
serial port 430 can further be used to connect the mobile device fo a computer to

act as a modem.



or web page download will be processed by the comruni cati on subsystem 411
5 and input to the m croprocessor 438, which preferably further processes
the received signal for output to the display 422, or alternatively to an
auxiliary I/O device 428. [0061] A user of nobile device 400 may al so
conpose data itens such as email nessages for exanple, using the keyboard
432, which is preferably a conplete 10 alphanuneric keyboard or

t el ephone-type keypad, in conjunction with the display 422 and possibly an
auxiliary I/ vige 428. Such.conposed.ite hen be .transmtted over
o bommun cat {9 Ry e M GRS R R BeRIEecIAT SHch dsey Sherkradds " | 0o062)
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be appreciated by those skilled in the art, serial port 430 can further be

used to conrfédtd vdudeppirelesaspnyaunigationd fpsieets such aga radiosyhsysiam ia

15 communicate with a celiular network or wireless local area network (WLAN) or a
modem or cable connection for a wired connection. Other devices with memory,
a processor and communications subsystem with combinations of some features
from Figure 4 could also be used.
[0067] The embodiments described herein are examples of structures, systems or

20  methods having elements corresponding to elements of the techniques of this
application. This written description may enable those skilled in the art to make
and use embodiments having aiternative elements that likewise correspond to the
elements of the techniques of this application. The intended scope of the
technigues of this application thus includes other structures, systems or methods

25  that do not differ from the techniques of this application as described herein, and
further includes other structures, systems or methods with insubstantial

differences from the techniques of this application as described herein.



[ 0064] O her conmuni cations subsystens 440, such as a short-range

conmmuni cations subsystem is a further optional conponent which nmay provide
for conmuni cati on between nobile device 400 and different systens or

devi ces, which need not necessarily be simlar devices. For exanple, the
subsystem 440 5 may i nclude an infrared device and associated circuits and
conponents or a Bl uetoothTM conmuni cat i OPS nodul e to provide for
comunication with simlarly enabled systens and devices. [0065] The
enbodi nment o(faLFwS(e 4 includes many aspects that may not be necessary for
a device used-f npl ement the nethods herein. 10 [0066] A nore basic

devi ce coul dy i ncl NgeatRBH YorclnP eRsRitial FRSRY YubRdtic SN Neabhg8sbetween a

subsystem In particular, a device requires a processor to produce the key
K and t he Mxdephdeviceankeysevensaid glienidayideeand sdrves botlokeowingesaith alient

credential s such he_password. .The.co ni gati ons subsystem could
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or a nodemor cable connection for a wired connection. Oher devices with

nenory, a procestig Hidkevimawtheaticaiadmesgrgestkaivaenihe shentegvienandthe one
features fr igure 4 could also be used. [0067] The enbodi nents

descri bed herein are exanples of structures, systens or 20 nethods having
el ements corresponding to el ements of the techniques of this application.
This witten desctiption enabl e those skilled in the art to nake and
use enbodi mént s HAW w&tfaﬂﬁﬁ/ﬂawoewaeé%ﬁ%d ehent oreqenyalis %(Praﬁé‘é’BEAr(\d to the
el ement ggof the techniques of this application. The intended scope of the
techni ques of this application thus includes other structures, systens or
met hods 25 that ddenoethtid declaine dmortdiain 2civheire saiof keyhisscrapteldi imatdpeating

described herein, and, further .includes other structures, systens or
net hods thﬁ%'d@%%%’Y%ﬁtWﬁila Sﬁrpﬁﬁg@gggﬁ%mcpwg echni ques of this
application as described herein. 15 CLAIMS: 1. A nethod for client

credential based _authentication of nessages between a client device and a
server, said-clidie methaskofelaing drarerainp hwkeksin sgidsaiscrgaied by utilizing a

15  hash function known to both the client device and server.

5. The method of claim 4, wherein the results of the hash function are
truncated to a desired key length.

20 6. The method of claim 2 or any one of claims 3 to 5 when dependent on
claim 2, wherein the password is combined with a security token prior to the
creation of the key.

7. The method of claim 6, wherein the security token comprises information
25  provided by the client device to the server offline, said information comprising any
of: birthdate, birthplace, mother's maiden name, and/or security answers.

8. The method of any one of claims 1 to 7, wherein said utilizing step further
combines the client credential with a session identifier to create the key and/or

30 combines the client credential with a nonce from an activation message.

9. The method of any one of claims 1 to 8, wherein said creating of the key

utilizes a secure pseudo-random number generator.



credential, the nmethod conprising the steps of: 5 utilizing the client
credential to create a key; and using the key to authenticate nessages
between the client device and the server. 2. The nmethod of claim1,
wherein said client credential is a password. 10 3. The nethod of claim1l
or claim2, wherein said key is created by repeating said password until a
desired key length is achieved. 4. The nethod of claim1l or claim 2,
wherein said key is created by utilizing a 15 hash function known to both
the client device and server. 5. The nmethod of claim4, wherein the results
of the hash function are truncated to a desired key length. 20 6. The

met hod of clfm 2718 nfdio@BE cRim®, %Hﬁifefﬁ the s@cWF@Ps&%@Wm Auymudrai m 2,
wherein the password is combined with a security token prior to the

creation of generriey uses thpelienicredential @sa ge®d. wherein the security token
conprises information 25 provided by the client device to the server
offline, said information conprising any of: birthdate, birthplace,

not her' s smai fen IMANE meAhed of cRRAUID WitcArIRYBRGantton e e Wragtedfthamseade- of
claine 1 to 7, wherein said utilizi n% step further conbines the client

credential VRPHOR RBEEHACARGRN Ysast @cpilenbartegeﬂhél qybingd Moth theoseaiibl nes
the client qE)ﬁgﬁ@‘tSlfg %/ch a nonce froman activation nessage. 9. The

met hod of any one of clainms 1 to 8, wherein said creating of the key
utilizes a secure pseudo-random nunber generator. 16 10. The net hod of

claim9, whe e| n e secure,pseud ndom nu ener.at use the Ilent
credential a t@% egh(iq(’f%ﬁé“r@[‘ﬁg n gependa c?Lrbg d@ﬁéﬁ'&éﬁ? Paim
6, whergipn trQﬁd@ﬁﬁ#\ﬂﬁbeF?@ cﬂ%@é‘%&h@%@h?&r‘éﬂeHﬁ&ﬁcérﬁ&n@H'vﬂfﬁth%r&q,%mri al
conbined with the securi en as a seed hod of claim1l

when dependddentdfieraisea ae@d oanIeeeme clent psederdial combéareibwith ihgeongersraat or
uses the cli erét credential combined with the session

13. The method of any one of claims 1 to 12, wherein said using the key to
15 authenticate messages comprises:
creating a message authentication code using the key and a message;
adding the message authentication code to the message to create a secure
message; and
sending the secure message.
20
14. The method of claim 13, wherein said secure message is verified as authentic
and unaltered by recreating the message authentication code upon receipt of the
secure message and comparing the recreated message authentication code with
the received message authentication code.
25
15.  The method of claim 13 or claim 14, wherein said message is an activation
request message and comprises a client identifier or said message is an

activation reply, and comprises a session identifier.

30 16.  The method of claim 13, wherein the message is an HTTP message, and

the message authentication code is added to an HTTP footer.



identifier as a seed or uses the client credential conbined with the nonce
as a seed. 13. The nethod of any one of clainms | to 12, wherein said using
the key to 15 authenticate nessages conprises: creating a nessage

aut henti cati on code using the key and a nmessage; adding the nessage

aut hentication code to the nessage to create a secure nessage; and sendi ng
the secure nessage. 20 14. The net hod of flain113, wherein said secure
nessage is verified as authentic and una ered by recreating the nessage

thenticati th t h
Feor eat ed moGage! Sa HHANPH CLENB Y EaueSe oo HEnPEa da dag SRSt Aing®
aut henti cat | 9BegOéltce Bémbér td ﬂ@ aﬁ@tsge@qb Béfd?é @eﬁoﬁ%n@s@b aitiihg ste%"er ein

said nessage is an activation request nessage and conprises a client
identifier or said nessage is an activation reply, and conprises a session

identifier. j . i n HITP
nmessage, and 't hgrﬂ%gietﬁg& ?P?Hgﬁ{ 8’@%?Jnlt%c'lo?,\gﬁﬁﬁég%sdﬁgn%agﬁg%ﬁéf%)?oot er.

17 17. TFhe majdiatingfa eminefrickey 08lizing eaititkeyf crebiwy withrald sliong ctduergiabp of
addi ng a sequence nunber to the nmessage before performng said utilizing

step. 18. The nethod of any of clains 1 to 17 further conprising the step
of 5 negotiajd ng ﬁcﬁ%@?@é%é ahsgtegtfbl bl?érﬂ rﬁa{?@r}és& SRtifshtitht ABn i d

client credential |en evice a ap e c ient credential based
aut hent i cat i rnessdgemesisagesthbefienttevibe actizeservde \daik chard e vier amel sever d

client devi nd server kno sai d ent credential, the client
devi ce corrpcl? ,llqjowir@g ﬁ%‘ﬁﬁ?@”?ﬁ@@%?? Il’fé"ctéll’%’l‘c@dc‘?fp%gﬂgl al ;. a processor
comuni qat i Ng W tReaRird fovestBFiNg B sRElaBt @ddb@tial; utilize the client
credential to create a key: use the key and a message to create a nessage
aut hentication a processor communicating with said memory and adapted to:
utilize the client credential to create a key;
use the key and a message to create a message authentication
code; and
15 add the message authentication code to the message to create a
secure message; and

a communication subsystem adapted to send the secure message.

20. The client device of claim192, wherein said client credential is a password.
20

21 The client device of claim 19 or claim 20, wherein said processor is

adapted to create the key by repeating the password until a desired key length is

achieved.

25 22. The client device of claim 19 or claim 20, wherein said processor is
adapted to create the key by utilizing a hash function known to both the client

device and server.

23.  The client device of claim 22, wherein the processor is further adapted to
30 truncate the results of the hash function to a desired key length.



code; and 15 add the nessage authentication code to the nessage to create a
secure nessage; and a conmmuni cation subsystem adapted to send the secure
nmessage. 20. The client device of claiml92, wherein said client credential
is a password. 20 21 The client device of claim19 or claim 20, wherein
said processor is adapted to create the key by repeating the password
until a desired key length is achieved. 22. The client device of claim
19 or claim 20, wherein said processor is ~adapted to create the key by

tilizi h k t0. bath th I
The. cii ant - dei coTBY CLrah iR OleIBrERN tr RS ELaais & fo oS Saapt ed o
30 truncate dgeddshbh%iah dhawharh fwﬁﬁdc@@smsefuﬂﬁéa SESPIEE Yo LEABNTL thk?

24. The client device of claim20 or one of clainms 21 to

dependent onpassavard 20th avseceity token prlof:@sté@rcrestlmmpf ther keydapt ed to conbl ne
the password with a security token prior to the creation of the key. 5 25.
The client device of claim?24, wherein the security token conprises

i nf or mat ison 76.0vi Tiesl chontideicd bfedikingex] whekdin the seedingtoladr tomprissgi d
information conprising any of: bi rthdate, birthplace, mother's maiden

name, and/ orm@mﬂpﬂwroaﬁ@msthemeawemt%theewwaéoffme SrRichinjoramaiosy
claims 19 “—"%ﬁpgﬁﬁgsgwf%ggggfeg%ﬁﬁﬁﬁécé Smo{?%?’? QIE%H n%?ﬁ@'é?%/é.f%b rftf

credenti al on 1 0 Crea and/ or I ne
client credeamsgvadrswi th a nonce froman activation nessage. 27. The cli ent
device of any one of clains 19 to 26, wherein said processor is 15 adapted
to create the key utilizing a secure pseudo-random nunber generator. 28.

The cliqat dgyi cerd chdRidBvich of"ﬁ}ﬁfﬁhé‘of E'I%irﬁ@ﬁ@rtg 2@%@9@%38'21?'@ BrSBERRBF is

gener at or uses the client credenti as a see ent devi ce of
cl ai m 28 wherdapéeed tdeombore ttiea:lnenzaredm@iabwnh t&msm@&ottﬁ@ﬁowaﬁﬁmerkey

enerator uses,the clie cr.e nt| al i ned with the
9 and/or com me%e clien credentlal with a honce from an activation message.

27.  The client device of any one of claims 19 to 26, wherein said processor is

15 adapted to create the key utilizing a secure pseudo-random number generator.

28.  The client device of claim 27, wherein the secure pseudo-random number

generator uses the client credential as a seed.

20 29, The client device of cilaim 28 when dependant on claim 24, wherein the
pseudo-random number generator uses the client credential combined with the

security token as a seed.

30.  The client device of claim 28 when dependant on claim 26, wherein the
25  pseudo-random number generator uses the client credential combined with the
session identifier as a seed or uses the client credential combined with the nonce

as a seed.

31.  The client device of any of claims 19 to 30, wherein said message is an
30  activation request message and comprises a client identifier or said message is

an activation reply, and comprises a session identifier.



security token as a seed. 30. The client device of claim28 when dependant
on claim26, wherein the 25 pseudo-random nunber generator uses the client
credential conbined with the session identifier as a seed or uses the
client credential conbined with the nonce as a seed. 31. The client device
of any of clainms 19 to 30, wherein said nessage is an 30 activation
request nessage and conprises a client ideptifier or said nessage is an
activation reply, and conprises a session’identifier. 19 32. The client
devi ce of any, of aims 19 to 31, wherein the processor (s further. adapted
Lo add o sequbnce HAMERt davicnar sal 0hgEMa s Stehk” ieann hemratesser i frdR
claims 19 t Oa@ZnteWl8 R S§84GbRIcOGRPBEF td hedmbbéddier adapted to negotiate a
symmetric key utilizing said key created with saird client credential. 34.
The client device of any one of clains 19 to 33, wherein said client device

code for exctnn i onne ket dsviREBURAY BF olaaS 8B T2 Wl F B PlgibsBhl For
causi ng sai dipepepatibpgdieicptiate aSyaimsrickayaitiiensy sae kepichosteafwianyaigne

of claims 1 to 18. _
client credential.

34.  The client device of any one of claims 19 to 33, wherein said client device
is a mobile device.

10
35. A computer readable medium embodying program code for execution in a
processor of a computing device or system for causing said computing device or

system to perform the methed of any one of claims 1 to 18.



