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[ DESCRI PTI ON]

[Title of Invention] REDUNDANT SYSTEM AND REDUNDANT SYSTEM
MANAGEMVENT METHOD

[ Techni cal Field]

[ 0001]

The present invention relates to a redundant systemand a
redundant system nmanagenent net hod.
[ Background Art]

[ 0002]

The m ssion-critical systemwhi ch nust not go down easily,
suchas amssion-critical systemof afinancial institution, for
exanple, is generally configured as a cluster, that is to say,
a redundant system Such a redundant systemis operated i n such
a way that an active-system apparatus and a standby-system
appar atus nutual |l y noni t or each ot her, and t he standby systemis
switched to serve as an active systemin response to detection
of an anonmaly in the active system
[ 0003]

As a technique of nonitoring and operating a redundant
system descri bed above, the follow ng techniques have been
proposed, for exanple. To be specific, in one exanple of the
proposed techniques, a client term nal executes the steps of:
accessi ng a dual networ k managenent systemto obtainanonitoring
program for nonitoring a system switching; activating the
obt ai ned noni tori ng prograny and causi ngthe activatednonitoring
programto periodi cal |l y access t he dual net wor k managenent system
and to detect a switching of the network managenent systemfrom
a response from the network nanagenent system (see Patent
Literature 1).

[Gtation List]

2325PCT_Engl i sh specification



10

15

20

25

30

[ Patent Literature]

[ 0004]

[ PTL 1] Japanese Patent Application Publication No. 2005-4404
[ Summary of | nvention]

[ Techni cal Probl enj

[ 0005]

Currently, many systens are configured with redundancy by
including the active system and the standby system indeed.
Meanwhi | e, such redundancy has not been i ntroducedto a nmechani sm
toplay arole to detect an anonmal y and performsystemsw tching
inresponsetothedetection. For thisreason, if afailureoccurs
in that nechanism the redundant system operates without
perform ng an anonmaly detection operation therein, and even a
trigger for a systemsw tching operation is not generated. As
aresult, theredundant systemmay st op provi di ng servi ces wi t hout
t aki ng any count er neasure. | nother words, thereremains concern
t hat t he nechani smf or anonmal y det ecti on and systemsw t chi ng may
be a single point of failure, and may fundanmental | y damage t he
ef fect of the systemredundancy establ i shed by the acti ve system
and the standby system
[ 0006]

Agai nst t hi s background, an obj ect of the present i nvention
Is to provide a technique of providing a redundant failure
detection configuration to a redundant system and thereby
enabling the redundant system to precisely detect a failure
occurrence, and reliably execute a necessary system sw tching
oper ati on.

[ Solution to Problemn
[ 0007]

I n aredundant systemof the present i nventionto solvethe
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f oregoi ng probl em each of power supply nechani sns provi ded for

respective conputers redundantly provided i ncl udes a processor

configured to: nonitor a wite process in which predeterm ned
i nformati on recei ved fromanot her appar at us or anot her mechani sm
i nthe correspondi ng conputer iswittento astorage of the power

supply mechanism if the wite processis not inconformty with
a predeterm nedrul e, execute a power-off or reset operation; and
after the execution of the operation, give an instruction to
performa fail-over operation to the other conputer out of the
conputers. It should be noted that each of the aforenentioned
conputers naturally also includes a nutual nonitoring function
conventional |y provided by clustering software i n the redundant

system (the sane applies bel ow).

[ 0008]

I n addition, a redundant system nmanagenent nethod of the
present invention is to be executed by each of power supply
mechani sms  provided for respective conputers redundantly
provi ded, and includes: nonitoring a wite process in which
predeterm ned information from another apparatus or another
mechani smof the correspondi ng conputer is witten to a storage
of the power supply nmechani sm executing a power-off or reset
operation if the wite process is not in conformty wth a
predeterm ned rule; and after the execution of the operation,
giving an instruction to performa fail-over operation to the
ot her conputer out of the conputers.

[ Advant ageous Effects of Invention]
[ 0009]

According to the present invention, the redundant system

further includes the nonitoring functions in the power supply

mechani sns, in additiontothe nutual nonitoring functions which
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are conventionally provided by the clustering software in the
redundant system Wththis configuration, theredundant system
I's provided with the redundant failure detection configuration,
and is enabled to precisely detect a failure occurrence, and
reliably execute a necessary system sw tching operation.
[Brief Description of Draw ngs]

[0010]

[Fig. 1] Fig. 1lis adiagramillustrating aconfiguration exanple
of a network i ncluding a redundant systemof a first enbodi nent.
[Fig. 2] Fig. 2isadiagramillustrating aconfiguration exanple
of a server of the first enbodi nent.

[Fig. 3] Fig. 3isadiagramillustrating aconfiguration exanple
of a power supply nechani smof the first enbodi nent.

[Fig. 4 Fig. 4isadiagramillustrating aconfiguration exanple
of a nonitor table of the first enbodi nent.

[Fig. 5] Fig. 5is aflowhart presenting a processi ng procedure
exanple 1 of a redundant system nmanagenent nethod of the first
enbodi nent .

[Fig. 6] Fig. 6is aflowhart presenting a processing procedure
exanpl e 2 of the redundant systemnanagenent net hod of the first
enbodi nent .

[Fig. 7] Fig. 7is adiagramillustrating aconfiguration exanple
of a network i ncl udi ng a redundant systemof a second enbodi nent .
[Fig. 8 Fig. 8isadiagramillustrating aconfiguration exanple
of a nonitoring conputer of the second enbodi nent.

[Fig. 9] Fig. 9isadiagramillustrating aconfiguration exanple
of a server of the second enbodi nent.

[Fig. 10] Fig. 10isaflowhart presenting a processi ng procedure
exanpl e 1 of a redundant system nanagenent nethod of the second

enbodi nent .
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[Fig. 11] Fig. 11lisaflowhart presenting a processi ng procedure
exanpl e 2 of the redundant syst emnmanagenent net hod of t he second
enbodi nent .

[ Description of Enbodi nent s]

[ 0011]

Herei nafter, enbodinents of the present invention are
described in details with reference to the drawings. Fig. 1is
a diagramillustrating a configuration exanple of a network
i ncluding a redundant system 10 of a first enbodinent. The
redundant system 10 illustrated in Fig. 1 is a conputer system
that includes afailure detection nmechani smw th redundancy, and
thereforeis enabledto precisely detect afailure occurrence and
reliably execute a necessary system sw tching operation.
[0012]

One exanpl e of the redundant system 10 assuned herein is
a mssion-critical systemoperated in a financial institution.
As a matter of course, the redundant systeml1l0is not limtedto
a systemin a financial institution, but may be assuned to be
vari ous ki nds of server systens (each configuredas acluster with
redundancy) in any other business fields.

[ 0013]

The redundant system 10 i ncludes an active-system server
150 confi guredtoexecute busi ness task processesinnormal tines,
and a standby-systemserver 180 configured to operate in place
of the active-system server 150 when an anomaly occurs in the
active-systemserver 150. The active-systemserver 150 and t he
st andby-system server 180 are conmuni catively coupled to each
other via a network 20, and constitute a redundant systemin
accordance wth already-existing clustering software. I n

addi ti on, power supply nechani snms 200 t o provi de power supply for
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operation are attached to the active-systemserver 150 and the
st andby-system server 180, respectively. The power supply
mechani sms 200 are coupled to their respective power supply
targets, i.e., the active-system server 150 and the
st andby- system server 180 with connectors for perform ng power
supply of predeterm ned vol tages and communi cati ons, but are of
har dware configured separately fromthese servers.
[ 0014]

Next, descriptionis provided for hardware configurations
of the active-systemserver 150 and t he st andby-syst emserver 180
constituting the redundant system 10. Herei nafter, the
active-systemserver 150 and t he standby-systemserver 180 are
referred to as a general term server 100, unless they have to
be particularly distinguished from each other. Fig. 2 is a
configurati on exanpl e of the server 100 of the first enbodi nent.
[ 0015]

The server 100 constituting the redundant system 10
i ncl udes: a storage 101 formed of a proper non-vol atil e storage
devi ce such as a hard di sk dri ve; a nenory 104 formed of avol atile
st orage devi ce such as a RAM a processor 105 such as a CPU t hat
activates an OS (operating system) 102 retained in the storage
101, and executes prograns 103 as needed by | oadi ng and doi ng t he
i ketoperformoverall control of theserver itself andtoperform
vari ous kinds of processes for determ nation, conputation and
control; acomruni cation device 106that i s coupledtothe network
20 and perforns comruni cati on processes with other apparat uses;
and a drive 107 that is a reader for portable nedia.
[ 0016]

Note that the storage 101 stores therein the OS 102 and

prograns 103 to i npl enent functions necessary for the server 100
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constituting the redundant system10. The prograns 103 i ncl ude
a busi ness program110, a cluster nonitoring program111l, and an
al i ve message programl112. Anong them the busi ness program110
is aprogramfor executing processes for predeterm ned busi ness
tasks in the financial institution. The cluster nonitoring
programl111 is an exi sting programfor causing the acti ve-system
server and the standby-systemserver to execute nutual anomaly
nonitoring, and is included in existing clustering software.
Then, the alive nmessage program 112 is a programfor executing
awiteprocess of witingpredetermnedinformationto astorage
201 of the power supply nmechani sm 200.

[0017]

Inthis case, the processor 105 of the server 100 i npl enent s
a cluster nonitoring function by executing the aforenentioned
cluster nonitoring programl11ll. The cluster nonitoringfunction
is resident in each of the active-system server 150 and the
st andby- system server 180, and enables the server to performa
conventional operation, such as heartbeats, of nutually
nonitoring whether the other server is alive or dead.

[ 0018]

I naddition, the processor 105 of the server 100 i npl enent s
an al i ve nessage functi on by executingtheforegoingalive nessage
program112. The alive nmessage function is resident in each of
the acti ve-systemserver 150 and t he st andby-systemserver 180,
and enabl es an operati onof: acquiring predeterm nedi nfornmation
for exanple, current tinme information, i.e., a tine stanp at
regular time intervals froma clock function or the Ii ke of the
0S 102; and sending the acquiredinformationtothe correspondi ng
power supply nechani sm 200 via an internal signal |ine 30.

[ 0019]
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Here, it is preferable that the OS 102 and a predet erm ned
programinthe server 100 noni tor an operation status of the alive
nmessage functi on by t he af orenenti oned al i ve nessage programl112,
and, if detecting sonme kind of trouble event such as a sl owdown
or halt in the alive nessage function, reactivate the alive
message function by re-executing the alive nessage program 112
within a predetermned tinme from the detection. Wth this
operation, the alive nessage function having a trouble can be
restored i Mmediately, and the wite process can be restarted
rapidly. This operation can adequately avoid a situation where,
even though any of the servers 100 constituting the redundant
system 10 actually has no trouble occurring in its original
functi ons per se (such as the functions i npl enent ed by the OGS 102
and t he busi ness program110), the systemsw tching i s executed
inresponseto failure detection attributedto atroubleonlyin
the foregoing function for the wite process.

[ 0020]

Next, the foll ow ng descriptionis provided for a hardware
configuration of the power supply nmechani sm200 attached to the
af orenenti oned server 100, nore specifically, each of the
active-systemserver 150 and t he st andby-systemserver 180, and
configured to provide power supply for operation. Fig. 3is a
di agramillustrating a configuration exanpl e of the power supply
mechani sm 200 of the first enbodi nent.

[ 0021]

Thi s power supply nmechani sm 200 i ncludes: a power supply
device 230 including atransfornmer, afuse, acoolingfan, a heat
sink, andthelike, whicharegenerally includedinapower supply
unit for a conputer; and a power supply control device 240

configured to performon-off control of the power supply device
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230.
[ 0022]

Qut of them the power supply device 230 i s a devi ce coupl ed
via certain cables to a connector on a nother board in the
af orenenti oned server 100 and to connectors of the storage 230
and the drive 107 as t he reader for portabl e nedi a, and confi gured
to supply predeterm ned direct current voltages to them It
shoul d be not ed t hat a weak st andby current al ways fl ows i nt o one
of t he af orenenti oned cabl es, andthe cabl e pl ays arol e as a si gnal
line to transmt control signals such as wake-up on LAN (WOL)
signals froma chip-set side of the power supply target server
100 t o t he power supply control device 240. |In this enbodi nent,
this line is referred to as the internal signal |ine 30.

[ 0023]

Meanwhi | e, the power supply control device 240 is forned
of a baseboard managenent controller (BMC) that is a system
managenent control |l er i ncl uding acertain processor. 1ngeneral,
this BMC has a function to always nonitor various Kkinds of
condi tionsinthe power supply devi ce 230, such as a suppl y vol t age
a rotation speed of the cooling fan, and tenperatures of the
various parts of the server 100 i ncl udi ng t he CPU ( processor 105),
and to notify the OS 102 of the nonitored conditions. Even if
the server itself is powered off, this BMC, nanely, the power
supply control device 240 is supplied with power and is kept
operati ng as | ong as an adequat e power sour ce such as a commer ci al
power supply is coupledtothe power supply device 230. [|n ot her
wor ds, the power supply control device 240 is configured to be
i ndependent fromthe higher-1evel software such as the OGS 102 in
t he power supply target server 100.

[ 0024]
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The above BMC, that i s, the power supply control devi ce 240
i ncl udes a storage 201 fornmed of a proper non-volatile storage
devi ce such as a ROM a nenory 203 forned of a vol atil e storage
devi ce such as a RAM a processor 204 serving as a processor that
execut es progranms 202 retained i n t he storage 201 by | oadi ng t he
prograns 202tothe nenory 203 anddoingtheliketoperformoverall
control of the device itself and to perform various kinds of
processes for determ nation, conputation and control; and a
comuni cat i on devi ce 205 that is coupl ed via the af orenenti oned
internal signal line30tothe chip set of the power supply target
server 100, and perforns conmunications with the OS 102 of the
server 100.

[ 0025]

The storage 201 of the power supply nmechani sm 200 stores
therei nthe prograns 202 for i npl enenti ng functi ons necessary for
t he power supply nechani sm200, and a nonitor table 225. Qut of
them the prograns 202 i ncl ude a t abl e noni tori ng program210 and
a power supply control program21l1l. The tabl e nonitoring program
210 is a programto: repeat an operation of performng the wite
process i n whi ch the predeterm ned i nformati on, for exanpl e, the
time stanp sent from the alive nessage function in the
af orenenti oned server 100 via the internal comuni cationline 30
iswittentothe nonitor tabl e 225, andresetting a predeterm ned
timer at every execution of the wite process; and to repeatedly
det er mi ne whet her or not theinformationinthe nonitor table 225
Is updated wthin a certain fixed tine. Manwhile, the power
supply control program?2l1l is a programto execute an operation
of powering off or resetting the power supply device 230 in
responsetoanotificationfromthetabl e nonitoring program210,

and after the execution of the operation, instruct the
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st andby- systemserver 180 to performa fail-over operation. The
power -of f or reset function of the power supply control program
211 is the sane as a general power supply control functioninthe
BMC.

[ 0026]

The processor 204 of the power supply control device 240
executes the aforenentioned table nonitoring program 210 to
i npl enent the tabl e nonitoringfunction. Then, the processor 204
of t he power supply control devi ce 240 execut es t he af orenenti oned
power supply control program2l11 to i nplenent the power supply
control function.

[ 0027]

Inthis case, the table nonitoring functionis  resident in
the power supply nechanism 200, and executes the follow ng
operation. Specifically, here assune that what i s sent fromthe
alive nessage function in the server 100 is a tinme stanp, for
exanple. Inthis case, at every reception of the tinme stanp via
the internal signal line 30, the table nonitoring function
successi vel y updates the nonitor table 225 by witing the tine
stanp thereto. In addition, the table nonitoring function
activates atinmer every tinme the tinme stanp i s updat ed, thereby
noni t or s whet her or not t he update of thetinestanpinthe nonitor
table 225 is performed within the fixed tinme, and nakes
determ nation based on a rule that the update of the tinme stanp
within the fixed tinme should be performed successively. If the
table nonitoring function detects, as a result of the
determ nation, a tinme point until which the tine stanp has not
been updated withinthe fixedtine, thetablenonitoringfunction
recogni zes that the wite process to be perforned by the server

100, specifically, the OS 102 is delayed, and instructs the
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af or enent i oned power supply control functionto power of f or reset
the power supply device 230.
[ 0028]

Here, as illustratedin Fig. 4, thetine stanpis cited as
an exanple of the information witten to the nonitor table 225
in the aforenentioned wite process. Besides, any of various
ki nds of i nformati on such as aparticul ar fixed val ue that is kept
unchanged t hr oughout all the write process occasi ons or a nunmeri c
val ue that is increnmented at every wite process occasi on may be
enpl oyed depending on a rule determ ned as needed.
[ 0029]

Inthe case where the particul ar fixed val ue (for exanpl e:
1) kept unchanged t hroughout all the wite process occasions is
received fromthe aforenenti oned alive nessage function and i s
wittento the nonitor table 225, the table nonitoring function
updat es and overwrites the fi xed val ue wi t h anot her predet er m ned
val ue (for exanple: 0) within a predetermned tine after every
tinme the fixed value is witten. The table nonitoring function
activates atinmer everytinethis overwite update i s perforned,
and makes determ nati on based onarul ethat the overwite update
shoul d be executed withinafixedtinme. If the table nonitoring
function detects a tine point until which the aforenentioned
overw i te updat e has not been executed wthinthe fixedtine, the
tabl e nonitoring function recogni zes that the wite process to
be performed by t he server 100, specifically, the 0S102i s del ayed,
and instructs the af orenenti oned power supply control function
to power off or reset the power supply device 230.
[ 0030]

In the case where the nuneric value incremented at every

Wite process occasionis wittento the nonitor table 225, the
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tabl enmonitoringfunctionactivatesatinmer everytinethenuneric
val ue recei ved formt he af orenenti oned al i ve nessage functionis
witten, and nakes determnation based on a rule that the
further-incremented nuneric val ue should be witten within the
fixedtime. If thetablenonitoringfunctiondetectsatinepoint
until whichthe af orenenti oned nuneric val ue witing has not been
witten within the fixed time, the table nonitoring function
recogni zes that the wite process to be perforned by the server
100, specifically, the OS 102 is delayed, and instructs the
af or enment i oned power supply control functiontopower of f or reset
the power supply device 230.

[ 0031]

Incidentally, a conbination of the table nonitoring
function by the tabl e nonitoring program210 andthe nonitor table
225 descri bed above may be regar ded as what i s terned as a wat chdog
timer.

[ 0032]

Herei nafter, an actual procedure of a redundant system
managenent mnet hod of the present enbodinment is described with
reference tothe drawi ngs. Operations involvedinthe redundant
syst em managenent net hod to be descri bed bel ow are carried out
by the prograns executed by each of the aforenentioned servers
100 and power supply nechani sns 200 constituting the redundant
system 10. Then, the prograns are configured of codes for
executing the foll owi ng operations.

[ 0033]

Fig. 5is a flowhart presenting a processing procedure
exanpl e 1 of t he redundant syst emmanagenent net hod i nthe present
enbodi nent. Here, assune a situation where the active-system

server 150 in the redundant system10 i s continuously executing
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predeterm ned business task processes in the financial

institutionin accordance with the busi ness program110, and t he
active-systemserver 150 and t he standby-systemserver 180 are
mut ual |y perform ngthe conventional alive/dead state nonitoring
using heartbeats by the cluster nonitoring functions in
accordancewi ththecluster nonitoringprograns 111. |Inaddition,
assunme the situation where, in parallel to the conventional

al ive/ dead state nonitoring by the cluster nonitoring functions,

t he af orenmenti oned al i ve nessage functi onresident i neach of the
active-systemserver 150 and t he st andby-systemserver 180 sends
the tine stanp to the correspondi ng power supply mechani sm 200
via the internal signal line 30 at regular tine intervals.

[ 0034]

Under this situation, the active-systemserver 150 sends
avalue of thetinme stanpissued by its own resident alive nessage
function, from the connector on the nother board of the
active-systemserver 150 to the power supply control device 240
of the power supply nechani sm200 via the internal signal |ine
30 (s100).

[ 0035]

Meanwhi | e, t he power supply control devi ce 240 of t he power
supply nmechani sm 200 perforns the wite process on the nonitor
tabl e 225 of the storage 201 by witing the aforenentioned tine
stanp sent fromthe alive nmessage function of the active-system
server 150 (s10l1). At the sane tine, the table nonitoring
function by the table nonitoring program210 detects the tim ng
of the wite process of thetine stanp to the nonitor table 225,
and resets atinmer tostart nmeasuring an el apsed tineinresponse
to the detection, the timer configured to expire after a

predeterm ned tinme (s102).

2325PCT_Engl i sh specification



10

15

20

25

30

15

[ 0036]

By neans of the af orenentioned tabl e nonitoring function,
the power supply control device 240 in the state where the
aforenentionedtimer isactivatednonitorsthe next wite process
of thetime stanpto the nonitor table 225, or in short an update
event during a predeterm ned tine before the expiration of the
timer (s103). If anewtine stanpis sent fromthe alive nessage
function and the tinme stanp in the nonitor table 225 is updated
during the nonitoring before the expiration of the tinmer (s104:
OK), the power supply control device 240 returns the processing
to step s102 in response to the tine stanp update, and restarts
the nmeasurenent of the elapsed tinme by resetting the
af orementi oned ti ner.

[ 0037]

On the other hand, if no newtinme stanp is sent fromthe
al i ve nessage function and the tine stanp in the nonitor table
225 is not updated during the nonitoring before the expiration
of thetiner (s104: NG, thetabl enonitoringfunctionof the power
supply control device 240 recogni zes that there has occurred a
certain failure that stops the active-systemserver 150, i.e.,
the OS 102 fromissuing the tine stanp, and i nstructs the power
supply control function by the power supply control program?211
to power off or reset the power supply device 230 (s105). The
power supply control function having received the power-off or
reset instruction powers off or resets the power supply device
230 (s106). The operation of powering off or resettingthe power
supply device 230 is the sane as the conventional power-supply
control operation
[ 0038]

Thr ough t he power supply control function, the power supply
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control device 240 detects the conpletion of the af orenenti oned
power - of f or reset operation of the power supply device 230, and
gives an instruction to performa fail-over operation to the
st andby- systemserver 180 viathe internal signal |ine 30 andthe
network 20 (s107). Upon receipt of this instruction, the
st andby-system server 180 i medi ately takes over the business
task processes from the active-system server 150 and starts
operating as a new active systemin accordance with the sane
procedure as the conventional one.

[ 0039]

Note that, there may al so be a case where t he conventi ona
cluster nonitoring function detects the occurrence of an anomal y
in the alive/dead state nonitoring by the conventional cluster
nmoni toring function. In this case, independently of the
foregoing operation flowin which the tinme stanp update in the
noni tor tabl e 225i s noni t or ed, anot her operationfl owis executed
i n which the standby-systemserver 180 operates as a new acti ve
systemin place of the active-systemserver 150 as in step s107.
This processing is the sane as the conventional one, and the
description thereof is omtted herein. Thus, either one of the
operation flows inwhichthe occurrence of an anonaly i s detected
earlier executes the processing leading to the fail-over
operation by the standby-system server 180.

[ 0040]

Inaddition, there may be acase whereonlythealivenessage
function by the alive nessage program112 has a trouble while no
anomaly occurs in the original functions by the OSs 102 and t he
others in the active-system server 150 and the standby-system
server 180, and the hardware inplenenting these functions. In

this case, unl ess a particul ar operation responsive to that case
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i s execut ed, none of the af orenenti oned operati ons of sendi ngthe
tinme stanp and updating the tine stanp in the nonitor table 225
following the sending is executed with the result that the
meani ngl ess fail-over operation may be execut ed.

[ 0041]

To address this, as presented in a flowof Fig. 6, the OS
102 and a predeterm ned program of each of the active-system
server 150 and t he standby-systemserver 180 al ways nonitor the
operation status of the correspondi ng alive nessage function by
t he af orenenti oned al i ve nessage programl112 (s200). |If thealive
message function is detected having sonme kind of trouble event
such as a sl omdown or halt occurring (s201: Y), the alive nessage
program 112 is re-executed to reactivate the alive nessage
function within a predetermned tinme (s202). This series of
processing is executed in parallel to the processing in the
af orenenti oned steps s100 to s107.

[ 0042]

By executing this operation, the alive nessage function
havi ng a troubl e occurring therein can be restored i nmedi ately,
and t he processing of i ssuingthetine stanp and updatingthetine
stanp in the nonitor table 225 can be restarted rapidly.

[ 0043]

Next, description is provided for a second enbodi nent,
whichis different fromthe first enbodi nent inthat a nonitoring
computer 300 capable of perform ng conmunications with an

active-systemserver 150 and a standby-systemserver 180 via a

network 20 i npl enments an alive nessage function as illustrated
in Fig. 7.
[ 0044]

In this case, a hardware configuration of the nonitoring
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computer 300 is as follows. Fig. 8is adiagramillustrating a
confi gurationexanpl e of t he noni toring conputer 300 of t he second
enbodi ment. The nonitoring conputer 300 i ncl udes: a storage 301
f ormed of a proper non-vol atil e storage devi ce such as a hard di sk
drive; a nenory 304 fornmed of a volatile storage device such as
a RAM a processor 305 suchas aCPUthat acti vates an OS(operating
systen) 302 retained in the storage 301, and that executes
prograns 303 as needed by | oadi ng and doing the like to perform
overall control of the conputer itself and to performvarious
ki nds of processes for determ nation, conputation and control;
and a conmuni cati on device 306 that is coupled to the network 20
and perfornms communi cati on processes with the servers 100.

[ 0045]

Here, the aforenmentioned prograns 303 include an alive
nessage program310. This alive nessage program310is a program
torepeatedly send awite request towitethetinme stanptothe
af orenenti oned nonitor table 225 of the power supply nechani sm
200tothe acti ve-systemserver 150 and t he st andby- syst emser ver
180 at predeterm ned intervals.

[ 0046]

Inthis case, the processor 305 of the nonitoring conputer
300 executes the aforenentioned alive nessage program 310 to
I npl enent t he al i ve nessage function. Thealive nessage function
is resident in the nonitoring conmputer 300, and enables an
operation of acquiring predeterm ned i nformation, for exanple,
current time information, nanely, a tine stanp at regular tinme
intervals froma clock function or the |like of the OS 302, and
sending the wite request including the acquired information to
the active-systemserver 150 and the standby-systemserver 180

via the network 20.
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[0047]

Each of the active-systemserver 150 and t he st andby-system
server 180 in this system configuration transfers the wite
request to the correspondi ng power supply nechani sm200 at every
reception of the wite request fromthe nonitoring conmputer 300.
This process of transferring the wite request i s executed by a
transfer program113 in each of the active-systemserver 150 and
t he standby-system server 180. |In the second enbodinent, a
har dwar e confi guration of the active-systemserver 150 and the
st andby-system server 180, that is, the server 100 is as
illustrated in Fig. 9, and is the same as that of the first
enbodi nent except that the alive nmessage program 112 is not
retai ned but the transfer program 113 is retained.

[ 0048]

In addition, as in the first enbodi nent, the follow ng
operation is preferable. Specifically, the Os 302 and a
predeterm ned program of the nonitoring conmputer 300 always
noni tor the operation status of the alive nessage function by the
af orenenti oned alive nessage program 310. Then, if the alive
nmessage function is detected having sonme kind of trouble event
such as a sl owmdown or halt occurring, the alive nessage program
310isre-executedtoreactivatethealivenessagefunctionw thin
a predetermned tinme. By executing this operation, the alive
message function having a trouble occurring therein can be
restored i mediately, and the wite process can be restarted
rapidly.

[ 0049]

Meanwhi |l e, a hardware configuration of the power supply

mechani sm 200 is the sane as the configuration in the first

enbodi nent, and the description thereof is omtted herein.
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[ 0050]

Next, a redundant system nmanagenent nmethod in the second
enbodi nent is described. Fig. 10 is a flowhart presenting a
processi ng procedur e exanpl e 1 of t he redundant syst emnanagenent
met hod i n t he second enbodi nent. Here, assune a situati on where
the active-system server 150 in the redundant system 10 is
conti nuously executing predeterm ned busi ness task processes in
the financial institutioninaccordancew ththe business program
110, and the active-system server 150 and the standby-system
server 180 are nutually perform ng the conventional alive/dead
state nonitoring using heartbeats by the cluster nonitoring
functions in accordance wth the aforenentioned cluster
nonitoring prograns 111. |Inaddition, assunethe situationwhere
in parallel to the conventional alive/dead state nonitoring by
the cluster nonitoring functions, the aforenentioned alive
nmessage function resident in the nonitoring conputer 300 sends
t he af orenenti oned wite request tothe active-systemserver 150
via the network 20 at regular tinme intervals.

[ 0051]

Under this situation, the nonitoring conputer 300 sends a
val ue of the tinme stanp i ssued by its own resi dent alive nessage
function, to the active-systemserver 150 via the network 20 by
usi ng the conmuni cati on device 306 (s300).

[ 0052]

On the other hand, the active-systemserver 150 receives
thewiterequest fromthe nonitoring conputer 300, and transfers
the wite request by neans of a transfer function by the
af orenenti oned transfer program 113 fromthe connector on the
not her board of the active-systemserver 150 to t he power supply

control device 240 of the power supply mechanism 200 via the
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internal signal line 30 (s301).
[ 0053]

The power supply control device 240 in the power supply
mechani sm 200 receives the wite request sent from the
af orenenti onedtransfer functionof theactive-systemserver 150,
and perforns awite process of witingthe tine stanp indicated
inthe wite request to the nonitor table 225 of the storage 201
(s302). Inaddition, the power supply control device 240 detects
the timng of the wite process of the tine stanp to the nonitor
tabl e 225 by nmeans of the tabl e nonitoring function by the table
nmoni toring program?210, and starts neasuring an el apsed tine in
responsetothedetectionbyresettingatinmer whichexpires after
a predetermned tine (s303).

[ 0054]

The power supply control device 240 in the state where t he
af orenentionedtimer isactivatednonitorsthe next wite process
of thetime stanpto the nonitor table 225, or in short an update
event, by using the aforenentioned table nonitoring function,
during the predeterm ned ti ne before the expiration of the tiner
(s304). If anewtine stanp is sent fromthe transfer function
and thetime stanp in the nonitor table 225 is updated during the
nmonitoring before the expiration of the tiner (s305: OK), the
power supply control device 240 returns the processing to step
s303 in response to the update of the tinme stanp, and restarts
the nmeasurenent of the elapsed tinme by resetting the
af orementi oned tiner.

[ 0055]

On the other hand, if no newtine stanp is sent fromthe

transfer function and the tine stanpinthe nonitor table 225 is

not updated during the nonitoring before the expiration of the
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timer (s305: NG, the table nonitoring function of the power
supply control device 240 recogni zes that there occurs a certain
failure that stops the active-systemserver 150, i.e., the OS5 102
fromtransferring the wite request fromthe nonitoring conputer
300, and instructs the power supply control function by t he power
supply control program21l to power off or reset the power supply
device 230 (s306). The power supply control function having
recei ved t he power-off or reset instruction powers off or resets
t he power supply device 230 (s307). The operation of powering
of f or resetting the power supply device 230 is the sane as the
conventional power-supply control operation

[ 0056]

Thr ough t he power supply control function, the power supply
control device 240 detects the conpl etion of the af orenenti oned
power - of f or reset operation of the power supply device 230, and
gives an instruction to performthe fail-over operation to the
st andby- systemserver 180 viathe internal signal |ine 30 andthe
network 20 (s308). Upon receipt of this instruction, the
st andby-system server 180 i medi ately takes over the business
task processes from the active-system server 150 and starts
operating as a new active systemin accordance with the sane
procedure as the conventional one.

[ 0057]

Al so, in the case where only the transfer function by the
transfer program113 has a troubl e whil e no anonmaly occurs inthe
original functions by the OS 102 and the others in the
active-systemserver 150 and t he st andby-systemserver 180, and
the hardware inplenenting these functions, none of the
af orenenti oned operations of transferring the wite request

includingthetinestanpandupdatingthetinmestanpinthenonitor
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tabl e 225 followi ngthetransfer i s executed, unl ess aparticul ar
operation responsive to that case is executed, with the result
that a neani ngl ess fail-over operation may be executed.

[ 0058]

To address this, as presented in aflowof Fig. 11, the OS
302 and a predeterm ned programof the nonitoring conputer 300
al ways noni tor the operation status of the alive nessage function
by t he af orenentioned alive nessage program310 (s400). If the
al i ve nessage function is detected having sone kind of trouble
event such as a sl owdown or halt occurring (s401: Y), the alive
nessage program310isre-executedtoreactivatethealive nessage
function within a predetermned tinme (s402). This series of
processing is executed in parallel to the processing in the
af orenenti oned steps s300 to s308.

[ 0059]

By executing this operation, the alive nmessage function
havi ng a troubl e occurring therein can be restored i medi ately,
and the processing of issuing the tinme stanp, sending the wite
request including the time stanp, and updating the tinme stanpin
the nonitor table 225 in response to the wite request can be
restarted rapidly.

[ 0060]

Her ei nabove, the nost preferabl e enbodi nents and the |ike
to carry out the present invention are described specifically.
However, the present inventionis not limted to them but may
be nodified variously w thout departing fromthe spirit of the
I nventi on.

[ 0061]
According to these enbodinents, the redundant system

further includes the nonitoring functions inplenented by the
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power supply mechani sms, in addi tion to t he
conventional |l y-provided nutual nonitoring functions by the
clusteringsoftware. Thus, theredundant systemi s equi ppedw th
a redundant failure detection configuration, and is enabled to
precisely detect a failure occurrence, and thus to reliably
execute a necessary system sw tching operation.

[ 0062]

The description of the present specification clarifies at
| east the follow ngs. Specifically, inaredundant systemof an
enbodi nent, the conputers redundantly provi ded nmay each i ncl ude
a processor configured to execute the above wite process tothe
storage of the corresponding power supply mechanism at the
predeterm ned tine intervals.

[ 0063]

Wth this configuration, the wite process to the storage
of t he power supply nechani smi s executed at a regul ar frequency,
and a di scontinuation event of the wite process or the |like can
be rapidly detected as an event out of conformty with a
predet erm ned rul e.

[ 0064]

In addition, the redundant systemof the enbodi nent may be
configured as follows. Specifically, the processor in each of
t he conput ers redundant|y provi ded perforns the wite process by
witing current tinme information to the storage of the power
supply nmechani smat predetermned tinme intervals. A processor
of the power supply nechani smreads the current tine infornmation
witten to the storage of the power supply nechanism at
predetermned tine intervals. |If the current tinme information
i's not updated for a predeternmined tinme or | onger, the processor

of the power supply nechani sm executes a power-off or reset
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operation, and after the execution of the operation, gives an
instructiontoperformafail-over operationtotheother conputer
out of the conputers.

[ 0065]

Wth this configuration, it is possible to easily and
reliably detect that each of the conputers has any anomal y t hat
stops the conputer from performng the aforenentioned wite
process, by determning whether or not the current tinme
information, i.e., the tinme stanp in the storage of the
correspondi ng power supply nechani smis updated withinthe fixed
tinme.

[ 0066]

Mor eover, in the redundant system of the enbodi nent, the
processor of each of the conputers redundantly provided may
reactivate a function to execute the wite process in response
to the detection of the occurrence of a predeternined event.

[ 0067]

Wth this configuration, inresponsetothe case where the
function to execute the aforenentioned wite process (the
functioninplementedbythealivenessage progran) itself has sone
ki nd of troubl e, the function can be reactivated, and t hereby t he
witeprocesscanberestartedrapidly. Thisconfiguration nmakes
it possible to avoid a situation where the systemswitching is
executed due to failure detection attributed to a trouble only
inthe aforenenti oned functionfor thewite process, eventhough
t he conput ers constitutingtheredundant systemthensel ves do not
have any trouble.

[ 0068]
In addition, the redundant system of the enbodi nent may

further i ncl ude a noni toring conputer i ncluding: a conmuni cation
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devi ce configured to performcomruni cations with the conputers
redundant |y provi ded; and a processor configuredtosendawite
request to each of the conputers repeatedly at predetermnedtine
intervals, the wite request being a request to wite the
predeterm ned information to the storage of the power supply
mechani smin conformty with the predetermned rule. At every
reception of the wite request fromthe nonitoring conputer, the
processor of each of the conputers redundantly provi ded may wite
the predeterm ned information indicated inthe wite request to
the storage of the correspondi ng power supply nechani sm

[ 0069]

Wth this configuration, an apparatus conpl etely separate
fromthe acti ve- syst emand st and- by syst emconput ers constituting
t he redundant system inshort, the nonitoring conputer nmakes t he
request correspondingtothe aforenentionedwite process. This
makes the failure detection function i ndependent of a situation
where the active systemand the standby systemthensel ves have
afailureor halt intheir alive nmessage prograns, and therefore
the failure detection function can be nmaintained nore easily.
[ 0070]

Further, the redundant system of the enbodi nent may be
configured as follows. Specifically, the processor of the
nmonitoring conputer sends, as the wite request, a request to
witecurrent tinmeinformationtothe storage of the power supply
mechani sm to each of the conmputers at the predeterm ned tine
intervals. At every reception of the wite request fromthe
nmonitoring conputer, the processor of each of the conputers
redundantly provided wites the current time information
indicatedinthe witerequest tothe storage of the power supply

mechani sm
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[0071]

Wth this configuration, it is possible to easily and
reliably detect that each of the conputers has any anonmal y t hat
stops the conputer fromperformng the wite process inresponse
to the wite request originated from the aforenentioned
nmoni tori ng conputer, by determ ning whether or not the current
tinme information, i.e., the tinme stanp in the storage of the
correspondi ng power supply nmechani smi s updated withinthe fixed
time.

[0072]

In addition, in the redundant system of the present
enbodi nent, the processor of the nonitoring conputer may be
configuredtoreactivatethefunctiontoexecutethewiterequest
I nresponsetothe detection of the occurrence of a predeterm ned
event .

[ 0073]

Wth this configuration, inresponsetothe case where the
function to nake the af orenenti oned wite request (the function
i npl emrented by the alive nessage program itself has sone kind
of troubl e, thefunctioncanbereactivated, andtherebythewite
process can be restarted rapidly. This configuration makes it
possible to avoid a situation where the system switching is
executed due to failure detection attributedto atroubleinthe
noni t ori ng conputer, even t hough the conputers constituting the
redundant system t hensel ves do not have any trouble.

[ Ref erence Signs List]
[ 0074]

10 redundant system
20 network

30 internal signal line
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100 server (conputer)

101 storage

102 OS (operating system
103 program

104 nenory

105 processor

106 communi cati on device
107 drive

110 busi ness program

28

111 cluster nonitoring program

112 alive nessage program
113 transfer program

150 active-system server
180 st andby-system server
200 power supply nmechani sm
201 storage

202 program

203 nenory

204 processor

205 conmuni cati on devi ce

210 tabl e nonitoring program

211 power supply control program

225 nonitor table

230 power supply device

240 power supply control device

300 nonitoring conputer
301 storage

302 OS (operating systen)
303 program

304 nmenory
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306 conmuni cati on devi ce

310 alive nessage program
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[ CLAI M5
[Caim1l]

A redundant system conpri si ng:

conmput ers redundantly provi ded; and

power supply mechanisnms provided for the respective
conputers redundantly provi ded, wherein

each of the power supply nechani sns i ncludes a processor
configured to:

nonitor awite process inwhichpredetermnedinfornmation
recei ved from anot her apparatus or another nechanism in the
correspondi ng conputer iswittentoastorage of the power supply
mechani sm

if the wite process is not in conformty wth a
predeterm ned rul e, execute a power-off or reset operation; and

after the execution of the operation, give an instruction
to performafail-over operationtothe other conputer out of the
conput ers.
[Caim 2]

The redundant system according to claim1, wherein

each of the conputers redundantly provided conprises a
processor configuredto execute the wite process to the storage
of the correspondi ng power supply mechanism repeatedly at a
predeterm ned tine intervals.
[Claim 3]

The redundant system according to claim2, wherein

t he processor of each of t he conput ers redundant!|y provi ded
executes the wite process by witing current tinme information
to the storage of the power supply mechani smat t he predeterm ned
time intervals, and

the processor of each of the power supply nechani sns
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reads the current tinme information witten to the
storage of the power supply nmechanism at predetermned tine
I nterval s,
execut es a power-of f or reset operationif thecurrent
tinmeinformationis not updatedfor apredeterminedtineor | onger,
and
after the execution of the operation, gives an
instruction to performthe fail-over operation to the other
comput er out of the conputers.
[ C ai m 4]
The redundant system according to claim3, wherein
t he processor of each of the conput ers redundant!|y provi ded
reactivates a function to execute the wite process in response
to detection of occurrence of a predeterm ned event.
[ C aimb5]
The redundant system according to claim 1, further
conprising a nonitoring conputer including:
a communi cat i on devi ce configured to perform
communi cations wth the conputers redundantly provided; and
a processor configured to send a wite request to each of
the conputers repeatedly at predetermned tine intervals, the
wite request being a request to wite the predeterm ned
information to the storage of the correspondi ng power supply
mechanismin conformty with the predeterm ned rule, wherein
t he processor of each of the conput ers redundant!|y provi ded
wites the predetermned information indicated in the wite
request tothe storage of the correspondi ng power supply mechani sm
at every reception of the wite request from the nonitoring
conput er.
[ C aim 6]
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The redundant system according to claimb5, wherein

t he processor of the nonitoringconputer sends, asthewite
request, a request to wite current tinme information to the
storage of the power supply nmechanism to each of the conputers
at the predetermned tine intervals, and

at every receptionof thewiterequest fromthe nonitoring
conmputer, the processor of each of the conputers redundantly
provided wites the current time information indicated in the
wite request to the storage of the correspondi ng power supply
mechani sm
[Caim7]

The redundant system according to claim 6, wherein the
processor of the nonitoring conputer reactivates a function to
execute the wite request inresponse to detection of occurrence
of a predeterm ned event.

[ Cl ai m 8]

A redundant system managenent nethod to be executed by a
power supply nechanism provided for respective conputers
redundant |y provi ded, the nmethod conpri sing:

nonitoring a wite process in which predeterm ned
i nformati on fromanot her apparatus or anot her mechani smof the
correspondi ng conputer iswittentoastorage of the power supply
mechani sm

executing a power-off or reset operation if the wite
process is not in conformty with a predeterm ned rule; and

after t he executi on of the operation, givinganinstruction
to performafail-over operationto the other conputer out of the

conputers.
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