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WO 2joohE8IDds and apparat uses consi stent w th tPEI/KR2006/000147
present invention relate to digital rights managenent,
and nore particularly, to consumng a rights object

(RO having an inherit i.gb 6 e in an environment
where the RO is dlstrlgzégﬁ !i g{plur_al!ty of
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dsi ng DRPeYA e INFHERTIANEE STREGIVRE oo

needs to be used because dfedhigcdldiieldv ng vari ous

char t stics of | tal cont cont e .

11 Can el Boustiop el v Heintsefl fonRde e ieita
s erightaimaaffenrdng, and nprepatituldilyj t @bnwaoritgatights object (RO) having
COQIY ﬁlﬂ%ﬁﬁﬁ@é dét%btugé 91' e{nae!nvﬁr8ﬂﬁlgﬁltw}%r9 ht%qid) 9snd1£1ﬁ§ut}8§ Bler a plurality
concen on preventing non-permtted access
di ¢fi deyicegont ent, pernitting only peopl e who paid
charges to access the dig k At Thus, people
who paid charges to the d;Bta% gf&%})ﬁtent are allowed to

(2] unend%eymtbfd digitg] tights e@n@gﬂnenwhere@ftse pPEcdoonsd?RMp bas been
payctiBR rlg&‘ﬁrc%é@ af®PlevdldpeWaCorhMerchd) séices ﬁﬁﬁgDRM @Bvdalready
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any one 1s al ely Cess enco

c opitogagtion hag bean cheasntrated ofi eravedtingonaspamitRO dcsessdé@digdal content,

to Qﬁﬁtﬁqg oﬁg/%e%gfe%@p&@@heﬁi%&' tB%Lce@QfHe Qi lké]tent Thus, people
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[4] t he ?%Cﬁ\%ttﬁﬂ rg%&é%&&”bRM QUL {I}%g)%hé/e%d IrLbRWI Ay 5% isSatdWed to freely
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en@qoymeeméﬁdghglaﬂl cewpntebit 4 1$Ped%ecfﬁ%/ﬁpll€éd0 &asmhﬁoas Regded to decode

com(péxréglqeltﬁba@ieallgg}lte[ﬂ] The RO issuer 30 nakes the
content provi d e an sui n det ai |

51 r eporteleriing 4G slsaé‘ng%)?%HBta{nﬁéhgé@i?‘éH? nt hrogy  gespter gprovider 20.

miDlgi@l tdifters @P@/l@ﬂﬂjﬂhb b@‘nterﬁt&irov‘iﬂér@o i bﬁc&yptbdnglnﬂ hlﬁls%. order to
vi,ce Lo use the en
o e B ST Rnfe R R e ERER b P B ot P,
(6] be f rigeldgvicopD ean abrdindhe RO with edicerse amplahielre ehewiptal content from
e1§9<9¥¥81)h an"f@(?’?ééﬁér&os 'TB‘EﬁF ahd %sﬁp&%ﬂ@%y%ﬂgﬁﬁ Fflencrypted

OrITHtI on suc nt €rva
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(7] 1N i t9eaRs %Sﬁ’ér 309RANCS Al db'ﬁten@?fé)‘?)[(ﬁf DY bdepateh® FD Hshidl detail
cont ent c ef Eect [ veé% oyt ot e)ct ed‘?ﬁbé
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[8] pl aybded obauining €= RO, the dpviay 1 @leshstimes the RO to use the encrypted digital
content.
[9] The encrypted digital content can be freely copied and distributed to another device
(not shown). However, since an RO contains constraint information such as Count,

Interval or Copy, unlike the encrypted digital content, the RO has a limitation in its



users on a subscription basis by playing back content
objects using a plurality of ROs having an inheritance

W@ 2006073892. A device general ly needs two or noPET/RB2006/000147

[10]
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[12]

[13]

[14]

that are in inheritance relationship to use an
encrypted content object. A plurality of ROs needed

f OfeuSde)ﬂ@placaﬁbﬂ A &oedifgly phediganéitént 0 BEmor®dffdeevely protected
@\éed | ffer ent devices. Therefore, it is
9 " devel op nethods to efficiently consune a
pI ur dlacelyt ERMR%HH@EGI edabloconyait hjeat Islayt@lcle sgmey @t ledrovided to

b st MR Ertpucr BEk 85 1S R XGRERURKRE ML Fbluratty of ROs
st b%va%arawhereﬁagcterstmtumarzi\ deviRaenpiallirapaedsitg of Or@QREs that are in
Wi In'ﬁeﬂitﬁﬁcé‘ﬂeﬁm@ﬁsl@p Rﬂlste%ﬁ |eﬁcr§/f)@ﬂ%6§teﬁit%ﬁ]&@ 8 Bﬁﬁ‘alﬁ? oﬁROs needed
% éﬂsu ck . or ti medi Ek‘;card ave " eve(jl

Holie e aﬁH}gtlea‘H}C&’ Pé‘f TG GRIGFIBYY Betiec Wl ravida Ces
pODh&rtfony etnahe@@sa@ﬁpﬁﬂnvlelo@lr@ah@dsaa efficggritigl coaambeenplurality of ROs
pl vices, ;Theref ecessary to

e DB ori GoTiale PERRTL fony bRl T on T o6t of a
poDisdbsusé of dgeentovnce V\/nen a devi ce consunmes a
plurality of RGOs that ari, sflore i n [e e portable
storage device and have a&f¢ Prahlemsi v ycture.
TechmcgahtlySeletidde Iﬁor{fi&]ita_ﬁhg tm:rmegﬁ and U SFibuddh (}Sﬂ RO Befanaging

i BE BB B0 o S AT O, Ry or

ef futtineattid gard bwsajlmd deyd@jedAtiopredimpontablastomgpdeticasfgencrally
o@f(ﬁﬁ)%efer Pé[rg{%ﬂ gcitf)ablthﬂgg ﬁlagﬁ' g@t‘é&% qﬁlq gﬁgmt(ﬁ@ices Therefore,

de ice inc ng a orage no
pl issndcesparyf toderelpR picHpdatp fednes the aperatien load plip portable storage

de@Gdd WhenPaufi@ d&b&ﬂeﬁﬁ%ﬁﬁaﬁl 850 05 SaPirdARr&PRUhEpbredble
an RO n(eieded for pl ayl ack ‘a predeterm ned content

obfledge %Vlﬁ“e%%‘baéfeé% GHSHYEYCe which, if the
detection nodule fails tq*eéham\lsblﬁﬂi@nl?o needed for

| ayi back the pre determn e
P e T oRaE i Bh PySisa na e SR it et iRlint h firaliy of ROS
dediseibuicdtosef aplerativgof devides cdhbe efdiicmily sotsoemeBO request

MESS %%%o}(ﬂ%ga% Selnaa\éﬁ%cq oY {h%% %Qgt 1[1%“[1310}{ et%l?llqu pl%%(ﬁﬁ %qﬁgter device

obj ect

for
t h@Cgllda\gea Heape élodlalﬁdvfaclpa;tglgﬁb aekuraiiol pf gQﬂha@mg;ﬂnaylgerltance
bagkichlhe, dod&éi%ﬁ hmdnredwmeﬂg@a@éhe@ i cEEdrastS mBAuIRtor HAH needed for

one of the RO detected fromthe storage nodul e and t
RO R¥E8PgeH PIeERCIRIBCS FARIENt PRIFCE &. mftsme gapeIaten MY \:‘18 Which, if
an(hb ietccasP@otiuleffaitshe dpcese mic ROVRBddddr plapmgébatls the pre-

R RS S 8 AP o s s,

dea deviveniattriand erodtigndects transotitsriee ROowy@ssnassegal®vd deve device

angncg&@éﬂf%ghp R@(ne%d&{ ﬁ)fr %%&ﬁ{ a@ﬁ@: c[%@(ﬁi%gﬁmgé?i c%‘fﬁeny 85]@& from

ot Berlaye devies a@¢ atp&?ybwl%@@ﬁltle i laxsrbagk the ma@e@f@med content

mé@e&@@ﬁ@%ﬂlea%n@%ﬂ{d 0O gt id d@hihk sﬁ%@gmh@dlﬂe and the RO
enbodi gp er eof with reference to the attached

dr SN FIGYF ™M® FIG 1 is a diagramof a
t ypi cedcofdithd ®ymibehat adptat]of lﬂh@re&nt mvantibna greaeris pirovddddRMnethod of

SY &R gcaolglgra?%/ §REE mCi(udnrpg &8t meﬁ aopqurgF&/ ofcﬁOs having a pre-
determined inheritance structure from a slave device, and playing back a pre-
determined content object using the ROs.
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the present invention; [18] KIG 3 is a flowhart
illustrating authentication between a master device

waewea7sbave devi ce according to an exenpl ary PCT/KR2006/000147
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[28]

enbodi nent of the present invention; [19] FIG 4 is a
flowchart illustrating a nmethod of obtaining a child
RO actera8bngarduiRdt sspeidiahy prerdtivernén @il bdtempermeseapparent by

i nyent.j.on; 0] FIG, 5 i T hart illustrating a

ol OV BE TR Rronepas s ER aithgtlRisn g S e Buached
exémplizgsyn ediodcdi ment of the present invention; [21]

FI G I $; [ .according to an
exeinﬁgr&%@3@?%@%%@@2@9@5@% invention; [22]

FI G FIG;i 3 isn dingigmeeh 20PRM stslangaqordaeg or i axgmpiirg pmbodiment of
exgepraey: iffdedhnent of the present invention; [23]

FI G is.a hlock diagram of a master device accqrdin

to arﬁg‘ngﬁﬁ ﬁ?vgl@]fﬁdgﬁ?%f?élﬁg agheniatig g@&ﬁ?“ P RASISE ﬁ%‘ﬁ?e hd a

[ 2dhvddeGiceQct@dmghd an kxehplgryasmiaidiraetlofivie: gesenc@vention;
accorgjng.to-an .exenpl ar: i t.of. the.pr nt. ..

i nvenP?.Go% - a[fig‘jvdﬁftémsf%“?ﬁ% %a%%?%&m% Cheining A O Y Agogling to an
meexeotplal cobduminhgl Représantiingentioni n heri t ance

struggr § i@&ﬁ%&a@ﬁllh&ra@i@% %‘ﬁéﬁ(‘)c%fyob%p‘ﬁ%gg;@.ﬁnt RoO 5&8rding to an

present 1 nventjon; %26] G, 1s a
i | $Xesany icAyodingeny pole drésgnignvati®nby a sl ave device
accorrGng id OdiafrafxeMpaaent ROTBQLEdIRNIo Hf cxchlpy 8:86diment of the
invention. Mdde for Invention [27] Advantages and
f eBEEEVEFhe present invention and methods of
accorRiGi 3w smdiagiamm cfanehilddO becoudidg rsirooanpharg embadiniont of the
by Jege?n‘?ﬁn%ﬁ& 4.0 the follow ng detailed de scription of
ex%np ar .en%ddi ments and the acconpanying draw ngs.
The ﬂ@sém a bladlediaom efeymasigieyie acoudiagho di exeniypary
MaRYibeHimkb Rl Sifhe HRbdR® iRRAG&Houl d not be construed as

ed to the exenplary enbodi nents set farth

being |imted ] .

her ei%ﬂG- R hlpck digga hdetpicleyics spedting e an grenplary embodiment
pr evihel eebsst ifiveatiofi;hi s di scl osure will be thorough and
conplete.and w |l full onvey th oncept of . the. .
overators B el dhiateaRe ¥ ooy SRS ERhe Ros i ingan, in

i nh@riancestractute andyinyaode fekeraplatyyehibrel iappent disdprescat myention;

Li ke f I . 4 . .
hr otoRbnt iR RlSrafifg e riinb SR Save devicg according
hetogdnrexgmplary pmgpdigenteldbe prssentiityeation.i ef manner for

better u n derstandi ng oMddierdreseitiodescri pti on.
Thus, it should be noted that this description wll

not Helviaptagesyndifeafuies of theipresepenpensios @pd sistiads gk agomplishing

t h@re RABE Bty Hen@kiodd ndse k@ady 8§ réBRhE: loh® LIRXRMESSailed de-
limtatio Mast er vice

on them .- 29] A t.er
de¥f e QP %"e&‘&ﬁ% EMRRALRenisanddac a%mh@é%@ag g%%gngq g present
deinvesticanday; dowplaybdankodedmnhant ditfbjeacforms amd)stauld not be
| \ ‘ ; ; Lo} , ‘
R e e e
pl tgsraexengpdary embgdigtentssira prayisic go e Has disclpsyre ol be thorough and

di gih@bcangdvwifl @ty AR theQonédpt ¥PBie Rh@Y%EHn B thBse skilled in the art,
? ayback _devj ce such as a.d

non- port abl e contlent . i esktop

c o%ﬁfhé pregentansnger il eufy be dgfiggdbyihiiapaerdeg rlanng Ldkgreference

denir€raisSefr &f Iicadeénéfyilesughoal Mdspm@ifecanom- vol atile

nemrs)évgrle{ft%m%ss us%dfhlerae?rl? will first be described in a brief manner for better un-
derstanding of the present description. Thus, it should be noted that this description
will not be interpreted to limit the protection scope of the present invention as long as

there is no express limitation on them. - Master Device



menory to/fromwhich data cap be witten/read, has
predeterm ned data operation c a pabilities, and can

Wwhe0oearishy connected to/ di sconnected from a maBECEKR2006/000147

[29]

[30]

[31]

[32]

[33]

[34]

devi ce. The sl ave device may be a portabl e storage
device such as a smart nedia card, a nenory stick, a
CF ca d].astaﬂdé(&d?laﬁ@ew@é whidiWah ibaedhiecedrtd a skHOWEYEEe and can play

ok Rt Y R U P S BB st
t hdhe mhster devsteenaydisva p@table @oindne ptay Bloketey s [sGd as a mobile phone,

005‘ P?‘Qﬁgnaﬁ) le%%ﬁf 2§ssi§{aﬁt gﬂmy B 891\&53331%%% of ? H&? EBrt?q'@ ESntent

a novin

p| Elﬂmba@k dgvige @ﬁqltlaasa degktgn fempyer @rewlgwdﬂé\’ SlREsP 3

RCs & glald W&Q§ afs@J'iragéSdeK}E:e GRIMERE 2 ABH- Q6Iatﬁle f&Bory such as a flash
encrypti on

conpri se e ne of a conten

c oStPRY ?‘P?ft“i’ f‘@t‘%‘?ﬁ%?ﬁn D R 1A AT dﬁ*FHPWﬁ% fe%tﬁ Opfgtion ca-

t h@lﬂlﬁmentd daﬁ\berehslm’nonﬁ&hecalroﬁhsdoaﬁ&téd fe@tnlanhaxtqaaleelné The slave

R(? ce m Be 9 5?5016 stgra evagg sucﬁ %Pna'(r]tnm@f 4 ar? ory stick, a
QAT onshrp WPt ¥ especttve” Eorredponding ¢k .

PatErardrds Xcﬂamml iga ramltlheésltcanh ¢logfeven et siaienlevice may be a device

' nf)t‘%l”tﬂﬁﬁ Ads@Rd f(ﬂﬁ{ ﬁ@réﬁ'(ﬁ”ﬂlajy goard@ffde%@’a sﬁﬁl'le{ﬁy]%"@oltﬁiat of a master

RCs conprise content object identifiers and co

en@"r‘%ﬁt r 6ANteal/Qbjelsr o bet ter u n derstanding of the

p I €S @Tntdnd B(Bj@&ﬂs are enlctypml dlgmwﬂemas&wm@ubh@m@h hla§l be a
, i nstea I se constral ﬂbs

| n]F’BVWﬁtRI%We EHIPPIHEH?: raggé’rﬂatet ﬁ\%ﬁ‘i‘ﬁ ‘Eﬁe’ftéiat?ot
r est rR@¢ &d litense¢ for Thiap ebaent, obgartd. R@s&mnqirlsaatritast one of a content

ér?c%y:}ﬁfo Ci%y oJonQ flt dtﬁlﬁ_géﬂ&qjﬁ %H? héﬁ]tugsté%ﬂs ﬂlO %1){% ﬁ? etl resent
| nrndﬁmqm Bﬁ)s|arm¢1@|@ef¢¢d+ intogtardng RREEInd ghile BGStjParynt ROs have an in-

UNgle e @1a B MPARTE FRPEAIRE cbR&pbHMEE bHi‘IHSRQfs Parent ROs comprise
constrai nt | nformation included in parent Ea

ch
patldfist RgOlG0astraiat informaldonaig RrgMission dnigematipn, é’htlﬁ ghild ROs
s aﬁﬁnptﬁﬁ&%hﬁeﬁﬂﬂﬁedt @deahﬁeﬂs ?ahd Boﬂltélﬁr&lblfylpﬁbﬁ k&B. Fad bdiflee un-

i nheritance,.rel ati onshi he par )
t PO RRE S oG pRte R et Rect WA oy b geRfefithy Y& R, instead of
i npegenttRAG eomeribeatdnsinaihi 1pf0rdmt1t)m fhiue the. présesi ingéntiopas eoitrestricted

Rqo“i?bth%?e‘f&fa %ﬁ{'%ﬁp%ﬁoﬁlﬁkﬁh op ﬁéﬂlﬁ gpthﬁn f)\gst%tstt information may

plurality o
habeinghided Hethildd s The fudtions ol %’n\%ﬁfftlht infqsmatien tntcyud@ﬂ in child
PareRcai6S fully UaaBis@dH bgﬂﬁlﬂé’ﬂéfah@ﬁig KeY@ink itk ofedts@aint information

oDfEEEs e T R e R e T S the

e nsummhhﬂtttaﬁ&)ﬁﬁlaﬁbﬁhhmﬂbnmf&ds santhahihk dllﬁﬁmncam’datﬁimslluﬂs between

Rgr‘?heg)g{% I]t((‘icﬁl]% é-%esg bﬁ(ﬁrg%Chdec Y Is %alln realgetgt%{]ed the glhentance re-
e nbttlymhmmlektefyfgs iAeingldgdrdanh Rﬂmay: ha\recanRﬁhentance relat1onsh1p with a

%ma&ﬁy Qf‘ch!ﬂrd K £ '?SHEd % rg%&hlﬁ‘ii@‘ lfé% hﬁ‘frﬁfeﬂ?ahb@félatmnshlp
| cates epr od uct| gz@pes of

cthtBﬁtpl%]D‘é{étf PE@S a‘r%‘P@eIBfEHPW@UBP Yback i ncI ude
"Pl a)ConteinDbﬁog #¥on keyF¥RaW Quied&'ﬁﬂdecwptﬁg co?f@ﬁﬁolﬁ’éc%/and have pre-
CO onent . i.ndi ca 0 ress caonte
o Mok oS o anery Bich Thg a1y BLasH Rt RL and
[ nchﬂdﬂ@s canprigitonteat ob]scpllldia}ltlﬁtersodldﬁmlﬁymg opetett dbircouble can be
t t .
; Hg%?m%d BN Enor Ufork Do o ATHAR IR KL Brnflssion 1n-

@onjn a case where the content object is a
erVI FrBisSibH ifofhatBiShdicadd plh etk Qﬂereﬁfodﬁ&ﬁ)nqyﬁéy(ﬁ)é content
conponent and print conponent” may be set as perm ssion
i n°88'mati on of an RO to be consumed to play the
content obj ect. The Execute conponent




indicates a right to executega content object such as
ganes and ot her application prograns. For exanple, in

wW@2wasessehere t he content object is a JAVA ganeCT/KR2006/000147

[35]

[36]

[37]

[38]

[39]

[40]

Execut e conponent may be set as perm ssion infornmation
of an ROto be consuned to play the JAVA gane. [ 36]
Meanwiiahle &XBEPlagHaclf inthde U I'Dﬁbla(yn 'Eydaclhtu'dald 'Peint’. The Play

Co nent. and. Nb

o RSB R R R h0B KBS RO AT & pydfE S8 Bmay dn ggdicion,
RQht M¥splaneompwicoeintica@n o right todksplayea eomterntt obgtictheougha visual

S aﬁ@fﬁce Qﬁ% {r}{g\ﬁmg g@ﬁg&%ﬂmﬁﬁ@% h\f%%ot% fe'ilgra%gdn%{ﬁ@ @!apaRQ a content
no®bjetaléeraxample; Hea ease gihaeg thngmtwlt ECEijrarmaping pighure or music, at

Here@st oG 3E tHe@ﬁl%o%bn@iﬁ%ﬁd In?@dlﬁ’ﬁbn@flt @y Bet s perm1ss1on in-
g}stral nt @ nBtlon nstrail nt forﬁfg E
é‘f“%u‘i“b(’fc%ﬁé A PRHELISY "’6 Rigy & CF‘?@%O SCtp \ FeYLcgomponent
andldccraes @rrlgﬂ’(Dt‘oaaXBCL&ét GSOﬁlfenmm swdhrds giamico ainddthenappliyation
ot E R ERIC n & e SRR P cRheh el T 1A0A game, e
| nExgountd Coailmwmtanm be skt a&:pmuilmcmdnfommgmmmfrﬂn R@rtelbg gponsumed to
la{/@}@h&{%%amghe Count const r ai nt specifies the
E ssions granted to a content object. \Wen
t he é‘éwh@sf@qawﬂ%to dypficatipniipcl U@%@erﬁ%@vépm@w% and the

i SM%JVE ev@foiedt. ptha)eop Qoﬁpéﬁeﬁﬂﬁn(pthb @fdve L@mbblﬁ@ﬁ atéHighlts to move

t t t
et RPHE R G P eplr 1ree B REh T GRpe i ey pmponent
andeaselaed the etiginabROaN e @nshaddviel ehdathedfopgreoatpinent does not
|
ioﬁ%‘éﬁ%a e }q%q)rlllg%{abl ?% 1 ddelg F@g&?éﬁ&lb@&% %Mt@apé ﬁ%ﬁ n{eﬁn deletion
af elean RAd- Gestiaint dnformatiatat e specified by a start it em

of t & nd@kigt 1hf@nﬁ881§¥éfé}‘s% eod: Qﬁmﬁsxcfi‘l@mn?g a0 bBBlayed back and
start itemis set to QO (hour: mnute: second)

200 AINeyE pigrenl %ﬁ&rﬁnula%rmatl%m%ﬁ@e 8¢t Bxymples @lhp gpnstraint in-
aCﬁEﬁl&tl(BIDmaIlllde @@ﬂﬁwﬁﬁsﬁrzﬁﬁt B@diiate dohayaitthEie@mt @Atiraint, Ac-
%ect1 ﬁ Q - 00 _2005- 12- 08. [40] The Interval
pyae tcog BULANESOL™ i e i nterval at which an RO
can Berexke Gted chostraittepenfiesabp omadit ofperongsents godijtetto.a content
O&g]e& Wh@ﬁ the éo%ﬁ?é&wﬁraﬁnﬁ? @Eta[b quthls 'ﬂlatsg? gé\%eeirs\éﬁl)wed to play the

tral nt consu
pesantent ebicautQ %r@e&aurpé rtheo@uaf CQHSW@HE%% éheflié ds egpsymed.

dur atirem£ieRREInsGRNt HcbB/™s Ubratibe fdr"ﬁeﬁfﬂé@lbn and §él<§c@1'v81y contains
after asg ecified tinme/d l; |et th

e
i nt &AY4le QF #h§KkcIgRe e WERR Wltg\‘ﬁé??t‘itﬁlée ?FH’éir@Pt setis
d emememannﬁsteﬁdIBvR@ can pauych @hteai oBjOctQfdied O PI5re bAifid/date

to é’% &%d%l){caos% ém %P h%cdtatetl%lo ncs(’)% amt? For dﬁxka}hlp?e R%en ?he start item is

& *Cont ent obj éct
oow@@o @D)Q@IOG {hro8inufes iqcoiﬁﬁ)&%emﬂl ébteeldnmothsdayal the¢ master

S p&&hcf,é c%ﬁné’t dE@égk Wﬁﬂdt édﬁ@urh@ HﬁrR’(? lbord Fg%ﬁy 8 cBREHTY ngore

sur ed i s executed for
thQsOe%PP@ nghoﬁg content Obj ect. When an RO has the

ac cu mﬂeahteﬁbac @c{lﬁtrtﬁﬁlt Eﬁec&?& attmellfaterm at Whith@h RIBVALE: executed for
a nten 0
RO EREu TGS WheT o« SR issnlpietin the Interval
Cocmtstrmlnt Patsiiptieon of tHewohicat diﬂgyct@' yertoggdapinng[agfiodlof Sme
s é% ﬁ’%d ﬁaﬁf eJuEaﬁH)al e t%&){t G5 & ‘iﬁtXRfaPéHnéff{ﬂﬁ{t B?eg g{ég&iﬁed

us e ecr
ant!lma dk@yFQrs@@mplﬁ lﬂﬁéheylptevf\‘ﬂé C@Itséramapéb@@mﬁsweqku en the master

device consumes an RO on and after 00:00:00 2005-12-01 to play a content object,
consumption of the RO for playing the content object is permitted by 00:00:00



different encryption keys. Ig public-key cryptography,
an encryption key consists of a pair of a public key

w@rwoa738pi vat e key. The public key is not neceBGHKR20106/000147

[41]

[42]

[43]

[44]

[45]

[46]
[47]

[48]

[49]

be kept in secret, i.e., the public is easily
accessi ble thereto while the private key nust be known
onpost-e8.speci fic device. This public key encryption

2 ChiTP el Ol CCERAOEIR G D PAFARYTRABlG PIeE A gnddumutated
c omeasuredparivd @f amepthiterthe R§bis ick énatedelioc thepbrrespondingandtent

[ R ' -
o MESAERL) TR, B8RRGSR IR ol govice o
Gapigy a centepirtiect @urhPougs: &n this iggtange; Hieanastay device is not limited by
Cr R t@heoatkdidt. - ibSicikGeyat§Prokfipgyred to as secret

key to ragtgé, wher ei n encré/Etl on ES made when a .

key S AFOLHEMGHIC HASYMPHICCTRROIFRRY beRUfeiciytiop fymade
datvaeic o Ry udedtie dédigptaaniatenelr ypdyi ead kegheryjsing thedkanpdtitute
of ,. h ri;c. k encryption, a _encr . .

ot AT BN TR R rdBrogAhE, FEFBlGERey consists of a
appdit ofat puiicadppnd agrisale &ny.ckheqnibliy ey Bmos hengskarydto be kept in

( ARRler Rt ,E?éjplhﬂﬁ i(gj g&ﬁgt&k esOBRMeBONERRE e priyFERECHust be known

Nunber’ [ 44] A random er 1s a sequence of nunbers

or K49 & sRsHic dGvias- This Rk QpRaCEIPEeN aksopighen has kesa disclpsed to
| Ofheteen@ENRIbAE Buba GHARcAIoR chidivd RAHW WA ALKy now the original content
pseuég-randomlnggﬁer may tbe used., - Cognectt]\%g %5 los of
W B HD §eRyRYQ algarithm cRQ YRy aad ciherrdde; C gEFrERPIeS O

i nputie ey esanptiomaleorithonsuch heDifficedlneat, RSAQIEl ramal, Elliptic

co t i t ' ach wired nedi um

I—b&g@gt?e['g't m}émpgtﬁguq(se @ﬁf’té’éga% e, and 'being o
connddiseid alseirphgirgd fongsl scerst kayaary ptagragysi vdeseig gacryption is made

COHMDL k& Gseitd Bn&?fﬁrﬂagat A LRSI @ cWph BleQRf CRNIMIP the same
in a non-contact sta [

te.@é46£ ernms_specifically .

defIFHEHIORAEY A AT $X P16 RSUCT BEHMSHIOVEYVIRETY PHER gl gngryption

[ 4§t11n(ﬁkd3fDES)i rﬁetﬁo@is&@é@mof@tf gte%el@BM lﬁu&%)ﬁl_maﬁﬁﬁ t@(_ﬂdﬁtilﬂ ati@anced

an _exe a e n e esent. 1 nve 1.0N.

nor g b EEARES TRty P RO R s TS g I hmber

devi derabdOmanthter &l asequaheviot eudd@s of digiractersiseth remdom properties.

obg a0 co8k g'ﬂ&t tQ Qﬁ%gété afc6@g\e%e RS ML W HE1do2Onddf number
el ce Int In a

t he naster : sane nanner 4s
comgrRe ugdat Coypicigr DRM system I n addition, the user

c gm R?ﬁ&?@ﬁﬁst%Rvoﬁh%ﬁg S&lﬂce@tgg Wl%ﬂ N RS KGR ﬂfe@&sent ingention,

0 ects rom an | Sssuer e ur chase e .
st bﬁeé & Seqtpeallpeoprqeiedanit gachsher ‘?aﬁg 0 1??%\7% mﬂowever’ this
t oisGogpiae dxdraple lndshbanvecareced s2ffly impkessthameodieviceecan

20 he eqyi W.Lh one or r when
L ot RER Dk Ko Bl B Bt Mo gonpgt e
devi derpeepestiisay deimed abhee wilkbedosdabiddes 100/ heaycqssyy.

back pgans e qigRiaRCs S BEMGisRoh SQBREE @)gan_té%eﬁl Biry B¥&diment of
devi ce 200 and consum ng tthe ROs stored in the slave

delie PESSOWONVENoBr der to pl ay back a content object,

t he masétihg deVIG.e, HRDRRYsyd&e AcRU Bhnhityr @viddA®0 and a slave
hagi ncqeh%?) I nheritance structure. Here, the ROs having

T ftance structure may conprise at |east one
par er uidOcamaobtain doest olgeas frhiml dedR@nt parvideo B0 @i thoamgter deice

Pt d i ' VA

8 DR T, L 005 0SSy BNEY e
i nerarpureieeROeInaededignplpying beck ¢natqnt eblesis fionvanROossucs30. The
NoburtRabA REIsqhhy B ditdred in the master device 100 and then moved to/copied to

the slave device 200. The slave device 200 may be equipped with one or more ROs



[51] The master device 100 and the sl ave device 200
may aut henticate each other before being connected to

we@2wh/0zsher and exchangi ng data with each ot hePCT/KR2006/000147
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[53]
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[55]

[56]

[57]

aut henti cati on between the nmaster device 100 and the
sl ave device 200 is carried out for determ ning
wheh&emahlciiEeg e site¢idegicd 000.and the sl ave device 200

e andFfeelR ey R Thd el B G 286000 RAD oS ok conten
S I alyectsiby beiag EGlﬁhectEmts thai salve mlowich @00 esd cansauaingrthel 8 Caistored in
fhla s[5 ﬁE\%Q& 90(5 (fn {1 to%la)% ﬁgék & éoﬁten@obﬁctathfel égfel?ﬁé%lce 100 may

ustr at enticatl on TOCG ure accor

anuseﬂ)@elﬁmaanyofé?q%@am@n @heltl‘ﬁ@CGdrt@§@m Harg: dlig RO ha'flss]an in-

| Nhdriigndelstrddafeahihy o %ﬂﬂs‘écﬁ't Mitone HafdPRON dnidtat Idiht Bk ch11d RO. For
data i ndi cat es_that

osse sed o
byC%{“’ﬁ%@F‘& ityalliney I?EO%S‘HH%J %a‘s‘h Tt ppIecids P[?fyggg’t‘% Y Consummg
I ngpaehEdOtahat chiié Rd)alﬁzazmgarpmﬁ&ﬁsmdekanom[m ibat bd physea

sl av 2 In operation SIO the nmaster
mvgntgo%dﬁﬁgt re%%dg{rﬁ%%n henticati on request to the

sI avdhgenvdstos d0oe 1Whamnl the glags tigvige 2 mentutherticaie, cacthether before
Magd;k # C&ﬁl\ébt‘é& -8fRn rE'S?ﬁ/er 2k gxcthgﬁglﬁé ﬁé(t% vﬁﬁl\’éa%fr‘ ofdP T%e authentication

certificate , Which was issued e master device

100°thgen the @Wtqr flpves | Fhanghibe slave QeVl%@Oclé Fquried eyt for fptermining
| swhétteede Wakter acvdédi G()Bdnd&hegﬂ@&dldeﬁfl&fﬂ)brﬁ@e legitimate and mamtammg

© PG st Ry R iR LV B R fe? g ES 10 Sl i device
deX0E ahR20Qillverw b éscribet ineletailheitlcefdreddeaatféGMN.of t he
t d
e N R OB A S LB focorine o
r egiosnpdarg ¢nibedingaat @R'.be présentshesnéiodevi ce 200 may rej ect

the aphenticalt embyiihinl R&ubBRSHEM' Q)@dht‘éqn(ﬁgges thflt th@ @ata is
certificate Mis not regl ‘'stered in th CRL,

deRPSEES DY FHERH NN hwagersiavicedl) and R/ISE'%ﬁCHEt § qfhiéta Indicates that
cefheidhiad@péssMsed or generated by a slave device 200.

In operation S10, the master device 100 sends an authentication request to the slave
device 200. When requesting authentication, the master device 100 may send the slave
device 200 a certificateM, which was issued to the master device 100 by a certification
authority. The certificateM is signed with a digital signature of the certification
authority and contains a device IDM and the public keyM.

In operation S12, the slave device 200 verifies whether the certificateM of the
master device 100 is valid using a certificate revocation list (CRL). If the certificateM is
registered in the CRL, the slave device 200 may reject the authentication with the
master device 100. If the certificateM is not registered in the CRL, the slave device 200
obtains the public keyM using the certificateM of the master device 100.

If it is determined that the master device 100 is verified as an authenticated device,
that is, the certificateM of the master device 100 is valid, in operation S14, the slave
device 200 generates a random nurnbers. In operation S16, the generated random
nurnberS is encrypted using the public keyM.

In operation S20, the slave device 200 performs an authentication response
procedure. During the authentication procedure, the slave device 200 sends a
certificates, which was issued to the slave device 200 by the certification authority, and

the encrypted random nurnbers. The ceﬁificateS is signed with a digital signature of the



of the master device 100. [58] If it is determ ned
that the master device 100 is verified as an

wa@ioherisprat ed device, that is, the certi fi catRCIVK&R006/000147

[58]

[59]

[60]

[61]

[62]

[63]
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[65]

the master device 100 is valid, in operation S14, the
sl ave device 200 generates a random nunber . In

op&drafi¢Mion abhorihadgeneiatedDr and ﬁbl[tu{'d?ebf ih8 slave device 200.
encr y t ed u5| ggzdt he

So6r 1R hBal St Sl sBYSih¥isE Mg ere b e RERL s pervpca
r eslpdomeluptben ewld nethcDimatay ghﬁt ﬁeveﬂlﬁvtwrﬂ()[) datvieafying the certlflcate

Cku t
o SEFOLEn HS3) AL RN PR ARG SFIER, By FEHE KER, P, e
cempsien deyideoOnbtaiesy the publieeyt Rkthe ﬁl’sW? é@‘é@e £ herdirg the certificate_
nUGfOtﬁé slavd B&Vi&L2(0. T &RLiGor, SeSi@MSd oMHelteRiffa@ bty also be
g ture of t ecetlfl%tlon hority and céntains
{rEoraGd OB §le 1652 6I’1‘ém§@#e devi ce 200. [58] In
oper df thenlaS2 Aevitd200BSkefied as/amaltﬂé}ﬁcﬁte@ déviesudimethe cert1f1cate
{)é} hf I 1%"% 6\9 cetd%(ﬁ)n ?rg raetg) rﬁqd EJ? Eyidl OO %ene{aqes arandorn
€ y

I'ca vViC é Veri
c enumlbqrcaltnebperaand Sdeghy gcrs:rateﬁéra@dcmypnéﬁdr ra mdanrpwd nisieg the

us'mlc'ljwe oMM 915»&/ ‘gcekg)() Here, the master device
100 obtalns the pub 6Qof the sl ave device 200

usi nd herrafteie the; rflilséedtdﬁ"’é}? 199 eequesdy thedbaye devispd00 fas an au-
addﬂeflﬂldaﬁon ¥Rd piocEdiré BNoptationes 30eWHeh |r§cflfeﬁ1ﬂgﬂ§6r fHes@iHRBtication

erformed on the slave. d 0 ng
Pher Gl i Bedglerise b S e, b dorh P to the
deslacedavidieriOt he certificate of the slave device 200,

i n OHS | ﬁ&] n@@n §§f’ ’thé ﬂ?ve“&ae% %rZOQS%Je?\%ﬁﬁ% ngrg}lﬂ?é’dq S&on‘?aumberM and

peration ated ran
nudﬂféypw ﬁleémogapmerdqu@uﬁlggtma@rmmlkﬁn key of the slave

devi @?ccglqﬂngl{/ QQ& mhBeF @&ﬁéeef 00 %H%é@ﬁe@fev%\ﬂog &har@@ach other's

requests the slave device 200 for an au thentication
entAPHIEEReE. (hat ’ép‘@PQ‘?Wé‘HH@S@, andyraplanp aeekeing f or

the aut a(;@@dilt @iRd inadicietdider 100 add (e, sidveelc s RO siiteMig@ach other's
ends

deUPaE SRR B RO RCa D tauo8s SUEaHSH bere, in order
ZOﬂ)r tiecmastesieyive 160 any gieesthve aladioer20Q irhgmemndthblr session keys, the
eoalgoﬁtaﬁl Iﬁ%g@@%ﬁ%&oﬁ@ C}{elt\%[nagtegr ](_%810 g@ ﬁ Mle slave device

e naster
ame%fﬁ@éesélﬁéllfebt her's random nunbers, that |s

r andomd% lamlh@ﬁtl@'ﬁgn E@d’dﬂ%t@&' 'E*ﬁ@tryptmi/hﬁl cﬁ&%}pt lff’e data to be

result, mast er deV| ﬁ ang $

S h‘&?ﬁsﬁﬁ“ W‘c’ﬁ‘h F H?S% %l"d?ﬁ ééYFe NHE éislfng ARelr session

S essjisean keyer provafeebatnsores sSAbitaivdddd Bandresgon. ilm sorced r
exem&;?ar%ﬁb%dmge%\(s it arg ges% g%igeelow 1%1\15 S o?h \{Q/ﬁse %8939 91s to be

el'r session
useldierSTm tbfitdhe mastoedeviest H}O amé\thfcéamvmc?w feecrypans! decrypt the

deyjis & BOPahak&! &Qﬁcﬁﬁt{e{t@re%ﬁ%séagﬂ s&8¥%n Kef %Lné%tts@ by the au-

?Et@ggtgéagg{agl 82 I's conp encrypting and decrypting
After completing the authentication procedure, the master device 100 may obtain
one or more ROs having an inheritance structure from the slave device 200. The ROs
having an inheritance structure may comprise a parent RO and a child RO. The master
device 100 cannot play back a content object using only one of a parent RO and a child
RO. In other words, the master device 100 needs both the parent RO and a child RO to
play back a content object. In detail, the master device 100 can play back a content

object identified by a content object identifier included in a child RO by using a



transmtted between the nastgr device 100 and the
sl ave device 200 using their session keys can further

WEeweht89f or ensured security in data transm SBCDRR2006/000147
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several exenplary enbodi nents that are descri bed
bel ow, unl ess otherwi se noted, it is to be understood
t h&dntér enéfgpﬁcﬁfkdgranctlﬁ@e(ﬂﬁ@h@ﬂﬁldtm valiR\uefcetdi¢i q)eaﬁ&smn in-

o PRl SRR Rl GrORL PelBeding BERRROLES ?f%re B haster
t hdamicecHIO roamy, otﬁt@tﬁ]onAﬁ)f e pamonﬁ()emd rRghtld & ot e bi datpasmt RO and
oSS Ro hF (RESLE G50 ARG R0 PO AOBARE devi 20

an- | nheritan romt
s| mgbdgeonly @HQ QObOt}H@é thr@arana RiChinddhe PR Ahe ebtaining of a parent

St ROCANEChifB R G GORT (h €lade a@ﬁ@moo%g @B ehatef DeViek RO wilhow be
mast er. devi ce. 100 c nnot g ?éﬁ ‘ﬁ%}l content obj ect
a

us ‘ﬁ@rﬂ&‘?ﬁ’?dﬁﬁgw}l ‘child RO. In other

vvor dFIGt hés aTﬁé\t/dTaru:iHustfmng QGnank@tisf dbedihing hechfjd RehiccbBfding to an
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obﬁ@& ainghster deviee 1 ¢ whicb ovishento plajy @a@k 4 peedetefriped content object
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|nc u ref erencl ng
pe fiﬁl%f‘stf%\ﬁmiltﬁ tl?ﬁdﬁﬁ%&ﬂteéﬁh% BQ&{E@ PApigE qweolr%iq Qigration 5420,

| NGl yred dbﬂc@ml@? BBOW tlE@nasTﬁ&Ie?fc@ﬂ@O td E&eéﬁiﬁ& % uem/d €181d RO
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v et it R G B i RS f s Bour . The
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a netFAQdS bgfa %%W%haﬁ lHastaaﬂeﬁ 1rgethey ofbgramg g s RO according to an
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10%e slaye dpeeatmiay ﬁH(S& 2l mager doviped Of do pecsssihg regupsod parent RO

na&ttﬁéutdﬂébﬂp}etrar%lmgaﬁecl%glsestéaepa&@m m)%toetﬂe ﬁﬁgdefide?@e 100. The

wi t hout dlr:ﬁ)to transmtt{?ﬂ%the reque g

t oMEHET dHee ST 7 fid SRR PG e gl gy Tving an in-
t r Beriande ralatiod@ipt infwlech ok réduestpd @deisenvalveeldo clondl @t device 200
Ob{vﬁgﬁ %eélg ngtqﬁe ?ﬁentng\(g \‘Tjeeq gt vtf% gg %%%ndesc’ﬂe}cg %b@ ﬁe?leﬁhg 0 avg device
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predeterm ned content Qb

f 1 Jowsndevicei 200 pbigin hghi Rﬁ@taﬁéapélfeanpau ning a parent
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o AR G4y ipleimgShfc Cort s PR gL Righ Case. (i maser

pr dxdmteem redrmooncotboobpedit nsendisillastrasglia FIGE éandthe method il-

pa sl ave device 200. In operation S520,
fu@a{ltgggﬁew ce transmts the requested parent ROto

t he raparent Rfewrensding o an exaspdarytcnthed Saen0 of theereseatiavention and a

deMiiRER TBY¥caliin@\6 b @xéﬁ%ﬁﬁ&ren%ﬂirﬁ&t LPhetReRRCIASShIR Ire il-
requested parent RO without directly transmtting the

r eljsdee Qseﬁtan% f8PgchEclast er device 100. The
master device 100 may transmt an inheritance
rel ationship identifier specifying an in



heritance relationship in whgh the requested RO is
i nvol ved to the slave device 200 when sendi ng the

WwW@2006/0t58R0D r equest to the sl ave device 200. ThRCI/KRR@6/000147
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sl ave device 200 searches for the requested parent RO
using the inheritance relationship identifier. [68] As
i1 usiGab ech dinglahi@.a phré R acdolin n&[xeﬂ@lldrﬁ embO@ment of the

uerl s.to the s ave d VI 200 t.0 .obtain
et R S Bk p e s B A it Bnf e dRuRRVR Ol 6, the
rrapztremt Ri@ ¢omeridd @ermaigsist ﬂrfernmu@nzmo kaocﬂ boreframt pﬁmemﬂtloﬂmo A

an?la f%m éﬁ V\E%QS %gé%r&lgﬁloﬂln?ﬁ[ﬂ’rﬂgl(%a&j@ Qn(f:tggtc rfamt information

e naster device 1
on@3(b¢ormm8ﬁs Prtetine cepstradf informatione¥d in FIG 4 and
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' nhéjtﬁﬁ?creii’elgﬁoﬂsﬂﬁ)gﬁ@[ﬁﬁler ) ?SJHS&thfO‘ﬁGﬂI@) $incd @€ iRRFEMEe re-

conpri ses . m sSSion | nformati on and constral nt
i n}agpmp wignigiagy 61@ apyl gyz ipherjtancg pelatianshiy idemificr d 10 are identical, it

pers et d ity @{d"ﬁﬁird:rﬁ RO ARstrabd irt FI‘G Gandli@éHild RO illustrated in

PR Rt E A gir GRS it S PR A s Mastegdeyige 100
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th | ave d V|ce 2 ransmts the guest ed
e AoREasn e ilecsled sB00 BTl bR RS HErimE HAd: or
[108] devi & deR&ribddubotdyall phegenics fanobttiniog aicentaitobject identifier from a

r eé&{t gféat‘ @ deIecygg{lﬁf(ﬁﬁpf ob@m%gglaﬁ &heﬂﬁg&' r%la%%ﬁ?%lgﬂ identifier

t he S evi ce mast er evi ce

ofra@dbe shifhROrte gepseh g a@mqnaRQoarah@rtoh@Imegqﬁ@@é@ RO and the
papa8it RPfrohl@8l1A6 d8a8EeP0(PRE sal®Yqhe Albted NMEIQRUBD! BBerefore, in a

for obta nten t jdéentifi fram a
c o5& Nfhe EPD‘]k_‘% g}as% %Vé‘t‘ee]th Iﬂjﬂ%sﬁ?i a ﬁ@lte‘?%ﬂil%?%ﬂl% ARYraliy of ROs
i nﬂnat art aeel inehaglhanddviqe 200ant! hhivedn mheommbdeestabiukd (RQlave

RIS E0 B e B PR R e i m G OEp §L 8
S eiﬁherbfgoret, htels messitde taensiderabOredqdeghedparatjon Inadiolcths elave device
whege the master device 100 plays back a content
object using a plurality of ROs that are stored in the
sl ave devi ce 200 and hdhdusirialyhpplieahiity st ructure,

[109] t he S a¥RcERVIBEve YR ﬁ@ﬂﬂo@@ﬁ@ﬁfe debRe RRoRYuRAE A YIFRE of ROs
a m ni mum nunber of processes, Therefore, it Is

poBiilg 1 MBCIIBRCS WYSFHBT | Mcdyenher Wiser heiRAY are distrguted over a

thﬁluﬁdlﬁyef&ﬁfydeﬁﬁa\?&@e félmuﬁ as btsAppI icability [109]
|bed above evj ce

[110] consﬁ:r?ﬁs Praar ir?’i}n%‘%t & ?18?}} ?ﬂj Elr? E?ﬂﬁie%?%r%{ﬂ&o and a child
st R@ateed@i ﬁon pmlyngmack trerentenwiged archaorRDen diferent devices, it is

ﬁ*ssfb%%qa ea%% ik ﬁfﬁ%}? t)'lyteé(t &?ngga\?l\éiﬁﬁﬁﬁa%%\fglﬁégfsg ﬁ) between the

E%féntaR(g@ml etchgBRE3t and a parent RO and a child RO

[111] heedegdcdi, c BV hdia fé’lﬁﬁﬁlt)t BERO? Hﬁ\@ﬁ% a® Qih@ﬁian@é Areté 88 stored in

in diff rent devi ces poss e.to bac
contlats o %lewﬁig%ooaﬁ qPﬁW&PPPéW@é‘“lﬁé Ml. %%ﬁ?&fﬁvwe itis
bepm@ﬁe foffecipareiht chuaiption bethetROdudRey the lopkrhati&ie capabilities of the
even t i@ plurality of RCs having an inheritance
st FGeture'@re stored in a slave device which has
[112] poor eé¥hidpeicprisont iveqaion has bees partaulalymhswernd dedccbed vith
| S PQE e% exé &%ﬁédm&d%gmg RRr&? %gﬁpg & Loy BOR: of
using t Bt Pon capabiTities o e naster device.
[ 19@}11%%;111@ in ﬂl@ afr By sRfiopnhaAgeson [oras anskdgtails may be made therein

pamth@aﬂdepwng reWha Belri @&pgdope df tHetpPesEﬁflﬁ{fé‘?ﬁQE at @efined by the

o TR ek gy APETERYS 44 68 fdckiodd] i REDOESEA exemplary

c han‘g(&hmlemts thaverbeangroladal drdy impy ddseriptetesehivedangi will not be construed

' 0 Ik scope of the
pr e e#m?%&g %lﬁtgtgon;én e%?“ﬁ)é”fi’?t%l_\{/é I%H%R?)gl | owi ng cl ai ns.
Therefore, it is to be understood that the
above- descri bed exenpl ary enbodi nents have been
provided only in a descriptive sense and will not be
construed as placing any limtation on the scope of
the invention.Clainms [1] L A master device conprising:
a storage nodul e which stores a plurality of rights
obj ects (RGs) having a




plurality of inheritance stryctures; a detection
nodul e whi ch searches the storage nodule for an RO
W@ se3sendi ng to a predeterm ned content obj eRCT/KR2006/000147
nmessage generation nodul e whi ch generates an RO
request nessage if the detection nodule fails to

di scover the RO correspor@!ai g t he predeterm ned
content object fromthe s Hé nodul e; a devi ce

i nterface A& iwhidgtprisig@nsm ts the RO request
nmessage to a sl a}/e devi ce an rﬁcei

€ t RO )
cor r eshIATHEA Y e MCh sleErs ad R %«oof\é%??fse‘{ﬁe%‘bﬁ%) hayiggn
t he sl gluealidest iaRéritame sauplugagback nodul e whi ch pl ays
back th det i d tent i ect i th )
cor eshstE g ta P8R iSamt B A RhEEs At aLER P ersponaine
at I eawta modetginindvecomtant agiectnodul e fand t he sl ave
devi ce, n%ssagg %&@a@foﬁrm&ﬁl\fé @ﬁ%cﬁ{geﬁér@ﬁe%&li%ﬁﬁ%‘ﬁﬁe& g%if the

plurality o onprises at I"east one of

and a ¢rieeion nrdule fads EniipepVROhR AL eRyreaPeRdiag to the predetermined

i nher i §GHAGR objc8t ke iURNiBlaBe Wiotiiet he parent RO and the
cond .i nheri tance e | ati onshi

parent RO.having a s

with tHECYER HHEFY%@ “\x’/ﬁlé]reé’f clt ransgpits|the RO rEdtesH mewagg o a slave

| east ddvéceaindaecdivemiid ROeorrofpohlimgpe dadgiredadrngictd content object
cont enfml%t{ eGlve &chc%narﬁpt encryption key correspondi ng

to the predetern ned’ content object, and constraint

i nf or naplagbackegedudd which péays dacly the ppragiateomhined sonthind abjgOusing the

and V‘hﬁf)ed.oﬁeEﬂb%d & e ﬂ?@l&&ﬁﬁﬁé(ﬁ&ﬁteﬂ Qi)j@&_sﬂforﬁ’ A€l one of the
the constraint Information and perm ssion information

r egar ditpgepmeyBlscard tha fidedevise. pl ayi ng back the pre
det er n2.ned woRreBlice bhelaiph aybRakinted Ploesicpef RQs comprises at least

obt ai nabl e. fr, e child . T ster devjce of
oD ar o Gl IR fnd Bharuek B o RER vt 15 Sferflance re-
gener akhasenshichith theR@rene diieand the pgmgeR Othagingensccend inheritance re-

interfag egel a first child RO
corres%gﬁnl ﬁg&%tgﬂ{ehcgﬁghl 'd RO request rressa%e fromthe

sl ave wb@’ﬁ@etge et RQecopipaipesaat keasoend of aplidgnsilighelthe peedetermined
pr edet &} edjc6Q H%@ﬁl&nt@%h‘é@ﬁoﬁ‘ ﬁé}n&)ﬁéﬁﬁorfd'iﬂigstto thd pledeehined

and the parepnt etected. from'the stgrage nodul e by )
the detatintghie gonsiainirinforaLipR Feegdn g BsCaPstplignyeidhe child
wher ei ROt led chi |l d RO request message conprises a first

identifier.of the det er.m n cont e obj ect.. . the ..

Fret Whi e i SR O LB O b e S e i b pgiion and

r ef er epgmisentihrinatigt regaetg fladaclomettods foreplaying back the pre-

det er “21&&?!11 %&%t,QQé ?I‘ag%cﬁrﬂﬁ’etﬁ&ﬁ F%%Hi%lé"ﬂgﬁﬁl tfe child RO.
or the |

sear ches parent RO using an heritance.
r el at i dnBKipastiddayice peelainh ¢y Werseinithe pgesage gateration|mgodule

RO 5. ddiRraidst @ilddey 'hr%ﬁlleﬁfmééhﬁemh% dewWoe {]Iﬁdi:r([jthR%ﬂ)dule receiives a
messag n i on nmodul e gene a chi reques

o agarE UL D SPERDOREINE 46 TS oL RHeS! ffssage b ne slave

I nt er f ésdcenadlithe ptagbatkvsdue plays badkhtht dreB&ermined content object
corres ding {0 ' e

Frrst BREhE T tO R e REDERUTRI TR IR B s fuppaute by
messag@efilegatieth@odilave devi ce, and the pl ayback nodul e

pl ays bagl hi\ferRkfice of claim 3, wherein the child RO request message

comprises a first identifier of the predetermined content object, the first child RO

is detected from the slave device with reference to the first identifier of the pre-
determined content object, and the detection module searches for the parent RO

using an inheritance relationship identifier included in the first child RO.



determ ned content using theAirst child RO and the

first parent RO 6. The master device of claimb,
wok@ee73892 he child RO request nmessage conpri seBCHKRR20081000147

identifier of the predeterm ned content object, the

parent RO request nessage conprises an inheritance

rel at i S PaskdeByict bLElain z,l Whgeini th\e Inb%aéé p&dergiionlmbodule

RO, the first te I

tovi coSoerR sl B S Bl B RPPeRiSY Reaee, e

pr edet devidenettriacniedile oiicact a fasi¢htléh &G ¢arstspaliento (ROchild RO
IS det gﬁ&g IrIeE Eﬁ]c?a ﬁk&‘ﬁ&rg@?ﬁb%%n‘é?ﬂo@gin%% the m;)arent RO request

i nheritance re |ons
devi cemegsags Gpwn the slm@eéfﬂ% anbthawiyhaek medide alayghack the pre-

go dul edeg&ﬁﬁﬁ?ai &hitcht gﬁﬁg e G dheduas ﬁnd"ﬁl%ﬁ%&l’%)are:nh %8

evice interface nodul.e receives, aren

corr es?x |rﬂi‘ftecréiet’lﬁ% Ot‘él?’é‘h ‘F@é?rFlé‘g]&%%ledn%‘&%@StfrPWge

t he sl @uepribeyh Ciest Maﬂltlflbﬁofnhapﬁaedemmd@ tentpitapiechalekparent RO
:Jgsegtr Iee&@ glessF%Q 1{1&3@ tal g@eggangg is'eg%lg)lntrsrt]ﬁg ’iée:ﬂr%i’zitrere ilnrc]luded in the
t he pafishchikROetda émt chidd RaYie desntgr ifwas thelskave device with reference

I nher i
chi | d %%H% grsg ?e@lhﬁ%{%ﬁh@ ggtg(?%llﬂlgé(?éodté}ﬁ loné@éj ah(pthte htst parent RO

det ect iS¢'tersd s theslave Heviee peipg rl@laﬁrltaﬂe@e |r%law3@tlé%rmﬁer
from therml rﬂé/s@ar‘ill@wc@ ef &8inng, Wh@eﬂnﬁﬂ@ﬁﬂeiﬁ@@ generatlon module

rel ati onshi dent ncl uded the ¢
e ot TR G et HO oy SE hE ke Bl Bguliregeives
i s a pfrst phobe RO ooagpondug cethe parenARDereadt mitssage from the slave

consu nﬁ&fgceaanﬁltﬁ'g a§,15 %od%ieg;ml?s ggiﬁ gf @e&%& l%)%tent object

met hod conp
pr edet@&mﬁﬁh@dﬁ%&@ﬂR@nee structures from a sl ave

devi ceg, ﬁi&qnz&'té})ﬁ'e{ﬂlge Q@@lﬁmﬁ%ﬁ&@ﬁl%@bzﬁ@ﬁ I@@E‘éq%@ét message
obj ect using at |east one of lurality of 1g

The metHpRyis6$ thejinhsrtange f%ﬁ%?“éhw lﬂ%lfﬁr ickides yn %*P Ch@% RO
conpr i &asctéd frb@and stofge @fodaledyi thel dERe: tsmdnadip@ra@ntheRQst parent

w th tpe parEeY e ke nlra e B Rt gt LB ientifer
i nher i inaluded m the kbidd BOship with the child RO, wherein
the chy 'ﬁlega(?%s?é}'&%cé 68 c13fm Ile\?o%reﬂrlﬁe Qﬁvé‘&bvﬁéé%ﬁ 'pf)ft%le storage

of the predeterm ned content a con
encr ypd¢vése- key corresponding to the pr edeterm ned

cont ent,QbhReHod oR BEnseBTISd 4 Plu@zt R1(t)y bf Righed OBjRcts eROE K tHednethod
use restriction of the c wherei n the parent

RO conpt't¥Ed &t | east one of the const raint
i nfor nﬂitammg&miumﬁtmfﬂm)@hlammg picd@tindned Bgari@hdgstructures from a

pl ayba d or playing back the pre deternined
conten?aven(ﬁevw%r %i/c{)ack met hods bei ng obtai nable from

the ¢ hpllaﬁmge@clqaprewerrmacdhg@nt@ﬁ objeai wniriglat lgdseoms of thérplurality of
obt ai nppg conprises: sending a request for the child

RO to the_slave device; and receiving the child RO
from t he Tde anaheeedf; c&egrn Ky evherein the plurality of ROs comprises at least one

of a child RO and a parent RO, the child RO having a first inheritance re-
lationship with the parent RO and the parent RO having a second inheritance re-
lationship with the child RO,

wherein the child RO comprises at least one of an identifier of the predetermined
content object, a content encryption key corresponding to the predetermined
content object, and constraint information regarding use restriction of the child
RO, and



wherein the playing back comyises playing back the

predeterm ned content object using the child RO 13.
wab@eneashond of claim 12, wherein the sendi ng tPEI/KR2006/000147

request for the child RO conprises transmtting an

identifier of the predeterm ned content object to the

sl ave dademahe pﬂdnﬁﬁﬂ@ c@hi'ph@esaeldast dIRtof elicedbnbir A/ iht®mation and

sl ave devi.ce w referen t.he i dent,i |er1 of ‘t)

S oo B i e R e Atk T FarFiasfne bR e pre-

12, f uddtéreringbermtdnsithgplagleaclinmgha@lsbeggadtaifiable friva the child RO.
t

par et R Ry 8 AR, Ay ARdpLERRL Y ABGe

cl ai m sadingheeeuast fon ghesdinldiRiyLa the slasgdegec:pad t he

parent re%?vﬁl‘g'mé ERRBROTRINRIHRI e ABviCH, rh%ﬂ' tan C e

relationshjp ntifier fromthe child
| nhor | VARER the PG g hark BOmBIIes PlavEIE hagh o clggmipe content

par entolmtuamg thio IR O | ng the i nheritance
rel ati e r | ay ey c
F%netlgo d(g tcé%l% lc# ]yvr ere e se dlg Mlg uetsthf%r the child RO

par ent elng ( Jus usi ng
t he i néramprisas trenmettauglaonéemtléler d%trht: lpfqdetermm@d cirfent object to the

et hodgfe viticMinkilthe Eh‘iﬁ& ﬁ@r is 99(@85&1 ﬁ‘oﬁgthe sendi H@\gc@wnh reference to

request for t he paren [ 'ave device; and
recei vih ﬁgdqnﬂg%gptge,preﬁgeml@ﬁql P%eﬁloﬁiﬁ‘ét devi ce, wherein

the pl ayimhg nl%iﬁd’d SR 1sze$urnieaydnﬁgnhﬁtg:k t he

predetermn cont 0 the child and
Phe. pasafintRdeaen orths e 86 BrOL s o Shec: Gpbrern ¢ he
sendi ng:chhmgrtb«qpmsmt RO fronhhe phive dewRQ conpri ses:

obt ai n}ﬁq%h@ ’??Ahl‘i‘cthe Ctlaﬁ{%clgo(ﬁllr get}ﬁl‘ $ %%E%Jelstefgr the parent RO

i dent i aren
transmqmprrﬁgst he i nheritance rel at| onshl p identifier

tot heobﬂuﬁih% ﬂleiﬁlllé:fﬁane%'?Qaﬁ&%hffﬁﬁ@rﬁfﬁeﬁ@oﬁ?ﬂh@ gh@€Rec iRAnheritance
fromthe sl ave. devi.ce usi ng In erltancer e

| at i on&Hitignshae &ﬁemlflerldeqéymgﬁ%e prseHEd:onde ai m 10,
wher ei fartshetisk AveinHehi® reRitidndhey idaflifeer 3é ticads cdeviceahe parent

RO being detected from the slave device using the inheritance relationship
identifier.

16. The method of claim 11, further comprising:

sending a request for the parent RO to the slave device; and

receiving the parent RO from the slave device,

wherein the playing back comprises playing back the predetermined content
object using the child RO and the parent RO.

17. The method of claim 16, wherein the sending the request for the parent RO
comprises:

obtaining an inheritance relationship identifier identifying the parent RO from
the child RO; and

transmitting the inheritance relationship identifier to the slave device, and

the parent RO being detected from the slave device using the inheritance re-
lationship identifier.

18. The method of claim 10, wherein the slave device is a portable storage

device.



