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The object of the present invention relates to a net ho4mwmwwmm t hat
make it possible to test an integrity of error-tol erant data.

is notably applicable to the field of tiel ecommunications fol*’t€sting the
integrity of the nessages, in the radio domain, in the domain of

5crypt ography nore generally for testing the integrity of data.

The information that passes through radio channels is nore often received
wtherrors.  METHOD ANDXYSTEMRARIGETY BossmpieTaEdT Al view. Lhis
problemis ioresolved wth the application of a correcting code which nakes
it possi bl e CRYPIOGRAPHIC INTEGRITY OFaANtERROR TOLERANT BAI AMTIEM consi der

It

to be errors may result: from physical transm ssion errors, from
nodi fications made intentionally by a hacker in order to spoof the

15r ecei ver. . The dbjecr onies presemlt imonition Meketesito tay nedhed iaod @onsi st s
in forging an inprint o e tr in transmtting this

f the, \ i tted
i mprint t og®XSRIP tmttrﬂa'f%@pﬁgﬁéﬁgéé?eg "r@géﬁyi%%@-ﬂ#ﬂ?rﬁm A8 of the received

message is conputedt by ddifoly S5splikable afRd O Hiel A télecBriniticAipas vied | mprint.
If a single 20 bit of these two inprints differs then the nessage.is

rej ected betestieg the integripoéihe Mmaspagesiinteel ragio somaikep. thedomaiR f ce, the
1T SoL BB AR déikian P UL RaFR, opped and has corect e
applications be maximalist. This is because sonme applications may not be
o o 9n ! Lo BRSBTS o 2 anc
problemis tdreivetiavith égyst 0 guarantee the security while, if appropriate,
allow ng certain applcatl off tnminications’ Bt SR fs Broblen?"ie:
10 resolved with the application of a correcting code which makes it possible to
correct the errors.
What the correcting code will consider to be errors may resuit:
e from physical transmission errors,
o from modifications made intentionally by a hacker in order to spoof the
15 receiver.
The conventional maximum security solution consists in forging an
imprint of the message transmitted and in transmitting this imprint together
with the message. On reception, an imprint of the received message is
computed by the receiver and compared with the received imprint. If a single
20  bit of these two imprints differs then the message is rejected because it is
potentially modified by a hacker. In practice, the error-correction telecom
layer has already been aphlied and has corrected the transmission errors.
This security solution may for some applications be maximalist.
This is because some applications may not be corrupted significantly by a
25  (fixed) minimum number of modified bits and this may not have any impact
on the security of the system.

The problem is therefore how to guarantee the security while, if

appropriate, allowing certain applications to be able to be corrupted by errors.
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2 - Thus, depending on the applications, the security policy of the
systemw || be strict and will not tolerate any error or, on the other .
hand, will allow a predefined nunber of errors. One approach known fromthe
prior art consists in dividing the 5 nessage authentication codes (MACs)
into a plurality of blocks, but this d@es not solve the problem This

nmet hod makes it possible to reject nessages of snmaller size and, in
addition, the size of the MACs being snaller, the probability of errors is
|l ower. The article by Ch .G Boncelet, entitled "The NTMAC for to

aut henti cati on of | SY s g t §.@N : [
Forensi cs and Securi u?/, ggﬁéﬁq\ﬂﬁbo.n h&%ﬁ%‘ﬂﬁé%g@ﬁ%ﬁnﬁ {b&géﬁ?ltgﬁ of this
type of appsyeh.wibDbepsttict ald willhhet solemte age erof berardtheyothephambwillng t he

systens of the prio rt, the latter do however present the follow ng

dr awbacks: i'g"’i’ Eé’r%‘{‘?fkaf??dé’b'f‘%’ﬁmﬁg"ﬂﬁ' not allow for the correction of the

transmtted errors,ond RPpRIACAr koW §6hi G bayearti condiymd iiredivigiag rteam f or

"TELECOM' pur poses, he priar sol utions tr% t? roach a sol ution
L5k g ¢

t . .
by reduct ngmesgaas aethenticatioR SoRpEiMALS) Gy PHAkL Of WREOBP obl em
posed. n?tusol@‘ﬁleof)robié‘?n.oﬁi@%ém@@ nftikel MEpdNsHIE RS rejddtanéssdigebigfation is

to define a function of nmessage authentication code EI\/AC) tyPe t hat can
tol erate ersoaler sizenand,r inadiiionothg Gize 9 thendACFaPehE) sHallehdheessages.

More 25 specifi v, ki ng procedure does not supply an OK/ NOK
deci si on bu?Fosbﬁggwi (I)efserg)trggsolﬁglg\ﬁhi ch indicates the proximty of the data

received with the VEie darielesane, ChhGl Bonetlet, niengtledle“TéepdNqu:)rWi ded by
L bRt o byt RSk 4B, Il AR oL s L
in that it cgmEMsicseimd SEcUFHRTTONAtN®M, Mdrch 2266 is he ilfustration obthis yps: 3
of approach.
Despite all the advantages offered by implementing the systems of
the prior art, the latter do however present the following drawbacks:
15 o the prior solutions do not allow for the correction of the transmitted
errors,
e the error correction layer is applied upstream for “TELECOM’
purposes,
e the prior solutions try to approach a solution by reducing the size of

20 the MACs, without however solving the problem posed.

One of the objectives of the present patent application is to define

a function of message .authentication code (MAC) type that can tolerate

errors in the transmission (or the conservation) of the messages. More

25  specifically, the checking procedure does not supply an OK/NOK decision but

supplies a score which indicates the proximity of the data received with the

valid message, while retaining the security provided by the cryptographic
protection function.

The invention relates to a method for testing the cryptographic

30 integrity of data m, characterized in that it comprises, in combination, at least

the following steps:



a first step during which a key (C, Ksym is generated by executing the
followng steps: let F(G(p), n, M d) be a famly of linear or nonlinear
systemerror-correcting codes over G=(p) of length n, of cardinal Mand

di stance d, 5 randomy draw a correcting code C fromthe famly F(G-(p),
n,k,d) that has a eorrection capacity 8, and define the key Ksym a second
step conprising the follow ng steps: code (20) said data m by using the
correcting code selected in the first step, 10 for a systenmatic code,
conput e the redundancy r, and use the secret key Sk(C, Ksym 1) with I

bei ng a nong : :
%Ps’e PO pr ect (%1) tF "‘Rbﬁh r,§ Eﬁé%@b& ExdtuiiRgrthef errors

accept ed |n or e redu cy r, thé result obtained is
t he prot ect fadlowagetesicy SY M rp ksvm (r), W|th SYMorn = SYM bei ng a

symet ri cal encr 5bl gorlt m m bej r ey,
transmt (22) %t h'éphécgg( % ?u?t?rﬁ'gy Pféﬁ??rh ] gge)@fg%r Y%%',% ?@%’krr)éssage
with the encrypt@tﬁrécﬁdgradaéwveraeﬁdpo bfllenptton, afwardisalng ahtidistaiideadi ng st eps:
for a systematic code, let (nma | ra) be the input data for this function,-

reverse 20 the r'@(ﬂdﬁ@l‘é}h@@%ﬁ@"@éﬁ‘ﬂlCé’ldPtcﬁ/frBFb"théd‘?mﬂYlFﬁ%ﬂﬁ’én‘? & thatng the
stvni (ra) (S Bl lon Al | e e cceived in the
integrity cheekomgstepepmpnsmg the following steps:
» code (20) said data m by using the correcting code selected in the first
step, __
10 « for a systematic code, compute the redundancy r, and use the secret
key Sk(C, Ksym, 1) with | being a non-zero integer less than t which
represents the number of errors accepted in order to protect (21) the
redundancy r, the result obtained is the protected redundancy

rp= STMom (r), with STMom

= SYM being a symmetrical encryption
15 block algorithm and Ksym being a secret key, transmit (22) the data
(mjrp) resulting from the second step, the message with the encrypted
redundancy,
a third step comprising the following steps:
for a systematic code, let (ma | ra) be the input data for this function, reverse
20 the redundancy confidentiality protection mechanism using the inverse of the

symmetrical encryption algorithm and of the secret key SYM,;_'W,(ra), (30), ra

being the encrypted redundancy received in the integrity checking step,
e let Dy be a decoding function associated with the chosen code C
which has as input any datum and which has as output the word of the

25 code that is closest in terms of distance, and a decoding successful
OK or decoding unsuccessful information item,

e D, is applied to the whole made up of the received message ma

concatenated with the inverse of the redundancy SYM,;;,,, (ra):

D1(mal SYMk\ym (ra) )1



‘let ‘D1 be a decoding function associated with the chosen code C which has
as i nput any datum and which has as output the word of the 25code that is
closest in terns of distance, and a decodi ng successful OK or decoding

unsuccessful information item Dl is applied to the whol e nmade up
recei ved nessage ma concatenated with #he inverse of the redundancy SYM
(ra): Di(mal SYMI;yl ",(ra)), 4 . if the decoding is not possible,
no word of the code at a sufficiently small distance, (32), the data are
considered to be non-integral, otherwise, if the decoding is possible: 5

o 0 (DL e, SE g e T e 7 ol DR SRR 5 O

the information gtidiéwlydsmairiteantde, (32), khé Matarmrd cShdiieredmo) be men-

ot herw se,
10di st ance in t dPYRIr

the data are considered to. be non-integral, d() is the

first characters of the string.

of the

there is

f the nunber of elenents of G-(p) that are different,

and hn_k is tRe JtHQﬁtéé”?f IfeBodiRl §Spessphlar acter string as input and
associates with t

In the

case of @ systemdf d¢h,cabe(ma heSTHE] hod) ) ompr £ $€k, théorthexaspsinse ia Gep of

encryption of the data encrypting all of the useful 15rressage and of the
redundancy r in twitnasiefective usefuhaessagesreoeavadxdh,,ak (Buema bSYMEL(mPYi on of
said data in reception.

10

15

20

25

and the information on the distance d(4,_, (Di(ma | SYM,m,,,,(ra)),

ma),,
e otherwise, the data are considered to be non-integral, d() is the
distance in terms of the number of elements of GF(p) that are

different, and &, is the function which takes a character string as

input and associates with it the n-k first characters of the string.

In the case of a systematic code, the method comprises, for
example, a step of encryption of the data encrypting all of the useful
message and of the redundancy r in transmission in transmission and a step
of decryption of said data in reception.

The processed data may be messages used in transmission
systems.

According to a variant embodiment, the redundancy r is protected
in confidentiality by virtue of a block encryption or an xor with a pseudo-
random generator.

The invention also relates to a system for testing the cryptographic
integrity of data m comprising at least the following elements: a module
transmitting a message M, said module comprising a memory for storing the
parameters used to execute the steps of the method according to the
invention, such as the key, the public data, a transmission medium, a
receiver module also comprising means for storing at least the same
parameters as in transmission. The system may comprise means for storing
confidential data such as the secret keys, a processor suitable for executing

the steps of the method according to the invention.



"The 'processed data nay be nessages used in transmn ssion systens.

According to a variant enbodi nent, the redundancy r is protected 20in
confidentiality by virtue of a block encryption or an xor with a pseudo-
random gener at or . The invention also relates to a systemfor
testing the cryptographic integrity of 5data m conprising at |east the
followng elenents: a nodule transmtting a nessage M said nodul e
conprising a nenory for storing the 25 paraneters used to execute the steps
of the method according to the invention, such as the key, the public data,
a transm ssion nedium a receiver nodul e also conprising neans for storing
at least the sane paraneters as in transm ssion. The system may conprise
means for storing cthéi deaturex adt adsarthges dfhthes qresantkisyention pvibcessor

suitable for executing 30 the steps,.of .th t.nod, accordi n o_th

i nventi on. b@O@q]époqeeaqurggf&qdr ' E'&%Sgﬁ%’\""? h%esﬂ'ggoe'ht N vggtigon will
become nor enghipdti ilusfatiopaditi Shd Bepérmidddiiunes Whishrepiesont: gi ven as a
nonlimting illustration, with the appended figures which represent: 5

figure 13 an exdigiredyarpseamiansystap OrEmPPRENiRG thMedpdhacsrdngg to the
lnvention in thetofthglirﬂ/eﬂ{ioﬁﬂtﬁ‘é‘ﬁ tEI%Ebn’i’lﬂﬁmicJtibEé‘,lre 2, an exenpl ary

configuration of the equi pment, I gure 3, an exanple of steps inplenented
in transm tting figure2sagexemplary configurafioneofdhe equiprempl e of steps of the

met hod according.to the invention,10i npl t ed | Vi f .
In order to bétt@“r%rt:?dé? ?f‘ﬁ'ﬁ'ﬂielt?fest?ﬁs; 'H%I%Png&eﬁﬁrl‘ Bﬁﬁ%ﬁ'ﬁ@qv%%ga%%? Egd
according to t.hefigd?éﬂ%h%&a?{pit%ffﬁéb@w“ femetidtbRling ® tBe\Mventibna cont ext

of transm ssion-reception of a nessage in a telecommunications 15system
The net hod accorigipgmented od reaeingiaoiiams. valid for a |inear or

In order to better understand the principle implemented in the
method according to the invention, the following description is given in a
context of transmission-reception of a message in a telecommunications

15 system. The method according to the invention is valid for a linear or
nonlinear systematic code.

Figure 1 schematically represents an exemplary architecture of a
system comprising a module 1 transmitting a message M, said module
comprising a memory 2 for storing the parameters used to execute the steps

20 of the method according to the invention, such as the key, the public data,
which will be explained hereinbelow, a transmission medium 3, a receiver
module 4 also comprisihg means 5 for storing at least the same parameters
as in transmission and a processor 7, 8 suitable for executing the steps
implemented by the method according to the invention. The system may

25 comprise means 6 for storing confidential data such as the secret keys.

The solution implemented by the method consists, notably, in
using in a non-standard manner error-correcting codes or, more specifically,
a family of error-correcting codes.

The code used at an instant, out of the family of codes, is

30 considered to be a part of the secret key. Let us consider first of all the case

of systematic codes, which notably encompasses linear codes. The result of



‘nonl’i near systematic code. Figure 1 schematically represents an
exenpl ary architecture of a systemconprising a nodule 1 transmtting a
nmessage M said nodul e conprising a nenmory 2 for storing the paraneters
used to execute the steps 20 of the nethod according to the invention, such
as the key, the public data, which wl B be explained hereinbel ow, a
transm ssion nmedium 3, a receiver nodule 4 also conprising neans 5 for
storing at |l east the sane paraneters as in transm ssion and a processor 7,
8 suitable for executing the steps inplenmented by the nethod according to
t he inventign. syst conpr.i n o} j copf Ldenti al
data such a@%t I‘fgg"s?‘gc)r{s'ettﬁg?ee;ijgs]rf\é ﬁ% %Chéﬂ?ﬂgﬁs?{l S?% oﬁegéﬁée%r?tgg %y t he
met hod consiegiuadamst Jhkyredumdansy mgs thengprotectest ianutafidentialiheby virtue of
error-correctbilor& codes. or, nore stgeci fi a fam Ly of error-correcting

|
codes. a enciypliop §5an yoEy @ %Fﬁ”?‘ﬁé?ﬁ%?’? ggmera&%’r.t he fam |y of codes,

i's 30consi dgggshdlp I9Eutchdiiderahe icBSe BeaNEIcoHEY, .andeih this dagesihdewhdler st of
all the case of systematic codes, which notably enconpasses |inear codes.

The resuft ofthegoding resu isprotectaddp cepidentidiVeoncat enati on of the nessage

and of a redundancyrheTBescrRRHRAANEY fbliows lshgeRiPtBRILBA thIfigked pdential ity
by virtue of a block encryption or an xor wth a pseudo-random gener at or.

Secondly, |endds consider the case of any codes, and in this case, the
whol e 5of th&{;‘gtgc“ ng result is protected in confidentiality. The
description 'CH' ol lows i s given in relation to figures 2, 3 and 4.

Not ati ons Let p be lztprbera pricmetrambes-G)p)tthe boddyithipt élemestsenent s. 10 Let

o 5o oz o o MRS TRl e B gl 1o 9

Fan( GF(p), ncKr,ré’c)tin?ec@def Ukl GRQP) f Nergtie ov, rdimiehsigncloded disancérd.pletof | engt h
n, di nmension k di st ance x|

an d. W use to denote th ncat enati on of
t he char act ERM¥EF (Mg Kd)Be\a amityef %’f?rl“??éé‘;""g'ﬁ@g%?/ RYBI 8F?®>J§ﬂ8§@ s the
concat enati gny sfn 108nd dRREsReRpr aneters relate to the datum whose
integrity is'to be tested, or the nmessage whose integrity will be tested by
t he nmethod accor di nd/etuset Xley tondenmte dne coreatenatiopnof the character string x

15  with the string y. The symbol | expresses the concatenation operation. These
parameters relate to the datum whose integrity is to be tested, or the
message whose integrity will be tested by the method according to the
invention.

Definition

20 Take a message m of length n-k; the method according to the
invention will implement at least the following 3 steps, this scheme making it
possible to construct a message authentication code with error correction, or,
more precisely Message Authentication Code with Error Correcting Code
(MACECC).

25  First step explained with figure 2

The first step Gen 10, figure 2, consists in generating a key (C,
Ksym) which will be used to encrypt the supplementary or redundancy part r
produced by application of the chosen correcting code, the supplementary -

part, or supM, being used to correct the errors.



'20Tdke a message mof length n-k; the method according to the invention
will inplement at |east the followng 3 steps, this schene nmaking it

possi ble to construct a nmessage authentication code with error correction,
or, nore precisely Message Authentication Code with Error Correcting Code
(MACECC). 25First step explained with figure 2 The first step
Gen 10, figure 2, consists in generating a key (C, Ksym which will be used
- to encrypt the supplenentary or redundancy part r produced by application
of the chosen correcting code, the supplenmentary part, or supM being used
to correct the error avdraoF of
error-correcting cg'ggsF(%l\Z/@r)’né:?)pge %ff%g%gﬁﬁfﬁ@oé?ﬁgggkgﬁék and ddlpgt ance d
(a conponentf iehgthhe, dipmnsionf k tand distasye dTtee comphoentesfdbatspace afdhelom dr aver
11 of an eryrorscorrecting 5 .code Cfromthe famly F(G(p),n, k,d) that has
- -~ a correcti ofE¥s pacity t, the random drawer being perforned according to a
met hod known to a prHeswletiRki éxedttdsna trasdantdrawer 11 of anLerortcdseectingion- zer o

integer less than t; | repres th er of ‘error.s accepte r the
usef ul phrtcefe &BB’]“eWEnf?ET‘Iy Fﬁ%ﬁ%&?%ﬁ% har drsFien c?aPB&Van‘gf t he
nmessage. Theynaext dfwRR Heind PeSinmdtE atdidimyord methdd keywikiya person A
symmetrical block algorithm SYMand its secret key Ksymare used to encrypt

the suppl engiiled ip tha@ft. t o encrypt the redundancy or even to encrypt all of

the data or of the -Z€r0 i less thAR tPUebicseRf BE MIseraste
(F(GF(p),n, k,d), Sﬁﬁ%g%gg%n f%mplgﬁeagr%t%srss ar epstgr ed in the nenory space
5.

eifbes acepted foethd wsefekgalt oksypplempntary pag orf mpregeMsBw, st or ed

in a nenory_area r cte j : killed
n the drt RalonheEihSae TR TR APt oLadfi e SPRRE RepREGAD 2511 €
20Duri ng the seconda syemettite biedkhaldorithim S&i\t add iB0senretckeleKsyms aressage or
the data mb sing the correcting code defined.in the firs

Firstly, | ef‘g‘%gt‘b%'g‘érV%tetpelsHBm@H?@gW pg?tstgse[ng the rcegagdiwséraeavtgﬂﬂo

r edundancy) ena_@/ﬁt AIPSUhE data b6t th@didrgags. t herefore the concatenation of m

with a redundancy r, denoted mir. 25In transnission, the th conpri ses a
step of prot ecti%g Thee public parameters are (F(GF(p),nk.d), SY%:I). qu'neserrp

15 parameters are stored in the memory space 3.

The secret key is: Sk(C, Ksym, I); it is, for example, stored in a
memory area 6 protected according to means known to a person skilled in
the art.

Second step — creation of the MAC explained with figure 3

20 During the second step, the method will encode 20 or code the
message or the data m by using the correcting code defined in the first step.
Firstly, let us consider the case of a systematic code (message +
redundancy). The result of the coding is therefore the concatenation of m
with a redundancy r, denoted m|r.
25 In transmission, the method comprises a step of protecting the
confidentiality (alone) of the redundancy r by using the secret key Sk(C,

M™iom (1), 21.

The protection of the redundancy in confidentiality is ensured by

Ksym, I). The protected redundancy is denoted rp=S

an encryption mechanism. To tolerate errors also in the redundancy, it is
30 preferable to use an encryption mode that does not propagate the errors.

Otherwise, the invention still works, but the errors tolerated are limited to the



‘confiidentiality (alone) of the redundancy r by using the secret key Sk(C,
Ksym |). The protected redundancy is denoted rp=SYMrkin (r), 21.

The protection of the redundancy in confidentiality is ensured by an
encryption mechanism To tolerate errors also in the redundancy, it is
30preferable to use an encrypti on node8t hat does not propagate the errors.
O herwi se, the invention still works, but the errors tolerated are limted
to the 8 errors on the nessage. An encryption node that does not propagate
the errors is typically carried out by an xor with a pseudo-random

o ot oot od R sdeabe A ARulAob e 4588 Mo prdBeate . i on

appl i cat i onemébrerie typieallyessderk out bebh Xoawithca peeyrtatandpadgéenerator, for

confidentialit ta exploit the invention, i ] use an
encryption ‘ﬁ’f?dép'?d}”ﬂl ﬂg"‘?ﬁ!\(s%'ﬂ%rithm Wh%qung%re'gog%\t,vhlb% B%S%éé?%?%@dép %gr s.

The nessagerpisicallddMp@E@Cenated with rp) is then transmtted in iothis
exanple to the receiver or, nore generally, to a ﬁatat grocessi n tep.
Third step expl ai ndd the,cass aftngﬁngrglqsp@tﬁ;{phgatlon where th &e$€98i'8Fﬁg t he

message, 30pad R tSEtd?&‘éct%Heﬁ%Sﬁf_i@erﬁibnt?t 1oy NplditC Bid Mventiom, it will be
Verify(messagetransm s, Sk) conpri sing he steps described bel ow. 15The data
recei ved nessecagsaryatsnise alr @ncomipadnede for ke MmassagadatBabdrss ot a
nmessage nma an ancy ra (malra). This verification is, for

exanpl e, ca rrog’gggtgﬁpé%gr%?%l | ows on the receiver. The nechani smfor
“protecting the confitdemessdge mirpf(m bencatehatethwith rpsisitber trapsmifiedriy t he

" ecei veds | niVRTERP S rerERet Plavéenekly. % BARHBbALER maaney

Third step explained in relation to figure 4

On receiving the message, 30, the method executes a first
verification step Verify(messagetransmis,Sk) comprising the steps described
below.

15 The data received messagetransmis are considered to be the
concatenation of a message ma and of a redundancy ra (majra). This
verification is, for example, carried out as follows on the receiver. The

mechanism for protecting the confidentiality of the redundancy is reversed

using the secret key SYM,;L,,,(;-a),SO, ra retrieved, ra the encrypted

20 redundancy received in the integrity verification step.
Let D1 be a decoding function which has as input any datum and which has
as output the word of the code closest in terms of distance (which includes
the redundancy) and as output a decoding successful or decoding

unsuccessful information item. D1 is applied to the whole of the received

25 message ma, concatenated with the inverse of the redundancy SYM,,(ra):

Di(mal| SYM,;;,," (ra)).
If the decoding is not possible (there is no single word of the code
at a sufficiently small distance) 32, the response is NOK, the data are not

considered to be integral.

30  Otherwise, if the decoding is possible:



‘Let ‘DI be a decoding function which has as input any datum and which has as
out put the word of the code closest in terns of distance (which includes

t he redundancy) and as out put a decodi ng successful or decoding
unsuccessful information item D1 is applied to the whole of the received
25 message ma, concatenated with the i8verse of the redundancy SIM, (ra):

D (mal SYMicsl,",(ra)). If the decoding is not possible (there is
no single word of the code at a sufficiently snmall distance) 32, the
response is NOK, the data are not considered to be integral. 30Q herw se,

11, "Then- e esBURERT S8-ioh ) Lo R gereE e LBR e -
Di ; i Se, ' ' b

“honi ni ﬁéﬁ aS,ev%géqus%Rﬁ ws&%ﬁﬁi«?@eﬁvéaﬁhﬂ%ﬁaﬁ R BB BT o of

chgaerZic: e?t S%Sﬂalse@aései'ﬁ(gﬁt ﬂg%n&iagas-'gg%icgbggg%%t Loui%f% : b%g" n-irgp i ar(zl'ti g?ﬂ%r acters

of the stri ggtance in terms ofthealunstieradfialememts WfiGR(p} thest iasé diffenetpphgi ng t he
test not to the difference between the useful .parts, of tr@e rressatges, but to
@ a |l

the whol & i fick uslithg fendiopauipl dafse. 2 BRaracRidtiing AsJfRYY and @pPesR

ST o3 "o it BB BERRIE S0, b ) o B

SYM (ra)) <% ed previously can al so be

applied to data ot hei ditbamtivbesdimimagessists in applying the test nbe taake where
the code is not systematic, the pethod ifs 15nodi fi ed ﬁs gq]eaﬁri br(\a(ﬂ bel ow.
c ut 3

Any codes: difeeancsy bedieena i“ﬁ?fé'brﬂaf'f Qe EEN9§5AEE5 0 Gt HUPtions Let
B 0 2 D Dl lne FalRdadcy? TREDonbioR e} RIRARY SRI SR, ép<hamT N

di st ance, € an applrcation, wth Let n,

db iCtl itived S 1 fol h
Gt ned bue [ 1ahpY pRESHEL G0 BhEPSTRL (fh \ ol GarElcal) SRALOTY, O Lonoth
hanmm ng di stance i fﬂ% %}J@rdetst?ﬁwbd)&re%ﬁiﬂ@lg dh SlsaMd SppiditBata dateest

i nteger verifying I's property, then thé set of the vectors of Mis a code
denot ed than the messages.

~In the case where the code is not systematic, the method is
15 modified as described below.
Any codes: an error-tolerant integrity scheme
Notations and definitions
Let p be a prime number, GF(p) the body with p elements
Let dy be the hamming distance,
20 Let fbe an application, with Im(f) its image,

Let n, d be two strictly positive integers. Let M be a set of vectors
of length n defined over GF(p). If, for any pair of distinct elements of M, their
hamming distance is greater than or equal to d and d is the greatest integer
verifying this property, then the set of the vectors of M is a code denoted

25  C(GF(p),n,M,d).

Let C be an element of the code C(GF(p),n,M,d). C has associated
a defined injective encoder from GF(p)™™* to C and denoted Encc. Thus, the
inverse function denoted Encc” is defined from Im(Encc) to GF(p)™.
30 Let Cbe a C(GF(p),n,M=p,d) code (linear or not). '



25C(G-(p), n, M d). Let C be an elenent of the code C(GF(p),n,Md).
C has associated a defined injective encoder fromG-(p)n-k to C and denot ed
Enc. Thus, the inverse function denoted Enc6l is defined fromIm Encc) to
G-(p) k. 30Let C be a C(G-(p),n, M=pk,d) code (linear or not). 10 Let 7T be
a permutation of G-(p)n and pr,,k the poojection of G-(p)n over G(p)Kk such’
that pn, k(ui, un) = (Lit uk). Take an encoder Encc associated with the code
c, if there is 7Tc and pn, k such that for mE GOk, Pn,k(C(Encc(m)) = m
then the encoder is said to be systematic. The code will 5be said to be

systemati c or, k-systemati.c.. n Regd-

of codes folret\/\ﬁitl%atR%rlném?gonaoﬁo%,f(gg/s? g@éﬁk?ﬂgn@%@?@ R Gro8M) ar&e?)lfg'[m e
F(G(p), N, !\/Gﬁ(;b)( arehatiaan ), 0f . ennpr= ¢or r ectudgTakelem @eneoddd-Eppc of | ength
n, of cardinal "M of distance d and of redundancy of Ienrc%th é f M= pk,
this fam | yassosiadeshwith the cadec, KMRErAdh i A8 rPne G4ER that for m F(é’i'm CE

FG(P) \ 1. Mok TG ferl ERREBAUISE SHRAE (B oy Btéham) MTheodenah e the

code word ass _ e operation of coding a word m
GF(p) n w | | bdeaidan beaysBettic)orikfsystensatoper ati on all ows a single sol ution

and then Dec(m E Q'heléé(eé-s%l_oﬁori Qﬁdecsog'@aégrﬁzé%ggf ?Bdé?ﬁ)r%ﬁé@ﬁ{e@é string x

with the string y. '~ I “be"a rev unction, 1ts inverse is
denoted f1. is@ﬁ&@gﬂ@temamgymrl-cal encryption al gorithmacting on words

of length n with the secret k ksym The.operation of .encr [ of the
message ME GF(p)n vlvie_ttrf'e(%"\lﬁe@f’é%%f‘f %ﬁn’f‘v&?ﬂ"y %’é?{a@éhecgﬁ%&%‘%%ﬁ%me
operation OE-IF?E)C&M&F tA'h, Of cardaal Wo'cd distdrde(Pand of tdtunbascyabidengthin wi | 1 be
denoted: Sym kskyr’r( Defl nition of an error-tolerant integrity scheme
]:rall<|e a nessHdé =m othis familyisan contain ligeagjand noglfinearcodeghene defined by the
ol owi ng 3 net hod n Ver i f k ; hnkegrit
25scheme. This ;ch}é%ﬁ(i@iﬁﬁgb@si 1 g{teoéz::gﬂ?t'?ﬁ%rgwg g%‘f???%(nlgf ge?r or}/
tol erant i n@#yp)"tty.denote the code word of C associated with m. The operation of

decoding a word m’ € GF(p)" will be denoted Dec(m) if this operation allows

a single solution and then Dec.(m’)  C.
15 x|y is the concatenation of the character string x with the string y.
Let f be a reversible function, its inverse is denoted f". Symysym is
a symmetrical encryption algorithm acting on words of length n with the
secret key ksym. The operation of encryption of the message me GF(p)" with
this algorithm will be denoted Symsym(m). The operation of decryption of a
20 word m'eGF(p)” with this algorithm will be denoted:
Sym ksym().
Definition of an error-tolerant integrity scheme
Take a message m of length n — k. We will call the scheme defined by the
following 3 methods (Gen, MAC?, and Verify) an error-tolerant integrity
25 scheme. This scheme makes it possible to construct a pattern of error-
tolerant integrity.
Gen
Let F(GF(p),n,M,d,k) be a family of error-correcting codes over GF(p) of
length n, of cardinal M, of distance d and of redundancy k. tis its correction

30  capacity.



"Gen'Let F(GF(p),n,Md,k) be a famly of error-correcting codes over G-(p)
of length n, of cardinal M of distance d and of redundancy k. t is its
correction 30capacity. 11 Let O < Ithis integer / representing the nunber
of errors accepted for the applications. A code Cis drawn randonly from
this code famly. Let Synksym be an enddyption algorithm This encryption
al gorithm may be an encryption algorithm of block type or an al gorithm of
GPA type. Let therefore ksym be 5the secret key used for this algorithm
The public paraneters are {F(GF(p),n,Md,k), n, M d, K), Sym The secret

key denot ed, gk 9 A2ufiolhie) Stvezehfno e Tinod oFaf, secdmus gges are as

follows. lo coding o e nessa correcting co
Encc(m) E Grgplichtiens. At osdec Ciigmirawn camfonalg ritomathiis yody faesiyr( EnSe(mdy). The

Lot ' ecu bBe PRET-BRID AT b FRRYRIoE CBPRH) MES W0 GIEORIRG St eps
are carriedamyeHihm of block type or an algorithm of GPA type. Let therefore ksym be
5 the secret key used for this algorithm. The public parameters are
{F(GF(p),n,M,d,k), n, M, d, K), Sym, I}.
The secret key denoted Sy is as follows: Sk = (C, ksym).
MAC
The various steps are as follows.
10 1) Encoding of the message m with the correcting code C: Encc(m) € GF(p)"
2) Protection in confidentiality Symusym(Encc(m)).
The result is therefore the resultant MAC® MAC3(m) = Symisym(Ence(m))
Verify
Let mrecu be the received rﬁessage (Mrecu € GF(P)")
15 The following steps are carried out.
1) The confidentiality protection mechanism is reversed Sym'7ksym(m,ecu).
2) The result is decoded Decc(Sym  ksym(Mrecu))-
3) The response is defined as follows:
- if the decoding commutates and supplies a valid element of the code
20 Encc ' (Decc((Sym  ksym(Mrecy)), then, let d be the distance
d = du(Sy-"ksym(Mrecu), DEC(SYM  ksym(Mrecu))):
- if d <'t, then the information returned is:
(OK, d, Encc(Decc((Sym ™ ksym(Mrecu))
- otherwise, the response is NOK,

25 - otherwise the response is NOK.

The code family chosen will need to have a good correction

capacity and be effectively decodable in order for the solution to be effective.

The error-correcting code has a correction capacity denoted t, this

30  correction capacity is greater than the tolerance desired for the transmission

of the message.



‘1) The confidentiality protection nechanismis reversed Sym/ksym(nrecu).

2) The result is decoded Decc(Sym/ksym(nrecu)). 3) The response is defined
as follows: - if the decoding cormmutates and supplies a valid el ement
of the code 20Encc-1 (Decc((Syrn-1 ksyndnrecuD, then, let d be the distance
d = dH(Sy-1 ksyn(' nrecu), Dec(Sym 1l ksw@dnrecuM if dthen the information
returned is: (OK, d, Encc-1(Decd(Sym 1l ksymOnrecO otherw se, the response
is NOK, 25- otherw se the response is NOK. The code famly chosen will need
to have a good correction capacity and be effectively decodable in order
for the solution ! RGqeh yifithe RumbUPaFEFAS 1€ RSE B b Oet MaRedit
correction capacity denoted t, IS correction capacity I1s greater than

t he tol er anpessiseits estriéve thehtearisnsitisdiressage.Ofhet methods swge genanily, is

Provided thaj the nunber of errors is |less than t, the code makes it

possi bl e t 0SHeRIVESREUH AN CANDA PIANS IR EESge. The et hod, more general |y,

is effective, secure, and can be paraneterized. 13 CLAIMS



‘1 - A nmethod for testing the cryptographic integrity of data m
characterized in that it conprises, in conbination, at |east the foll ow ng
steps: a first step during which a key (C, Ksym) is generated by executing
the following steps: 5 let F(GF(p), n, M d) be a famly of linear or
nonl i near systemerror- correcting codds over G-(p) of length n, of
cardinal M and distance d, randomy draw a correcting code C fromthe
famly F(GF(p), n,k,d) that has a correction capacity t, and define the key
Ksym a second step conprising the follow ng steps: 10 code (20) said data
m by using the correcting code sel egh&fjpgn the first step, for a
systemati c code, conpute the redundanty—r' and use the secret key Sk(C,
Ksym 1) with | being a non-zero integer less than t which

represents the nunmber of errors accepted in order to protect (21) the
15redundancy r, the result obtained is the protected redundancy rp= Vks

(1), with SYMKAThetfio®Ydf feetimg tre wmaagwpmcalnt@gmy wptatnmbkhatactdrigedi t hm and
Ksym being a secret key, transmt (22) the data (mr resul ting fromthe

second st epin thakit AABBHEZRS. il @‘?F"?'ﬁé“%’hét%@tséﬁ‘er QURM’I'BSE’ $:20a third step
conpri si ng %r}ﬁstf ﬁ{le? fuﬂ% Whidtsa K& (@ R¥grhe iR igeherEe, byI 8keduffiig Ithea) be the

input data for t ion, reverse the redundancy confidentrality
prot ection fodowingisiepsisi ng the inverse of the symmetrical encryption

al gorithm and of Y|
encr ypt ed r edund‘ghg&é@geﬁv@%#% %/Ié‘g%‘rll eg rhlﬁ ¥ %lﬁgg%(lmeﬁﬁsyﬁhﬂgslggre
be a decodi ng f ugwtdating 2edes owdre@F (p) bhletnlgth Muis:ardmaicm aﬁn\dﬁatmpema.s as i nput
any datum and whi ch has as output_ the wo ? t f}e (iog? H]?t Ls %I] qsest in
terms of di st anc@ndapdy ‘éra&bééﬂ'irﬂ@f'@m@ rgm the family F(GF(p), n.k,d) tha |
has a correction capacity t, and define the key Ksym,
a second step comprising the following steps:
10 « code (20) said data m by using the correcting code selected in the first
step,
« for a systematic code, compute the redundancy r, and use the secret
key Sk(C, Ksym, I) with | being a non-zero integer less than t which
represents the number of errors accepted in order to protect (21) the

15 redundancy r, the result obtained is the protected redundancy

rp=S"Mion (1), with ST

km = SYM being a symmetrical encryption
block algorithm and Ksym being a secret key, transmit (22) the data
(mirp) resulting from the second step, the message with the encrypted
redundancy,
20  a third step comprising the following steps:
for a systematic code, let (ma | ra) be the input data for this function, reverse
the redundancy confidentiality protection mechanism using the inverse of the

symmetrical encryption algorithm and of the secret key SYM,;;H,(;-a), (30), ra

being the encrypted redundancy received in the integrity checking step,
25 - e let Dy be a decoding function associated with the chosen code C
which has as input any datum and which has as output the word of the

code that is closest in terms of distance, and a decoding successful



14 OK or decodi ng unsuccessful information item Dl is applied to the whole
made up of the received nessage ma concatenated with the inverse of the
redundancy SYM 7,31 ",(ra): SYMZ3,1 ni(ra)), 5 if the decoding is not

possi ble, there is no word of the code at a sufficiently small distance,
(32), the data are considered to be nonfd4integral, otherwise, if the
decoding is possible: if d(lin k (D(m 1 SYMTsylm(i.a)), m) < 1+1, then
the response is K towith, as effective useful nmessage received, h"_,,
(Di(ma 1 SYM',(ra)) and the information on the distance d(h"_k (D (ma 1

SYMc; ", (ra)) ?R?%r decodin LRGiMeSEr) iriGrmitRich fER, EANS I Aiplied b dnbe

non-integral, d( tance 1n terns o e numnber el ements of
GF(p) that are lhbkbléfraadeup afnttel ieceived essageumat Gamgatgmiatgd witk dhe a
character string as input and associatgs with it the n-k first characters
of the string. 2nversadf the 1gdundancy| &iMed (i)’ cl ai m 1, characterized in that,
in the case of a systematic code, the met hod conprises an encryption step
encrypting al |l dP(@l8HEu&@ Ul nessage and of the redundancy in

transm ssion and a decryption step decrypting said data. n reception. 3 -
The nethdd as ‘cI'éi“h%d’eicﬁd'aﬁelso‘?mtP\%ssﬁ_ﬁ%c&?ﬁgs _é\°a\_"’9€$°?ﬁ*&"r‘ a&?ﬁgr L8d in that
the processed daf@idémyT8SAPER%EMLEE32)N the YAIass icORsiARAIdETES be Hord - The
met hod as claimed 1n cl"aim1, characterized in that the redundancy r is

protected in conifhtegedltiality by virtue of a block encryption or an xor with

a pseudo-random gener.at of ., - mfor testing the cryptographic
integrity of dat ﬁ{v&'gérﬂ{Ehgi(fﬁ%og'tnglléggg%@lﬁlgé foll ow ng el enents:
o if d(h,_, (Di(ma | SYM,,,(ra)), ma) < +1, then the response is OK

10 with, as effective useful message received, #, _,(Di(ma |

SYM,,,(ra)) and the information on the distance d(#,_, (Dy(ma |
SYM;S}VI" (ra))’ ma)’

e otherwise, the data are considered to be non-integral, d() is the
distance in terms of the number of elements of GF(p) that are

15 different, and 4 _, is the function which takes a character string as

input and associates with it the n-k first characters of the string.

2 — The method as claimed in claim 1, characterized in that, in the case of a
systematic code, the method comprises an encryption step encrypting all of
20 the useful message and of the redundancy in transmission and a decryption

step decrypting said data in reception.

3 — The method as claimed in one of the preceding claims, characterized in
that the processed data are messages used in transmission systems.

25
4 — The method as. claimed in claim 1, characterized in that the redundancy r
is protected in confidentiality by virtue of a block encryption or-an xor with a

pseudo-random generator.



‘a nmodule (1) transmitting a nmessage M said nodule conprising a nenory (2)
for.storing the paraneters used to execute the steps of 5the nethod as
claimed in the invention, such as the public data, a transm ssion nmedi um
(3), a receiver nodule (4) also conprising means (5) for storing at | east
the sane paranmeters as in transm ssion15 storage neans (6) for storing
confidential data such as the secret keys, and a processor (7) suitable
for executing the steps of the nmethod as clainmed in one of Cains 1 to 4.

5 — A system for testing the cryptographic integrity of data m comprising at
least the following elements:
e a module (1) transmitting a message M, said module comprisi.ng a
memory (2) for storing the pafameters used to execute the steps of
5 the method as claimed in the invention, such as the public data, a
transmission medium (3), |
e a receiver module (4) also comprising means (5) for storing at least
the same parameters as in transmission,
o storage means (6) for storing confidential data such as the secret
10 keys, and
e a processor (7) suitable for executing the steps of the method as

claimed in one of Claims 1 to 4.



