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SYSTEMS AND METHODS FOR ADAPTI VE AUTHENTI CATION 111111
VIEE VI VI Vi Vil Tl 1l BACKGROUND OF THE
I NVENTI ON *159159* 5 1. Field of the Invention [001]
This invention relates generally to networks, and nore

Gvi P orentd ADRAETHOPS EORADAT LR ACTIENRIGAToN

As the value and use of information continues to

i ncrease, individuals and 10 businesses seek

addi tional ways to process and store information. mmwmmmmmmmmw
option avai | ablpA CRGREORIND IGF mﬁmmmd‘ﬁndl . ng

systens. An information handl i ng SyStem genera "159159*
processes, conpiles, stores, and/or connunlcates

i nf qr mation ok dat a_for bu3|ness personal , or other
purposes-H%%reg§L£%?g§%ﬂg users to take advantage of
[0011e Tuad ugvedfioh helatdsnE&iermlyl @) .neBESRYS 8nd B OPLENIAN to device
i nformation handling needs and requirements vary 15
aufhepiiatian ¢ RELBIoEHNS ERWFAMANtSappl i cati ons, i nformation
handl i ng systens may al so vary regardi ng what
information is handl ed, how the information is
handl ed, Dot tAon is processed, stored,
or g%nnu%?%ﬁ?ed, gﬁ 2 g%ggdégkly and efficiently the
[0021f grsmtihd omlueayndeispr ot éfordaticst epatiuesr toc aremesst,C aidedduals and
The var n i nformation handllngﬁg ystens al.l ow

ti
U RS A G DA PR kR M gBBr GPE GpLon available o
us&@Nisi eHi6@chtioAr handdfgS PREJ. C Jﬁlﬁeinfgﬁnaﬁﬂﬁc nhddtingS Sys8H& Neenerally
as financial transaction processing, airline
Precesses v §pinpies, St@mSe rapdflos ecogamunisatey agfprmetioylapbdata for business,

i n t|on i nfornmati on handl
pef“sg érrsgér%tgr 8“%’8 s dtélelé & lo 8§er?‘ 10 raéi gq{agesggi%\‘,aéue of the
mfbﬁmilﬂfhe nBScahEb’itecHﬁt}'loQﬁ andl fof)hﬂzltf(ﬁndhdn@hﬁ€ Ae&HSandSkQhiifoments vary
and c& ni cate i nformation and nmay i ncl ude one or

beiygsea FRRLtUSFrSs 9 RERHCAtigRS: a}ngirmaag@ hapdlingnsysteng) may also vary
regr%ig%&gr&hﬁgm?faﬂa@% is2 Rad Q5] hdvﬂ tﬁetﬁllpdrﬁﬁho i qjlcfl%alsed how much

rk, wireless information handling System devices
inforrsationbs @ucdseet, i statddorbafmmeniagteésand howejuidkik and efficiently the

R P SR, LTS b H i ontormacin

hagdlindydRhisi Rt R 1r§f8ﬁﬁzﬁ[onq{an9hﬁ9 Eystd¥PR 8 gdhefaBf Kon ured for a
aut henti cati on device naé be set up to support a &
m

Spefiliid Bper g SRECIAE e suciuah ncwéttlraosacnen poolzsiimg, tdmélnf: (Icmrvatlons

ChYeh t des or i LV mnre
enfRipeREral slortnd Rgous eABhubisARomr ot it ST nanding
sySM:rhh hie inaLierK vatéest ihgaiwee and software components that may be

configured to process, store, and communicate information and may include one or more

computer systems, data storage systems, and networking systems.

[003] In a typical wireless network, wireless information handling system devices must
be authenticated before access to network services is granted. To accomplish this task, an
information handling system configured in the form of an authentication server or other
type of network authentication device may be set up to support a large number of wireless
authentication methods in the form of security modes and algorithms. A given wireless

information handling system communicating as a client with the network authentication

e
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I ~ll~~~~ 100 rerer veer- v vt 1l ~~~~ *000002*
device is typically set up to use one of these .
wi rel ess authentication nethods. Wien authenticating
the wireless client, the authentication device nust

detiakés tycdliynsettup ey adecond RF QHER Rirkle®f adthéntivhli®d 88%hods. When
%gt hentication nethods until it finds the correct

RUQaEBg the Wiredsss ichignt. ohe AwthpRiiratiopsisvice dniwy takieethe time to cycle
thebhdte Rl of thd Ytleids ﬂl‘?ﬁenﬁgmécﬁf;&x#egﬁo%{ st V\g nfk inds the correct wireless

aut hent rcati on schene i ¢at
authemtglaciss mﬂtlnc&i’ﬂumieﬂe&lﬁﬁthﬁ&}deﬂ&e performed by a wirel ess
access point (wireless switch or wreless access
poi nt) that supports a nunber of different
entication nethods hooses t he proper
(0GH], WS HC Abr G R EEH “arfrtvince) (o6 Fe gthentication for

wigla30cliBft RSARS SndyObd Berfo@NED Ff%twﬁélgssv‘ﬁ%&% oﬂolt'ﬁtt feless switch or
aut henti cati on may ocCcur. is a standar

wifelss BQCSH apetinth ghértesumplks actwsbkeran dlf&:re:lEfauﬂmdtlcatlon methods and

Ché(%ggmgeﬁm]%%%&g}’ ggz%ngas %85 ? rrﬁag gl(vl ETE%{H Fgos tg@pglgg access to the

comeapuestk whera rfdrt@efradmithdﬁgcitﬁinmﬂlh# oc@GC ESAP YS h REinBAYd mechanism for
aut hentication authorit usually a Renote

SRR AR Bh eSS BRchis- qeﬁn@é@r Int@@ﬂ\ﬁrtgene(emgﬂa@g F@l@p VBiTF) Request
for@?mfn%n{s RFPE@I?Q@' g f&é‘ﬁn@%%‘?&%h&r@ d’blo &FHebS Eﬁ granting network

aut hent | cat n specitTics are carrie _
acdesmeing dnARitheraieson amhbity,usailly 6 Rdn@e Akbhatitichiish Dial-In User

| EEE 80 f I 2 wred or wrel ess
Senviso. (?‘ﬁ%ﬂﬁg)mé?&gs F: &ﬁ% it Thq | meghaatses @6n@léhmt@ﬁapn but the
aut8Ortichtidn §ﬁ&1§é§Parb Q:ﬁme'dt%tﬁﬂr%ﬁf’ GRRGS. SEAS TRInR ttu}f' are carried

practiced in the prior art between a gi ven clien
w1tdjgvﬂi:%Ee&Q@ IX fxhmes es38 lgpdrevami rcalcmemete@s (802f1dl) lmevwér. Figure 1

dev ce with the access
inA3RRE IR s0gda M BRESHURT i ediing s Gimecas i inpractced in
thect&mrreeldbeiwta&re&ltghmtdl@ﬁt 8BGO shd R YvifehdSS oAby Rb&ss point following
attenpts, with each 20 attenpt represented by an” EAP

aSSP%‘au%%tqfr'@épféwslé dsxice . W{tbcﬁby ogessi paine 1As tdh@r@@deﬁlsther below,
corqﬁ‘:}’ge‘ﬁ e Tyt desg'légsa‘cﬁuheﬁlﬁgat ?fﬁéﬁer%e?ag(t Irpgl&g)g rg}ll)'lt% with each

e given w re ess C evi
attetmlarrsmesdntaftgb}EAPEA@&aqudsyreﬁp@mephi&‘s W th .each. request
containing a different type of EAP authentication
nmet hod (TYPE). The wirel ess client responds to each

OB 0 PR 505 S SR S s
el SR AL ROy 08 AL BERLY M, v
each KpgHeshi qoafairigg a different type of EAP authentication method (TYPE). The
wireless client responds to each EAP Identity Request with an EAP Identity Response that
contains a negative acknowledgement (NAK) when the received EAP Identity Request
does not contain the correct type of EAP authentication method for the given wireless
client device. This process continues as many times as necessary until EAP convergence
occurs (i.e., agreement between the client device and the gateway device on a particular
EAP authentication method), and the wireless client responds to a particular EAP Identity
Request with an EAP Identity Response that contains a positive acknowledgement (TYPE)

of the correct EAP authentication method used by the client. Because the EAP protocol
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client device. This process continues as many tinmes as

necessary until EAP convergence occurs (i.e

agreenent between the client device and the gateway

device on a particular EAP authentication msthod)

¢ e t9i256| fBEentic] AR NS H Lt r b
Sulpgﬁz:]t [ {ﬁ; SdeRéglguenslt ht%ni hn{ean Exggtl dglr??el 1&% R%(g %o%gréuﬁaﬂg? methods
Cugsp y kpawe t@@glllsﬁd/é’lﬁlcEABMte@getabma s{ghyfRE)nt aﬁfouflh@f time for EAP
the client.

R LR T R -

coawtrpenteius i tenditionah ROB X whd Emf&térﬁﬁﬂe g@thegtlcatlonc}’rotocol) based
current known t

nti cati on nmet hods
m?&ﬁ?‘ge@&ﬁ)coiﬂfure%\ﬁ felptvely bﬁrgwamogahpf ampunat tef Sétnémlnﬁwthat many
to this .trial and error
s Se gy oy vik8) RARHE joupt e aytheRiigiisty gonce
using traditional 802.1X and EAP (Extensible
Aut henti cation Protocol) based 5 methods may consune a
relatively |ar geMWRUfOFiTﬂEaN\IENTHaNE_ time that
many W rel ess services (voice, video) require
WA .at en aut henti cati on. SUMVARY OF THE | NVENTI ON
[0+68 éfflsclﬂosse BLER AEy avYicRs eind mediadsafr Awhensivatiowrof information
hardli ted@t 4081k dePic8! WAHIPR peld) n@]' '&gth ycm d
acI |deg(ra1?tsdew ces within a network ﬁgka ¥ c]osggdsystems an

meghadse e ghaorersharaeisriston ef the rmthem@dmr)ﬁcmahb@'k i(6.g., Qluthentication
aut henti cation

mc}d@§e€}|‘ﬁt nggltdh?rg%l on \h/@él?’o‘%ﬁé véyo A Sglye[h ligpt e vicegiegenwireless client

devabe)emhy d’be\stcﬁed (€5.9in cadheah&®8rySdyeNhetwdel la ﬁﬁﬂent’@mp Bevice (e.g.,
% g., in _cache nenory) by a networ
au E

‘Ptl"Fé‘l"if"i1 é%&"?b Vigdgssceatewayy access poinentsi. foi ase by rthe rauthentlcauon
C for use
el FL 0% AR AESERR AU nelbilsot Phmipmicaiat with the given
cliengytdeeict | cSaltCh camhnnmmanfmﬂho@ eharaéteasdticd Andiidd) Hub @rddhdtQited to,
Gl Such aut hentication met hod
ide Lgr gctP Ei”l 80N fRethog gsedhyethg rstvenucmmectlatc/e frequency of use
of ivetest mbie dlffeﬁeh?aﬁtﬁ&itlcﬁfi&h ﬁﬁ?ﬂdﬁ@tb'y%?glo&t pl?e mo RRCY: two or
given client, relative frequency’of°use
MmOk, (ifferent @p@nntlcaluph emtihods itpn anpivenddiehy, BorﬁbMSﬂ'bns thereof, etc.

f di fferent
A RS Sl Bt B ARb Ry  bombmmrne o one

embbdireafl fo edduce 26 AdandcABE Y eMievt RGH ghl‘?‘%olggec%ﬁ%@%f&sover the
and nethods may be inplenented in one 0

CONVELETREF HRe required hysaryentionaloh¢tbeds. aut henti cation
convergence over the convergence tine required by
conventional methods. [007] In one exenplary

[00g]bRdbA® @Remﬁiaﬁﬁﬁhﬁo &nj %ﬂgayncgﬁamsr}gl rﬁgye %ignp%]mgnted on a

wi rel ess authertication device to store
wirglegsesithanticatiansdevangttheroré thetrnasn revehfWidele & Githentication method (e.g.,

authentication mode and algorithm) used by the wireless authentication device to

authenticate a given wireless client device. The next time the given wireless client device
attempts to authenticate with the wireless authentication device, the wireless authentication
device may default to the stored wireless authentication method in an attempt to shorten
the authentication time by more quickly identifying the correct authentication method
being currently employed by the given wireless client device. For example, a wireless

device may cache, or save, the last authentication method chosen by an EAP exchange and
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25 authentication node and algorithm used by the
W rel ess authentication device to authenticate a given
wirel ess client device. The next tine the given _
wireless client device attenpts to authenticate wth
ust lteat WATeinehSd 3o (e ik dt GabPNa 3N audth B i&? L&d selection event.
aut hentication device may default to the Stored
In\Qne cqnghodiment h thet disclesedrs yatetrs candi methndahtagrigt iniglemented for use in

: t entication tinme by nore quickly .
RGBS ET kG PR e EPIER A b e oo ot Fipmabernedsng order o
cacher arelBA Pyneehqal aytedrenlink €AF M@&chBﬁ{/&gémcnge%eﬁ & wi(r)?less device

evice., For exanple, a wireless device nay cac _
a“gaa\}‘é*}e"flﬁaélqnayfre@a% RBthentictipe rieviseh@e..c hasen pbintiain EARanner that
coRMPRIRDfaRAHs 3 use that EAP method for the first

attenpt at a future authentication nmethod sel ection

event. | n one enbodi nent, the disclosed systens and

net hods may be inplenented for use in wreless
(008t dor ksfurthar exemphyogebedinentyi & hwirepss davtientication device may

' pcati th in grder to cache an EAP
AR SR TR e o B v ramnimorenbet o s
thav belbsn deniae Slidndusddt Renhipatylife Eﬁéh@r?t?]cagorrlm method (e.g,

ut hentication device (e.g., access point
autﬁﬁ%@caue@, msterandtabgasithme aslaléve (o0DBAr winelassf antlidn€itation method/s. In

[ : w rel ess. aut henti cati on device .
A T NN A
frequaneynsfendesdf &heivén agredis YautfenNEdRA" mefholii t%eﬁrioﬁt[}@t twd or more

d.fgquven reless client uses a given w rel ess
1

tHeRRLEtR methedy Fer gxampls, #futheempstcraténommaesbdecent wireless

. al: - relativ W rel ess o
LN R AL ———
empjayedl b3 wintlbentliconddvice, devii the wiilestl @@thbhealibRB&AE may then try

el SRR eapTiER WETKsam Al Run BB b Rameo! tracked relaive

freglientgr éMusciniethé CREON HBEROASrelEQ r%%?ﬂpit?m hlettlld®is found.
nost recent nost recent wireless authentication

Altgmatselyi & wigtless asghrandeatiomadesticef may tskegt by m‘y(m:ig the p(|>s_sible wireless
L ' . hod, 15 oyed b wirel ess client

ufeeaabA FRAGR e Biget &t R et Py cb sptyiher than by
stattingrwitir the Wiledess @ufiefiGoR afthdd 185t WsELD LR given wireless client.

aut henti cation nmethods in the order of” tracked

relative frequency of use until the correct current

A rel ess authentication nethod is found. = _ ' .
[00% t g“r P TERRECY ,dr?sﬁﬁ‘?/?ﬁ?s bF@g’sls SUPHBAE PE aemBNniteUng witheay information
hargitiag tsyf¥mt e AGthbhSnAagRED! £)Wihe ufhentication, .
ethods In the order of Fr ac!f\gldﬁ‘? Igﬁ%?‘f'(\)/% 4@2‘)’&]&18%[&%? Bfthod; and

| comg@pnicatifighdhe tidemtitlyy of be stedactddngewidrk  hiltBeica@beSHethod to the

. [ thod.lLast used by the given wreless
1nf(52' Ia@ﬁ{ﬂfhhr{faﬁ&@f srgllst%emo A wll'xécglpt.b&a}]&apgéneg élaect’m JéiSﬁle@d dased on one
or medraochapdctExtuNiati NG &k | REst Wohd) RthdnBERIIRLLERod previously used to

authenticate the information handling system for network communications.

[0010] In another respect, disclosed herein is a method of communicating with a first
information handling system configured as a client device, the method including: storing
in a memory of a second information handling system configured as a network

authentication device one or more characteristics of at least one authentication method

4
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handl i ng system the nethod including: selecting a
net wor k aut hentication nmethod; and communicating the
identity of the sel ected network authentication method
to the information handling system in which the
presisublgntsed dtyithe nemstohlo duthentgation tdedicbas adthemticanetheTlieht device for
.Egre characteristics of at. | east one authentication
WL

tHoW BiEY PEHETY QEERRIG!ioFt FRSAt Har@ aUffigntication request in the
net%f‘l@ﬁd’fﬁédtfé_ﬁti&?ﬂéﬂ[i%éa% SYieh 8wl ifdie R bW khication from the client device;

conmuni cat i ons. ] I'n another respect, disclose
sel¢ntingjarfinssneawnek avbenticatoanmathiod dtasethomttierona df iniest characteristics of

information handling system configured as a client o
el Rl O R SHOT aBa o RS Rt HE® el SeeBRy aprentcarion
devAcSRCUREENtBAtO HRElieandaRHor Re reRly St Wik I QN OoikEDnBtfucations that

network 30 authentication device one or nore
arectigred dn dhe snaney off the nplevpsk ayihensigatinenddviess iaod oetrhadcating the
. Previ ous u Y% e rk.aut hentijcatjon deyice .
e B BU° ks SRR bR IBREAHET M pE b g WY 6 wireless
cominugicesen pahyolidnt deviveini cati ons; receiving an

aut henti cation request in the network authentication

device by wired or wireless comunication fromthe

ient device; selecting,a first network,. ,

for3) ﬁbr?flf)@af i16tPefbt HoHOMAs Baregh 1t hep dﬁﬁgwn%r@ndhr}g system, - the
inf6iHt R HRARHREY St beink RBnALukEAS! sePE aBHEDER dutidhli®dtion method

nmet hod previously usea by The network authentication
basgd wingmetop meare kbaragtenstiss ohat ehiteme aithenteatfoormethoed greviously used
w rel ess networ k .communi.cations that . are stored in .
to PbENERE: § UFR, IhaSRALNE Rl PR St P ER for Wt Enmipgations: and
corfifiifi¢RicCati idgntitheof thdesHldciad @biwdiR duthiehtic&RIneale®fbd to the client
. network authentication nethod by wired or wrel ess
inforapatgniheadlingrsysem he client device. 10 [0011] In

anot her respect, disclosed herein is an informtion

handl i ng system the information handling system

bei ng configured to: select a network authentication

met hod based on one or nore characteristics of at

| east one auBRIBFIRESCRIPTEONOFIHERDRAWINGSd to

authenticate a client information handling systemfor

net wor k comuni cati ons; and conmunicate the identity

[0012] Fhars eliigiats Reonodtioaklt i'ﬂ@l‘iﬁtbf%@hil&gel{@tsbl‘x%né BetWBEn a wireless

client 15 information handling system BRI E

clignt deRFPINONWEEICFHEAIDRAYRINES JOU12] Figure 1
illustrates a conventional identity convergence schene
between a wireless 20 client device and a wrel ess

[00d3] EYRYe @Cf‘se§i§néﬁ’i(ﬂie@tdiaér9191§ﬁ aFhAWoRkife ieﬁv%&ﬂm&d‘tfe{c%grding to one
di agram of a networking environnent atcording to one
exemplary embodiment of the disclosed systems and methods.

[0014] Figure 3 is simplified diagram of a networking environment according to one

exemplary embodiment of the disclosed systems and methods.

[0015] Figure 4 is a simplified block diagram illustrating communication between an

authentication device and client device according to one exemplary embodiment of the
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exenpl ary enbodi nent of the disclosed systens and
nmet hods. [0014] Figure 3 is sinplified diagramof a
net wor ki ng envi ronnent according to one exenplary
enbodi nent of the disclosed systens and net hods. 25
discRRdbdysten@ing rethsdsa si nplified bl ock di agram
illustrating communi cati on between an authentication
device and client device according to one exenplary
ng dlnent of the 5 disclosed systens and net hods.
[0¢14 @“fﬁ Sqisr flgwichary ifysyating pthentication an¢thedology according to one
Wi r one exenplary
ex&ﬁ@ﬁ@ﬂ%%ﬁ?ﬁo ﬁ%@@@kggégggﬁgfgﬁggg% *iret hods.
[0017] Figure 6 illustrates an identity convergence
scheme between a wireless client 5 device and a
[0047] Fiigrse Galusivales aanc edestipoicntveageanoe dichgme heoneen a wireless client

e R LW EBRLIED L L0 s OB B ot o

distRRddBysten@itnd riethsdsa si nplified di agram of a
net wor ki ng envi ronnent 200 according to one 10
exenpl ary enbodi nent in which the disclosed systens
and net hods na .be'i olenented, toV%uthentkcate bot h

net wor ki ng enV|ronnent 200 i ncl udes a nunber of
exenplary wirel ess and wired devices that nay be
[OQi(Shﬁgmr @ds & singiified niiagadre ofiatreteakingainREonives W0 RLEFng to one
wi red conmmuni c respectlvely Al t hough bot h

exm LSRN I SerpE s GBS b casabodvrmgy br imglemented

to Hathendesst e il 4dee “qfeﬁgsoﬁ&%o?ly S&e%més angL}Smgfl&ggS networking

may be inplemented to authenticate devices
enyieanirank 209 inchides 4 vantieo 0f ckemplayy wirkless andowired devices that may be

B X v pa———

respﬁtnwelykl nAltheuphi bomnﬁnie&sthﬁ{d iwieddudeviesy Yrenifl@frated, it will be
&% @ﬁ Furt hernore, the disclosed systens and
undggstaed) hartbe Besclosg syesieand eshindsanay baimplestentadkto authenticate

de ROSTRPh&ALHARS cbrﬂnﬂm}/cﬁflbr‘?%ﬁ‘n a?& o%l?mgﬁsv& "l \p&'kmoner[}gl ppment, e.g.,

envi ronnent types, ENVIT S
in gfetwonkinge tenwirémments euhxam nmimimtmly eMrel)ass [d@0iL8d, bh imh@etworking

en HOPIRO R IO oK utless G6T e oEuRETrR, e discloged sostems and
meitds Jhay ‘b@%’np%rﬁedtéd E@Eﬁ@%ﬁt‘i’ca@é n@WJrl@b:loEuﬁLEﬁ@arU%ﬂg i rh variety of

handling systens in the formof a note conput e
netaioskipe resgianmeRit pes <4 &1t home (RDAPrking environments, ofﬁce networking

environments, efc.).

- [0019] In the exemplary embodiment of Figure 2, networking environment 200 includes

wireless client devices 210 and 212 that are illustrated as portable information handling
systems in the form of a notebook computer and personal data assistant (PDA),
respectively. Networking environment 200 also includes a wired client device 206 in the
form of a desktop computer. As shown, each of wireless client devices 210 and 212 are
configured to communicate with other devices of networking environment 200 via wireless

access point 208 and network switch 202. Wired client device 206 is shown configured to



10

15

20

25

30

25 respectively. Networking environment 200 al so
includes a wired client device 206 in the formof a
deskt op conputer. As shown, each of wireless client
devi ces 210 and 212 are configured to comunicate

cominiunicateh esithdetierc @svids LW drking ERWORMBAEDO0 200 switeh 202. An
W rel ess access point 208 and network switch 202.

autippticatien dgrice 484 il shovers couplet nwkvisen2§ far e@mmaunigation with wired
[ i, ' f rking. .

o AT, ERLE A, O ASEo MR EBSAehANP: 0 s bosimen
of Hegvire 2, A0Henitisatsinoddvio2(@l iedhdwn awhi alth2fiZation server (e.g., RADIUS
communi.cation with wired and wireless client devices _
SCISP) AR WS IUPIG (8 SOMIRHHEAR Witb@ther mepoak dpyigest viahargwire connection

to BERRA feidn 2¢@f Figure 2, authentication device 204 is
shown as an authentication server (e.g., RADI US 5
server) that is coupled to communicate with other
networ k devices via hardwire connection to network
[00XM] (Wiih 2epard [Othe GRemplany cerfagutatian ofhigaseelipt aily be understood that

c j t f...Fi 2. 0t w.ll be.understood that
e R HRE R BB ey o Mateler SRR B eRBintary only,
and tHaethe die¥osee sysacins fadiiplhady map b¥ pracivé wWitatany Bther number and/or
di scl ogsed systens _and net hods may be practiced with

tYP&fy ObtIMOFMpRTH BANHHE/ BYsterts syigdly configyedrientwised and/or wireless
| S jota nf i gur. wig ed and/or. .

o0 USAATS, SH ARG SEDL SR MR v o

undarstopdrihente paciduler itinseated comfiguradsh ofindevsik addichnZ02, wireless

i i t ed figuration of network
acdels PR 3055 i fptbemERlion seuen S sl opS T Y Only, And that any ofher

suiedld1@BAfi SRkt AN 08 GleWBErk2Comindinfhch &%8 ik n)!ict Ry Eeﬂ@egs may be

that any other suitable configuration of networ
emptayednioc axaropie am singlgt doanhore devionthdeisi coefiguned Yo perfdim the tasks of

. f.or exanple, a single.comon device that is
“”%%%%?é%&i 1?%n%&ngFﬁ??ﬁ@ﬁﬁggﬁgngﬁmmﬁFYQFesS access

poi nt, network router and authentication device.

[0021] For exanple, Figure 3 illustrates a sinplified

[002i13 onexaviple, Higrad kiusgatesw sifmphified diagai lof B nwcgiai_ng Revironment

300,13 MBI SR ABERPS HBBEP N, TG er P dgwlemented in another

ex@HpIABNEMEA iR A {ooﬁerﬁﬁ-hi/‘@%%: Qﬁﬂ%rﬁﬁﬁﬁorﬁ?orsr{é%k &?&dces. As shown,
WOr

ne ki ng environnment 300-includes a nunber o
netwoskipk gnyironmesit S99 intlidesta neubered e3d@plaryd d2rebensl cBdm devices 310,

hat configured to conmuni cate with each other
313, 8, TP B8 R B Pa 16 FHRBUGK N il HERt POgE e wireles
cofl@tinfAriSkAhtdigh anSautlenBic AN dediteesd2!iRarAR 8ls8 BnfiSured to operate as
wirel ess gateway access point, e.g., 802.1X access

-2 WEPlAES, SREWBNGGFESS ITHe At cB12. bY acdesyi peant30Asi showmu phtadntication

de\)(/ljéga& E%%Bﬁ%@%? {Vllrgg c%gneacplog ltlct> Qne glgti'lgrﬂ}ciaggn %eer(/greé’043 e.é}g., RADIUS
server.) vs./i,thin the core network 320. Authentication device 302 is configured to receive
authentication requests from wireless devices 310, 312 and 314 that do not identify the
authentication method in use by the requesting client device, and to perform edge
authentication by exchanging information with the requesting client device in order to
converge on the correct authentication method prior to allowing the wireless client access
to the core network 320. In the illustrated embodiment, authentication server 304 is

configured to perform core network authentication tasks (e.g., user validation, etc.) after a

7
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25 server) wthin the core network 320. Authentication:
device 302 is configured to receive authentication
requests fromw rel ess devices 310, 312 and 314 t hat
do not identify the authentication nethod in use by
giveeclicaqdesde 310 ﬁ|dd98-tauﬂ1@m1@a@ed ﬁﬂﬂaﬁcﬁw&f—‘ﬁd‘c@gs%qg@ @ore network 320
aut henti cation by exchan ng information wth
by yithraticiting qull@n%/()?deﬁli@e Wmﬁmmunmatlng)muémgeommdmerk 320 are
t4ca d r to al
WIS R GRS 2 LB G BB Srcgss to core
neWhﬁkBQDustrated enbodi nent, authentication server 304
is configured to performcore network authentication
tasks (e.g., user validation, etc.) after a 7 given

hent t.ed d all d
OB B e FAb S e g St 20 2 I et i he
ne BRIk H é—’rﬂ?romﬁleﬁl‘@ @fhpl\gﬂre%oinﬁ‘dﬂ'f &t i @) E\étulﬂg&il%fga Sth%tltile disclosed

network 320 are wiréless client devices
SYSAPIg fﬁﬂdamtfb@é nmay ebd ooplgmegntethttedawtberaratet dediogse for networking

5 [0022] Alth h both wireless and w red
g’%“ﬁ@%é & én |a}r\yu88\¢5tt¥%esa§ B%f‘ﬁ%r SBRYONMEnty & 8., 1n networking
enviednmdnid tght SIRVIuEEO YT tveirdléss FHOLESRS of 1ﬁn9et§/orld1ﬁ%‘%b rofiflents that
under stood that the disclosed systens and ods may
inglade; Ay etrised elgvices. alﬁlﬁéﬁwq,rax theddiv¢losssl smemseammtmgis may be
cati n r A YRES; of networ ki n .
lmg%w{oggng(% ﬁl@l‘?’éntlgalgl ﬁetwo l? mcgth(eﬁsr 6%n%n¥a§g{§h ctf networkm
envinanoghe tyrek.ye. v heﬂneslst»dﬁkin(g&Sl,\llr@ﬁmbﬂts NefFee hKiwtiking environments,
nvi ronnents that 10 include only wred devi ces.
ecgurthernnre the discl osed systens and nethods nmay be
i npl enented to aut henticate network comruni cations in
a variety of networking environnent types, e.g., hone
[0023] Wsuse 1Y ise BVYimBNIBA th¥ockOh fabfén nﬁﬁéﬁﬁmﬁh I'19>mmum]:atlo,n between an
envi ronments, etc.). [0023] Figure 4 IS a sinp d
autheryiqatigp g@\”ﬁ?ﬂ‘lpz jand chenti dﬁfgw@dﬂ@mﬂc@raﬂumgato brest mmplfam embodiment
of l‘é &QQB&%t %ygé&ﬂso&hdd[%g h|%88 4%( I ent 6&? %%261 are illustrated as

according t'o one exénplary e

- comnﬁmiaaa&gl witekdselysin diguret, hos sl bé\hhdf@stgbd ARy c6RgnuA4tion between

% re |IIustrated as communicating wrelessly
aus ﬁ"t#iaaa? eyjicej402,pnd 4P maydaliangsely hatvie onmdntemesiom. In this

reJﬁﬁI WeE Quth@dﬂc‘ﬁﬁgﬁ 'c%?aahﬂfés Wlpeqesé%tl?eﬂqc#ﬁ)% (L@YCC 402 may be taken

“alternatively W red connection
to repgesent, the h;ep@mhtlmrmf | aBlidnonatgapsdnvdri 204esf Bilgui 2 6F @&less gateway
aut hent a%ﬁp vice 402 may be taken 20 to represent
aaFﬁ%m?Bﬁggl €?§§ of authentication server 204 of
Figure 2 or wireless gateway access point 302 of
Fi gure 3.
[0024] In the illustrated embodiment of Figure 4, wireless authentication device 402 is

shown configured with a processor 406 that is coupled to memory 408 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 404 and antenna 414. Likewise, wireless client device 420 is
shown configured with a processor 424 that is coupled to memory 426 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 422 and antenna 428. Memory 408 and 426 may be any
suitable memory devices (e.g., solid state memory, hard disk, ezc.) or combination of

memory devices suitable for storing information necessary or desirable for accomplishing
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[0024] In the illustrated enbodi nent of Figure 4,

W rel ess authentication device 402 is shown

configured with a processor 406 that is coupled to

menory 408 and that is configured to receive and
thepfeatiieeoMbt WNckose @ RTBIEHHE aid ishods s AeSQ bR §artdr rtf%k‘?ﬁ S Similarly,

25 network interface card (NIC) 404 and antenna 414
PrQGeRseWi 44 Mgy be pBY, Braspssingt deyésgiscle. g4zmcr®r0®mnmcrocontroller etc.)
su&%né Ifgyigtglew{n h?fﬁdae[oqz%gsﬁl?or all(]')l'ltrI %ac}g@ oralngewces and for

con ure

exmuudg@@dmhmrok rowingsl me&atarymﬁ dékigatde CRURLEHPNINIR) B Sfeatures of
|nterface card (NIC) _422 and antenna 428.
thel\/\i‘ﬁ‘go P3PARyserts dind seetheds a5 desariped furtherdicecine FIEs 40k end: 428 may be
an& %e@vorksiﬁ’ﬂel‘fgces&ﬁﬁ or 'HetWirK - dQ Efjcgrhé&}engst $uithb1®fo enabhn0 wireless
nmbi nati on of 30 nenory ces S ['e Tor stori
neiwﬂrbrqmatmmncanmelmwegn wnrehbes iandlehgcdtion deeremoli gt Wg-eless client
features of, the | osed .systens and net hods

3
de‘ége crih et Rt et A ;1 l?ﬁ“i‘-ar‘lngemoﬁfio%ésaor‘%“ed network
emb3diniEhy b @@Ymﬂ%ﬁﬁﬁ@@'ﬂ?guﬁﬁy NIE/ Sorbfandnts Su1ta for w1red network
m croprocéssor, mcrocontrolter, etc. sulta ?
comaunicayipp @eta\rmn etvorddraythenfioatimat degivetand atwlaamlhéxénmhmzrey
devi ces, and for executing algorithns or routines
necessary or desirable for acconplishing the features

00k 3 B8R B0 AR o (5854 oty v 20

arej m@whmdetoozecedne fat feastvanelviaclapt anhavioRUentHo8 Y.k akdirity mode
VVI rel ess . network communi cation between

a“%? éﬁgg LA RIFET DR TPRHFEhORCaED Bfeaipelies ds epmamnicated to
aueNti G oft 2Rvikk QOQWK?N‘T@%2§14&VQQE glﬁn%edéfcatk?ﬁ 8&ice %02 is configured

understood that a wred networ
to ﬂ)fﬁp"lemq adhdyicagom ipfdin@ticoneosieat Sroaumti@bise cf)mfnuMldaedn device

T T ——
melt A2 B¢ gJ Bedulfiit P mRABPAH ISR M gor R RSES@Ntirfbsh FHEksSGI6Y

426 of wireless client device 420 are configured to
execute at | east one wi rel ess aut henticati on nethod
and/or algorithm in order to

t
10035 ST RG 1§ R dn TSR ARETROHCAUPL e ige 402 may De capable of
W ‘f)ﬁk%jtytoq’ w1?é1$§§%ﬂfﬂeﬁ@édt%gvrﬂtg&éb%o%l%o?orvéxg?lllyle coraespondmo

re ess aut hentication I'S con
to Slgfelf@t pypsewd/or teansls tofi eh¢rit clayices dlffénentrmttwork pcﬁ&&ls\(e@ security

omvvlrel ess on de ice t hrou
e SO G055 ol AP on eI 65 HeniitoeHPREGY wises. erc. These
muldiple| wgsledd tsBalHt) Cabineds 478t RAYSHd &tded iR eﬁih’l’hbf)y 485§ ?P wireless
and/ or al(%?lrlthrrs) executing on processor 406.

autgenptiqatippfdevidendd, ngi ghosen and wisee|as seecessatyett amhtntmate different
capabl e orti pllé%f’

L E5 R Y o SPRRLS, RharRUBPRESAT . PHUEEL LUt cxcmpta

listdreyr béSﬂ@ﬂéﬂsnglthentwatlon methods 416 that may be stored in memory 408 of

wireless authentication device 402 and is not intended to comprehensive, it being

understood that the number of stored wireless authentication methods 416 may be greater

or lesser, and/or that different types of wireless authentication methods may also be stored

in memory 408.



20 to different types and/or
different network policies (e.qg.,

security

brands of client devices,

| evel or

work group policies) for different wireless client

devi

ces and/or u

sers, etc.

These

mul tiple

W rel ess

security methods 416 nay be stored in nmenory 408 of

W rel ess

aut henti cati on device 402,

used as necessary to authenticate different

client devices and/or

basi

S.

and chosen and

W rel ess

users on a dynani c_ as- needed

Table 1 isTahl ee&e’?’r’ﬂﬂlﬂ“}‘c%om Metheds of wirel ess

aut henti cation nethods 416 that may be stored in

menory 408 of

W rel ess authentication device 402 and

SecurBy NOEtworkt eNded [ TunkeORgFr@RGINST VEDath T DET NN | NSWIRT St 00U T Cache
TYPt hat r' ﬁ‘"mﬁ?ber of stored wi rel eSrrvaisnhent i| dathgrdipation Mode | Entry ID
L Nethod d/ hat
met h6dS 416 may e greater or r, and/lor tha
. 1 4+ L Al P
Nonéll T TT@p&NT TYpPES [Ol/aW T eI €SS aut lWlﬂédlEmmérﬁ)ll nMEL noas—fray
al sop be stored |in menory 408. QP _ 1
-Authentication |Met hads SecurltvNﬁbtmnrk Tunnel i ng 2
Basipr of G0 Dat a NetMbrk Cache Types#ut hent i ¢a¥4 on 3
Encryption Authentication Mbdde Erdney I D Aljgorithm 4
Met h&dT R[g‘ﬁige" en WA Wred Equi vakent N A PNA/acy 5
- h . G
(VEP)ey Ssnggz Basi c Shared N ZmfEPkay A 3 None 4
W-Fi Protected NA VEP N'A 5 AJREYS™F%- $har ed .
Tenpor al Key Key| (WPA- PSK) | nt egKdvingeaPr ot 0ogol (TKIP) 6
Advanced Encryptlion Standard AEg?M Advanced
d ¢ yp.\ A AAED _AAS 4 ( de\U\ES)hm E__( NOE) 7
Advd}o@‘ea‘ Magb’b@&tbl ¥V i VIEFE OUL T X LRI o ey 8
Ci scolgkipy siMbsegr|i ty Clsco Key Intagrity
Protoco! (CKIP) 9
Lightweight Extensible | N/A 802.1x, Cisco
Authentication Centralized Key
Protocol (LEAP) WEP Management (CCKM) 10
802.1x, Cisco
Compatible Extension
CKIP (CCX), CCKM 11
Wi-Fi Protected
TKIP Access (WPA), CCKM 12
Transport Layer N/A
Security (TLS) WEP 802.1x 13
CKIP 802.1x 14
TKIP WPA 15
AES WPA 16
Protected Extensible Generic Token Card (GTC),
Authentication TLS, Microsoft Challenge WEP 802.1x 17
Protocol (PEAP) Handshake Authentication | CKIP 802.1x 18
Protocol (MS-CHAP) v2 TKIP WPA 19
AES WPA 20
Tunneled Transport Password Authentication
Layer Security (TTLS) | Protocol (PAP), Challenge |—aor 802.1x 21
Handshake Authentication | CKIP 802.1x 22
Protocol (CHAP), MDS5, TKIP WPA 23
MS-CHAP, MS-CHAP v2
AES WPA 24

[0027] As shown in Table 1, each wireless authentication method of this exemplary

wireless authentication embodiment may be selected to correspond to a particular

combination of authentication characteristics, i.e., wireless WLAN security type (e.g.,

none, basic or advanced), network authentication algorithm, tunneling

protocol, data

encryption method and network authentication mode. However, it will be understood that

in other embodiments an individual wired or wireless authentication method may
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Protocol (CKIP) 9 Lightweight Extensible N A 802. 1x,
Ci sco Authentication Centralized Key Protocol (LEAP)
VWP Managenent (CCKM 10 802.1x, Cisco Conpatible
Extension CKIP (CCX), CCKM 11 W-Fi Protected TKIP

coexpefd 1§ \MA) othEXCKMhdaticafibanshiatictdrad e ror NoMER 308 huthentication
13 Security (TLS) CKIP 802.1 x 14 TKIP WPA 15 AES

chagglerigicpastragst by spittadphpee (Reﬁé]alﬁ@e%%@n@a)fdn‘élgl'lf@tures of the
a Chal | en
ciopeR S el MHRIEC L SRR plnetes D RPER sl BohOR° 1o one
exérBplaBr etrxbodilrne(nt\/&kﬁl-lﬁd?a)rnvﬁlo'ﬂiKbﬁtéhﬁﬁé\l 1R TS I\\lega%%g sfored as an
led T t word Aut henti cation X
o R St 6T Sl ey S ovice 402

o Sk S G808 I3 HB Bl oo

of uth¢roE2Gdn gmraiteristics suppatitéby wirksh awhemtication device 402.
aut henti cation nmethod of this exenplary 5 wireless
aut henti cati on enbodi nent may be selected to

rtlcula crrbinati f . .
[0(&%{] ? ?@gtultl ghg ‘ﬁa‘r acter s i 8§W1rele%s a“qa?‘ﬁ%&ﬁ‘é%%dw}ﬁ\fm may also
mcﬂ;(ﬁiE:Uzmtlﬁqntltamﬁ ¢®hg.412 ﬁ@@m&m@ﬂﬁﬁcﬂnﬂénﬂﬁn&ﬁi@émmo the identity of
net wor k aut hentication al gorit hm t unnel i ng protocol ,
autjentication method/s utilized by wireless client device 420 “and other wireless client
devices 420 (when present), e.g., a listing of all authentication methods previously used by
each wireless client device 420, the authentication method last used by each wireless client
device 420, a listing of all authentication methods supported by each wireless client device
420, erc. Memory 408 may also include an optional counter 410 for tracking the frequency

of use or cumulative usage count for each wireless authentication method (e.g., algorithm

and mode) used by each wireless client device 420.

[0029] Table 2 shows an exemplary embodiment of authentication method tracking table
as it may be maintained by optional counter 410 (when present) of a wireless
authentication device 402 for multiple wireless client devices 420. As shown in Table 2, a
usage counter (e.g., since last system boot-up) may be maintained for each wireless client
device 420 (e.g.,. Client A, Client B, etc.) for each wireless authentication method
émployed by the given wireless client device 420. In the illustrated embodiment, time
stamps may also be kept for the last date and time of use for each authentication method
utilized by each wireless client device 420, although this is not necessary. As shown,
Table 2 includes a cache entry identifier (ID) that corresponds to the cache entry identifiers

of Table 1 to allow identification of each wireless authentication method included in Table
2.

11
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encryption nethod and network authentication node.
However, it

enbodi nents an i ndi vi dual
aut henti cati on nmet hod may

W ||

be understood that in
wired or wirel ess
10 correspond to any ot her

ot her

aut hentication characteristic or conbi nati on of

aut henti cati on

use in inplenmenting one or nore features of the
di scl osed syst n t hods, i iven wrel ess
net wor ki ng envfﬁﬁ?e‘%t“%fﬂ'%i'@“mgﬁﬂ"Z'ﬁ?wg’rgbodi ment ,
the information contained in Table 1 may be stored as
an 5 authentication nethod | ook-up table in nenory 408

characteristics as nay be suitable for

Cathew

rel ess autlieenai cati on device 402.

I nCieb@ a

Enify e
i'Bent
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i cs suppor

EAst 11
osed 0
&ignepy
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W rel ess al

NRsARM BHET
tStatp

Last used

Time

t henti cat i ohstamp

devi [0028] As $RBMR jn Figure 4,| menory 408| of

W T

eSS apthent ] ral ol Yo
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IRE
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by ea
aut henti cati on nmethod | ast used by each w rel ess
client device 420, a listing of all authentication
[00%0] Mastie $URBKYE LaRdalieRRaoMmiRh &S Sade! RRSARYA G8ble 4R0t may be
etc. Menory 408 may al so include an optional counter
manr@nédn cachekhegonyhel 2 oleyirelessy autbemicatise device 40 hetordieg to one

usgge count faor C i rel ess aut hentj cati.on, met .
xR, B e 50 BB B hoPBp Bl sble 3 includes
a réspe@ite identifiee MRA (4 QORAC 1adress ¢ BhaWEitdle REAIMEREdresponding

enbodj nent of authentication nethod tracking table as
to eachrpfywisdesreslicnhAREersody ot thehhrveckasntrspvigudy evihenficated (or that

r ) i el . LCALi [ 4 Qr
! RS e M55SR UL IREIAIRG, 0, 938 "exempir
embadimeng, tha a@ens@ageon audetarhd sngeturesif ricabld B sdclgies tiggache entry

P TR TP B Al R B oSt Thbdevice A to
Z, W GRl188thauidie kG aliRitiel el mQIRLQY 8FUP YuthBsi@tYE Tethod for
wireless client dévice 420. In the illustrated

eachtbioelessendient devigse Ase Znps may al so be kept for the |ast
date and tine of use for each authentication nethod
utilized by each wireless client device 420, although

this is not ne y. ] . i ncludes a
cache entry idgﬁ%@??erA%n?%@?n %“P‘Z‘g%ﬁ%ﬁs to the

cache entry identifiers of Table 1 to allow
identification of each wireless authenticati on nethod

i ncl uded GlienfTACAddress | LU MU
Cache Entry ID Cache Entry ID

Ni|e|e|e |TDI>
D|e|ele |OWIN
Nje|e|e [N
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2. 11 Table 2 -Authentication Method Tracking Cache
Client Adient B Entry Usage Last used Date Last
Usage Counter Last used Date Last used |D Counter
Stanp used Since Last Boot Stanp Tinme Since Tine
Stanp Last Stanp Boot 1 1 2/14/2003 13:15 0 2 2
3/1/2004 8:00 0 300402 6/12/2003 16:15 50 3
5/ 12/ 2003 15:30 [0030] Table 3 shows an

(O] P ST P bt 11" B “Worioptinn doshodstosdt ol as it may be

impRAREI &RbldIR 46VdRee cAQRIARE Ahbolndr® AN EXERLAL d
lmglrrbodi ment of fhe di sgl oseggfs:ysterrs an rretehoés. E;S%tems an
meghnsiin e. g7 aits| BarB of hehdstielse operagspe between jademeleks etiet device and a

: 0., MAC address gr  other itable identifier
wifdss§ adtbaniias Py RS Hewpog e Qemey PP aisnicas o axample. by
autBedtiationa¥ePeen pravieatsdty viwd 8o (RVRE d08 add)@! wireless client
may attenpt authentication) by wrel ess authentication

deviessi L0 ad212|of Fighire 2e tawsivar.yit will berbudticsteert that $imilar methodology

' ' e.cache structure of. Tabl.e 3. .
ma B EACRALP By THIE RS BP oRlE IR 24 isf Vil Prslesy angfor wired
orfrhicatibmeigl, CaY | ®iicloR! hakwagr 86 pYikieBESSofCIRARE 3 for edge

evice Ato Z, as well as the cache entry identifier
u'ﬂ%‘?“‘iaH%nﬁb@Ps‘ﬁsed (MJ) aut hentication method for each

wireless client device Ato Z. Table 3 -

Aut henti cati on Met hod Cache dient MAC Address LU MJ

[0032F 8 B, hkhéArABoENhétodfogy tegtns B teh 502 where a waiting

authentication server receives an authentication request from a given client. The

C
a

authentication request does not identify the authentication method used by the given client.
In response to the authentication request, the authentication server accesses authentication
method cache information (e.g., Table 3 contained in authentication cache 412 of Figure 4)
in step 504 and looks up the last used (LU) cache entry identifier (ID) corresponding to the
last used authentication method for the MAC address of the given client that has requested
authentication. In step 506, the authentication server accesses authentication method
information (e.g., Table 1 maintained in authentication method information 416 of Figure
4) and looks up the last used authentication method cbrresponding to the LU cache entry
identifier obtained in step 504. In step 508, the authentication server sends an identity

request to the given client that contains the last used authentication method obtained in step
506.

[0033] Still referring to Figure 5, the requesting client device receives the identity request
sent in step 506 from the authentication server and determines in step 510 if the last used
authentication method contained in the identity request matches the current client
authentication method configuration. If the last used authentication method contained in
the identity request matches the current client authentication method configuration, then
the client device responds to the authentication server in step 512 with a positive identity

response, and the authentication server in turn selects the authentication method (e.g.,
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Z 6 2 12 [0031] Figure 5is a flowhart illustrating
aut henti cati on net hodol ogy 500 as it nay be

i mpl enment ed accordi ng to one exenpl ary enbodi ment of
the di sclosed systens and nethods, e.g., as part of

authamgtshiak emoper aid Ql@rbl@xhy\leﬁ@maam&ﬁic@ﬁ% Chne@lol E@RUIEE 416 and
nd.a 5 wireless authentication device.. Mthodol ogy

auBERicHEs heivam ranettingslieppieviseanpl e, by _ _
aut hentication server 204 to authenticate wired client
devi ce 206 and/or wireless client devices 210 and 212

[00%4] ’fh QH:E)GS 14. tﬂéoé/ﬁ?t‘{e%'hcatwn r‘llcl,r ﬁatlég]gx?er Uoc%gha%ﬁ y {dentlﬁer of the

simlar t hodol ogy rray ' enented by o
auihentigatine mqtkmt ¢aghe mfvrm@wm(mgn dlabier 2 cestginad ik OzlichWInlieﬁﬁbry 412 of

FgGoTE T Pns Sy oot S Showtik PRy ARG ppbe agthenication
meliiBadedAs sEpOID. foRUROBReh GREhONINNRENSED! B YuRRAHiOSioh Rerver also
step 502 where a waiting authentication server

upiifé%Sem?e@maHata\m [T IC@'alltﬁlbﬁhﬂltelGﬂeiSS chmohatize govenof usage) and time
e ath 9D re oes .npt identify
Stafiie g{ij IIQ |18ath oﬁ&?}% Ortljsrél &‘85 ﬁrﬁcgmbg VBIPrEafih, (e.g-, Table 2

coxhthBéSrpOdilBﬁertén OtdfeFiguit h@ fHalt CairéspBnd RAE ShithehB&ition method used in
t hentication server accesses authentication 15
ste%lﬂgar the Zheen; hest nda §tg}]5 @ t@e autmlcgtl@ m@ramqlg@s ithe MU cache

ent‘f‘#‘ﬁcﬁﬁﬂhhﬁﬁﬂh@ r&uﬁl@ﬁp&téﬁ%ﬂ%&of 1: E?nt% at10 p}'aSog? 3 contamed in

| ‘ooks up use e en
caqhie Dhemoryr £pafifdigng 4)owithehe d:a&ht euﬁﬁﬂieauﬁbﬁéﬁrt&@@mdiﬂg to the most

SRR C ¥ e L
poigl fiﬁé’iﬁécﬁﬁédyonjO@eﬁé’rﬁﬁnﬁ&C ed%%le%ug‘lgfl Q()hc@éljv&n WRENQS the next

|nformat|on(eg, Tabl e mRi Nt al ne
authenticatipn gaquesh tavbe hreckeiverd @nonatal diend H6vioé ifi sgl;qr 6020at4\)vhlch time

| ast used au on e
melol 8 SR Buts 5en fiBln S G RN R AthesBifedth @ese
obtained in step 504. In step 508, the authentication
server sends an identity request to the given client
[0035%hReauningitostep5d Ol e Higurs &l ifatie mmisdaduitmnmtdmdemod contained

d 506. [0033] Still referrln
in F‘B&u% g%tyl r}ﬁ%“eﬁ cﬁ&’é%t??fg Ht%t?f]brffle dENTeRe Flisoéi @léberttWétlon method

confe®htidny th&ltRSEliene Ae SR tredpdndd %ch59(ﬁe%£tﬂ@ fdlagtitg response that is

aut henti cati on server and eterm nes | step
recetyed | tas theyslentigaridne periveraini stap rﬁdﬁhoUpmometcmmemf a megdree identity

ti, e t tch t.he. current cl
resp B erit) B ot PRoch oG O FreRbeatias, sgael accesses
autﬁelﬂithﬁﬂbh eadthaincdvat h hﬂ@nﬁ@t‘iﬁrﬂ(ef}g'edTh‘tfle 3tARedifl&Nd Adthentication cache
uest nmatches the current i ent authentication

41%@{ ﬁ&gjqu;ﬂ,hfq fier 820 ard laokemp the most used (MU) cache entry identifier (ID)

corresponding to the most used authentication method for the MAC address of the given
client that has requested authentication. In step 522, the authentication server accesses
authentication method information (e.g., Table 1 maintained in authentication method
information 416 of Figure 4) and looks up the most used authentication method
corresponding to the MU cache entry identifier obtained in step 520. In step 524, the
authentication server sends an identity request to the given client that contains the most

used authentication method obtained in step 522.
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the client device responds to the authentication
server in step 512 with a positive identity 30
response, and the authentication server in turn
sel ects the authentication nethod (e.g., 13
[003161] lSaﬂtreieaﬁngm) Figde BHnhe sdqgestinighlent dOiReAtet 108 the dddr@ify request
416 and authenticates the given

serf dt, SeB SURGOEN HErtaBlrEh FOUs AT ﬁﬁtegp@ss Bustep 5Bif the most used

aulﬂeﬁtﬂ%ﬂ%ﬁ CRkinga ﬁ(‘ﬁ{t%%d l'mdl'ﬂee%etn'ﬁﬁ/ Lﬁ@? r}ﬁaltgl'[x}:tsr Yhe current client
dentifier o aut henticatio

authpifitoratren hmquecqmouf’éabhe IBtheandshiusatlauthertzatien mMetidd)contained in

o PR 5 Roh ATt W PRSI g oAt b A B RS ariguration, then

thd@leﬂ@ﬂeﬁ@@f&s B8 RhS d&hbRIcalibe s&"vé’reﬂx G/ §[‘2 w1thna pdsitve identity
514, the authentication server also updates
r es@gml and Qménnlstag stepodiltt ard {lthiata madrneeas previouslyatekaribed. However,

Q hHsa nd. .ti sta s.contained.in.the ,
B o A g P RS B S DR ruest ent i
steﬂ;afiﬁéﬁeb? thet @Othehii@dioh NS IHARE n%ﬂ-anﬁEh fthgehert) clIelﬂ@tauthentlcatlon

correspond to the authentication nethod used in
meghodcapfiguragpn then giodient ¢ der respondstveiph sllsgatchedentlty response in
ste?g gentication server updates the MJ cache entry
entifier of the authentication nmethod cache
information (e.g., Table 3 contained in cache nenory
412 of Figure 4) with the cache entry identifier
[0@331 Upmp onctipigoft @ nepaiveoisientityseshorsd hemtincsadp 628, ¢ hathentication

serfh Sl e R0 o8 S Lot Peesh AR L —

meBtdd @ iseRdih ® Mden@ity Riquidl ks thede mté?ﬁﬁthéxélcatl?n methods one at a
aut henti cati on request to be received froma I ent

timgewritd dh¢ plientalevBoaesppndwta die althenticatesrh sdtodrogith 510@351t1ve identity
res?&?ge (ﬁ?t S\ﬁﬁg’élégqil%.ler{e% PR gcfﬁtsrgceg hteofn E a?ﬁlgsg%gh{icatl%y response from

thet cﬁ&nt dstice)sked atﬂhh’ftﬁﬁtlblﬁ: aérvanmntﬁthﬂe&Q tHeadutRshtichtibnt MBthod (e.g.,
dentity request does not match the current client

aufaaletﬁ-‘éﬂ?? cRefo e aRoaithieb fforg upiheisatiohemethpe Blemeny 416 and
aufeYi GRS RS Q%gsrbﬁhésﬁn@ Jlig &év\fc,ee | denhistYind I§IIBOJ£$ Err&a}g ID, MU

I's 20 received he®aut henti cati on ser vér
Cacﬁlt&ntrwﬂbrandemag@tomﬁeraanﬂegaé Btanpk aieayt bet lypda[eelSllﬂanﬁlﬁnﬂdﬂ similar to

o g Fped in seud Lok TP 68 7 1A Bt poREnbe Sutfticaton server

wait & tH@‘hé)&rhuﬂ%nﬂcatloﬁ%h&sgtmk@éﬁg&‘j fﬂoﬂl @Hﬁé}ﬁ Wsh%@?}d §Bp 502, at
cache 412 of Figure 4) in step 520 and | ooks up t

whighstime wethodnlgey SO Istaris mvenagaitetotirb¢ess thel okt authentication request.
corresponding to the nost used authentication nethod
for the MAC address of the given 25 client that has

[0(2133? Ete\?]itlﬁ% Me'fk%ﬁd fraf fng{ﬁod(lﬂ%@zgsg uf% € E‘ i exeﬁl%rtyr?&by and that

ticatlion server access | catl o
thei disolosat systerie.agd, méhblie nlayrbe ritriléigehtéd) in other embodiments with

adcﬂggga nc}rlfce:\%terl gtgpgr?ﬁapl 19101uded in methodology 500, and/or using an alternative
sequence of steps. For example, it is possible to implement an authentication methodology
similar to methodology 500 that utilizes any one or more suitable authentication method
characteristics to select an authentication method for communicating with a given client
device, e.g., only using last used (LU) authentication information, only using most used

(MU) authentication information, or that uses most used (MU) authentication information
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informati on 416 of Figure 4) and | ooks up the nost
used aut hentication nmethod corresponding to the MJ
cache entry identifier obtained in step 520. In step
524, the authentication server sends an identity
to Se€pdes bodstbid hathghii@mios | he&nbd thidk 6aiml NSt LR 0S) auBPntication
. .used authentication nmethod obtained in step 522. 14
inforomaigp. Sfyrtherparee ity Wik be ainfpiginod that ithe nogmaesssdrpigo default to a
l.ent Lce. recei ' L r . . sent. in
seophER AR haET kDol BREEL 1 UERHER) indflion Toster 530
and/or thhepndabnioke biher ankitntitaeidn mAdthde ohire@tiigits Medyheel employed in

contained in the identity request matches the current
theseiceton an AythenitGetan MSHANLPR SaMEBIIGagDE atithongiven cliegt device, e.g.,

usiﬂ%’sﬂexk‘St@dla@i“h@@cf‘taiuﬁﬁhii]@a@ioﬁqdf&qnﬁ%t & [l?fgcr){% BOnd €10 most used

[
identity request natches the current c

autherttivennien maernmenionp4rhod confi guration, then the client
devi ce responds to the authentication server in step
512 with a positive identity response, and conpl etes

0030 557, TS €9 RS BloRl S PR e PRI s an

suitdlehcfitiRartaione dndtiod heerbre@Raidy meBb@SwhefNtadhd Sty (e.g.,
524 by the authentication server does not match the
autheiication eAcher 2 QL FIEFR RN NOPTREING duigeridagom sfponation for a
o 1NN vl S, W ative .
vk 8RR AR ol ERRANGT% b0 o R e piig requess
authemeegaodn)v &or eearhplt Yif ne sgbosatryeddntifier §09 pnfdoABatidnhie found in steps
' ver defaults in step 530 to a

50@ g%cﬂgﬂﬁog gr%?é}lg%rigﬁw dgéchcpp%d?lﬁ)gy \ﬁpa Y skip to step 530 for first
tim@USdMEoh Cat RN aulRhHOHBn 2RE AN b ehe dg\)& P E¥erk e&l{,ﬁgg After an

for these sel ected authentication netfods one at a
authé¢ntsauert methodas akédetot antleenticate raegipemddretess thent for the first time, the

ent.icati server wih ositive identit
LU B L Rl ST ) s 505l i ilimps may o updated
in &nR@derd sivelat €8 EHak yscri®sP N s&latidrO O stE%S&SM b6 16leVF R€vessary, the

the authentication server in turn selects the

clieptdeapt MAf pedrestenpnbe addeg to memarydfmat previonypdsenand
algorithm from authentication nmethod nenory 416 and
aut henticates the given requesting client device. At

[0040] BighitdT8 illdbsHabRGARRNKE ¥nd BAPMdeAltycRG06 260" ¥hd e @0 rding to
g tge In a

usage counter and tine stanps may upda
ongreggxamplasy nérhipwdiment toffiathe ddisclostab dbystems ehmt i oethdds sisejis may be
. 514 and .516. At this.point, the authentication server,
mplge 887 5Eira hEREN LERATCatibR YEgGIssApyapaccess point device
folloRad ¥Gdcibfionmof il dIRAE dE8¥ GEthi the BE&Rs POR. M thi¥ehBBdiment, the
ti me met hodol ogy 500 starts over again to process the

wirgless SHOVAR BEGCEQPPBA haseepgbed prevﬁc@@w}henticm‘dnl rp@hod information for

useuilﬂdaeflﬁﬁr%quf’ I%%ha';[ngé h dsoslth%% i%olg’}ggrfe é: 'Y Egcegs Ipc?mt device begins by
exenplary only, afd tha

selecting an EAP authentication method based on one or more characteristics of the

authentication method/s previously used by the given client device (e.g., using

methodology similar to that illustrated and described in relation to Figure 5) and then

transmitting an EAP Identity Request containing the selected EAP authentication method

(TYPE). The wireless client responds to this first EAP Identity Request with an EAP

Identity Response that contains a positive acknowledgement (TYPE) of the correct EAP
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25 the disclosed systens and net hods may be

i npl emented in other enbodinents with additional or

fewer steps than included in methodol ogy 500, and/or

using an alternative sequence of steps. For exanple,
authéntcatippseitbli@sédby fhelcgeRnt an aut hentication

nmet hodol ogy simlar to nethodol ogy 500 that utilizes

any one or nore suitable authentication nethod

h cteristics to select an authentication nethod for

[Oogbm?ﬁ clat sgedfmmlary gbedimant ¢t Flgeredévuceléveréﬂrxge to the correct

1) RS R LB 1 AR BBy o s

EAgr rttQmaWramsmqgjr us€lis ( ¥Ujn a:mﬂqexmsmcabl tie lrrnfl@;ﬁlaaﬁttdnﬁpts (and
15 to sele ssi bl e aut henti cati on nmethod prior to |
COFEFéP%dIPag’c“ t&@%E%?)Lrﬁjlu%fﬁ(ffﬁ%?%eé&‘ferWPIQaHY ravres &?ﬁ the conventional

meftbIdBY NI Bigutel 1 Wb lachi2Ge YBHGERAG 0t tlﬂétcohject' SuthQtication method.
necessar to default to a sequential authentication

Altheygiod wd|beoinderstqeddbaisis samedmsesit mepbssibler thhait ivah thke more than

d h
A T L —

theiddriect A@h&RlcaG ARt wHEDAEhE GRS nRthdMBII9 bl BE disclosed systems
conmuni cating with a given clTent devi ce, e.g., using

andymgthogy 1} will typscall y Zequieenfieves ritompts (st less propessing time) to achieve

corﬁz@#cv%ﬁ{:é ?fﬂh%e H}%ﬁ’%d{’%’eg&? ‘tqe?é&&me Utygtgrq%léﬁ% ) gli)%cF 68281 when using

convhatior hiedahabhgy sbasitiystbtted antf deguriigd ih @eldSén R Wigure 1.
suitabl e authentication method determ nati on method
when cache nenory (e.g., 10 authentication cache 412

entication

gure Q no previ.ous .auth
1002 BprtirPeieh <drihs LI e GrHOTRET A G g mstemngay include any
ins@hrinethlig ey Q%Flé@itfg of iSGitncAgalitiet YpelabBroAc FhMRE @llaés?f?t process,
requests entlcatlon) For exanple, if no cache

tra‘@ﬁ’fl? yrecei¥pt retigye, (9EBINGtAf éwnfah,u oterd, sdifpland manifeste gistect, record,

BB gl SP9TL o BTSRRI R BROBHOBY v

smdirimeﬁcammﬂjhtdn@éiiallrﬁnenmdil’fmfierf;ﬁfrpdsbﬁ Ed)x\/@(rzirr%ﬁld QR tinfdBMAEH: handling
After aF 15 authentication _nmethod is use
SYSIGIR A PE &t REISPIGH GemPHicF e £ c iC@ﬁftumﬁ‘érel@qﬁ@nfq feyice, a network

stofab8RievicB€or b %ﬁ(&p SuftiiL )GCLQB A r‘ﬁg)g v B’Zm £1 I%%ﬁlsgdperformance,

usage count er a time st anps may ate
funqmmy,sanm prave. tTilet Mmdemnrhabéhlng Bystezh adyoinclude Sh&sry, one or

o and. 516. |If Sa&%@ﬁL client Egylce VAC
ﬁe&f P (é%s§lnﬂﬁ§°/s°bléce§a St%° PRPCesIngdnitd &) g dpsdware or software
conl@rroi?&ﬁm Ab&BARAI c%h%h@nt@ of {HCQEfd'rﬁitaﬁén RihaBfe s%rﬂqga}ﬁﬁ‘aude one

i dentity conver gence schene according to
or gsqsiange davieeh meatorofmorhgominuulicitions Pyt efms _camahumcatmo with

h as, id | e
e LR RS ok TR g PSS FRu I RS BuRRs o kesbonr. &
modeyiafé a video display. The 1nf0rmat10n handling system may also include one or
more buses operable to transmit communications between the various hardware

components.

[0043] While the invention may be adaptable to various modifications and alternative
forms, specific embodiments have been shown by way of example and described herein.

However, it should be understood that the invention is not intended to be limited to the

17



foll owi ng association of the client device with the
access point. In this enbodinent, the wreless

gat eway access point has cached previous

aut hentication nethod information for wuse in a future

parfidilaeforhanigeloséd Ravier) thdlinveMiteis Go cbVt? aBGREGSicRRINI! equivalents,
gl hs by .25 selecting an EAP aut hentication

ﬂg i ce.be ¢ L 2F _ _ _
an ﬁﬁ‘@é“'ﬁ?&s}égl%nwéfﬁé] gic sRifk 2p¢seenret of ithe invendén apalefined by the
L gat i had/ ' y : e given

oD M ORE e B L R ALt Sy af B metnods

may et utilized st vatied amobineios ianedr indepehddintlon Thas thd vention is not

I q% and then -tran%g%ttjn%Aén EAP ldentity Request

MUt 19 (AR DA% SOMBIRAPNEARONR Herrin.c Auf orfthest M@y include other

comBinRons. The wireless client responds to this first EAP
Identity Request with an EAP 30 ldentity Response that
contains a positive acknow edgenent (TYPE) of the
correct EAP 16 authentication method used by the
client. [0041] Thus, in the exenplary enbodi nent of
Figure 6, convergence to the correct authentication
nmet hod advant ageously takes only one attenpt, i.e.,
represented by a single EAP request/response pair.
This is in conparison to the multiple attenpts (and 5
correspondi ng nulti pl e EAP request/response pairs)
typically required by the conventional nmethodol ogy of
Figure 1 to achi eve convergence to the correct
aut hentication nmethod. Although it will be understood
that in sonme cases it is possible that it wll take
nore than one attenpt (i.e., nore than a single EAP
request/response pair) to achieve convergence to the
correct authentication nethod when using the
nmet hodol ogy of the disclosed systens 10 and net hods,
it will typically require fewer attenpts (and | ess
processing tine) to achieve convergence with the
met hodol ogy of the disclosed systens and net hods than
when using conventional nethodol ogy such as
illustrated and described in relation to Figure 1.
[0042] For purposes of this disclosure, an information
handl i ng system may include any instrunentality or
aggregate of instrunentalities operable to conpute,
classify, process, 15 transmt, receive, retrieve,
originate, switch, store, display, manifest, detect,
record, reproduce, handle, or utilize any form of
information, intelligence, or data for business,
scientific, control, entertainnent, or other purposes.
For exanple, an information handling systemmay be a
personal conputer, a PDA, a consumer electronic
device, a network storage device, or any other
suitabl e device and may vary in size, shape,
per f or mance,

18



10

15

20

25

30

20 functionality, and price. The information handling
system may i nclude nenory, one or nbre processing
resources such as a central processing unit (CPU) or
hardware or software control |ogic. Additiona
WHATPIS'eLAIMEDIRe | nf ormati on handl i ng system nmay
i nclude one or nore storage devices, one or nore
comuni cations ports for conmunicating with externa
| devi.ces a§ |1 as various input and. output (1/0) )
- devic BEhod dihcoumunicaling, with arl, infermafipnehandligs $ysieme said method
coflpgfh@y. The information handling system may al so
i nclude one or nore buses operable to transnit
conmuni cati ons between the various hardware
co nents. [0043] Wi.le.the inyention may be
adg‘g?qg%fné’ % \‘/’8’?‘% RN IE‘S‘:hP%;ns and al ternative
forms, specific enbodi ments have been shown by way of
exanpl e and descri bed herein. 30 However, it should
be qe@Bgicebng theadentiiy of sedrrelegrediretwotk dutheatidebntoethed to said
l[imted he. 17 rticular forns disclosed. Rather,
t he inve% P%%ﬁFQ%FEH@%%@P%§P| nodi fi cati ons,
equi valents, and alternatives falling wthin the
spirit and scope of the invention as defined by the
app &thgEn ﬁl%ﬁﬁfg'?mwléﬁmfzodt ip selgeipd bpsedtonng @ mpre tharacteristics
the disc yst.e ] . Lhized.in. .
Vari ous. Sompi sy e BN AR WA BTy skl o8 gk flicate sai
i nvent i omfbosnat@in Hantling $yscnt foraetwork kosemewrionat i ons
shown herein, but rather may include other
conbi nations. 18 WHAT IS CLAIMED IS: 1. A nethod of
conmuni cating with an information handling system
said method. conprising: 5 selecting a network
2. aut Abatmathed of clasnhio durtbonemproatd sgedting daite nétivoyk afithentication

id, selegted network aut henticati thod to sai ) )
me?r%do Fongj i%ﬁ gaérﬁedlais n%l € s@ugl?eé‘ﬁﬁcatﬁl \meg&é(ﬂia% atsqd o amgemlcate said

infatidinthag@linosys et i defvork ebaludetabaged on one or nore
characteristics of at |east one authentication nethod

previously used to authenticate said informtion
handl i ng system for network communications. 15 2. The
met hod of claim11, further conprising selecting said
3. net Wbe knabwch efitladmt 1, diarther comprising selecting said network authentication

method to be the same as the authentication method most used previously used to

authenticate said information handling system for network communications.

4. The method of claim 1, wherein said method further comprises communicating said
identity of said selected network authentication method to said information handling

system by wireless communication.

5. The method of claim 4, wherein said network authentication method comprises an

Extensible Authentication Protocol (EAP).
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method to be the same as the authentication nethod
| ast used to authenticate said information handling
system for network conmunications. 20 3. The net hod of
claim1, further conprising selecting said network
aut hentication nethod to be the sane as the
aut henti cation nmet hod nost used previously used to
6. aut H.gﬁtmitg?‘is 02 A b WheRgtn s¥drarapd rgmpyisesepsleqsing said network
autHEHNRfi8n GRATBANSAL WO mér fbrwdiiCa iRt mgdhg?ghxje’viously used
wherein said nethod further conprises comrunicatli hg
to agieahticadsaidiibfprohticahahdiief spttad foetamwokk @ui@tititiasi on
nmethod to said information handling system by
Wi rel ess comunication. 30 5. The net hod of claim 4,
wherei n said network authentication nmethod conpri ses
an Extensible Authentication Protocol (EAP). 19 6.
7. The Themethpdadf cbdiai mfurtherisemprrining aiuthentitating saidripformeson handling
lectin i d _networ aut henti cati on nmet hod from two
sysit oEf oM Ror kP ENRelior Sl FBR nERHEAchelF et GubPOHeaUER metnod
matche@then@ttehfiédtRnSAétHod AfrRmbMtih @Fe PREAH iiT8rniDh $FhARKg system.
networ k communi cations. 5 7. The nethod of claiml,
further conprising authenticating said informtion
handl i ng system for network communications if said
sel ected network authentication nethod matches the
8. aut emeihodbof oommenhatng withenfidsyinfermasien ByndimigGystem configured as
.nf ormati on  handling system 10 8. A nethod og
a Ch%‘}ﬁgﬁﬁﬁcﬁéﬂq@e%)fi ROBPFPIPEY | nformati on handling system
configured as a client device, said nethod
conprising: 15 storing in a nmenory of a second
i nf stonmgiiora Eemtry g & petomd mdorbiagion deindkng sysi@hvenifigured as a
aut henticatio Vi ce one, or nore characteristics

d of
at | east HSWé’rPélﬂf éﬂ?qt@atqeb’ffen%‘ieh%m&reeﬁh%%?rys%ééHc gjjeast one

sai d net wothkni@iatibe Nhbhad | previcd§ly G&dt 8yaulidheRiw &Rt Quthentication
said client device for wired or wreleSs network
conmuni c8eYighdo athendeast \saity chentadavienfarcwiredrorr wipalesy network

in said gg&ﬂﬁ&ﬁmﬂgéﬁentication device by wired or
W rel ess conmuni catt’’on fromsaid client device;

receiving an authentication request in said network authentication device by wired

or wireless communication from said client device;

selecting a first network authentication method based on said one or more
characteristics of said at least one authentication method previously used by
said network authentication device to authenticate said client device for
wired or wireless network communications that are stored in said memory

of said network authentication device; and

communicating the identity of said first selected network authentication method by

wired or wireless communication to said client device.
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10.

selecting a first network authentication nethod based
on said one or nore 25 characteristics of said at
| east one aut hentication nethod previously used by
said network authentication device to authenticate

. sai dhelnheid 6fRiifes, fidither Wbipeispi: Wi rel ess net wor k

conmmuni cations that are stored in said menory of said
net wor k authentlcatlon devi ce; and 30 connunlcatlng

t he réc%?\n[tl& %ylrs(? né?[k dn Balét e?wor CWI(‘r illog glgvnce by wired or wireless

aut henti c¢ati on W Te

conmuni cabindiunicatisa Kﬂorﬁ| kaat cldsﬁh‘t/l dvice2Gaftt fikkte r éE?bHs‘éd indicating
of claim@8, further conprising: receiving a firs

r esponse WH§theasHdideniisy 1of aichenedteafirse metreark canthgptication method
wired or Il)Mt J‘E% @%Sautkféﬂmmncrﬁ&’hgﬁl CUIrrgnrn élgf\:/\/ﬁ%tsﬂg th%t d&vlce

devi ce, sal Irst response In |cat|n

identity of said selected first network authentication

met hod mat ches t @?entlcatlon met hod currently in

use 2Biperugaing |S?Jérfileate Vi for Jrifgtedit Wirgleraetearly cemmaipications if

device f r gqmyﬁ

said f|rg?d?ggggﬁggw?gﬁﬁggﬁigﬁfﬁg@E%ﬁ% se ec?&EQQEU&¥DUGHmn
net wor k anfthshmiached te dabhameichidch nettodesurtehdy in use by said client
aut hent i atlon gethod currently in use by said client

devi ce; ting said nmenory of said network
authenticatlon device to include one or nore

characteristics of said selected first network
aut Hedatingsridonemeryr g ¢aidIstwhrkr asitengiadtibnrdeviedo include one or more

corpr <Ry BELERKCR: 38} SRAE R REL AR b B,

nmet hods previously used by said network

aut hentication device to authenticate said client
dev PMhereip paigimethpd,eompyises [selseting said fikst msivenki aghangaation method

and 20 WaghLiWb S fiGoHE gutlzlkﬁtﬁ.jatl LRSS ?‘%\ngﬁ]ﬁl% gfed by said

met hod is the same as the aut entlc ion
used by seliwbrin elllt‘hmtk:aaom Hevite wedutimtidare isaid dlient device for wired or
authentlcaﬁ%ﬁsald client deyice fgr wired or wreless

net wor k &3 ﬁp@g@ﬂgﬂgﬁmggwaUmm an

wherein said selected first authentication method is the same as the authentication
method last used by said network authentication device to authenticate said

client device for wired or wireless network communications.

The method of claim 8, further comprising:

receiving a first response in said network authentication device by wired or wireless
communication from said client device, said first response indicating
whether said identity of said selected first network authentication method

matches the authentication method currently in use by said client device;

selecting a second network authentication method based on said one or more
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10. The nmethod of claim8, further conprising:

receiving a first response in said network

aut henti cati on device by wired or wirel ess

communi cation fromsaid client device, said first

r esponsechdradtemdtichof s38 aatihee a%ﬁieﬂtlbzgﬁﬂtdﬁt}io@ re%ﬁiugly used by
sel ected first network authentication nethod ches

t he aut h&H€ineavpdnaytberiisgtion dewige Itg auﬁhdnmeatbysaghpkjent device for
client d ing.a second net

aut hent i @g%e?g’rrl V#g?q%ﬁgd’; agré(dc on g'&m%“oéﬁvﬂ%[ argspoged iy said memory

char act eof sidastwbrksaitteticati@fdtvioner sall et eeadds@Nndicates that
nmet hod previously used by said network authentication
devi ce t Sduiatreid éﬁ%ten‘%‘&iodk ciuthenticeieon aeetlhast dogd metl match the

I ored
oni 0 momarnefLEHEE icGRABIRCAY LPRS thalq Al G EHng ¢

said first response indicates that 5 said selected
first netmork ?ﬁéhent|c€ @ hod does not match the
aut FERERET B DAy eLs ﬁffcpp SHeqieE Ny oskg phenticatign method

device; BRGire8 YINHRIIER LhRghuniEitibd %1%12113 ¥vn%ies§ @11%:t deqend

sel ected nhetwork aut henticati on
W rel ess communi cation to said wrel ess cllent deV|ce

' d_net wor k
O BB SRR SR oL Sebfort BB device by wired or
ComTunl C’Wﬁﬂetb@s fooatmedtadion oM sSavikan &AHd, Ss@ﬁioﬁ%ond response
response. |nd|cat|na whet her said identity of sa

sel ect edingligag Kk Saldutlﬁ@mty caf i emd metlbaed negcohés network
(e 20U GALEY TEACH, R 0t oS gl Bl i s

client device; |ng sa

wired orbysmébhaacmekmprk conmuni cations if said
second response indicates that said sel ected second
network authentication nmethod matches the

aut ﬁlﬁﬁéd&ﬁﬁﬂl@Qm&%ilgﬂdd&/%erﬁpt\&tl%él' ot \K%?lgs%xgetglélrk;@(irgmunications if

client device; and updating sa
net wor k said hefrctondatrq:scpnnsbe\nndeatbe thac| salé sasiected peoed network
characterlﬁtlcs of said se&ﬁct d second networ

aut hent | 2XPFHICAHRG 7S Odzgla € alglaqn(gwﬁléqrhg@thod currently in use

conprlsesygﬂhen&nmgvﬁ@gguﬁlrst and second network
aut hentication methods fromtwo or nore network
aut henti cati on net hods

updating said memory of said network authentication device to include one or more

characteristics of said selected second network authentication method;

wherein said method comprises selecting said first and second network
authentication methods from two or more network authentication methods
previously used by said network authentication device to authenticate said

client device for wired or wireless network communications:
wherein said selected first authentication method is the same as the authentication

method last used by said network authentication device to authenticate said

client device for wired or wireless network communications; and

22



10

15

20

25

30

previously used by said network authentication device
to authenticate said client device for wired or
wi rel ess network conmuni cations; 30 wherein said
selected first authentication nethod is the sane as
t he wabiehe Ndai€ atdi@ted NREGQRH AdBdniiéatsh bme%ud@%&\/oﬁiﬁne as the
aut hentication device to authenticate said client
devi ce fémhwtr@aommvmedalre@@ weedwpreiiogshyntmiastientacase said client
and 22 nd aut henti cation
net hod r@gﬁﬁéﬂgiﬁéggs ﬁﬁ&géh‘% {PERYEHIBY hod nost
used previously to authenticate sald client device
for wired or wirel ess network comuni cations. 5 11.
The nethod of claim8, wherein said client device
11.COMPhL SRSh& W' @LifS ], Gh gx%fﬂ saideM e(fl? de@f&g C\Ml]r%rﬁ%:p aS@fless client
net wor k aut hentication devi ce conp wi'rel'ess
devieg; wondk wheretrh exitli eatvbikn amihmt(rﬁtlod(lieizibe c'BmeprfEEi hodirefess network
m.11, wherein said wreless network authentication
m“ﬁ%vr%% AW i ses a wirel ess gateway access poi nt
configured to performedge network authentication. 15
13. The method of claim8, wherein said network
aut henti cati on device conprises an authentication

HSer r erformcore. tmork o i
2501 {85 ofdlod ' 56t 1P SkeRiftisg S HRERHPHKn a thsticatipn device

corﬁp'l[llﬁtsl Af afiferist Oglat&kaﬁbm dc@&sslfnﬁhﬁ”b&ﬁlgﬂlged qgnﬁéﬂ%?de&g‘a network
sel ect a network authentication nethod based on one or

authejiticadorar act eri stics of at |east one authentication

nmet hod previously used to authenticate a client 25

i nformati on handli ng system for network

conmuni cati ons; and comuni cate the identity of said
selggted net wor k. aut henti cation method to said client
3. nf SPertstie plaslaim g Whpreinopaid Dgtwiask apghentipgtipnndgvicsncomprises an

autH&ﬁfébﬂllc:Sq}gse?Ve?tc%Hﬁgﬁreg k@perokth cHOREGIdik SahEndAfigE mati on

14. An information handling system, said information handling system being

configured to:

select a network authentication method based on one or more characteristics of at
least one authentication method previously used to authenticate a client

information handling system for network communications; and

communicate the identity of said selected network authentication method to said

client information handling system.

15. The information handling system of claim 14, wherein said information handling
system is further configured to select said network authentication method from two or

more network authentication methods previously used to authenticate said client
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in g3 by SeiclispL ing

systemis further configured to select said network
aut hentication nmethod fromtwo or nore network

aut henti cati on met hods previously used to authenticate
said client 23 information handling systemfor

infomrhavinkh20ONMGIN SRt FRMSIWIR ORTMMNIERRRLE (& %bﬁhﬂﬁqgﬁgé da¥d identity of
0

.of said selected network authentication netho
Salgaﬁelfckeidi RV OTknawhepdicatnn MgHId tegsald stienty infoamdtiom handling system;
' ' [ information hapdlin stem. . .
8 BB B AR Rl S icaions
said stleetetlireat o rautenticdionahedhesd rdiehedihd @ithémRhtiON method currently
met.hod. current| 5 in use by said client information
ﬂ%mﬁ@Ph#W@”Eﬁﬂ6Wﬁhtion handl i ng system
of claim 15, wherein said information handling system
is further configured to sel ect said network
aut henti cation nmethod to be the sane as 10 the

aut hent.i cati on thod | ast used to _authenticate said .
61 _‘P’ﬁ’PBP&H‘B} F%}d?lﬁﬁﬁéﬁ;tfﬁ’go §étrR Y. PoereHetajdikformation handling
syt MuirGet EiiBurel o sdiB& saldf Xt RBFM %E&ﬁiﬁ%ﬁdnﬂqet@éﬁ 'ic?g% Bf same as

an system

claim 15, wherein said information I ng
thej agthagfieaean wethpd dast vebdito agdicttats sdid chatt itfokmation handling system

t] ' nethod to be the sane as the
for}%k‘ﬂ%%ﬁo%‘g{'qng%u%%'hod nost used previously to

authenticate said client information handling system
for network communi cations. 20 18. The infornation
handl i ng system of claim15, wherein said client

devi : k i S Lie devi ce; .an . .
17 et AFRERES e fandR sk BLECST Galf I BB el ilproionghandiing
sysim & Bisthenainfiguiedaosélectsaitondt@oridgitheiBicatd m&hod BEbe the same as

hinf romation handling system of claim 18, wherein said _
thej it Beiien g medhed eyt ussisPremqualyr tor ewibenticainf saiflicentaigformation

hariullwgrs?&t%%oﬂﬁét@bﬁé’c@@rﬁ@ﬁ%atﬁﬁfsm confi gur e_d to per_f orm
edge network authentication. 30 20. The information

handl i ng system of claim 15, wherein said information
handling systemis further configured as an
aut henti cati on server configured to performcore

18.net Whe knfarhdtRnttiagalihOgystedd of claim 15, wherein said client device comprises
a wireless client device; and wherein said network authentication device comprises a

wireless network authentication device.

19. The information handling system of claim 18, wherein said information handling
system is further configured as a wireless gateway access point configured to perform edge

network authentication.

20. The information handling system of claim 15, wherein said information handling
system is further configured as an authentication server configured to perform core

network authentication.
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