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SECURE ELECTRONI C TRANSACTI ON SYSTEM Fi el d of

I nvention The present invention relates generally to
we@b@sieei ¢ transacti on systens, and in parti CBABIS1007/062603

secure electronic transaction systens that are

protected agai nst attacks and data interception by

third partspsuRRH HOHBNR TRARSh B ¢ON Y3 TEM U

sophi stication has rapidly increased, escalating from

a single point of collection to the concentration site
Fiold dfliSven gt ease fromusing a snmall conmmon devi ce, such

as personal ital assistants (PDAs) and readers, for

one Q&€ PEsqnt H‘é‘e 9P EF1a4e8i BARATHY te BlectiopicHiBsapEINY STt ANEiRS
pMIRNR (I ORK SledTRAR §8nda&ioh @%@egl{saﬁﬁ aRe ptr&&'iédrﬁgalhﬁ' §lttzfck'sn§1@tdata

and a personal computer , Into a data collection

ingfesepiion byhied Rgtiesa ¢l ever add| tion to the arsenal of

tools used to attack the credit card system | ndustry

regul ations, such as those put forth through EW
Bagkgrayad @§thednyentiet pi ng to sl ow the epidemic, however,

t heyrrakeohestaoh ARG bRl ﬁdcve%sefdr@mau}?\% rfrt)mearsu@wnﬁ bOm

the traditional point of purchase fraud has been
coistipa e thaeRceniation ey kitiuineredse fram upinga grvhenewepn device, such

aslpeADSAGH]1Q Rt EATRPOAL 28D Raddd BorbiaENOLK IdRGInk o, in the

ecent world reports of "wnetapping” fraud is a topic

Maydmees. ﬁvher?rcemljh@mag@ Henigeryige istinmigtamept a p gerseral
cdnipl®r tr)RhiE dbfdVCOletBsh &ebi%e ! Tﬂl@\gﬁla did¥et Abidh tARe Qlend of

nmoni tor on the nerchant's phone |ine, and systematic
togh: pipeqde FRk BF ceriberrd YA debit card data fromthe

t er mdiady Sgd@lcds, bi@fk iosd fut fh@ tlQUJ%BWV L ANRACHL Mping to

transport architecture, pont-of-sa fhé\

slew gﬁ%@fmlsﬂwgveé tbrire peginping tegrivadraudrtiktiFig ey frppdis bl e
trdd@lonf 196 MRbGARAkhYseS YWY frRidingd Rk 8rive ifd e khetvd REGPGE Rk

sensitive information by grabbing data in the mddle
adypncpd Eansqesp’ Hppg ek fl}dawgﬁ&n@tw% $Hn- i nt he- i ddl e’

at t &ekent Bbdd féﬁ(Wtsd)lf ARRASARR MO frandGy P ®pictod 8 dcern M@Sughout the
accel erated. the need fora sophisticated encryption

PaYRERIR]ustEY, Wi opts tﬁﬁpéﬁé‘évé’ﬂ‘iebﬁ‘et‘lif’é?lf“i‘s@“?‘l*fél ER&IONEgTga the

mél‘éhatnﬂs gHoRalif, &l 9RGHMRlek@RtiSY SR bBdebit $ard ASH FiSmlR
y conmercially viable attack, but is sinple enough

te’f‘lﬁnaéﬁﬂlat?trﬁ%icem sting networks with a m ni mal

open@thk eiednt @4nsREBA MnSporedrd vt Q¥ Yo afdBld @0S) transactions are
DeSCI‘IFtI on of the Draw ngs A nore conplete

sepia i Steanarige brosihk farrtecg@ﬁﬁﬂy BRI v BEY He§Tepkd
seR¥Itive@h Bl atiBEby grabbing data in the middle of the transaction transport, a ‘man-in-

the-middle’ attack.

This new dimension of “cyber-theft” has accelerated the need for a sophisticated
encryption capability for POS transaction traffic. The challenge is to create an encryption
system that is secure to any commercially viable attack, but is simple enough to apply to

existing networks with a minimal operational or administrative overhead.
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to the detail ed description and cl ai nrs when consi der ed
in connection with the drawi ng Figures, where |ike
WO efogzrs8e nunbers refer to simlar el enents tPCDUSVOU062603
the Figures, and FIG 1 illustrates an exenpl ary
secure electronic transaction systemin accoidance
BMbfiDkséiptRpi e hAlviigs the present invention; FIG 2 is
a flowdiagramillustrating an exenplary process for
secdt BosicgRRISSURdrrHAnding obthe prephingention gy et dasived kygferring

toftheQetaded Jlésé'fﬁi%@ﬁr@isclatnh?wﬁé?l%ﬁédégd' iR BorAEctBR with the drawing
el ectroni cal | Yy Secure transacti on nmessage in

Figwesn iaath dke imcamnanpoeiene simigs elt:rn@mpth@gém‘t the Figures, and:
i nV@‘F(t}' 1CNustRb & éx%Eﬁpl@%&@&ir@éléc@r@m@ﬁrax‘is@&xoh RYE fnodecoT(lﬂ\%ce
resent jnvention may be described herein in terns of
WV%W1%ﬂ@dﬁﬁﬁbgﬂﬁﬁ¥§“ﬁﬂﬂeﬁﬂﬁcess|ng steps. It should be
appIresi Bt edol RaLasUa e MPORRAL Sard Rebc Sk %?%ed"peypx&%ssm;, of
realized by any nunber of hardware and software
ansrperHe itsacighfaPdur ed to perform the specified
f un ‘F‘Id} ONfudn@les 8% aMirotioh BEanRIRRS N alll BRI AR HFRYmessage in
vari ous electronic control devices, visua
acawéﬁﬂcwﬂa ay§1ekedmenhefi fhe RIGERISN4Oand t he | i ke, whi ch
may carry out a variety of functions under the contro
of one or nore control systens, nicroprocessors or
DesaifedrDeseriptiogof thepyeasion | n additi on, the present

| NVERt bRENMRAYenBSn PEAEL det@fbed Rerdfth Buihe (/arQ)fus Sdn§fohd R tng
transaction contexts and the exenpl ar nmbodi nent s

PIPGEFSAtE SHS t 1 shpuldyhe i e th?étswélcfomaweﬂ% andyeng may be realized

byPdn® GRSEr BOhRdw 8 ARILH BRAE chRASALIonBR T Pb G tBhahy spacifi&v
of  the_ exenplary applications for the invention. For

fupgtigns| fer exafwlep th REEPSHf BEentipp ey, prBRlORdIoHEI$fggaic control

dedic@sc VS ee dlsWdeb@:e@%lxﬂ t86hika® A0 YhekEGIHANhE LFRISAGLHAN
Ilcatlon For the sake of brevity, conventiona

Ofévrtsewsolﬁii% therogpEch 0 FI5 T PP CERET! A5t o ISTOREACHS? TR PrRjher

codfllde Gads! Qﬂad@@%ﬁ't fit, invAREbnah ek pldnckiiPNR nuABALst S
of the systens (an conponents of the individua

el%?ﬁeﬁnafr?rﬁ@wea ﬁ%%ﬁflg thgexqnpplarg grabodigntsglytingdp ajggstem and
méR&ICo the tbciid pﬂ)@és@ﬂnkI oh@éc@bilc trimehdtiosy zﬂ‘@fn@nelytarf@w of the
connectln ges shown in the various fig

eXEPRIAL; aﬁ@l& rihejpyention dQEEGMPIS: ‘ih%B‘r“é%Pé??t fe@k@wdawhods

difcided in@yed appddab kigngdttpisic nAGOn Ripysdieal connecti ons
bet ween the various elenents. |t should be noted t hat

many O=hE KA ek Bra a8y SRR NP OB SRNSAEI KR PrOsRssIng. data

nebRrihg, QRS RARS deteldPesd, 6@ otled MBS RS cITRY tHo 8y MR Sl
in a Fractlcal system |n accoidance with an

copmpRsAls B e I viduakonsradagsRmBeRRAs L 5 systems) Biay pgs be described in

dei1@6ieln0 Muhermore, the connecting lines shown in the various figures contained
herein are intended to represent exemplary functional relationships and/or physical
connections between the various elements. It should be noted that many alternative and/or
additional functional relationships or physical connections may be present in a practical
system.

In accordance with an embodiment of the present invention, a secure electronic

transaction system provides for the following features:
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transaction system provides for the follow ng
featuresAll or a portion of the transaction data

w@awsezisket ween a POS term nal and an access nRCTOS007/662603

encrypted so that it is rendered secure fron1any
commercially viable attack. However, the 'strength' of
the pﬁmrax)ra&ioﬁ Bf &Y hBMrbS dﬁpm@&a%umgﬁa wﬁé RrhfAg and gn access
processi ng and nmenory capabilities of the ran of " POB
nefeqTkisparpted srcthasds wndqr@gsa@ye frorp @l cpmmpagiallyaye mttack
HEQREAR ‘sRAEEVATIR e%&?ﬁko%rs?stténpﬁ cotREnsaAGS Wint thp&ocemﬁg and

"keys' used by the ehcr i on system are under
mempery FyIabigtiestah Ereaige af P Eﬁfmlﬂﬂﬁa lrrowlrmetewwkmecielqthzé may not
cRWREh&dRire fa&%lehﬂmfa%&yptme system supports the

concept of nultiple keyS, so that different acquirers,

pr 0d8s J6¥S USAdY die nEYRHORAY SIS pE gRdeT taromwist of the pRgipeor of the
PONRIK 0rRWPihe YRhGYSE the¥snihdls.t hey so wish. Several

options are avail able for the |oading of keys into the

POs The psieraaporg dsspericpigt Bltipieeey e pathptdTases agauirgrs.or
prbQ&Hofilah&/8r BRGHS vafdokskRen GHYS }%R@fhérr oW %%ﬁ]u@ péyls ANy sBNAG.

froma highly secure scheme that enploys 'i'njecting

debiStem! RPYAE are ayadlable &r ths) leadingof keysfntefhg POJutravratsed
degQiMHgQ)ﬂ%qulatifv%)@cu](rlwmégMC@&EMf knelc@stdGs. T Bl (ﬂff‘lt)ns rm;%

I npl ementati on of the Secure el ectronic transaction
frogy & highty isscusa sehamgtibal PP IRAY @UscHnE S8hiGAMN ey tefesimpls, in-the-
fidld, BhtBin&ed E1shavekap ﬁ%mttheqfewﬂt totda@&nﬁlﬁal required and

to allowa fast tine to market. As will be described,

t he Tht BydsRenfag Rl howcyse oleqtHas t@@ﬁactwww is sepighitiproiafdgn
debibRMSAGL kPRinGYisd ﬁsmweropman Wbt ik R Eirdaahd NG %tRsE AL

transport protection nmechanism using encryption
omagfhol ogy that can safely transport POS terminal data

Whi @ will BY@REiRE BOYredat iBvdnAb SR 1O YurOLESIHR

parties. In accordance with an enbodi nent of the
tragragiihyste yahRuBiaue Rtespliidexismebansioriarepcains metagism, using
en§?/§ MM IboyiRat ARSG fellPRMsfoRAHO BE AN dath Whidd @vegﬁ’l{gta'ng) Qata

the transaction data passed between a- d% term nal

IngIGEPUoR by eHEEdEPHEtSwor k to be encrypted so that it is

I endescestdsRe Witk af EBdAMY: SFARTREChBhVeMioh, RRlcre dlel Bk
Bei ng sensitive to the existing term nal popul ation,

traggae gty e oill ndescrivediihatadev ol Epdorioniosthe fansgitog data

paS:Rd Bt bdal a0 tbihifidd 8ndHnQEe&SSHeREbrR b PR SARARI Y Jehdee
of a whole range of POS terninals - including | egacy

seGHEGEeTe amtremmeEs otableiitck Bermg suwal e lodbcaistipaierpinalf or

poBfEHPletd eleﬁ\ﬁmiéstﬁgsaﬂﬁfn%yﬁem 1s%%wafcﬁfo§fp§tlﬂl@wﬁn @E ¥RLsORg
Definition_Section. " " refers to Key Encryption

e mORHPIITES of Aeplahage of BB SEAMES - SRR fe2yGr el that

may not contain hardware acceleration for encryption.

As used herein, “EDS” refers to Encryption Definition Section.

“KEK” refers to Key Encryption Key, which is a key that is used to encrypt another
key.

“KIN” refers to Key Index Number. This is a number set by the acquirer for a
population of terminals. The KIN allows each terminal population to have their own

transaction key.
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key. "KIN' refers to Key Index Nunmber. This is a
nunber set by the acquirer for a popul ati on of

wao eqosozEsBs. The KIN al | ows each term nal popul BET/082000062603
have their own transaction key."NAC' refers to Network
Access Controller. In accordance with an enbodi nent of

the NARSeBkrsitONERbHbeeds @8N dIRE Th Q8B rd@hcet i a%f;ba&ﬁem of
performed by the software running on the port

the pseens iypriiondhefadioppefdhariponre pemepyed P?éfhé seftwage ginning on

th@%ﬁ%@éssdr@is%%%édlﬁldwnbef (PIN) Encryption Device
evice or aterminal with a built-in

secu#’é}spmﬁrrw@ pepspig! Miprmp e pugberPEY) FdeiypaondPevice paghingy be

a 1EARDAE IdnARaISYigt LML RQedur BRGREdance with an
enbadi nent of the present invention System 100

conpif skidugiess 6?6%&9.6@0@@@ a3 ipragysten 160 inagefrdance wih an
erﬂlﬂﬂ rﬂeli?ef tROFrEsc R iRERESPISydidR 100 BipRB&IonE hasst $0$2minals
twork 125, central chassis 130, and _host 140. PGS
1 ltoefameﬁ &1 %ang 16 7.9y pinsesatiyl | soraiemt sharsl 1 2Bastvosk b Sneangal
cHabsd 130r RdUsfdad or el ectronic transactions. For
exampl e, POS terminals 110 may conprise T7 Plus

t er hdvdPEakat! 041 ba qoamnéow BAS [ypieple B are used for

e166HoRR hidhda@ldns. AP et B1pMH, POE SerrkikBls TRY mBEc HRIAREEE Bids teMhifal
conventional tel ephone network or Internet 111 to

thf“é‘@?%’ﬁ‘éﬁ lecFrae EyRerepproRomties: 112 and 117 and port

Pr 0GeRSernidaldl 1084y BE cotabled Oia @ QRVBKTonkIRLEMIA! nBhG@R SF S
120 to network 111 such that chassis 120 can

Intesnail i 1 tgiongh hissPO)- t @bl hid ad 1] handmertiprqsessereld S siay pa 5

use®6 oRfE ﬂe%@na@cl&%%@@ﬁ@ﬁet@é‘rﬁh 1 B§uch bt Ghidis630 PIRSESRRIcate
avai |l abl e from Hypercom Corporation The port processor

WitRfOF Herge 1 bh Pé’ﬁmﬁﬁ%splold >IN GPBPHSE 7 PEFSSYGHH ayghe CID 63

prBESdoY Rallle Rbm d@b@m&abb@or&a&n MY p6r@ PIBLdsSi nay TR RiIde &bl e
avai l abl e from Hy om Corporation. POS termnals 110

CHFRPUTHEP oS ST fiowa%errm@awe%f dRaCaplf b He PBprisrrel63 cable

avalule/Rdoh ARpRont 06H6RBIN POS (FBHaRNAD e BRBUS sokidQred Bodules
connected to central chassis 130 by network 125, such

thatproyiqe faripe eePRYOMYLHBTIRLGR an Et her net connecti on.

Por tRepiofa eB88E 1015 cdmdttdago bs@ah dayssk €90 BnRkwikhass kkh 1129
to connunlégte with central chassis 130 over network

frappasrelaniypr of A Sbemst cgRFotans Soit RIOPETERS 145 PAY be trdeEgignal

cHaf¥@t120 kd dostntuatced it QEntREEHL QIO Gves QYA 1081 COMraBEfdssis may
encry $?|on functlons Central chassis 130 conmuni cates

alg 1pHUdR GOt PETESSpIRYt HustaterD diPAR QT R coRTRURiSEFoRERT RErpEon
fuh&Pn€| @GitrEIQRAEIs | 5B RGIIcRIRs widPhdsON@| IHbst 130 PRAIES fod 50

aul;r}%)r/mabnon ) t%g elfeg%rromc transaction. Optionally, computer 150 may be used for
remote configuration of central chassis 130 and as a network management system.

With reference to FIG. 2, the operation of system 100 will be now be described. An
electronic transaction is initiated at POS terminal 110. A user swipes a financial transaction
card (i.e., credit card, debit card, smart card) (step 200) at POS terminal 110 or otherwise
enters information about a consumer’s financial transaction card. Other transaction

information, such as the transaction amount, may also be entered into POS terminal 110.

The POS terminal encrypts some or all of the financial card information and the transaction
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renote configuration of central chassis 130 and as a
net wor kK managenent system Wth reference to FIG 2,

wao b@sopssat i on of system 100 will be now be deRCY/Ukm®d7/062603
An el ectronic transaction is initiated at POS term na
110. A user sw pes a financial transaction card (i e.,

mﬁﬂlﬁgloh (Q@J ﬂO) ARRIhsnG R infSARYtbn %Q%naﬁ SHaSfs %Q%epﬁ%zog@

t erm nal or otherwse enters information a
PoEtgreegsper | 1§ fT?“\*Paﬁ &illy [enqrymigfsrarsedee may: A¢ providgdhfer from the POS

ddvicepsictcbRlinbfyefidrat i on, such as the tiansaction
amount,, may al so be entered into POS term nal 110. The
POS Reaippd! Alssie ROrrygsives he prsnpiedandssags frot @O termyingd 510 via
r&:e!;sﬂlf ﬂrSr(ﬁEﬂ 2:3'0% aiﬂ%lotnglechss%@@ﬁa&taln%&r%tg’ Fh@%ekﬁ@e ﬁéf) $72%))
and transnmits the information to regi onal assi s
anﬂ ZI@nS(nsfts &is e (sea 2pdrovephobyssor frame rewd%5 togeeptgpl FRassis
13@n eEMRY @gsw@%@%@% hﬁsngeqytb;si%#)) biRf thd 5&%&9 Shel Qge is

device to the regional network. Regional chassis

trangRIgEd Sp t%@ e pesk AR eichuthesadige Prsihepoorignian ﬁe@pm_mlz@ the
priydess BREdes REAERISOPOS I@minaf €. 230) . Regi onal chassis

120 agai n encrypts the nessage (step 240) and

t r ad§PP§ORKSBCTHREIO8 Agpport of Bp PRS0y mb%?n ¢ de Extpeden & thePOS
terfrrﬁﬁ"a"rEy A&l r%yrn]p%'sDE@hzﬁ@\Mré &ld eSS hpddis® acgd‘@p)t § loyed n-

chassi s O decrypts the message (step 260) and t he
“ﬁ%@%ﬁﬁﬂ@&eﬁ@§sage is transmtted (step 270) to host

140 OnQfhe B4R Elld@ aitel BfwarOHoBult nl?eg?alfgshIQB 'th%%h('l Qé’ér E §oftware and
conpl ete, the process reverses itself back

cap B¢ figpipypd inronjumhen wek %WRXI&W@PI?HOFCWW%‘BEW t of t he

Pr ege0lechd %@atrdnmrag@aeu&esy%ﬁ @{é%@an laeﬁ@&n BXS ik Memad
by addi ng Tri ardware and software nodule to

frogg the apurse daélfﬁ &QédATND EONHOPHY SESBIEACISPSROEY 8 bihe transport he
ent/r?cfrmeﬂlalByséng@ tifgNRis SIRFIMRP BorIBI) @iclent ROKRL &3 ldngtagd 50‘3@)/
end- user''s so?tmare and can be depl oyed in conjunction
hogfj aeqlificaEoniesktating? 1pIPATL IS GIRRECEIS ATy FeAtE commhunigasioy pyer the
unBéRG AN & irbInRAB & d RResSyst em creat es an intel ligent
encgﬁgtlon nmet hod fromthe source device (PCS, ATM to
ugh gnegeges it besde iy iepRYRIYA tp His hpstereagsaipting the
deRAMYFRAMRR bver BY & BGiryIed B&lpﬁé}hlsdevﬁ:&%%ulmc}eﬁte bottlenecks
portion/leg there is no need for |ong and sty host

CORErPE that tlhﬁ)ﬁ(‘éual 1P &ogtthip, &mé_rlty bopes) i hpged on a 4/6 byte PIN=Block, a

full R pré RS §F BNHO LRACWhRh 6RMIAMMEKEB tHeQRk @Y er the
uncontrol |l able environment of dial lines, Atho

ugh
mesd. gﬁggme slsctpaicd@psagiign sgsiem %tlréathf Faspgion évéltle isolating the

ceRINGRRLT @Rdnh 1 cbdNe delei@pfiby Rkt on task over to the
centralized peripheral devices could create

bot {1 BAUEKREE With prssreRadimegt ¢fiiha Prese SRR SLYB elBifon{chi s

traR QG ik sBzMerQ@?f@@pb&ts@l@e%ﬂ’ov@ﬁ\g Ratfilc® byte PIN-Block, a
full nmessage process, up to 200 bytes, which could

col Nélgé éretqq%k%@@matlble with the existing terminal population.

System 100 contributes very little additional overhead to transaction times.
All, part or none of a message from POS terminal 110 can be encrypted.
System 100 uses data encryption standard (DES) or Triple-DES algorithms. Keys

are not exchanged.
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The secure el ectronic transacti on system secures the

transaction while isolating the central system from
wo b@soossl y de-encryption task. I n accordance RET/OSHNT/062603

enbodi nent of the present invention, secure electronic

transaction system 100 supports the follow ng

f eatTlHE Q&unr@é&%r@&%ogm\é\gtgmp&m?é tﬁa@h X\éqhnertol? SI‘OCCSSOI' can

exi sting termnal population em 100 contri butes
haye thyir ppvp s¢tof eiigi4P? Wuweéwérhead to transaction times.

Al l ’SqutaQBarH‘SQHQud%fen@yﬁﬁﬁgégﬁltﬁlﬁsotm B@Cﬁ@r(ﬁ' ﬂ%le yﬁ@

can be encrypted. Systéem 100 uses data encryption
CRBE-&Ahdeal ey O 8y megshas-fpFSt-al gori t hms. Keys are not

eXC@@&Q&GmE@%nﬁ%HHﬁ%&%?m@ﬁmQ%P&ﬁéﬁQﬁ%m%ﬁ%ﬁ&ﬁkh&@h&e%@“
keys Each acquirer or processor can have their own set

oyt sebigf kews. aowslladiiyguetedy wamsgpp tyssmarddhaieyiimedtion évstem
fofsp@s; ¥phin@n 16\| gq&eglm Nﬁ@l@er%)@%&l% idehRis@adnfey GRtm &

key, message format I n accordance
nqurh Ialr?‘c%i%‘ii’é%‘t wigf onegabpdimer th? AP ingentiopdbnkKietande Rny
valRMrRave dobs own set of keys, controlled by a network
managenment system and the key injection system for
POS [t gqcpidpnge With oneperpkogdimestiedthengippptinyeriqy) the BEg ey (ray be
elél'ﬁi SQtd i i&ngth&ae he k@Y1 WESHu ﬁep &ald gl Y\Dﬁﬁes il cAgth 951519%% '\%ht-

W th one enbodi nent of the present invention,
byeealeyp el hariyfo bays ey be eppcatenatyd Agrother th cisale 6 RA-RME @Sw thﬁ one

e ‘amg%nlfkb QI'] th&e Prfle'ﬁ/mbol' rHéﬁﬁPEdn@ﬂenaE&‘? DES key may
e ei tes in ngth and the Triple DES dual key

may Abtémzaal ﬁpefsmjeﬁteqi &b e Koyl a ey casigN Bt @ipR@EtPs The

enhyanéﬁey@e RRYirfGyif AREAl fNAL £eial p@@ﬁé@@r Tﬁeoacaﬁneeat&s fheir
te using the equation KI || , Where the

fa?llltlwn%@m%r&ﬁ@ igjeH ertkarraniodhr tﬂrrtl@ﬂ n$>ﬁ§rn IPedogsgiot require a

pa'ﬁﬂ:hﬁ?ﬁt%@sw& novake%@){reaﬁ]gcté'@ 1% Mleft%ll%@schbrl}lblv tﬁlb@&"ormatlon 18
supports encryption The acquirer wi |l determ ne the

reiggied, yithig diederggmyorid- acqui rer uses their facilities

and PLRGASHIE @Sth bR ethBUdfRdnt bBe KBt ihW¥hBod, REmingIr ITH @éh'ds the
Eﬁ stem 100 does not require a Eartlcular process fo

neeyd thy encpijed érfn@sacqom dha NaCdeakprimlp KIN Hoifs lﬁbwbt@m s

ﬁﬂdnﬁeoltmm &ryph ulleeﬁl@s%é bmtefbmmtghﬁo hﬁrhmt@akes@& TRER A
accordance wi th an enbodi nent of the present

MESPARE R AIWHYS ST Frihhdsar io1the Seway- the KIN along with the

eNnCIFYPHEN AL 1888 AGIsE BetlBs NACH@HeSoHRndriRe dtdNsdclorst S
Tkex table to find the key and decrypts the nessage

H? bexpdesunah g0 may P%“SF‘IH@ igrsaty a9retse %WC“Fﬁga‘}Si‘-_‘i“BP H

accordance with the present invention. Immediately following the TPDU is the Encryption
Definition Section (EDS) that defines encrypted portion of the message. This is followed by
the ISO 8583 transaction in which some or all of the data may be encrypted. Whena NAC
receives an electronically secure transaction, it decrypts the message, removes the EDS and
changes the TPDU to a standard hexadecimal 60 TPDU.

With reference to FIG. 3, the construction of an electronically secure transaction
message format is illustrated in accordance with an embodiment of the present invention.

When POS terminal 110 connects to an acquirer with a non-zero KIN, it will encrypt

the message using the associated key and send the KIN with the EDS and extended TPDU.



nmessage is always sent in the cleai to the term na
For the NAC to distinguish between encrypted and
wmorvserissypt ed ti ansacti ons, a TPDU | D hexadecP@®US2007/062603
may be used to identify an el ectronic secure
transaction in accordance with the piesent invention
In b FOSRAL&LEitYanTeRIbbAWE D1 tHR SreddiPldvértioh, Ie EBCI6Y Blold®Ripher
Definition Section &ED%% t hat defines encrypted
fegsibpaki Wrbiy PES ped Tigde REe 2fepiitms arepeppPdied by the 1 SO

8583n¢ feahR Ak HYOEPD WG 1RIMowefg idfomafont he data may
be encrypted When a NAC receives an electronically

secUdbelepgthabtie encomiedidetadecr ypt s t he nessage, renoves

5 the tRDRa@pdoeRaftgRsent Hpied by itfn te$icangar d hexadeci nal
60 TPDU Wtih reference to FIG 3, the construction of
an &heksnpal thafqtybedue gice/Ptithnsact i on nessage format is
i 1] g5t KoY e dlencagepr dance with an enbodi ment of the
present invention Wen POS term nal 110 connects to an
acquit EFDHLP s sgt RORIGAH drermassass s seitq heNeCypt t he
Mes SRR AUHa D BirdeP8ssisRGoalc@d key and send the KIN with
the EDS and extended TPDUI n accordance with an

10 en‘pé‘@?trﬁ?ﬁﬁon&@f‘ tP%}é’Sb"F%eé"éﬁfhe itfﬁ'?ﬁéﬁioildﬁ?cefsﬁ%it ecepds afeganse:
THeGaRREonl 1896 o r&AssBd formBiES and Triple DES al gorithns

arehgaﬁﬁorted. he terminal fills in the EDS with_the
I

f ol Key rihoraruied fheckiia Joshet matsh therrbeckpey (AghelDs-
dat ek Biré-ltHRIndd 618 etror®@fire hBRIIQINS fr¥ RABLfa SlAd Pas \Whely Rien
the message Checksum of the data before encryption The
Wil N Fresels- acquirer. The TPDU ID is set to 0x70 and
15 t he gvessAgechd. TOHVEAnd PES NGeatibheenianbasod- 88y records

possi bl e responses: Host Response - the host recelves
wheR@ trpspioacemplftes pi fbide dbe EDP Pporinp okumERsaes 15 pghedhe
loddhe; efAsacti on response is processed normally.

nvalid Key - the conmputed checksum does not nmatch the
cheéleadsnt phrat Ha aeprdanaretifop Rmppdigent of e pgsenhigyspgpk TPPU

m&EdeR TSmaf i€ dftaiidl 86lolv N ThyunIRNE thta S QN icAEis 5B iR header
Wi th other nessages. HVZ Log Record The HVZ and POS
as3SPISPiERit i ons enit transaction-loggi ng records when a
Tep@nsaction conpl etes dggpdails. The EDS portion of a
THRS f8ge 0k A NOII SEORC | N EdAGol ,KIW!, JiStark GC AL hetiE A Hecksum ¢
Format. I'n accordance with an enbodi nent of the

present invention, TPDU ,
The Encryption Definition Section (EDS) follows the TPDU. Each field is defined

20

below:

TPDU ID TPDU Identifier. A single byte that describes the type of TPDU. 0x70
and 0x78 indicate the presence of the EDS. The EFTSec TPDU IDs
0x70 and 0x78 correspond to the standard TPDU IDs 0x60 and 0x68
respectively.

NII INII Field of TPDU

SRC Source Address Field of TPDU

Control Control nibble. These four bits are reserved for future use and must be
zero for the current version of the EFTSec message format.

KIN The KIN is the Key Index Number. KINs range from 1 - 4095. KIN =
Zero represents an unencrypted message.
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15

20

25

nmessage format is described bel ow The nunber of bits
in each field is shown in the header as a subscript.

WA RDg/0LBERS TPDU ID 8 = 0x70 [Nil b [SRC [6 [ CoptT/UB20K1/062603

12] Start [6 [Length ,6 [Checksum The Encryption
Definition Section (EDS) follows the TPDU. Each field

¥ 0ot I Medmiet o, RS Dk BRI b Tres e L Bndian

L0 and OXfGHGORE %ﬁ@ﬂ B{dth!': &c%?ed%ﬁf@%ﬂﬂe TEGb L B%e BXGH

byt e t hat tglerﬁa(frT fsEtQ@ro ré’ﬂ?&eﬁg th(I?_ﬁU‘lmIQészel?m % he
i ndi cate tfygs presence of the e EFTSec” TPDU I'Ds

and 0x68 r SREREIM d rted.
i Source A @%§ reF[l nqutl TI?QLJ& é’s%de 8 [btJan]ypt}%E c‘%pt.

These fourye metle%g@lro? dat%%yaeﬂuﬁ@e of H‘%HI! bFieliBe

be zero f Ofopdifd&a B eEESMer HEARA AR 19£01 18 bE QG‘C d”%%x%%&e
format. e-ﬁhj?tegL uldsbeta nge%}/to bPiQ§ the wmgﬁber%}:%es toa
range fr O%Jm le 3PSght, 14 # 3R if GREDSEAGTd AWays represent
unencrypt ege 5@&1’? ﬁtgﬁbeﬁ)@{;}ltes%rhﬁe ﬁ\%@ﬁée' ROhRd ReIncRbe fBe
encryptedlggﬁ{&q&”g i€ message, in big-endian

ﬂ@ 'r@le s[n%%rfth%%ﬁé? Bt O%%Q)Tfﬁletdg[g @H@Iﬁlecksum is
I at el yichQleh Q}MI{%QleE Ext %h@n)%ﬁ&‘&%lﬁbé@at%ﬁ@um of
l ength of 108, @06 MR1E il Het s'ta?trb Rfank B&hiTERS B8Rieh HGenath.
64- it Ci PRIEfcok &BARALH HRes it Ahind] gidhe cgieﬂatlal pie’
DES are supRQ&hi®dnd dBGaL4dugaIM ﬁ&%nﬁv%cﬁﬁ& e of eight!
bytes of dahg bRy ROCHYREuRROxOE GMAC whil ndi D&l GRAG an@f
data is NOfe Ae embggﬁeg&nelght bytes the term nal

must append pad bytes after the data that 7S going to
be encrypted. Zero to seven bytes shoul d be appended,

to Kihkekgun Wegoridmal number of bytes to a nultiple of

el gkﬂhe toTlG@ n%%&‘&'idje c@c!ecé plat%b? ﬁ@@(sﬁﬁcﬂﬂ hq E@SWCQ' routine

represent the actual er of bytes in the message,

aspumes jfgtithe megseey aenteinel e vztlhieT PDA[ DR and dathia comsgeubiye biges in

gﬁ 1&@1@% H{nggt}{erg%n%@ﬁ{eﬁ@bgd portion of the

sun1|s cal culated on the clear text

(before ené@%’PSBh¥T5ﬁ8P@§KFWéﬂ@FyWﬂ*blt sum o
#defme LENGTH 10 /* position of length word */

#define HEADERLEN 12/* length of TPDU and EDS */

unsigned char Calculate checksum(unsigned char *message)

{

unsigned int start; /* start value from the EDS */
unsigned int length; /* length value from the EDS */
unsigned char checksum; /* calculated checksum */

start = (message[ START]<< 8) + message [START+1];
length = (message[ LENGTH] << 8) + message[ LENGTH+1];

offset = start + HEADERLEN,;

checksum = 0,
while (length--)

{

checksum += message[offset++];

}

return checksum;

}



each byte beginning with the start byte and conti nui ng
through the |l ength. A checksum of OxQO i ndi cates that

wao b@spersgi nal did not cal cul ate a checksum andP@TESNAD62603
woul d not performverification If the conputed
checksumis 0x00, the NAC will not verify it and send
the nmessage up to the host. Checksum Al gorithm The
foll ow ng exanpl e C code cal cul ates the checksumin

t he Bemdits, pther adwantagpse andssolytipns to prablenp bavsbeylsecriberhiicatims

with @drd & sHEIHS enflaFinRAL. BB Evel, teORASRS MG fQ}’stoﬁl%oﬁsrlo
nmenory W th rmssaep0|nt|ngt0t estar%

Pratpes, &tﬂo?éw |ew@e@GsAﬁw rpay/ caugs$ay benght. arfvanipges or sabflep 1%ﬁ)/occur or
5 bettSlRd hb@ pdaDGEED AP nét 1 bep&)%étPu'e@E% CQ{IICAI et@&ﬂulad WR Edenitial features
#def i ne HEADER EN 12/* | engt d EDS */
orglegicntp etirny i9ar!l Garkinser e l%@&as G hi %fﬁeq ﬁﬁ'@opr%ﬁﬁ%rrmvemlon is
acw@ﬁ%%g@ae {mikka sl gatﬁglg '0{]11t=:r Bdethd appénde&:lams m&m rf:ﬂéf%me to
unsi gned rnt | engt th value from
anyejpanepE the/singlay iy ﬁ@dmérhiaﬁi toghee k%flfrﬁnd P‘*ly é%ﬂ “clegy eglicitly so

stzﬁaﬁ Ql!i(tsr‘é{ﬁ@r* [)ne%tr ﬁ{ol;e “A(l%tﬁs&ﬁg%mﬁ RhARE eq&)zalé’nt%ﬁ%nents of
[ ; = nessage [ LENGT 8

10 thﬁ@g}ggé@FtLlE’pl@qqm%]ry ergpqdgpgntsthat prgdpown HENBE)RUENMW skill in the
ar%@%?éém mc&por\é\@!i h&eih |b? Rlice hnd arE RRGESIUBLE & encompassed by
nmessage[ of fset++], } return checksum }Benefits, other
thepFgseAtAYWS, and sol utions to probl ems have been
descri bed herein with regard to specific enbodi nents.
However, the benefits, advantages, solutions to
probl ens, and any el enent(s) that may cause any
benefit, advantage, or solution to occur or



become nore pronounced are not to be construed as
critical, required, or essential features or elenents
wo@booany1ser all the clains or the invention. ThECHUSE7/062603
of the present invention is accordingly to be limted
by not hing other than the appended clains, in which
reference to an el enent SﬁAﬁM§ singular is not
intended to nmean "one an only one" unless explicitly
so s¥atlaih: but rather "one or nore " Al structura
and f unck'n@e@lﬁ)ld t&%‘r’écbfé\h&ﬂy ﬁrot:&sﬁgﬁatﬁgc%wgcﬁnﬁ#sm%he
above described exenpl ary enbodi ments that are known
t o t hosealgtcebing; hag JOS ferminali nformetionfer afinaneal prapsgetiop card;
s incorporgfedh J}?gg@y fhe PSSR EREREEAR BF Prilentadelia:
be enconpasse resent clains M5 We claim
1. A netwdmmvwmgén@hqWg%mgmmﬂymaﬁW@@§§Mﬁgnﬁnnﬁwnandme
ﬁﬁaﬁéﬂ%@aﬁ%a'c@&ﬁnfoﬁ%ﬁ iitd Dt AlpREGLULAG, DY 3 POS
termnal, information for a flnancial transaction
card) trmswté@bﬁhv firsgenchypted messpgago g aggnaldhassisnf or mat i on
for e?egcwaﬁ]% hJthetrém%EésQWhe ﬁl)st &E%%@tﬂe&gge 111%6 a SQ&HEOS
term nal e financial card information and t
10 ereiypiEAGieaReT r ansaction i nformation into a flrst
encw&&&qltﬁrg%@sg@ondQ),crwt@onﬁgggggg kb chistist encrypt ed
message to a regional chassis; e) encrypting, by the
r egigd AreryPE RS ths centipbelppsiss the sarend qpcratefmsssageiniordscrgpted
meEfRNgencrypted nessage; f) transmitting the second
encrypted nessage to a central chassis; g) decrypting,
by thheanseiingihe disaiid eswprlogdedmipcesier PHudwrimssage
15 into a decrypted nessage; and h) transmtting the
decrypted nessage to a host processor for
aut hori zati on.
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