WO 2005/ 107140 0 PCT/ CA2004/ 002043 SYSTEM AND METHOD FOR GENERATI NG
REPRODUCI BLE SESSI ON KEYS Field of the Invention This invention relates to
Wi rel ess conmuni cations devices. In particular, this LD, ' el at es
to a systwen2emdome hod for generating session keys forigg&f‘?gﬂm%}d
conmmuni cati ons between a nobile conmuni cati on device and a network server
or gateway. Background of the vent i ' m? fgGcomuni cati on
devi ces, which can com%ﬁﬁ@%%%*tﬁwii}?ﬁo@e 0 Temai |, phone, SMS
messagi ng, Internet and int iﬁ# RESSRINGSYSare w dely used in
busi ness and personal appli @ﬁ%‘%@ &'sa% ':Encl ude sel f-contai ned devices,
and w rel ess nodens which can be integrated into portable conputers. In a
- typi cal busi ) ' ment with nultiple users, a plurality of nobile
communi catioﬁ—ggwmgl {RERvitich nicate through a | ocal server whi,%ff Manages 15
communi cati ons t refif inSeditsh relates ye wirelenticinpmtiicstons dgvigessinparticular, this
- tel econmmuni cations carrier. Security is _a major concern i rg S ?&ew rel ess
conmuni cat i GAsersipatreams to Aeystentidndgnsthod For geperaling iR <&l ?‘ys:)é s al |
messages before transm ssion to a nobile .co ’ | A SvePRtd
encrypt ed mung@ycﬁmaﬁb‘?ﬁ”ﬁ%%lmpgﬂ? Wmcp%ort% CE%%%{%gat i on device are
decrypted by suitable software or hardware in the nobile comrunication
devi ce. The &#&¥&pti on and decryption processes typically operate using a
"public key" infrastructure in which a trusted third party certifies the

aut henti ci tygz%é é@ﬁdopgﬁlﬂl%gf,ﬁvate key pair generated by a user. The
public key i 5 nessages and verify digital si %natollJres
‘i | e the privat ewigelss obikechnmounieaiopsievices, which can comng’mncate via‘tne

more of email, phone, SMS messaging, Internet and intranet-based applications, are

10
widely used in business and personal applications. These include self-contained

devices, and wireless modems which can be integrated into portable computers. In 2
typical business environment with multiple users, a phrality of mobile
communication devices communicate through a local server, which manages

15 communications traffic and relays communications signals to a telecommunications

Security is a major concern in such wireless communications systems.
Accordingly, the local server encrypts all messages before transmission to a mobile

communication device, and encrypted messages transmitted to the mobile

’ 20  communication device are decrypted by suitable software or hardware in the mobile

communication device.

The encryption and decryption processes typically operate using a “public
key” infrastructure in which a trusted third party certifies the authenticity of the
public/private key pair generated by a user. The public key is used to encrypt

25  messages and verify digital signatures while the private key is used to decrypt

h messages and digitally sign documents. This combination of public and private keys,

commonly known as “asymmetric cryptography,” can be used to effectively encrypt

messages and create digital signatures, as is well known to those skilled in the art. The
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messages and digitally sign docunments. This conbination of public and .
private keys, comonly known as "asynmmetric cryptography," can be used to

ef fectivel t  messages and create digital signat | |
known to tTOLESEENM o n The art. The -1 WO 2005/ 10714bCEErP AR G02043
wi rel ess conponent of the conmunications systemis thus secured, so that if

the wreless.sjgnal is intercepted -hy. [ Ci lhatl: annot be
decrypted. TBH sr?ﬁni]éonggthﬁ? f/oon?r%m%lgée{m?fl%% éerﬁzzsgﬁnﬁﬁu%%%lgtgﬁ&gr%at;{%? em a

session key | : t S&hcleer, ToRinhet lateotyptedat i on devi ce
requests the F%%Sgggéﬁgfﬂgégéb%ggggghﬁdfnthe | ocal server to the nobile
communi cation device. The nobile communication device may encrypt a
“signed only' nesYaeexinizgearriat @ the hiohite clrpmvmisatians systenad seSEPY EPY nd t he
mobi | e communi cation device at the commencenent of each ne s?[ce trog.nsfer
sessi on, andgamrated tachftinidths uprsoechilecnamysieation dryge ;egues@setﬁg zpsder oty

encrypted with the user's public key. Menory.in the. | ni cation
devi ce i s5 at mgsgpge fonnihe dora! sEvaatq Hggno §§5’§B§“°§Bgn?%vdg¥§% égmt%gmm

conveni ently downl pad the.entire jel 3 iGat i on

devi ce. ACCXFW?I}I VY %%Z?%%@%ﬁf%ﬁ%ﬁésggﬁﬁggmﬁ bl ocks

(for exanpl gbgggﬂg;e;ﬁ@aa gerbé}ahgal Bihil cEcon@inmiBitatdeoite dethe comatencomeent i Me.
sag t he I oc

For some ne es, I rst w1l include the entire nessage and the

sessi on t hus,eads nassak? tiaheerissay and sapatofthisqrosess thespisind®y iBut  f or

| arger nessages, the remainder of the nessage data is held back fromthe
nobi | e comugénesdtedanddeneiypéeduwith theaseimblick§liest for further nessage data
is transmtted to the | ocal server. For exanple, when the user scrolls:

down the nessage (9o the,point ere the pobi,l | 10 afghear s
the end 8 the doMOﬂ“}?éHé‘g&ﬁ 38?1118%0,3{{?%33 %%gcggygt@gﬁn{gfﬁda Fdfhsends 20
a MORE request _to_t ; QEwhREE thE dAfirém foqhi¢imdbile t he next
bl ock of da?lgsﬁaﬁest%gtdr?g??gghzg‘?ﬂsﬁ#%ﬂﬁm tted to the nobile conmunication

devi ce. WiengygmuaicMREIdaRURStordinghetheilved strvantypicallyrssnids batchasenhlosks i on

(for example 2KB) of data to the mobile communication device at one time. For some

messages, the first block will include the entire message and the session thus ends as
15 the message transmission is completed.. But for larger messages, the remainder of the

message data is held back from the mobile communication device until a MORE

request for further message data is transmitted to the local server. For example, when

the user scrolls down the message to the point where the mobile communication .

device nears the end of the downloaded block of data, the device automatically sends
20 aMORE request to the local server. Upon receiving a MORE request, the next block

of data in the message is transmitted to the mobile communication device.

Whenever a MORE request is received from the mobile communication
device, in ord;r to prevent errors in the decrypted message the local server needs to
encrypt the next block of data with the same session key as used for the previous

25  block(s) of data. However, it is not desirable to store the session key in the local
server, both because this uses additional memory unnecessarily, and because it is

advantageous to limit the amount of secret information that must be stored on the

local server.




device, in order

ser

as used for the previ ous 25 bl ock(s) of data. However,

ver, needs to

to prevent errors in the decrypted nessage the | ocal
encrypt the next block of data wth the sane session key
not desirable

i S
to store w@2measilen key in the local server, both bec%ﬁEJ@AFWr”Qmﬂ?es
addi ti onal nenory
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system uti | i gicage, sepodrivaiblesenneon W‘Slﬁlrﬁﬁﬁg‘?
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on The present

invention provides a systemand nmethod for generating 5 reproducible
. session keys. Acc
based at | ea

ser

ver stores the

«then easily regen

request. 10 |n §hh BEysebodi ment addi tional data is added to the
hash to ehsureém%%%{b%ggs &

the emni|l address

ser

ver, or an incrg

ordlng to the i nvention, the session key is generated
B4 hash of the message itself. Since the |ocal

uﬂ}enh&?grtovw% h kystéth endeethodfor genemtipg et e, it can

e sane Session ey I n response to each MORE

I S unique. The additional data coul d for exarrpl e be
of the user, sone random_bytes stor ftﬁ.%“!n
A&a&dﬁmtodWEmh(osoﬂlﬁlﬂ%&‘ﬂonkaY 13%? T3 rressage

is sent to the user nultiple ti qgéwe%q@eéz;é&hoé&;&me&lwg a@ngagtqﬁﬁpt each

tine).

| f nooaddiash ofthe mesgage jt

Key I's er at ed based

15 solely on a hash of th mssagﬁe%%a%?d}e]ge@geg{eeggﬁl@tsegsmmmymmsponse

accordingly @FWF%E&"?}? MG

®

generating a reproducible
Jipt hod of the invention can be inplenented with

sion key. cg@f JIE
y the stoF%‘E"la gl na nmessage, the public key, and an algorithm

10

it is um
some random

example if the s

In the preferred embodiment additional data is added to the hash to ensure that

igue. The additional data could for example be the email address of the user,

bytes stored in the local server, or an increasing counter (so that, for

ame message is sent to the user multiple times, the session key will be

different each time). If no additional data is used, the session key is generated based

15  solely on a hash of the message itself.

generating a reproducible session key. Moreover the

The present invention accordingly provides a system and method for
method of the invention can be

jmplemented with only the stored original message, the public key, and an algorithm

for generating the session key based on a hash of the message.

20

session

communication

The present invention thus provides a method of generating a reproducible

key for encrypting data in a data itern for transmission to a remote

device during a session, wherein if the data item exceeds a selected

batch size a plurality of batches of data are transmitted during the session and

. - . N . - .t
encrypted with the same session key, comprising the steps of: a. storing the data item

55 in at least one memory addressable by a data processing device, and b. applying &

deterministic algorithm to all or a portion of the data item to generate a hash of the

data item for use as a unique session key associated with the data item.

-3-




for generating the session key based on a hash of the nessage. 20 The
present invention thus provides a nethod of generating a reproducible

session k f rypting data in a data itemfor tran jon to a renote
VB0t i A Weas o

comuni cat during a session, wherein if the dat
selected batch size a plurality of batches of data are transmtted during

the session and encrypted with the sane.session ke conpri si st eps
of . a. storing thdbgRFeEeHIRYRNSAT | Prog aﬁﬁ%@%’?ﬁg@g@ Aegé?g%j[ute(:ﬁgfi/ a
data processing. device, and.b. . g iRt ib G rangRr i thmto all
or a portionSﬁ%oflﬁ‘gyg%ﬁeél%fyg’gﬁ%F%Bgiéﬁgfg%tlgmaﬂﬁg§$mé¥ (?]he data itemfor use
as_a uni que @%ilﬂirb K6Y d8380Rirploatkewiibh) wHesid Ftke ddieiiem eRcodld 2668¢tddD 7140
PCT/ CA2004/ Oég ﬁe present | nver?t ilon further provides a systemfor
generating appRRsREukEy cfbscheyoiidata dretramnttgdduring thiesessionand dat a item
for transmssion to a remote conmmunication device during a,session,
wherein i§ t lecrsipied withehe samessdsion ke compasing b e prasesdnsdeyics il i ty of

bat ches of data are transmtted durin tge sessgidgn %nq S eac%t.ed with the
sane session CR@?%WE@H%W@%]%“&&F&’G&?% T StHPedhs ey angd SERRHFEE A on
with at |east one nenory for or I.ng.. dahAol TR St e ¢
processor fon%fﬁﬁPgF“ﬁéPéyﬁl&ae‘fw "éltgtll'“%:glg?gor?tﬁ?%%?lg%g O‘ﬁor aé%dg€t fﬂgnoof t he
data itemto ‘ 83k P! BEusAsd dni @RsERIonU&y adsociisdvifhithesessi on
key associ at éa&\?\n&t@hqﬁ?%e@f%at aaiqtglm RO The p?ie@sent illﬁgention further

provi des a cggmufess, program product for use wth a conputer, the conputer
program product conprising a conputer usable nedium having conputer

readabl e program code neans enbodied in said nediumfor %eger ing a .
repr oduciibl e sessiTbmpresgnt fienter Furpher PIYVidss 3 SHEPRISE BIOZERL Bro B?Fg‘talf

rogram product havin conput er readabl rogr. o r readin
!to he915 dgta %@émqow :‘thF89;??:?&8@0%?’&993%%88%?&%%p%gj?gg‘e?gg%g%I e prolgrgm
code means [ QAP GorfinfiErAdEbIY stblramAlode hickiMrhBodid indhiPmaditn for Of

f
the data itemto gener .
generating a reproducible session key for encrypting message data, said computer

program product having a. computer readable program code means for reading the
15  data item from at least one memory, and b. computer readable program code means
for applying a deterministic algorithm to all or a portion of the data item to generate a

hash of the data item for use as a unique session key associated with the data item.

Brief Description of the Drawings .
In drawings which illustrate by way of example only a preferred emboediment

20 of the invention,

Fig. 1 is a block diagram of a system overview of a conventional hand-held

mobile communication device.

Fig. 2 is a flow chart illustrating a method of encrypting and decrypting a

message using the method of the invention.

25  Detajled Description of the Invention

The system and method of the invention will be described in detail below, by

way of example only, in the context of a remote communication device such as the
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hash of the data itemfor use as a unique session key associated with the
data i.tem Brief Description of the Drawings In draw ngs which illustrate
by way of exanple only a preferred enbodiment 20 of the invention, Fig. 1
is a bl ocWOdioeseH00f a system overvi ew of a conventi orBfTEEHEEE  nobi 1 e
communi cation device. Fig. 2 is a flowchart illustrating a nethod of

encrypting and decrypting a message using the nethod e i ntion. 25
Det ai | ed Desgntl{teldmohile ¢omemimicationidsmicr @ 1lypaaterhin, ﬁ%ﬁga%‘# H%iﬁe

invention will be described jn, detail below b agrke only, in
e cont ext mbbike scamBrRCEBmAsHicEn] o Hay PR R Eed S 10057 107140

PCT/ CA2004/ 002043 hands hel d nohi | ' infi6n 2pply td otk ated in
+ Fig. 1. Suc H{%‘Hﬁ%ﬁrﬂg]“’gh Eﬁ%{mr?%agéﬁﬁ@rﬁﬁl%? fn@lﬁeﬁ g%eggfnlo, 1('ilbr!’er wel | known to

those skilled. in the ALL ot HOWENSS and thetyklemtie notrintendédindae Linited thereby.
principles of "PRE Tnvention apply to other wirel ess commynicat %‘gng evi ces
+and the SystgiisisBe abpreeiniddhat theievéritintisnotdingitedy, the partioflpy eS8 pe
appreci ated that the invention is not limted by the particular method of
communi cat i ogigesicitiongised (e, lemafhphvae, S8, MMES®e ). In general, the
hand- hel d nobi |l e communi cation device 10 includes a housing, a keyboard 14

DTt orably o f ul | Ingenghhdalond kerhmrbis reamipode yibs doftks khousiuf! ch 1 ©
alternatively b tilized. A . [ 14 Vi dizplagdbl cal |y i
B oS o dmbarticd Fon ol BERSE . ThE ouhlt 86viessmonaupe BRDBRAN Cal 1y I

keyboard 14 \?Eﬂjshtipﬁrc@% 2¥ull HGphit 1CPrOBesypes dfdugmhtiedees wdje operation of
. as we as theé overall operation of the

&e di spl ay oer qq&bi ?e qeyi ce 10,
respopse jignagiveBtieaniliabd Keymoessor Hs whishhis shepn schegpliegiy 1S3 1 18
contained within the housing and is coupled between the keyboard 14 and the display

16. The processor 18 controls the operation of the display 16, as well as the overall

operation of the mobile device 10, in response {0 actuation of keys on the keyboard 14
by the user.
The housing may be elongated vertically, or may take on other sizes and

shapes (including clamshell housing structures). The keyboard 14 may include a mode

selection key, or other hardware or software for switching between text eniry and

. telephony entry.

15

In addition to the processor 18, other parts of the mobile device 10 are shown

20  schematically in Fig. 1. These include a communications subsystem 100; a short-

range communications subsystem; the keyboard 14 and the display 16, along with

other input/output devices 106, 108, 110 and 112; as well as memory devices 116, 118

and various other device subsystems 120. The mobile device 10 is preferably a two-

way RF communication device having voice and data communication capabilities. In
25 addition, the mobile device 10 preferably has the capability to communicate with
other computer systems via the Internet.

Operating system software executed by the processor 18 is preferably stored in

a persistent store, such as a flash memory 116, but may be stored in other types of
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15 The housing nay be elongated vertically, or may take on other sizes and
shapes (including clanshell housing structures). The keyboard 14 nay

i nclude a ction key, or other hardware or soft .t chi ng
bet ween te‘gpqg%{lr%ghgnd tel ephony entry. In addition to 't éé%zfr()@{éoeog%r 18,

ot her parts of the nobile device 10 are shown 20 schematically in Fig. 1.
These include a co ni cat i ons supbsystem Y 0 f1.L CRIIMN At i ons
subsyst em tﬁ?%?gigg‘fcﬁﬁ’i% Z s orﬁy%plgép@g,}ﬂﬁlgrg \?M%E&%gt er

I nput / out put i ce ﬂ*@% @%g:\i,]- i % tHEESH, ihagidki ces

116, 118 andaafilx‘l"%u%s%ﬁ’%é’r e\’/lsli%cghsu sycsla't]a %%&?%%gbil%e nobi | e dgvi ce 10 is
preferably a tédégdraﬂﬁrﬁoﬁéd GRBEMILR store, Slelias e rdndumngeass nmencap RAM)d 18.
comuni cation capabilities. In 25 addition, the nobile device 10 preferably
has the capalgdrirhynitaionsignbireatedtivtthe mobiledevienmast dlso by spreddo th

Internet. Qperating system software executed by the processor 18 is
preferably stldBed in a persistent store, such as a flash nenory 116, but
may be stored in other types of -5 WD 2005/ 107140 PCT/ CA2004/ 002043 nenory

devi ces, such as read only, memorc.y. ar._.sim nt. In
addi tion, system 3@?&’5\%’3@,‘“ i%ré?:g?‘irl%w’éE%@eéa&%?%%%ﬁ%ﬁogge%%]?gf t her eof ,
may be . L eMDOLalh of Qe kitiftafortI0AL 1 RNPGPIE defibs 1098 pdemidingd seCess

menory ( RAM “X9g nmruni cat’i on signals received by the nobil e device may

al so be stor %ﬁgﬁrg?icw&uswcoﬁudlmicmﬁwbperm;suwas data andiiveicen to its
operating syst functions, enables execution of software applications
130A- 130N on chineuminatioss 1B0A ahdi36Bemay i installed on the deyiss 10GWI8ns t hat

control basic device ogperations, such as data and vQj uni_cations

130A and 1030 Bankfapiee. iﬁé@@?%é RSFSONRSIERLRAILQN HANAEET &lr’rgﬁta@gﬁ%’f"g@lﬁ%. I'n ®
addition, a personal .infor [.on ' I &4hi

i ns!t a: | ed duf‘fsf‘?zlegré‘ ﬂJ%Wﬂ‘?igéﬁ%hgﬂg?%ép%%ﬁ%wgﬁ{%‘?}&c‘g{p)dg%&éﬂg%aﬁfgani zi ng

and managing data items, such as e-mail, calendar events, voice mails, appointments, and

task items. The PIM application is also preferably capable of sending and receiving
data items via a wireless network 140. Preferably, the PIM data items are seamlessly
15  integrated, synchronized and updated via the wireless network 140 with the device

user’s corresponding data items stored or associated with a host computer system.

Communication functions, including data and voice communications, are
performed through the communication subsystem 100, and possibly through the short- .
| range communications subsystem. The communication subsystem 100 includes a
20 receiver 150, a transmitter 152, and one or more antennas 154 and 156. In addition,
the communication subsystem 100 also includes a processing module, such as a
digital signal processor (DSP) 158, and local oscillators (LOs) 160. The specific
design and implementation of the communication subsystem 100 is dependent upon
the communication network in which the mobile device 10 is intended to operate. For
25. example, a mobile device 10 may include a communication subsystern 100 designed
to operate with the Mobitex™, Data TAC™ or General Packet Radio Service (GPRS)
mobile data communication networks and also designed to operate with any of

variety of voice communication networks, such as AMPS, TDMA, CDMA, PCS,




managi ng data itens, such as e-mmil, cal endar events, voice mails,
appointments, and task itenms. The PIMapplication is also preferably
capabl e of sending and receiving data itens via a wireless network 140.

Pr ef er abl Wo 200811140 dat a i tens are seand essly 15 int egr BEREA2EIMAU BN zed
and updated via the wireless network 140 with the device wuser's
corresponding data itens stored or associated with a host _corrpuéder syystem
Communi cat i OgghNgs, iCURé typesaif dat ngd deice nemdrksobel seRsrAte AP BESEEIE, e
performed through the communication subsystem 100, and possibly through the
short- range alsoboutiliatwinthesuilegledist 1¢he comuni cation subsystem 100

i ncludes a 20 receiver 150, a transmitter 152, and one or nore antennas 154

and 156. In addition, _the comunication su InahmdSond
processi ng modul e Nebyk aﬁ%esﬁreqﬂir@?’?‘%v@élrs%%%%@g@égsor %%gﬁd’%s and | ocal

O oot T oS8 Cui MG Mdfrex ARPDARTAT oS TROYiN! dobfocodre! he

communi cati o ependent upon the comrunication network in

whi ch the mobj l'%eféﬁ\%% [?éﬂv!')& stot\iBGud fersopel idéntifickton aEnbavalBle, a
i cevBt may |

mobi | e de? i nclude a comuni cati on subsystem 100 designed to
operate Wit h tdagiadatiitesathdeidas. dn GREEhatworBs e oaeierk ReesssdS Ser vi ce
(GPRS) nobil e data conmuni cati on networ ks and desi.gn t r.ate
with any of associtédetith ofubsoitess or BsRFOHR BYIFHA ﬁﬁ’%’%e %ﬁregsql.ﬁ%gg TDVA,
CDVA, PCS, -6 WO 2005/ 10714Q PCT/ CA2004/ 002943 G 1 ¥ g of
data and voi sebseEbeideedity @8814%@}5’3?“3@3 r%fgﬁec?ﬁ)t%grat engl‘&,nlg% &%Fqsgybe
utilized with ”tﬁ'%lg?bi I %ﬂ%jevi ce 10. O Network access requirenents vary
@endi ng up®h & W)tg of" conmuni cation system For exanple, in the

i tex and Dat aTAC networ ks, nobile devices are 5 registered_on the
network uging a UNyEkSepErdEaRaborkdegistidtionat acivationipercedirerhayeedd i at ed
wi th each device. In GPRS networks, however, network acceés .S %ée?pi ated
Wi th a subscrebigletel; thesaobilsfdesicd d 0imery, send apREsCeiyG priigngl éw res a

the communication network 140, Signals received from the communication network
140 by the antenna 154 are routed to the receiver 150, which provides for signal

amplification, frequency down conversion, filtering, channel selection, etc., and may

15 also provide analog to digital conversion. Analog-to-digital conversion of the received

signal allows the DSP 158 to perform more complex communication functions, such

as demodulation and decoding. In a similar manner, signals to be transmitted to the
. network 140 are processed {e.g. modulated and encoded) by the DSP 158 and are then

provided to the transmitter 152 for digital to analog conversion, frequency up

20  conversion, filtering, amplification and transmission to the communication network

140 (or networks) via the antenna 156.

In addition to processing communication signals, the DSP 158 provides for
control of the receiver 150 and the transmitter 152. For example, gains applied to
communication signals in the receiver 150 and transmitter 152 may be adaptively

95  controlled through automatic gain control alggri’rhms implemented in the DSP 158.

Tn a data communication mode, a received signal, such as a text message or
web page download, is processed by the communication subsystem 100 and is input

to the processor 18. The received signal is then further processed by the processor 18
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subscriber identity nodule, commonly referred to as a SIMcard, in order to
operate on a GPRS network. 10 Wien required network registration or
activation procedures have been conpleted, the nobile ' ry send
and recei Wﬁ%@ﬁ’\’nﬁ"ﬂf‘%at i on signals over the communicati gﬁﬂ?@?%@&%o.
Signals received fromthe conmuni cation network 140 by the antenna 154 are
routed to the receiver 150, which provides,for si I i Y|
frequency dovir soenBatdp gie disnley =i°ﬁ§‘]?‘)er8%3’r‘?}¥etpSgl@fag@{%fgknﬁ,ie]t) gjd ﬁg‘yrlléd m%/ i 5
al so provide anal.og to digjtal conversi ff&?}?&is% ahiPaflbGbtahsigemeer si on of
the recei vedAB?\ﬂﬁngeﬁfnl% Otcﬂglpgﬁﬁ%%%aﬁ%sper o%?n nor e gor’rpl eg _
communi cati on f{igh 1885xoSHELY ot AR OldeoRe 206 sdeva togehlad, avoskari | ar

0

manner, sign be transmtted to the network 140 are processed (e.g.
modul at ed and.yeRrgoseshnbbyhdel)@r BSRe biRr aypd ofiinput dusive. Thovimpased date Hems
transmtter 152 for digital to anal og conversion, frequenqcl% up 20. .
conversi on, frhayt fen bgtrammmitted dvathororamunicaipngivegk dA0 ¥is thi EOIBBIGAY,L i on
network 140 (or networks) via the antennpa, 156, | n _addi.ti.on teﬁv&fc%@ﬁfi ng
conmuni cat i orsubsygtem $00. Eagh drtpitemds Fraspniied 0y fhe OBRRFHapp nepone LA, o

150 and the transmtt 152.. For ex : ' ' §QRBANI cat i on
signals in tf?@@%@%"@g’nﬁgﬁj’%ﬁ steﬁséﬁ%m!w cggﬁg@gesacn%@%gﬂ%%gﬁi vely 25

control I ed { iy ougho AR e @R Refi%AL bodh RluRtdtY Borided emtbetdediot 0.The DSP
158. In a dat® €6muni cation node, a received si gnal, such as a text

message or  WpbpfeagRddawolinasht thedaby wanasivdl dyingleectcanchnsessivatis ererptbdy st em
100 and is inpu? to the processor 18. The recejived signal is then further
pr ocessedoby ushe apvonunestressien key, o desgieddy detail PRtPFEA2004/ 002043 for an
output to the display 16, or alternatively to sonme other auxiliary I/0

device 106. A device user mq@#@ﬁgf @@%ﬁ%ﬂ%{eﬁaﬂoﬁ%ﬁqw&iﬁs e-mai |

nmessages, using t 8 avRiy er auxiliary /0O device
106, such as g 10 - {nBBatioh théteBxap ekt redsiveDiiEnald drer
type of input""u gﬁh%@??%lg?é%%ﬁ%@adco%ﬁa I tens ' ]

output to a speaker 110, and signals for transmission are generated by a microphone

112. Alternative voice or andio /O subsystems, such as a voice message recording
15  subsystem, may also be implemented on the device 10. In addition, the display 16
may also be utilized in voice communication mode, for example to display the

identity of a calling party, the duration of a voice call, or other voice call related

information. | .

The short-range communications subsystem enables communication between
20  the mobile device 10 and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-range communications
subsystem may include an infrared device and associated circuits and components, or

a Bluetooth™ communication module to provide for communics;tion with similarly-

enabled systems and devices.

25 The invention applies to the transmission of data items, for example email
messages, over the communication network 140. For efficient operation of the
network 140 the data items are transmitted in batches of data, for example in 2 kb

batches (although any suitable batch size may be selected), until the entire message
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5 may then be transmtted over the comruni cati on network 140 via the
communi cation subsystem 100. Each data itemis transmtted over the
comuni cation network 140 in an encrypted formduring a "session," which

i nvol ves weeammsiadtikng one or nmore batches of data untiPCHRAZWAHPHEIMX em has
been conpletely transmtted to the device 10. In the preferred enbodi nent
the data transmitted during each such session is encrypted to using a
COMMDN " Sesshabded trahsraistediastbe dixdce 10) kaiewaias a Besgon.” FAT LCPRJRPoses,

communi cati on node, overall operation of the devige is. substantially
simlar to tthe distiden vtramsingtedive An ARsARDIEd PR e 8% ved signal s are
output to a speaker 110, and signals for transm ssion are generated by a

. mcrophone 112. Alterpative .voi ce or . audi.o. J Shhs% t@ VOi ce
nessage recor di ngAI’SC’fé%%hee‘Pd’eq%ﬁ?’ %1163 I"o'%e?mglérr%)fgenentlggﬁggyyﬁ? ensiﬁace 10.
In addition, th Ispla I b i1k ieeekultbf pedcessisgpabatel ofat | on
-nmode, for exé&?ﬁﬁ’e&tﬁgmegsﬁég}ng%rﬁit ent ?P%/ghol%ﬂ% cal | if\rt:g party, the duration
of a voice cgllwfls EssiaRl f68ctioml thatitaltes tiesbatdhndfalatuend sompTdseesdtdamn r ange
comuni cati ons subsystem enabl es comuni cati on between 20 the nobile

devi ce 10 ang, pimelerpiriueidésifey.st ens or devi ces, which need not
necessarily be simlar devices. For exanple, the short-range conmunications

‘subsystem may include an infrared device an ssoci at ed. CiiL GLi nd

conponents, or alBtheardforedambeshimen ol ks @ﬁwge@gn%coé\}é%% rf&

comuni cation with simlarly- enable C ' ia¥Fedérgl | nventi on

applies to tﬁéaf{lli’lﬁﬁz’ﬁ?r&%lg?ﬂ%@f(g‘&c - %g%@ﬁ?ﬁﬁg%gﬁglgg%% emessages,

@ o oo niBiRid o fslHe Snddls (T0F) pitficatiainSEppelsishech Angust 1200221 wor
ran bat c

t he data are mtted i'n batches of data, for exanple in 2 kb
batches (@l t GaGgfis Wgﬁ#&tb@ﬁéﬁnb@tr@ﬁr@iaﬁmﬂs&yb@ngﬁl@oﬁ@dﬂn(ﬂtgﬁlffﬂct he
entire nmessage -8 WO 2005/107140 PCT/ CA2004/ 002043 .has beenttdﬁaﬂgsﬂidta{aed to
the device 1@ondsmotion thst wses 8 baskiadgerithmpplong withjofher JatangJaReatedly

to produce a key of a specified length) is applied to the message m to be encrypted.

By way of example only, the implementation of the invention will be described using

SHA-256 as the hash algorithm H(), which provides a 256 bit output and accordingly
15  works well when using Advanced Encryption Standard (AES) to encrypt the message
1. The hash of 2 message m will herein be represented by H(m).

The session key is generated based at least in part on the hash of the message.
It is possible to generate the session key based solely on a hash of the message itself,
however in the preferred embodiment additional data is added to the hash o ensure
20  that it is unique so that, for example, if the same message is sent twice the two
different sessions will have different session keys. The preferred embodiment of the
invention thus allows for the option of utilizing additional information r which is
added to the message m to ensure that the hash is unique. The additional data r could
for example be the email address of the user, randomly generated bytes stored on the
25  local server, or an incremental counter. In alteinate embodiments, a hash of additional

data r may be combined with the hash of the message m. It will be appreciated that

there are different ways in which to make use of additional data r. Since the use of

additional data r is optional, r could also be empty.
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the data itemis transmtted in an encrypted formduring the session.
According to the invention, a determnistic algorithmis enployed to
generate _a hash of the nmessage. In general terns, a ha ' ult of
pr ocessi ndvgz%gziflgﬁ“?)f 5 data with a conpression functio%‘h’ir)ﬁge&{@f%@?t he
batch of data and conpresses it down to a smaller, unique identifier. In

the preferred enbodi ngnt of.the thod, a.determ nistic alqorith for
exanpl e a hash al gdmalgipus attackery ,O’F’B?ts&g??ﬁﬂg}heém§@§@%s§gﬁtgwghﬁ n
Federal Informtipon Processi t and I catii 052

publ i shed Augﬁﬁﬁonll?eyzgﬁgi?%%% tﬁg?@ﬁﬁ%ﬁé"ﬁégé‘?otjrgg%aggﬂﬁgrlél n Dgé;}ségfeéf gglé:rl}ce) or
a key deri vatignf b YnbR tBERBEDS ke QNS the 6HEIAHI thékBhges ecrfptd hith

al gorithm aldgﬁgmv}\ﬁlﬁho?ﬂer (}gbtea, 1to Grzj'gpeat edl yglﬁash dagta t(?%roduce a key
of a specifi gHe bBiohkey,icy de@phtitbelsdssioh key,wiscaganot Healobe becanse/theeeksionBy way
of exanple only, the inplenentation of the invention will be described

usi ng  SHA- 29&yasendgptbdwith degsen’s pehlidGeywnd dte maliviqug egackepdeesiiot b put
and accordingly 15 works wel | when usi ng Advanced Encryption Standard (AES)

to encrypt t ascesseihgeorgiponding REHEHCEEY-a nessage in will herein be
represented by H(in).. The session key is generated based at |east in part

on the hash of the,nessage. .t 1S ssiqhl l.gn key
based solely on a ssﬁssbcgﬁﬁ%‘ 1&8’535"55 yiathgagﬁp fﬂw%gﬂmcgglegéﬁ?%m? Rgﬁlps)ar%g? érred
embodi ment adglb AR kAt %) AWHGE i, 1AW deosiaRY Pisded@pfomithe S

uni que so that, Tor exanple, 1f the sane ssage is sent twice the tw

di fferent segphiens ofithd mbRyg Michiye tinéanstasaiptassdday &= Higa).pr ef er r ed

enbodi ment of the invention thus allows for the option of utilizing .
additional information r which is added to the nessage mto ensure that
the hash s uni qu&heftie sestion keyreis edenyated using|the user s PRREMEAYP. mdiieheould| |
address of the user, rando gener at ed pyt tored on the 25.1 ocal
server, or aﬁoﬁ%@;ﬁel?ﬂaé’ll{géﬁﬁl” .anmPe’éﬂhPﬁrﬁa?iwwﬁB%ﬂ FREYPIE RERSIon o f

addi ti onal at a %E"ﬁc! be conmbined with the hash of the nmessage in. It wll
be appreci at fhat?™'here are different ways in which to make use of
additional data r. Since the use of additional data r is optional, r could
al so be enpty. -9Themessage m (or a batch of data from the message m if the message m is

larger than the selected batch size) is encrypted using the session key £, for example
15 using AES, so the encrypted message e,,, becomes e,, = E(m). The encrypted session
key e, and the encrypted message e,, are sent to the user’s mobile communication
device 10, which can then decrypt the session key in conventional fashion using the .
private key that corresponds to public key p, and then thus decrypt the message data
using the session key. The session key may be stored on the mobile device 10 for the

20 duration of the session.

As shown in Fig. 2, if the message is contained entirely within the first batch
of data, the session is complete. If the first batch of message data does not contain the
entirety of the message, the mobile communication device 10 transmits a MORE
request to the local server, for example as the user scrolls down the message toward

25 the end of the first batch of message data, The process described above is then
repeated for the next batch of message data. The local server recreates the session key
from the hash of the message data (and optionally external data r, if used), re-encrypts
the session key using the public key to recreate the encrypted session key, enci'ypts
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WO 2005/ 107140 PCT/ CA2004/ 002043 A malicious attacker who wants to decrypt

the nmessage nust determne the session key. To do this, the attacker would
have to read the original nessage, which cannot be don i

sessi on kM0 #0HE@1¢he ori gi nal nessage is encrypted w tﬁcwghgb%g%@s]l;%n key,

or decrypt the session key, which cannot be done because the session 5 key

is encrypted with the user's public key and the gﬂl i ci,ous att cllglg{t does not
have access i ridxt betoh pEmpssagh daje pring/He sane jessiph e%, 204 ARSI IR PR ¢ eat ed

by a hash of the concatenation f mand r. kn=H(Mm 'l 1).
Where r is ehpﬁcb,ofiﬂﬁwptta%@e%%g%&%ﬁ%@ff Wb%%gw‘%%g(ggj%gg%ﬁ?ﬂagﬁggont ents of
the nmessage in only, this can be expressed as k = Hm. 10 Then the session

key k is encrypt eqgﬁ,ﬁtlg%qptg?%gggﬁl%%gtj%ﬁ%ﬁleg@B’th@inv‘éﬁﬂi&hmﬁ?bb plfedr exanpl e

be an RSA key, by oduce the encrypte p?a%gsi on key
ek =ED(K). The nBssaqe %ﬁ%&ﬁbn@&o@mwwﬁmﬂdﬁem@a' ar t he
nmessage mii sm"i"sgr%ger tﬁ]ggn the selected batch size) is encrypted using the

sessi on kgy Igndgﬁ[,ﬁ@mrﬁgbtemﬁauﬁﬂﬁgoﬂﬂiﬁiceso t he encrypted nessage em
beconmes e,,, = Ek(n). The encrypted session key ek and the encrypted

message emare sent to the user's nobile comuni cation devi : ich
can then decrypt tVerowssmbodimienls of theguesrahinyeion ’o’l@ﬁibSFPﬁ’EF ﬁ%cﬁﬂ%ﬁﬁgri vat e

et g e SedemhiieR St eRETElec O ok sl hoes ATLGPE Pl Ky ERAgT, 0
10 for the 20 duration o ' ol e Fivgntioh. Thb inveptiomssage
B e R P e e he sess

IS containedaﬁﬂfq I rst of data, the session is

‘”p' ete. If iﬁéiﬁd-{?i HShcbat-aRos adiaEsdgeatibat as fitlewithio thessapepithe pepended i r et y
t he nessage, the nobile comrunication device 10 transmts a MORE

request t;9 thmimecal server, for exanple as the user scrolls down the

nmessage toward 25 the end of the first batch of nessage data. The process

descri bed above is then repeated for the next batch of message data. The

| ocal server recreates the session key
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fromthe hash of the nessage data (and optionally external data r, if
used), re-encrypts the session key using the public key to recreate the
encrypted session key, encrypts -10 WO 2005/ 107140 PCT/ 43 t he
next bat cW®IHEIYye data using the same session key, éﬁﬁgg?gﬁgﬁg t he
next batch of encrypted nessage data to the nobile device 10 in the sane
fashion. It will be appreciated that the principles of the invention may be
applied irr®&pP&dtAIM: of the conmunications nmethod enpl oyed, and the
encryption platform 5 and publlc key systen1|s a matter of choice. Various

by vay of - exanpl oA &eﬁwﬁ% BeaarB ey B SRR L 5 DRt PG k(21 &1
variations ﬁ FliTe A ANeT VT @f%’mﬁfoﬁf'@cﬁﬁi nhhitRRtdedRE ahting g sdskiofl) t he
T I'nc es al suc

i nventi on. i nvent| on h variations and nodifications as

fall wthin GherseHRe 8ta ithﬁ eapRdodedecti@battinsinea plirdify a0R5¢HES 81 dda are
PCT/ CA2004/ 002043 WE CLAIM 1. A nethod of generating a reproducible
sessi on key tafsreitied dptingithedessioni amdancryated Withethe sasne sessipn keys SPoRUisioe a
renot e conmuni cati on device during a session, Wwherein if the data item
exceeds a selhectens datch size a plurality of batches of data are
transmtted during the session and encrypted with the sane session key

conprising the steps qof a. Stoti t he by &

addressabl e By a 8&’?’&38?60%&@?%@“&%8#8%?&%%8 ﬁ%éﬁ%b?}%ﬁé gﬁ%gt erm stl c
al gorithmto,al: a portion of the data itemto generate a hash of the
data itemfor uUsS€ as a unique session key associated with the data item

b. applying a deterministic algorithm to all or a portion of the data item to

generate a hash of the data item for use as a unique session key associated with the

data item.

2. The method of claim 1 wherein the deterministic algorithm comprises a hash
algorithm.

3. The method of claim 1 wherein the deterministic algorithm comprises a key

derivation function.

4, The method of claim 1.comprising the additional step, after step a., of .

concatenating the portion of the data item with additional data.

5. The method of claim 4 wherein the additional data is from a source external to

the data item.

6. The method of claim 1 comprising the additional step of c. applying a public

key to the session key to generate an encrypied session key.

7. A system for generating a reproducible session key for encrypting datain a
data item for transmission to a remote communication device during a session,
wherein if the data item exceeds a selected batch size a plurality of batches of data are

transmitted during the session and encrypted with the same session key, comprising a
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2. The nethod of claiml1l wherein the determnistic algorithmconprises a
hash .algorithm 3. The nethod of claim| wherein the determnistic

al gorithm conprises a key derivation function. 4 The aim1l
conpri si Nt 19e5/HA#M0t | onal step, after step a., concﬂ@ﬁ‘gﬂoﬁgmﬁﬁ

portion of the data itemw th additional data. 5 The nethod of claim4
wherein the additional data is froma source external to he datthtem 6.
The met hod ofdaw;aomsmngdamasqugxmmecaaaamh@ﬁéﬂasfsqﬂs&le&r%

public key to the session key to generate.an e 7. A
system f or geia@rxmwgi%pmré}fpﬁpra?g sfr%%l%l’&ﬁn%@g? &%ﬂc?{%g I ng CJélm/arai n a
data itemfor trans 0 are 0 | K1k BEbsid

}#H;? aaéa ﬁsﬁﬂg IgFIéeﬁ]HQra%aﬁl Wﬂﬁ?kéﬁffoﬂ%\é 36 @ uflidfuk BEsRN

sessi on, wh&108igR 9 éxceeds a sel ected batch size a

plurality of ,bat f daStent.r @ansm tted during the session and
encrypted wt kﬁ P%Sg%igdgérée sessi on f(ey, conprising a -12 WO 2005/ 107140

PCT/ CA2004/ 002043 data processing device in comrunication with at_ | east one

nmenory for stringrye stefiaifal dibenwhadndhetersingtical peribasearpcey 2 B¢ yvi ng a
determnistic algorithmto all or a portion of the data itemto generate a

hash of the dagaithmem for use as a unique session key associated with the
data item 8. The systemof claim?7 wherein the determnistic algorithm

conprises a hash algorithm 9. Th e Lhgk
det er ni ni sti @-al gotl etSHPFF@(ﬂ%} Eerﬁ‘éaﬁ @é?%mﬁfl on ?unct 1 0 S0 107 The
system of cl n the processor further concatenates the portion

of the data ?43 H?Wqﬁngtb”&ﬁ ti onal data.

. 10.  The system of claim 7 wherein the processor further concatenates the portion

of the data item with additional data.

11.  The system of claim 10 wherein the additional data is from a source external

to the data itém.

12.  The system of claim 1 wherein the processor further applies a public key to

the session key to generate an encrypted session key.

13. A computer program product for use with a computer, the computer program
. | product comprising a computer usable medium having computer readable program
code means embodied in said medium for generating a reproducible session key for
encrypting message data, said computer program product having a. computer readable
program code means for reading the data item from at least one memory, and b.
computer readable program code means for applying a deterministic algorithm to all

or a portion of the data item to generate & hash of the data item foruse as a unique

session key associated with the data item.

14.  The computer program product of claim 13 wherein the deterministic

algorithm comprises a hash algorithm.

15.  'The computer program product of claim 13 wherein the deterministic

algorithm comprises a key derivation function.
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11. The system of claim 10 wherein the additional data is froma source
external to the data item 12. The systemof claim 1l wherein the processor
further applies a public key to the session key to generate ypt ed
session k 92%§U°ﬁﬁﬂonputer program product for use mﬁtﬁcih@8ﬁgﬂﬁ@§§ t he
conput er program product conprising a conputer usable medi um having

conput er readabl e program code neans e died in said nedium f
generating a ﬂ@proghEF%ﬂ@ﬁ§é§§$3W4E@FwFggﬁmgh ?ﬁﬂ?ﬁﬁsﬁﬁgggaéeﬁﬁﬁ&, sai d

d hawi . .
For "1 oadi ho. RORHEE B0 aeace paltp tReri T fun REGWAREAGRTEo"S

readabl e progg g\COde means for applying a determnistic algorithmto al

or a portion of the data itemto generate a hash of the data item for use
as a unique session key associated with the data item 14. The conputer
program produgt, of Th adriputer pbgrami produire ofieltiet hé wheartkincthe addjtiondl Hate ¢ofipumi ses
a hash algorithm 15. The conputer program product of claim 13 wherein the
det er mi ni st i ca sairgoexternahto épdatsidema key derivation function. -13 WO

2005/ 107140 PCT/ CA2004/ 002043 16. The conputer program product of claim 13

conprises conputer_readable program code means for.concatenati he
portion of tht8-dat&b¢ ?Wqﬁﬁftmogﬁ@iﬁrg%-}%\?&lﬂg{ ﬁ"%ﬁf’n%"o@&?’ﬂﬁ Eﬂrﬁ% ogr am

Po the dat a i oEA eoobil S Sie d AEREKeD B B shoich 8y FaBRURER T 0

conputer rea tmp&gg&@ﬁﬁgode means for applying a public key to the
session key to nerate an” encrypted session key.
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