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VALIDATION GATEWAY 

Background of the Invention 

Field of the Invention 

The present invention relates generally to computer systems, and more 

particularly to providing a m~g interface between one or more computer 

system environments. 

Related A.rt 

Telecommunications network products are servites provtcied by telephone 

companies that are carried on telecommunications networks. A widely known 
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example is dial-1 long distance voice service which allows a custom=: to dial a 

1 plus a ten digit number from his or her home telephon~ talk to a party who 
answm 1hc telephone on the line of the ten digit number dialed. and pay for the 

telephone call when billed at the end of the month. Although dial-1 is popular, 

other calling and payment options are sometimes preferable. For example, a 

calling card call allows an individual to make a call from a phone other than their 

home phone and charge the call to 1he ham.c phone account using 1he calling card. 

One such calling end payment option is debit calling which is also referred 

to as prepaid calling. Debit calling allows a customer to put funds in an account 

and have those funds debited each time a telephone call is made. Standard debit 

call processing includes verification of the account balance prior to connecting 

the c.a.ll and ongoing balance verification during the call. An example of a typical 

debit calling customer is a parent who purchases a debit calling card for a child 

away from home. 

Once a debit account is established, a customer may add funds to the debit 

account. Customers often add funds to their debjt accounts using credit cards. 

To add funds, a customer contacts the telephone company by dialing a telephone 

number that is ~d by a customer service representative or an operator and 

requests that funds be added to the debit account. The customer service 

representative or operator collects information from the customer and processes 

the request to add funds. In order to add funds, the customer must select a 

method of payment and the customer service representative or operator must 

obtain amhorization and enter thcs information needed to later bill the cusr.omer. 

If the customer chooses to pay for funds added to a debit account using a 

credit card, authorization for charges must be: obtained from the financial 

institution that provides the credit card account to the customer. Authorization 

to charge to a customer's credit card account is typically obtained by accessing a 

computer system owned by the financial institution. The computer system 

typically includes a database with customer account infonnation and one or more 

computer programs that can detmninc using the customer's account infonnation 

whether to authorize billing a panicular transaction to the customers credit card 

11 
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account. When the financial instimtion. autb.oriz.es a transaction, the telephone 

company teceives an authorization response cod~ which reflects a commitment 

!?om the financial institution that it will pay the telephone company for the 

services provided. 

Because the computer systems used by fumocial institutions communicate 

using a different protocol than the computer systems operating on 

telecommunicaiions networkst protocol convenion is needed for the computer 

systems operating on teleco11U1lunicatiom networks to automatically access the 

-computer systems~ by financial instillltions that e:ut.horiu billing transactions. 

A protocol is a standard that computer programs follow to be compatible with 

other computer programs. Protocols dcten:nine what information is transmitted, 

what timing "alues should be associated with the transfer of infonnalio.n, and 

what format should be used to transmit the information. A standard or protocol 

may be used throughout the telec:ormnunicatious industry or it may he owned by 

a private errtity for use with computer systems sold or operated by that entity. 

Teleco:mmunicatiom network components are available that allow 

communication between the computer systems operating on the 

telecommunications network and the computer systems used for financial 

institutions for real-time amhori7.a!ion of charges processed by a human operator. 

However, these components do not allow for real-time authorization of charges 

piocessed auromatically and they do not provide real-time updates to telephone 

company computer sySlexns that process billing for other telecommunications 

products. 

Computer systems used by telephone compaltles process billing 

<lifferently than the computer systems used by financial institutions. Typically, 

billing for a telecommunications product cannot occur Wltil after a call is 

c:omplete because "billing is dependent on the duration of the call. For example, 

when a customer uses a ealling card with added features, such as the ability to 

access news and weather, the processing of the billing for the call involves a two 

step process. First, the computer systems of the telecommunications network that 

process calling cards provide a record of the use of the calling card to computer 
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systems that process billing for the telephone company. Second, a switch, which 

is a component within thetelecommunicaions network. provides the call duration 

information to the telephone company billing computer systems. Then, the 

telephone company billing computer systems reconcile these records. 

However. unlike billing for a call using a calling card with added fcaiures, 

billing for a request to add funds to a debit account is not dependant on call 

duration. The customer requests to add a spcci:ficd amount to a debit account. 

The dumtion of the call affects the: amount of funds deducted from the account 

at the end of the call but not the amount added to the customer's account. 

Therefore. the addition of the specified amount to the debit account can be 

performed as a single transaction. Unfortunately, current telephone COIJJpmy 

billing computer systcmS are not programmed to process billing a single 

transaction. As a result, reconciliation of the records of the telephone company 

billing computer systems and the records of the financial institution's billing 

computer systems is currently not real·time. The process of reconciling the 

records of the telephone company billing computer systems and the finan.ciaJ 

institution's billing computer systcmS is referred to as settlement. 

Summary of the Invention 

The system and method of the present invention provide communication 

between telecommunications netWorks and computer systems used by financial 

institutions in mderto process customers' Rqucsts to pay for telecommunications 

services with their credit cards. Both real-time authoriution and settlement of 

charges are possible with the present invention. In addition. the present invention 

provides protocol conversion between a client server protocol used by 

telecommunication nc:tWorla and a x.25 protocol used by the computer systems 

of financial institutions. The protocol conversion allows communication for 

requests to bill using a credit card processed both by a human operator and 

automatically. 

rr 
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The system of the present invention com.prises a validation gateway that 

has a compute:rpmgnmi that provides for tbe 1mnsfer of messages and conversion 

of protocol to allow cammunicatlon between the telecommunications network 

that received the call and the com.pliter system used by the financial institution 

that provides ·the cust.omer with credit card services. The validation gateway 

operates in an i.ntcrexchange netWork to provide an interface between the 

.interexcbangenetworkand computer systems owned by financial .institutions. An 

intercxchange network is a telecommunications n.etWork that provides long­

distance telephone service and othertelecommunications services. 

The computer program on 1he validation gateway includes software 

modules that petform specified functions. Modules within the computer program 

of the validation gateway receive messages from and send messages to caller 

intenction processors. Caller interaction processoa are processors that allow a 

human operator to interact or interact directly with a debit customer to receive 

call processing information from the customer. Two examples of caller 

iDteraction processo.rs arc manual opemtorconsoles and setvie1: switchmg control 

points (SSCPs). The manual opc:ntor comole is a computer that is similar to a 

personal computer and is opemtcd by.a human operat.0r to provide the human 

operator with information m=ssaxy to request information from the customer and 

enter Wonnation :provided by the customer to process the call. The SSCP 

provides automated call processing for a debit customer who uses a keypad to 

entcrinfoimation that is received by the SSCP. 

The comput=' program on the validation gateway ·also includes software 

modules that send messages to and receive messages from the computer systems 

used by fi.Dancial institutions, which are referred to as financial processors. 

Finaneial processors are the computer systems used by financial institutions to 

authorl:ze charges to credit cazd ai:counts. These modules act as a single point of 

interface for the tramfer of multiple custolllers' messages between the validation 

gateway and the financial proc=s50r. 

In addition, the computcr}irogram on the validation gateway includes a 

module that c:onvert.c; between the protocol used by the caller intemction 
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processors and the proto~ol used by the" financial processors for credit card 

authorization. This module accepts validation request messases in a request 

infonnation format The module stares information received in the message and 

builds a card request message to send to the :financial processor. This module 

also accepts a card reply message from the financial processor, retrieves the 

stcICd information. and builds a validation response message to send to the caller 

interaction pro=ssor. 

The method of' the present invention comprises steps for receivingt 

converting prot.ocol. and sending messages to process cusunner credit card 

requests. The method of the present invention includes steps for receiving a 

validation request message from a caller interaction processor, building a card 

request message that can be understood by the financial processor, and sending 

the card request message to the financial processor. The method of the present 

invention also includes steps for receiving a card reply message from the financial 

processor, building a validation response message that can be understood by the 

caller interaction processor, and sending the validation response message to the 

c.aller interaction processor. 

The system and mechod of the .present invention is not limited to 

processing credit card authori%.ati<>n requests. The caller interaction processors 

are clients operating on a client server netWork. A client server nr:twork is a 

network or one or more computer systems that include multiple ¢lients which are 

controlled and monitored by one or more servers. In this case. the caller 

interaction processors are clients that arc controlled and monitored by operator 

network center computer systems, which are servers. In addition. the present 

invention may be used to communicate with any processor that is accessed via a 

packet switching netwnrk and is not limited to accessing a fmancial processor. 

Therefore, the sysimn and method of the present invention may provide protocol 

conversion between any client server protocol used by a client and any packet 

switching protocol used by a processor to allow message transfer. 

The system and method of the present invention also allows access by 

financial procc:ssotS to computer systems operated by the telephone company that 
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validate calling cards, piepaid cards, and other cards provided by that telephone 

company. The present invention accepts requc.tts from the network used by 

fmancial processms, typically an X.25 netWork, perf'onns a protocol conversion, 

uansmits tbt; request to the appropriate compmer system on the 

tclcconmnmicati.ons netWork. and provides a reply to the request.or via the x.25 

network. The modules of the computer progtam on the validation gateway 

perform the same functions, although in a diffm:nt order, to process these 

requests. 

Further features and advantages of the invention., as well a:i the structu.re 

and operation of variom embodiments of the invention. are described in ciCtail 

be.low with reference to the accompanying drawings. In the drawings, like 

reference numbers gcnc:rally indicate identical. functionally simiiar, and/or 

structurally similar elements. The drawing in which an element first appears is 

indicated by the leftmost digits in the corresponding reference number. 

FIG. 1 is a block diagram of an interface environ.-nent of a validation 

gateway according to a preferred embodiment of the present invention; 

FIG. 2 is a block diasra.m of the mucrure of a validation gateway of the 

interface environment of FIG. 1 according to a preferred embodiment of the 

present invention; 

FIG. 3 illustrates the message flow between a manual operator console 

and the financial processor according to a preferred embodiment of the present 

invention; 

F1G. 4 illustrates the protocol conversion from a client server protocol to 

X.25 according to a preferred embodiment of the present invention; 

FrG. S illustrates the protocol conversion from X.25 to a client server 

protocol according to a preferred embodiment of the present invention; 

FIG. 6 illustrates the message flow between the SSCP and the financial 

processor according to a preferred em.bodirnent of the present invention; 
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FIO. 7 illustrates me message flow for crea1ing a billing data record by a 

validation gateway according to a preferred embodiment of the present invention; 

FIG. 8 illustrates the message flow for validating a request message 

received on an X25 pemumcnt virtual circuit according to a :preferred 

embodiment of the present invention; and 

FIG. 9 illusttates the message flow for validating a request message 

received on an X2S switched 'Virtual circuit according to a preferred embodiment 

of the present mvention. 

Detailed Description of the Preferred Embodiments 

FIG. 1 is a block diagram of a validation gateway interface environment 

102 according to a preferred embodiment of the present invention. The validation 

gateway 130 provides access to the financial processor 132 to allow for credit 

card validation. 

The validation gateway interface environment 102 is one possible 

envirorunent of a validation gateway 130. The validation gateway interlace 

environment 102 described below includes the telecommunications netWork. 

necessary to process customer requests to add ftmds to a debit account. The 

validation gateway 130 allows the components of the telecommunications 

network to communicate with a financial processor 132. A financial processor 

132 is a computer system that provides authorization of credit card charges. The 

financial processor 132 typically uses X.25 protocol and can be accessed via an 

X.25 network. A typical call may be processed manually by a human operator 

using a manual operator console 122A or automatically via the service switching 

control point (SSCP) 131. 

The telecommunications network components include several 

telecommunications networks such as :first and second local exchange networks 

106 and 134 and an intereXchange network l l 0. The interexchange network 110 

comprises a plurality of switches including an interexchange network switch I 08 

and a bridging switch 112. In addition, within the interexchange network 110, an 

SKOF Ref. No.: 157S.22'0000 
MCl Ref. No.: COR.·96·011 
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automated call distributor (ACD) 114, an intelligent service network applications 

processor (ISNAP) 116, manual operator consoles 122A, 122B, .:. 122nr an 

advanced intelligent network gateway (AIN) 124, a service data point (SDP) 128, 

and the validationgmeway 130 are used tD process debit custamerrequesisto add 

funds to deb~t accounts that arc handled by a human operator. If 1hc validation 

request to add funds to a debit account is processed automatically, the SSCP 138, 

the SDP 128, the AlN 124, the validation gateway 130, and a billing data record 

(BDR) server 140 are used. Please refer to 1hc attJlched Glossary for a reference 

of acronyms and their definitions. 

The interface environment of a validation gateway 130 can best be 

deseribed referencing the processing of a typical call. The interface environment 

of a validation gateway 130 will first be cicscribed with reference to a typical call 

that is processed manually by a hwnan operator. 

A call is placed by a debit customer using a telephone 104. The call is 

received by a first local exchange n=tWOrlc 106. A first local exchange network 

106 comprises sWitches and termh;arion equipment within a localiz.ed area. An 

example of a first local exclmnge network 106 is a local telephone operating 

company network such as Bell Atlantic. The first local exchange network 106 

sends 1he call to an interexchange switch 1 O&A in an intercxchange network 110. 

Similar to the first local exchange network l 06, an interexclumge network 

110 comprises a plmality of switches, also referred to as exchanges, that are 

located throughout a geogmphie area. However. interexcbange networks 110 

t)'Pically comprise of switches throughout a.laige ge.ographic area to process lo.ng­

dista.ncc 1elcphone calls. For example, a national interexchangc network 110 

comprises switches located throughout the nation. When a call is routed to the 

interexchange network 110, it may be routed to one or more switches within the 

interexchange network. 

If the c:a1l is received by an exemplary interexchange network switch 

lOSA, the interexchange network switcb 108A V\ill route the call to a bridging 

switch l 12A: The bridging switch 112A will then route the call to the ACD 114. 

Alternatively if a bridging switch 112A receives the call, the brldr?ing switch 
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l 12A will route the call to the ACD U4. In other words, if the call is received 

by a bridging switch 112A, then the calf may go through only the bridging switch 

l 12A prior to being routed to the ACD 114. The switches in the interexchange 

network 110, including the inteiexchange network'switch l 08 and the bridging 

switch 1 llr may be implemented using DMS-250 switches manufactured by 

Nortel. 

After the bridging switch 112 sends the call to the ACD 114, the ACD 

114 communicates with the ISNAP 116 to route the call to a manual operator 

console 122A. Exemplary manual opeiator console 122A allows a human 

10 operator to handle one individual debit calL Manual operator consoles 122 are 

logically defined in software as being in groups. The ISNAP 116 selects a 

15 

manual opcmor console l 22A and ensures that incoming calls arc distributed 

among the logically defined groups. The ACD 114 provides switching 

functionality between the selected manual opemor console 122A and the 

interexchangc network 110. The ACD 114 may be implemented using the 

automated call distributor manufactured by Nortel. 

The ISNAP 116 communicates to the manual operator consoles 122 via 

operator network center computer systems. The prefeued embodiment of lbe 

present invention includes two operator network center computer systems, an 

20 operatOr network center wide area netWOrk (WAN) 118 and an operator network 

30 

center local area network (LAN) 120. The operator network center WAN 11 g 

and the operator cen~ LAN 120 assist the ISNAP 116 in directing the call to a 

manual operator console 122A. In addition, the opetator center WAN t 18 and 

the operator center LAN 120 sto.rc infom1atimi used to process ealls. Tbe manual 

opeiator consoles 122 conununicatc with 1he operator netWork center W KN 111 

and LAN 120 using UDPJJP. 

The manual operator consoles 122 are computer consoles that receive 

infonnationfi'om the operator network center WAN J 18 and the operator networlc 

center LAN 120 and provide the human operator (not shown) with the 

infonnation to address the debit customer's call. Unfonunately, the operator 

network center WAN 11 S and the operator netWork center LAN 120 do not 

. _, 
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include debit customer account info:rmation. The manual Operator CODSOJes 122 

need access to another computer system in order to obtain debit customer account 

information. 

The SOP 128 stores debit customer account information used for traffic 

5 handlhtg, service provisioning. and billhlg of debit calls. In accordance with the 

present invention. the manual opm1or console 122 accesses the SDP 128 via the 

AIN 124 a.ad the SDP LAN 128. In addition, the AT.N 124 also provides protocol 

conversiDll beLWeen 1ransmission cxmttol protocolfmtemet protocol (TCP/IP) used 

by the SDP 128 and user datagram protocoVmtemet protocol (UDP/IP) used by 

10 1hemanual opentorconsoies 122. 'IbeAIN 124 is described in Nrtherdetail in 

copending U.S. Application Attomey Docket No CDR-96-009 (1575.2240000), 

enti11ed "Advanced Intelligent Network Gateway" incorporated by reference 

herein. 

The selected manual operator console l 22A uses infonnation received 

lS ftom the SDP 128 to process the call If the cunomer is placing a debit call does 

not have sufficient funds in his or her debitaccoont, and wants to use a cmlit card 

to add funds. the manual opcnttor console must obtain authorization for the 

customer to charge to the credit card. Authorization of credit catd charges is done 

by a financlal processor 132. The financial processor 132 is accessed to process 

20 1he customer's request. refetted to interchangeably herein as a validation request, 

via the \lalidatia,i gateway 130. 

The validation ga1cway 130 tr:m$1ates between UDP/IP used by the 

manual operator comoles 122 and X2S protocol used by the financial processor 

132. The validation gateway 130 has a computer program referred to as a 

25 validation computer program. also refeaed to as a validation application 

(VAL.ID _APP), which perfonns message transfer and protocol conversion needed 

for a message to flow betvrreen the manual operator console i22A and the 

financial processor 132. VALID _APP includes software modules that interface 

with the manual operator consoles 122A, perform protocol conversion, and 

30 interface with the X.25 network used by the financial processor 132. 
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The pmeaed embodiment of the present invention perfonns translation 

between UDP/IP protocol and X.25 protocol. However, the present invention 

may pmorm protocol conversion between any client server protocol and any 

packet switching networlc protocol A client server protocol is a protocol that is 

used by a client server network, such as UDP/IP. A packet switching network 

protocol is a piotocol, such as X2S, that is used by a packet switching network. 

Therefore, the system and method of the present inycntion may provide message 

transfer and protocol conversion to any packet switching network protocol and 

is not limited to X.25 protocol. Although the system and method of the present 

invention is described with regards to X.25 protocol. the term x.25 protocol 

should be understood to refer to any prot'ocol used by a packet switching network. 

VALID _APP perlbrms the protocol conversion by building a card request 

message from a validation request message and by building a validation reply 

message from a card reply message. Initially, the manual operator console 122A 

sends a validation tequest message to request authorization to bill to a customer's 

credit cud. The validation request message comaim transaction data such as the 

customer's credit card account number, the credit card type, the expiration date 

of the credit card, and the amount the customer wishes to charge to the credit . 

card. The validation gateway converts the validation request message to a card 

request message which i.s sent to the financial processor 132. When the financial 

processor 132 has detennined whether to authorize the transoction, the financial 

processor 132 sends a card reply message to the validation gateway 130. The 

validation gateway 130 perfonns a similar function of converting the card :reply 

message to a validation reply message. The validation gateway then sends the 

validation reply message to the ·manual operator console 122A. The present 

invention is not limited to providing a protocol conversion for an authorization 

of a request 1o bill to a customer's credit card. Therefore, the term card request 

message should be understood to refer to any request message sent by a validation 

gateway 130 to a packet switching network. Likewise, the term card reply 

message should be understood to refer to any reply message received by a 

validation gateway ftom a packet switching netWork. The rnessage flow between 

. :: ~ 
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the manual openrtor console 122A and the validation gateway 130 will be 

described in more detail in the figuw below. 

The :financial processor 132 is a computer system that includes a database 

that stores credit card account information for credit card accounts. Mercbants 

and C!C)mpanies that accept credit cards purchase the seivices of a company that 

owns lhe capab~ty to access fmancial processors such as exemplary financial 

·processor 132. The company or bank mainta,jns credit ca.rd infonuation and 

guarantees that a merchant will be paid for an authorized transaction. When a 

request to charge to a mmomer~s credit card is authorized, the merchant receives 

10 an authorization response code which ean be used to ensure that the merchant will 

15 

20 

25 

receive payment for the authon= transaction. When the financial proces.mr 132 

receives a card request message from the validation gateway 130, it either 

a.uthomes or rejeet:s the transaction and responds with a card reply message to the 

validation gateway 130 i.Dcluding an authorization ~sponse code authorizing the 

charges or explaining why authorization was rejected. The flow and format of the 

cud request message and ca.rd reply message sent between the validation gateway 

130 and the &anclal processor 132 will be described in more detail in the figures 

below. 

After the manual operator console l22A ~as completed processing the 

call, it releases the call back to the bridging switch 112 via the ACD 114. The 

bridging awitch 112 connects the call to the receiver 136 via a second local 

exchange network 134. Similar to a first local exchange network 106, a second 

local exchange network 134 comprises switches and termination equipment 

within a localized area. The ·example used in illustrating a first local exchange 

network 106, a local Bell operating company network such as Bell Atlantic, also 

applies to a second local exchange network 134. 

A& mentioned previously7 a typical call may be processed manually by a 

human operator using a manual opcntor console 122A or automatically via a 

SSCP 138. The processing of an automated call is similar to that of a call 

30 processed manually by a human opcntor in that both calls originate at a telephone 

104. access a first local exchange network 106, and access an interexchange 
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neiwork switch 108 or bridging switch 112 in an intcrexchange network 110. 

However, automaied debit calls are not routed to a manual operator console 122A 

via an ACD 114, an !SNAP 116, an operator network center WAN. 118 and an 

operator center LAN 120. Automated debit calls are routed from the bridging 

switch 112. directly to a SSCP 138. 

The SSCP 133 ccmprises switching and automated response capability. 

The SSCP 138 receives a call from a bridging switch in much the same way as 

the ACD 114. However, unlike the ACD 114, the call does not need to be routed 

to a manual operator console 122A. The SSCP 138 has automated response 

capability that can prompt the caller for the infomiation needed much in the same 

"Way as a.humanoperau>rofthemanual opemtorconsole. The SSCP 138 :receives 

the information from the caller and has the ability to process the call using the 

infoz:mation. The SSCP 138 ma.y be implemented using an Ericsson AXE-10 

switched based platfonn with an automated response unit (ARU) enhancement 

Similar to the manual operator console 122A, the SSCP 138 needs debit 

amomer account information to process the debit calL Like the manual operator 

console 122.A, the SSCP 138 obtains this information from the SDP 128. If the 

SDP 128 indicates that additional Nada are needed in a debit account, the SSCP 

138 will prompt the caller to dctmnine if the caller would like ta add funds to the 

debit account. If the caller would like to add funds to the debit account, the SSCP 

13& accesses the financial processor 132 to validate the credit card via the AIN 

124 and the validation gatevn.y 130. 

Bec:amc the AIN 124 pelfmms protocol conversion between TCP/IP and 

UDP/IP, the ~tion gateway 130 performs protocol conversion between 

UDP/IP and X.25. Similar to a call processed by a manual operator console 

122A, V ALJD_APP perfonns protocol conversion between UDP/IP and X.2S by 

building a card request message from a validation request message and building 

a validation reply message from a card reply message. When the call is processed 

by the SSCP 138, the SSCP 138 sends a validation request message to request 

authoriz.ation to bill to a customer's credit card. The validation request message 

II 

I 
I 
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received by the validatfon gateway 130 is in the wnc fo.nnat and contains the 

same data fields as the message rcoeived frmn manual operator c9nsole 122.A. 

Like the call that is processed manually by a h\lll1an operator using a 

manual operator console 122A, when credit card validation is complete and fimds 

arc added to the customers debit account, the call is released back to the bridging 

switch 112 and is tenninated via a second local exchange network 134 to a 

telephone 136. 

The validation gateway 13_0 of the present invention is preferably 

implemented using a computer system 202 as shown in block diagram form in 

FIG. 2. The computer system 202 indudes one or more processors, such as 

pracessor 206 connecced to bus 204. Also connected to bus 204 is main memoxy 

208 (preferably random access memory~ RAM) and secondary storage devices 

210. The secondary storage devices210 include, for example. a hard drive 212 

and a.removable storage medium drive 214 (such as a disk drive, for example). 

Tho V AUD _APP is preferably a computer program that resides in main 

memory 208 white executing. When executing, this computer program enables 

the computer system 202 to perform the features of the present invention as 

discussed herein. thus. the VALID_ APP represents a controller of the computer 

system 202 (and of the processor 206). Alternatively, the VALID_APP is 

predominately or entirely a hardware device, such as a bard~ state machine. 

In one embodiment, the present invention is a computer program product 

(such as removable storage medium 216, representing a computer storage disk, 

compact disk, etc.) comprising a computer readable media having control logic 

recorded thereon. The control logic, when loaded into main memory 208 and 

execut.ed by processor 206, enables the processor 206 to perfonn the open.Wons 

described herein. 

FIG. 3 illustrates the sxuinual operator console 122A-finaiicial processor 

132 message flow 302. Messages sent between the manual operator console 

122A and the &ancial processor 132 are tmnsmitted via the validation gateway 

t 30. VALID _APP, which is the 'Validation computer program on the validation 

gateway 130, perfonns the message transfer and.protocol conversion needed for 
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a message to flow between the man'Qal operator console 122A and a flD3nCial 

processor 132. Prior to describing the manual operator cons.ole 122A-financial 

processor 132 message flow 302, an overview of the message flow between the 

manual operator console l 22A and the :financial processor 132 is provided 

highlighting the functions of the multiple software modules of the VALID _APP 

computer program. 

The mannal opemor console 122A·financial processor 132 message flow 

302 comprises a two part transaction including: (1) an authorization request sent 

from the manual operator console 122A to the financial processor 132 and (2) a 

reply1 with an authorization or rejection. from the financial processor 132 to the 

manual operator console 122A. Multiple software modules included in the 

VALID_APP computer program interface with the manual operator console 

122A. perfonn protocol conversion between UDP/IP used by the manual operator 

console 122A and x.25 protocol used by the financial processor, and interface 

with the x.2S network used by the financial processor 132. 

VALID _APP includes a client receive module referred to as the user 

datagram protocoVmtcmct protocol receive (UDP _R.ECV) module and a client 

send module referred to as the user datagram protocol/internet protocol 

(UDP _SEND) module that intmace with the manual operator console 122A. A· 

client receive module is a validation computer program module that receives 

requests from clients, such as caller interaction processors. A client send module 

is a validation. computer progmm module that sends replies to cliepts. The 

UDP _RECV module accepts requests for authorization of credit card charges 

from manual operator consoles 122. The UDP _SEND module :sends responses, 

including authorization or rejection of the credit card charge, received from the 

financial processor 132 to the manual operator consoles 122. Both UDP _RECV 

and UDP _SEND are single points of interface for all manual operator consoles 

122 and for the SSCP 138. 

VALID _APP also includes a validation module referred ro as a validation 

process (VALID _PROCESS) module. A validation module is a validation 

computer program module that perfonns protocol conversion needed for message 
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lnm!f'er between clients and processors. The VALID _PROCESS module 

perfonns protocol conversion needed for communication between the manual 

operator console 1~ and the financial processor 132. When the UDP _RECV 

module receives a validation request message requesting authori2ation of credit 

card charges :tiom the manual opetator console 122A. V AUD _PROCESS builds 

a cardzequest message U> send to tho financial processor 132 When the fimmcial 

processor 132 sends a card reply message either authorizing or rejecting charges 

associated with a particular transaction. V AUD _PROCESS builds a valida1ion 

r~ponse message to send via the UDP _SEND module to the manual operator 

console 122A. 

An additional module within the V AUD _APP computer program is a 

communications module referred to as X.25 communications process (X.25 

COMM_PROCESS) module. A communications module is a validation 

computer program module that i111crfaces with a packet switching nel.'WOJ'k, such 

as theX2S network. A communicatiOllS module is not limited to inter:ra.cing with 

an X2S nctwotk but may interface 9/ith a processor via any packet switching 

netw0rk. The X.25 COMM_PROCESS module interacts with the financial 

processor 132. The X.25 COMM_PROCESS module sends card request 

messages to the finmcial processor 132. In addition, the X.25 

COMM_PROCESS module forks out a child process which accepts card reply 

messages, with an authorization or rejectlo~ from the financial processor 132. 

When a module forlcs oat another module, the initial module, also referred t.o as 

a parent module, temporarily creates the second module, also referred to as a 

child module. The second module is typically temporarily created to handle a 

pal'ticular transaction and then eiits so that one module, the parent module, 

remains. 

Jn step 306, the manual opcmtor obtains a validation request to bill to the 
-, 

customer's credit card account. The customer calling on a telephone 104 is 

received by a manual opera.tor console 122A as described above. A human 

operator operates the manual operator console 122A. The hwnan operator 

collects transaction data from the cuscomcr~ Transaction dat.a is any data needed 

.'." 
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by the processor to pcrlonn the transaetion. Transaction data to perform a 

Customer requeat to charge to a credit card includes a customer credit card 

number, credit card type i.e., Visa, MastetCard, American Express, and expiration 

date. Ttamaction data may also include the customer's ad.dress or zip code for 

verification. In additicm, an authorization amount which is the amount to be 

billed to the customer's credit card is provided by the customer and is included 

in tramaction data. The human opera.tor enters the ttansaction data obtained from 

the customer in the manual operator console 122A. 

In step 308, the manual op=tar console 122A sends a validation request 

message to tbt: validation gatcway-130. The manual operator console 122A 

populates :fields in a validation request message, also referred to interchangeably 

hezeinas a request information message, with the ttansaction data obtallied by the 

customer. The fonnat for the validation request message is referred to as request 

infomiation message fonnat and is shown in Table 1 below. 

The validation request message includes fields, referred to as validation 

request fields, that are populated with tmnsacti.on data to identify the call. the 

customer, and the merchant. The request infonnation message format includes 

a .field ref med to as achMerchantID which is 16 characters. The achMerchantlD 

field is populated with a merchant identifier and a customer credit card account 

identifier. A merclwlt identifier iden1ifies the merchant that is providing the 

services that the customer is paying fOr using his or her credit card. The customer 

credit card account identifier, referred to interchangeably herein as a custom.er 

cedit cani account number, is typically a number 11-1 S digits long that identifies 

a customer credit card account. In addition. the request infonnation message 

fonnat includes a 2 character achCardType field which is populated with the type 

of credit cazd the customer is using, a 4 character achExpDate field which is 

populated with the expiration dat.e of the customer credit card, and a 9 character 

achZipCode field which is populated with the customer's zip code. The request 

information message also includes an authori:zation amount field entitled 

achAuthAmtLong which is 9 characters and is populated with the amount 

authorized by the customer. 

. .~ .. -) 
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Additional tramaciion data included in the validation request fields of the 

validation request message is used to identify and route the call. An example is 

the telephone rnunber that the customer called from which is-referred to as the 

call from number. The call from number is populated in the 16 character 

achCallFromNumber field. Another example of transaction data is the lUlDlber 

lhe customer is calling. also rcfeued to as the called to number, which is 

populated.in the 16 cbalacter achCallToNumber field. Additional transaction 

data is populated m the validation request fields of the validation request message 

as is shown in Table 1 below. 

1'ABLE1 

REQUEST-INF'O DEFJMI'JON 

cbPcktType Type of validation packet 0-Req I-Res 2-Force 

achlleqType(2) vatidatio11type0-BOC I-Collect 2-Third party 
J-Banlccard 4-Vaet 5-ICCN 6-ANBT 

achNwnber(24) phone# or card# (truncated to 22 in pack_telic} 

adLPin.(4) Perso.nalld Number 

achExpDate(4} expiration date 

achAutbAmt(4) - authoriution amount 

a.chConsNum(3) old console number 

~chSitcNum(l) old sito munber 

adihspon.se(4) respmUe ft.om 'Validator 

achZipCodc(9) Customcrzip code 

achCatlFromNumber(l6) Number customer is calling from 

achCaUToNumber(16) -Number customer is calling to 

achCardType(2) Credit.Card call type Visa, etc. 

achAutbCode(6) AuthoriZation code from NDC 

achAuthCenter(2) · Sour.cc of Authomation code 

chPoslndicator 'Point of aecess indicator 

achCustSubAcctNum(lO) Customer sub account number used for billing 

-_, 
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REQVEST-:INFO DEFJNJ1JON 

achServProvJD(4) Service Provider ID 

sScrviceType Type of service provider 1-V ALLIDBl 
2-V ALLIDB2 3-VALCS.14-V ALNDC S-V ALDAPl 
(,.V ALDAP2 7-VALHKT 8-V ALICCN 
9-VALCARDT.EL 10-VALAOCT 11-VALBT 
12-VALGLOBAL 16-VALCLAlR 17-VALCLAIRT 

cbMsgType Message Type of DAP type requests 

achSwltchID(3) Switehm. 

s achTl1Jl'.kGroup(5) Trunk Group . 
chANINaturcoft:all ANI nature of call for DAP validation 

chAddrcssNatOfCall Address Digit nature of call for DAP validation 

chRcstrictlndicator Provides nature of card restriction 

ehServiccJdcntifier Indicates service for which card is being charged 

10 chDapActionCode Action code response from DAP 

chDapDividACJFCodc ACIP code responso from DAP 

cbAMACode AMA Code used in OSR billing 

acbhsavedl(S) Future use 

acbReserved2(3) Future use 

15 chSuppCodeLength Binary field which is num of supp code digits 

achSuppCode(3S) Used in ONAT call request and Supp Code Resp 

achBusinessGroup(7) Used in ONAT call request and Supp Code Resp 

chNatSubAcldress NatUre of Address Indicator found in sub addr 

achSubAddress(30) Used in Supp Code Resp packet 

20 achlloutinglnfo(l) Binary nwnber used in Supp Code Resp packet 

achPartitionNum(l) Binary number used in Supp Code Resp packet 

chNoAnswerTimer Binary number used in Supp Code Resp packet 

achNCSJnfo(JO) Used in Supp Code Resp packet 

achTerminationlD(IS) Used in Route Resp paclcet 

25 achConsNumLong(4) 

achSiteNumLong(3) 
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REOllEST·INrO DEFINITION 

achMercbant!D(l6) NEW FIELD· MERCHANT ID 

acbAuthAmtLong(9) LARG~AUIHORIZA TION AMOUNTFlELD 
FOR ANSWER.NET••• 

In step 310, the validation gateway 130 converts the validation ICqUCst 

message from a client server protocol to X.25. In this case, the client server 

protocol used by the manual open.tor console. is UDP/IP. 

·nie protocol conversion is performed by multiple software modules of the 

VALID _APP computer program on the validation gateway 13 O. The validation 

request message is received by the UDP _RECV module of the VALID _APP 

computer program. The UDP _RECV module sends the validation request 

message to the VALID_PROCESS module which performs conversion from 

UDP/IP to X.25. The protocol conversion is performed by V Al.ID _PROCESS 

building card request message to send to the. financial processor 132. Further 

details of the protocol conversion and function of the software modules of the 

VALID_APP computer program are illustrated in FIG. 4. 

In step 312, the validation gateway 130 sends the card request message 

from the validation gateway to the financial processor 132 for authorization to 

charge to the customer's credit card account. The X.25 COMM_PROCESS 

module sends card request messages to the financial processor 132. In addition, 

theX25 COMM_PROCESS module forks out a child process which accepts card 

reply messages, with authorization data which is an authoriz.ation or rejection. 

from the financial processor 132. 

Although the X.25 COMM_PR.OCESS module is the primary module 

used for sending card request messages, the process of sending the message from 

the communications module involves several modules that are forked out from 

the X.25 COMM_PROCESS module. The process of sc.nding card request 

messages varies depending on whether the card request message is sent over a 

permanent virtual circuit or switched virtual circuit. A permanent virtual circuit 

is initialized upon system startup and remains as a permanent link between the 
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validation gateway 130 andanx.25 node(notshown)on theX.25 networkwhich 

interconnects the validation gateway 130 to the financial processor 132. A 

permanent virtual circuit remains as a permanent link until the system is 

shutdown. A switched ~rtual circui~ is initiafu:ed when a card request message 

is initiat.ed and terminated upon transminion of the validation response message, 

which completes the particular validation transaction. 

If a pcnnanent virtual circuit is used to transmit a card request message, 

the X.25 COMM_PROCESS module sends the card request message via the 

pczmancnt virtual circuit on the X.25 neiwork to the :financial processor 132. 

If a switched vlltwll circuit is used to transmit a card request me-;sage, the 

x.2S COMM_PROCESS forks outax.25 service out module. The X2.S service 

out module requests an X.2S link from the X.25 network that can provide 

interconnection with the financial processor 132. The X.2S COMM_PROCESS 

~ends the card request message to the X2S service out module. The X.25 sezvice 

out module sends the card request message to the financial processor 132 via the 

switched virtual circuit provided on the X2S network. 

In step 314, the :financial processor 132 sends a card reply message to the 

validation gateway 130. The validation gateway 130 receives the cud reply 

message in the communications module of the VALID _APP computer program 

on the validation gateway 130. 

If a penxument virtual circuit was used to transmit the card request 

message, the card tq>ly message is received an the same permanent virtual 

circuit. lhccmd reply message is received by the X2S COMM_PROCESS. The 

X2S COMM_PROCESS sends the card reply message to V AUD _PROCESS. 

If a switched virtual circuit is used to transmit a card request message, the 

card reply message is received on the same switched virtual circuit The card 

reply message is received by the X-25 service out module. The X.25 service out 

module sends the card reply message to VALID _PROCESS. The X2S scmce 

out module also sends a response received message to the X.25 

COMM_PROCESS. The X.25 service out module is used only for a particular 

validation transaction. 

.. ::) 
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In step 316, the validation gateway 130 converts the card reply message 

from the X.25 protocol to the client server protocoi. VALID_ APP receives the 

card reply message from the financial processor in the communicatiocs module. 

The communications module sends the card reply message ta the 

V ALlD _PR.OCESS module to perfmmprotocol conversion. VALID _PROCESS 

builds a. validation tcsponse message and sends the validation response message 

to UDP_ SEND. Further detail of the protocol conversion and function of the 

software modules of the VALID _APP computer progiam. is illusttated in FIG. 5. 

In step 318, the validation gateway 130 sends a validation response 

me:ssage to the manual operator consoJe 122A. The validation response message 

inchu:les an authorization response code which the monual operutor con.sole 122A 

uses to determine if the customer is authori7.cd to pay for the amount requested 

using the credit card. The operator enters information into the manual operator 

console 122A to send a message to the SDP 128 to update the customez's account 

to the new amount the customer c~ use for prepaid calling. 

FIG. 4 illusttates in more: detau the conversion from a client server 

protocol to a X.25 protocol 31 O. In the preferred embodiment of the present the 

conversion the protocol conversion that is performed is between UDP/IP and 

X-25. 

In the preferred embodiment of the present invention, the validation 

gateway 130 interfaces with either a manual operator console 122A or the AlN 

124 that communicates with the SSCP 138. Both the manual operator console 

122A and the A1N 124 communicate with the validation gateway 130 using 

UDP/IP. AJrh.ough the SSCP 138 uses TCP/IP, the AIN 124 performs a protocol 

conversion between TCP/lP and UDP~. Therefore. the validation gateway 130 

communicates with both types of caller interaction processors, ~e manual 

opemtor consoles 122 and the SSCP 138, using UDP/IP. As a result, the client 

server protocol in the preferred embodiment of the present invention js UDP/IP 

regardless of whether the caller interaction processor is a manual operaror console 

122A or the SSCP 138. In addition. the protocol conversion is performed as is 
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described with respect to FIO. 4 regardless of whether the call is received from 

the manual operator console 122A or th~ SSCP 138. 

In step 406, the validation request message is received by the client 

receive module of the V ALID_APP computer progmm. The client receive 

module is the module within the VALID _APP that receives validaDon messages 

:from the caller interaction processors such as the manual operator consoles 122 

of the SSCP 138. The client receive module is referred to as UDP _RECV when 

it is speciali.Ddfor receiving messages from client server networks using UDP/IP 

protocol as in this case. The UDP _RECV module is a single interface point for 

all caller intcmction processors including the manual opera.tor consoles 122 and 

the SSCP 138. The UDP _RECV module receives validation request messages 

from both types of caller interaction processors, the manual opera.tor consoles 122 

and the SSCP 138. 

In step 408, the validation tequest is aen.t to the validation module, also 

referred to as VALID_'PROCESS of the VAUD_APP. VALID_PROCESS 

receives the validation request message in the request information format 

described in Table 1 :from the client receive module. V AUD _PROCESS creates 

a card request message, using data in the validation request message. The card 

request message is in a format that can be understood by the :financial processor 

132. 

In step 410, VALID_ PROCESS retrieves the transaction data from the 

validation request fields of the validation request message. The transaction data 

includes the merchant identifier and customer credit card account idemifier 

retrieved from the ach Merchant ID field, the type of credit card the customer is 

using retrieved from the achCardType field, the c~mer credit card expiration 

date which is retrieved from the achExpDate field, the customer's zip code 

retrieved from the achZipCode field, and the amount the customer authorizes to 

bill to the credit card retrieved ftom the achAuthAmt field. The transaction data 

also includes the number that the customer called to which is Tetrieved from the 

achCallToNumber field and the number the customer called from which is 
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retrieved the achCallFromNumbet field. Additional transaction data is retrieved 

as is shown in Table 1 above. 

1n step 412. VALID_PROCESS stores the transaction data in a local 

message pending lisL A local mes.uge pending list is a series of addresses 

S associated ~thmemoey for temponry use for storing data. VALID _PR.OCESS 

stores the transaction data in lhe local message pending list while creating the 

card request message in that format that can be sent to the financial processor 

132. 

In step 414, VALID _PROCESS builds a card request message. Because 

10 the validation request message cannot be undmtood by the financial processor 

132, the V AL1D _PROCESS builds a card request message that can be understood 

by the financial processor 132. The card rcquest_message includes the fields 

achCardType of 2 characters that is populated with the type of credit card, the 

achMerchantJD field of 16 cbamclers that is populated with the merchant 

lS identifier and the customer credit card acc.ount identifier, and the acbExpDate 

field of 4 characters that is populated with the expiration date of the customer's 

credit card. The card request message also includes the achCallToNumber field 

of I 6 characters which is populated with the called number and the 

acb.CallFromNumber field of 16 characters which is populated with the number 

20 CAiled from. Addi1i.onal fields are included in the card request message~ shown 

in Table 2 below. 
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TABLE 2: CARD REQUEST 

REQtJEST-INFO DEl'lNITION 

achMes.,ageID(3) Constant= •mt" 
achR.cfercnceNum(6) 2 most significant chars - NDC use, 4 least significant 

chars • our use 

a~hCudNum(22) Card or Phone Number. Left justified and space 
filled 

acbExpDate(4) MMYYformat 

byPOSindicator Constant 'T' 

achAcquiringlCA(6) 4 digit ICA number with trailing zeroes 

achTransCode(2) Constant • "T" (telephone Transaction) 

achAmtOfTrans(9) XXXXXXXYY means XXXXXXX dollars and YY 
cents 

by Filler Space filJed 

acbMerchantlD(16) Right justified, zero filled 

achCarc1Type(2) 2 digit code per Appendix B 

achTermTimeDate(l 0) HHMMSSMMDD blank if unavailable 

achCustRefNmn(B) Assigned by Customer, blank if unavailable 

achAuthCenter(l) Authorization Center, e.g., "DC" 

achDiscData(24) Disc:retionaiy Data. Space filled 

achPINBlock(l 6) Optional. Cardholdcr PIN ANSI Block. Left 
Justified, spaco tilled 

achProduct<:ode(28) Optional. Loft Justified, Zero tilled 

achAddVerData(29) Address Verification Data, Optional 
Fim 9 positions = 9 digit ZIP or S digit ZIP+ 4 
spaces Remaining= first 20 chars of address. USP 

achCallTcNurnbcr(l 6) Used by FPS to screen 

achCallFromNwnber(l 6) fraudulent calls 

In step 416, VALID_PROCESS sends the card request message to a 

cormnwlications module refmed to as X.25 COMM_PROCESS of the 

V ALID_APP. The X.25 COMM_PROCESS sends card request messages to the 

financial processor 132. The X.25 COMM_PROCESS is a single point of 

.. , .. ·· 
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interface for sending card request messages from the validation gateway 130 to 

the financial pmcessor 132. The X.25 COMM_PROCESS sends card request 

messages as was described in step 312 of FIG. 3. 

FIG. 5 illustrates the conversion from x.25 protocol to a client server 

protocol. 

In step 506, the validation gateway 130 receives a card teply message 

from the financial processor 132 in the X25 COMM_PROCESS module of 

V AI.ID _APP. The process for receiving a card reply message is dcscn"bed. in step 

314 ofFIG. 3. 

In step SOS, the X.25 COMM_PROCESS module sends the <:ard reply 

message to V AUD _PROCESS. V ALID_PROCESS converts the message from 

a card reply message to a validation response message. In addition, similar tO 

sending a message from the manual operator console 122A to the financial 

processor 132, when a message is sem from the financial processor 132 to the 

manual operator console 122A, V AUD _PROCESS converts the message from 

X2S to the client server protocol, UDP/IP. The format for the card ieply message 

is provided in Table 3 below. 

TABLE3: CUU>lUPLY 

RErLY·lNFO DEPINlTfON 

ac.hMessageID(3) Constant= "1'03" 

achReferenccNum(6) Tn.nsaction reference number 

achRevQueNwnber(6) Key to n:versal queue entry. If blank, transaction 
is not elip1>1e for reversal 

bylWpCode Reaponse cod~ per appendix B 

acb.Authcode_R.ejec!R.eason(6) Authorization code (if approved) or rejection 
reason code {if rejec.ted) 

achEDCJuliaoDay(3) If approved, dato returned 

ach.ActQuaJifia(l) b.~ 

AchTcrmTimeDate(l 0) blank 

AchCustRetNum(8) blank 
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REn ir-INFO DU'INTIION 

achNdcSeqNurn(cS) . blank 

achCumTotal(lO) blank 

a~hActNwn(22) blank 

byAddrVerResult 1 char code resulting from address verification 

byAuthSrcCode Authorization source code 

byPOSindicator •c• = Swiped, 'T' =Manually keyed, ' • = none 

In step 510, V ALJD _PROCESS retrieves authori7.ation data from the card 

reply message. AuthoriD.tion data is either an authorization code or a reject . 
reason code coxresponding to a reason for the rejection. If' the authorization is 

approved, an authomation code is retrieved :from the achAuthcode _ RejectR.eason 

field which is 6 characters. If the authorization was rejected, a reject reason code 

corresponding to the reason for the rejection is retrieved from the 

achA.uthcodc_RJ:jectReason field which is a 6 character field. Additional 

authorization data includes the authomation source code which is contained in 

the byAutbSrcCode field. 

In step Sl2, VALID _PROCESS maps the reply data retrieved ftom the 

card reply message to an authorization respomc code. The manual operator 

console 122A cannot process the authorization code and the reject reason code. 

The financial processor 132 has the capability to provide many authorization 

codes and response codes that are useful in various different applications. 

However, the manual operator console 122A needs less specificity in the reason 

for the authomation or rejection to process the call. VALID PROCESS has a list 

of response codes that can be understood by the manual operator console 122A 

or SSCP 138. VALID_PROCESS maps either the authorization code or the 

reject reason code to an authorization response code. An authorization response 

code can be understood by the manual operator console 122A or the SSCP 138 

and provides information indicating whether the transaction was authorized. and 

if not, the reason for the rejection. 
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J.n step S14. V AUD _PROCESS retrieves tnmsaction data from the local 

message pending list. VALID _PROCESS stored transaction data in. tb.e local 

message pending list during the processing of the validation request message sent 

from the manual operator console 122A. 

5 In step Sl 6. V AUD _PROCESS builds a validation response message 

using the transaction data retrieved from the local message pending Jist and the 

iesponse code. In step 412 of FIG. 4, V AUD _PROCESS stored the transaction 

data in a local message pending list. VALID_PROCESS now retricves·the 

1J3DsSCtion data &om the local message pending lisl VALID_ PROCESS builds 

10 a validation response message using the retrieved transaction data and the 

authomation code obtained in step 514. 

15 

In step 51 g, VALID _PROCESS sends the validation response message 

to 1he client send module. The client.send module is capable of sending messages 

to client server networks suCh as the operator service network. In this ease the 

client send module is referred to as the UDP_ SBND module because the client 

server protocol is UDP/JP. The UDP _SEND module is a single point of interface 

for sending validation response messages to caller interaction processor... The 

UDP_ SEND module sends validation response messages to both the manual 

operator consoles 122 and the SSCP 138. 

20 FIG. 6 illustrates the SSCP 13& tinancial processor 132 message flow 602. 

The SSCP 138 sends a message to the financial processor 132 via the AIN 124 

and the validaiio.n gateway 130. The AlN 124 provides translation between 

TCP/JP used by the SSCP 13& and UDP/JP used by the manual opmtor consoles 

'122. The convmion process of th.eAlN 124 is described in further detail in U.S. 

25 Patent Application Attorney Docket No. CDR-96-009 (1575.2240000), entitled 

"Advanced Intelligent Network Gateway" incorporated by reference above. The 

validation gateWay 130 translates between user UDP/IP used by the manual 

opetator consoles 122 and X.25 protoeol used by the financial processor. 

In step 606, the SSCP 138 obtains a customer request, refmed to as a 

30 validation request,. to bill to the customer's credit card account. The customer's 

call is received by a SSCP 138 as described above. The customer enters 
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transaction data using lhe keypad of the telephone l 04. The SSCP 138 collects 

ttansaction data ftom the customer. Trinsaction data includes a customer credit 

card number, credit card type i.e., Visa, Mastercard, American Express, and 

expiration date. Transaction data m,ay also include the customer's address or zip 

code for yerification. In addition, an authorization amount which is the amount 

to be billed to the customer's credit card is provided by the customer and is 

included in tnmsaction data. 

In step 608, the SSCP 138 sends a validation request message to the 

validation gateway 130. The SSCP 138 sends the validation request mes.sago to 

the validation gateway 130 after qu=ying the SDP 128. In order to allow a 

customer to establish a prepaid call, the SSCP 138 queries the SDP 128 to 

dctcnninc if the customer has sufficient funds in bis or her prepaid card account 

tq place the call. If the customer bas insufficient funds1 the SSCP 13 8 gives the 

customer the option to add funds using a credit card. If the customer selects to 

add funds to his or her prepaid card ac.count using a ciedit card, the SSCP 138 

collects the tramaction data and seads the validation request message. 

The SSCP 138 sends the validation request message to the AlN 124 for 

conversion from TCP/IP protocol to UDP/IP protocol. After converting the 

validation request message from TCP/IP protocol to UDPnP protocol, the AIN" 

124 sends the validation request message to the validation gateway 130. 

The validation request message sent from the AIN 124 to the validation 

gateway 130 is in the.same fonnat and contains the same information as the 

validation request message sent from the manual operator console 122A to the 

validation gateway 130 described in FIG. 3. As with the validation request 

message sent from the manual operator console 122A, the validation request 

message sent from the AIN 124 contains transaction data obtained from the 

customer. Like the validation request message sent from the manual operator 

console 122A, 1hc validation request message sent from the AIN 124 includes a 

16 character achMerchan® field which is populated with a merchant identifier 

and a customer Ciedi.t card account identifier, referred to interchangeably herein 

as a customer credit card account number. The merchmlt identifier identifies the 

·.,; 
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merchant that is providing the services that the cust0mer is paying for ming his 

or her cremt card account. 'fhe customer credit card account number identifies 

a customer credit card account. Also, like the validation request message sent 

from the manual operator console 122.A, the validation request message sent from 

the AIN 124 includes a 2 charm:ter achCardType field which is populated with 

the type of credit card the customer is using, a 4 character achExpDate field 

which is populated with the expiration date of the customer credit card, and a 9 

character achZipCode field which is 9 populated with the customer's zip code. 

In addition, lilc:c the validation request message sent from the manual operator 

CQl'ISO}e l22A, the valida1ion requeSt message sent from the AlN 124 includes an 

authorization amount field. achAutbAmtLong, which is 9 characters and is 

populated with the amount authorized by the customer. 

Like the validation requeSt mess.age sent from the manual operator 

COD.SOie 122A, the validation request measage sent from the AIN 124 also 

contains additional 1raDsaction data Used in processing the call. In the pref med 

embodiment of tho present invention, the transaction data used for call processing 

in the validation request message sent from the SSCP 138 is the same as the 

tramaction data used for call processing .the is sent in the validation request 

message :fiom the manual operator console 122A. Both the call from number and 

the call to number are populated in the validation request message from the AIN 

124. The call fromnumber is populated in the 16 character achCallFromNumber 

field The call to number is populated in the 16 character achCallToNumber field. 

Additional traDSBCtion data is populated iii the validation request message as is 

shown in Table 1 above. 

In step 610, the validation gateway 130 converts the validation message 

from a client server protocol to a x.25 protoCoL Similar to processing v~idation 

request messages sent from the iiUlnua1 operator console 122A, VALID APP 

pcrfonns the protocol conversion. 1he process for protocol conversion is the 

same for messages sent from the Dlmiual operator console 122A and the SSCP 

138. The process for converting from a client server protocol 10 a X.25 protocol 

is described in FIG. 4. 
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In step 612. the validation gateway 130 sends a card request message to 

the fulancial processor 132 for authorization to charge to the customer's credit 

card account. Similar to processing a request sent by a manual operator console 

l~ the financial pro~r 132 authorizes or rejects the transaction using 

customer account information stored in a database. Similar to processing a 

request that originated from the manual operator console 122At a card request 

message resulting from a request by the SSCP 138 In'1Y be sent to the finu.ncia.l 

processor 132 on a permanent vinual circuit or a switched virrual circuit on the 

X.2S network. The process for sending a card request message from the 

validation gateway 130 is the same whether the request origillates from a manual 

operator conso!e 122A or a SSCP 138. Both the process for sending a card 

request message iom the validation gateway·130 to the financial processor 132 

on a pcnnancnt virtual circuit and the processor for sending a card reques~ 

message on a switched virtual circuit are described in step 312 of FIG. 3. 

In step 614, the financial processor 132 sends a card reply message to the 

validation gateway 130. Similar to the processing of a request originating from 

a manual opentor console lllA. the validation gateway 130 receives the card 

Teply message in the communications module ofV ALID _APP. Like processing 

a request 1i'om a manual operator console 122A. the card request message is · 

received by a child X.25 COMM_PROCESS if a permanent virtual circuit was 

used and by an X.25 service out module if a switched virtual circuit was used. 

The process ior receiving card reply messages is the same regardless of the type 

of originating or terminating caller interaction processor. The pxoccss for 

receiving a card reply message is described in further detail in step 314 of FIG. 3. 

I.a. step 616, the vali4ation gateway 130 converts the card reply message 

from x.25 protocol to the client server protocol. Like processing requests 

originating from and terminating to a manual operator con&oJe 122A, 

VALID _APP performs a protocol convenion from the X.25 protocol to the client 

server protocol for requests originating form and terminating to an SSCP 138. 

A)so, like processing requests originating from and tenninating to a manual 

operator console 122A, the c1ient sezver protocol is UDP/IP because the AIN 124 
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convetts &om TCP/IP used by the SSCP 138 to UDP/IP. Further detail of the 

protocol conversion is illustrated in FIG. 5. 

ln step 618, the validation gateway 130 sends a validation response 

message to the SSCP 138. Like a validation response message sent to a manual 

operator co~le 122A, the validation response message to the SSCP 138 includes 

an authorization response code which the SSCP 138 uses to detennine if the 

customer is authorized to pay for the amount requested using the credit card. If 

the customer is authorized to charge the requested amount, the SSCP 138 sends 

message t.o update the dar.abase in the SDP 128 to reflect in the customer's 

account the new amount that the customer can use for prepaid calling. 

Insmp 620, the validation gateway 130 writes a.non-billable billing data 

record (BDR). The present invention allows settlemem to be complete when the 

credit card authorl7.ation is complete. Settlement refers to completion of 

processing needed to bill the customer. In prior art syscems. settlement was 

complete when a BDR was combined with an OSR (operator service record) and 

was processed by billing systems. An OSR con'tains call time and otbcT call 

related information and is written by a switch upon completion of a call. A BDR 

contains credit card information and is written by a manual operator console 

122A. Although settlement is complete when credit card authori7.ation is 

complete in the present invention, the BDR and OSR arc written and sent to 

notify billing systems that settlement is complete. 

When the call is band.led by an SSCP 138, the validation gateway 130 

sends a teQUest for dowmtteam systems to writ.e anon-billable BDR that conWns 

the cmlit card information. In order to process both calls from manual operator 

consoles 122, that do not have non-billable BDRs written by the valida1ion 

gateway 130, and the SSCP 13 8, that does have a non-billable BDR written by the 

valid.at.ion gate 130, the validation gateway must be able to determine which type 

of caller intexactiou processor sent the c8n. The validation gateway does not 

write a non~billablc BDR for calls processed by the manual operator console 
... : . \ . ~ 

l22A because the non-billable BOR is written by the manual operator console 

l 22A after the validation response message is received. 

.. _,. 
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1he cbServiceidentifier field of the validation request message is used by 

the validatiou gatcWay 130 to c:letennine whether the call was sent by a manual 

operator console 122A or an SSCP 138. If the chServiceldentifier field is 

populated with a 1, the call was ~t from the SSCP 138 and the validation 

S gateway 130 writes a non-billable BDR. If the chServiceldentifier field is 

populat.ed with a 0, the call was sent 1iom a manual operator console 122A and 

the validation gateway 130 docs not write a non-billable BDR. 

Afk:r the validarinu gateway 130 receives the validation request message, 

the validation gateway 130 stores information received in the validation request 

10 message, including the 0 or 1 populated in the chServiccldentificr :field, in a local 

message pending list. Storing of infornmion in the local message pending list 

was described in step 412 of FIG. 4 which applies to procc:ssing a call from both 

th~ manual operator console 122A and the SSCP 138. When the validation 

gateway 130 receives a canl reply message from the financial processor 132» the 

IS validation gateway retrieves the transaction data, including the O or 1 that was 

populated in the chServiceldentifier field, from the local message pending list. 

The validation gateway 130 detezmines whether a non-billable BDR must be 

written based on whether the chScrvicc Identifier field is populated with a 0 or 

a 1. 

20 If the chService Identifier field was populated with a 1, after the validation 

gateway 130 sends a validation res~ message to the SSCP 138. the validation 

gateway 130 writes a ~·bill~blc B~R. A keyword in a validation con.figuration 

file is used to start the process to write DOll-billable BDRs. Writing a non-bill&hle 

BDR by the validation gateway 130 involv~s the validation gateway 130 sending 

25 a BDR write request to the BDR database sezver 140 and receiving a BDR write 

response from the BDR database server. The process for writing non-billable 

BDRs is described in further detail in FIG. 7. 

In step 622, the validation gateway 130 sends the BDR write request to the 

BDRdatabase server 140. The BDR database server 140 contains a database that 

30 stores non-billable BDRs. The non-billable BDR is written to that dalabase. A 

._, 
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network information distribution service (NIDS) database server configuration 

file is used to determine to which BDR. server 14{) to write 1he non-billable BDR. 

FIG. 7 illustrates creating a BDR. by a validation gateway 130 message 

flow 702. The validation gateway 130 writes a BDR for a validation request 

5 originating from an SSCP 138. As discussed in step 620 of FIG. 61 the validation 

gateway 130 cletermiDes that the validation request originated from an SSCP 138 

if. the chServiceldentifier field is populated with a 1. Additional details of the 

process for determining whether the validation request message originated from 

an SSCP 138 are provided in step 620 ofFIG. 6. 

10 In step 706, the validation gateway 130 writes a BDR write request. The 

BDR write request is sent by the VA.LID _PROCESS module of the VALID _APP 

computer program on the validation gateway 130. As mentioned, a BDR contains 

credit card information and is used by billing systems to determine that settlement 

is complete. The BDR write request is a request to the BDR database server 140 

1 S to write a non-billable BDR. . 

In step 708, the V AI.JD _PROCESS module sends the BDR write request 

to the non-b1ocldng applicati011(NBAPP) module. The credit card information 

needed to write the BDR is sent in the BDR write request The NBAPP module 

is forked out by the VALID _PROCBSS module to act as an interface from the 

20 V AUD _PROCESS module to a client process module (CLPROC). The NB APP 

module is a validation computer program module that acts as a single point of 

interface farall messages tmnsferred between the V AUD _PROCESS module and 

the CLPROC module. The NBAPP module ensures that messages sent between 

the V AUD _PROCESS module and the CLPROC module do not block: by 

25 monitoring the message and providing timing. 

In step 710? NBAPP sends thcBDR write request to CLPROC. The BDR 

database server 140 is part of the network infonnation distribution service 

(NIDS). NIDS is a computer system that is also part of an interexcbange network 

110 and is used to perforin various call processing functions for 

30 telecommunications services. NIDS uses a protocol referred to as Network 

Information Distri.bution Service (NIDS) Sequenced Packet Protocol (NSPP) 

.> 
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protocol. Because the BDR sezver 140 needs the BDR write request to be in a 

format compatible with NSPP, the CLPROC module packages the BDR write 

request for NSPP. The CLPROC module is the validation computer program 
module that provides the NSPP interface which includes timing, packaging the 

s message, and waiting for a response. Packaging the message in a format that can 

be undemood by NSPP includes converting the protocol of the message, parsing 

the message, and converting the headm of the message. 

In step 712, the CLPROC module sends the BDR write request to aBDR 
service. The BDR service is the computer program on the BDR database server 

IO 140 which collects BDRs to send to downmeam systems for billing. In this case, 
because the BDR is for a credit card transaction.. no billing is necessary. 

Sealement needed to bill the customer is completed at the time of authorization 

of the credit card charges by the financial processor. As a result, the BDR service 

creates a non-billable BDR to show that settlement has been completed. 'Ibo 

IS BDR is refemd to as a non-billable BDR because no billing results from the 

BDR. 

In step 714, the BDR service writes the non-billable BDR. The non­

billable BDR is stored in a database on the BDR server 140. The non-billable 

BDR is pro~sed by billing systems similar to other BDRs, however, no billing 
20 results from the proccssmg of a non-billable BDR. The non-billable BDR merely 

provides information that indicates settlement is complete. 

Instep 716, the BDR service sends aBDR write response to a demultiplex 
process (DEMUX_PROCESS) module. The DEMUX_PROCESS module acts 

as a single point of intc:rf4ce for validalion requests from various customers. The 

25 DEMUX_PROCBSS module is the validation. computer program module that 

manages the packets received from the BDR service on the BDR database server 
140 and ensures that packets are identified based on the client that sent the 

request. The DEMUX_PROCESS module determines wbich validation request 

is associated with a particular packet received from the BDR service. The 
30 DEMUX_PROCES.S module sends the packet to a response queue com:sponding 

to the cucrtomer that the request was received from. The BDR write request is a 

.. ~ 
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message that responds indicating whether the non-billable BDR was successfully 

written by the BDR databme server 140. 

lu step 718, the DEMUX_PROCESS module sends a BDR write response 

to the CLPROC module. The CLPR.OC module acm as an interface for sending 

the message to the NBAPP module. Again,, the Cl.PROC module provides 

timing and packaging of the message. 

In step 720, the CLPROC module sends the BDR write response to 

NBAPP. NBAPP again acts as an interface between V AUD _PROCESS and 

CLPROC. 

In step 722. the NBAPP sends the BDR write response to the 

VALID _PROCESS module. When the VALID _PROCBSS module receives the 

BDR write tespome, writing of the non~billable BDR is complete. 

FIG. 8 illustrates the message .flow for validating a request message 

received on an X2S permanent virtual circuit. The validation gateway 130 

receives a request from the x.2S .network to validate a card issued by the 

telephone company. Examples of cards issued by a telephone company ue 

calling cards, prepaid. cards, and international calling cards. The cards are 

validat.ed by computer systems on the telecommunication network. Requests to 

validate these cmls may come from a packet switching network. such as the X.25 

netwo~ and protoeol conversion is needed to enable the computer systems on 

telecommunications netWOrk to process the request. 

Similar to requests sent :&Om the validation gateway 130 to the packet 

switching network. requests ·se.nt from the packet switching network to the 

validation gateWay 130 comprise a tvm part transaction including: (1) a request 

sent from the packet switching netfuOrk to a telephone company card database and 

(2) a reply, with an authorization OJ-rejection, from the telephone company card 

database to the packet switching network. .The same software modules of the 

validation computer program VALID _APP are used to perform the protocol 

conversion from X.25 and the client server protocol used by the telephone 

company. 
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Also, similar to requests sent from the validation gateway 130, the pl'eSCilt 

invention is not limited to providing a protocol conversion for an authorization 

of a request to use a card issued by a telephone company. The present invention 

may be used fo.r protocol conversion for any request sent from a packet switclllng 

network to a client server netWork. Therefore, the term telephone card request 

message should be understood to refer to any request message sent by a packet 

switching network to a validation gateway 130. Likewise, the term telephone 

card reply message should be understood to refer to any reply message sent from 

a validation gatcWay 13 0 to a packet switching netWork. 

Jn step 806, the X.25 COMM_PROCESS receives an telephone card 

request message from the X.25 network. 

In step 808, the X.25 communication module sends the telephone card 

request message to the V ALID_PROCESS module. The VALID _PROCESS 

module perfonm the protocol conversion from X2S to the client server protocol 

that can be used to ~with the local database or data applications processor 

(DAP) to be queried. The process for protocol conVCESion is described with 

respect to FIG. 4. 

In step 810, the V AI.ID _PROCESS sends a local database query to a local 

database. The local database is a telephone company card database. A telephone 

company card database contains customer account information used in validating 

a card issued by a telecommunicatiom company. Information contained in a 

telephone company card database includes customer account info:nnation such as 

customer nmnc, calling card number, and account balance. The local database 

query is a queiy to detcmiine using information in the local database whether the 

card is valid 8nd, in the case of prepaid cards, whether sufficient funds are 

available in a customer's account to process a call. The local database either 

authorizes or rejects the customer's request to bill using the card issued by the 

telephone company. 

In step 812, the local database sends a local database queJY response to the 

VALID _PROCESS module. The local database query response indicates whether 

the customer is authorized to bill using the card issued by the telephone company. 

. : .... 
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However, the local database is only one type of telephone company cani database. 

CUstomer account wormation for cards issued by a telephone company may also 

be maintained by adata. appli.cations processor(DAP). If1he local database quezy 

is database not found or data not found, the customer account information may 

be stored on the DAP for that particular type of C&ld. If the local database query 

contains a response, the VALID _PROCESS module next perfonns step 818. 

In step 814, if the local database query response is database not found or 

data not found, V AUD _PROCESS sends a data applications processor (OAP) 

query to the DAP. Some cards that are issued by telephone companies, such as 

calling cards, are not validated using local databases. These cards are validated 

using a database on a OAP. The DAP contains customer account infonnation 

similar to the local database such as customer DaIJle, customer account number 

and account balance. If the response to the local database query is database not 

found or data not found, then the account information for the card may be 

main'tained on the database on the DAP. Validation of the calling card is done by 

responding to the DAP query. 

Instep 816, the CAP sends aDAP query response to V ALID_PROCESS. 

The DAP quezy response indicates whether the customer is authorized to bill 

using 1he card issued by the telephone company. 

In step 818, V ~ID:_PROCESS sends a telephone card reply message to 

the X.25 COMM_PROCESS module. VALID _PROCESS converts tbe message 

from the client server protocol to an X.25 protocol that can be understood by the 

computer system that sent the telephone card request message via the X.25 

network. The process for protocol conversion is described in further detail with 

respect to FIG. S. 

In step 820, X.25 COMM_PROCESS sends a telephone .card reply 

message to the JC.25 network. 

FIG. 9 illustrates message flow for validating a request message received 

on an X.25 switch virtual circuit. A validation 1equest to validate a card issued 

by a telephone company may be received on either a pennanent virtual circuit or 

a switch vimud circuit from the X.25 network. If the call is received on a switch 

. , 
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virtual circuit, the process is .slightly different than if the call is received on a 

permanent virtual circuit. 

In step 906, a parent x.25 service in module :eceives an telephone card 

request message from the X.25 netWork. A parent service in module is a module 

that is forbcl out by the X.25 COMM_PROCESS module. However~ unlike 

other modules that are forked out, the parent service in module is not limited to 

a particular transaction. The X.25 COMM_PROCESS module forks out the 

parent X.25 service in module when the system is initiated and the parent X.25 

service in module is used until the system is shut doVYD. 

In step 908, the pa:ent X.25 service in module forks out a child x.25 

service in module. The parent X.25 scnice in module sends the request message 

to the child X.25 service in module for processing. 

In step 910, the child X2S service in module sends the telephone card 

request message to V AUD _PROCESS. Similar to messages requesting 

valida1ion of cards issued by telephone companies that are received on pemianent 

virtual circuits, requests that are transmitted to the validation gateway 130 on 

switch virtual circuits require protocol conversion. V AI.ID _PROCESS perfonns 

the convmion from X2S to the client server protoc.ol used by the local database · 

or OAP to be queried. Tue process for protocol conversion is described in :further 

de1ai1 with respect to FIG. 4. 

In step 912, VALID_ PROCESS sends a local database query to a local 

database. Similar to processing requests received on permanent virtual circuits, 

requests m:eived on switch virtual circuits need to access the appropriate 

database where customer account information is stored in order to validate or 

deny the request. Cu.~tomer accoiint information such as customer name, account 

number7 and account balance arc stored on a local database for some cards issued 

by telephone companies. The local database query is a query to determine using 

information in the local database whether the card is valid and, in the case of 

prepaid cards, whether sufficient funds are available in a customer's aecount to 

process a call. The local database either authorizes or rejects the customer's 

request to bill using the card issued by the telephone company. 

·_;. 
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In step 914, the local database sends a local database query respome to 

VALID _PROCESS. The local database query response indicates whether the 

card issued by the telephone ~ompany is valid. Similar to processing a request 

received on a permanent virtual ~the customer account information may be 

stored on a DAP. If the customer account iafonnation is stored on the DAP, the 

local database queey response is database not found or data not fowld. lf the local 

database query contains a response, the V AUD _PROCESS module next 

performs st.ep 920. 

In st.ep 916. i!the local database query response is database not fo'und or 

data not found, V ALID_PROCESS sends a DAP query to the DAP. Regardless 

of whether the card request message was received on a permanent vktual citcUit 

or a switched virtwd circuit, if the customer account information is stored on the 

OAP, a DAP query must be sent to the DAP for authoriz.ation. 

In step 918, the DAP send aDAP query response to V AUD _PROCESS. 

The DAP query response indicates whether the customer is authorized to bill 

using the card issued by the telephone company. 

In step 920, VALID _PROCESS sends a telephone card reply message to 

the child 'X.25 service in module. Similar to processing of other messages. 

VALID _PROCESS provides protocol conversion. ln this st.ep> the protocol 

conversion is from the client server protocol to X.25 protocol. The process for 

protocol conversion is described in :furtber detail with respect to FIG. S. 

In step 922, the child X.25 semcc in module sends a telephone card reply 

message to the X.25 network. The telephone card reply message is sent on the 

switch virtual circuit that was used for sending the request. Use of the switcli 

virtual circuit ends when the transaction for a particular request is complete. 

Jn Step 924. the parent X.25 service in module terminates the child X.25 

service in module. The child X2S service io. module is used for processing only 

one particular transaction. When tfuit ti'ansaclion is complet.edt the parent X2S 

service in module terminates the diild X.25 service in module. 

The system and method of the present invention may be used in 

processing a validation request tn pay for telecommunication services other than 

·.·" 
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prepaid services with a credit card. For example, customers could pay end of the 

month bills using credit cards by dialing in to a manual or automated platfom 

that accepts credit card information. Similar to the processing of request.! to add 

funds to a debit account, the validation gateway 130 would receive the request 

from the telecommunications net.work and send the request to a financial 

processor 132 via an X.25 network. Processing of the request to be sent to a 

financial processor 132 is the same regardless of the services being paid for if 

validation req_uests are received from 1he AlN 124. 

The system and method of the present invention is also not Iimi1ed to 

providing an inter:IBcc for transactions between interexchange networks 110 and · 

financial processors 132. The system and method of the present invention may 

be used whenever communication is needed between a client server network and 

a- network using X.2S protocol. The validation gateway can perform message 

transfer and protocol conversion between any computer systems requiring 

message transfer and client server to X2S protocol conversion capabilities. 

If the present invention is used to 1ransfcr messages thatperfomi :functions 

other than credit card validation, the transaction data. included in the validation 

request and response messages and the card request and reply messages would be 

transaction data needed for the particular transaction. For example, if the present 

invention is used to perform protocol convetSion for messages scat from a remote 

automated unit on a client server network to a database on an X.25 network to 

make a reservation. on a particular airline flight if a seat is available, the 

transaction data in one embodiment of the validation request and response 

messages and the card request and reply messages would include a partic;ular 

airline, date, and flight number. 

Embodiments of the validation gateway c:aninterface with networlcs using 

any type of client server protocol such as UDP/IP. In addition, the validation 

gateway is not limited to intafacing with networks using X.2S protocol. The 

system and method of the present invention can provide message transfer and 

protocol conversion for any packet switching network protocol 

:;.-' 
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In addition, the system and method of the present invention may be 

implemented using various formats for the v&lidation request message, the 

telephone card request message, the telephone card reply message and the 

validation reply message. The validation request message need not be jn request 

information format. Any foimat containing information needed to process a 

credit card request can be lL~. Similarly. the telephone card request message 

and telephone card icply messages need not be in the format specified as long as 

the telephone card request message and telephone card reply message contain the 

information necessaiy to obtain reply authorization and can be understood by a 

processor accessed via a packet switching network. In addition,. the validation 

reply message does not need to be in request information fonnat. Again. if the 

information needed 10 process a reply is included in the message, the format of 

the message can be used with the present invention. 

Another embodiment of the present invention does not require that a non~ 

billable BDR is writtm. Because settlement occurs real-time with authori7.alion, 

a BDR is not needed to process 1he customer billing. Therefore, an embodiment 

of the present invention does not include a non-billable BDR being written by 

either a manual operator console or validation gateway 130. 

In an additional embodiment of the present invention, authodzation 

requests are processed automatically by automated operator consoles rather than 

the SSCP 138. Automated opuator consoles, also referred to as automated 

response units, are used to process many antomat.ed telecommunications services. 

The system and method of the present invention roay be used with any caller 

interaction processor that can obtain information needed from the customer to 

process 1he call. 

The system and method of the present invention may also be used with an 

X.2S COMM_PROCESS that does not fork out a child process or service in 

process. The X2S COMM_PROCBSS is a &ngle point of interface between the 

VALID _PROCESS and the X.2S netWoxk- Any module that cen perform the 

interface functions between VALID _PROCESS and the X.25 network or o?her 

packet switching network may be used. 

._, 
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While various embodiments of the piesent invention have been described 

above, it should be. understood that they have been presented by way of example 

only, not limitation. Thus the breadth and scope of tho present invention should 

not be limited by any of the above-described exemplary embodiments, but should 

be defined only in accordance with the following claims and their equivalents. 

Ii 
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Glossary 

Automated Call Distributor 
The ACD provides switching functionality between the 
selected manual operator console and the interexcbange 
nenvork. 

Advanced Intelligent Network Gateway 
The advanced intelligent network gateway is a computer 
system that provides message transfer and protocol 
conversion allowing communication between the manual 
operator consoles and the SDP. 

Billing Data Record 
A tecot'd used in processing customer bills that is written by 
the caller _interaction processor or the validation gateway. 
The BDR contains credit tard information for billing 
purposes. 

Client Process 
Tbe CLPROC module of the VALID _APP computer 
pmgram provides interface and timing for transferring 
messages between the validation gateway and the BDR 
server. The CLPROC module also packages 1he message 
for the recipients either the validation gateway or the BDR 
server. 

Demultiplex Process 
The DEMUX_PROCBSS module of the VALID _APP 
computer program receives response packets for multiple 
credit card authorization transactions from the BDR server 
and sends the packets to the response queue associated with 
the particular authomation transaction. 

Local Arca Network 
The LAN assi~ in the distribution of calls among the 
manual o~ consoles and provides infonnation to the 
manual operator c011Soles to be used in the processing of 
calls. 

Intelligent Service Network Applications Processor 
The ISNAP selects a manual operator console and ensures 
thal incomiue calls are distributed among the logically 
defined groups of manual operator consoles. 
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NBAPP: Non-Blocking Application 
The NBAPP module of the VALID APP computer 
program traDSmits non-blocking calls between the 
validation gateway and the BDR server. 

NIDS: Network lnfonnation Distribution Service 
NIDS js a network that distributes infoxmation such as a 
client-server network. 

NSPP! Network lnfo:mation Distribution Service (NIDS) 
Sequenced Packet Protocol 
NSPP is a session oriented, guar.mteed delivery, packet 
exchange protocol NSPP provides communications with 
client-server programs which use UDP flP. 

OSR: Operator Service Record 
A record used in processing customer bills that is written by 
a switch and contains call time and another call related 
information. 

s SDP: Secvice Data Point 
The SOP stores customer account infonnation used for 
traffic handling, service provisioning, and billing of debit 
calls. 

SSCP: Service Switching Control Point 
Comprises switching and automated response unit 
capability. The service switching control point provides 
automated processing of debit calls by interacting directly 
with the caller who enters infonnation in 1he telephone 
keypad •. 

TCAP: Transaction Capabilities Application Part 
TCAP refers to a TCAP message that complies with the 

. ANSI SS7 ISUP industry standard and is used to transfer 
infomaation between the manual operator consoles and the 
SDP. 

TCPnP: Transmission Control Protocol/Internet Protocol. 
TCP/IP is the protocol used by the SDP. 

UDP/IP: User Datagram Protocol/Int.cm.et Protocol 
A client server protocol used by the manual operator 
consoles. 

10 UDP_RECV: User Datagram Protocol/Internet Protocol Receive Module 
A module of the V ALJD _APP computer program that 
receives messages from caller interaction processors on 
client server networks using UDP/IP protocol. 
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User Datagwn Protocol/Internet Protocol Send Module 
A module of the V ALID_APP computer program that 
sends messages to caller intemction processors on client 
server networks using UDP/IP protocol. 

Validation Application Computer Program 
A computer program that processes validation requests 
from the callcr_irlteraction processors {either manual 
operator consoles or the SSCP). The validation application 
QOmputer program converts the validation request message 
into a card request message that can be processed by a 
fimmcial processar. The validation application computer 
program sends~ card request message to the financial 
processor mid receives a~ reply message from the 
financial proce!sor responding to the card request message. 
The validation application computer program then converts 
the card reply message to a validation response message 
and sends the response to lhe caller interaction processor. 
VALID_ APP performs protocol conversion between 
UDP/IP and X.25. 

Validation Process Module 
V Al.ID _PROCESS is a module of the VALID _APP 
computer pro~ that builds card request messages using 
validation request messages received from a caller 
interaction processor. In addition, VALID _PROCESS 
builds validation response messages using card reply 
messages received. ftom a financial processor. 
VALID _PR.OCESS prtn1ides the protocol conversion 
between UDP/JP and X.25. 

Wide Area Network 
The WAN mists in the distribution of calls among the 
manual opmtor consoles and provides infoanatio.n to the 
manual opezator consoles to be used in processing calls. 

X2S Commtb1.ications Process Module 
The prinuuy module of the VALID _APP computer 
program for sending card request messages to the financial 
processor. X.25 COMM_ PROCESS forks out a child 
process~ accepts the card reply messages from the 
financial processor. The child X.25 COMM PROCESS is 
tennmated When the validation transaction is-complete. 

,.• 
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What Is Claimsd Is: 11111111 flllll 111111111111 lilt 
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1. A method for billing a· customer credit card account, comprising the steps 

of: 

(a) receiving by a validation gateway a validation request message 

contalning transac1io11 data from a caller interaction processor; 

(b) converting said validation request message from a. client server 

protocol to a packet switching netWOrk protocol; 

(c) sending a cmd request message from said validation gateway to a 

financial processor for authori7ation to charge to said customer credit card 

account; 

(d) recei\fing by said validation gateway a card reply message from 

said financial processor; 

(e) converting from said packet switching netWork protocol to said· 

client server protocol; and 

(f) sending a validation response message from said validation 

gateway to said caller interaction processor. 

2. The method of claim 1~ further comprising: 

(£) 'Writing by said validation gateway a billing data record; and 

(h) sending said billing data record from said validation gateway to 

a network information distribution service database server. 

3. The method of claim 1, wherein step (a) comprises: 

obtaining by a callei: interaction processor said validation iequest to bill 

said customer credit card account; 

collecting transaction data by an opera.tor; 

entering said transaction data into said caller interaction processor; 

sending by said caller intcmction processor said validation request 

message to bill to said customer credit card account; and 

. _ _..;. 
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receiving by said validation gateway a validation request message 

containing transaction data; 

wherein said caller interaction processor comprises a manual operator 

console. 

4. The method of claim 1, wherein step (a) comprises: 

obtaining by a caller interaction processor said validation request to bill 

to said customer credit cisrd account; 

collecting transaction data by said caller interaction processor; 

sending by said caller interaction processor said validation request 

message to bill to said customer credit card account; and 

receiving by said validation gateway a validation request message 

containing transaction data; 

wherein said caller interaction processor c:omprises a. service switching 

cQlltrol point or an automated respame unit 

S. The 1t1ethodofelaim l. wherein step (a) comprises: 

populating by said caller interaction processor one or more validation 

request fields in said validation request message with said transaction data 

obtained by said caller interaction processor from a CUST.Omer or custol!lct ciedit 

card.; and 

sending by said caner immction processor said validation request 

message to said validation sateway. 

6. The method of claim 1, wherein step (a) comprises: 

populating by said caller interaction processor a merchant identifier field 

in said 'Validation request message with a merchant identifier associated with a 

service provider and a custo~er credit card account identifier obtained from a 

customer or a customer credit card; 

-----------
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populating by said caller intcmction processor an authorization amount 

field in said validation request message with an authorization amount provided 

by said customer to be billed to said customer credit card account; 

populating by said caller. interaction processor one or more validation 

request fields in said validation request message with additionBI transaction data; 

and 

sending by nid caller interaction processor said validation request 

message to said validation gaieway; 

wherein s~d validation request message is in a request information 

format 

7. Tho method of claim 1, wherein step (b) comprises: 

:receiving by said validation gateway from said caller int.eraction processor 

said validation request message; 

retrieving transaction data irom said validation request message; 

storing said 1ransaction data in a local message pending list; and 

building a card request message using said transaction data. received in 

said validation request mcs~age. 

8. The method of claim, l wherein step (b) comprises: 

receiving by a client receive module of wd validation computer program 

on said validation ga~y from said caller interaction processor said validation 

request message; 

sending· said validation tequest message from said client receive module 

to a validation module of said one or more validation computer programs on said 

validation gateway; 

retrieving transaction data from said validation request message by said 

validation module; 

storing by said validation module said transaction data in a local message 

pending list; 
----·---------· 
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building by said validation module said card request message from said 

transaction data in said validation request message; and 

sending said card request xnessegc from said validnfion module to a 

communications module of said validation computer program on said validation 

gateway. 

9. The method of claim 1, wherein step ( c) comprises: 

sending said card request message from e. communicatiolUI module of a 

validation computer program on said validation gateway to said financial 

processor. 

10. The method of claim 1, wherein step ( d) comprises; 

receiving by a communications inodule of a valida~on computer program 

on said validation gateway a card reply message from said financial processor. 

11. The method of claim 1, Wherein step (e) comprises: 

receiving by said validation gateway from said financial processor said 

card reply message; 

retrieving reply data ft:om said card reply message; 

mapping said reply data to an response code; 

retrieving transaction data from a local message pending list; and 

building a validation response message using said transaction data from 

said local message pending list and said response code. 

12. The method of claim 1, wherein step (e) comprises: 

receiving by a communications module of a validation computer program 

on said validation gateway from said financial processor said card rej>ly message; 

sending said card reply message from said communications module to a 

validation module of said validation computer program on said validation 

gateway; 

111111111111111111111111111111 
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retrie"ing authorization data from said card reply message by said 

validation module; 

mapping said authorization data from said card reply message; 

rettieving transaction data from a local message pending list; 

building by said validation mQdule a validation response message usmg 

said transaction data in said local message pending list and said response code; 

and 

sending said validation response message from said validation module to 

a client send module of said validation computer program on said validation 

gateway. 

13. The method of claim 2, wherein step (h) comprises: 

sending by a validation module of a validation computer program on said 

validation gateway a billing data record write request to a non-blocking 

application modules; 

sending by said non-blocking application module said billing data record 

write request to a client process module; 

sending by said client process module a billing data record write request 

to a billing data record sc:rvice; 

sending by said billing data record service a billing data record write 

response to a demultiplex process module; 

sending by said demultiplex process module a billing data record write 

response to said cUent process; 

sending by said client process module a billing data record write response 

to said non-blocking application module; and 

· sending by said non~blocking application module a billing da1a record 

write response to said validation module. 

14. A method of converting a message :from a client server protocol to a 

packet switching network protocol, comprising the steps of; 

-----------·--------·-----
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(a) receiving by a client receive module of a validation computer 

program on said validation gateway ii'om a client of a. client server network a 

validation request message; 

(b) sending said validation request message ftom said client receive 

module of said validation computer program to a validation module of said 

validation computer program on said validation gateway; 

(c) retrieving transaction dat.a ftom said validation request message 

by said validation module:; 

(d) storing by said validation module said tmnsaction data in a local 

message pending list; 

(e) building by said validation module a packet switching network 

compatible request message from said transaction data in said local message 

pending list; 

(f) sending said packet switching network compatible request 

message ftom said validation module to a communications module of said . 
validation computer programs on said Validation gateway; and 

(g) sending said packet switching network compatible request 

message from said commua.ications module of said validation computer 

programs on said validation gateway to a packet switching network. 

IS. The method of claim 14, wherein step {g) comprises: 

sending said packet switching network compatible request message from 
said communications module on said validation gateway to said packet switching 

network via one or more permanent virtual circuits between said validation 

gateway and said packet switching network. 

16. The method of claim 14, 1Urther comprising: 

forking out anX.25 service out module by said communications module; 

sending said packet switching network compatible request message from 

said communications module to said X.25 service out module; and 

11111111 llllll Hiil lllll ll llll 
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sending by said X.25 service out module said packet switching netwotk 

compatible request message to said packet switching network via one or more 

switched virtual ciicuits connecting said validation gateWay and said packet 

switching netWOrk. 

17. A method of converting a message from a packet switching network 

protocol to a client server protocol, C:ouiprising the steps of: 

(a) receiving by a communications module of a validation computer 

program a reply message from a packet switching nenvork; 

(b) sending by said communications module said reply message to a 

validation module of said validation computer program; 

(c) retrieving uansaction data from a local message pending list; 

(d) building by said validation module a validation response message 

including said response code; and 

(e) sending said validation r~nse message from said valida1ion 

module to a client send module of said validation computer program. 

18. The method of claim 17, wherein step (a) comprises: 

receiving said reply message by said communications module of said 

validation computer program from said paclcet switching network via one or more 

pennancntvirtualcircuits. 

19. The method of claim 17, wherein step (d) comprises: 

te1ricving tmnsaction data and teply data by said validation module from 

said reply message; 

selecting by said validation module a response code that conesponds to 

said reply data received in said reply message; and 

building by said validation module a validation response message 

including said response code. 
------------····-
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20. The method of claim 17, further comprising the following steps that are 

lO be performed before step {a): 

receiving by an X.2S s~ce out module of said validation computer 

program on a validations gateway a reply D:lessage from said packet switching 

network; and 

sending by said X.2S service out module said reply message to said 

communications module of said validation computer program on said validation 

gateway. 

21. The method of claim 17, further comprising the following steps that are 

to be perfonned before step (a)~ 

receiving by an X.25 service out module of said validation computer 

program on a validations gateway a reply message from said packet switching 

network via one or more switched virtual circuits; and 

sending by said x.25 service out module said reply message to said 

communications module of said validation computer program on said validation 

gateway. 

22. A method of validating a request message received by a computer using 

a client server protocol from a computer program using a packet switching 

network protocol, comprising the steps of: 

{a) receiving by a commvnications module of a validation computer 

program a request message froni a paclcet switching network; 

(b) sending by said communications module said request message 

to a validation module of said validation computer program; 

{c) seDding by said validation module a local database qucty to a local 

databa.ice; 

( d) receiving by said validation module a local database queiy 

icsponsc ftom said local database; 

I lllf Ill If fllf 1111111111111111 
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(e) if it is detennincd in step (d) that said local database query 

response is database not found or data not found, sending· by said validation 

module a data applications processor qUCI)' to a data applications processor; 

(f) if in step (c) said data applications processor query is sent, 

receiving by said validation module a data applications processor queiy response 

from said data applications processor; 

(g) sending by said validation module a reply message to said 

communications module; and 

(h) sending by said communications module said reply message to 

said packet switching network. 

23. A method of validating a request message received by a computer using 

a client server protocol from a oomputer program using a packet switching 

n.etWOrk: protocol, comprising the steps of: 

(a) receiving by a parent X.2S service in module of said validation 

computer program a request message ftom a packet switching network; 

(b) forlcing out by said parent X.25 service in module a child X.25 

service in module; 

(c) sending by said child X.25 service in module said req~t 

message to a validation module of said validation computer program; 

(d) sending by said validation module a local database quay to 11 local 

database; 

(c) receiving by said validation module a local database qutty 

response from said local database; · 

(f) if it is determined in step (e) that said local database qUC'IY 

response is database not found or data not found, sending by said validation 

module a data applications processor query to a data applications processor, 

(g) if in step (f) said da1a applications processor query is sent, 

receiving by said validation module a data applications processor query response 

from said data applications processor; --·---
I/fl/I~ /Ill~ llffiiil-
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(h) seru:ling by said validation module a reply message to said child 

X.25 service in module; 

(i) sending by said child X2S service in module said reply message 

to said packet switching network; and 

G) terminating said child X2S service in module by said parentX.2S 

service in module. 

24. A method for responding by a processor accessed via a packet switching 

network to a request sent by a client on a client server network, comprising the 

steps of: 

receiving a validation request message containingtran.saetion data; 

converting said validation request message from a client server 

protocol to a packet switching network protocol; 

sending a converted request message to said processor via said 

packet switching network; 

receiving a reply message from said processor; 

converting said reply message from a packet switching network 

protocol to a client server protocol; and 

sending said validation response message to said client on said 

client server network. 

25. A cornputer system network, comprising: 

a service data point for storing debit customer accowit 

information; 

an advanced intelligent network gateway coupled to said service 

data point; 

one or more operator network center computer systems coupled 

to said advanced intelligent network gateWay; 

a validation gateway coupled to one of said one or more operator 

network center computer systems and coupled to a processor via a packet 

switching networki and 

11111111 llJlfl IHJ I lllf 111 f 111 
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one or more operator consoles coupled to one or more of said 

operator network computer systems. 

26. A computer system network. comprising: 

5 a service data point for storing debit customer account 

10 

15 

infonnation; 

an advanced intelligent network gateway coupled to said service 

data point; 

one or more operator network center computer systems coupled 

to said advanced intelligent network gateway; 

a wlidation gateway coupled to one of said one or more operator 

network center computer systems and coupled to a processor via a packet 

switching .network; and 

a service switching conttol point coupled to said service data 

point. 
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