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WD 2004/ 079986 PCT/|B2004/ 000626 -1 5 Long-term
secure digital signatures TECHN CAL FI ELD The present
WO pooeit9986 i s related to a nmethod, conputer deRCTEB2064MH0626

systemfor digitally signing an el ectronic docunent

that is to be kept secure fpr a long time period. The

invention also relates to a nethod for verifying an

el ectroni ¢ docunent 10 that has been dlgl tally

si gned. BAGm@dierorsecureiigitabRIgnRAtUERS m)re

docunents are stored electronically. This often

involves a digital tinme-stanping nechanismin order

[ he docunent or its content to a particular

TECHN&@AEF@LE’U me. To minimze the risk that either the

data or the time-stanp 15 can be tanpered with at a

| ater date a cryptographic digital signature is used
The presenpimtentionbist helekedndnt 8. methaeht eomppfyl deviceorand system for

dlgltallﬁeué?#lﬁ)lﬁa}: r? %&e;gi%g&ﬁggo%ﬁfﬁéﬁ'ﬁ]ﬂélt "Erﬁéet;dée\lf%@t %.egﬁf’ ugé?r Qr]gng time

I'me-'stanpi ng e 1 nc es
period tTInkslimthrctlmklsoarel‘HmBrty a methodﬂ‘oswaniﬁ,dngardemoﬁTmla dbcument
Si ner The device is adapted to store to the nenory
that h oty S -
RaY $8¥%Deen tine-stanmped by the
time- stanper, with a tinme obtained from the trusted
clock, and digitally signed with a digital signature

BACKGROWNE OF JHEAINGENTEIN However, at present the
requirenent that a user is legally liable for
docunments that he/she di gitally signs and that the

dogunments remain secure f er. -
More a1t WA, A TERT B8 S0 lbiREITHE Ftan infHlyes = dioia
time- staﬁ?ﬁplmﬁgeln@écﬁalh%ml m Lcﬁdeﬁ&l?Cthbl dbahnmmm cifs content to a
ersona graphi ¢ token It shou
partlc%%rs@@law iﬂa‘@r&ﬂaﬁaﬂgzesﬁ &nréﬁ f@t\/ﬁ'{]}% u%re'ffke time-stamp
can beCE’Jh%?@Fed Whirs at GALtBe JfafE Qae@rykbtoéﬂaﬁmél'd{glﬂéllaélgnature is used to
ogr aphi ¢ hardware token whi Ch acts as a signing

PFOteC‘dbotftéleme@S a smart card).

US Patent Application Publication US 2002/0120851 Al refers to a device and
method for data time-stamping. The device includes a trusted clock, a memory, &
time-stamper and a digital signer. The device is adapted to store to the memory
data that has been time-stamped by the time-stamper, with a time obtained from
the trusted clock, and digitally signed with a digital signature by the digital signer.

However, at present the requirement that a user is legally liable for documents that
he/she digitally signs and that the documents remain secure for a long period of
time, for example at least 30 years, can not be fulfilled, because of the limited

computational power of personal cryptographic tokens.

It should not be possible to create any signature without the users consent. This
can be forced by an individual cryptographic hardware token which acts as a

signing device (e.g. a smart card).
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WD 2004/ 079986 PCT/ | B2004/ 000626 -2 5 Current
hardware tokens of this type are restricted in terns
w@boogomesd at i onal power which neans that di gi PEI/1B2004/000626
signatures with very |arge key | engths cannot be
conputed within an acceptabje tinme. It. is an object
of the present invention to create and verify digital
gnatures that are secure for a very. |

Current, 4rAyare tokans intie Lty aé?y'ﬁﬁsé'@ﬁ?téﬂhlrb%e%ﬁs OF ‘computational
power %Yéi eng sﬁ?érﬁﬂlgpfglggjr%w%d%tgzy% 998 rgerkey %g%ﬁﬁ'é?annot be

compuﬂé@TWltBiZO@lzl/aﬁoaﬁzble ties SUMVARY AND ADVANTAGES OF THE
I NVENTI ON I n accordance with the present invention,
there is provided a nethod for digitally signing an
T& Y el 0 Q§§Satures that
It is an Bﬁf) cf:%? t?]e [grcéggﬁpimjse‘?{g dnrrg(?lg!—%@w %I'IE\Y PCTH&P ng gtures tha
are seaqrk squ;mang/ewt ﬂnragftuma, dakjngalintoi gacabune fu’wre cryptographic

devero g A 5T R 1B AT M G D

signature that is |l ess conputationally intensive in
its generation than the first digital signature. In
nost cases the second digital signature is based on a
shorter cryptographic key then the first digital
signature. The electronic docunent and the first
digital signature or part thereof can be provided to
a client conputer where under use of a cryptographic
token the second 15 digital signature which depends on
the content of the electronic docunent and the first
digital signature or the part thereof is generated.
This allows a presenting or displaying of the

el ectroni ¢ docunent to a user, who can review the

el ectronic docunent and sign it with an individua
cryptographic token, for exanple with a smart card,
whi ch belongs to the user and is also referred to as
signing device. 20 The cryptographic token can be
related to a user group which then shares one
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crypt ographi c token making the group or a departnent
I'iable. The digital mark can conprise a uni que nunber
woOhed4/07®86 sequence nunber, a tine- stanp, or RCYAB2064/000626

derived thereof. The digital mark allows a uni que
nunber to be allocated whi,ch | ater on can be used for
revocati on purposes. 25 Thg ‘signed el ectroni ¢ docunent
can additionally be S|gned with a third digital

nature or a further ﬁlta nmark, i.e. after the

SUMMAR eA\NPaéDyAblﬂ_é\@EsrﬂfsT%@ MENEIONer f or med where t he

first digital signature was created, e.g. at a

In acco%ﬁces(/\ﬁm"tﬁ@ pPEsertt! lﬂ(}@ﬁﬂbﬁ Sedréeis. prm/‘?décﬁ\éoﬁ@tlh@d‘ for digitally

rocess could be sinplif because it would allow an
signing ealsl eiecitreylcr doowrendrfor dQnDt teren S@CHriEY dnrpPpses QomRrfdng the

seps AP Sy P B o1 SR STt g gonaure e

electromltf‘@i@dum@ntenme/ phaded aftldigeéd @tecerenlke;owrrwto'gr Hpry signed

B e e
generaﬁ@ﬁoﬂ%rﬁ't%@atﬁ%te ch@i%ala sigﬁmhl‘e Weh 2 Q{t 049886 the second digital

PCT/ 1 B2004/ 000626 that can be handl ed q?;
signatureds basehbng ghemgr @ré«nt@e@p%{ﬂ@oéhem ke figsty ﬂltlbs'gnature
insufficient to guarantee security for the long-term

The ele#f'gﬂﬂﬁf fl%f%@éhf Salnds‘tlgé‘%ﬂéff%lgﬁcﬁl s%hattt]?e B earth@nérdof can be

ength such reasonabl e
PrOVldqWEdBGIIIEDhSOn’tputerawhﬁoe u!ndeb:u@mf amtwmtﬂgftapénewf%ﬂﬁe second

gt QESlsTTuho b5 on P RFR of LAZ el PURF Bpcafptona e

first dl@’t@lts@ﬁaaﬂ*ewretﬁe)paet mﬁmof ungehenﬂedt Zhlsngllcm‘s@ presenting or

csployFgnatrine kot ARSI o SR LARLELS NI hasbilcrronic

docum&RY BRE s’#gﬂllelw;@m ¥ enavidus! @fy;ﬁt@@taﬁmcrt@u&npa@wkamﬂe with a
on an easggtrans portable device, such as a spar

smart egafld Whigk '0@9§§@rth?é§@|rlaﬁdl FTS refsrred’o%ﬁ%ﬁtgé“'?qwgﬁv'ce

he/she digitally signs. In accordance with the

The crgﬁ%?ﬂébﬁ’iﬁ BIBAUBLE B 98RE G0l 8 hEFUGbUPWhiEh @BER shares one

ment, one ensuring the long tinme security, the
cryptograhbic mk@ne'nglgmgn@et @gi@up or a department liable.

The digital mark can comprise a unique number that is a sequence number, a time-
stamp, or a value derived thereof. The digital mark allows a unique number to be

allocated which later on can be used for revocation purposes.

The signed electronic document can additionally be signed with a third digital
signature or a further digital mark, i.e. after the user has signed. This would be
performed where the first digital signature was created, e.g. at a time-stamping or
signature server. The revocation process could be simplified because it would allow
an easier key revocation, as it is sufficient to tell the signature server which keys

are invalid.

The digital signatures may use asymmetrical as well as symmetric encryption.
Public/secret- key cryptography can be applied advantageously by using first and
second signature keys. The individual key for the second signature has a length
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i nvol venent of the individual user. The final

signature of the docunent is therefore a conbination
wofhodvesset wo si gnatures. Taking i nto account POE1B2004/000626

nature of the two signatures in terns of used key

size and of the calculation,algorithnms, it seenms not

to be useful to regenerate ztlhe signatures during the

e of a docunent. The 20 conbi nati on of these two
that C%” d?\%thﬁ*’@ﬁe%lb\b\kbea"\‘ijé\f"juﬁh gwrﬁe&ﬁlwﬁ eU@WEVﬁBrth'S might be

msufﬁ&e}?crf gﬁgrarﬂ'é@ B r@}/lfoi"? 18R tEFrh\';'\IHtIE@ The Sffrstsfsi%%%ture key

| NVO S a truste glta rrar rraya
on theaotthed dtandhisdof sufftdidrtclength stioh rﬂmatdxy ekb reheomhiermrﬁdlctlons it

can no? ﬁaeir%g% %gﬁginmﬁéﬂda‘%lsﬁrlrege"vﬁ %h Iggﬂ'lf y st a\glj\llet trjatn hge

perfornmed by a trusted server that uses a very strong
In gerieeyl, thengiventivng soR@s2the Hodlem tof, crsadingeyigise signatures that
sever al fferent Ean%ngture chene

must RERECHSETOF of e G BEur F§GVER0 | 78Uk Tty sfvBtographic

develoﬁfr?fﬂa%'i@E WBichCBSMHORRRRY cUitent ey ptdeeaphier kéy-gendthe insufficient.
docurnent, whi ch now i ncludes the signed digital mark,

Havingz@ sligitali giesatureagsi parisihegent saltavateddoni dlapasy grneportable
devnce(/\leél‘ESs‘éfI %rﬂa@@ar‘ﬁeMSdé %F%F‘ie%a?lw%lé”f& 96&5&1@"1& that he/she

ess conput at i ona nsive in
digitallyesignat Loradchedarideewithi thed aneg'ltt(m asdgnbl&umgnaﬂ'dre is issued for

cunent is then.contenplated as alidly.sign .
cach GRGHTT b o0 BRI T Dagy e agrs el ke arefie, apgpring the
mvolvérﬁém SEENY iridividelil LiseistTHd finall signangeafahg dotdinveotuizl therefore
ser. to have hi s/ her private kﬁ% t hat never | eaves t
HERS J@KING

a combiBaFian; o Higee %ﬂ’(gﬁigr?ga IREOA PRI st NAER ©F the two

srgnat@r%s ihaRk@sf g uddiekéy siz8NHdbEthe WaICLRLIA g@QMﬂﬁg%eems not
CT/ 1 B2004/ 000626 -5 5 giving assurance that the

to be K@@fwlet@twg@nerat@ therfigratynes Hwing toef fifeciofng decument. The
comb|+aﬁ§)tn Pihdte ﬂv%‘ggtnal : aegTE{"ﬂ)%vs %*r%])%gﬁ?@gl%e@uh val, for short tem

erm person nat ur'e
and ovletall fordbrg tyacms.l ble to revoke a key i f one indivi dual
signing device gets | ost. Because

The first stage involves a trusted digital marking which may add time and date and
certificate information to the document or a document hash value, and signing it

with the first digital signature.

This first stage can be performed by a trusted server that uses a very strong key
length, e.g. 3072 - 4096 bits, and may use several different signature schemes in
parallel, e.g. RSA, ECC, to maintain security even if a particular scheme is

compromised.

The user then verifies the document, which now includes the signed digital mark,
and signs it again using his/her individual signing device with the second digital
signature digital which is less computationally intensive in its generation than the
first digital signature. The document is then contemplated as a validly signed
electronic document. An advantage of this is the long term security, while still
allowing every individual user to have his/her private key that never leaves the

individual signing device. This allows that users be liable for their signatures, while



10

15

20

25

30

35

every signature cones with a reliable digital mark,

signatures signed after the 10 revocation tinme of one
wonadiworghsal si gni ng device are sinply decl ar edPCnAaBION4000626

If - due to technical devel opnents - the key length of

the individual singing keys5 beconme i nto danger of

being insufficient, all individual signing keys are

revoked and replaced b Ionger keys To increas

givingsassuranag, thakdhailyr lanai ae we [eg! sigpaue 'ééé'ﬁ"él?%lto last for a
long GHED ﬁt?gz% lthel ECH{]H%@S%EQ\}VFdEOId E@rn‘?‘n%‘p@o%'a? aew i Kon digital

conpat i bl'e W't keys. A conhputer
signatgreg. a | aptop conputer, with an el ectronic smart card
reader for reading a smart card can be used to

e 1 <0550 05 5 EE0RL S Bl LIPS BRI AER, PP pecause
every tdignstane ctdr:1‘res OMEhkm rehhblecd},g@lltad)mngplhi mgnakeu(‘jES Shgmed after the
C t.ographic .t n nt t
revocaligrEligih ahoueECHR SERA SETER e o RN dedatathvalid.
~ device in the possession of the user that issues the

If - dgeeordcihioalt abvSopArRings e. thienkéey déhgth asaﬁa@tin@xﬁnctdw singing keys
invention there is provided a systemfor digitall

becomg gipnganger ef &aingrinsuffisienteat! 'f‘éfV“ﬂ%WgS‘Sé‘iriﬁ i‘@&ﬁr@rﬁyreVOked
and r é&%ﬁ@?lloﬂ—@@r gazér o1 o e éé $&c f(tﬁlér@agarﬁmlﬁgowy may be

or sto oV troni c docunent
destroyiedi sath zaats n@aanm%sdﬂaﬁgtmﬂge aayi digitabnraskt eampatiblsewith the
Oldkeggcunent repository for deriving from a digital mark
'd the electronic docunent a first digital signature,
and a cryptographic device for generating a second
A com@ugerc dédviee,gngt arleptdmtomputes switle anpeledirooicadrhgrt card reader for
nt ens energtlon t ha

reading!'g ient e, e e ISt &b Bend B ¢ adedly ficel Honature. Also

p055|b¢é)id th 098N p&&oRal d sQn@farﬁd @) whicHhat 8 @amebﬂme can be
to create the digital mark and therewith th

sed
the cryptogragh igitekRrNsiT Bﬁa@rMPE)grPHh'Ca%eﬂ igreontRERIRIG: 3¢ an individual
s19n|n§'c@@%euble Swrbagvﬁ@éﬁ fsfa %%’élpdEO’@Erlhstﬁe%bdsﬁgﬁbﬂaéf the user

k for verifyi predefined tine-interval
that lsﬁéemsﬁmd é@j@h@@r@ume first digital signature
and the second digital signature to be issued. For

in enGiRPRLBect BP STV DOkl Ao AT 8L ACRPRIAIRGY soning
an electronic document for long term security purposes. The system comprises a
document repository for storing and providing the electronic document, a digital
sighature computing device connected to the document repository for deriving from
a digital mark and the electronic document a first digital signature, and a
cryptographic device for generating a second digital signature that is less

computationally intensive in its generation than the first digital signature.

The digital signature computing device could comprise a tamperproof clock, which
can be used to create the digital mark and therewith the first digital signature. In
addition, the digital signature computing device could comprise an internal clock for
verifying a predefined time-interval between the issuance of the first digital
signature and the second digital signature to be issued. For example, the individual
digital signature computing device only issues the second digital signature on the

electronic document that was digitally marked and signed within the last, for
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35 el ectronic docunent that was digitally marked and
signed within the last, for WO 2004/ 079986

wWOeCH4BRBA4/ 000626 -6 5 exanple, ten m nutes. PTHiIIB2004/000626
makes it harder to stage long termattacks that try to
gat her the conponents of a galld digital signature
over a certain tinme period. “The digitally S|gned
el ectroni ¢ docunent can be verified under use

example, &an pupvies. T WEMQ?h@OtS&a%éomg rtg'fmoﬁtQW@l that try to
setne YL RSP, 7, PSRT AN bbb o6 BT0RRTHAR, i

cryptography 10 all ows an easy verification process.
The digitaletsigmest e@ctrminadocmmenhe:anrmeneriﬁadtmniear uge of a first public

ey ERRERTIE, D 156 1Ben Bl PRy gt i, 82 epag public ey

corresgondingl tostinatosed digled 5|glr$a?tu®é Ahdiwid ef pobli&-kaydcryptography
t her eon V\n%h a second digital signature. The nethod

allows @3V ¥erifigREicR BIPCSFSveri fying the validity of the
digitally signed electronic 15 docunent by using a

In yetfarfo%hepubbe& sethe HVeRtRANEHE it proliried & ThedHod foarl verlfylng an
ignature and a second public key corresponding t

electrqrh@ deeemient ghat has bgegrfagwaléy sigied; By pelrst digital sngnature under
use 0159”3@%1 | R0A lohd BH&GRBhV & %éﬁ gﬁfdloélgﬁgﬁﬂ‘e? Rfe method
firs 4 9

Igital signature.
compri@@f/ tiB2 0514 p 000 6@ ifyirg t'aeDEStBﬂitPTOUﬂheF digHER | DRAWMNGS electronic

docun*| g;&r lg.%ﬁ n‘ﬁr&‘&, pr{ﬁoglc\‘j’\lé@/ Bcfrrg g]\_%ﬁnéitgﬁpgrfer\# ?fgcf’ailg?&ature and
a secdred gudilicekéy ctdwesf]:tdridmg ng sehemebnd digital ndgnatiirE. thbt is less
schematic illustratio onent
Comp%e%rﬁ%}@n@éew% iR e gg5ieselinR tﬁ?ﬂ/éh ngt d'ﬂﬁaﬁﬁ'@“a‘é‘” €.
shows a schematic illustration of the creation of a

first digital signature FIG 3 shows a schematic
illustration of the creation of a second digital
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signature FIG 4 shows a schematic illustration of a
verification of the digital signature 15 FIG 5 shows

wea 2e@vevmmsi c il lustration of a process fl ow f oPCTHB2004/000626
creation of the digital signatures The drawi ngs are
provided for illustrative p?rpose only and do not
necessar|ly represent practical exanples of the

esent invention to scale. 20 WD 2004/ 079986
DESC TOM Q0 I HFPBAYINGS 5 DETAI LED DESCRI PTI ON OF THE

I NVENTION In the follow ng, the various exenplary
Preferledr?)@m%%‘ Hhen®d of hfel |?|\’/@HE|anar%r§?sc‘ilﬁJ%Qir Irp%@taul:'b@'iov\;L by way of
shows a schematic illustration uni t
exampg shbmvith reflegence Ly the follovgng mhematlcr%amgngsx
el ectroni c docunent that is to be kept secure for many
years. A 10 docunent repository 10, which can be a
FIG. Idat abghewsed sehensitier iasahtiohramcam@onanenirs acddrelance with the
docunent repository 10 is connected to a digital
Si gnapﬂ?ﬁntdﬁﬁ%nﬁ?%g device 12 that is contenplated as
a digital signature server or tine- stanping server,
hereafter also referred to as signhature server 12.
FIG. 2rhj s shewer ai scheapdicddiudsatiomi ghlthesssaadorepleq first digital
Wi th |Ll;_,ratetan'perproof clock 11. A 15
crypt og;r i'c device 13 is connected to the signature
server 12 usuaIIy via a network. In- betvveen m ght be

n ap |cat|on serv oca shown
Fi6. £, OBIPHG o1 Soiquate <N05Retn) B SoPapHAoTos <3 sapond digial
conpr kRg@tareconput er device 14, which here is a
client conmputer 14, a card or smart card reader 16,
and a smart card 18 which operates together with the

FIG. @mart shehd d §3Fhate iIRRG-tlon & 4 QEFlﬂcg@oﬁ QFPHE %I‘f%lﬂéf-signature

For the understanding of the process flow, the eps
are | abel ed at the connections

FIG.5 shows a schematic illustration of a process flow for the creation of the

digital signatures

The drawings are provided for illustrative purpose only and do not necessarily

represent practical examples of the present invention to scale.
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Wi th nunbers in a circle which correspond to the

nunbers 1-8 nentioned hereafter. As indicated with 1,
woOheo4@7eastr oni ¢ docunment to be signed is retri e¢eaBionomos26

the docunent repository 10 and presented to the

signature server 12 where a§systen125 signature is

created and attached. This Ts described in nore detai

with reference to Fig. 2. The el ectronic docunent and

S sten1signature are Presented to the client conputer

DETAILED DESGRIFTEQN LA WHENNWVEMEIGNdi cated with 3, the

user's client conputer 14 presents the electronic

In theg?‘t%glgﬁgﬁcg,a@ﬁesﬁi;@ﬁéS%gé‘ﬁ\ﬁgrﬁn bédaferdtdebeothe tidveRfion are

_ card reader . ndi cated wth 4, the card
describeglader 16 presents the 30 el ectroni c docunent and
system signature, or the hash thereof, to the snmart

i ' t read i S -
F16. 1 s AR ubtaint B A8 Sy ARCE AR ey soning
and verdyitdgldn eleat@sc alacsenerdi gredtiarte be dapt lsecpredenteahy years. A

d da&/a V\:hi%h S returﬁedtothes rtg card readeg troni

OcUMgRY; EPOPEOASI I dtish e PR 6, GHEPRtarter kg StHrEsafectronic

docum@fi. CFhd 6 dbelitticR Fdpbsitdey $SDIRAtdondetted @ usalighal signature
client conputer As 35 shown with 7. the user’'s

14.
compuginpedeviee iz that 1% cPBERINRRTEG A% Pedigitahiignpbiemserver or time-
stampigpesép@eg,oﬁé\le%?él.%ﬁaﬁﬁsg GLrdBLOQ8/ ROQRGtured sernaX¥Si 2Mrhis server is

gnature, and the user signhatureto the signature
regardedr aera Tiglhlyr seeuref seatarowithp@npesewr alig cregnpgrpooal clock 11. A

eyl SR 5 BB REGLEH s R S Bl i
networkndiri-betwesat igtathe eanampli;sat'r@d $afrvtehelodatad‘re(lmbt,shown) for

reposjtor em Si IS created at

10._The syst 1 gpat ur th .
forwardignat LresEsvERe oY RIRGERPYC AT 3atOPriaes cefpmpiiter device
14, wiSth herEOs & N@icpt atirhPitepl 14 ha satglt eMsphaiatdrterdaer 16, and a

algorithms wth public/ private doubl e-key based on a
smart gand 8 xehigh operrtes tagpther With sheisiart card eadRiete apd the client
compuE@rSP$.Ctive private key can be stored in a hyper-secure

cryptographi ¢ coprocessor card which generates a

reference tinme-stanp. A correspondi ng public key can
For thgenderssaedingroft e Biapess fiow, Sbe\aiepa 2rothaleled &Y thesegpnnections

with nt?n%blé?‘s?ﬂﬁ Qscil%ﬁ‘@lf\}h‘fcﬂ‘%?re%&ﬁ&'ﬁo the numbers 1-8 mentioned hereafter.

As indicated with 1, the electronic document to be signed is retrieved from the
document repository 10 and presented to the signature server 12 where a system
signature is created and attached. This is described in more detail with reference to
Fig. 2. The electronic document and system signature are presented to the client
computer 14, as indicated with 2. As indicated with 3, the user’s client computer 14
presents the electronic document and system signature, or hash thereof, to the
attached card reader 16. As indicated with 4, the card reader 16 presents the
electronic document and system signature, or the hash thereof, to the smart card
18 inserted in to the card reader 16 that is a card reading device. As indicated with
5, the smart card 18 creates a user signature from the presented data which is
returned to the smart card reader device 16. As indicated with 6, the smart card
reader device 16 returns the user signature to the user’s client computer 14. As

shown with 7, the user’s client computer 14 returns the electronic document, the
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15 located at the central site. The user signature is
cal cul ated and generated under use of a cryptographic
woak@n79dshat here is the smart card 18. For thacT/iBaw04/000626

algorithmw th public/ private double- key based on a

key size of, for exanple, 2048 bits can be used. The

doubl e-key is generated ontée by the user or a user

group. A users private key is only stored in 20t
systenesignetwie, @ncbihg useresignaturedar he1ggnarureSaRyer 3 for verification
purposI A0l eoé(]s@rg’ tﬂﬁ*H“@f afunr%k cbn Bé‘nét;ﬂ?feabequwd?c%ted\ with 8, the

Sor respon i ng user bl €y can st ored
venﬁe@uéibctroheydocmeemer trh@cs'tseefnaslghlawreemndaltha tiser signature are

reto it transmtted by order. In a further

saved i fARgype ”fﬁ@xﬁyﬁFV d&ks for displaying one

el ectroni c docunent he/she wants to sign.

The sysResedidg@atling isdcremugsit tise SAgHatliee tseevappli oemaltwlocated at a
server. or 25 di rectl%] to the docunment reposito

centra| gitgy foF the Geelem afhdeqayetenh sEneseio VAR SH”H?ﬁéSt‘%'th public/
privatfg{aﬂgl{%sg%‘{ ggs%ﬁ dhg l%é‘ileglzéq{f RbsElshpfd, B8/ bRts, EBE be used. A

_ ] : I's th uested el éctronic
respectiveupriviiteakry che b&aor@du kﬂ\eﬁt YRersgasuse My pwararhic coprocessor

i t ' .
care 8T 8RS YEerdfcd B BLABhmb 5o OBt gl oy com e
storeddmnctlﬁmrslgna"fhﬂe askewdrr 421 whitbc cae rdisarik spetieas pulpliatkeys server

locat % g L en 30 fgrvvarded and presented to the user. The
ocated 3f § %ﬁﬁn?rﬁéﬁ' %e checked by the user. In another
enbodi nent, the user signs by placing his/her finger

The us¥t s?glﬁatﬂlﬁ@f@tamblatédaﬁﬁf gmheme@a,rmd@e e dsfna aaptbgraphic token
reader 16. The sane reference n s ar, P )
that hegentst e HEaERR LS} FRE thaktaN T30 P BaBTc/ Brivate double-

key ba%@a/drﬁ%qg&v 999@)%61@’ é@ar%g% Go4s §R§Vé%nabé‘£u|§@6mrh6 double-key is

l'ustration of the creation of a first digital
genera;egrfmqer by XBe usglrsy ae:fsgrrg;reupoﬁagseﬂsgmﬂ@tet kepds Ry stored in

the el%&atﬁc?métga?d anek QRN Vol etk :ﬁ |§3t YRichndis lglrlgéﬁgne_mgrk and it

System Signature w erence to
cannotebeortapumi cA dmcrespondirsg user epalbtlerkea)(l can bef stored in@ peblic keys

ocC nt. .20. In su r the si natur rver, 12
server 3EafRaL Hemepteel SRapRessso iR PRl d B fThete and
date and/ or a sequence
In a further embodiment, the user asks for displaying one electronic document

he/she wants to sign. Consequently, a request is sent to the application server or
directly to the document repository 10 in order to obtain the data in question which
has to be presented to the user for his/her signature. The set of data, that is the
requested electronic document and the user’s identity are sent to the signature
server 12 in order to be signed. At this step, the system signature is added to the
electronic document. The electronic document and system signature are then

forwarded and presented to the user. The data can then be checked by the user.

In another embodiment, the user signs by placing his/her finger on a fingerprint

reader which can be on the card reader 16.

The same reference numbers are used to denote the same or like parts.
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10 nunber, as well as the first digital signature 28

to the docunent 20 resulting in a digitally marked
wana4grgpsed el ectroni ¢ docunment 29. This first pdirgB10a4/000626

signature 28 signs the digital mark 23 and the

docunment 20 in question or fohaSh thereof. In detail,

fromthe docunment 20 a first” hash 21 is generated

resulting in a first hash value 22. Further, fromthe
FIG. 2gspwala aelramatic dlussesiaon nhshe greationyeharfistdigital SIgnature 28,

iso i 19eLigd AR, MESUAL YR oo RGP S, i i
also cpﬂed/a;tystelmwgmatuhatwﬂelrefgante tbh[é’gsilg’n&audﬁcﬁmnierdomment is
nerea i g FABLZE AP Bk o SRR LGSt server 12

attachégcélrdlg&ap?nélkezsc(mﬂ? 6 éﬁ’ﬁsn@ ttrhe §r$@ttlatbyaﬁ(ﬂ/drh§ sequence
first digital _signature 2 Performance is a

numberg AseWRHB S, tfbesfnfa#éilggtgt sign3tyieatrte theslpaiment | aQUFeﬂsuitmg in a
dlgltalﬂﬁﬂ‘%fr%gdar@/rﬁlgp Paélb&!?'@ﬁﬁé ﬁg{/&fﬁénﬁ“@ﬁhﬁiﬁ fir& & @@ﬁt_all |S|gr|)1éa1ture 28

resour ces ore ength used here™w
signs tha légitalangek 28. gnd theddowimeRSAD ianquesiwi orya @@shrmlereof In

i f S
et S PEEP RS ERE S AAE S M SRR st e
value 202t EUrtElragaﬂronf the m@ﬁt@ghﬁmm Z3 algal@bntih‘rashezg is fg@ﬁﬁraed resulting
S schemt.i c ustrati on of t
in a sqiasi PER Yple 2o DRGeRLgR e the: GisbEbescss aeghaslue 22, 25, 2
first p?l@é%‘%e? b ttAbt %éﬂéﬁtjsﬂt@ B8 signsRlrkesbrveer shanal LJ:ifD?Ptographlc
erence to Fig. 1 and also abbreviated to DUS.

encryptipropig@rithia egiist @#gétc"ﬂ@lwptam 28Uf &Fealedr . the user
signature, that is the second digital si gnature 38, is

The lcﬁ%ﬁ%@rrﬁosé@u‘?mg'&" il 'é(:h@?ﬁé“?f@he@bq\ sh@nQLupt @i 8 Girst digital

unent 29 was si gned t he si %nature server
signatupe 28 Pedfarmancef soanmhmrdsguq éﬂelrs', parthedsysiiems signetire DTS is

troni I
usuallf e{e etrgﬂr%dcbﬂoacgp%ﬁ Oa%ﬁa&#/gg lvﬂgﬁ‘gﬁ%ﬁﬁ’ dtgpeél??é@% e'!'ﬁéer%‘#ore, the
key lehbthr dshdts*.fereadnlldse Bdthea Ialegmmjgpr«m% blﬂ(@SABEntlrmSSibly several
. bel o to the user encrypti .
differedt o SHTaRS (hev g conaciigrnt i PLidRRRE Sssfabkibhs, afe used in
paralldihg @ee@Rerddisth t@tlal bpeg0aF dFtd8rdphid BRIDrAHAE .50, RBA and DSA.
digitally narked and S|gned el ectroni ¢ docunent 29

resultln in a ﬁltall Eed el ectraoni c doc

FIG. S,aheNS o Soasmpriaitust s os Wecratan g & sespg dlge Sianature
38. ThiBsd®ridsgigrel HYnaufenss i& EM%@Q%@PB@%&WWHQ@?&%@ to Fig. 1

and also abbreviated to DUS. To bind the signature to a particular user, the user
signature, that is the second digital signature 38, is added to the digitally marked
and signed electronic document 29 which was signed by the signature server 12, In
detail, from the digitally marked and signed electronic document 29 a third hash 30
is generated resulting in a third hash value 31. Under use of the third hash value
31, a second private key 37 that belongs to the user, and a cryptographic
encryption algorithm the second digital signature 38 is created. The second digital
signature 38 is then added to the digitally marked and signed electronic document

29 resulting in a digitally signed electronic document 39 which is verifiable.

The second digital signature 38 is issued by a small cryptographic token being the

smart card 18, in possession of the user. Therefore, the computing power may be
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smart card 18, in possession of the user. Therefore,
the conputing power nmay be WO 2004/ 079986
wOCTi4B®B864/ 000626 -11 5 limted. This i nposeBC&IB2004/000626
restriction on the key length and thus al so on the
| ong-term security of the ij{sers si gnat ure.
Furthernore, it is possible that the cryptographic

token, i.e. the smart card 18, is |lost or stolen. The
limiteq.oKeiR IRResenaseatfictinn o8 dhetksy length and $hys @lsarpn the long-term

securlfy?%r'rthéé’f:s()e%’%;geﬁﬁﬁré F&Ithgﬁ'nBFetﬁqss%o%rsﬁﬁé tgtat tRE. é?‘ ptographic

epl ace tired at an angeri
tokent he ez amarty cafd iBgrmﬂQﬂtesr sis:dmedTrhmmk@“l can thos not be used to

af t erwar ds c illustration of
ensurd 0BT st ARl Tef PR bE verelly il b FeBiaced or
retiredl @€ @R§NEiM3Swithoul entadigétieg Thenricuriey #BsigRBturebassisRt before or
first verifies the second digital signature 38 by

afterwgpd$-yi ng a second public key. The user also shoul d
verify whether or not the 15 second public key 47 is

FIG. 4Vahbsf ar séﬁ@nhtlﬂelll%tr%ﬁ%ie%ea nV@f‘?ﬁéati?d?m&" RRE Ui@;lt%'ﬂ? signed
digital mark the second private Key 37 nay

ebcm?@@éi@éblmetrﬁ@%ocunent signed with it after revocat| on
is not valid. If the second digital signature 38 is

To veﬁfi‘ll trd: s@h‘&%é% VR ithe érffirgf‘eeﬁ'fiéfﬁ:héj's@bérﬂl di iial signature 38
gnat u i's’'cofrect by using a first pub K ey
by apnlmng lRes&end hablic deyedpendsert also2shauid \fernﬁyt whpetheit er not the

| i gn e server 12, |f . .
second B K824 Vi TP aRkimectr SBhutfice cbalie” saprained in the
digitalkmark 723 s Agathial skoond herivdtaekey 3penty die rebekedhthe document

rf% l[_t is considered correct. In detail, fromthe
5'9“‘30@\%&5 ATteH GEVRGRLIOf iginclivaldk k 23, and the first
digital signature 28 a first verification hash 41 is

If thedgédcorrt digisall tighgture 38f id sﬁahu;erthél o8&t @erifieshifveddigirst digital
25 43. Furthernore, under use of the_second public ke

signatyre 28phis gcgg%qigob\ﬁlu&rtgap firish ipatbli deeyg46 o Hlae dcey that corres%:onds to
the first YiPh@8E aRY 56 Q%%HVM'tHe §éﬁ$fdrér§@r9elsqgorlg both S|gnat res DTS,

verification hash value 4 derived. The first
DUS ase soniec @ndf theasecomdhpgblic/ ey dg is3valiubfardinet time in questlon the

whole signature is considered correct.

In detail, from the document 20, the digital mark 23, and the first digital signature
28 a first verification hash 41 is derived resulting in a first verification hash value
43. Furthermore, under use of the second public key 47, the second digital
signature 38, and a cryptographic decryption algorithm a second verification hash
value 45 is derived. The first and second verification hash values 43, 45 can then

be compared easily.

From the document 20 and the digital mark 23 a second verification hash 40 is
derived resulting in a third verification hash value 42. Further, under use of the
first public key 46, the first digital signature 28, and a cryptographic decryption
algorithm a fourth verification hash value 44 is derived. The third and fourth
verification hash values 42, 44 can then be compared easily. If the hash values 43,

45 and 42, 44 match respectively, the signatures are valid.
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be conpared easily. Fromthe docunent 20 and the
digital mark 23 a second verification hash 40 is 30
wdeonisoegbssesul ting in a third verificati on hashRCvaB12084/000626

42. Further, under use of the first public key 46,
the first digital signature 28, and a cryptographic
decryption algorithma fourth verification hash val ue
44 is derived. The third and fourth verification hash

FIG. 5yghews azschgmationiliustiativa ebrparreeewsadiow for thenereghion of the

.. . P cii .
digital SdtpréS TS bhd Bl v e e 8306 Pl it Rtiraht Bagument 20 s
retrieveti2frénFLi: docahmmt repssitenmtlDcand Ipuesem:edcm signature server 12,

. r ss, . flow for t ecreatlon of t di i al. . .
as indBRfEERTL L re SateBeg Sfeir Frep i s Bk }joita sigpgture DTS
and att&drae! it Ao ctheeddcuPfents20 kg éthry-adith rtﬁmd@maldmukr&m This results

repository 10 and present ed to signature server 12

in the gigitally earkedwprdh signerhelegtranis dreumanye}9-1bhis dagusment 29, as
ewhihr 5t ;i t i1t

|nd|catteﬂew dﬂgc% rré% tﬁ%lﬁ)gﬂre&é grww%?ﬁﬁp@y ?’t“ka&ﬁﬁ‘?i 13 Which creates

the usemssgn@twex selcthensetcn@ddd@uuadalsugnatur&@llan@ndu gfrtédﬂes it to the

systen? Eé:ié'cfgige %%ﬁ'ﬂn?ﬂt%sr%?H %@p?@i&ﬂyn@%%g e@clc"onlc document 39 is

forwardr Gpt thgr ap}ptOQCB:phl@eleilB:eV\ﬁlBCmeaIth as mdittatedsewrch 7 and 8, the

digitalé(lt g%gtﬁarglpﬁrpgiq hg&@;g?g&% i ﬁegSI a%furrﬁ¢%’ tﬁg%ocument
reposift§uld.i ng digitally signed el ect roni ¢ docunment 39 is

forward by the cryptographlc devi ce 13. FlnaIIy as

indicated with 7 and 8, the 15 digitally sig
Any disclasefopmbadbeghimagode scqr@h?l.nﬁﬂew'téh@nﬁe%r%@éf&ra'oof [fge other
embod#ﬁ%‘h@@r‘éhovﬁﬁp%/bwMeé&nbeﬁ”yTH?sS% 0n&8 SERAIETBEH oFRY or more

be conbined wth one or several of the other

featuresrpbtherembodiments.and/ or described. This is al so

possi ble for one or nore features of the enbodi nents.

20 WO 2004/ 079986 PCT/ 1 B2004/ 000626
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-13- 5 Cains 1. A nethod for digitally signing an
el ectroni c docunent for long termsecurity purposes
woan@ri7sisng t he steps of marking with a di gi t aPCmaB1004/000626
(23) and signing with a first digital signature (DTS)
t he el ectroni c docunent, vyg%r_ei n the marked and signed
el ectroni c docunent (29) is signed with a second
_ digital 10 signature (DUS) that is |ess
Claimgonputational ly intensive in its generation than the
first digital signature (DTS). 2. The nethod according

Lai g h it . i _
L A S B SRR SR SR U e B i securty
purposk3 FRGHTERS sy RAERE WP VAR Higha Tl Tie) sag sioning win
o st i) SelL s ST E BReEBESERTERE R {56y “ana

the first digital signature (DTS) to a 20 client

the m&KEAUERE s(i%ﬁéd e r &R dctiunentu ey idSfyrld &ith a second digital
crypt ographic token (18) the second digital signature

signatl%ggﬁbngg %agngg .ceﬁwﬁLEStiGHé‘llhﬁri‘ﬁte‘PﬁEi\feh% ?Jg%@rg@%gi%nfhan the

nt and the first digital’ signature

first di@?@p{@ﬁg&qﬁa{ﬁ%‘%ﬁdi ng to claim3, wherein the

graphi‘c token (18) is related to one or nore of
an individual user and a user group. WO 2004/ 079986
PCT/ 1 B2004/ 000626 -14 5 5. The method according to
any preceding claim wherein the digital mark (23)

conpri ses a ,unique nu r.,.that is.one or nore of a
2. Theﬁgﬁ@?ﬁ%‘:%ﬂﬁ@r% (jami\ ir{bn@':ﬁrherfpc,orﬁwas'ﬂgval ue derived

thereof. 6. The nmethod according to any preceding
generatingl theWdgdigdl nnidR fec@ssbriicicealon the content of the electronic

document; and

generating the first digital signature (DTS) under use of the digital mark (23).

3. The method according any preceding claim further comprising

providing the electronic document (20) and the first digital signature (DTS) to a

client computer (14); and

generating under use of a cryptographic token (18) the second digital signature
(DUS) that depends on the content of the electronic document and the first digital

signature (DTS).

4. The method according to claim 3, wherein the cryptographic token (18) is

related to one or more of an individual user and a user group.
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10 signature (DUS) is based on a shorter cryptographic
key then the first digital signature (DTS). 7. The
waorbhagdmecor di ng to any precedi ng cl ai m f urt heCcT/1B2004/000626
conprising signing the electronic docunent
additionally with a third d*gltal signature. 15 8. A
conputer device (13) for perform ng the second d|g|tal
S|gnature (DUS) according to the nmethod of clains
5. The gnethod. aqgasdistgrbitasly Qeesasing @i whereincthg ﬁhl@tal "mark (23)
conprising an electronic smart card 20 reader (16)
comprises pesdiquy anwnber thak dis( D8R, or0Moxesp§t @nsé@ience number, a
digitally signing an el ectronic docunent (20) for |ong
timestappnanses vaildey derivgmb slesreof.ne syst em conpri sing: a
docunent repository (10) for storing and providing the
el ectronic docunent (20); 25 a digital signature
computi ng device (12) connected to the docunent
repository (10) for deriving froma digital mark (23)

and the el ectroni¢c docunent firs di gi tal
6. The mEEheR 290849 S PWD %ﬁﬂé ﬁ%@%ﬁ”ﬁ?o‘ﬁ EEHOEN@OtREERd digital

signatare® (@ gcfé/l%ta%ﬂa&'i”é? sq’m%‘r‘téi‘ecﬁﬁﬁbgfébhung EAGHR first digital

second digital signature (DUS) 'that | ess
signatggnfffalt-i onal Iy intensive in its gener ation than the
first digital signature (DTS). 11. The system
according to claim10, wherein the digital signature
conmputing 10 device (12) conprises a tanperproof
7. Theclnoetho@lagcortiihg Thearsy prreceding ocldinmgfutidher| @mpdiingr signing the
11, wherein the cryptographic device (13) conprises
electromic dotemeak additidnallgrwivie ai thyidndigitapsigaetureed
time-interval between the issuance of the digital
mark signature (DTS) and the second digital signature
(DUS). 15
8. A computer device (13) for performing the second digital signature (DUS)

according to the method of claims 1 to 7.

9. The computer device according to claim 8 comprising an electronic smart card

reader (16) for reading a smart card (18).

10. A system for digitally signing an electronic document (20) for long term

security purposes, the system comprising:
a document repository (10) for storing and providing the electronic document (20);

a digital signature computing device (12) connected to the document repository
(10) for deriving from a digital mark (23) and the electronic document (20) a first

digital signature (DTS); and
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13. The system according to any one of clainms 10 to 12
used for verifying the digital signed electronic
wdacnroessse (39) under use of a first public keyP(C#@532004/000626

corresponding to the first digital signature (DTS) and
a second public key (47) Oﬁgrespondlng to the second
digital signature (DUS). 20~14. A nethod for verlfylng
an el ectroni c docunent that has been digitally si

a crypiggraghiq devicai(dpd 4pr gppaEatindea (sorend u:hﬂga ﬂgeawrea(DUS) that is
digital mark (23) and thereon with a second digital

less ceimguiatiormal(yDE)ensives imeith agerewapon sthayp tthe rsépdighital signature
verifying the validity of the digitally signed

(DTS)el ectroni ¢ docunent (39) by using a first public key
25 (46) corresponding to the first digital signature
(DTS) and a second public key (47) corresponding to
the second digital signature (DUS) that is |ess
conputationally intensive in its generation than the

11. THe &§bteth FhdRrdipigdtRtddim (BT SWherein the digital signature computing

device (12) comprises a tamperproof clock (11).

12. The system according to claim 10 or 11, wherein the cryptographic device (13)
comprises an internal clock for verifying a predefined time-interval between the

issuance of the digital mark signature (DTS) and the second digital signature (DUS).

13. The system according to any one of claims 10 to 12 used for verifying the
digital signed electronic document (39) under use of a first public key (46)
corresponding to the first digital signature (DTS) and a second public key (47)

corresponding to the second digital signature (DUS).

14. A method for verifying an electronic document that has been digitally signed by
a first digital signature (DTS) under use of a digital mark (23) and thereon with a

second digital signature (DUS), the method comprising the step of:

verifying the validity of the digitally signed electronic document (39) by using a first public key
(46) corresponding to the first digital signature (DTS) and a second public key (47)
corresponding to the second digital signature (DUS) that is less computationally intensive in its

generation than the first digital signature (DTS).



