WO 02/ 17103 PCT/ US01/ 25547 METHOD AND APPARATUS FOR PREVENTI NG STARVATI ON
IN A MULTI - NODE ARCHI TECTURE FI ELD OF THE | NVENTI ON 5 Enbodi nents of the
present iwe@entileh relate to a conputer system having a nuP€TASMIRIS47CoNpuUt er
architecture. In particular, the present invention relates to a nmethod and
apparatus for managi ng the sending of inter-node nessages in a nulti-node
architecture. BACKGROUND 10 Conputer systens nmay contain nultiple
processors that nmay WHFKHOBANRAPRARABES FORPREVANTINGr exanpl e, a
conput er syst em nmaySEARYATRONIN A MULEENODE ARCHITEC TIRERr € syst em
resources (e.g., input devices or nenory devices) and may perform parall el
processi ng. The processors may send nessages to each other, may send
messages FELSOSTEM nesaress, and may send and receive nmessages fromthe
systemresources (e.g., a I5 nenory or output device). For exanple, such
nessagés may iFebesidmenteefithe prssehbinveritiof crlawatol aoomiphit sysenshain@d nalltia menory

| ocation | devi ce.. I n .sqnme.systens, the nmessages are sent froma
processor héhg acgﬁg{;%é%c%%ﬁ% ShdRp a'Bflﬁart ’il?g\pl’ée%‘f Byeiparelatss foumethesdtardct . For

vari ous regaens formimenage shdhs bSnseRide Res@ &riﬁﬁ%ﬁﬁ@-ﬁod%tg&arebe received
by the destination conponent. Fgor exanpl e, the destination conponent may
not have the capacity to accept the nessage at that tine. Were the

sendi ng ofaexiRss®es failed, the processor that sent the nessage nmay
receive a farfure message or nmay sinply not receive an acknow edgnent
nmessade wit hi rCanmigdrisystonssaay ongrin elkiple Grocddiers HRs HAY & ol gfikerkd) a
starvation %i.tuat 'i(o if thé rressz%‘%g sending fails 1ndefinitely due to the
condi t i on&r S AR sﬁgrteme » YCOMRUERE SSHRBLREY emtadt four propessdrs thabiaisng 25

directed @relsherh 6IEND.gC 91]5}3?&@/[&@ or hdtdt§ H&l&gjén%qﬁ&g ﬁ%&grng*g%%%? sor that

is sending the nessage may alleviate such”a starvati con i'on by taking
control offrogasang. ntherpsenesrerstmayisend messhees temslagber mag sandessfagbdty sent. 30 WO

02/17103 @%&9@?@9&&%& %ﬁ'g ma}PsEelslg% ;Ic;lcecllv\le nclje:ssa-trggsE from tth slglzgc%m resources (e.g., a

15 memory or output device). For example, such messages may include requests for

information that is stored at a memory location in a memory device.

In some systems, the messages are sent from a processor to another component of
the system over an interconnect. For various reasons, a message that is sent by a processor
may not be received by the destination component. For example, the destination

20 component may not have the capacity to accept the message at that time. Where the
sending of a message failed, the processor that sent the message may receive a failure
message or may simply not receive an acknowledgment message within a defined waiting
period. The message may be in a starvation situation if the message sending fails
indefinitely due to the conditions of the system (e.g., the amount of other traffic being

25 directed at the receiving component). In some systems, the processor that is sending the
message may alleviate such a starvation condition by taking control of the interconnect

until the message is successfully sent.
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FIG 1 is a partial block diagramof a system having a node that sends
nmessages according to an enbodi nent of the present invention. FIG 2 is a
partial B@ex1ddagram showi ng nore details of a node contPOTN8e/2AMI 5
recei ving agent according to an enbodi nent of the present invention. FIG 3
is a flow diagram of a nethod of sending nessages according to an

enbodi ment 8{ {Eﬁ gzss&gﬁ i nvegti on. DETAI LED DESCRI PTI ON 10 Enbodi nents of
t he prese thods and apparatus of sending nessages
froma node i nergy My 4 ﬁar{‘é?@ﬁ)cf?ﬂﬁ%@ﬁ{‘&g s?sté’n?ﬁg\hﬁ’é d@%%endégxln gie is a

partial block diagramof a system having a hat sen sages
accor di ngadcording te pheabediment of the tpresent irysusivmn. | nvent| on. FIG 1 shows a system

100 which is onput er that, include nory devi ces,
and i nput / out @ g‘p aﬁ%@éﬁﬁ%ﬁ&%&"‘?‘%&&?& ‘iertﬁpffgg %fgéf’@tr F%ﬂﬁ%ed into
ar chi t ect we@linpBidns acthaﬂﬁngacb an ERb&RNNEH of e PRIt hvesidaodes. Each node may
cont ai n one or more processors, menories, or input/output devices. In

addi tion, the Flopjonlew diagiamiila methed 96 savdipgineesieernsetrdids taoatot her
corrponentgmk1 1&@9%’1?@1‘3%%5@1{??&9&0%”6 or nore busses or lines. Each node in
a

system 10 s a no nnection that may be used by the conponents within
that node to communicate with conponents in other nodes. In 20 one

enbodi nmen t he node connection for a particular node is used for any

conmuni camgﬁs&%%ent wi thin that node to another node. In system

100, the node yepRRRLYOM ind BescRATEnRO ik ARG btk ng agent

140. A systemthat has mul tﬂg ﬁee nones 'S roeferre g%grgﬁggten% 4thl}%node

system AmmshgelsfntmtEmg}ysu enmﬁemodm/aysoe}m wachcanogeagentin¥il@i b1a1a@art1ab ot her nodes
to have a point- oi nt

t hough a ated onn sai

ar chi tectlitf:}f"g“&:1 @’Vstaé%fiig’ﬁ”ﬁﬁ 'E‘Aégﬁac?e%grg&gso léerﬁ d"ﬁe equest to
read fromfahe proseat M)Jerltlf&ﬁt FRE.Q sHbWLLYy8Em 100 &vhihQs £ 8siRutR by k@S Mt ce 1 n

anot her node. For various reasons, the intended recipient of a nessage my

not be abineluges nreaseserss memeryiskisesgandonpiieytpHidevicess (aimpenerieinsetenge. For
exa”p'f Fddurd &?An@%cfﬁtohﬁém @EFE:&Q& ?ﬁre ré’f%ecﬂ%@re{n a?%&eg BLA §0 a message

t hat recel ves nmessag success t he
sendi ng iday contain one or more processors, memories, or 1nput/output dev1ces. In addition, the

components within a node may be connected to other components in that node though one
or more busses or lines. Each node in system 100 has a node connection that may be used
by the components within that node to communicate with components in other nodes. In
20 one embodiment, the node connection for a particular node is used for any communication
from a component within that node to another node. In system 100, the node connection
for each node is connected to a receiving agent 140. A system that has multiple nodes is
referred to as a multi-node system. A multi-node system for which each node
communicates to other nodes though a dedicated connection may be said to have a point-
25  to-point architecture.

The nodes in system 100 may send messages (e.g., a request to read from a
memory) that are directed to a processor or resource in another node. For various reasons,
the intended recipient of a message may not be able to process the message or may not
receive the message. For example, the recipient of a message may not have room to store

30  amessage that it receives. If the sending of the message is not successful, the sending
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WO 02/ 17103 PCT/ US01/ 25547 node may retry sending the nessage. In an
enbodi nent of the present invention, after a sending node determ nes that
a nessagavdazibeen unsuccessfully sent to a receiving ageh€T/URIW2s547han a

t hreshol d nunber of tinmes, the sending node ensures that the nessage is
successfully sent before accepting any new nessages to be sent. Use of this

enbodi nent may reduce the |length of tine which a nessage waits to be sent
and recei 9%% 1’%@%8%%‘?@1“5%6 m%agghgm Ei“h’og‘%ém cif,taes‘gfgieétrﬁ“_i%o’i"ﬁgiﬂbi’des a first
node 110, s@dmg%a@de?&%e}a& a ﬁiessﬁéydﬂagb&ﬂ@ﬁs&g&sﬁlﬁﬁgenﬁfa d @Miﬂ%ﬁgte r rr;gde

150. Each of these nodes is coupled to receiving "~ agent 140.
"coupl ed" merectharpathershold nuinbeof times thestidinrg noda chsuttis tlec the omssageisi on,  an

i ndi rect comuni.cati etc. .First node 110 i.s coupled. 0 recgiving agent

140 ¢ b ougHeRe Pt BB TRl LR REOITHS o S0 TSt R PEPLARECE 192 may
be onesor napiutd e ensMRABIR wifkh (GRS Waas 108 sbitfafd FRSIVQNsub Qs f rom t he
first node. First node 110 includes processor 111, processor 112, and node

control | er 115AsshaindnFEy.d. esiepl K8 incdndese firsbratisrl 18ye ssepnd pede 126r dcessor 111
d i . >
and proc eﬁﬁlﬁrngéerl% Al QQngﬁﬁéﬁtpg‘t’S&PQ 18, YR ﬁf;thgse}‘ngﬁ% 1@50%@%8?@1@&? 1ﬁ% | NTEL

processing in uct i ons, or  exanp rocessor iIn
PENTI UM f agent 1400fThptaamesslal” eBiomprskds awdiyecbeénaccsibaraadnditest. confectict, node 110

al so contains, a nenory, 119 which is coupled to node, contraoller 115. Menory
119 may b& e BRI 2108, Y nirshn dRAW IS cReele togrrer el asent 148 teonehai s an
out bougd it e ididrloiiag: AP, EHERBMNE RIShARE 14980R06S onl%?mo@ﬁn@?éé@%l@“f fer 117

may be a nenory or part of a menory which stores outbound nessages that
are gener af @thnpyiatizgdinferoetiesornd foothedysinodeessor 111 or processor 112,

Gt bound but 1 4 hisagdp MEIERRG<esthd b RraeBaP erat P Res Bl IRE cendi ng of

out bound pBREageDuplBEto ALICOEEDYDHs 1 1B, Puddasydn O 10dnlfpRiceskdr’1 12edy beaxpnpl €,
out bound buffer manager 118 nmay be an application specific integrated

circuit. miggo-nEsepsery thah prs capable of Atdcessing Msugtions, sagh 4sfeeyareripar dwar e | ogi c,
such Ci I 1 . rati gram | ogi c,
Shoh 38 PP W ALBERTIN L B ARLISHT BTS00, 00T
cont ai ns &irpnhodekl9aisolAitainp b are®s0r19kdikch iprapisisonodekddirolenillSnode

controller 125, each of which is ¢ | ed t o each, ot her econd. node 120
al so cont YeHOrL! 19enay be «BapdpmAiecess 319& Gy Nestegortaticr fﬁ@ﬁtam{l Thi rd

node 130 qytbound buffer 117 and an outbound buffer manager 118. Outbound buffer 117 may be a
memory or part of a memory which stores outbound messages that are generated by a
20  processor, such as processor 111 or processor 112, and are to be sent out from node 110 to
another node in system 100. Outbound buffer manager 118 may contain logic that
manages the sending of outbound messages that are stored in outbound buffer 117. For
example, outbound buffer manager 118 may be an application specific integrated circuit.
As used in this application, “logic” may include hardware logic, such as circuits that are
25 wired to perform operations, or program logic, such as firmware that performs operations.
Similarly, second node 120 contains a processor 121, processor 122, processor
123, and node controller 125, each of which is coupled to each other. Second node 120
also contains a memory 129 that is coupled to node controller 125. Third node 130
contains a pi‘ocessor 131, processor 132, and node controller 135 that are coupled to each

30 other. Third node 130 also contains a memory 139 that is coupled to node controller 135.
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contains a processor 131, processor 132, and node controller 135 that are
coupled to each 30 other. Third node 130 also contains a nenory 139 that is
coupl ed twonwtaoxontroller 135. 3 WO 02/17103 PCT/ USO1/ 2BEPSO1IASSLTESSOr S
121, 122, 123, 131, and 132 may be simlar to processors 111 and 112. In an
enbodi nment , tmo or nore of processors 111, 112, 121, 122, 123, 131, and 132
Node_ controllers 125 and

ble i |l el
T35y DRSTTE 2L 0 g iaaelsT B Ph ek be iRl thtochishB Y $961 Gndn 85 mmy be
sinilar tembRmmENM, %%ﬁ&&&ﬁﬁ&e&o&%ﬁnmww muga GRENS &@@a @}90'

processor 132 may contain a cache Cache 133 7an cache 13 may
Level 2 (eDrocessipmea progtam le$>altaﬂ¢slt Nadeecqntmlmrs $2andf1 3 Stray be siRdlatio nmdeAc c es S

Menory (S errbod eceivi.n ent 14 be a f outing
swit ch fo&ﬁi&%ﬂ rllga ar}l(rahs g anfl HPH é Fﬂ%ja_b meﬁ@@é?@%"‘:ﬁ@f@ﬁ PPli40

cont ai fs ﬁlaybmiﬁﬁmadathﬁBErand-ﬂr?)cesélﬂ 13@@%&@&4&%@%@4 A48 1394hga routing
manager 145, | nbound buffer 147 may be a nenory, part of a nenory,

whi ch st ofashe M‘B%?Fd‘d%ls%%égacil?@?m%@ thad @es W@(ﬂﬂw Olf §@é¢ Rerdgmagent  140.

| nbound byffer\vidR RAM‘)8 may contain |ogic that nmanages the receiving of
out bound rres?sagesgt hat ar’e stored in inbound buffer 117. Routing agent 145
may contain | dgboe ¢thisddimemtresiviressagdd0 nae ék v echitiny swedeabriongngagent 140 to

t he appropriate d stinati 5 node or des.. I nbound buffer manager 148
and routi ﬁ@ssﬁ%ﬁé{"d fns’ﬁt%mn@@ %%cewf‘%%age%& prgaing,an ipbougd byffer 14%%8 appl i cati on

speci fip ¢ bitb&@l BLES 1aB! FHdiatroutind RiAhARY T PHUIMPAAE biEE 199 Ha b@ém’éﬂmyputfout put
hub 151 that is coupl ed to one or nore i nput/ out put deVi ces .

| nput / out?ﬂﬂart@é@h@é@r}w‘éﬂmr@@utbﬁ)md mm&gwh éhat amyeceivehiyi mediviopagsht one or
nore of a, pri 0 ey t her input/out 20 devi ce.

| nput / out p@f Iﬁﬁﬁﬁigﬁ%%ﬁwr an i r?f%oélraéq gﬁ%éﬁi gjﬁp?g% ﬁlrecglé’ﬂﬁé’&ns bus

i nt er f aceout®@ind mebages thdtard stdédig ivdolhd Buffer$ 11. RAutiG OBkt S thay dohRinPer i pher al
Conponent | nterconnect standard. |nput/output hub 150 may be simlar to,
for exanmplogic tha, eoufaynssageBIgaciyed by escetiistagenti 140 totheapprepriais desisadment , node

cont rodl o odd dPnodeE CEbY rﬂgouﬁgﬁﬂéna%% Qug gﬁqdmhﬂlpg;}@él&gémg Oarf§15 151 may be a

chi pset e provides t e core tio such as a
example, parts of the same application specific 1ntegrated circuit.

Input/output node 150 contains an input/output hub 151 that is coupled to one or
more input/output devices 152. Input/output devices 152 may be, for example, any
combination of one or more of a printer, keyboard, mouse, or any other input/output

20  device. Input/output hub 151 may by an integrated circuit that contains bus interface logic
for interfacing with a bus that complies to the Peripheral Component Interconnect
standard. Input/output hub 150 may be similar to, for example, the INTEL 82801AA I/O
Controller Hub.

In an embodiment, node controller 115, receiving agent 140, and input/output hub

25 151 may be a chipset the provides the core functionality of a motherboard, such as a
modified version of a chipset in the INTEL 815 family of chipsets

In an embodiment of the present invention, the processors in nodes 110, 120 and
130 may be shared memory multi-processors, and each of the memories 119, 129, and 139
may be part of the same shared physical address space. In a further embodiment, the

30  processors in nodes 110, 120, and 130 communicate with each other through shared
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nodi fied version of a chipset in the INTEL 815 fam |y of chipsets In an
enbodi nent of the present invention, the processors in nodes 110, 120 and
130 nmay beostiaresl nenory nulti-processors, and each of theCTBRerises 119,
129, and 139 may be part of the sane shared physical address space. In a
further enbodi ment, the 30 processors in nodes 110, 120, and 130

comruni cate with each ofh r t hrough shared, 4 WO 02/ 17103 PCT/ USQ1/ 25547
nMenory r e&a@OQﬁaaﬁm‘ @’?tef Les by "Hﬂ%ﬁnﬂ? mdgading Gom mewar HY> 290w ddMory 119,

129 and 189) furthérenfboliiMehh) @l p?&@%gfsrﬁ?ﬂédes § h? 196 9@3@@ Qhch 3%&%%‘? ﬁ'&)} 40, 120

and 130 each have one or nore caches eve caches),
and t hes ew@b@,sr(ég deeel kepd L@\@hémh@sxmd rlig:sa mhesram:lepmohgrelatgxsmg tHe40. For
exanpl e, m groecg?zﬁ? 111 ac ses a Cﬁ?)' on in m)r 119, it may
send a snoop ' Fegte: o@orF’rﬁa’é’?p QvOF?fE%{ ﬁccte%qesrae tk?flﬁ‘bmﬁ’@‘@‘ﬁ(t 140, whi ch
may dej er m9net nhdy saity/a §oop F@u&f%@ﬁﬁﬁﬁéﬁo@o@ﬁ&?ﬁ%d@%@ akél 130 dyitik rd node
130 have cached t hat menory | ocation snoop request may be gener at ed

when a prBerd¥emipRiéany oighqpoopostiasaind npde i2Aendirid epde G0hevk in their own

hes t th h
further ef0d R R et BT BEBogllg BN o8BS ne8finc e Snous

(i.e., thethe precessors inXiedystemitngobat theieowevehess) see| iNa parGduldrlling ir t her
errbodl ment, inter-node conmunication is sent in the formof packets which
may cont aPfiseHt id el a header and dat a sectl ons. An exanple of a

nessage size @Y Hghel 4ibiiksnt, Mgr-ﬂéhe%ﬂl %EI al 1) Qgﬁlzchrgﬁ:’oﬁent may

i ncl ude requests and responses. In a furt types of
request s (iehtheretihao ﬁ@@tbisnmgyetwembvamd) rIeaeﬁN/ﬁlrtltrmemhodlhnmdenaermdﬁry read

t t t he flush t
renory. AR e e S RO G0 B RO L ARt o ATt por

read requesd sec@did. | nput/ out put port wite request. Requests may contain
fields such as a packet type, destination ID, request type, source ID, 20
transaction adi eemplyefguresiage sirginAy bei4dciin jmn earb@dmwdbthen’gess@gnﬁntl cs.

FIG 2i sseﬁnag,r@;g@g 1% Q5K g&?e% Os;n@l?gﬁg%{@ﬁb%d T I esry s ol g control ler

and recelvin dccor nt rese I"nventi on.
| n parti ctnhtahe ndde&mag send and receive may include a memory read request, memory write

request, cache snoop request, cache flush request, memory update request, cache line
replacement request, input/output port read request, and input/output port write request.
Requests may contain fields such as a packet type, destination ID, request type, source ID,

20 transaction address, request length, stream ID, and ordering semantics.

FIG. 2 is a partial block diagram showing more details of a node controlier and
receiving agent according to an embodiment of the present invention. In particular, FIG. 2
shows more details of the node controller 115 and receiving agent 140 of FIG. 1. As
shown in FIG. 2, output buffer 117 in node controller 115 contains a first message 211,

25 second message 221, and third message 231. In one embodiment, output buffer 117 has
the capacity to contain 32 outbound messages. In an embodiment, each outbound message
that is stored in output buffer 117 contains a retry counter. In a further embodiment, the
retry counter for each outbound message is four bits long, in which case it is capable of
counting from 0 to 15. In addition to output buffer manager 118, node controller 115 also

30  contains an input interface 250 and an output interface 255. Output interface 255 is
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shows nore details of the node controller 115 and receiving agent 140 of
FIG 1. As shown in FIG 2, output buffer 117 in node controller 115

cont ai ns w0 P2/1AY3 nessage 211, 25 second nessage 221, and péinUdovasseage 231
I n one enbodi ment, output buffer 117 has the capacity to contain 32

out bound nessages. In an enbodi nent, each outbound nmessage that is stored

in output buffer 117 contali a ,retry counter. |n a further enbodi nent, the
retry couﬁ‘?%’iedft%P“t %ﬁ?ﬂ%ﬁ ?bﬂzﬁﬂd ﬁé‘ég‘g@éequo'*‘f%&ﬂ‘id BP$5%2°F AR, ROM% whi ch case it

i's capabl @orﬁ’tfolleICIQP 0 1eBGvihE 9001400 it idedeRESd & Q&dtt&re%ﬂ/?bﬁ‘éssgngg fer manager

118, node controller 115 also 30 contains an i nput 1 nterface 0 and an

out put i nfremfreeeévi@Stgent@dfput i nterface 255 is 5 WD 02/17103 PCT/ US01/ 25547
coupl ed to outhound buffer 117 .and is . used . to .send bound ages from
node controll ?wwfgaggﬁﬁé%g? IWUnQﬂ@ﬂﬁuﬁ%déﬂﬂﬁﬁﬂfdgﬂ%@??ﬁﬁﬁgg i's used to
recei ve Np&ba@s hifapir1as a4 ¥ikdigseddbiVe. MQnowreR eIV NtheaeMNuffPicont ai ns

i nbound buffer 147, 1 nbound buffer manager 148, 5 and routing manager 145

as di scussataingrmiries thas men bewsed o fprean putbpyvd seaserge afitdr dlris neggivedisomai ns

entries t t. it [s.received
From - nodt e sAaIRF 115 3 shOord et Lkt P RodBaNAAE:, A ledelepbiln 00t 1 o7
147 i s | atggeore naeighbouhd metsagethariereoeiviabiioinl a redes age firthat emisodira@i ved from a
node. In a further enbodi nent i nbound buffer 147 contains eight entries.

I'n anot heFbewsduitivekt contais gight 9ntes e f angthepcpabodipeeng snbopnd puffer 1 kgs 3 s a

flow dhagsapypls a method of sendi ng outbound nessages according to an

enbodi nent of the present invention. In an enbodi nent, throughout the

operation of ¥lke3 syesflentdipgremnddenatimdtof ednidang outhowndrocieages aedrdgg tout bound
t

nmessages fro he processors. in.that node.. For exanpl node. coptrol | er
Tr5 . e e BER el i glioh Do Fevcgintsob SERREDY The ARETR St The

out bound {RSFAGE HEBRYID@NBONR TPA HodeGb@ivRS o@bdR HiRehagSERDRME prétbkbrsas a
request for data stored in a nenory location in a nmenory in another node,

such as misrthatyode glor pxammics mipdercogitelins |1 &5 meneeceuie pobavad messaesdiamy be rel at ed
0 oS TRoP My FREB TS hnd B i AGFALABEB A" oot oo
and are dﬁxzéﬁshgﬁa such@s a 290¢dn &r dmad@rddrin a memory location in a memory in another
node, such as memory 129. As another example, the outbound message may be related to
snooping a cache memory that is part of a second node. In an embodiment, the node
controller stores outbound messages which it receives and are destined for another node in
20  an outbound buffer, such as buffer 117. In the embodiment shown in FIG. 3, the node
controller sends the outbound messages one-by-one (301) to a receiving agent over the
interconnect that connects the node to the rest of the system. The outbound messages may
be selected from the buffer for sending using any selection algorithm, such as a first-in-
first-out (FIFO) algorithm. The receiving agent may be the destination node, such as for
25  example in a two-node system, or may be a switch, such as receiving agent 140 in FIG. 1.
In one embodiment, the outbound message is sent in a packet format.
In an embodiment, the sending of outbound messages is asynchronous. In a further
embodiment, new outbound messages that need to be sent may be received by the node
controller while outbound messages are being sent out by the node controller. That is, the

30  node controller may store new outbound messages in the outbound buffer while it is
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20 an out bound buffer, such as buffer 117. In the enbodi mrent shown in FIG
3, the node <controller sends the outbound nessages one-by-one (301) to a
recei vi ngvagentiobver the interconnect that connects the POTDESMRSS47e rest
of the system The outbound nessages may be selected fromthe buffer for
sendi ng using any selection algorithm such as a first-in- first-out (FIFO

exanpl o 1 AT QGRS RPmGe MBS VAR EHERE @i vi ng agent
140 in Fl Gnpddimedt beRRRe ﬁﬁ%ﬁioﬁﬁd’&essﬁé&%&ﬁe%%@es%ﬁ? 9ftd the REAYinE N 2 packet

format. In an enbodi nent, the sending out bound nessages IS asynchronous.
In a furt kgt teaxydbiund messagesiin thetobbawdl hlssefglssending noteadmnaio ibke sent may be

recei ved t h d control.ler, while outhoynd nes es _are being sent out

AT s L R T R T RS NS R B

out bound EBBE@@aHeskdde 2§ bewdred Gobithd altborl beffdrlaftiSit hdd YA Qedrhinkd3

PCT/ USO01/ 25547 sendi ng out bound nessages fromthe out bound buffer to the
De i

recei vi ng thegBigimessage has beghiveenspishy senbledlarsecivirgagsnt Botitemiosiagié may be
unsuccesst.yl | I 1Y 0, s in the
out bound bBu f%‘%b%géﬁ?jﬁsga%egﬁ%ilsﬁ%&ﬁ%l gg?%lﬁrrgoﬁlﬁ& Ptﬁﬁ&{?%@?%&%#’%ﬂt g%tgdrqq hey have
been sent sétafitttke siebRind inegsaggRastbeerA@an et iH gndedif iths Bitee ddrodhinairthat then 5

out bound nmessage may be removed fromthe outbound puffer after it has been

det er mi nedendingayes tpRiceRselal Ja afughep grprddpetca SPrIRd Bessteeme®tie recei vi ng

agent .ol nd1bis SPRAGHEBAY if it8RfITQY Rpund nessage that is stored in the
out bound buffer nmay have a sent flag that is set after the outbound

message has beAscosding to theembasliraens siownfin F1G.i3sthe avde thatestwithd owsebubthat t he
sendi ng was _unsuccessful . In a {u¥ht he@) enbodi nent A0 out bound message may
be 10 sel SEFRE FEFVEETETHGRRPS OF 2P %ﬁ?@%ﬁgs@m% SECTVRE @Yl ng to the
enmbodi Men{302NOTHE retiy FebfonsSmay BEsc @8 ekdiile, SR inbonad Bt G reddBERAJE
receives a retry response for the outbound nmessage fromthe receiving agent

(302). Thesanbdes; npichapoinoe inaiprade seheundmsssags dapves septtbydhe sendiseind buffer in
e e 09 PR O WO RPN B U U essane
cont ai n afecoeivtdiut haks yee sstigeodebsatl onatherwise transfercbdho tnduees nyddt andothinether ocessed
or other Wiinsb%utsdr tglrflfse}c r?lg}t ggc hta\(?e %r;fof;[reg%catri]gncsi %v’hic%régn LQ llljs%d %ohsetore new outbound
messages. If the inbound buffer does have room to store the outbound message, the
receiving agent may send a confirmation message to the sending node after it receives the
20  outbound message and stores it in the inbound buffer. In an embodiment, an outbound
message is considered to be successfully sent if a success confirmation message is
received for the outbound message from the receiving agent, and an outbound message is
considered to be unsuccessfully sent if a retry response is received for the outbound
message from the receiving agent.
25 In an embodiment, when the sending node receives a retry response for a outbound
message which is stored in its outbound buffer, it increments a retry counter that is
associated with the outbound message (303). A determination is made whether a
threshold number of retry responses have been received for this outbound message (304).
In one embodiment, the threshold number of retry responses is sixteen retry responses. Of

30  course, a smaller or larger threshold may be used. If the retry counter has not reached the

7



i nbound buffer may not have any free | ocations which can be used to store
new out bound nessages. If the inbound buffer does have roomto store the
out bound weezsyges the receiving agent nmay send a confirmaPCDUSOMEXSS4Ige t o
t he sending node after it receives the 20 outbound nessage and stores it
in the inbound buffer. In an enbodi nent, an outbound nessage is considered

Lo D SUCGRRRL! hY n3R0Lnhlnat RYSERRTe PR LITBLL 5 ERRRAC LR et 00T ved Tor

t he out bound nessage from ecel Vi nessage i s

consi der edbéve. DEheREY coRB&ETHb eyictRe fife thibshald( & hYdd @aREME thay Hetegigs ved for
t he out bound _ nessage fromthe receivi nﬂ gtgent. 25 I n an enbodi nent, when
<

the sendi At Abeldhs eEkoupd snessages thf apedy 1 hgwve heegustesseritlly seeideie which i s
stored in,j Lpe okt +h AGE r t is

associ at egh}\tmét%) ﬁ%ﬁguﬁlp E%%%eg arr?esglgtgg{eh%( %g%%%%ﬁ&é'e?éér ér{r?a%gyllﬂ %)ngef %Q}arrade whet her
a thr éshotedemanpeew aiftriessfiany beies prors asthéambound dofferamel Meehihoamnd t hi s out bound

nmessage (304). In aope enbodjnent, et hreshol unber of retry responses
is sixt eeﬂ?’ef%gwu?r@g oHEESIn tkion?f)u@ég?fgeé?a‘é? %gqtgﬁergfoqued@pg 5feshol d may
be used. khq §bhed il idMbdt@l BLGE: N8R rRehvideegghed the 7 WO 02/17103

PCT/ USO01/ 25547 threshol d, the node controller may continue sending

out bound nessaljdke embatiiment skaveh iathdhy.e3, when it Fsaletesningd totiht eatrylvasntereached t he
t hreshol d, the.node .controll er,m termne that all of the outbound
ressages. PREAPERE HRRbIAE e Pho el Beliine b ouftep Lamsie e any

ot her 1out BeiyRcto¥B HSMO BGtHANIRI hERE (309). tIRE nbRCPhibIRY thRH 88Hds odiBsunaode
controller may 5 prevent an% new entries from stored in the outbound

i
buf f er untiepsaggs|frogythp guraundietinipdle weniviegagept ¥ due nedetcretradlst bound buf f er
have been dggmné%vmtegltﬁfalﬁ?iﬁﬁ% ﬁlg%et{%g 8%?5%8&5 in ﬁ)ﬁ%uﬁa%ﬁ?r{%f@jhegf? pedpound buf fer

in the recerving ag nt shown 1n enit is
det er m neduccérafully hieeived bythe actaivirg agéa §307% and ethtintis té kend sticaduthouidhe node

controller prevents ,anﬁ/ new ogébfg%nd, ssages from 10 being stored in the
s I

out bound BYFF$&S sfosesin thegptbayg (s oUEhouRd wEssasSsBaYSEhd messages

fromtihe Quibbomngshil A8listRsddiBots Bitkbidl rRYRBL mbPB6 onsiliizd APsle control I er

determ nes whether all of the outbound nessages in the outbound buffer have

been sucewsesiully yent aben ¥ echfiypatidnengseageisveoegyed deont th¢ 807lyingageht Gotitei nues to

send the 81%)&%%[ rr]rgessage. After all the outbound messages in the outbound buffer have been
successfully sent, the node controller may allow new entries to be stored in the outbound
buffer (308).

20 In a further embodiment, after receiving a successfully sent outbound message the
receiving agent identifies a second node in the multi-node system that is capable of
processing the successfully sent outbound message and sends the successfully sent
outbound message to the second node.

The present invention may reduce the length of time which an outbound message

25  waits in the outbound buffer to be sent and received successfully. In certain cases, a
starvation situation may arise, and an outbound message waiting in the outbound buffer
may continually have to be resent to the receiving agent. For example, when the outbound
message is sent, the inbound buffer in the receiving agent may be full, and the receiving
agent may send a retry response to the node controller. Before the node controller can

30 resend the message, free entries may become available in the inbound buffer but this room

8



messages stored in the outbound buffer until all the outbound nessages have
been 15 successfully sent. As di scussed above, a outbound nessage may be
consi der adovw1he3 successfully sent when a confirnmati on nPEBRH§E/ISS47 ecei ved
fromthe receiving agent for the outbound nessage. After all the outbound
nmessages in the outbound buffer have been successfully sent, the node

control |l er Il ow new.entries to be stored. in the outbgund. buffer
(308) - 2014 B4 i} Shehls G svades ol e poen S Py fisgrode SHUELSaR Bl 'y sent
out bound FRSHEAIR thidBase! M6 Rs¥iit RYLBARMesbd8 DAl fdaGSretuISiB AR RGHRsl N t he

mul ti-node systemthat is capable of processing the successfully sent
out bound rbis seqyencerehyseprds itseHandslinitelys sThis prblsmmay asawrbfon echmpis shege t o t he

second node. The present invention reduce the length of ti whi ch an
out bound egegﬁagesoaf%S%fi?yé’&frﬁm‘fuﬁg' 8‘&’?%813 ﬁ‘&f’tﬁboﬁfaflgrapqa&are‘gseor}géerﬂms d received
successf ulidviationre@ilayed, S8 @ particularTuBoMiat heRade Hab!Bdeh QétrifBY thikhsi€, and an
out bound nessage waiting in the outbound buffer may continually have to be

. g It DOU
resent t onwReerPEHBEY ithegnodg epntroliergyill didiihe et ofgshpupd megnagassemide theessage i s

sent, the tﬂapgg U\tﬂgerlrl@g fn{ e 8\1@0&1{2@0&1@1@ elih\é inﬂ&b&%‘? Bﬁtﬁ&?f}ﬁ I = se{’gggn t!gl;@t Oc?]F g%lt he

receiving agen send a retry response to the no 0 Bef or e

t he node dmnthoohd bufferdmnthdoeceramndertt vdll beqsddebe fedeed emhrtines ieay becone

avai l abl e ig tnge i nbound buffer buyt tt}'hs rﬁor'r%1 8 WO 02/17103 PCT/ US01/ 25547
may be fi PHBEHAGARSRIAER IRAersiibaecrived. A WHER /e Breatt SurRtionys 1R& Bode

contr abl egmbiht bPme isNifiddThat hhy biftbsin€ ARGagd WE SRS AN 10stkRPYNL: FBRsage wil |
again result in a retry response. This sequence may repeat i1tself

i ndef i ni t glbgundithiffsr.pr obl em may occur, for exanple, where the nessages are
sent asynchrongusly. Wen the. nethod, .and. .appar at f.the present 5
hvent on_ar e SHETLVREERRLST AE aRe P Baepst R b eR FIE boen
retried adésbfigsineteth. MowBRY, itofillbe BRFecidétehNOftRliGRAbAsGhY Q4iriafohs of the t t he
set of outbound nmessages sent to those that are currently in the outbound

buf fer. THEsHhyeRicsRrOwRsS Y threbegdeshingrand sdwis the purvieReofthitbound buf f er
e e B L e B b FRcaiie, v bound
t he 10 anbBordxamplef white ths nddesint HG. 1 h@tshanycontdidiogitwd/tnes pagessus,lainode ave due
to lack OIna? Fc)gln(%aem %y lglprr?ber of processors. In one embodiment, a node contains only one
processor, and in another embodiment a node contains sixteen processors. As another
example, while the nodes in FIG. 1 are connected through receiving agent 140, in another
20  embodiment two nodes may be directly connected to each other. For example, in a system
with that has two nodes, the node controller of a first node may be connected to the node
controller of a second node. In another embodiment, the node controller for a node may
be part of a processor in that node. For example, a first node in a system may only contain
one processor, and the node controller for that node may be part of that processor. In
25  addition, a node (e.g., node 110) may contain one or processors and an input/output hub.
In still another embodiment, the outbound buffer manager, inbound buffer manager,

and/or routing manager are implemented as instructions adapted to be executed by a

processor, which may include firmware, microcode, object code, source code, ext.



i nbound buffer. Several enbodinents of the present invention are
specifically illustrated and/or described herein. However, it wll be

appr eci atved 02/bAd3 nodi fi cations and variations of the preB€MUSIVRI&4T i on are
covered by the above teachings and within the purview of the 15 appended
clainms without departing fromthe spirit”"and i ntended scope of the

i nvention. For exanple, while the nodes in FIG 1 are shown contai ni ng

two/ t hree BL ssors, a node may contain any nunber of processors. In one
enbodinenLr—gigbde contains only one processor, and in another enbodi nent
a node contains sixteen processors. As another exanple, while the nodes in
FIG | are connected through receiving agent 140, in another 20 enbodi nent
two nodes ndy Hendfiadediséndingomsgesthetnetimdchmptisisg:. For exanple, in a system
with that has two nodes,, the no etcoqggol er of a férSt%ﬁ%dﬁgna be
connected to the node® S8NEPBPE it g oubosnd Bisssaphtiered np BYNEE #sLeEhbodi nent
the nogle control I er for yasudQdeuimpaént 0@ réRvingdoe@ niirO8@S & AlredhBldt hat node.

For exanple, a first node in a systemmay only contain one processor, and
the node control |l er for npmberofigees;may be part of that processor, In 25

addi tion, a node (e.g., . I n [ .processors,.and an

i nput/ out put hub. InnSPgﬁﬂggﬁég%%¥ %ﬁ%@ﬁ%ﬁ%ﬂ?&“ﬁﬁggﬁﬁwﬁ%ﬁﬁé°‘ﬁﬂPer

manager, inbound buffer tneméfgennd and/ or routi ng nmanager are inplenmented as
i nstructions adapted . to be executed by . rocessor, which may include
firmaare, mcrocode, lbbdgignipigythat @b‘i’f%@g 0(‘:’@’(9%‘}‘1 By haypbegy 17103

PCT/ U911 25547 | CLAI MouckessfRlg 8l 88kofan? 813} d1indiR3 5RG8Ses sl \EniTB N0
conprising: i. determning that an outbound nmessage storfed in a buffer has
been 5 unsuccessful |y ¢#eneceivingagemcei vi ng agent nore than a threshold
nunber of tines; ii. sending the receiving agent outbound nessages -
currently stored in the buffer; and iii. determning that all of said

out bound mMegsapgRSMABRYEMREAN 1 100G 6 SEbolndnEaRt isaetRiuIB¥ngtHer out bound

messages are sent to . . _
success confirmation message is received for the outbound message from the

15 receiving agent, and wherein an outbound message is unsuccessfully sent if a retry

response is received for the outbound message from the receiving agent.

3. The method of claim 2, wherein a retry response is received from the receiving
agent for an outbound message if a buffer in the receiving agent that stores

20 incoming messages does not have room for the outbound message.

4. The method of claim 1, wherein after receiving a successfully sent outbound
message the receiving agent:
i. identifies a second node in the multi-node system that is capable of
25 processing the successfully sent outbound message; and

ii. sends the successfully sent outbound message to the second node.
5. The method of claim 1, wherein the outbound message is sent in a packet format.

30
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the receiving agent. 2. The nethod of claim1, wherein an outbound nessage
is successfully sent if a success confirmation nessage is received for the
out bound weszsages from the 15 recei ving agent, and wher ei nP@VUSUYASS4TNd
message i s unsuccessfully sent if a retry response is received for the

out bound nmessage fromthe receiving agent. 3. The nethod of claim 2,

wherein a retry response is received fromthe receiving agent for an
out bound e Saéénq?tfo a??B?PId’fn@ans?‘?g?%é arné"clté’lnﬁ’/‘iseﬁéfs%‘@etﬁ? mefad CARRISEE: 20 i nconi ng
nmessages does not have "r&@i’ﬂnfg9&‘&%5&%@@9%1&%5@%55&% tB%h?sJHl%&rﬁ'Pd of

claim1l1, wherein after receiving a successfully sent outboun nessage the
recei ving agent: i. idestpfihamdduerdnadirtoods dfp mitlienedd systempde syst em t hat
is capable of 25 progessing.th uccessful l y sent out bound ssage; and
ii. sends the successY 'u??tf’/lng@ﬁ% ﬁ%ﬁ% %’(rﬁfﬁ@d %@g‘%{@g“{‘% r?sﬂ‘éﬂsgglbagﬁ “Hode. 5.
The meshod of claiml, vheved fortthouddidbuadagdesasage i s sent in a packet
format. 30 10 WO 02/ 17103 PCT/ US01/25547 6. A nmethod of sendi ng nessages
in a nulti-node syst dlin PIHENTIRES ARG VEHS finhbping storpdindhe/ouilpuad petfery
response for an outboun i L0y uffer in a
first node of a nulti-ng e g?@%§%¥“@%§&%%§%gﬁﬁ Fﬁgdgﬁ§f8%£$%§g§ﬁ%id nunber
of retry responses havehbedeen oth eneiovadcd g idest spusordndanissade; and iii.
preventing any nem1entrbq§ frombejng stored in the outbound buffer until
al | outbound nessages cUFMHEH 0§ ICPEIEREIN: t he out bound buffer have been
both ggnt to a receiving agent and stored in an inbound buffer in the
receiving agent. 10 7. The nethod of claim6, wherein a retry response is
recei ved f or/. t He retbhdslofielim feslsage a irdtrytrhgpongtibewitdfesthagabomd sent to t he
recei vi ng agent and.}ﬁerq wer,e no ..

message if the outbound message was sent to the receiving agent and there were no

free locations in the inbound buffer in which to store the outbound message.

15 8. The method of claim 6, wherein said determining that a threshold number of retry
responses have been received includes:
i. incrementing a retry counter associated with the outbound message;
and

ii. determining that the retry counter has reached a threshold.

20
9. The method of claim 6, wherein the outbound message is a memory related
outbound message.
10. The method of claim 9, wherein the outbound message relates to snooping a cache
25 memory that is part of a second node of the multi-node system.

11



free locations in the inbound buffer in which to store the outbound
nmessage. 15 8. The nethod of claim6, wherein said determning that a

t hr eshol aveoibans of retry responses have been recei ved i PCT/US&ER25547.
increnenting a retry counter associated with the outbound nessage; and ii.
determning that the retry counter has reached a threshold. 20 9. The

nmet hod of cI@i 6,d Wmtarﬁi n the .outbound nessage is a nmenory related

out bound nes ag 049 EPNIPHE CHEPHY® of claim 9, wherein the outbound nessage
relates to snooping a;Cawhfer 18 3to E6lik MR butbSud@idssd@bs; @ second node of the
nul ti-node system 11 WO 02/17103 /'US01/ 25547 11 A node controller
conprising: i. a buff@r aneutppignierfacesioupled fotthe pffeototseudiomdbonpd smepages i i . an
out put interface coupl e(}mt othghg ebuff@; to send outbound nessages fromthe
node controller; 5 iii. an i'n u‘% CRYSFace to receive retry responses; and
iv. a buffer manager iGouplgdt heerfabetoirsRve rdtRiredpbaes samd having logic to
determ ne that a threshold nunber of retry responses have been received
for a outbound nessad¥ @buffe; manggesceupledotthsinpyiifternface auyl hayingitpgic fode

controller of claim11, d eﬁgﬁ#@g{s%%f?&&g‘ﬂﬁ%gof%gﬁg& orls@sﬁa@gb?eﬂffer has a

retry counter, wherein t r manager o Increment the retry
counter for an out boundecasd fige cetholnd meveage et isatorel in yhertegoonse 1 s
received for the outbound nessage, and wherein the buffer manager has
logic to use the retry counter to determne that a threshold nunber of

retry 16esponSeshdivie chfRNerldt cl28h 81 WPitbreid Sach HBBoiHdReseR0 il Bk bEffer®hs ¢l @i m 11,

wherein the buffer manager further conprises logic to prevent any outbound
messages not cureirggpunjersyinrein therbulbiaf hamagérhasmlogisitaipcrement the retry counter

for an outbound message each time that a retry response is received for the
outbound message, and wherein the buffer manager has logic to use the retry
counter to determine that a threshold number of retry responses have been

15 received.

13. The node controller of claim 11, wherein the buffer manager further comprises
logic to prevent any outbound messages not currently stored in buffer from being
sent until the successful sending of all outbound messages currently stored in the

20 buffer has been confirmed.

14. The node controller of claim 12, wherein said logic to prevent any outbound
messages from being sent includes logic to prevent the storage of new outbound
messages in the buffer.

25
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sent until the successful sending of all outbound nessages currently stored
in the 20 buffer has been confirnmed. 14. The node controller of claim12,
wherein 30 d2lagd c to prevent any outbound nessages fronPOBURY/ 25847
includes logic to prevent the storage of new outbound nessages in the
buffer. 25 12 WO 02/17103 PCT/ USO1/ 25547 15. A systemconprising: i. a
first node haviing_.a node.controller that includes: 1. an outbound buffer to
store a plur IﬁtsgStch%Prb%%d nessages; and 5 2. an out bound buffer

manager to prevent the i@ Rivil@ModobdaeHadLABRAASES i n the out bound
buffer when a threshold nunber of retry responses has been received for a

out bound nessage stored ih tmeutbernd bufier b stbfearpluralityl of putbeundecei vi ng agent

coupled to said first node agl%ssiagé:sl U ing: 10 1. an inbound buffer to store
a plurality of outbound nessages: *4d 2. an inbound buffer manager to send

a retry response to the fi.r ai owbelerdiblifférinmuidd elinevoiemhs a@egh sfhieeeei ved from
the first node and there are no free entries in the i nbound buffer in 15

which to store the outbound R¥BYganessges i ahotadpuffer shan wilisholdher ei n
each outbound nmessage stor ednﬁrﬂbér%?re'tr??%g&ges lﬁgg%e%rre&%flq‘o{aeoﬁ%uﬁ@unt er,

and wherein the inbound buffer nmanage ntalins [oglc o increment the
retry counter for an out bounthesegsaged aabdottbomed Bufifes and response 20 i s

recei ved for the outbgound nessage. 17. The a stemof claim 16, wherein the
out bound buffer managhr AFERCTRE AEERicouplprto spig st npgs apf 1% he storage of

new oupbound nessages in the,PubBHIRBUS kRFe a plurality of outbound messages;
and
2. an inbound buffer manager to send a retry response to the
first node if an outbound message is received from the first
node and there are no free entries in the inbound buffer in

15 which to store the outbound message.

16. The system of claim 15, wherein each outbound message stored in the inbound
buffer has a retry counter, and wherein the inbound buffer manager contains logic
to increment the retry counter for an outbound message each time a retry response

20 is received for the outbound message.

17. The system of claim 16, wherein the outbound buffer manager further contains
logic to prevent the storage of new outbound messages in the outbound buffer
when the retry counter for an outbound message has reached a threshold.

25
18. The system of claim 15, wherein the first node further comprises a first processor

that sends outbound messages to the node controller.

13



when the retry counter for an outbound nessage has reached a threshold. 25
18. The system of claim 15, wherein the first node further conprises a
first provesyoro3that sends outbound nessages to the nodepcoDuboigdsb4r. 13 WO
02/ 17103 PCT/ US01/ 25547 19. The system of claim 15, wherein the system
further conprises a second node, and wherein the receiving agent further

i ncludes a rquting nan [ roout e out boupnd, nessages fromthe first node
Lo the secorty: HSHUSEE 8 gl At 4o SYatiihe CoRPE e SigoPa Pt and

conput er - r eadaph&eil®sl e8I NAY b8t SR GbludbdEFROR: Bt ko ROSBAARt ed to be
executed by a processor, the 1nstructions which, when executed, cause the

processor to nEAReEes fumpbe fitst melsdate serondinadg. by: i. sending to a receiving
agent an out bound nmessage that is stored in an outbound buffer in a node
of a multi-node system 10 ii. receiving a retry response for the outbound

message sent20. Ah brticRef afanifatiig comefiside 4 fongakalrchdmiebriiudfhatBE kirddesponses
have been received for the outbound nessage; and iv. preventing any new
entries from bBpiseR WeHcEgns adaptpdtodigenesyicd bbafrasessor thejinstuartions whisbund

TeSSages. cul f el SRLethus Tk B UL ASHAL, RYLASE ABNRKE RRRR bOLh sent to

the receiving agent and'stored 1 n an 1 ei ving
agent. 21. The articl & oéndimtobageiving agént ah antboud, maskage eaniststagediimst r uct i ons
for determning that a threshol d_nunber of retry responses have been

recei ved includes instr@@ety ﬂ‘glde‘ge]rHB?nP‘.ie FRendtiEade ¥Se®E ry count er

associjgted with the oyt b&e%gra%@f%?oiqz@faﬂmkioutbglﬁmﬁé&ag% stfgat the retry

counter has reached a threshol d.
ili. determining that a threshold number of retry responses have been

received for the outbound message; and
iv. preventing any new entries from being stored in the outbound buffer
until all outbound messages currently stored in the outbound buffer
15 have been both sent to the receiving agent and stored in an inbound

buffer in the receiving agent.

21. The article of manufacture of claim 20, wherein the instructions for determining

that a threshold number of retry responses have been received includes instructions

20 to:
i. increment a retry counter associated with the outbound message;
and
ii. determine that the retry counter has reached a threshold.
25
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